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Chapter 1

1. The Introduction of Applications

The purpose of this Application Reference book is to introduce some applicable
architecture with the I P phones. Different cases varying from enterprise, SOHO, residential and
even to ITSP application will be described here. For each case, the basic requirement of
network configuration, diagram of architecture, the description of application, and how to set
the parameters of 1P phone are also included. After learning of these applications, you may
accumul ate some experience that will become very important for the deployment of your VolP
communication systems.

If you arejust interested to find a solution for a particular network architecture or
configuration, you may check with the table of contents and then find a proper case for
reference. Due to too many varieties with different extent of complication, this reference book
just offer typical cases only. For more applications and their solution, please try and learn it, or
contact your supplier for assistance.

1.1. The Basic Assumptions

There are some basic assumptions for the reader listed below:

(1) The reader shall aready learn how to configure the IP phone from User’s Manual or
Administration Guide. The configuration can be done thru Web page of 1P phone, Telnet or
|P phone tool.

(2) The reader shall be already know what configuration and condition of his/her network and
be able to do adjustment, re-arrangement, as well as installation of software and hardware,
if the study result shows something to do or try.

(3) The IP phones will be registered to a Gatekeeper, no matter what it belongs to enterprise,
own office, or an ITSP company. For a connection directly to aremote IP phone or aremote
Gateway, these applications will be not covered here in this book.

(4) ThisApplication reference book has no intention to focus on Interoperability issue.
Therefore, all the IP phones are assumed to have same model. And the Gatekeeper and
gateways are from the same supplier or recommended vendors. After you can successfully
realize the application, then you may change to different device from different vendor one
by one, bit by bit.

1.2. The Configurations To Be Concerned

With the configuration Web page of IP phone, we will just focus on some particular fields
that are more important to make applications work. But for another settings, please refer to
User’'s Manual or Administrator Guide for proper settings. Although they are not the keys for
the applications, they still need right or proper setting.
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The following figure is the Web page of IP phone configuration. Some important fields
have been highlighted. Please configure them with accordance to this reference book carefully.

IP-Phone Configuration
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Figure 1.1. The Web Page of | P phone Configuration

The field above with acircleis very concerned items during configuring for application. And
the field with arectangular box is the secondly concerned items. They are described below with
a“o” and “0” mark. For detailed function and description of each field in the Web Page, please
refer the Web description in the Administration Guide of 1P phone.

Somefields, like “Faststart” and “Audio Codec”, have been properly set sometime. Although
the IP phone can negotiate with the remote endpoints (from other vendors), if them don’t
support auto-fallback or auto-swapping capability, the voice channel won’'t work. Besides, you
have to make sureif DTMF isusing H.245 String us the default.

Description of each related fields:

o Use DHCP: Enable or Disable DHCP client function.
For IP phone located in private LAN, if thisis enabled, you can get an assigned
virtual IPfrom DHCP server.
When PPPoE of 1P phone is enabled, please disable DHCP.
When the IP phone is assigned with afixed (Real or virtual) IP, please disable DHCP.
o PPPoE: Enable or Disable PPPoE broadband Internet Dial-up access function.
Only when you want the 1P phone to dial-up to ISP and make a Internet connection,
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thiswill be enable. Or, don’'t enable thisfield.
O PPPID: User ID given by ISP for Internet Dial-up access.
When PPPoE is enabled, this field must befilled out correctly.
O PPP Pin: User Password for Internet Dial-up access.
When PPPOE is enabled, this field must befilled out correctly.
o | P: IP address of this IP phone.

When you want to assign afixed (real or virtual) IP, you can set it here.

When you want to request a IP from DHCP server or ISP (thru PPPOE), please just

leave it unchanged. When the new IPis given, it will be auto-set into thisfield.

0 Subnet Mask: A Mask for limiting a scope of network |P addresses for searching.

Normally it is set as 255.255.255.0. Please consult to your network administrator.

o Router: The IP address of default gateway.
The router address for inner users. Please consult to your network administrator.
o Proxy: Selection of Disable, Enable, Search 2, Search 3, Search 4, and Connect

Disable: Normally, it is disabled.

Enable: When thereis areal proxy, such like H.323 Proxy box, Proxy server, PC
running proxy software or Router with proxy function, if it has afixed real IP
address, please enableit.

Search 2/3/4: If you want to search up to different layer for the router with area IP.

Connect: If your proxy or router use adynamic real 1P and you want to include it asa
virtual H.323 Proxy, please select “ Connect”.

o Proxy | P: the public IP address of Proxy

Thereal IP address of Proxy : if your network uses a standard real H.323 Proxy box,
Proxy server, PC running proxy software or Router with proxy function with a
real IP. If your network uses a Router with areal fixed IP, if you want to
emulate avirtual H.323 Proxy.

0.0.0.0: If you select “ Search 2/3/4” in Proxy field, please specify”0.0.0.0” to this
Proxy IPfield.

“61.222.54.184” or “67.120.192.137": If your network uses a H.323 Proxy box, Proxy
server, PC running proxy software or Router with proxy function with areal
dynamic IP and you want to emulate a virtual H.323 Proxy, please set this
field with a NAT Probe Servers IP address.

ORTP Port: “1722" as default setting.
When enabling Virtual H.323 Proxy function, see the description in Q.931 port for port
setting.

0Q.931 Port: “1720” as default setting.

When you enable Virtual H.323 Proxy function (in Proxy field) for multiple IP phones

behind the same NAT environment, the port setting shall follow the following formulas:

(For details, please refer to Web Page description of Administration Guide)

Q.931 and RAS Port address = The last number of its virtual |P address + 5000.
H.245 and RTP Port address = The last number of its virtual 1P address + 5002.
RTCP Port address = The |last number of its virtual 1P address + 5003.
O RASPort: “1720” asfactory default setting.
When enabling Virtual H.323 Proxy function, see the description in Q.931 port for port
Ssetting.
OH.245 Port: “1722" as default setting.
When enabling Virtual H.323 Proxy function, see the description in Q.931 port for port
Ssetting.
o Use GK: Enable or Disable
This must be enabled in all cases with registering to a Gatekeeper
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o GK | P: The IP address of Gatekeeper
This must be filled with the real 1P of Gatekeeper in all cases of this book.
0 GK ID: Null, or the ID of Gatekeeper to be registered.
Please consult to your administrator of Gatekeeper or ITSP.
o Use H.235: Enable or Disable
Please consult to your administrator of Gatekeeper or ITSP. When your ITSP or
administrator give you an account ID and Pin number for Gatekeeper logon, normally
you have to enable thisfield.
0 H.235 Account: The Account ID of H.235 for Gatekeeper
When H.235 isenabled, thisis amust.
0 H.235 Pin: The Pin Number of H.235 for Gatekeeper
When H.235 isenabled, thisis amust.
Local Alias: Selection of Phone Number, Full Name, H.323 ID, MAC address.
Thisisfor reference only.
0 H.323 I D: an address used in H.323 protocol with a character string.
When Use Gatekeeper is enabled, thisis required for registration use.
GW | P: The IP address of Vol P Gateway
Thisisnot required in al cases of this book. But you can leave it unchanged.
Faststart: Selection of Disable, Faststart, and Tunneling
This has nothing to do with network configuration. But for some conditions, it needs to
be configured properly in order to set up the voice channel.
DTMF: H.245 String is default setting
This has nothing to do with network configuration. But for some conditions, it needs to
be configured properly in order to make DTMF function working.
Audio Codec: G711 a-law, G711 p-law, G723.1 6.3K, G.723.1 5.3K, G729, G729A, G.729B,
G.729AB.
This has nothing to do with network configuration. But for some conditions, it needs to
be configured properly in order to set up the voice channel.
o Phone Number: The phone number of this IP phone.
In any case, thisis amust. But when Gatekeeper is used, thiswill be the extension
number of Gatekeeper.

1.3. Glossary

ADSL (Asymmetric Digital Subscriber Line)
A DSL based technology that enables greater bandwidth rates over standard copper
telephone lines. Subscribersinstall an ADSL modem in their home that allows them to
access data on the Internet while at the same time use their telephone for voice
conversations. Thisis possible because ADSL modems transmit data over telephone
lines at different frequencies than voice conversations.

Cable Modem
A device used to provide fast Internet access over cable TV lines. Theincreased speed is
made possible because coaxial cables (which transmit TV signals) have much greater
bandwidth than standard telephone lines.

DOCSIS (Data Over Cable Service I nterface Specification)
It defines the interface requirements for cable modems providing data distribution over a
cable television network. DOCSIS ensures that a network will work properly when
DOCSIS modems made by different vendors are connected to it.

Firewall
A system that secures a network and prevents access by unauthorized users. Firewalls
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can be software, hardware or a combination of both. Firewalls can prevent unrestricted
access into a network, as well as restrict data from flowing out of a network.

Gatekeeper
An H.323 entity that provides address trandlation, control access, and sometimes
bandwidth management to the Vol P network for H.323 terminals, Gateways, and MCUSs.

Gateway
An H.323 entity which provides real-time, two-way communications between two
H.323 endpoints. An endpoint on the LAN which providesfor RT 2-way
communications between H.323 Terminal on the LAN and other ITU terminals (ISDN,
GSTN, ATM, ...) on WAN or to another H.323 gateway.

H.323 Proxy
A device for controlling and accepting inbound and outbound H.323 traffic, removing
the requirement for existing network infrastructure to be affected.

Headend
The equipment located in the central office of the service provider. The headend
connects the cable network to external data networks.

I CS (Internet Connection Sharing)
A function of 1P sharer or Internet gateway. This function allows all users of the home-
network to share one Internet connection. It can be implemented in an embedded device
or in the format of PC software.

| Ptype: thetype of IP address. There are four different IP types.

| P Sharer or Internet Gateway
A device between a home network and the Internet. The device allows al users of the
home-network to share one Internet connection. Usually provides functionality such as
DHCP, NAT, VPN and more, depending on the manufacturer.

ISP (Internet Service Providers)
An Internet Service Provider (ISP) isacommercial organisation that provides access to
the Internet for its subscribers

ITSP (Internet Telephony Service Providers)
A ISP engage in the telephony service and related business, like value-added
telecommunication services which are based on internet system.

MCU (Multipoint Control Unit)
A central switching and control device for videoconferences involving more than two
participating terminals.

NAT (Network Address Trandation)
A function of Internet Gateways and routers that allows for the sharing of an IP address.
For example, NAT on an Internet Gateway will allow the individual PCsin ahome
network to appear as the IP address of the Internet Gateway to users and PCs on the
Internet, even though each PC on the home network has it's own internal private IP

address.
PAT (Port Address Trandlation)
Port Mapping

PAT or port mapping is the process where packets arriving to a particular |P address/port
can be trandated and thus redirected to a different IP/port. This functionality isaway to
create a persistent passage through NAT. Port Mapping is only necessary for incoming
connections, not returning traffic.

PBX
Private Branch eXchange :An in-house telephone switching system that interconnects
telephone extensions to each other as well as to the outside telephone network.

PPPoE (Point-to-Point Protocol Over Ethernet)

©Copyright, All rights reserved, 2003. -9
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It isaprotocol that is used for connecting to high speed DSL service of Internet.

Proxy Server
Used in larger companies and organizations to improve network operations and security,
aproxy server is able to prevent direct communication between two or more networks.
The proxy server forwards allowable data requests to remote servers and/or responds to
datarequests directly from stored remote server data.

Router
A device that forwards data packets from one local area network (LAN) or wide area
network (WAN) to another. Based on routing tables and routing protocols, routers can
read the network address in each transmitted frame and make a decision on how to send
it viathe most efficient route based on traffic load, line costs, speed, bad connections,
etc.

SOHO
Small Office & Home Office: A term generally used to describe an office or business
with ten or fewer computers and/or employees.

Vol P
Voice Over Internet Protocol: VolPis based on the principa of transmitting digitized
voice packets over networks. Basically, Vol P consists of converting voice signalsinto
streams of digital packets and sending those packets of data through an IP-constructed
network environment. Vol P can work in both LAN (local area network) and WAN (wide
area network) environments for intranetwork or internetwork communication between
VolIP channel users. Routers and switches and other special compression protocols direct
the packetized voice data to their destination IP address. Vol P can be less expensive than
voice transmission using standard analog packets over POTS (Plain Old Telephone
Service). It allows telephone calls, faxes, or overhead paging to be transported over an
existing |P data network topology.

1.4. Description of Different |P Type

Currently IP address wit IPv4 format has a shortage problem over the world. So, some
enterprise or individual use private IP address for internal computers or network device.
Therefore there are four main different 1P types:

Any (Any type of IP): All of different IP.
R(Redl) : isaso recognized as“Public”, “Global routable” or “External” 1P address
- RF(Real Fixed) or
- RD(Real Dynamic)
V(Virtual): isrecognized as “Private”, “External inaccessible’, “Internal”.
- VF(Virtual Fixed), or
- VD(Virtua Dynamic).
They are described in details below:

Real Fixed I P: When an IP phone uses a Real Fixed IP, it will be immune from NAT
traversal issue. Therefore, it can either easily register to a Gatekeeper
for communications or directly be called by another |P phone or
Gateways.

Real Dynamic I P: When an IP phone uses a Real Dynamic IP, it will be immune from
NAT traversal issue, too. Even its IPwill be changed dalily, it still can
easily register to a Gatekeeper for communications. Because our |P
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Phone will periodically re-flash the link between Gatekeeper and IP
phone. But in this case, thereis no way for it to be called by another 1P
phone or Gateways.

Virtual Fixed I P: When installing an IP phone in office LAN, you may assign a
particular Virtual (Private) Fixed IP addressto it. With it, it isvery
convenient for internal management and communication. But it will
face NAT traversal issue, when this phone has to communicate with
outside. Because its Fixed Virtual |P addressis blinded by the NAT
device. So, we need a NAT solution to solve thisissue.

With this case, any IP phone or Gateway located internally inside the
LAN can call with this IP phone directly and easily. But for outside
communication, this IP phone may be possibly called, depending the
support of NAT solution. Normally, in this condition, registration to a
Gatekeeper will be preferred.

Virtual Dynamic I P: When the IP phoneisinstalled in office LAN, if you enable
DHCP client flag of the IP phone, it will automatically get a Virtual
(Private) Dynamic IP address from DHCP server. This IPwill be
changed timely by the server. With this setting, the IP phone will face
more complicated NAT traversal issue, when this phone hasto
communicate with outside. Because not only isits Virtual |P address
blinded by the NAT device, but aso no any internal 1P phone or
Gateway can call it directly without the help of Gatekeeper. So, we need
amore powerful NAT solution to solve thisissue.

With this case, for both internal and external communications, a
Gatekeeper will be used for registration and offer the connections
among them.

©Copyright, All rights reserved, 2003. - 11 -
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Chapter 2

2. The Solution Table And Concept

2.1. The Solution Table of Different Applications

With the IP phone, you may build up different architecture for different application. There
are many different cases varying from enterprise, SOHO, residential and even to ITSP
application can be found in the table below. When you ook up one kind of application that
seems matching your environment, you may just go to its details description.

But before you go to detailed description of each application, please read the following
sessions in this chapter so that you can really understand the NAT / virtual 1P issue and the
operational concept of solution that the IP phone provides. The knowledge may be useful for
you to troubleshoot any problem encountered in your application or to overcome new issues
when your application is different from the one we described in this Application Reference

Book.

(1). Applicationsfor General Offices:

No. |[External |Router/ |Internal |Internal IP |Call Applications Remarks
GK Firewall |GK/Proxy |Phone
O1 Yes RFIPGK |Any (1) Interna Calls: Typical
(RIP) With All IP phones and Gatewayswill  [VoIP
H.323 register to internal Gatekeeper and |System
Proxy can call each other well internally. |For main
function |Any (2) Externa Calls: office
If external endpoint isfinein voice
channel, any internal endpoint can
do call setup & conversation well
with the external point.
02 Yes RFIPGK |Any (1) Interna Calls: Not
Witha |Without All IP phones and Gatewayswill  |suggested
RFIP  |H.323 register to internal Gatekeeper and
Proxy can call each other well internally.
function |RIPR, (2) Externa Calls:
If external endpoint isfinein voice
channel, any internal endpoint can
do call setup & conversation well
with the external point.
VvV IP The H.323 proxy of the IP phones
need to be enabled if they want to
call to outside.

- 12 -
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O3 |RFIP  |Yes RIP (1) Internal Calls: Not
With a All IP phones and Gatewayswill  |suggested
RD IP register to the Gatekeeper and can
call each other well internally.
VIP The H.323 proxy of the IP phones
need to be enabled.
So far, thereis alimitation that the
|P phones shall be located in the
same subnet behind NAT.
Any (2) Externa Cdlls:
As H.323 Proxy enabled, our IP
phones can call to any external
endpoints.
O4 |RFIP  |Yes H.323 Any (1) Internal Calls: Typica
(RIP) Proxy All 1P phones and Gatewayswill  [VolP
Box register to the Gatekeeper and can  |System
installed call each other well internally. For branch
With a (2) Externa Cdlls: office
RF IP Any internal endpoint can do call
Any setup & conversation well with the
external point.
(2). Applications For SOHQO Offices:
No. |External |Router/ |Internal Internal IP |Call Applications Remarks
GK Firewall |GK/Proxy |Phone
S1 |RFIP  |Yes H.323 Any (1) Interna Calls: Typical
witha |Proxy All 1P phones and Gateways will VolP
RIP Box register to the Gatekeeper and can  |System
installed call each other well internally. For SOHO
With a (2) External Calls:
RD IP Any internal endpoint can do call
setup & conversation well with the
external point.
S1 |RFIP  |Yes, H.323 Any (1) Interna Cals: Go thru
-1 witha |Proxy All 1P phones and Gateways will ADSL
RIP Box register to the Gatekeeper and can  |/XDSL/
installed call each other well internally. Cable/
With a (2) Externa Cdlls: Modem
RD IP. Any internal endpoint cando call  |Lineto
setup & conversation well with the |access
external point. Internet.
S2 |RFIP  |Yes, OneR IP |Register the IP phones to the external Typical
Useone Others VF |Gatekeeper: VolP
RD IP IP (1) Externa Calls: System
For a For the phonesusing V. IP, their for SOHO
SOHO H.323 proxy function need to be
Router enabled. Any internal endpoint can
do call setup & conversation well

©Copyright, All rights reserved, 2003.

13 -




IP Phone Application Reference Book

OneRIP
OthersVF
IP

with the external point.
(2) Internal Calls:
RIP phone can call to any one VIP

phone._For the phones using V. IP,

their H.323 proxy function need to
be enabled.

(3). Applications For Home (Residential):

No.

External
GK

Number of
Real IP

Router /
Firewall

Internal IP
Phone

Call Applications

Remarks

H1

RFIP

2 Oor more
RDIP
given

Yes,
Useone
RD IP
ForalP
sharer
device

OneRIP
OthersVF
IP

OneRIP
OthersVF
IP

Register the IP phones to the external
Gatekeeper:
(2) Externa Cdlls:

For the phones using V. IP, their

H.323 proxy function need to be
enabled. Any internal endpoint can

do call setup & conversation well
with the external point.

(2) Internal Calls:
RIP phone can call to any one VIP

phone. For the phones using V. IP,

their H.323 proxy function need to
be enabled.

for abig
home
network

H2

RFIP

Only 1
RDIP
given

Yes,
Usethis
RD IPin
router

VFIP

VFIP

Register the IP phones to the external
Gatekeeper:
(1) Externa Cdlls:

For the phones using V. IP, their

H.323 proxy function need to be
enabled.

Any internal endpoint can do call
setup & conversation well with the
external point.

(2) Internal Calls:
For the phones using V. IP, their

H.323 proxy function need to be
enabled.

H3

RFIP

2 Oor more
RDIP
given

RunaPC
toact as
anlP
sharer for
NAT

OneR IP
OthersVF
IP

OneR IP
OthersVF

Select a PC to run proxy softwareas alP
sharer. Then all H.323 proxy functions of
|P phones using V P shall be enabled and

pointed to the IP sharing PC.
Then, register the IP phones to the

external Gatekeeper:

(1) Externa Cdlls:
Any internal endpoint can do call
setup & conversation well with the
external point.

(2) Internal Calls:
Any phone can call to any one

Typica
home
network.

When PC
is off, all
other
phones
will be
down.

14 -
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IP

phone.

H4

RF IP

Only 1
RDIP
given

Run aPC
to act as
anlP
Sharer
for NAT
(PCcan
not be
powered
off.

VFIP

VIP

Register the IP phones to the external

Gatekeeper: (Far the phones using V. IP,

their H.323 proxy function need to be
enabled.)

(1) Externa Calls:
Any internal endpoint can do call
setup & conversation well with the
external point.

(2) Internal Calls:
Any phone can call to any one
phone.

H5

RF IP

2 or more
RD IP
given

2RIP

2RIP

Register the IP phones to the external

Gatekeeper:

(1) Externa Calls:
Any internal endpoint can do call
setup & conversation well with the
external point.

(2) Internal Cdlls:
RIP phone can call to other RIP
phone internally.

Dual IP
phonein A
Home

H5

RF IP

2 or more
RD IP
given

1RIP

Register the IP phones to the external

Gatekeeper:

Externa Cals:
Any internal endpoint can do call
setup & conversation well with the
external point.

Basic
home
network.
(IP phone
+ PC)

H6

RF IP

Only 1
RDIP
given

RIP

Register the IP phones to the external

Gatekeeper:

Externa Cals:
The phone can do call setup &
conversation well with any external
point.

H7

RFIP

Only 1
RDIP
given

Toruna
PC for
Internet
Sharer.
With RD
1P

VFIP

For the phones using VF IP, its H.323

proxy function need to be enabled. Then
register the IP phone to the external

Gatekeeper:

External Cdls:
The phone can do call setup &
conversation well with any external
point.

Basic
Home
Network
(IP phone
+ PC)

4). Applicationswith A Special Gatekeeper: (%)

[Notes]: A special Gatekeeper isproposed for some applications. All endpoint including
the I P phone should provide the same proprietary NAT-reserve protocol accor dingly.

Even with a proprietary NAT-reverse protocol, the special Gatekeeper still maintains the
Interoperability of standard H.323 protocols so that any standard H.323 endpoints, MCU and

©Copyright, All rights reserved, 2003.
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Gatekeeper can communicate normally with this special Gatekeeper and the special endpoints.
But for standard endpoints even registered to the special Gatekeeper, there is no way to offer

NAT-reserve solution for them. Thisis anewly developing feature; please check to your
supplier about the availability of thisfeature.

No. [External [Router/ |Internal Internal IP |Call Applications Remarks
GK Firewall |GK/Proxy |Phone
P1 |RFIP |Yes Special  |Any (1) Internal Cals: [Remark]:
(#)|With  |witha  |H.323 All 1P phones and Gateways will ~ |Should use
Route |RIP Prox register to the Gatekeeper and can 2. special GK
mode Box witha call each other well internally. which
In Main VE P (2) Externd Calls: S—“W;&
office In office Any internal endpoint can do call %
[Remark] setup & conversation well withthe |~
external point.
P2 |RFIP |Yes Any (1) Internal Cals: [Remark]:
(#)|With  witha With a All IP phones and Gateways will ~ |Should use
Route |RIP special register to the Gatekeeper and can ~ |a.special GK
mode at Proprietary call each other well internally. which
ITSP Virtual [P |(2) Externd Calls: Mpolﬁ
[Remark] support in Any internal endpoint can do call %
the phone setup & conversation well withthe |~
external point.
P3 IRFIP |Yes Any (1) Internal Calls: [Remark]:
(J)|With.  |witha With a All 1P phones and Gateways will ~ |Should use_
Route |RIP special register to the Gatekeeper and can ~ |aspecial GK
mode at Proprietary call each other well internally. which
ISTP Virtual [P |(1) Externa Calls M@Ol&
[Remark] support in Any internal endpoint can do call %
the phone setup & conversation well withthe [~
external point.
5). Integration Systems Reference :
No. |[External |Router/ |Internal |Internal IP |Call Applications Remarks
GK Firewall |GK/Proxy |Phone
1 Yes, GK+Proxy|Any (1) Internal Calls: Main office
witha |Witha (H.323 All 1P phones and Gateways will
RFIP |RFIP Standard) register to the Gatekeeper and can
call each other well internally.
(2) Externa Calls:
Any internal endpoint can do call
setup & conversation well with the
external point.
1 Yes H.323 Any (1) Internal Cals: Branch
-1 witha  |Proxy (H.323 All IP phones and Gateways will Office
RDIP |Witha Standard) register to the Gatekeeper and can
RD IP call each other well internally thru
H.323 Proxy.

16
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(2) Externa Calls:
Any internal endpoint can do call
setup & conversation well with the
external point.
12 Yes, GK+Proxy|Any (1) Internal Cals: Main office
witha |Witha (H.323 All 1P phones and Gateways will
RFIP |RFIP Standard) register to the Gatekeeper and can
call each other well internally.
(2) External Cdlls:
Any internal endpoint can do call
setup & conversation well with the
external point.
12 RD IP (1) Externa Calls: Home
-1 (H.323 |P phone can do call setup & Office
Standard) conversation well with any endpoint
in main and branch offices.
I3 |RFIP |Yes H.323 Any (2) Interna Calls: Office
By ITSP |witha |Proxy (H.323 All 1P phones and Gateways will
RDIP |Witha Standard) register to the Gatekeeper and can
RD IP call each other well internally thru
H.323 Proxy.
(2) Externa Calls:
Any internal endpoint can do call
setup & conversation well with the
external point.
14 |RDIP (H.323  |(1) Externa Cadlls: Home
By ITSP Standard) Any internal endpoint can do call
RD IP setup & conversation well with any
external point.
Another Or, the outgoing call can transfer to
1 RDIP PSTN analog phone or mobile
for PC phone thru Trunk Gateway.
I5 |RDIP (H.323 (1) External Calls: Homes
By ITSP Standard) Any internal endpoint can do call
RD IP setup & conversation well with any
external point.
Another Or, the outgoing call can transfer to
1 RDIP PSTN analog phone or mobile
for PC phone thru Trunk Gateway.
16 [RFIP |Yes For office, |RD IP (2) Internd Calls: ITSP
By ITSP |witha |Proxyis |For home All 1P phones and Gateways will
RIP equipped |Subscriber register to the Gatekeeper and can
For wit aRIP. |and call each other well internally.
offices VFIP (2) Externa Calls:
Only For office Any internal endpoint can do call
users setup & conversation well with the
external point.
Or, the outgoing call can transfer to
PSTN analog phone or mobile
phone thru Trunk Gateway.

©Copyright, All rights reserved, 2003.
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2.2. NAT Traversal Solution

Many private individuals or service providers are using Network Address Trangation (NAT)
method to get around the problem of not having enough IP addresses for |P devices. Therefore,
many computers or network devices will use private (Virtual) IP address inside their LAN and
transmit data to/from the Internet thru a single real public IP address. Typicaly, IP addressesin
the private network have the form 192.168.x.x or 10.0.x.x.or 172.16x.x or 172.31.x.X. (Where x
isanumber between 0 and 254).

But NAT created a big problem for Vol P communication because both the Vol P signaling and
the media uses UDP to transport their information. And under standard operation condition and
without permission, all incoming UDP packets will be dropped by Router and/or Firewall.
Firewalls often use this NAT mechanism to filter traffic entering and leaving a zone.

However, it will cause that the LAN 1P phone get no voice from the far end or the call signals
will be blocked inside or outside the Firewall during connection setup. When a phone located in
apublic network sends a signal or media packet to another phone located in private network
side, the destination of packets cannot be the virtual 1P address of peer private phone. Because
it isnot usable in public network. So the destination will be the address of NAT gateway of
private IP phone. However, when NAT receives these packets, it doesn’t know which port to be
invoked and which private address to be trandlated. Finaly, the packets of public IP phone will
be dropped. On the contrary, the same problem occurs when a private phone wants to call a
public IP phone thru external Gatekeeper.

There are different approaches to solving this problem:

« UseaH.323-aware NAT router:
In fact, it is very difficult. Because most enterprise do not agree to swap current
stably operating router. Besides, this kind of router is not so popular in the market
and new equipment may be too expensive.

+ Set up astaticroutein the NAT gateway:
This method doesn’t need any new facilities but may be denied by some
enterprises. Because this action may violate to the management or configuration
rules currently applied to the router. Even for a simple home or SOHO
environment, end users may be confused with how to set the static route table
right. However, this solution seems applicable possibly in most of routers.

« Use STUN to measure out ports:
For some environments, "Simple Traversal of UDP Through NATS' (STUN) is
used to get around the NAT problem. But it needs a server located in the public
Internet. And the IP phones shall do some modification to support this protocol if
they are going to leverage this method.
The IP phone shall link to the STUN server and get the analysis response from
SUN Server. In general, the response will tell the IP phone which type and the real
| P address and ports of your NAT gateway.
Since it needs an extra server and maintenance fee for servicein the public
Internet, some enterprises has comments with this solution, too.

+ Use Special Gatekeeper Solution to support NAT solution:
Since most IP phones will register to a public Gatekeeper, if the Gatekeeper can
support NAT solution, enterprises don’'t need cost an extra STUN server. But,
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however, the IP phone shall support a special (proprietary) protocol to work with
this special Gatekeeper.

This is an easy-management and cost-effective solution for enterprises, SOHO and
home users. But any standard endpoints without supporting this protocols that
want to register to this Gatekeeper shall need real 1P address.

2.3. What NAT Solutions Do We Support?

Basically, if the IP phones are planed only for internal (Intranet or VPN) communication, there
isno need to utilize any NAT traversal solution. Otherwise, you do need to determine a proper
NAT solution for your |P phone. With different needs of environment and economic
consideration, the IP phone supports several solutions for the users.

1) 1P phone H.323 Proxy function and NAT Gateway port m ing:

In the IP phone, thereisabuilt-in “H.323 Proxy” simulator that can be enabled to offer NAT
solution for afundamental private network. When this function is enabled, the IP phone will
utilize a special NAT-checking protocol to communicate with a“NAT Probe Server (with fixed
real 1P address) to check out the real |P address of NAT gateway of private network. And then,
the IP phone will virtually include the NAT gateway to be avirtual H.323-aware Proxy and do
packet header transfer during sending or receiving Vol P packets as general Proxy server does
(please refer to the following figure).

Public Dynamic IP IP phone "{1"

130.2.44.1 ) WE m,w H;ﬁs Fiix;al;i IP
For PWW.PITM '.i _ o For Proxy+phone “1"
. Virtual H.323 Proxy =
A Bundled with P

".IF‘ hone
P

Gatekeeper

£ fainanpog s S
Public Dynamic IP | g Ui B8 P/ 1p phone 2" [inual Fixed IP
130.2.44.1 P phone With Proxy 192.168.1.11
For Proxy#phone “2" | " P enabled For Proxy+phone “2”

Figure 2.1. Simulating a Virtual H.323 Proxy with an I P Phone
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At the same time, user has to configure the “PAT (Port Address Translation)” table on NAT
Gateway so that each signal and media port of IP phone can be correspondingly mapping to
related ports of NAT gateway. Please follow the manual carefully to configure the PAT table.
For intercom (inside private network) calls between IP phones that all use virtual |P address and
are behind the same NAT and subnet, this solution is also applicable.

For outgoing packets, the IP phone will place its private |P address into the payload and use the
real “1P:port” of NAT gateway to send relative packets. For incoming packet, after NAT
gateway tranglates the Vol P packet on a particular mapping port to a private IP address, the
packet will be accurately delivered to the target |P phone for process. Please see the figure
below “NAT port mapping to Private |P address’ for reference.

IP:port usage of IP Phonet
NAT Port Mapping |to Private IP Table

o VLR 90:5010 s

Fullic |F Part MAT Romter  Por Service Hame  Private IP | 1934681 A0:5013 H.24E
Public @

EE.06 2201 | 20 Vi 16 1, 10500 182 168.1 10:8010 RAS

152 166 1. 9 50m 1821681005012 RTP
152 168 1 W50
196 168 1. 10
152.168.1.1150% IP:port usage of IP Phone?
(ER LR B
152 165 1 W50 -,
T bl ECFRTTEREE P o834
152 165 1 W50 UFRLE R RRE-L 1 H24%

152 1.1, 1180 192880115014 | RAS
15 1198 310 F000

*

Private ¥ of Phone 2 Use

EEECECEECE

AEFALERARE L ATH

r \
" IP:port usage of others

4
| 182,163.3 1E5000 | [t} |

Public Network Private Network

Translation| of |IP:port

Figure 2.2. NAT port mappingto Private | P address

(2) To utilize a H.323 Proxy

H.323 Proxy Server is an application-specific device of VolP network that allows al H.323
endpoints in the same subnet to transfer signal and media packets to/from the Internet easily.
One Proxy server needs an installation of two network cards. Assign afixed IP address for the
INTERNAL network (such like 192.168.0.1). And the EXTERNAL network card (public
network side) will need an public real |P address that may be assigned by ITSP or ISP provider.

Typically, aProxy server is assigned with a Real Fixed IP address on the public side. So, it will
be immune from any NAT traversal issue. But for using adynamic real 1P address, if this proxy
cannot timely notify its new |P address to the public Gatekeeper when the old real IPis changed,
the proxy will loss the link with the Gatekeeper. Unfortunately not all proxy servers support this
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mechanism. Therefore, you shall choice aright one or contact us for our H.323 proxy server.

The advantage of utilizing a H.323 Proxy server isto make the solution smpler and easily for

maintenance. But this approach brings some concerns to the users, such like:

- Aneed of extraH.323 proxy server

- AextraReal Public IP address

- All traffic routing thru the H.323 proxy so that a H.323 proxy can serve just limited H.323
endpoints, say 200 concurrent calls for a Pentium 111 PC system.

- If you use Real Dynamic IPfor the H.323 proxy server, you will need two Ethernet ports on
the H.323 Proxy. Of course, if you use Real Fixed IP address, you just need one Ethernet
interface only. Besides, please make sure that your H.323 Proxy server can firmly link to the
Gatekeeper from time to time.

However, it is strongly suggested enterprises to leverage this solution with a“Real Fixed IP
address’. Besides, enterprises may setup another Vol P dedicated separate broadband link to
connect the public network so that voice quality won't be interfered by data streams in the same
network. But this suggestion needs one more ADSL/XDSL/Cable link. The Vol P packet flow
thru proxy server isillustrated in the following figure:

:;ggc?n namic IP ' Virtual Fixed IP \
.28.7. 192.168.1.254 : %

66.28.7.255 _,"r ,’f i
e HRIProxy [ A
e — : H.323 Proxy | E"i"l
Gatekeeper : e
. i Prdders
LN ™ qi: .""I..h"". U-Hii:ill'ed
....... M anett "o, T, broadband  :
Private Subnet - e, for QoS VelP :
H'}Ltﬂ'l B Pl sasrrETEEESATEEEES of
NATIFW./ | T

Real DynamiclP | | | o

130.2.44.1 — ' T
sasasessa Virtual Fixed IP Virtual Fixed IP
130.2.44.255 192.168.1.0 192.168.1.10, 192.168.1.11

Figure 2.3. Using H.323 Proxy Box for Private | P phones

(3) To use DM Z function on the SOHO Router

This method is mainly suggested for SOHO or Home user. In fact, aDMZ (De-Military Zone)
isaspecial feature of a Firewall or Router. You can image that it is located within two firewalls
in serial and between a public network and a private network. The purpose of aDMZ isto have
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abuffer zone for settling those systems that public accessis allowed to aswell as private user
accessis alowed to. In general, systemsin the DMZ are not trusted and are allowed very little
(if any) access back into your private network so that if a compromise were to take placein
your DMZ, the attacker would have an additional (and more secure) layer to cross before
getting to your most sensitive assets.

Theterm “DMZ” is often confused due to SOHO router companies claiming to have a'DMZ'
configuration option. This marketing ploy does not give auser atrue DMZ, but rather just
forwards all traffic not already accounted for by other forwarding rules to a specified host. This
isnot atrue DMZ. But, no matter what naming it use, you may leverage this DM Z function to
solve NAT issue. In general, atypical SOHO router just allows a single host to occupy the
DMZ. The following methods are applicable for IP phone in your private LAN.

- Toassign one IP phone to the DMZ when you need one more IP phone. The IP phone can
use avirtual 1P address. In generdl, thisis used in Home network.

- Toassign H.323 Proxy to the DMZ when you need more IP phones to hang onto this H.323
proxy. The IP phones can use virtual |P addresses. Basically it is applicable for SOHO
network.

In convention, most administrators reserve DMZ for particular or emergency use only. So, this

method will be a back-up or unofficial solution.

4) To Run a Special Gatekeeper with associated | P phone

[Notes]: The special Gatekeeper isproposed for some applications, especially thereis
serioudly in shortage of real | P addresses over different small sites connecting to the
Gatekeeper. All endpoint including the I P phone should provide the same proprietary
NAT-reserve protocol accordingly.

Even with a proprietary NAT-reverse protocol, the special Gatekeeper still maintains the
Interoperability of standard H.323 protocols so that any standard H.323 endpoints, MCU and
Gatekeeper can communicate normally with this special Gatekeeper and the special endpoints.
But for standard endpoints even registered to the special Gatekeeper, there is no way to offer
NAT-reserve solution for them. Thisis a newly developing feature; please check to your
supplier about the availability of thisfeature.

Since most 1P phones will register to a Gatekeeper for central administration, thereisa
specia Gatekeeper proposed to get around NAT traversal issue. This solution isrealized thru
interaction between a special Gatekeeper and NAT- reversal endpoints (IP phones, Gateways,
Proxies, and MCUs). A special proprietary protocol makes it come true. Please contact your
supplier for the availability of this Gatekeeper and associated function in the IP phone.

In fact, with this proprietary protocol, the special Gatekeeper also acts like a“NAT Probe
server”. Then an endless connection will be established and maintained between the Gatekeeper
and the IP phones with periodically sending PDU information. Therefore, any another endpoints
can call to thisIP phone that is behind in NAT gateway. The advantage of this protocol enables
any endpoints behind general NAT gateway independent and able to connect to the special
Gatekeeper al the time. (Please refer to the following figure).

Of course, it brings with certain disadvantages to user, too. They are:
- You have to changeto this particular Gatekeeper with a support of proprietary protocol.
- Just having limited type of endpoints (this IP phone and gateway) is available now.
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- All mediatraffic will be routed thru the special Gatekeeper so that a heavy load and high

bandwidth requirement are necessary for this specia Gatekeeper.

Provide NAT
Probe Server

function here
."-—'_d-

¢ Connections are

: well established  :
i between en nts : PEX
: and the Gateheeper :

IJ

Gatekeeper

;r Media is routed thru'

the Gatekeeper I
! during conversation|
"

Figure 2.4. To Run A Special Gatekeeper With Associated | P phone

sHey
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Chapt er

3

3. The Office Applications

3.1. O1-A Typical Vol P System For Main Office

This application with the IP phones is for atypical VolP System in main office. It isideal
for small or medium enterprises with asize about 100 to 1000. And the main office has to own
a Gatekeeper and maintain it for internal or branch offices. Besides Gatekeeper and | P phones,
most application may bring in Gateway to connect to existing PBX system. They will be well
planned and connected to the office network for more efficient operation and management. The
main design of the IP phone is focusing on office users and very suitable for this application.

No. |[External |Router/ |Internal Internal IP |Call Applications Remarks
GK Firewall |GK/Proxy |Phone
O1 Yes RFIPGK |Any (1) Interna Calls: Typical
(RIP) With All IP phones and Gatewayswill  [VoIP
H.323 register to internal Gatekeeper and |System
Proxy can call each other well internally. |For main
Function. |Any (2) Externa Calls: office

If external endpoint isfinein voice
channel, any internal endpoint can
do call setup & conversation well
with the external point.

Gateheaper
(Proxy

Figure 3.1. A Typical Vol P System For Main Office
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[Requirement of Equipments]:

The standard H.323 IP phones

A standard H.323 Gatekeeper with H.323 Proxy function on (for Media Route service)
A general office network with Router and Firewall (supporting NAT).

A standard Vol P Gateway provides connecting the office LAN and PBX telephone
system.

[Description of Application]:

al P

All 1P endpoints have to register to the Gatekeeper of Enterprise.

For IP phones using Virtual Dynamic IP addresses, they can keep alive with the
Gatekeeper al the time so that no communication blocking will take place.

All traffic will go thru the Gatekeeper. So, to serve a great number of endpoints
depends on more powerful capacity of Gatekeeper. Be careful with the capacity
planning for both internal and external traffic.

There is no need to change any settings on Router/Firewall device.

[Call Paths]:

* Theinterna IP phone can dial to another internal endpoints thru the Gatekeeper.

* Theexternal endpoints can dia to internal endpoints thru the Gatekeeper. On the
reverse, so do them.

» Theextension of PBX can get aline to VolP Gateway and dia to any internal IP
phones or outside endpoints.

» Any IPphones dialing to the Vol P Gateway thru Gatekeeper will get a second dial tone
that you can dial to the extension number of PBX system.

[Parameter Settings]:

o Use DHCP: Enable

o PPPoE: Disable

O PPPID: null.

O PPP Pin: null.

o | P: Keep factory setting. A new dynamic virtual 1P (say 192.168.5.24) will be auto-
assigned into thisfield.

o Subnet Mask: say 255.255.255.0.

o Router: say 192.168.5.1. (a private fixed |P)

o Proxy: Disable

o Proxy I P: 0.0.0.0. (or keep “61.222.54.184” or “67.120.192.137")

ORTP Port: “1722" as default setting.

0Q.931 Port: “1720” as default setting.

O RASPort: “1720" asfactory default setting.

OH.245 Port: “1722" as default setting.

o Use GK: Enable

o0 GK |P: Say 92.151.51.24 (a public fixed IP address).

0 GK ID: Null,

o Use H.235: Disable

0 H.235 Account: Null.

0 H.235 Pin: Null.

OH.3231D: Null.

o Phone Number: Say 2100.
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3.2. 02 —A Office Gatekeeper without Proxy Support

This application with the IP phones is for main office (small or medium enterprises with a
size about 100 to 1000), too. A Gatekeeper isinstalled in office but without supporting Proxy
function. Therefore, we have to find away to solve NAT issue. Here, we suggest to enable the
Virtual H.323 Proxy function of the IP phone. With this application, though it can avoid the
traffic capacity issue of Gatekeeper, we do not think it is the best for enterprise. Because, you
have to pay much attention to maintenance of NAT port mapping all the time. Besides
Gatekeeper and |P phones, most application of thistype may bring in Gateway to connect to
existing PBX system. They should be well planned and connected to the office network for
more efficient operation and management. Since the main design of the IP phone is focusing on
office users, it will be very suitable for this application, too.

No. |[External |Router/ |Internal |Internal IP |Call Applications Remarks
GK Firewall |GK/Proxy |Phone
02 Yes RFIPGK |Any (1) Interna Calls: Not
Witha |Without All IP phones and Gatewayswill  |suggested
RFIP  |H.323 register to internal Gatekeeper and
Proxy can call each other well internally.
function |RIPR, (2) Externa Calls:
If external endpoint isfinein voice
channel, any internal endpoint can
do call setup & conversation well
with the external point.
VvV IP The H.323 proxy of the IP phones
need to be enabled if they want to
call to outside.
_ PSTN
MAT Probe |
‘ S erver wl finped PHX
| Real P VolP Gateway L‘~
— e
VolP NATI P —&
Network -

Virtual H.323 Proxy

Figure 3.2. An Office Gatekeeper Without Proxy Support
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[Requirement of Equipments]:

The standard H.323 IP phones

A standard H.323 Gatekeeper without H.323 Proxy function

A general office network with Router and Firewall (supporting NAT).

A standard Vol P Gateway provides connecting the office LAN and PBX telephone system.
(The Gateway must provide Virtual H.323 Proxy function or runs with a Dynamic Real IP
at least).

A NAT Probe Server with Real Fixed IP address. (Or, you may utilize the supplier’s
server).

[Description of Application]:

All 1P endpoints have to register to the Gatekeeper of Enterprise.

For IP phones using Virtual Dynamic IP addresses, they can keep alive with the
Gatekeeper al the time so that no communication blocking will take place.

For IP phones using Virtual |P addresses, if they want to call external endpoints, the
virtual H.323 proxy function of P phones should be enabled. (Please refer to the above
figure).

All traffic will not go thru the Gatekeeper. So, the capacity of Gatekeeper is not very
important in system planning.

You MUST to configure the NAT/PAT table for those IP phones whose virtual H.323
proxy function have been enabled. Please refer to the operational manual of your office
Router/Firewall device and be careful with the settings of 1P port mapping.

Call Paths]:

* Theinterna IP phone can dial to another internal endpoints thru the Gatekeeper. But

the mediatraffic will go directly between the phones.

» Theexterna endpoints can dial to internal endpoints thru the Gatekeeper. On the

reverse, so do them.

* Theextension of PBX can get alineto VolP Gateway and dial to any internal 1P

phones or outside endpoints.

* Any IPphones dialing to the Vol P Gateway thru Gatekeeper will get a second dial tone

that you can dial to the extension number of PBX system.

[Parameter Settings]:

o Use DHCP: Disable

o PPPoE: Disable

O PPPID: null.

O PPP Pin: null.

o | P: say 192.168.5.10 (given avirtual fixed IP)

o Subnet Mask: say 255.255.255.0.

o Router: say 192.168.5.1. (aprivate fixed |P)

o Proxy: Enable

o Proxy | P: Say 92.151.51.20 (areal fixed IP of Router of main office)
ORTP Port: Say 5012 (Please refer to session 1.2. Q.931 setting).
0 Q.931 Port: Say 5010 (Please refer to session 1.2. Q.931 setting).
O RAS Port: Say 5010 (Please refer to session 1.2. Q.931 setting).
0O H.245 Port: Say 5012 (Please refer to session 1.2. Q.931 setting).
o Use GK: Enable
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3.3.

small or medium branch offices with a size about 20 to 200. Since the main office has own

o GK | P: Say 92.151.51.24 (a public fixed |P address).
0O GK ID: Null,
o Use H.235: Disable

0O H.235 Account: Null.

0 H.235 Pin: Null.
O H.3231D: Null.
o Phone Number: Say 2100.

O3 —-A Simple Vol P System For Branch Office

This application with the IP phones is for a simple Vol P System in branch office. It isfor

Gatekeeper, so its branch office can leverage it for application. Besides IP phones, most
application may bring in Gateway to connect to existing PBX or KTS system. They will be well
planned and connected to the branch office network for more efficient operation and
management. The main design of the IP phone is focusing on office users. So, it isvery suitable
for this application.

No.

External
GK

Router /
Firewall

Internal
GK/Proxy

Internal IP
Phone

Call Applications

Remarks

O3

RFIP

Yes
With a
RD IP

RIP

(1) Interna Calls:
All 1P phones and Gateways will
register to the Gatekeeper and can
call each other well internally.
The H.323 proxy of the IP phones
need to be enabled.
So far, thereis alimitation that the
| P phones shall be located in the
same subnet behind NAT.

(2) Externa Calls:
As H.323 Proxy enabled, our IP
phones can call to any externa
endpoints.

Not
suggested
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Figure 3.3. A Simple Vol P System Of Branch Office

[Requirement of Equipments):
» Thestandard H.323 IP phones

* A standard H.323 Gatekeeper located in the public Internet

* A genera office network with Router and Firewall (supporting NAT).

» A standard Vol P Gateway provides connecting the office LAN and PBX telephone system.
(The Gateway must provide Virtual H.323 Proxy function or runs with a Dynamic Real IP
a least).

* A NAT Probe Server with Real Fixed IP address. (Or, you may utilize the supplier’s
server).

[Description of Application]:
- All IPendpoints have to register to the Gatekeeper located in public Internet.

- For IP phones using Virtual Dynamic |P addresses, they can keep alive with the
Gatekeeper al the time so that no communication blocking will take place.

- For IP phones using Virtual 1P addresses, the virtual H.323 proxy function of IP phones
should be enabled. (Please refer to the above figure).

- All traffic will not go thru the Gatekeeper. So, the capacity of Gatekeeper is not very
important in system planning.

- You MUST to configure the NAT/PAT table for those IP phones whose virtual H.323
proxy function have been enabled. Please refer to the operational manual of your office
Router/Firewall device and be careful with the settings of 1P port mapping.

[Call Paths]:
* Theinterna IP phone can dial to another internal endpoints thru the Gatekeeper. But
the mediatraffic will go locally between the phones.
» Theexterna endpoints can dial to internal endpoints thru the Gatekeeper. On the
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reverse, so do them.

* Theextension of PBX can get aline to VolP Gateway and dia to any internal 1P
phones or outside endpoints.

* Any IPphones dialing to the Vol P Gateway thru Gatekeeper will get a second dia tone
that you can dia to the extension number of PBX system.

[Parameter Settings]:

o Use DHCP: Disable

o PPPoE: Disable

O PPPID: null.

O PPP Pin: null.

o | P: say 192.168.5.14 (given avirtua fixed IP)

o Subnet Mask: say 255.255.255.0.

o Router: say 192.168.5.1. (a private fixed IP)

o Proxy: Connect.

o Proxy | P: *61.222.54.184” or “67.120.192.137” ( or your own NAT probe Server)
ORTP Port: Say 5016 (Please refer to session 1.2. Q.931 setting).
0 Q.931 Port: Say 5014 (Please refer to session 1.2. Q.931 setting).
ORAS Port: Say 5014 (Please refer to session 1.2. Q.931 setting).
0O H.245 Port: Say 5016 (Please refer to session 1.2. Q.931 setting).
o Use GK: Enable

o GK | P: Say 92.151.51.24 (a public fixed |P address in main office).
0 GK ID: Null,

o Use H.235: Disable

0 H.235 Account: Null.

0 H.235 Pin: Null.

O H.3231D: Null.

o Phone Number: Say 2100.

3.4. 04 —A Typical Vol P System For Branch Office

This application with the IP phones is for atypical VolP System in branch office. It isfor

small or medium branch offices with a size about 20 to 200. Since the main office has own
Gatekeeper, so its branch office can leverage it for application. Besides a Proxy box and IP
phones, most application may bring in Gateway to connect to existing PBX or KTS system.
They will be well planned and connected to the branch office network for more efficient
operation and management. The main design of the IP phone is focusing on office users. So, it
is very suitable for this application.

No. |[External |Router/ |Internal Internal IP |Call Applications Remarks
GK Firewall |GK/Proxy |Phone
O4 |IRFIP  |Yes H.323 Any (1) Interna Calls: Typical
(RIP) Proxy All 1P phones and Gatewayswill  |VolP

Box register to the Gatekeeper and can  |System
installed call each other well internally. For branch
With a (2) Externa Calls: office
RF IP Any internal endpoint can do call
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Any setup & conversation well with the
external point.
= PRING

H.323 Proxy VolP Gateway PBX

R — ¢

Figure 3.4. A Typical Vol P System For Branch Office

Requirement of Equipmentsg]:

» Thestandard H.323 IP phones

* A standard H.323 Gatekeeper located in the public Internet

» A genera office network with Router and Firewall (supporting NAT).

» A standard Vol P Gateway provides connecting the office LAN and PBX telephone system.
(The Gateway must provide Virtual H.323 Proxy function or runs with a Dynamic Real IP
at least).

» A H.323 Proxy server located in the Office. You may use PC server and run a Proxy
software for this application (Please see the Appendix for popular Proxy software). Or
contact your supplier for the availability of H.323 Proxy Box. (The H.323 Proxy Server
must run with a Dynamic Real 1P or be assigned to DMZ zone of the Router, if DMZ is

empty).

[Description of Application]:
- All IPendpoints have to register to the Gatekeeper located in public Internet.

- For IP phones using Virtual Dynamic |P addresses, they can keep alive with the
Gatekeeper al the time so that no communication blocking will take place.

- All traffic will not go thru the Gatekeeper. So, the capacity of Gatekeeper is not very
important in system planning. On the reverse, all internal traffic will go thru the Proxy.
Therefore, pay attention to the planning of its capacity.

[Call Pathg]:
» Theinterna IP phone can dia to another internal endpoints thru the Gatekeeper. But
the mediatraffic will go the H.323 Proxy locally.
* Theexternal endpoints can dia to internal endpoints thru the Gatekeeper. On the
reverse, so do them. But the mediatraffic will go the H.323 Proxy, too.
» Theextension of PBX can get aline to VolP Gateway and dia to any internal IP
phones or outside endpoints.
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* Any IPphones dialing to the Vol P Gateway thru Gatekeeper will get a second dial tone
that you can dial to the extension number of PBX system.

[Parameter Settings]:

o Use DHCP: Enable

o PPPoE: Disable

0 PPPID: null.

O PPP Pin: null.

o | P: say 192.168.5.24 (DHCP server assigns a virtual 1P)
o Subnet Mask: say 255.255.255.0.

o Router: say 192.168.5.1. (aprivate fixed IP)

o Proxy: Enable.

o Proxy | P: Say 22.100.5.25 (areal fixed IPfor Proxy Box/Server)
ORTP Port: “1722" as default setting.

0 Q.931 Port: “1720" as default setting.

ORASPort: “1720" asfactory default setting.

OH.245 Port: “1722" as default setting.

o Use GK: Enable

o GK | P: Say 92.151.51.24 (a public fixed IP address in main office).
O GK ID: Null,

o Use H.235: Disable

0O H.235 Account: Null.

0 H.235 Pin: Null.

O H.3231D: Null.

o Phone Number: Say 2100.
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Chapt er

4.The SOHO Applications

A

4.1. S1—A Typical Vol P System For SOHO

This application with the IP phonesisfor atypical VolP System of SOHO that has asize
about 10 to 100. Sinceit has no main offer offering an operating Gatekeeper, it shall deal with
an ITSP provider to support. Therefore, PSTN traffic can go into the SOHO and outgoing long
toll VolP call can get down to PSTN network. Besides a Proxy box and IP phones, most
application may bring in Gateway to connect to existing KTS system. The versatile functions of
the IP phone will cover most requirements of SOHO application. However, the IP phoneis a

cost-efficient solution for SOHO users.

No. |External |Router/ |Internal Internal IP |Call Applications Remarks
GK Firewall |GK/Proxy |Phone
S1 |RFIP  |Yes, H.323 Any (1) Interna Calls: Typical
witha |Proxy All IP phones and Gateways will VolP
RIP Box register to the Gatekeeper and can  |System
installed call each other well internally. For SOHO
With a (2) Externa Calls:
RD IP. Any internal endpoint can do call
setup & conversation well with the
external point.

Figure4.1. A Typical Vol P System for SOHO
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[Requirement of Equipments]:

The standard H.323 |P phones

A standard H.323 Gatekeeper located in the public Internet

A general SOHO Router (with Firewall / NAT).

A standard Vol P Gateway provides connecting the office LAN and KTS telephone
system.

A H.323 Proxy server located in the Office. You may use PC server and run a Proxy
software for this application (Please see the Appendix for popular Proxy software). Or
contact your supplier for the availability of H.323 Proxy Box. (The H.323 Proxy Server
must run with a Dynamic Real P or be assigned to DMZ zone of the Router, if DMZ is

empty).

[Description of Application]:

All 1P endpoints have to register to the Gatekeeper located in public Internet.

For IP phones using Virtual Dynamic IP addresses, they can keep alive with the
Gatekeeper al the time so that no communication blocking will take place.

All traffic will not go thru the Gatekeeper. So, the capacity of Gatekeeper is not very
important in system planning. On the reverse, all internal traffic will go thru the Proxy.
Since the number of endpointsislimited in SOHO, you may not be worry about the
capacity of the H.323 Proxy.

Call Paths]:

* Theinterna IP phone can dial to another internal endpoints thru the Gatekeeper. But
the mediatraffic will go the H.323 Proxy locally.

» Theexterna endpoints can dial to internal endpoints thru the Gatekeeper. On the
reverse, so do them. But the mediatraffic will go the H.323 Proxy, too.

* Theextension of KTS can get aline to Vol P Gateway and dial to any internal IP
phones or outside endpoints.

* Any IPphones dialing to the Vol P Gateway thru Gatekeeper will get a second dia tone
that you can dia to the extension number of KTS system.

[Parameter Settings]:

o Use DHCP: Disable

o PPPoE: Disable

O PPPID: null.

O PPP Pin: null.

o | P: say 192.168.5.18 (given avirtua fixed IP)

o Subnet Mask: say 255.255.255.0.

o Router: say 192.168.5.1. (a private fixed IP)

o Proxy: Connect.

o Proxy | P: “61.222.54.184” or “67.120.192.137” ( or your own NAT probe Server)
O RTP Port: Say 5020 (Please refer to session 1.2. Q.931 setting).

0 Q.931 Port: Say 5018 (Please refer to session 1.2. Q.931 setting).

O RAS Port: Say 5018 (Please refer to session 1.2. Q.931 setting).

0 H.245 Port: Say 5020 (Please refer to session 1.2. Q.931 setting).

o Use GK: Enable

o GK | P: Say 78.250.33.168 (a public fixed IP address of 1TSP Gatekeeper).
0 GK ID: Null,

o Use H.235: Say Enable (it depends on ISP’ s Gatekeeper)

0O H.235Account: Say “XYZ-CO-LTD”.
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0O H.235 Pin: Say “1122334455667788".
OH.3231D: Null.
o Phone Number: Say “886226551000".

4.2. S1-1 - A Basic SOHO Vol PApplication Thru ADSL

This application isfor abasic SOHO to use the IP phones and it is good for an
organization with a size about 3 to 10 where no PBX/KTS isinstalled. Sinceit hasno main
offer offering an operating Gatekeeper, it shall deal with an ITSP provider to support. Therefore,
PSTN traffic can go into the SOHO and outgoing long toll Vol P call can get down to PSTN
network. A Proxy box is required for 1P phones to get around NAT issue. The versatile functions
of the IP phone will cover most requirements of SOHO application. However, the IP phoneisa

cost-efficient solution for SOHO users.

No. |External |Router/ |Internal Internal IP |Call Applications Remarks
GK Firewall |GK/Proxy |Phone
S1 |RFIP  |Yes, H.323 Any (1) Interna Cals: Go thru
-1 witha |Proxy All 1P phones and Gateways will ADSL
RIP Box register to the Gatekeeper and can  |/XDSL/
installed call each other well internally. Cable/
With a (2) Externa Cdlls: Modem
RD IP. Any internal endpoint cando call  |Lineto
setup & conversation well with the |access
external point. Internet.

Figure4.2. A Basic SOHO Vol P Application Thru ADSL

[Requirement of Equipments]:
 AnADSL linewith ADSL modem (Can be changed to CATV and Cable Modem)

* The standard H.323 IP phones
* A standard H.323 Gatekeeper located in the public Internet
* A genera SOHO Router (with Firewall / NAT).
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A standard Vol P Gateway provides connecting the office LAN and KTS telephone system,
if required.

A H.323 Proxy server located in the Office. You may use PC server and run a Proxy
software for this application (Please see the Appendix for popular Proxy software). Or
contact your supplier for the availability of H.323 Proxy Box. (The H.323 Proxy Server
must run with a Dynamic Real 1P or be assigned to DMZ zone of the Router, if DMZ is

empty).

[Description of Application]:

All 1P endpoints have to register to the Gatekeeper located in public Internet.

For IP phones using Virtual Dynamic IP addresses, they can keep alive with the
Gatekeeper al the time so that no communication blocking will take place.

All traffic will not go thru the Gatekeeper. So, the capacity of Gatekeeper is not very
important in system planning. On the reverse, all internal traffic will go thru the Proxy.
Since the number of endpointsislimited in SOHO, you may not be worry about the
capacity of the H.323 Proxy.

[Call Pathg]:

» Theinternal IP phone can dia to another internal endpoints thru the Gatekeeper. But
the mediatraffic will go the H.323 Proxy locally.

* Theexterna endpoints can dia to internal endpoints thru the Gatekeeper. On the
reverse, so do them. But the mediatraffic will go the H.323 Proxy, too.

» Theextension of KTS can get alineto Vol P Gateway and dia to any internal 1P
phones or outside endpoints.

* Any IPphones dialing to the Vol P Gateway thru Gatekeeper will get a second dial tone
that you can dial to the extension number of KTS system.

[Parameter Settings]:

o Use DHCP: Disable

o PPPoE: Disable (PPPoE is enabled at Router)

O PPPID: null.

O PPP Pin: null.

o | P: say 192.168.5.18 (given avirtua fixed IP)

o Subnet Mask: say 255.255.255.0.

o Router: say 192.168.5.1. (aprivate fixed IP)

o Proxy: Connect.

o Proxy | P: “61.222.54.184” or “67.120.192.137” ( or your own NAT probe Server)
O RTP Port: Say 5020 (Please refer to session 1.2. Q.931 setting).
0 Q.931 Port: Say 5018 (Please refer to session 1.2. Q.931 setting).
O RAS Port: Say 5018 (Please refer to session 1.2. Q.931 setting).
0 H.245 Port: Say 5020 (Please refer to session 1.2. Q.931 setting).
o Use GK: Enable

o GK IP: Say 78.250.33.168 (a public fixed |P address of ITSP Gatekeeper).
0 GK ID: Null,

o Use H.235: Say Enable (it depends on ISP’ s Gatekeeper)

0O H.235Account: Say “ABC-HOUSE”.

0O H.235 Pin: Say “ 1020304050607080" .

OH.3231D: Null.

o Phone Number: Say “26551000".
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4.3. S2 — A Simple Vol P System For SOHO

This application isfor asimple Vol P System for SOHO where it already hasKTS
installation. Since it has no main offer offering an operating Gatekeeper, it shall deal with an
ITSP provider to support. Therefore, PSTN traffic can go into the SOHO and outgoing long toll
VoIP call can get down to PSTN network. Since there is no Proxy box, we have to enable the
virtual H.323 proxy function for the IP phones. But for Gateway, you have to assign area IP

addressto it or assign DMZ of router to it. Or, you have to find a standard Gateway that can

support NAT traversal function. The versatile IP phone is a cost-efficient solution for SOHO

USers.
No. |External |Router/ |Internal Internal IP |Call Applications Remarks
GK Firewall |GK/Proxy |Phone
S2 |RFIP  |Yes, OneR IP |Register the IP phones to the external Typical
Useone Others VF |Gatekeeper: VolP
RD IP IP (1) Externa Calls: System
For a For the phonesusing V. P, their for SOHO
SOHO H.323 proxy function need to be
Router enabled. Any internal endpoint can
do call setup & conversation well
with the external point.
OneRIP |(2) Interna Calls:
OthersVF RIP phone can call to any one VIP
IP phone._For the phonesusing V. IP,
their H.323 proxy function need to
be enabled.
i
roxy .
Virtual H.323 Proxy P
Bundled with T8
IP phone & VolP Gateway .. '-
Gatekesper T e
VolP .l L\ oy
- OHO LAN

MAT Probe

| Real IP

Sarver vl Tixed

Router :

NAT oo

Virtual H.323 Proxy

Bundled with
IP phone

» . -

IP phone “2"

Proxy
enabled

Figure4.3. A Smple Vol P System for SOHO
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[Requirement of Equipments]:

The standard H.323 |P phones

A standard H.323 Gatekeeper located in the public Internet

A general SOHO Router (with Firewall / NAT support).

A standard Vol P Gateway provides connecting the office LAN and KTS telephone system.
(The Gateway must provide Virtual H.323 Proxy function or runs with a Dynamic Real IP
at least).

A NAT Probe Server with Real Fixed IP address. (Or, you may utilize the supplier’s
server).

[Description of Application]:

All 1P endpoints have to register to the Gatekeeper located in public Internet.

For IP phones using Virtual Dynamic IP addresses, they can keep alive with the
Gatekeeper al the time so that no communication blocking will take place.

For IP phones using Virtual 1P addresses, the virtual H.323 proxy function of IP phones
should be enabled. (Please refer to the above figure).

All traffic will not go thru the Gatekeeper. So, the capacity of Gatekeeper is not very
important in system planning.

You MUST to configure the NAT/PAT table for those | P phones whose virtual H.323
proxy function have been enabled. Please refer to the operational manual of your
SOHO Router (with Firewall/NAT) device and be careful with the settings of P port

mapping.

Call Paths]:

* Theinterna IP phone can dial to another internal endpoints thru the Gatekeeper. But
the mediatraffic will go locally between the phones.

» Theexterna endpoints can dial to internal endpoints thru the Gatekeeper. On the
reverse, so do them.

* Theextension of KTS can get aline to Vol P Gateway and dial to any internal 1P
phones or outside endpoints.

* Any IPphones dialing to the Vol P Gateway thru Gatekeeper will get a second dia tone
that you can dia to the extension number of KTS system.

[Parameter Settings]:

o Use DHCP: Disable

o PPPoE: Disable (PPPoE is enabled at Router)

O PPPID: null.

O PPP Pin: null.

o | P: say 192.168.5.22 (given avirtua fixed IP)

o Subnet Mask: say 255.255.255.0.

o Router: say 192.168.5.1. (a private fixed IP)

o Proxy: Connect.

o Proxy | P: *61.222.54.184" or “67.120.192.137” ( or your own NAT probe Server)
ORTP Port: Say 5024 (Please refer to session 1.2. Q.931 setting).
0 Q.931 Port: Say 5022 (Please refer to session 1.2. Q.931 setting).
O RAS Port: Say 5022 (Please refer to session 1.2. Q.931 setting).
0O H.245 Port: Say 5024 (Please refer to session 1.2. Q.931 setting).
o Use GK: Enable
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o GK IP: Say 78.250.33.168 (a public fixed |P address of ITSP Gatekeeper).
O GK ID: Null,

o Use H.235: Say Enable (it depends on ISP’ s Gatekeeper)

0 H.235 Account: Say “ABC-HOUSE”.

0 H.235 Pin: Say “ 1020304050607080" .

OH.3231D: Null.

o Phone Number: Say “26551000".
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Chapt er

5

5. The HomeApplications

5.1.H1-Two Real IP For A bigHome LAN

This application with the IP phones is for a big home network with 2 real 1P that has a
router and many computers. Since it has no Gatekeeper at home, user shall subscribe the service
of ITSP s Gatekeeper. So, remote PSTN traffic can go up and get down the Vol P network for

home users.
No. |[External |Number of |Router/ |Internal IP |Call Applications Remarks
GK Real IP Firewall |Phone
H1 [RFIP |2 or more |Yes, OneR IP |Register the IP phones to the external for abig
RDIP Useone |OthersVF |Gatekeeper: Home
given RDIP |IP (1) Externa Cdlls: network
ForalP For the phones using V. IP, their
sharer H.323 proxy function need to be
device enabled. Any internal endpoint can
do call setup & conversation well
with the external point.
OneRIP |(2) Internal Calls:
OthersVF RIP phone can call to any one VIP
IP phone. For the phonesusing V. IP,
their H.323 proxy function need to
be enabled.
HAT Probe
Server wl fixed
Real IP
' | SOHO Router
Gatek esper

with a real [P

Ethermel Cables

Virtual H.323

;lf.:lf 2 1__-:"-:_':_:_-_--]-?‘ Pranes : PC :
Proxy phone s

e

Figure5.1. Two Real IP For A BigHome LAN
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[Requirement of Equipments]:

AnADSL linewith ADSL modem (Can be changed to CATV and Cable Modem)

A Ethernet Switch Hub for Home network

The standard H.323 IP phones

A standard H.323 Gatekeeper located in the public Internet

A general SOHO Router (with Firewall / NAT).

A NAT Probe Server with Real Fixed IP address. (Or, you may utilize the supplier’s
server).

[Description of Application]:

All 1P endpoints have to register to the Gatekeeper located in public Internet.

For IP phones using Virtual Dynamic IP addresses, they can keep alive with the
Gatekeeper al the time so that no communication blocking will take place.

For IP phones using Virtual 1P addresses, the virtual H.323 proxy function of IP phones
should be enabled. (Please refer to the above figure).

All traffic will not go thru the Gatekeeper.

To enable the PPPOE function of thefirst IP phone that uses a Real Public IP. So, it can
dia-up to the Internet itself.

You MUST to configure the NAT/PAT table for those IP phones whose virtual H.323
proxy function have been enabled. Please refer to the operational manual of your
SOHO Router (with Firewall/NAT) device and be careful with the settings of 1P port
mapping.

(Reference: If you just have two IP phones, one may use areal |P address and the other
can be assigned to DMZ zone of SOHO Router instead of enabling virtual H.323
Proxy function, if DMZ is empty)

Call Paths]:

* Theinterna 1P phone can dial to another internal endpoints thru the Gatekeeper. But
the mediatraffic will go locally.

» Theexterna endpoints can dial to internal endpoints thru the Gatekeeper. On the
reverse, so do them.

[Parameter Settings]:
[Note]: IPphone 1 will get areal P address from ISP. The others will use internal virtual IP.

0 Use DHCP: Disable for al phones

o PPPoE: Enabled for phone 1, and Disable for others.

O PPPID: Say “aolkevin01” for phone 1, and null for Disabled phones.

O PPP Pin: Say “mysecret” for phone 1, and null for Disabled phones.

o | P: say 192.168.1.10 for phone 1, 192.168.5.26, 192.168.5.30,...(virtua fixed I1Ps)
o Subnet Mask: say 255.255.255.0 for all.

o Router: say 192.168.5.1. (aprivate fixed IP) for dl

o Proxy: “Disable’ for IP phone 1 and “ Connect” for others.

o Proxy | P: “61.222.54.184” or “67.120.192.137”" ( or your own NAT probe Server)
ORTP Port: Say 5024, ... (Pleaserefer to session 1.2. Q.931 setting).

0 Q.931 Port: Say 5022, ... (Please refer to session 1.2. Q.931 setting).

O RAS Port: Say 5022, ... (Please refer to session 1.2. Q.931 setting).

OH.245 Port: Say 5024, ... (Please refer to session 1.2. Q.931 setting).

o Use GK: Enablefor all

o GK |P: Say 78.250.33.168 (a public fixed IP address of | TSP Gatekeeper) for all.

O GK ID: Null for all
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o Use H.235: Say Enable (it depends on ISP’ s Gatekeeper) for all

0O H.235Account: Say “Taipel Karl”, “Taipel Newking”, and so on.

O H.235 Pin: Say “111111” for account 1, “2222” for account 2, and so on.
O H.3231D: Null.

o Phone Number: Say “1000” for phonel, “1001” for phone 2, and so on.

5.2.H2—-A Single Real IP For A bigHome LAN

This application with the IP phonesis for a big home network just with asingle |P that
has a router and many computers. Since it has no Gatekeeper at home, user shall subscribe the
service of ITSP s Gatekeeper. So, remote PSTN traffic can go up and get down the Vol P
network for home users.

No. |[External |Number of |Router/ |Internal IP |Call Applications Remarks
GK Real IP Firewall |Phone
H2 RFIP  [Only1 Yes, VFIP Register the IP phones to the external
RDIP Usethis Gatekeeper:
given RD IPin (1) Externa Cdlls:
router For the phonesusing V. IP, their
H.323 proxy function need to be
enabled.

Any internal endpoint can do call
setup & conversation well with the
external point.

VFIP (2) Internal Calls:

For the phones using V. P, their
H.323 proxy function need to be

enabled.
MAT Probe
Server wi fixed
| Real #
| SOHO Router

| with areal [P

ol
Efhernel l:lhlu_...}.L
T

_—

Virtual H.323
Proxy phone1

| [ Virtwal H323 .
.Pruw phone 2 _

-

Figure5.2. A Single Real IP For A Big Home LAN
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[Requirement of Equipments]:

AnADSL linewith ADSL modem (Can be changed to CATV and Cable Modem)

A Ethernet Switch Hub for Home network

The standard H.323 IP phones

A standard H.323 Gatekeeper located in the public Internet

A general SOHO Router (with Firewall / NAT).

A NAT Probe Server with Real Fixed IP address. (Or, you may utilize the supplier’s
server).

[Description of Application]:

All 1P endpoints have to register to the Gatekeeper located in public Internet.

For IP phones using Virtual Dynamic IP addresses, they can keep alive with the
Gatekeeper al the time so that no communication blocking will take place.

For IP phones using Virtual 1P addresses, the virtual H.323 proxy function of IP phones
should be enabled. (Please refer to the above figure).

All traffic will not go thru the Gatekeeper.

You MUST to configure the NAT/PAT table for those IP phones whose virtual H.323
proxy function have been enabled. Please refer to the operational manual of your
SOHO Router (with Firewall/NAT) device and be careful with the settings of 1P port
mapping.

(Reference: You may assign an IP phone to DMZ zone of SOHO Router instead of
enabling its virtual H.323 Proxy function, if DMZ is empty)

[Call Pathg]:

» Theinterna IP phone can dia to another internal endpoints thru the Gatekeeper. But
the mediatraffic will go locally.

* Theexternal endpoints can dia to internal endpoints thru the Gatekeeper. On the
reverse, so do them.

[Parameter Settings]:

o Use DHCP: Disable

o PPPoE: Disable (PPPoE is enabled at Router)

O PPPID: null.

O PPP Pin: null.

o | P: say 192.168.5.10, and 192.168.5.14, ... (given avirtual fixed IP)

o Subnet Mask: say 255.255.255.0.

o Router: say 192.168.5.1. (aprivate fixed IP)

o Proxy: Connect.

o Proxy | P: “61.222.54.184” or “67.120.192.137” ( or your own NAT probe Server)
ORTP Port: Say 5012, 5016,.. (Please refer to session 1.2. Q.931 setting).

0 Q.931 Port: Say 5010, 5014, ... (Please refer to session 1.2. Q.931 setting).
O RAS Port: Say 5010, 5014,.. (Please refer to session 1.2. Q.931 setting).

0O H.245 Port: Say 5012, 5016, ... (Please refer to session 1.2. Q.931 setting).
o Use GK: Enable

o GK |P: Say 78.250.33.168 (a public fixed IP address of ITSP Gatekeeper).
O GK ID: Null,

o Use H.235: Say Enable (it depends on ISP s Gatekeeper)

O H.235 Account: Say “Taipel Karl”, “Taipei Newking’, ...

OH.235Pin: Say “111117, “22222",....
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O H.3231D: Null.
o Phone Number: Say “26551000", “26551001",...

5.3.H3-Two Real IP For A Multi-PC Home L AN

This application with the IP phones is for a home network just with two P that has no

router but multiple computers. So, we select a PC to run Proxy software for other 1P phones
(except phone 1). Since it has no Gatekeeper at home, user shall subscribe the service of ITSP's
Gatekeeper. So, remote PSTN traffic can go up and get down the Vol P network for home users.

No. |[External |Number of |Router/ |Internal IP |Call Applications Remarks
GK Real IP Firewall |Phone
H3 |RFIP  |2or more |RunaPC Select a PC to run proxy softwareasalP |Typica
RDIP to act as sharer. Then all H.323 proxy functions of |home
given an P IP phones using V |P shall be enabled and |network.
sharer for pointed to the IP sharing PC.
NAT Then, register the IP phones to the When PC
external Gatekeeper: is off, all
OneRIP, |(1) Externa Cdlls: other
OthersVF Any internal endpoint cando call  |phones
IP setup & conversation well with the |will be
external point. down.
OneR IP, |(2) Internal Calls:
OthersVF Any phone can call to any one
IP phone.
MAT Probe
Server wl fixed
Real IP

Asaignad
th a real IP

.-_:-""

’;:lmsi gned )
with a real IP.

Run IP

~.,. . function

*. 7" ¥ Phones
Virtual H323
Prnx]r phone |

Figure5.3. Two Real IP For A Multi-PC Home LAN

Sharing/NAT
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[Requirement of Equipments]:

AnADSL linewith ADSL modem (Can be changed to CATV and Cable Modem)

A Ethernet Switch Hub for Home network

The standard H.323 IP phones

A standard H.323 Gatekeeper located in the public Internet

A NAT Probe Server with Real Fixed IP address. (Or, you may utilize the supplier’s
server).

A PC runs a Proxy softwareto act asa IP router or NAT (Please see the Appendix for
popular Proxy software). This PC is expected to run al the year without shut down , or
sleep or suspend, if you wish IP phones are all in connection state with Gatekeeper.

[Description of Application]:

All 1P endpoints have to register to the Gatekeeper located in public Internet.
For IP phones using Virtual Dynamic IP addresses, they can keep alive with the
Gatekeeper al the time so that no communication blocking will take place.

For IP phones using Virtual 1P addresses, the virtual H.323 proxy function of IP phones

should be enabled. (Please refer to the above figure).
To enable the PPPOE function of thefirst IP phone that uses a Real Public IP. So, it can
dia-up to the Internet itself.

All traffic will not go thru the Gatekeeper.

You MUST to configure the NAT/PAT table for those IP phones whose virtual H.323
proxy function have been enabled. Please refer to the operational manual of Proxy
software of PC and be careful with the settings of 1P port mapping. (You may try the
NAT setting of Windows 2000 Server in Appendix).

[Call Pathg]:

» Theinterna IP phone can dia to another internal endpoints thru the Gatekeeper. But
the mediatraffic will go locally thru the Proxy PC.

* Theexternal endpoints can dia to internal endpoints thru the Gatekeeper. On the
reverse, so do them. The mediatraffic will go locally thru the Proxy PC, too.

[Parameter Settings|:
[Note]: IPphone 1 will get areal IP address from ISP. The others will use internal virtual IP.

o Use DHCP: Disable for al phones

o PPPoE: Enabled for phone 1, and Disable for others.

O PPPID: Say “aolkevin01” for phone 1, and null for Disabled phones.

O PPP Pin: Say “mysecret” for phone 1, and null for Disabled phones.

o | P: say 192.168.1.10 for phone 1, 192.168.5.26, 192.168.5.30,...(virtual fixed I1Ps)
o Subnet Mask: say 255.255.255.0 for all.

o Router: say 192.168.5.254. (a private fixed IP for this PC running proxy software)
o Proxy: “Disable” for IP phone 1 and “Connect” for others.

o Proxy | P: “61.222.54.184" or “67.120.192.137” ( or your own NAT probe Server)
ORTP Port: Say 5024, ... (Pleaserefer to session 1.2. Q.931 setting).

0 Q.931 Port: Say 5022, ... (Please refer to session 1.2. Q.931 setting).

O RAS Port: Say 5022, ... (Please refer to session 1.2. Q.931 setting).

O H.245 Port: Say 5024, ... (Please refer to session 1.2. Q.931 setting).

o Use GK: Enablefor all

0 GK |P: Say 78.250.33.168 (a public fixed IP address of ITSP Gatekeeper) for all.
OGK ID: Null for all
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o Use H.235: Say Enable (it depends on ISP’ s Gatekeeper) for all

0O H.235Account: Say “Taipel Karl”, “Taipel Newking”, and so on.

O H.235 Pin: Say “111111” for account 1, “2222” for account 2, and so on.
O H.3231D: Null.
o Phone Number: Say “1000” for phonel, “1001” for phone 2, and so on.

5.4. H4 -A SingleReal | P For A Multi-PC Home LAN

This application with the IP phones is for a home network just with asingle IP that has no
router but multiple computers. Therefore, we select a PC to run Proxy software for all 1P phones.
Since it has no Gatekeeper at home, user shall subscribe the service of ITSP s Gatekeeper. So,
remote PSTN traffic can go up and get down the Vol P network for home users.

No. |[External |Number of |Router/ |Internal IP |Call Applications Remarks
GK Real IP Firewall |Phone
H4 RFIP [Only 1 Run aPC|VF IP Register the IP phones to the external
RDIP to act as Gatekeeper: (Far the phones using V. IP,
given an P their H.323 proxy function need to be
Sharer enabled.)
for NAT (1) Externa Cdlls:
(PCcan Any internal endpoint can do call
not be setup & conversation well with the
powered external point.
off. VIP (2) Internal Calls:
Any phone can call to any one
phone.
HAT Frobe
Server wl fixed
Red IP s \
Assigned
with a real IP.
Run IP
. SharingINAT
| E nction |

——

Virtual H.323

.F""WPhﬂnuE]

Virtual H.323
Proxy phon &t

Figure5.4. A Single Real 1P For A Multi-PC Home LAN
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[Requirement of Equipments]:

AnADSL linewith ADSL modem (Can be changed to CATV and Cable Modem)

A Ethernet Switch Hub for Home network

The standard H.323 IP phones

A standard H.323 Gatekeeper located in the public Internet

A NAT Probe Server with Real Fixed IP address. (Or, you may utilize the supplier’s
server).

A PC runs a Proxy softwareto act asa IP router or NAT (Please see the Appendix for
popular Proxy software). This PC is expected to run al the year without shut down , or
sleep or suspend, if you wish IP phones are all in connection state with Gatekeeper.

[Description of Application]:

All 1P endpoints have to register to the Gatekeeper located in public Internet.

For IP phones using Virtual Dynamic IP addresses, they can keep alive with the
Gatekeeper al the time so that no communication blocking will take place.

For IP phones using Virtual 1P addresses, the virtual H.323 proxy function of IP phones
should be enabled. (Please refer to the above figure).

All traffic will not go thru the Gatekeeper.

You MUST to configure the NAT/PAT table for those IP phones whose virtual H.323
proxy function have been enabled. Please refer to the operational manual of Proxy
software of PC and be careful with the settings of 1P port mapping. (Please refer to the
example of the NAT setting of Windows 2000 Server in Appendix)

[Call Pathg]:

» Theinterna IP phone can dia to another internal endpoints thru the Gatekeeper. But
the mediatraffic will go locally thru the Proxy PC.

* Theexternal endpoints can dia to internal endpoints thru the Gatekeeper. On the
reverse, so do them. The mediatraffic will go locally thru the Proxy PC, too.

[Parameter Settings]:

o Use DHCP: Disable

o PPPoE: Disable (PPPoE is enabled at Router)

O PPPID: null.

O PPP Pin: null.

o | P: say 192.168.5.10, and 192.168.5.14, ... (given avirtual fixed IP)

o Subnet Mask: say 255.255.255.0.

o Router: say 192.168.5.254. (aprivate fixed IP for this PC running proxy software)
o Proxy: Connect.

o Proxy | P: “61.222.54.184” or “67.120.192.137” ( or your own NAT probe Server)
ORTP Port: Say 5012, 5016,.. (Please refer to session 1.2. Q.931 setting).

0 Q.931 Port: Say 5010, 5014, ... (Please refer to session 1.2. Q.931 setting).

O RAS Port: Say 5010, 5014,.. (Please refer to session 1.2. Q.931 setting).

0O H.245 Port: Say 5012, 5016, ... (Please refer to session 1.2. Q.931 setting).

o Use GK: Enable

o GK |P: Say 78.250.33.168 (a public fixed IP address of ITSP Gatekeeper).

O GK ID: Null,

o Use H.235: Say Enable (it depends on ISP s Gatekeeper)

O H.235 Account: Say “Taipel Karl”, “Taipei Newking’, ...

OH.235Pin: Say “111117, “22222",....
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O H.3231D: Null.
o Phone Number: Say “26551000", “26551001",...

55.H5-Two | P PhonesWith Real IP For A Home

This application isfor ahome that just has two |P and no computer. Therefore, we could
assign two IP phones with two real IP. Since it has no Gatekeeper at home, user shall subscribe
the service of ITSP' s Gatekeeper. So, remote PSTN traffic can go up and get down the Vol P

network for home users.

No. |[External |Number of |Router/ |Internal IP |Call Applications Remarks
GK Real IP Firewall |Phone
H5 [RFIP |2 or more Register the IP phones to the external Dual IP
RD IP Gatekeeper: phonein a
given 2RIP (1) Externa Cdlls: home
Any internal endpoint can do call
setup & conversation well with the
external point.
2RIP (2) Internal Calls:
RIP phone can call to other RIP
phone internaly.

Ethemet Cables

IF phone IF phone

Figure5.5. Two | P PhonesWith Real | P For A Home

[Requirement of Equipments]:
* AnADSL linewith ADSL modem (Can be changed to CATV and Cable Modem)

* Two standard H.323 IP phones
* A standard H.323 Gatekeeper located in the public Internet

[Description of Application]:
- All IPendpoints have to register to the Gatekeeper located in public Internet.

- For IP phones using Real Dynamic IP addresses, it can keep alive with the Gatekeeper
al the time so that no communication blocking will take place

- All traffic will not go thru the Gatekeeper.

- Thevoice priority of the first IP phone near to the ADSL modem is higher than that of
the second IP phone.
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[Call Paths]:
* Theinterna 1P phone can dial to another internal endpoints thru the Gatekeeper. But
the mediatraffic will go locally thru the Proxy PC.
» Theexterna endpoints can dial to internal endpoints thru the Gatekeeper. On the
reverse, so do them.

[Parameter Settings]:

o Use DHCP: Disable

o PPPoE: Enablefor al.

O PPPID: Say “hinetuser901”.

O PPP Pin: Say “3838383838".

o |P: say 192.168.1.10, and 192.168.1.10, (just keep the default setting)
o Subnet Mask: say 255.255.255.0.

o Router: don't care

o Proxy: Disable

o Proxy I P: 0.0.0.0 or “61.222.54.184” or “67.120.192.137".
ORTP Port: “1722” (default setting).

0Q.931 Port: “1720” (default setting).

ORASPort: “1720” (default setting).

OH.245 Port: “1722" (default setting).

o Use GK: Enable

o GK |P: Say 78.250.33.168 (apublic fixed IP address of ITSP Gatekeeper).
0 GK ID: Null,

o Use H.235: Say Enable (it depends on ISP’ s Gatekeeper)

O H.235Account: Say “Taipel Karl”,and “Taipei Newking”.
0O H.235Pin: Say “11111”, and “22222".

OH.3231D: Null.

o Phone Number: Say “26551000”, and “26551001”

5.6. H5-1 —A IP Phone and A PC At Home With Two Real IP

This application isatypical and perfect solution for home user. We may assign the real IP
to PC and IP phone separately. Since it has no Gatekeeper at home, user shall subscribe the
service of ITSP s Gatekeeper. So, remote PSTN traffic can go up and get down the VolP
network for home users.

No. |[External |Number of [Router/ |Internal IP |Call Applications Remarks
GK Real IP Firewall |Phone
H5 [RFIP |2 or more Register the IP phones to the external Basic
-1 RD IP Gatekeeper: home
given 1RIP Externa Cals: network.

Any internal endpoint cando call  |(IP phone
setup & conversation well with the |+ PC)
external point.
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Figure5.6. A IPPhoneAnd A PC At Home With Two Real IP

[Requirement of Equipments]:
* ANnADSL linewith ADSL modem or An CATV cable with Cable Modem
» A standard H.323 IP phone
* A standard H.323 Gatekeeper located in the public Internet

[Description of Application]:
- ThelP phone hasto register to the Gatekeeper located in public Internet.

- For IP phone using Real Dynamic IP address, it can keep alive with the Gatekeeper all
the time so that no communication blocking will take place.
- All traffic will not go thru the Gatekeeper.
[Call Pathg]:
» Theexterna endpoints can dial to the IP phone thru the Gatekeeper. On the reverse, so
do them.
* ThelP phone can dial to the NetMeeting™ of Windows™ on your PC thru the
Gatekeeper. But the mediatraffic will go locally to the PC.

[Parameter Settings]:

o0 Use DHCP: Disable

o PPPoE: Enable.

0 PPPID: Say “hinetuser901”.

0O PPP Pin: Say “3838383838".

o | P: say 192.168.1.10(just keep the default setting)
o Subnet Mask: say 255.255.255.0.

o Router: don't care
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o Proxy: Disable
o Proxy I P: 0.0.0.0 or “61.222.54.184” or “67.120.192.137".
ORTP Port: “1722” (default setting).

0Q.931 Port: “1720” (default setting).
ORASPort: “1720” (default setting).

O H.245 Port: “1722" (default setting).
o Use GK: Enable
o GK | P: Say 78.250.33.168 (apublic fixed IP address of ITSP Gatekeeper).
0 GK ID: Null,
o Use H.235: Say Enable (it depends on ISP’ s Gatekeeper)
0O H.235Account: Say “Taipel Karl”.
0O H.235Pin: Say “11111”.
0 H.3231D: Null.
o Phone Number: Say “26551000”

5.7. H6 —An | P Phone For Home With Single Real I P

computer, the IP phone just uses this dynamic real |P address. Since it has no Gatekeeper at

This application is atypical and perfect solution for home user. For people doesn’t use

home, user shall subscribe the service of ITSP s Gatekeeper. So, remote PSTN traffic can go up

and get down the VoIP network for home users.

No. |External |Number of [Router/ |Internal IP |Call Applications Remarks
GK Real IP Firewall |Phone
H6 RFIP |Only1 Register the IP phones to the external
RDIP Gatekeeper:
given RIP (2) Externa Calls:
The phone can do call setup &
conversation well with any external
point.
VolP
- Gatekeeper
s
ADSL
madE m Ethermet Cables

o

IF phone

Figure5.7. An | P Phone For Home With Single Real IP

[Requirement of Equipments]:
AnADSL linewith ADSL modem (Can be changed to CATV and Cable Modem)

A standard H.323 IP phone
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A standard H.323 Gatekeeper located in the public Internet

[Description of Application]:

- ThelP phone hasto register to the Gatekeeper located in public Internet.

- For IP phone using Real Dynamic IP addresses, it can keep alive with the Gatekeeper
al the time so that no communication blocking will take place

- All traffic will not go thru the Gatekeeper.

[Call Pathg]:

» Theexterna endpoints can dia to the IP phone thru the Gatekeeper. On the reverse, so
do them.

[Parameter Settings]:

o Use DHCP: Disable

o PPPoE: Enable.

0 PPPID: Say “hinetuser901”.

0O PPP Pin: Say “3838383838".

o | P: say 192.168.1.10(just keep the default setting)

o Subnet Mask: say 255.255.255.0.

o Router: don't care

o Proxy: Disable

o Proxy IP: 0.0.0.0 or “61.222.54.184” or “67.120.192.137".
O RTP Port: “1722” (default setting).

0Q.931 Port: “1720” (default setting).

O RAS Port: “1720" (default setting).

0O H.245 Port: “1722" (default setting).

o Use GK: Enable

o GK | P: Say 78.250.33.168 (a public fixed IP address of 1TSP Gatekeeper).
0 GK ID: Null,

o Use H.235: Say Enable (it depends on ISP’ s Gatekeeper)
0O H.235Account: Say “Taipei Karl”.

0 H.235Pin: Say “11111”.

0 H.3231D: Null.

o Phone Number: Say “26551000”

5.8. H7 —A Basic Home LAN With Single Real I P

This application is atypical and common type for home user. Sinceonly asinglereal Ipis

applicable, a PC will be used to run Proxy software and the virtual IPwill be given to the IP
phone. Since it has no Gatekeeper at home, user shall subscribe the service of ITSP's
Gatekeeper. So, remote PSTN traffic can go up and get down the Vol P network for home users.

No. |[External |Number of |PC Internal IP |Call Applications Remarks
GK Real IP System [Phone
H7 RFIP  |Only 1 Toruna [VFIP For the phonesusing VF IP, its H.323 Basic
RDIP PC for proxy function need to be enabled. Then |Home
given Internet register the IP phone to the external Network
Sharer. Gatekeeper:
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With RD External Calls:

IP The phone can do call setup &
conversation well with any externa
point.
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Server wi fixed
Real IP —_—
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Servar wi fixed
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Figure5.8. A Basc Home LAN With Single Real IP
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[Requirement of Equipments]:

AnADSL linewith ADSL modem (Can be CATV and Cable Modem)

A standard H.323 IP phone

A standard H.323 Gatekeeper located in the public Internet

A NAT Probe Server with Real Fixed IP address. (Or, you may utilize the supplier’s
server).

A PC runs a Proxy software to act asa IProuter or NAT (Please see the Appendix for
popular Proxy software). This PC is expected to run al the year without shut down, or
sleep or suspend, if you wish IP phones are al in connection state with Gatekeeper.

[Description of Application]:

The IP phone has to register to the Gatekeeper located in public Internet.

For the IP phone using Virtual Dynamic IP addresses, they can keep alive with the
Gatekeeper al the time so that no communication blocking will take place.

For the IP phone using Virtual 1P addresses, the virtual H.323 proxy function of IP
phones should be enabled. (Please refer to the above figure).

All traffic will not go thru the Gatekeeper.

You MUST to configure the NAT/PAT table for those IP phones whose virtual H.323
proxy function have been enabled. Please refer to the operational manual of Proxy
software of PC and be careful with the settings of 1P port mapping. (Please refer to the
example of the NAT setting of Windows 2000 Server in Appendix)

This type of application can have severa different models. In the above figure, there
are three models, one using ADSL Ethernet modem, one using CATV Ethernet modem,
and the third using ADSL USB modem.

Call Paths]:

* Theexterna endpoints can dia to internal endpoints thru the Gatekeeper. On the
reverse, so do them. The mediatraffic will go locally thru the Proxy PC.

* ThelP phone can dial to the NetMeeting™ of Windows™ on your PC thru the
Gatekeeper. But the mediatraffic will go locally to the PC.

[Parameter Settings]:

o Use DHCP: Disable

o PPPoE: Disable

0 PPPID: null.

O PPP Pin: null.

o | P: say 192.168.5.10 (given avirtua fixed IP)

o Subnet Mask: say 255.255.255.0.

o Router: say 192.168.5.254. (aprivate fixed IP for this PC running proxy software)
o Proxy: Connect

o Proxy | P: “61.222.54.184” or “67.120.192.137".

O RTP Port: “1722” (default setting).

0 Q.931 Port: “1720” (default setting).

0O RAS Port: “1720" (default setting).

0O H.245 Port: “1722" (default setting).

o Use GK: Enable

o GK | P: Say 78.250.33.168 (a public fixed |P address of TSP Gatekeeper).
0 GK ID: Null,

o Use H.235: Say Enable (it depends on ISP’ s Gatekeeper)

O H.235Account: Say “Taipel Karl”.
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0O H.235Pin: Say “11111”.
0 H.3231D: Null.
o Phone Number: Say “26551000”
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6

6. The Applications With A Special Gatekeeper

Chapt er

6.1. P1 —Enterprise Application With A Special GK in Main Office

This application should work with a Special Gatekeeper. If you just have one real 1P for

Router and don’t have any other real IPfor a standard H.323 Proxy box, you may adopt a
Specia H.323 Proxy box with avirtua fixed IPfor your branch office. But, if you have a

second real |P address, you can just use a standard H.323 Proxy box instead of using a special
H.323 Proxy box. At the same time, all IP phones don’t need any special protocol feature for
this application. Therefore, this application just needs a Special GK in Main office and, in some

case, a special H.323 Proxy box at each branch office. And all standard endpoints will work
well under this environment. Please check your supplier about the availability of the Special
Gatekeeper and Special H.323 Proxy Box.

No. |External [Router/ |Internal Internal IP |Call Applications Remarks
GK Firewall |GK/Proxy |Phone

P1 |RFIP |Yes Special  |Any (3) Internal Cals: [Remark]:

(#)|With  |jwitha |H.323 All IP phones and Gatewayswill ~ |Should use
Route |RIP Proxy register to the Gatekeeper and can 2 special GK
mode Box with a call each other well internally. which
In Main VEIP (4) Externa Calls: S—“m’"lﬁ
office In office Any internal endpoint can do call Zgﬂ;go:r
[Remark] setup & conversation well withthe |~

external point.

Provide NAT " Connections are :

Probe Server

function here | !

wall established
batwean Proxy

| t  andthe Gatekesaper

Epecial
A Gatekeeper
~ Main
' Office.)

T

rmidiai: routed thru | o
.I:Iu Gatelesper !

\_during conversation |

Figure6.1. Enterprise Application With a Special GK in Main Office
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[Requirement of Equipments]:

The standard H.323 IP phones (Can use other products from other vendors)

A Specia H.323 Gatekeeper located in main office with “ NAT-reversal Proprietary
Protocol” equipped and areal fixed IP. (Notes: If any endpoints using Real Public IP,

they can be registered to this special Gatekeeper as standard H.323 endpoints do.)

A general office network with Router and Firewall (supporting NAT).

A standard Vol P Gateway provides connecting the office LAN and PBX telephone system.
(Can use other products from other vendors)

A H.323 Proxy server located in the office with “NAT-rever sal Proprietary Protocol”
equipped. Please contact your supplier for the availability of this special H.323 Proxy Box.
(The H.323 Proxy Server is supposed to run with avirtual fixed IP).

[Description of Application]:

al P

All 1P endpoints have to register to the Special Gatekeeper |ocated in public Internet.
For IP phones using Virtual Dynamic |IP addresses, they can keep alive with the
Gatekeeper all the time so that no communication blocking will take place.

For the special H.323 proxy box using “ NAT-reversal Proprietary Protocol”, the
NAT traversal issue for interna endpointsis easily solved.

For the endpoints associated to the special H.323 proxy, their outgoing traffic shall GO
THRU both the H.323 Proxy Box and Gatekeeper. (But for intercom calls, the traffic
will go thru the special H.323 Proxy box only). So, the capacity of Gatekeeper
becomes very important in service quality planning of system.

You MUST to enablethis“ NAT-reversal Proprietary Protocol” functions on both
sides of the Special Gatekeeper and the special H.323 Proxy box.

The advantage of this approach isto introduce any standard H.323 endpoints of other
vendorsinto the office and save a Real Public IP address for the Special H.323 Proxy
box.

But disadvantageisthat it will cost a special H.323 Proxy in the office.

[Call Paths]:

* Theinterna IP phone can dial to another internal endpoints thru the Gatekeeper. But
the mediatraffic will go thru the special H.323 Proxy locally.

» Theexterna endpoints can dial to internal endpoints thru the Gatekeeper. On the
reverse, so do them. But the mediatraffic will go the special Gatekeeper and special
H.323 Proxy, too.

» Theextension of PBX can get aline to VolP Gateway and dia to any internal IP
phones or outside endpoints.

* Any IP phones dialing to the Vol P Gateway thru Gatekeeper will get a second dial tone
that you can dial to the extension number of PBX system.

[Parameter Settings]:

o Use DHCP: Enable

o PPPoE: Disable

O PPPID: null.

O PPP Pin: null.

o | P: say 192.168.5.24 (DHCP server assigns avirtua 1P)

o Subnet Mask: say 255.255.255.0.

o Router: say 192.168.5.254. (a private fixed IP for this PC running proxy software)
o Proxy: Disable.

o Proxy IP: 0.0.0.0
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6.2.

ORTP Port: “1722" as default setting.

0 Q.931 Port: “1720” as default setting.
ORASPort: “1720" asfactory default setting.
0O H.245 Port: “1722" as default setting.

o Use GK: Enable

o GK | P: Say 92.151.51.24 (a public fixed IP address in main office).
0 GK ID: Null,

o Use H.235: Disable

0 H.235 Account: Null.

0 H.235 Pin: Null.

O H.3231D: Null.

o Phone Number: Say 2100.

P2 — SOHO Application With A Special GK at I TSP

This application should work with a Special Gatekeeper. If you just have one real 1P for

Router and don’t have any other real IP for astandard Vol P Gateway, you may adopt a Special
H.323 Gateway with avirtual fixed IPfor your branch office. But, if you have a second real IP
address, you can just use a standard H.323 Gateway instead of using a special H.323 Gateway.
At the same time, all IP phones DO NEED a special protocol feature for this application.
Therefore, this application needs special 1P phone and, in some case, a special H.323 Gateway
to connect to your KTS telephone system. And all standard endpoints cannot work with a
virtual |P addresses. Please check your supplier about the availability of the Special Gatekeeper,
Specia H.323 Gateway and | P phones with specia feature support.

No. [External [Router/ (Internal |Internal IP |Call Applications Remarks
GK Firewall |GK/Proxy |Phone

P2 RFIP |Yes Any (3) Internal Calls: [Remark]:

(F)|With  |witha With a All 1P phones and Gatewayswill ~ |Should use_
Route |RIP specia register to the Gatekeeper and can ~ |aspecial GK
mode at Proprietary call each other well internally. which
ITSP Virtual IP |(4) Externa Calls ﬂﬂ-‘%
[Remark] support in Any internal endpoint can do call %

the phone setup & conversation well withthe [~
external point.
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Figure6.2. SOHO Application With A Special GK at ITSP

[Requirement of Equipments]:
* ThelPphoneswith“NAT-reversal Proprietary Protocol” equipped.

» A Specia H.323 Gatekeeper located in the public Internet ITSPwith “ NAT-rever sal
Proprietary Protocol” equipped. (Notes: If any endpoints using Real Public |P addresses,
they can be registered to this special Gatekeeper as standard H.323 endpoints do.)

* A genera office network with Router and Firewall (supporting NAT).

* A VoIP Gateway provides connecting the office LAN and KTS telephone system. (The
Gateway must provide “NAT-reversal Proprietary Protocol” or runs with a Dynamic
Real IP at least).

[Description of Application]:
- All IPendpoints have to register to the Special Gatekeeper located in public Internet.

- For IP phones using Virtual Dynamic |P addresses, they can keep alive with the
Gatekeeper al the time so that no communication blocking will take place.

- For IPphonesusing “NAT-reversal Proprietary Protocol”, the NAT traversal issueis
easily solved.

- For the endpoints using virtual 1P addresses, their traffic shall GO THRU the
Gatekeeper. S0, the capacity of Gatekeeper becomes very important in service quality
planning of system.

- You MUST to enablethis“ NAT-reversal Proprietary Protocal” functions on both
sides of the Special Gatekeeper and endpoints.

- The advantage of this approach isto provide a general NAT traversal solution for
endpoints of enterprise.

- But disadvantage isthat it doesn’t support another endpoints of other vendors using
virtual 1P addresses.

Call Pathsg:
* Theinterna IP phone can dial to another internal endpoints thru the Gatekeeper. But
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[Parameter Settings]:

the mediatraffic will forward to the Special Gatekeeper and backward to another

phonesinside.

» Theexterna endpoints can dial to internal endpoints thru the Gatekeeper. On the

reverse, so do them. And all traffic will go thru the Special Gatekeeper.
* Theextension of PBX can get aline to VolP Gateway and dia to any internal 1P

phones or outside endpoints.

* Any IPphones dialing to the Vol P Gateway thru Gatekeeper will get a second dia tone
that you can dia to the extension number of KTS system.

o Use DHCP: Enable

o PPPoE: Disable

O PPPID: null.

O PPP Pin: null.
o | P: say 192.168.5.24 (DHCP server assigns a virtual 1P)
o Subnet Mask: say 255.255.255.0.
o Router: say 192.168.5.1 (the IP of default gateway)

o Proxy: Disable.

o Proxy IP: 0.0.0.0
ORTP Port: “1722" as default setting.

0Q.931 Port: “1720" as default setting.
O RAS Port: “1720" as factory default setting.
OH.245 Port: “1722" as default setting.

o Use GK: Enable

o GK | P: Say 92.151.51.24 (a public fixed IP address in main office).
0O GK ID: Null,
o Use H.235: Disable

0 H.235 Account: Null.

0 H.235 Pin: Null.
O H.3231D: Null.
o Phone Number: Say 2100.

6.3. P3 —For HomeApplication With A Special GK

This application should work with a Special Gatekeeper. If you just have one real 1P for
the residential Router All 1P phones DO NEED a special protocol feature for this application.
Therefore, this application needs special 1P phone working with virtual 1P and a Special GK at
ITSP site. Please check your supplier about the availability of the Special Gatekeeper and IP
phones with this special feature.

No. [External [Router/ (Internal |Internal IP |Call Applications Remarks
GK Firewall |GK/Proxy |Phone

P3 IRFIP |Yes Any (2) Internal Calls: [Remark]:

(F)|With  |witha With a All 1P phones and Gateways will ~ |Should use_
Route |RIP special register to the Gatekeeper and can ~ |aspecial GK
mode at Proprietary call each other well internally. which
ISTP Virtual IP |(3) Externa Calls: supports.
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Figure 6.3. HomeApplication With A Special GK at I TSP

[Requirement of Equipments)]:

* ThelPphoneswith“ NAT-reversal Proprietary Protocol” equipped.

» A Specia H.323 Gatekeeper located in the public Internet with “ NAT-rever sal
Proprietary Protocol” equipped. (Notes: If any endpoints using Real Public |P addresses,
they can be registered to this special Gatekeeper as standard H.323 endpoints do.)

» A genera office network with Router and Firewall (supporting NAT).

* A VoIP Gateway provides connecting the office LAN and PBX telephone system. (The
Gateway must provide “NAT-reversal Proprietary Protocol” or runs with a Dynamic
Real IP at least).

[Description of Application]:
- All IPendpoints have to register to the Special Gatekeeper located in public Internet.

- For IP phones using Virtual Dynamic IP addresses, they can keep aive with the
Gatekeeper al the time so that no communication blocking will take place.

- For IPphonesusing “NAT-reversal Proprietary Protocol”, the NAT traversal issueis
easily solved.

- For the endpoints using virtual 1P addresses, their traffic shall GO THRU the
Gatekeeper. S0, the capacity of Gatekeeper becomes very important in service quality
planning of system.

- You MUST to enable this“ NAT-reversal Proprietary Protocol” functions on both
sides of the Specia Gatekeeper and endpoints.

- The advantage of this approach isto provide a general NAT traversal solution for
endpoints of enterprise.

- But disadvantageisthat it doesn’t support another endpoints of other vendors using
virtual 1P addresses.
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[Call Paths]:

* Theinterna IP phone can dial to another internal endpoints thru the Gatekeeper. But
the mediatraffic will forward to the Special Gatekeeper and backward to another
phonesinside.

* Theexterna endpoints can dia to internal endpoints thru the Gatekeeper. On the
reverse, so do them. And all traffic will go thru the Special Gatekeeper.

» Theextension of PBX can get aline to VolP Gateway and dial to any interna IP
phones or outside endpoints.

* Any IPphones dialing to the Vol P Gateway thru Gatekeeper will get a second dial tone
that you can dia to the extension number of PBX system.

[Parameter Settings]:

o Use DHCP: Enable

o PPPoE: Disable

0 PPPID: null.

O PPP Pin: null.

o | P: say 192.168.5.24 (DHCP server assigns avirtual 1P)
o Subnet Mask: say 255.255.255.0.

o Router: say 192.168.5.1 (the IP of default gateway)
o Proxy: Disable.

o Proxy IP: 0.0.0.0

O RTP Port: “1722" as default setting.

0 Q.931 Port: “1720” as default setting.

ORASPort: “1720" asfactory default setting.

O H.245 Port: “1722" as default setting.

o Use GK: Enable

o GK IP: Say 92.151.51.24 (a public fixed IP address in main office).
0 GK ID: Null,

o Use H.235: Disable

0O H.235 Account: Null.

0O H.235 Pin: Null.

O H.3231D: Null.

o Phone Number: Say 2100.
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Chapt er

v

7. Thelntegration System Applications

7.1. 11 —Enterprise Integration System For Offices

This session will show awhole picture of integrated Vol P system application with the IP
phones. Both the main office system and branch office system are integrated together. They can
be allocated globally and provide Vol P and PSTN services together at the same time.

No. |External |Router/ |Internal Internal IP |Call Applications Remarks
GK Firewall |GK/Proxy |Phone
11 Yes, GK+Proxy|Any (1) Internal Cdlls: Main office
witha |Witha (H.323 All 1P phones and Gateways will
RFIP |RFIP Standard) register to the Gatekeeper and can
call each other well internally.
(2) External Cdlls:
Any internal endpoint can do call
setup & conversation well with the
external point.
11 Yes H.323 Any (3) Internd Calls: Branch
-1 witha |Proxy (H.323 All IP phones and Gatewayswill  |Office
RDIP |Witha Standard) register to the Gatekeeper and can
RD IP call each other well internally thru
H.323 Proxy.

(4) Externa Calls:
Any internal endpoint can do call
setup & conversation well with the
external point.
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Figure 7.1. Enterprise I ntegration System For Offices

[Description of Application]:

Thisisatypica globa VolP system for enterprise. The Gatekeeper islocated at the
main office and may have an Alternative Gatekeeper for back-up purpose in the key
branch office.

All 1P endpoints in main office and branch offices have to register to the Gatekeeper
located in the main office.

All 1P endpoints shall set its Proxy to their own H.323 Proxy boxes in branch offices or
the Gatekeeper in main office.

For IP phones using Virtual Dynamic IP addresses, they can keep alive with the
Gatekeeper al the time so that no communication blocking will take place.

NAT traversal issueis easily solved with the usage of H.323 Proxy.

All internal traffic will go thru the H.323 proxy.

7.2.12—-Enterpriselntegrated System for Remote Home Workers

This session will show a picture of integrated Vol P system application with the IP phones.

The main office system provides a connection to home worker thru Internet. They can be
allocated globally and provide Vol P and PSTN services together at the same time.
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No. |External |Router/ |Internal Internal IP |Call Applications Remarks
GK Firewall |GK/Proxy |Phone
12 Yes, GK+Proxy|Any (1) Internal Cals: Main office
witha |Witha (H.323 All 1P phones and Gateways will
RFIP |RFIP Standard) register to the Gatekeeper and can
call each other well internally.
(2) External Cdlls:
Any internal endpoint can do call
setup & conversation well with the
external point.
12 RD IP (3)Externa Calls: Home
-1 (H.323 |P phone can do call setup & Office
Standard) conversation well with any endpoint
in main and branch offices.
ADSL
madem Ethermai Cables
VolP -
~ MNetwork IP phone PC
o
. PSTN
el Vol Gateway —£‘
E' By _I.I S ‘
VolP
-~ _Network PRX ‘

&

- P

Figure7.2. Enterprise Integrated System for Remote Home Workers

[Description of Application]:

- ThisisaVolP system solution for the home workers of enterprise. The Gatekeeper is
located at the main office and may have an Alternative Gatekeeper for back-up purpose
in the key branch office.

- All IPendpoints in main office and home offices have to register to the Gatekeeper
located in the main office.

- For IP phonesin main office using Virtual Dynamic IP addresses, they can keep alive
with the Gatekeeper all the time so that no communication blocking will take place.
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7.3. 13- ntegrated System Of Office And I TSP Service

This session will show awhole picture of integrated Vol P system application with the IP
phones. Both the office Vol P system and I TSP Service system are integrated together. They can
be allocated globally and provide Vol P and PSTN service together at the same time. For small

or medium enterprises that do not have many overseas offices to transfer VolPto PSTN network,
thisintegration is a good way to solve PSTN get-on and get off issue.

No. |[External |Router/ |Internal Internal IP |Call Applications Remarks
GK Firewall |GK/Proxy |Phone
I3 [RFIP |Yes H.323 Any (3) Internal Cals: Office
By ITSP |witha |Proxy (H.323 All 1P phones and Gateways will
RDIP |Witha Standard) register to the Gatekeeper and can
RD IP call each other well internally thru
H.323 Proxy.
(4) External Calls:
Any internal endpoint can do call
setup & conversation well with the
external point.
ITsp
Exchange Office
Gatekeeper
P “ PSTN
Trunk Gatenw ay \r——'—’"
]

2

i

Figure 7.3. Integration System of Officeand | TSP Service

[Description of Application]:
- Thisisanintegration of Office VolP System and ITSP VoIP service. The Gatekeeper is

located at the site of ITSP.
- It offers powerful and cost-effective capability that can allow PSTN global on-net/off-
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net connection for enterprise.

- All IPphones shall register to the Gatekeeper located in the ITSP site.

- For IP phones using Real Dynamic IP addresses, it can keep alive with the Gatekeeper
all the time so that no communication blocking will take place.

- All IPendpoints will be associated to the H.323 Proxy box and al internal traffic will
go thru this Proxy for both internal and external calls.

- Theendpoints of Office can call to any registered endpoints of ITSP and to any public
PSTN traditional phone or mobile phone thru trunk Gateway.

7.4.14 TSP Subscriber Vol P Service Integration System

This session will show awhole picture of integrated Vol P system application with the IP
phones. Both the Home system and I TSP service system are integrated together. They can be
allocated globally and provide VolP and PSTN services together at the same time.

No. |External |Router/ |Internal Internal IP |Call Applications Remarks
GK Firewall |GK/Proxy |Phone
14 |RD IP (H.323 (1) External Calls: Home
By ITSP Standard) Any internal endpoint can do call
RD IP setup & conversation well with any
external point.
Another Or, the outgoing call can transfer to
1 RDIP PSTN analog phone or mobile
for PC phone thru Trunk Gateway.
TSP , .
Exchange Office ?’ St
m

PSTN . -

e

h . Y

Trunk Gateway m

EDEL

Etharmet Cables

plither

P phone
Figure 7.4. I TSP Subscriber Vol P Service I ntegration System

[Description of Application]:
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- ThisisaVolP solution for the subscribers of ITSP. The Gatekeeper islocated at the site
of ITSP.

- ThelP phone shall register to the Gatekeeper located in the ITSP site.

- For IP phone using Real Dynamic IP addresses, it can keep alive with the Gatekeeper
all the time so that no communication blocking will take place.

- Thesubscriber can cal to any registered endpoints of ITSP and to any public PSTN
traditional phone or mobile phone thru trunk Gateway.

7.5. 15 -Different Vol P Subscribers Environment of | TSP

This session will show awhole picture of integrated Vol P system application with the IP
phones. There are many kind of residential configurations with IP phone. But all of them can be
integrated with the ITSP VolIP service system. And any one can be allocated globally and be
provided VolP and PSTN services together at the same time.

No. |[External |Router/ |Internal Internal IP |Call Applications Remarks
GK Firewall |GK/Proxy |Phone
I5 |RDIP (H.323 (1) External Calls: Homes
By ITSP Standard) Any internal endpoint can do call
RD IP setup & conversation well with any
external point.
Another Or, the outgoing call can transfer to
1 RDIP PSTN analog phone or mobile
for PC phone thru Trunk Gateway.
msp L
Exchange Office R o ;
™ !'.
Gatekeeper
Internet -
-~ PSTN :
‘ Splitter
Splitter Splitter -~ | ADSEN
osl ;s o
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ITSP.

Figure 7.5. Different Vol P Subscribers Environment of I TSP

[Description of Application]:
- ThisisaVolP solution for I TSP subscribers. The Gatekeeper islocated at the site of

- There are many different environments of subscribers, like asingle IP phone, IP phone
along with a PC, IP phone along with 2 PCs and so on.

- ThelP phone shall register to the Gatekeeper located in the ITSP site.

- For IP phone using Real Dynamic IP addresses, it can keep alive with the Gatekeeper
all the time so that no communication blocking will take place.

- Toget asecond Real Dynamic IPfor the PC or for the main PC running an Internet

Connection Sharing (or Proxy) software.
- Thesubscriber can call to any registered endpoints of ITSP and to any public PSTN
traditional phone or mobile phone thru trunk Gateway.

7.6.16 —A Vol P Service Infrastructure of | TSP Operators

This session will show awhole picture of integrated Vol P system application with the IP
phones. From enterprise, branch offices, SOHO, and residential, all of them can be integrated
together and under the service of ITSP company. The subscribers of ISTP can be allocated
globally and be provided Vol P and PSTN services together at the same time.

No. |External |Router/ |Internal Internal IP |Call Applications Remarks
GK Firewall |GK/Proxy |Phone
16 [RFIP |Yes For office, |RD IP (3) Internd Calls: ITSP
By ITSP |witha |Proxyis |For home All 1P phones and Gateways will
RIP equipped |Subscriber register to the Gatekeeper and can
For wit aRIP. |and call each other well internally.
offices VFIP (4) Externa Calls:
Only For office Any internal endpoint can do call
users setup & conversation well with the

external point.

Or, the outgoing call can transfer to
PSTN analog phone or mobile
phone thru Trunk Gateway.
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FigureA Vol P Service Infrastructure of I TSP Operators

Description of Application]:

Thisisan integration of Office VolP system, SOHO Vol P system, Home subscribers
and traditional PSTN network. The Gatekeeper islocated at the site of TSP,

The ITSP provides the operation of Vol P service and enable all customerswith a
powerful and cost-effective capability that alows PSTN global on-net/off-net
connection to/from the users.

All 1P phones shall register to the Gatekeeper located in the ITSP site.

For IP phones using any IP addresses, they can keep alive with the Gatekeeper al the
time so that no communication blocking will take place.

In an office, all IP endpointswill be associated to the H.323 Proxy box and all internal
traffic will go thru this Proxy for both internal and external calls.

The endpoints of Office can call to any registered endpoints of TSP and to any public
PSTN traditional phone or mobile phone thru trunk Gateway.
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Appendi X

8. Appendix: Proxy Software For ICS & NAT Solution

There are many commercia PC-based Proxy software in the market that can support |P Router
and NAT (Network Address Trandation) functions for SOHO networks. Please refer to their
sites for more detailed information. Besides, you may download their evaluation or free copy
for testing.

(N WinGate

the standard for internet sharing

http://www.kerio.com/wrp_home.html|

The Ultimate Internet sharing solutson®

WlnProxy 5

SecuresSuite

NAT32

IF Rauter

DUAL Gatekeeper

H.323 NAT proxy solution

ttp://www.voip-cal cul ator.com/dual gatekeeper.html
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|
;:!! iy BrowseGate 3 MAT/IProxy server

htto://www.netcol us.com/browsegate.html|

The End of Document

Part No. : 671-000593 (APB)
D-Code : 920522
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