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Chapter 1: Introduction

PLANET’s Multi-Homing Security Gateway, MH-1000 integrated with cutting-edge technology including
Load Balancing, VPN and Firewall for central sites to establish office network and connect with branch
offices, remote dial up and tele-workers. It is designed for business requiring application-based network

solution at low-capital investment and is perfectly catering to the needs of small and medium sized business.

Built-in multiple WAN interfaces can prevent your Internet connection from failure, and also reduces the risks
of potential shutdown if one of the Internet connections fails. Moreover, it allows you to perform

load-balancing by distributing the traffic through two WAN connections.

In addition to a multi-homing device, PLANET’s Multi-Homing Security Gateway provides a complete
security solution in a box. The policy-based firewall, content filtering function and VPN connectivity with
3DES and AES encryption make it a perfect product for your network security. Bandwidth management
function is also supported to offers network administrators an easy yet powerful means to allocate network

resources based on business priorities, and to shape and control bandwidth usage.

1.1 Features
WAN Fail-over: Auto failover feature can be configured for a second connection to ensure redundant
connectivity when the primary line fails.
Load Balancing: MH-1000 provides the ability to balance the workload by distributing incoming traffic
across the two connections.
DNS inbound load balance: The MH-1000 can be configured to reply the WAN2 IP address for the
DNS domain name request if WAN1 fails.
VPN Connectivity: The security gateway support PPTP and IPSec VPN. With DES, 3DES and AES
encryption and SHA-1 / MD5 authentication, the network traffic over public Internet is secured.
PPTP Server: The MH-1000 also provides PPTP server feature, the remote user can connect to
MH-1000 PPTP server without too many complex setting and to access the LAN resource.
Content Filtering: The security gateway can block network connection based on URLSs, Scripts (The
Pop-up, Java Applet, cookies and Active X).
SPI Firewall: Built-in Stateful Packet Inspection (SPI) can determine if a data packet is allowed through
the firewall to the private LAN.
Denial of Service (DoS): The MH-1000 protects against hackers attack by DoS, it can allow private LAN
securely connected to the Internet.
Quality of Service (QoS): Network packets can be classified based on IP address and TCP/UDP port
number and give guarantee and maximum bandwidth with three levels of priority.
Dynamic Domain Name Service (DDNS): The Dynamic DNS service allows users to alias a dynamic IP

address to a static hostname.
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1.2 Package Contents
The following items should be included:

MH-1000

n Multi-Homing Security Gateway
n User’s Manual CD-ROM

N This Quick Installation Guide

n Power Adapter

n Bracket x 2 (For rack-mounted)

n Screw x 4 (For rack-mounted)
If any of the contents are missing or damaged, please contact your dealer or distributor immediately.

1.3 MH-1000 Front View
MH-1000 Front Panel

OE.L..,LM-.ET s s Multi-Homing Security Gateway
PWRE O o o o O O o Qo O w g O
STATUS O (=] o ] [a] (=] o o O NKaCT O ]
- T2 o3 s P 1
LED Description
PWR A solid light indicates a steady connection to a power source
STATUS A blinking light indicates the device is writing to flash memory
LAN1-8 Lit when connected to an Ethernet device
10/100: Lit green when connected at 100Mbps
Not lit when connected at 10Mbps
LNK/ACT: Lit when device is connected.
Blinking when data is transmitting /receiving
WAN1, Lit when connected to an Ethernet device
WAN?2 10/100: Lit green when connected at 100Mbps
Not lit when connected at 10Mbps
LNK/ACT: Lit when device is connected.
Blinking when data is transmitting /receiving

1.4 MH-1000 Rear Panel

MH-1000 Rear Panel

12v¥ DC

il

O

RESET

2 1 E T & 5 4 3 2 1
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Port or button | Description

RESET To reset device and restore factory default settings, after
the device is fully booted, press and hold RESET until the
Status LED begins to blink.

WAN 1, Connect to your xDSL/Cable modem or other Internet

WAN2 connection devices

LAN 1- 8 Connect to your local PC, switch or other local network
device

DC 12v Connect DC Power Adapter here (12VDC)

1.5 Specification

Product Multi-homing Security Gateway

Model MH-1000

Hardware

Ethernet | AN 8 x 10/100 Based-TX RJ-45
WAN 2 x 10/100 Based-TX RJ-45

Performance

Firewall throughput 90Mbps

IPSec VPN throughput 30Mbps

PPTP VPN throughput 10Mbps

Maximum Concurrent

X 10,000
sessions
Software
Management Web

Network Protocol and Static IP, PPPoE, PPTP, Big Pond and DHCP client connection to ISP
NAT, Static Route, RIP-2

features Dynamic Domain Name System (DDNS)

Virtual Server and DMZ

DHCP server

NTP

Load Balancing Ibn(‘ireased bandwidth of outbound and inbound trafficDNS inbound load
alance

Firewall Srateful Packet Inspection (SPI) and Denial of Service (DoS) prevention
Packet Filter (by IP, port number and packet type)

E-mail alert and logs of attack

MAC Address Filtering

Content Filtering URL Filtering _ | |
Java Applet/Active X/Web Proxy/Surfing of IP Address/Cookie Blocking

VPN Tunnels IPSec: 100, PPTP: 4

VPN Functions PPTP, IPSec VPN support

DES, 3DES and AES encrypting

SHA-1/ MD5 authentication algorithm

Remote access VPN (Client-to-Site) and Site to Site VPN
IPSec, PPTP, L2TP pass through

QoS Support DiffServ approach

Prioritization and bandwidth managed by IP, Port number and MAC address
Log and Alert Syslog support

E-mail Alert
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Chapter 2: Router Application

2.1 Overview

MH-1000 is a versatile device that can be configured to not only protect your network from malicious
attackers, but also ensure optimal usage of available bandwidth with Quality of Service (QoS) and both
Inbound and Outbound Load Balancing. Alternatively, MH-1000 can also be set to redirect incoming and

outgoing network traffic with the Fail Over capability, ensuring minimal downtime and increased reliability.

2.2 Bandwidth Management with QoS

Quality of Service (QoS) gives you full control over which types of outgoing data traffic should be given
priority by the router. By doing so, the router can ensure that latency-sensitive applications like voice,
bandwidth-consuming data like gaming packets, or even mission critical files efficiently move through the
router even under a heavy load. You can throttle the speed at which different types of outgoing data pass
through the router. In addition, you can simply change the priority of different types of upload data and let

the router sort out the actual speeds.

2.2.1 Transparent Mode Connection Example

QoS generally involves the prioritization of network traffic. QoS is comprised of three major components:
Classifier, Meter, and Scheduler. Each of these components has a distinct role in ensuring that incoming

and outgoing data is managed according to user specifications.

The Classifier analyses incoming packets and marks each one according to configured parameters. The
Meter communicates the drop priority to the Scheduler and measures the temporal priorities of the output
stream against configured parameters. Finally, the Scheduler schedules each packet for transmission

based on information from both the Classifier and the Meter.
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ke =
Zcheduler e Ideter

Classifier

AN VAN = BCEzy

Inbound

Onthound

2.2.2 QoS Policies for Different Applications

By setting different QoS policies according to the applications you are running, you can use MH-1000 to

optimize the bandwidth that is being used on your network.

F o
i |:'lJII-:I:I?|I
w ) I gaa
E

S

Restricted PC

As illustrated in the diagram above, applications such as Voice over IP (VoIP) require low network latencies
to function properly. If bandwidth is being used by other applications such as an FTP server, users using

VolP will experience network lag and/or service interruptions during use. To avoid this scenario, this
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network has assigned VolP with a guaranteed bandwidth and higher priority to ensure smooth

communications. The FTP server, on the other hand, has been given a maximum bandwidth cap to make

sure that regular service to both VolP and normal Internet applications is uninterrupted.

2.2.3 Guaranteed / Maximum Bandwidth

Setting a Guaranteed Bandwidth ensures that a particular service receives a minimum percentage of

bandwidth. For example, you can configure MH-1000 to reserve 10% of the available bandwidth for a

particular computer on the network to transfer files.

Alternatively you can set a Maximum Bandwidth to restrict a particular application to a fixed percentage of

the total throughput. Setting a Maximum Bandwidth of 20% for a file sharing program will ensure that no

more than 20% of the available bandwidth will be used for file sharing.

Quality of Service
Add GoS Rule
Interface
Application
Guaranteed
hlaxirmum
Friarity
DSCP Marking
Address Type
Source [P Address Range
Destination [P Address Range
Protocol
Source Port Range  Helper ©
Destination Port Range  Helper ©

WA Cuthound
FTP

E. [ nweét_] v

Disable o
=P Address O MAC Address

From|192.168.1.1 To |255.255.255.255

Erarm |0.0.0.0 |25 255 255 955
TCP v

Fram |1 To 65535

From |20 Ta |21

2.2.4 Policy Based Traffic Shaping

Policy Based Traffic Shaping allows you to apply specific traffic policies across a range of IP addresses

[od[Dl] ports. This is particularly useful for assigning different policies for different PCs on the network.

Policy based traffic shaping lets you better manage your bandwidth, providing reliable Internet and network

service to your organization.
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Quality of Service

Add QoS Rule
Interface WANT Outhound
Application FTP
Guaranteed _'lIZI o
Maxirmurm 20 o
Pririty 5 iLowest) |~
DSCER Marking Disable b

Address Type
Source [P Address Range i _1'_92.18;‘3__1 A o .2.55.25.5.25522.
To|255.255.255.255

Destination IP Address Range
Frotocal

To [F5535
To |21

Source Port Hange Helper ©

Destination Port Range  Helper ©

2.2.5 Priority Bandwidth Utilization

Assigning priority to a certain service allows MH-1000 to give either a higher or lower priority to traffic from
this particular service. Assigning a higher priority to an application ensures that it is processed ahead of

applications with a lower priority and vice versa.

Quality of Service
Add QoS Rule

Interface WANT Outhound
Application |FTF
Guaranteed 10 o
Maximurm .2IZI o
Priarity | B (Lowest) +

DSCP Marking ighest]

Address Type 2 tkess

Saurce IP Address Range 3 (bormsl) To | 255 255 255 255
Destination IP Address Range : _ To |255.265.265 255

Protocol o |
Source Port Range Helper © Fram|1 = .55535
Destination Port Eange  Helper & Frgm |20 Tol21
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2.2.6 Management by IP or MAC address

MH-1000 can also be configured to apply traffic policies based on a particular IP or MAC address. This

allows you to quickly assign different traffic policies to a specific computer on the network.

Quality of Service
Add QoS Rule
Interface
Application
Guaranteed
flaxirmurn
Prigrity
DSCP Marking
Address Type
Source [P Address Hange
Destination IP Address Range
Frotocal
Source Port Hange  Helper ©
Destination Port Range  Helper ©

2.2.7 DiffServ (DSCP Marking)

WWARNT Cutbound

FTF
|10 %
20 o

b (Lowest) v

Disable b

(&) |P Address O MAC Address
From|192.168.1.1

Fram|0.0.0.0

TCP

Ta 255,255 265 265
T |255.256.255 255

rom |1
m 20

To /65535
To |21

DiffServ (a.k.a. DSCP Marking) allows you to classify traffic based on IP DSCP values. These markings

can be used to identify traffic within the network. Other interfaces can match traffic based on the DSCP

markings. DSCP markings are used to decide how packets should be treated, and is a useful tool to give

precedence to varying types of data.

Quality of Service
Add QoS Rule

Interface

Application

Guaranteed

Plaxirnum

Friority

DSCR Marking

Address Type

Source IP Address Hange

Destination 1P Address Range

Protocal
Source Port Range  Helper ©
Destination Port Range  Helper ©

WWANT Outbound

FTP
10 %
20 %

Digahle i

g
Best Effort

B (Lowest)

, Address

Frerium

Gold servicell)
Gold semvice(M)
Gold senice(H)
Silver service(L)
Silver service(M)
Silver service(H)
Bronze service(l)
Bronze serviceiM)
Bronze senvice(H)

Ta 255,265,256, 265
To 255255 255 255

Ta BS535
To 21
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2.3 Outbound Traffic
This section outlines some of the ways you can use MH-1000 to manage outbound traffic.

2.3.1 Outbound Fail Over

Configuring MH-1000 for Outbound Fail Over allows you to ensure that outgoing traffic is uninterrupted.

230100100 1

1st Connection
192.168.2.2 '
Lo
o 2™ connection

213.10.10.2

=

In the above example, PC 1 (IP_192.168.2.2) and PC 2 (IP_192.168.2.3) are connected to the Internet via
WANL1 (IP_230.100.100.1) on MH-1000. Should WANL1 fail, Outbound Fail Over tells MH-1000 to reroute
outgoing traffic to WAN2 (IP_213.10.10.2). Configuring your MH-1000 for Outbound Fail Over provides a

more reliable connection for your outgoing traffic.

Please refer to appendix D for example settings.

2.3.2 Outbound Load Balancing

Outbound Load Balancing allows MH-1000 to intelligently manage outbound traffic based on the amount of

load of each WAN connection.
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192.168.2.2 )
! 30.100.100.1
=
— ISP
192.168.2.3 213.10.10.2
i

—,

e

In the above example, PC 1 (IP_192.168.2.2) and PC 2 (IP_192.168.2.3) are connected to the Internet via
WANL1 (IP_230.100.100.1) and WAN2 (IP_213.10.10.2) on MH-1000. You can configure MH-1000 to

balance the load of each WAN port with one of two mechanisms:
1. Session (by session/by traffic/weight of link capability)
2. IP Hash (by traffic/weight of link capability)

The IP Hash mechanism will ensure that the traffic from the same source IP address and destination IP
address will go through the same WAN port. This is useful for some server applications that need to identify

the source IP address of the client.

By balancing the load between WAN1 and WAN2, your MH-1000 can ensure that outbound traffic is
efficiently handled by making sure that both ports are equally sharing the load, preventing situations where

one port is completely saturated by outbound traffic.

Please refer to appendix D for example settings.

2.4 Inbound Traffic
Learn how MH-1000 can handle inbound traffic in the following section.

2.4.1 Inbound Fail Over

Configuring MH-1000 for Inbound Fail Over allows you to ensure that incoming traffic is uninterrupted by
having MH-1000 default to WAN2 should WANL1 fail.
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192.168.2.2
- ftp://ftp.planet.com.tw
ETP @ 77 ftp.QIanet% 1on.ehyned H
" -"I‘ arnm tw

HTTP @

192.168.2.2 _

Before Fail Over Remote Access from Internet

ftp://ftp.planet.com.tw

%

192.168.2.3 .
p.planet.com.twbitic

HTTP . Remote Access from Internet
After Fail Over

In the above example, an FTP Server (IP_192.168.2.2) and an HTTP Server (IP_192.168.2.3) are

connected to the Internet via WAN1 (ftp.planet.com.tw) on MH-1000. A remote computer is trying to access

these servers via the Internet. Under normal circumstances, the remote computer will gain access to the
network via WAN1. Should WANL1 fail, Inbound Fail Over tells MH-1000 to reroute incoming traffic to WAN2
by using the Dynamic DNS mechanism. Configuring your MH-1000 for Inbound Fail Over provides a more

reliable connection for your incoming traffic.
Please refer to appendix D for example settings.

2.4.2 Inbound Load Balancing

Inbound Load Balancing allows MH-1000 to intelligently manage inbound traffic based on the amount of

load of each WAN connection.
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www.planet3.com.twbi
‘ %
|

«——

www.planet2.com.twbih
—_——

www.planet3.com.twbih

An?2 Avindne nrn

i }
!

192.18.2.3
www.planet2.com.twbi
o e |
Remote Access from Internet

In the above example, an FTP server (IP_192.168.2.2) and an HTTP server (IP_192.168.2.3) are

connected to the Internet via WAN1 (www.planet2.com.tw) and WAN2 (www.planet3.com.tw) on MH-1000.

Remote PCs are attempting to access the servers via the Internet. Using Inbound Load Balancing,
MH-1000 can direct incoming requests to the correct WAN port based on group assignment. For example,

a sales force can be directed to www.planet?.com.tw while the R&D group can access www.planet3.com.tw.

By balancing the load between WAN1 and WAN2, your MH-1000 can ensure that inbound traffic is
efficiently handled with both ports equally sharing the load, preventing situations where service is slow

because one port is completely saturated by inbound traffic.

Please refer to appendix D for example settings.

2.5 DNS Inbound

Using DNS Inbound is a great way to intelligently direct network traffic.

DNS Inbound is a three step process. First, a DNS request is made to the router via a remote

PC. MH-1000, based on settings specified by the user, will direct the requesting PC to the correct WAN
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port by replying the selected WAN IP address through the built-in DNS server. The remote PC then
accesses the network via the specified WAN port. How MH-1000 directs this traffic through the built-in DNS

server depends on whether it is configured for Fail Over or Load Balancing.

Learn how to make DNS Inbound on MH-1000 work for you in the following section.

2.5.1 DNS Inbound Fail Over

MH-1000 can be configured to reply the WAN2 IP address for the DNS domain name request should
WAN1 fail.

Authoritative Domain Name Server

19216822 200.200.200.1 %

www.mydomain.com

— 1st connection
FTP
192.168.2.3  Built-in DNS
2" connection 200.200.200.1
HTTP E Before Fail Over

e

www.mydomain.com

FTP

192.168.2.2
= # N\1st connection

b4

. - 2" connection DNS
192.168.2.3 Built-in DNS

100.100.100.1 100.100.100.1
After Fail Over

HTTP

[

In the above example, an FTP Server (IP_192.168.2.2) and an HTTP Server (IP_192.168.2.3) are
connected to the Internet via WAN1 (IP_200.200.200.1) on MH-1000. A remote computer is trying to
access these servers via the Internet, and makes a DNS request. The DNS request (www.mydomain.com)
will be sent through WAN1 (200.200.200.1) to the built-in DNS server. The DNS server will reply
200.200.200.1 because this is the only active WAN port. Should WANL1 fail, MH-1000 will instead reply with
WANZ2'’s IP address (100.100.100.1), and the remote PC will gain access to the network via WAN2. By

configuring MH-1000 for DNS Inbound Fail Over, incoming requests will enjoy increased reliability when

accessing your network.

Please refer to appendix D for example settings.
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2.5.2 DNS Inbound Load Balancing

DNS Inbound Load Balancing allows MH-1000 to intelligently manage inbound traffic based on

the amount of load of each WAN connection by assigning the IP address with the lowest traffic

ﬁNS Reauest

load to incoming requests.

Authoritative Domain Name Server

192.168.2.2 ' ' 200.200.200.1

. \{VAI\V—_\ www.mydomain.com
FTP E DNS Reply
3 WAN 2
192.168.2.3 Built-in DNS
| 100.100.100.1 200.200.200.1
HTTP FE Heavy load on WAN
: 200.200.200.1
192.168.2.2 DNS Reduest
WAN 1
- www.mydomain.com
FTP E "
! WANV DNS Repl
192.168.2.3 Built-in DNS
- 100.100.100.1 100.100.100.1
HTTP lE Heavy load on WAN

In the above example, an FTP server (IP_192.168.2.2) and an HTTP server (IP_192.168.2.3) are
connected to the Internet via WAN1 (IP_200.200.200.1) and WAN2 (IP_100.100.100.1) on MH-1000.
Remote PCs are attempting to access the servers via the Internet by making a DNS request, entering a

URL (www.mydomain.com).

Using a load balancing algorithm, MH-1000 can direct incoming requests to either WAN port based on the
amount of load each WAN port is currently experiencing. If WAN2 is experiencing a heavy load, MH-1000

responds to incoming DNS requests with WAN1.

By balancing the load between WAN1 and WAN2, your MH-1000 can ensure that inbound traffic is
efficiently handled, making sure that both ports are equally sharing the load and preventing situations
where service is slow because one port is completely saturated by inbound traffic.

Please refer to appendix D for example settings.

A typical scenario of how traffic is directed with DNS Inbound Load Balancing is illustrated below:
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5 DNS Reply

11 HTTP Reply

d
<«

1 DNS Request

6 HTTP Request

WAN 1 WAN 2

4 A

10 17

h 4

URL Host Map DNS Server

Y A

3

v

Bandwidth Monitor

4
<«

HTTP Server

In the example above, the client is making a DNS request.
(1). The request is sent to the DNS server of MH-1000 through WAN2.
(2). WAN2 will route this request to the embedded DNS server of MH-1000.

(3). MH-1000 will analyze the bandwidth of both WAN1 and WAN2 and decide which WAN IP to reply to the

request.

(4). After the decision is made, MH-1000 will route the DNS reply to the user through WAN2.
(5). The user will receive the DNS reply with the IP address of WANL1.

(6). The browser will initiate an HTTP request to the WANL1 IP address.

(7). The HTTP request will be send to MH-1000’s URL Host Map.

(8). The Host Map will then redirect the HTTP request to the HTTP server.

(9). The HTTP server will reply.

(10). The URL Host Map will route the packet through WANL to the user.

(11). Finally, the client will receive an HTTP reply packet.
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2.6 Virtual Private Networking
A Virtual Private Network (VPN) enables you to send data between two computers across a shared or
public network in a manner that emulates the properties of a point-to-point private link. As such, it is perfect

for connecting branch offices to headquarters across the Internet in a secure fashion.

The following section discusses Virtual Private Networking with MH-1000.

2.6.1 General VPN Setup

There are typically three different VPN scenarios. The first is a Gateway to Gateway setup, where two

remote gateways communicate over the Internet via a secure tunnel.

100.100.100.1 200.200.200.1

¥ 192.168.3.x

192.168.2.x ' Secure Tunnel “

The next type of VPN setup is the Gateway to Multiple Gateway setup, where one gateway
(Headquarters) is communicating with multiple gateways (Branch Offices) over the Internet. As with all

VPNs, data is kept secure with secure tunnels.

_ 2oo.2oo.2oo.~I -

. Secure Tunnel . 192.168.3.x
__,100. 100.100.1
192.168.2.x
. Secure Tunnel .

201.201.201.1 ~

192.168.4.x

The final type of VPN setup is the Client to Gateway. A good example of where this can be applied is

when a remote sales person accesses the corporate network over a secure VPN tunnel.

100.100.100. mylD.dyndns.org
192.168.2.x _
' Secure Tunnel . VPN Client
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VPN[D2] provides a flexible, cost-efficient, and reliable way for companies of all sizes to stay connected.
One of the most important steps in setting up a VPN is proper planning. The following sections

demonstrate the various ways of using MH-1000 to setup your VPN.

2.6.2 VPN Planning - Fail Over

Configuring your VPN with Fail Over allows MH-1000 to automatically default to WAN2 should WAN1 fail.

-planet.dyndns.or 192.168.3.x
192.168.2.x 7 A 200.200.200.1 _

MH-1000 MH-1000
O VPN Tunnel >

Before Fail Over

' 192.168.3.x
192.168.2.x — 200.200.200.1 N

E—
Ianet.dyndns.org
VPN Tunnel

MH-1000

> MH-1000

After Fail Over

Because the dynamic domain name planet.dyndns.org is configured for both WAN1 and WANZ2, the active
WAN port will announce the domain name through the WAN IP address. The remote gateway will then be

able to connect to the VPN through the domain name.

In this Gateway to Gateway example, MH-1000 is communicating to a remote gateway using WAN1
through a secure VPN tunnel. Should WANZ1 fail, outbound traffic from MH-1000 will automatically be
redirected to WAN2. This process is completely transparent to the remote gateway, as MH-1000 will
automatically update the domain name (planet.dyndns.org) with the WAN2 IP address. Configuring a

Gateway to Multiple Gateway setup with Fail Over is similar, as shown below:
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MH-1000

192.168.3.x

192.168.2.x - ‘p|anet.dyndnslorg

MH-1000 200.200.200.1 MH-1000

= 1192.168.4.x

192.168.3.x

192.168.2.X T #’ Q )

0) ) MH-lOOp

MH-1000 planet.dyndns.org

N B 102.168.4.x
200.200.200.1

Configuring MH-1000 for Fail Over provides added reliability to your VPN.

2.6.3 Concentrator

The VPN Concentrator provides an easy way for branch offices to connect to headquarter through a VPN
tunnel. All branch office traffic will be redirected to the VPN tunnel to headquarter with the exception of
LAN-side traffic. This way, all branch offices can connect to each other through headquarter via the

headquarter’s firewall management. You can also configure MH-1000 to function as a VPN Concentrator:

Please refer to appendix D for example settings.

Local subnet: 192.168.3.0

Local subnet: 0.0.0.0 Local mask: 255.255.255.0

Local mask: 0.0.0.0 Remote subnet: 0.0.0.0

Remote subnet: 192.168.3.0 .
200.200.200.1 Remote mask: 0.0.0.0
Remote mask: 255.255.255.0 _ 192.168.3.X

MH-1000

192.168.2.x 100.100.100.1

Local subnet; 0.0.0.0 192.168.4.x
Local mask: 0.0.0.0
Remote subnet: 192.168.4.0 Local mask: 255.255.255.0

Remote mask: 255.255.255.0 Remote subnet: 0.0.0.0

Remote mask: 0.0.0.0
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Chapter 3: Getting Started

3.1 Overview
MH-1000 is designed to be a powerful and flexible network device that is also easy to use. With an intuitive
web-based configuration, MH-1000 allows you to administer your network via virtually any Java-enabled
web browser and is fully compatible with Linux, Mac OS, and Windows 98/ME/NT/2000/XP operating

systems.

The following chapter takes you through the very first steps to configuring your network for MH-1000. Take

a look and see how easy it is to get your network up and running.

3.2 Before You Begin
In order to simplify the configuration process and increase the efficiency of your network, you should

consider the following items before setting up your network for the first time:

1. Plan your network

Decide whether you are going to use one or both WAN ports. For one WAN port, you may need a fully
qualified domain name either for convenience or if you have a dynamic IP address. If you are going to use
both WAN ports, determine whether you are going to use them in fail over mode for increased network
reliability or load balancing mode for maximum bandwidth efficiency. See Chapter 2: Router Applications

for more information.

2. Set up your accounts

Have access to the Internet and locate the Internet Service Provider (ISP) configuration information. Each
MH-1000 WAN port must be configured separately, whether you are using a separate ISP for each WAN
port or are having the traffic of both WAN ports routed through the same ISP.

3. Determine your network management approach
MH-1000 is capable of remote management. However, this feature is not active by default. If you reset the
device, remote administration must be enabled again. If you decide to manage your network remotely, be

sure to change the default password for security reason.

4. Prepare to physically connect MH-1000 to Cable or DSL modems and a computer.

3.3 Configuring PCs for TCP/IP Networking

In order for your networked PCs to communicate with your router, they must have the following

characteristics:
1. Have a properly installed and functioning Ethernet Network Interface Card (NIC).

2. Be connected to MH-1000, either directly or through an external repeater hub via an Ethernet cable.

-19-



Multi-Homing Security Gateway User’s Manual

3. Have TCP/IP installed and configured with an IP address.

The IP address for each PC may be a fixed IP address or one that is obtained from a DHCP server. If using
a fixed IP address, it is important to remember that it must be in the same subnet as the router. The default
IP address of MH-1000 is 192.168.1.1 with a subnet mask of 255.255.255.0. Using the default
configuration, networked PCs must reside in the same subnet, and have an IP address in the range of
192.168.1.2 to 192.168.1.254. However, you'll find that the quickest and easiest way to configure the IP

addresses for your PCs is to obtain the IP addresses automatically by using the router as a DHCP server.

If you are unable to access the web configuration interface, check to see if you have any software-based
firewalls installed on your PCs, as they can cause problems accessing the 192.168.1.1 IP address of
MH-1000.

The following sections outline how to set up your PCs for TCP/IP networking. Refer to the applicable

section for your PC’s operating system.

3.3.1 Overview

Before you begin, make sure that the TCP/IP protocol and a functioning Ethernet network adapter is

installed on each of your PCs.

The following operating systems already include the necessary software components you need to install
TCP/IP on your PCs:

- Windows 95/98/Me/NT/2000/XP

- Mac OS 7 and later
Any TCP/IP capable workstation can be used to communicate with or through MH-1000. To configure other

types of workstations, please consult the manufacturer’s documentation.

3.3.2 Windows XP & Control Panel

File

Edit Wiew Favorites  Tools  Help

e = " fl Search Folders v

Control Panel

1. Go to Start / Control Panel (in Classic

View). In the Control Panel, double-click

ngo

B %

Phone and  Power Cptions
Moderm ...

5o 3

Printers and  Fegional and  Scanners and
Faxes Language ... Cameras

Y 9 g

Scheduled  Sounds and Speech
Tasks Audio Devices

on Network Connections.

onkrol Panel

[3 Switch to Cateqory View

See Also

2. Double-click Local Area Connection.

& Windows Update
@) Help and Support

-20-



Multi-Homing Security Gateway User’s Manual

3. In the Local Area Connection Status

window, click Properties.

4. Select Internet Protocol (TCP/IP) and

click Properties.

5. Select the Obtain an IP address
automatically and the Obtain DNS
server address automatically radio
buttons.

6. Click OK to finish the configuration.

—+ Local Area Connection Status

General | Support
Connection
Statusz: Connected
Druration: ao:13:32
Speed: 100.0 Mbps
Activity
Sent :‘_.éj Received
il W
Fackets: 27 u]
[ Froperties ] [ Dizable ]

- l ocal Area Connection Properties

General | Authentication || Advanced |

Connect using:

i H ASUST ek Broadcom 440: 104100 Integrated Controller |

T hiz connection uzes the following iters:

% Client for Microsoft Networks

@ Filz and Printer Sharing for Microsoft Metworks
A=) QaS Packet Scheduler

B Internet Pre [TCFAIF]

e
Install. .. L Properties J
e ——
D escription

Tranzmizzion Control Protocol/lnternet Protocol. The default
wide area network. protocol that prowvides communication
acrozs diverse interconnected nebworks,

HERR

[ Show icon in notification area when connected

J [

Cancel

]

Internet Protocol (TCP/IP) Properties

Gereral | Allemate Configuration

ou can get |P settings assigned automatically if your network, supports
thiz capability. Otherwize, you need to azk pour nebwork. administrator far
the appropriate |IP zettings.

(&) Dbtain an IP address automatically
(3 Use the following IP address:

(& Obtain DMS server address automatically
() Usze the following DMS zerver addresses:

i ok

J [

Cancel

J
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3.3.3 Windows 2000

1. Go to Start / Settings / Control Panel. In

the Control Panel, double-click on

Network and Dial-up Connections.

2. Double-click Local Area Connection.

3. In the Local Area Connection Status

window click Properties.

4. Select Internet Protocol (TCP/IP) and

click Properties.

S P [ T 1 1

A Yt P I R e R

b, |I “Wharel Wl T e =
p—

o

1
¥ = H &
5 ok
Hetirork and Dial-up  -ieee =

Connectdons

Lol finza Lo
“emn 0L Pt
e

Ly B VL L LTI

D regioenbe oo

Local Area Connection Status

General

— Connection
Connected
0E:1E:26
100.0 Mbps

Status:
Cruration:

Speed;

— Activity

=

Sent —— 1 Feceived

FPackets: 12215 | 109,427

Froperties Dizable I

Cloze I

gl e

Local Area Connection Properkties

General I

Connect uzing:

I ASUST ek /Broadcom 440x 10100 Intearated Controller

Comporents checked are used by thiz connection:

Client for Microzoft Mebworks
File and Printer Sharing for Microsoft Networks
Internet Protocol [TCRAP)

Uninzstall I

Install... I

— Dezcription V4 AY

Transmission Control Protocoldlnternet ProtocohJ he defauilt
wide area network, protocol that provides communics
acrozs diverse inkerconnected networks.

I Show icon in taskbar when connected

Ok I Cancel I
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. 1 i 7T
5. Select the Obtam an IP add ress Internet Protocol {TCP/IP) Properties I |
General I
aUtomatlca”y and the Obtaln DNS “'ou can get IP settings assigned automatically if your network supports

thiz capability. Otherwize. you need to azk vour nebwork. adminiztrator for
the appropriate IP settings.

server address automatically radio

= Obtain an IP address automatically

buttons.

—1{ Use the following |P address:
IF address: I

6. Click OK to finish the configuration.

Subnet mazk: I

Default gateray: I

=" Obtain DMS server address automatically

1" Use the follawing DMS server addresses:
Frefered DHS server: I

Alternate DS serven I

Advanced... I
Ok I Cancel I

3.3.4 Windows 95/98/ME
1. Goto Start/ Settings / Control Panel. In [y = 1<

the Control Panel, double-click on Configurstion | Identification | Access Control |

Network and Choose the Configu ration The following network,. components are installed:
Ficrozoft Family Logon ;I
tab_ H5 ASUST ek /Broadocorm 440= 10100 Integrated Controller
S8 Dial-Up Adapter
T TCRAP -» ASUST ek /Broadcom 440x 10100 Integrated
2. Select TCP/IP ->NE2000 Compatible, or ¥ TCP/IF -> DialUp Adapter

<

the name of your Network Interface Card
(NIC) in your PC.

Add. .. Femowe

Primary Mebwork Logon:

Ih-'lic:rosoft Family Logan

File and Frint Sharing... I

Description

TCPAF is the protocol you use to connect ta the Internet and
wide-area networks.

Ok I Cancel I

3. Select the Obtain an IP address

icall dio b Bindings | Advanced | MetBI0S |
aUtomatlca y raaio Utton DMS Configuration I G ateveay I WS Configuration IP Address

An P address can be automatically aszigned to this computer.
If pour network. does not autormatically as=zign |IP addresze=s. azk
wour nebwork. adminiztratar for an address, and then type it in
the space below.

i Obtain an [P address automaticalls

= Specify an IP address:

IF Eddress: | I I I |

Submet Mask: | H H H |

Ok I Cancel I
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4. Then select the DNS Configuration tab.

5. Select the Disable DNS radio button and

click OK to finish the configuration.

3.3.5 Windows NT 4.0

1. Go to Start / Settings / Control Panel. In
the Control Panel, double-click on Network

and choose the Protocols tab.

2. Select TCP/IP Protocol and click

Properties.

3. Select the Obtain an IP address from a

DHCP server radio button and click OK.

TCP/IP Properties 2|

Bindings | Advanced | MetBIOS |
DMS Configuration I G ateway I wWIMS Configuration I IP Address I
- .

— " Enable DMS

Hiast: I [armafr: I
IS Sreren Search) i rder

[arr it St Seanch Wnder

| Fodd

| Eemawe I

Cancel I

Network

K E3
Identfication | Sewvices Frotocals | Adapters | Bingings |
Netwark: Protocals:

F NetBELH Protoool
F MwLink IP4/SP Compalible Transport
T NwLink NetBIOS

sed. |

o s (M
1~ Descoption.

Transpord Conirol Protecolintemet Protocol The default vwade
area netwark protocol that provides commuencation acioss
diverse inteicormected netwoarks.

Microsoft TCP/IP Properties

|7 ] <]
IP Address | DNS | WINS Address | Routing |

an |P addresz can be automatically azsigned ko thiz network card
by a DHCP server. I pour network does not have a DHCP server,
azk your network. administrator for an address, and then tpype it in
the =pace below.

Adapter:

L Obtain an IF address from a DHCR server

—  Specify an IF address

IF Addiess: l

Submethdasts: l

W efanib G ey !

Advanced... I

Cancel I

C o

SRl |
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3.4 Factory Default Settings

3.4.1 User name and password

The default user name and password are "admin" and "admin" respectively.

If you ever forget your user name and/or password, you can restore your MH-1000 to its factory settings by

holding the Reset button on the back of your router until the Status LED begins to blink. Please note that

doing this will also erase any previous router settings that you have made. The Status LED will remain solid

as the device boots. Once the boot sequence is complete, the LED will shut off, indicating that MH-1000 is

ready.

3.4.2 LAN and WAN Port Addresses

The default values for LAN and WAN ports are shown below:

LAN Port

WAN Port

IP address

192.168.1.1

Subnet Mask

255.255.255.0

DHCP server

function

Enabled

IP addresses for | 100 IP addresses continuing

distribution to
PCs

from 192.168.1.100 through
192.168.1.199

The DHCP Client is enabled to
automatically get the WAN port

configuration from the ISP.

3.5 Information from Your ISP

3.5.1 Protocols

Before configuring this device, you have to check with your ISP (Internet Service Provider) to find out what

kind of service is provided such as DHCP, Static IP, PPPoE, or PPTP. The following table outlines each of

these protocols:

DHCP

Configure this WAN interface to use DHCP client protocol to get an IP
address from your ISP automatically. Your ISP provides an IP address to the

router dynamically when logging in.

Static IP

Configure this WAN interface with a specific IP address. This IP address

should be provided by your ISP.

PPPOE

PPPoE (PPP over Ethernet) is known as a dial-up DSL or cable service. It is
designed to integrate the broadband services into the current widely

deployed, easy-to-use, and low-cost dial-up-access networking

infrastructure.
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bpTP If your ISP provides a PPTP connection, you can use the PPTP protocol to
establish a connection to your ISP.

Big Pond | The Big [D3]Pond login for Telstra cable in Australia.

If your account uses PPP over Ethernet (PPPoE), you will need to enter your login name and password
when configuring your MH-1000. After the network and firewall are configured, MH-1000 will login

automatically, and you will no longer need to run the login program from your PC.

3.5.2 Web Configuration Interface

MH-1000 includes a Web Configuration Interface for easy administration via virtually any browser on your
network. To access this interface, open your web browser, enter the IP address of your router, which by
default is 192.168.1.1, and click Go. A user name and password window prompt will appear. Enter your
user name and password (the default user name and password are "admin" and "admin") to access the

Web Configuration Interface. Connect to 192.168.1.1

T,

|{1|| }S\
Webdrnin
Lser name: |ﬁ admin w
Password; i----- i

[(]remember my passwaord

[ (=] ] [ Cancel

If the Web Configuration Interface appears, congratulations! You are now ready to configure your MH-1000.
If you are having trouble accessing the interface, please refer to Chapter 5: Troubleshooting for possible

resolutions.
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Chapter 4: Router Configuration

4.1 Overview

The Web Configuration Interface makes it easy for you to manage your network via any PC connected to it.

On the Web Configuration homepage, you will see the navigation pane located on the left hand side. From

it, you will be able to select various options used to configure your router.

ey i C—

St
" ARF Tatle
_nmnurrah-
- Session Table
DHECR Talde
|PSac Sisti
EETE ey
Trime Sallidice
Fysberm Lo -

Casiek Star

Status
lravica Inlonmasion
Dievice: Hpame
Eyztam Lip Tima
1 Tirina i3
Frwale LAN MALC Addies
Pubrle Wikl MEC Addrees:
Pubtlic WahZ MALC ddraxs
Flirwans Wersion
Homs: LIRL
LAk

Hemnask
DHOP Serarn O
WaNTY

P Rddreas
Mitmagk

Gl ey

Mufti-Homing Security Gatewsy
BH- 144}

HH- 100
0: 52080 [dary: howr rmin:sec|

Wort Auig 1 08-20 28 05 |W|
OO pd dB ATz S

00 DM B AT S

00T md 4F A5

1040

1 IEET
AR AS585 0
Enabiked

Comnesct by Siwdec IP Sethings

190 16399 965

2501553050

1902, 165,99 259 ~

1. Click Apply if you would like to apply the settings on the current screen to the device. The settings will

be effective immediately, however the configuration is not saved yet and the settings will be erased if you

power off or restart the device.

2. Click SAVE CONFIG to save the current settings permanently to the device.

3. Click RESTART to restart the device. There are two options to restart the device.

- Select Current Settings if would like to restart using the current configuration.

- Select Factory Default Settings if you would like to restart using the factory default configuration.

4. To exit the router’s web interface, click LOGOUT. Please ensure that you have saved your configuration

settings before you logout. Be aware that the router is restricted to only one PC accessing the web

configuration interface at a time. Once a PC has logged into the web interface, other PCs cannot gain

access until the current PC has logged out. If the previous PC forgets to logout, the second PC can

access the page after a user-defined period (5 minutes by default).

The following sections will show you how to configure your router using the Web Configuration Interface.
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4.2 Status

The Status menu displays the various options that have been selected and a number of statistics about
your MH-1000. In this menu, you will find the following sections:

- ARP Table

- Routing Table

- Session Table

- DHCP Table

- IPSec Status

- PPTP Status

- Traffic Statistics

- System Log
- IPSec Log

Multi-Homing Secunily Gateway

MH-1000

Status [Fefesh |
- — Dravwvica ke imatisn
I;'uln‘qiln_u-'i';lu‘.- Deice Plame MH. 1000 _
= - Syslem Lip Tims 0. 331050 [day-hourmincsec)
= red Timo Won Aug 1 052038 2005 [ Sync how |
Pricute LAN MAC Address D0:04 nd86:02:50
Pubdec WANT WG Address D004 ed: 4602 5c
Publsc WAKD MAC Address 0004 e 02 5d
Farmware Verslon 1.0
Home LRL PLANET Technobagy Conporat
LaN
L 19216811
Mehmesh 2660 260 XL
Lo I - Enablad
WaARNI
r veethad (O Caonmact by Stalic B Setlings
IP Address 192 158.99 96
Pgtrrimsk 25255550
Galleway 152 168,968,763
DNE 1E3S5 11
Lp Tirma 0, 2:23:44 (day-hourmincgee)
Wan:
L Mo Lmk
IP Address
Metmash
Gallerway
ONS
Up Tirma

m m |.-"u"ﬂ|:II.IT
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4.2.1 ARP Table

The Address Resolution Protocol (ARP) Table shows the mapping of Internet (IP) addresses to Ethernet
(MAC) addresses. This is a quick way to determine the MAC address of your PC’s network interface to use

with the router’s Firewall — MAC Address Filter function. See the Firewall section of this chapter for more

information on this feature.

_) PLANET Audfi-Homing Sacarly Galaway

¥merraw § (e n Ty MH-1 DR

ARP Table

IF == MAC ] i)
—-— i I Acdrezs wlAC A ddrees Ir-erace Siatic
| TERAGD Lz LU N = = - LAz ra
B T EA TN ITHE MY F = A [ 11
3 L2 1E203.25 02:37:£F 3E:0F 5C IR ra

No.: Number of the list.

IP Address: Alist of IP addresses of devices on your LAN.

MAC Address: The Media Access Control (MAC) addresses for each device on your LAN.
Interface: The interface name (on the router) that this IP address connects to.

Static: Static status of the ARP table entry.

- NO indicates dynamically generated ARP table entries.

- YES indicates static ARP table entries added by the user.

4.2.2 Routing Table

The Routing Table displays the current path for transmitted packets. Both static and dynamic routes are

displayed.

F ; SO By r
_)F M'ET Aduldi-Homing Securily Gatowsay

R h MH-1U0d

Routing Table

Eunlinyg il
TaEs i Dezinsior Metnszk CEnes rierace st
IR 1 "E2I61IE 52552 100 ¥ LAN C
U RSN Aemenh N | HIT bl |
= 1002 2087 RO N |-E R KW CRNACRY | C

No.: Number of the list.

Destination: The IP address of the destination network.

Netmask: The destination netmask address.

Gateway/Interface: The IP address of the gateway or existing interface that this route will use.

Cost: The number of hops counted as the cost of the route.
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4.2.3 Session Table

The NAT Session Table displays a list of current sessions for both incoming and outgoing traffic with
protocol type, source IP, source port, destination IP and destination port, each page shows 10 sessions.

j PLANET Mufii-Haming Securify Gateway

Walrani g B Ca m s i M1 1000

Session Table

Seezdon | able:

%2 Pratezal Frem © Srarr Mor ol |

| T== 192150 " 12 2710 TE21GD0 x

B 1= 144147 11 - I N k] Ak

£ Lo 192132 10 EEaE] CCTRIT SCED
T== 1892150 7 12 2rz TE20D0 x

n 1= 144147 11 Hh O LR |

E Lo 19213 - 12 L3 I MCEES e

v T== 1892150 12 2rin TE210D01 x

i ae= 144147 14 5 A-ab -l |

1 127 19213 1 e RN =R N =N

Session 1 3 of 3, 171,
: I er | Men = | T F'l:-nl | Tt IP'| | e P

[ -l | = i ol | i | Jump to eszlon K

No.: Number of the list.

Protocol: Protocol type of the Session.
From IP: Source IP of the session.
From port: source port of the session.
To IP: Destination IP of the session.

To port: Destination port of the session.

Sessions:

Filter: when the presented field is filled, please click Filter button.
From IP: please input the source IP you would like to filter.

From port: please input the source port you would like to filter.
To IP: please input the destination IP you would like to filter.

To port: please input the destination port you would like to filter.
First: To the first page.

Previous: To the previous page.

Next: To the next page.

Last: To the last page.

Jump to the session: please input the session number you would like to see and press “GO

4.2.4 DHCP Table
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The DHCP Table displays a list of IP addresses that have been assigned to PCs on your network via

Dynamic Host Configuration Protocol (DHCP).

(P PLANET Multi-Homing Becuridy Geleway

dmburdig & G n maa =1 M1 1000

DHCP Table
DHCP 1P Sssigmment Talel e
i = e (NS THE LT R BT 1) It ol
132 "E2.1 "C0 JC20E-D02 02:0e: 330k 22 SLEED

[ =afiezh

No.: Number of the list.

IP Address: Alist of IP addresses of devices on your LAN.
Device Name: The host name (computer name) of the client.
MAC Address: The MAC address of client.

Lease Time: The expired time for the IP address.

4.2.5 |PSec Status

The IPSec Status window displays the status of the IPSec Tunnels that are currently configured on your

MH-1000.

¢ PLANET Aderdri-Homing Sacurly Gatews)y

wmeiray b isvarmnT MH- 1001

IPSec Status

IPS e Lmnmels
. Crisal CabLs Il =amah Hiru 1 I~ g
ara o Lhade AR btk napeck Cateay o

Name: The name you assigned to the particular IPSec entry.

Enable: Whether the IPSec connection is currently Enable or Disable.
Status: Whether the IPSec is Active, Inactive or Disable.

Local Subnet: The local IP address or subnet used.

Remote Subnet: The subnet of the remote site.

Remote Gateway: The remote gateway IP address.

SA: The Security Association for this IPSec entry.

Action: Manually connect or drop the tunnel.

4.2.6 PPTP Status

The PPTP Status window displays the status of the PPTP Tunnels that are currently configured on your
MH-1000.
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— F_ : = ] s
( ) E!‘_m.f:[ A ldi-Homing Sacarfty hg:j_ll::,?ﬁr

FPTP Status

FF IV Lecmumis

[ERT Erable Zualls Thae Mezr % abac 4 rorqect By Actior

Name: The name you assigned to the particular PPTP entry.

Enable: Whether the PPTP connection is currently Enable or Disable.
Status: Whether the PPTP is Active, Inactive or Disable.

Type: Whether the Connection type is Remote Access or LAN to LAN
Peer Network: The Remote subnet for LAN to LAN as connection type.
Connect by: The remote address when connected.

Action: Manually drop the tunnel.

4.2.7 Traffic Statistic

The Traffic Statistics window displays both sent and received sent data (in Bytes/sec) over one hour

duration. The line in red represents WAN1, while the line in blue represents WAN2.
:::-_) PLANET Mofti-Homing Soacurily Gatoway

HRTEED & L R MH-TU

Traffic Statistics

Sl il i
F Tabile
= M Bwles 25772 Tu Mizkens: 4195
Fon e i WAk ] _ _ ]
Tz Oyes 1221731 Tz =achkats 1°22
K Hel i | A Hichin |
W
T= Byes 20210 Tz Tacksts 217
Diagram
I Ho =y i %

S

3 e jis Er 0

3
Tler wir-a

Ekekl TiosZic
BWeik: Tra e

WANZ1: Transmitted (Tx) and Received (Rx) bytes and packets for WANL1.
WANZ2: Transmitted (Tx) and Received (Rx) bytes and packets for WAN2.

Display: Allows you to change the units of measurement for the traffic graph.
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4.2.8 System Log

This window displays MH-1000’s System Log entries. Major events are logged on this window.

Multi-Homing Secanly Gateway

BH- (=}

System LOQ
.Cqug 1060026 Irnitalize WA for Eiloeer mode e
Aug 1 050026 Switch asctive gateway 1o WAN
Aug 1 060028 Comnecting to ISP for WAN1
Faig 1 06:00: 28 OHCP clent - send discowes
Aug 1 06:00:30 DHCP chart - sand dsc o
IFSen Status :
Aaug 1 060032 OHCP chert - senmd discoves
FFTF Stalus
Faig 1 06:00:37 OGP fadl to obizin lease
Aug 1 050126 Fail to syrchronize with time semvee
Sipalean Log i
Aaug 1 060037 OHCP chent - semd discoves
IPSec Lag
Aaig 1 05:01:39 OHCP chent - semd discoes
Qisck Stan
a Aug 105041 OHCP chart - send discomm
iy Lirati e Y
Aug 1 060045 OHCP fall to oldaim (eese -

l:.l:lnrl!_] to Flash

Fatresh | | Clearlog | | Sendlog | | Sevelop |

Refresh: Refresh the System Log.
Clear Log: Clear the System Log.
Send Log: Send the System Log to your email account. You can set the email address in Configuration >

System > Email Alert. See the Email Alert section for more details.

4.2.9 IPSec Log

This page displays the router’s IPSec Log entries. Major events are logged to this window.
) PLANET Molti-Homing Securly Geteway

by & Do o mmss = ML 1000

IPEec Log

['iE"'Eah] | lear 3 ] | See o3 ] | Scve 3 ]

Refresh: Refresh the IPSec Log.
Clear Log: Clear the IPSec Log.

Send Log: Send IPSec Log to your email account. You can set the email address in Configuration >
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System > Email Alert. See the Email Alert section for more details.

Please refer to Appendix F: IPSec Log Events for more information on log events.

4.3 Quick Start

The Quick Start menu allows you to quickly configure your network for Internet access using the most basic
settings.
Connection Method: Select your router’s connection to the Internet. Selections include Obtain an IP

Address Automatically, Static IP Settings, PPPoE Settings, PPTP Settings, and Big Pond Settings.

4.3.1 DHCP

The following is information regarding your ISP that you will need to enter in order to properly configure
your Internet connection. If you select to Obtain an IP Address Automatically, these will be automatically

set for you, provided that your ISP dynamically assigns an IP address.

B PLANET Muiti-Homiing Securly Geleway
(P PLANET

MH-1000

- Quick Start WAN1
! :flﬂl_lg. niice
ﬂ— Connection Kethod (taan an IP Address Autormatically =
Chick Sast w‘l T
Gail Stast, WARZ
[2epy ][ Recat |

Savs Cardig o Flash

4.3.2 Static IP

{._- ) le Multi-Homing Securly Gateway

A et M- 1 M

Quick Start WAN1

Etatus

cnuiadi Static 1P
Quitk St b e e ol Etmtic IP Eettings s
S oA IP assignad by your ISP 12 J1ee_ L% |4
el P Subnet Mack %5 |2 L= D
rfmu-?.m[.wr- ISP Galeway Address 192 188 [ |® 23
Save Conlly ta Flash Prirary ONS 163 o5 1 1
Sacomdary DNS 0 u o i

(2opiy] (et

IP assigned by your ISP: Enter the assigned IP address from your IP.
IP Subnet Mask: Enter your IP subnet mask.

ISP Gateway Address: Enter your ISP gateway address.

Primary DNS: Enter your primary DNS.

Secondary DNS: Enter your secondary DNS.
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Click Apply to save your changes. To reset to defaults, click Reset.

4.3.3 PPPoOE

) PLANET Multi-Homing Securily Gateway

Bt s B s BH-1{HH}

= ~ Quick Start WAN1
atus
0 =rt = E
i &tart
# Comnechion hethod FRFoE Settnge b
ek Slan WAl
L - - Llzpnpme
Climeh Sl WAND
S Pasawiond
L) radion
LA Retype Fasawond
Save Config 1o Flash
Comneclion Ahways Comnect %
|di Tima
[ Anply || Reset |

Username: Enter your user name.

Password: Enter your password.

Retype Password: Retype your password.

Connection: Select whether the connection should Always Connect or Trigger on Demand.

- Always Connect: If you want the router to establish a PPPoE session when starting up and to

automatically re-establish the PPPoE session when disconnected by the ISP.

- Trigger on Demand: If you want to establish a PPPoE session only when there is a packet requesting
access to the Internet (i.e. when a program on your computer attempts to access
the Internet).

Idle Time: Auto-disconnect the router when there is no activity on the line for a predetermined period of

time. Select the idle time from the drop down menu. Active if Trigger on Demand is selected.

Click Apply to save your changes. To reset to defaults, click Reset.

4.3.4 PPTP
¢ } PLANET Mufti-Homing Securily Gatewsay
it ey e MH-1{HH]
Quick Start WAN1
PFTFP
Comnection Method PPTF Setiings -
Ligarnarmg
Fascwoad

Refype Famzwmed

FPTP Clignt P ] 0 0 o
FFTP Client [P Hetmask i} 0 0 o
PFTP Cliend IP Gateway L] ] Al o
PPTP Servee IP ] 0 0 o
Connesction Always Connect ™

Ila Temie

[appty |[ Pasm |
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Username: Enter your user name.

Password: Enter your password.

Retype Password: Retype your password.

PPTP Client IP: Enter the PPTP Client IP provided by your ISP.

PPTP Client IP Netmask: Enter the PPTP Client IP Netmask provided by your ISP.

PPTP Client IP Gateway: Enter the PPTP Client IP Gateway provided by your ISP.

PPTP Server IP: Enter the PPTP Server IP provided by your ISP.

Connection: Select whether the connection should Always Connect or Trigger on Demand.

- Always Connect: If you want the router to establish a PPTP session when starting up and to

automatically re-establish the PPTP session when disconnected by the ISP.

- Trigger on Demand: If you want to establish a PPTP session only when there is a packet requesting
access to the Internet (i.e. when a program on your computer attempts to access
the Internet).

Idle Time: Auto-disconnect the router when there is no activity on the line for a predetermined period of

time. Select the idle time from the drop down menu. Active if Trigger on Demand is selected.

Click Apply to save your changes. To reset to defaults, click Reset.

4.3.5 Big Pond

( ‘) PLANET Multi-Homing Securily Gale Wy

e R EH-1 R

S Quick Start WAN1
Big Pand

wick: St : Canmectin Wethod Bigy Pond Settings b
SR e ] Usemame
S S RAN Passward

i wﬁ'?l.:amn Fretype Password

Sww Conllg to Flagh Logn sarver i} 0 0 0

[4pply | [Reset |

Username: Enter your user name.
Password: Enter your password.
Retype Password: Retype your password.

Login Server: Enter the IP of the Login server provided by your ISP.

Click Apply to save your changes. To reset to defaults, click Reset.

For detailed instructions on configuring WAN settings, please refer to the WAN section of this chapter.
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4.4 Configuration

The Configuration menu allows you to set many of the operating parameters of MH-1000. In this menu,
you will find the following sections:

- LAN

- WAN

- Dual WAN

- System

- Firewall

- VPN

- QoS

- Virtual Server

- Advanced

These items are described below in the following sections.

4.4.1 LAN

There are two items within this section: Ethernet and DHCP Server.

- ] PLANET Multi-Homing Secanty Gateway

B M- 1k
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4.4.1.1 Ethernet

/ ) PLANET Multi-Homing Secanty Gateway

B M- 1k

Ethernet
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IP Address: Enter the internal LAN IP address for MH-1000 (192.168.1.1 by default).
Subnet Mask: Enter the subnet mask (255.255.255.0 by default).
RIP: RIP v2 Broadcast and RIP v2 Multicast. Check to enable RIP.
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4.4.1.2 DHCP Server

In this menu, you can disable or enable the Dynamic Host Configuration Protocol (DHCP) server. The
DHCP protocol allows your MH-1000 to dynamically assign IP addresses to PCs on your network if they
are configured to automatically obtain IP addresses.

Multi-Homing Secuonty Gateway
MH-1000

DHCP Server
Parameters
OHCR Sesver Funclions (=1 Enable ) Disable
IP Poal Range Fiom 192 168 1. 100
IP Poal Range to 192 1681|199
. Primary DNS Serer O o 0 o
CHOP Sarver
Secandary ONS Eenver 0 =] 0 0
:::”“m Primary WINS Sener o 0 0 0
Secandary WINS Server 0 1] 1 0
Domain Name
: ied Hoet 0

To disable the router’s DHCP Server, select the Disable radio button, and then click Apply. When the
DHCP Server is disabled, you will need to manually assign a fixed IP address to each PC on your network,
and set the default gateway for each PC to the IP address of the router (192.168.1.1 by default).

To configure the router’s DHCP Server, select the Enable radio button, and then configure parameters of
the DHCP Server including the IP Pool (starting IP address and ending IP address to be allocated to the
PCs on your network), DNS Server, WINS Server, and Domain Name. These details are sent to each

DHCP client when they request an IP address from the DHCP server. Click Apply to enable this function.

Fixed Host allows specific computer/network clients to have a reserved IP address.

Multi-Homing Secuonty Gateway
MH-1000

DHCP Server
Parameters
OHCR Sesver Funclions (=1 Enable ) Disable
IP Poal Range Fiom 192 168 1. 100
IP Poal Range to 192 1681|199
. Primary DNS Serer O o 0 o
CHOP Sarver
Secandary ONS Eenver 0 =] 0 0
:::”“m Primary WINS Sener o 0 0 0
Secandary WINS Server 0 1] 1 0
Domain Name
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IP Address: Enter the IP address that you want to reserve for the above MAC address.
MAC Address: Enter the MAC address of the PC or server you wish to be assigned a reserved IP.

Candidates: You can also select the Candidates which are referred from the ARP table for automatic input.

Click the Apply button to add the configuration into the Host Table. Press the Delete button to delete a

configuration from the Host Table.

4.4.2 WAN

WAN refers to your Wide Area Network connection. In most cases, this means your router’s connection to
the Internet through your ISP. MH-1000 features Dual WAN capability.

- Mefti-Horming Secarily Galawa)
(P PLANET o Y

ISP Settings

VAN Scavice |ahle
1ET

Hare Des oriptior
AT (TR AT
- A )| Static = G
Wl THC:H =it @

The WAN menu contains two items: ISP Settings and Bandwidth Settings.

4.4.2.1 ISP Settings

- Mefti-Horming Secarily Galawa)
(P PLANET o Y

ISP Settings

VAN Scavice |ahle
1ET

Hare Des oriptior
AT (TR AT
. LA )| Static = -l oG
W THC:H =it @

This WAN Service Table displays the different WAN connections that are configured on MH-1000. To edit

any of these connections, click Edit. You will be taken to the following menu.
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Multr-Homing Secunly Gateway
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W_" MT 1500
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Connection Method: Select how your router will connect to the Internet. Selections include Obtain an IP
Address Automatically, Static IP Settings, PPPoE Settings, PPTP Settings, and Big Pond Settings.
For each WAN port, the factory default is DHCP. If your ISP does not use DHCP, select the correct
connection method and configure the connection accordingly. Configurable items will vary depending on

the connection method selected.

4.4.2.1.1 DHCP

Multi-Homing Securily Gateway

MH-1000

_ WAN1
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Host Name: Some ISPs authenticate logins using this field.

MAC Address: If your ISP requires you to input a WAN Ethernet MAC, check the checkbox and enter your
MAC address in the blanks below.

DNS: If your ISP requires you to manually setup DNS settings, check the checkbox and enter your primary
and secondary DNS.

RIP: To activate RIP, select Send, Receive, or Both from the drop down menu. To disable RIP, select
Disable from the drop down menu.

MTU: Enter the Maximum Transmission Unit (MTU) for your network.
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Click Apply to save your changes. To reset to defaults, click Reset.

4.4.2.1.2 Static IP

Mciti-Homiing Securily Gatewsy

WAN1
Stalus
= Stathc 1P
ek
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MTLI 1500
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IP assigned by your ISP: Enter the static IP assigned by your ISP.

IP Subnet Mask: Enter the IP subnet mask provided by your ISP.

ISP Gateway Address: Enter the ISP gateway address provided by your ISP.

MAC Address: If your ISP requires you to input a WAN Ethernet MAC, check the checkbox and enter your
MAC address in the blanks below.

Primary DNS: Enter the primary DNS provided by your ISP.

Secondary DNS: Enter the secondary DNS provided by your ISP.

RIP: To activate RIP, select Send, Receive, or Both from the drop down menu. To disable RIP, select
Disable from the drop down menu.

MTU: Enter the Maximum Transmission Unit (MTU) for your network.

Click Apply to save your changes. To reset to defaults, click Reset.

4.4.2.1.3 PPPoOE
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Username: Enter your user name.

Password: Enter your password.

Retype Password: Retype your password.

Connection: Select whether the connection should Always Connect or Trigger on Demand.

- Always Connect: If you want the router to establish a PPPoOE session when starting up and to

automatically re-establish the PPPoE session when disconnected by the ISP.

- Trigger on Demand: If you want to establish a PPPoE session only when there is a packet

requesting access to the Internet (i.e. when a program on your computer attempts to access

the Internet).

Idle Time: Auto-disconnect the router when there is no activity on the line for a predetermined period of

time. Select the idle time from the drop down menu. Active if Trigger on Demand is selected.

IP Assigned by your ISP: If your IP is dynamically assigned by your ISP, select the Dynamic radio button.
If your IP assigns a static IP address, select the Static radio button, and input your IP address in the blank
provided.

MAC Address: If your ISP requires you to input a WAN Ethernet MAC, check the checkbox and enter your
MAC address in the blanks below.

DNS: If your ISP requires you to manually setup DNS settings, check the checkbox and enter your primary
and secondary DNS.

RIP: To activate RIP, select Send, Receive, or Both from the drop down menu. To disable RIP, select
Disable from the drop down menu.

MTU: Enter the Maximum Transmission Unit (MTU) for your network.

Click Apply to save your changes. To reset to defaults, click Reset.
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4.4.2.1.4 PPTP Settings

Multi-Homing Secuonly Gateway
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Username: Enter your user name.

Password: Enter your password.

Retype Password: Retype your password.

PPTP Client IP: Enter the PPTP Client IP provided by your ISP.

PPTP Client IP Netmask: Enter the PPTP Client IP Netmask provided by your ISP.

PPTP Client IP Gateway: Enter the PPTP Client IP Gateway provided by your ISP.

PPTP Server IP: Enter the PPTP Server IP provided by your ISP.

Connection: Select whether the connection should Always Connect or Trigger on Demand.

- Always Connect: If you want the router to establish a PPTP session when starting up and to
automatically re-establish the PPTP session when disconnected by the ISP.

- Trigger on Demand: If you want to establish a PPTP session only when there is a packet
requesting access to the Internet (i.e. when a program on your computer attempts to access
the Internet).

Idle Time: Auto-disconnect the router when there is no activity on the line for a predetermined period of
time. Select the idle time from the drop down menu. Active if Trigger on Demand is selected.

IP Assigned by your ISP: If your IP is dynamically assigned by your ISP, select the Dynamic radio button.
If your IP assigns a static IP address, select the Static radio button. This will take you to another page for
inputting the IP address information.

MAC Address: If your ISP requires you to input a WAN Ethernet MAC, check the checkbox and enter your
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MAC address in the blanks below.

DNS: If your ISP requires you to manually setup DNS settings, check the checkbox and enter your primary
and secondary DNS.

RIP: To activate RIP, select Send, Receive, or Both from the drop down menu. To disable RIP, select
Disable from the drop down menu.

MTU: Enter the Maximum Transmission Unit (MTU) for your network.

Click Apply to save your changes. To reset to defaults, click Reset.

4.4.2.1.5 Big Pond Settings
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Username: Enter your user name.

Password: Enter your password.

Retype Password: Retype your password.

Login Server: Enter the IP of the Login server provided by your ISP.

MAC Address: If your ISP requires you to input a WAN Ethernet MAC, check the checkbox and enter your
MAC address in the blanks below.

DNS: If your ISP requires you to manually setup DNS settings, check the checkbox and enter your primary
and secondary DNS.

RIP: To activate RIP, select Send, Receive, or Both from the drop down menu. To disable RIP, select
Disable from the drop down menu.

MTU: Enter the Maximum Transmission Unit (MTU) for your network.

Click Apply to save your changes. To reset to defaults, click Reset.

A simpler alternative is to select Quick Start from the main menu. Please see the Quick Start section of

this chapter for more information.
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4.4.2.2 Bandwidth settings
Under Bandwidth Settings, you can easily configure both inbound and outbound bandwidth for each WAN

port.

Aeulti-Homing Securily Gateway
MH

Bandwidth Settings
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Apply |

WANL1: Enter your ISP inbound and outbound bandwidth for WANL.
WANZ2: Enter your ISP inbound and outbound bandwidth for WAN2.

NOTE: These values entered here are referenced by both QoS and Load Balancing functions.

4.4.3 Dual WAN

In this section, you can setup the fail over or load balance function, outbound load balance or inbound load
balance function, or setup specific protocol to bind with specific WAN port. In this menu are the following

sections: General Settings, Outbound Load Balance, Inbound Load Balance, and Protocol Binding.

4.4.3.1 General Settings
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Mode: You can select Load Balance or Fail Over.

Service Detection: Enables or disables the service detection feature. For fail over, the service detection
function is enabled. For load balance, user is able to enable or disable it.

Connectivity Decision: Establishes the number of times probing the connection has to fail before the
connection is judged as failed.

Probe Cycle: The number of seconds between each probe.

Probe WANL1: Determines if WANL1 is a gateway or host. If host is selected, please enter the IP address.
Probe WAN2: Determines if WAN2 is a gateway or host. If host is selected, please enter the IP address.
Fail back to WAN1 when possible: Enables or disables fail back to WAN1. This function only applies to

fail over.

Click Apply to save your changes.

4.4.3.2 Outbound Load Balance

Multr-Homing Securily Gatewsay
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Outbound Load Balancing on MH-1000 can be based on one of two methods:

1. Based on session mechanism
2. Based on IP address hash mechanism

Choose one by clicking the corresponding radio button.

Based on session mechanism: The source IP address and destination IP address might go through
WAN1 or WAN2 according to policy settings in this mechanism. You can choose this mechanism if the
applications the users use will not tell the difference of the WAN IP addresses. (some applications in the
Internet need to identify the source IP address, e.g. Back, Forum, ...)

- Balance by Session (Round Robin): Balances session traffic based on a round robin method.

- Balance by Session (weight of length capacity): Balances session traffic based on weight of length
capacity.

- Balance by Session weight: Balances session traffic based on a weight ratio. Enter the desired ratio
in the blanks provided.

- Balance by Traffic (weight of length capacity): Balances traffic based on weight of link capacity.
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- Balance by Traffic weight: Balances traffic based on a traffic weight ratio. Enter the desired ratio into

the blanks provided.

Based on IP hash mechanism: The source IP address and destination IP address will go through specific
WAN port (WAN1 or WAN2) according to policy settings in this mechanism. This will assure that some
applications will work when it would like to authenticate the source IP address.

- Balance by weight of link capacity: Uses an IP hash to balance traffic based on weight of link

bandwidth capacity.
- Balance by weight: Uses an IP hash to balance traffic based on a ratio. Enter the desired ratio into the

blanks provided.

Click Apply to save your changes.

4.4.3.3 Inbound Load Balance
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Function: Used to enable or disable inbound load balancing.
DNS Server 1: DNS Server 1 settings including Host URL mappings.
DNS Server 2: DNS Server 2 settings including Host URL mappings.

To edit server settings, click Edit. The following example illustrates DNS Server 1 settings. DNS Server 2

settings follow a similar procedure.
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SOA:

Domain Name: The domain name of DNS Server 1. It is the name that you register on DNS
organization. You have to fill-out the Fully Qualified Domain Name (FQDN) with an ending character
(a dot) for this text field (ex:abc.com.). When you enter the following domain name, you can only input
different chars without an ending dot, its name is then added with domain name, and it becomes
FQDN.

Primary Name Server: The name assigned to the primary Name Server. (e.g: aaa, its FQDN is
aaa.abc.com.).

Admin. Mail Box: The administrator’s email account (e.g:admin@abc.com.)

Serial Number: It is the version number that keeps in the SOA record.
Refresh Interval: The interval refreshes are done. Denoted in seconds.
Retry Interval: The interval retries are done. Denoted in seconds.
Expiration Time: The length of time that can elapse before the zone is no longer authoritative.
Denoted in seconds.
Minimum TTL: The minimum time to live. Denoted in seconds.
NS Record:
Name Server: The name of the Primary Name Server.
MX Record:
Mail Exchanger: The name of the mail server.

IP Address: The mail server IP address.

Click Apply to save your changes.
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To edit the Host Mapping URL list, click Edit. This will open the Host Mapping URL table, which lists the
current Host Mapping URLSs.
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To add a host mapping URL to the list, click Create.

) MF'LM_ m E-I- Multi-Homing Securily :'3.'1':? L-:.-'ury
Host URL Mappings
Statug
& Record
Cluick Star
S Cramain Nams abe.comn
Configuratio
LI * Host LIRL
Private (P Address  Canddster © 0 0 0 o
Prodocal Ay w
— Pord Range  Helper I
Carenal S
ik -.lﬂ'tl'l_'i E
Crutbsuined Laad Balance
" Mamel
Inbowmnd Load Balorce .
Mame?

Protos ol Banding

= Domain wil be apoendsd sulomaticaly in Whese lisds.

Domain Name: The domain name of the local host.
Host URL: The URL to be mapped.
Private IP Address: The IP address of the local host.
Protocol: You could also select the application type you would like to apply for automatic input.
Port Range: The port range of all incoming packets are accepted and processed by a local host with the
specified private IP address.

- Candidates: You can also select the Candidates which are referred from the ARP table for automatic
input.

- Helper: You could also select the application type you would like to apply for automatic input.
Namel: The Alias Host URL
Name2: The Alias Host URL

Click Apply to save your changes.
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4.4.3.4 Protocol Binding

Protocol Binding lets you direct specific traffic to go out from a specific WAN port. Click the Create button to
create a new policy entry. Policies entered would tell specific types of Internet traffic from a particular range
of IPs to go to a particular range of IPs with ONE WAN port, rather than using both of the WAN ports with
load balancing.
(NOTE: If any policies are added in the Protocol Binding section, please note that it would take precedence
over the settings that are already configured in the Load Balance Setting section.)
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The Protocol Binding Table lists any protocol binding that has been configured. To add a new binding, click

Create.
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Interface: Choose which WAN port to use: WAN1, WAN2
Source IP Range:
- All Source IP: Click it to specify all source IPs.
- Specified Source IP: Click to specify a specific source IP address and source IP netmask.
Source IP Address: If Specified Source IP was chosen, here’s where the IP can be entered.
Source IP Netmask: If Specified Source IP was chosen, here’s where the subnet mask can be entered.

Destination IP Range:
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- All Destination IP: Click it to specify all source IPs.

- Specified Destination IP: Click to specify a specific destination IP address and Destination IP
Netmask.
Destination IP Address: If Specified Destination IP was chosen, here’s where the IP can be entered.
Destination IP Netmask: If Specified Destination IP was chosen, here’s where the subnet mask can be
entered.
Protocol: The particular protocol of Internet traffic for the specified policy. Choose from TCP, UDP, or Any.
Port Range: The range of ports for the specified policy (if you only want to use one port, enter the same
value in both boxes).

Click Apply to save your changes.

4.4.4 System

The System menu allows you to adjust a variety of basic router settings, upgrade firmware, set up remote
access, and more. In this menu are the following sections: Time Zone, Remote Access, Firmware

Upgrade, Backup/Restore, Restart, Password, System Log and Email Alert.
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MH-1000 does not use an onboard real time clock; instead, it uses the Network Time Protocol (NTP) to
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acquire the current time from an NTP server outside your network. Simply choose your local time zone,
enter NTP Server IP Address, and click Apply. After connecting to the Internet, MH-1000 will retrieve the
correct local time from the NTP server you have specified. Your ISP may provide an NTP server for you to

use.

To have MH-1000 automatically adjust for Daylight Savings Time, check the Automatic checkbox.

4.4.4.2 Remote Access
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To allow remote users to configure and manage MH-1000 through the Internet, select the Enable radio
button. To deactivate remote access, select the Disable radio button. This function also enables you grant

access from any PC or from a specific IP address. Click Apply to save your settings.

NOTE: When enabling remote access, be sure to change the default administration password for security

reason.

4.4.4.3 Firmware Upgrade
Aeulti-Homing Securily Gateway
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Upgrading your MH-1000'’s firmware is a quick and easy way to enjoy increased functionality, better
reliability, and ensure trouble-free operation. To upgrade your firmware, simply visit PLANET’s website

(http://www.planet.com.tw) and download the latest firmware image file for MH-1000. Next, click Browse

and select the newly downloaded firmware file. Click Upgrade to complete the update.
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NOTE: DO NOT power down the router or interrupt the firmware upgrade while it is still in process.

Interrupting the firmware upgrade process could damage the router.

4.4.4.4 Backup / Restore
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This feature allows you to save and backup your router’s current settings, or restore a previously saved
backup. This is useful if you wish to experiment with different settings, knowing that you have a backup
handy. It is advisable to backup your router’s settings before making any significant changes to your

router’s configuration.

To backup your router’s settings, click Backup and select where to save the settings backup file. You may
also change the name of the file when saving if you wish to keep multiple backups. Click OK to save the

file.

To restore a previously saved backup file, click Browse. You will be prompted to select a file from your PC
to restore. Be sure to only restore setting files that have been generated by the Backup function, and that
were created when using the same firmware version. Settings files saved to your PC should not be
manually edited in any way. After selecting the settings file you wish to use, clicking Restore will load those

settings into the router.

4.4.4.5 Restart
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The Restart feature allows you to easily restart MH-1000. To restart with your last saved configuration,

select the Current Settings radio button and click Restart.

If you wish to restart the router using the factory default settings, select Factory Default Settings and click

Restart to reboot MH-1000 with factory default settings.

You may also reset your router to factory default settings by holding the Reset button on the router until the

Status LED begins to blink. Once MH-1000 completes the boot sequence, the Status LED will stop blinking.

4.4.4.6 Password
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In order to prevent unauthorized access to your router’s configuration interface, it requires the administrator
to login with a password. You can change your password by entering your new password in both fields.

Click Apply to save your changes. Click Reset to reset to the default administration password (admin).
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4.4.4.7 System Log Server
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This function allows MH-1000 to send system logs to an external Syslog Server. Syslog is an
industry-standard protocol used to capture information about network activity. To enable this function,
select the Enable radio button and enter your Syslog server IP address in the Log Server IP Address field.

Click Apply to save your changes.

To disable this feature, simply select the Disable radio button and click Apply.

4.4.4.8 E-mail Alert
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The Email Alert function allows a log of security-related events (such as System Log and IPSec Log) to be

sent to a specified email address.
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Email Alert: You may enable or disable this function by selecting the appropriate radio button.
Recipient’s Email Address: Enter the email address where you wish the alert logs to be sent.
Sender’s Email Address: Enter the email address where you wish the alert logs to be sent by which
address.
SMTP Mail Server: Enter your email account’s outgoing mail server. It may be an IP address or a domain
name.
Mail Server Login: Some SMTP servers may request users to login before serving. Select Enable to
activate SMTP server login function, Disable to deactivate.
Username: Input the SMTP server’s username.
Password: Input the SMTP server’s password.
Alert via Email when: Select the frequency of each email update. Choose one of the five options:

- Immediately: The router will send an alert immediately.

- Hourly: The router will send an alert once every hour.

- Daily: The router will send an alert once a day. The exact time can be specified using the pull down

menu.
- Weekly: The router will send an alert once a week.

- When log is full: The router will send an alert only when the log is full.

4.45 Firewall

MH-1000 includes a full Stateful Packet Inspection (SPI) firewall for controlling Internet access from your
LAN, and preventing attacks from hackers. Your router also acts as a "natural” Internet firewall when using
Network Address Translation (NAT), as all PCs on your LAN will use private IP addresses that cannot be

directly accessed from the Internet. Please see the WAN configuration section for more details.
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You can find three items under the Firewall section: Packet Filter, URL Filter, and Block WAN Request.
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4.45.1 Packet Filter
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The Packet Filter function is used to limit user access to certain sites on the Internet or LAN. The Filter
Table displays all current filter rules. If there is an entry in the Filter Table, you can click Edit to modify the
setting of this entry, click Delete to remove this entry, or click Move to change this entry’s priority.

When the entry is upper, the priority is higher.

To create a new filter rule, click Create.

) B_, FN_ E[ Multr-Homing Securiily C?a:r.: L-I"-.:? y
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ID: This is an identify that allows you to move the rule by before or after an ID.

Rule: Enable or Disable this entry.

Action When Matched: Select to Drop or Forward the packet specified in this filter entry.

Direction: Incoming Packet Filter rules prevent unauthorized computers or applications accessing your
local network from the Internet. Outgoing Packet Filter rules prevent unauthorized computers or
applications accessing the Internet. Select if the new filter rule is incoming or outgoing.

Source IP: Select Any, Subnet, IP Range or Single Address.

- Starting IP Address: Enter the source IP or starting source IP address this filter rule is to be applied.
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- End IP Address: Enter the End source IP Address this filter rule is to be applied. (for IP Range only)
- Netmask: Enter the subnet mask of the above IP address.
Destination IP: Select Any, Subnet, IP Range or Single Address.
- Starting IP Address: Enter the destination IP or starting destination IP address this filter rule is to be
applied.
- End IP Address: Enter the End destination IP Address this filter rule is to be applied. (for IP Range only)
- Netmask: Enter the subnet mask of the above IP address.
Protocol: Select the Transport protocol type (Any, TCP, UDP).
Source Port Range: Enter the source port number range. If you only want to specify one service port, then
enter the same port number in both boxes.
Destination Port Range: Enter the destination port number range. If you only want to specify one service
port, then enter the same port number in both boxes.

Helper: You could also select the application type you would like to apply for automatic input.

4.4.5.2 URL Filter
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The URL Filter is a powerful tool that can be used to limit access to certain URLSs on the Internet. You can
block web sites based on keywords or even block out an entire domain. Certain web features can also be

blocked to grant added security to your network.

URL Filtering: You can choose to Enable or Disable this feature.

Keyword Filtering: Click the checkbox to enable this feature. To edit the list of filtered keywords, click
Details.

Domain Filtering: Click the "enable" checkbox to enable filtering by Domain Name. Click the "Disable all
WEB traffic except for trusted domains" check box to allow web access only for trusted domains.

Restrict URL Features: Click Block Java Applet to filter web access with Java Applet components. Click
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Block ActiveX to filter web access with ActiveX components. Click Block Web proxy to filter web proxy
access. Click Block Cookie to filter web access with Cookie components. Click Block Surfing by IP
Address to filter web access with an IP address as the domain name.

Exception List: You can input a list of IP addresses as the exception list for URL filtering.

Keyword Filtering: Click the top checkbox to enable this feature. You can also choose to disable all web
traffic except for trusted sites by clicking the bottom checkbox. To edit the list of filtered domains, click

Details.
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Enter a keyword to be filtered and click Apply. Your new keyword will be added to the filtered keyword

listing.

Domains Filtering: Click the top checkbox to enable this feature. You can also choose to disable all web

traffic except for trusted sites by clicking the bottom checkbox. To edit the list of filtered domains, click

Details.
) PLANET Multi-Homing Securily Gateway
o sy L e MH-1000
- Domains Filtering
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LAN MAC Filter
Enter a domain and select whether this domain is trusted or forbidden with the pull-down menu. Next, click

Apply. Your new domain will be added to either the Trusted Domain or Forbidden Domain listing,

depending on which you selected previously.

Restrict URL Features: Use this to disable certain web features. Select the options you want (Block Java
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Applet, Block ActiveX, Block Web proxy, Block Cookie, Block Surfing by IP Address) and click Apply to

save your changes.
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You may also designate which IP addresses are to be excluded from these filters by adding them to the

Exception List. To do so, click Add.
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Enter a name for the IP Address and then enter the IP address itself. Click Apply to save your changes.

The IP address will be entered into the Exception List, and excluded from the URL filtering rules in effect.

4.4.5.3 LAN MAC Filter
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LAN MAC Filter can decide that MH-1000 will serve those devices at LAN side or not by MAC Address.
Default Rule: Forward or Drop all LAN request. (Forward by default)

Create: You can also input a specified MAC Address to be dropped or Forward without depending on the

default rule.
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Rule: Enable or disable this entry.

Action When Matched: Select to Drop or Forward the packet specified in this filter entry.

MAC Address: The MAC Address you would like to apply.

Candidates: You can also select the Candidates which are referred from the ARP table for automatic

input.

4.4.5.4 Block WAN Request
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Blocking WAN requests is one way to prevent DDOS attacks by preventing ping requests from the Internet.

Use this menu to enable or disable function.
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4.455 Intrusion Detection

- i Multi-Homing Security Gatewsy

= Intrusion Detection
Al
o Emable for preventing hacker aack frmm ntermet,
Lluick Shar -

i Intrusion Datection (" Enable ) Disable
Canfiguradion : - ~

i Irtsussan Log L Enghle {:FDisable
an

Cluall Wiah

System

Fuewall
Pachks Filter
LIRL Flger
LAN MAC Fillai
Bipch VAN Request
Indrusion Detection

Intrusion Detection can prevent most common DoS attacks from the Internet or from LAN users.
Intrusion Detection: Enable or disable this function.

Intrusion Log: All the detected and dropped attacks will be shown in the system log.

4.4.6 VPN

4.4.6.1 IPSec
IPSec is a set of protocols that enable Virtual Private Networks (VPN). VPN is a way to establish secured

communication tunnels to an organization’s network via the Internet.

4.4.6.1.1 IPSec Wizard

Multi-Homrng Securnty Gateway
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Connection Name: A user-defined name for the connection.
Interface: Select the interface the IPSec tunnel will apply to.
WANL1: Select interface WAN1
WANZ2: Select interface WAN2
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Auto: The device will automatically apply the tunnel to WAN1 or WAN2 depending on which WAN
interface is active when the IPSec tunnel is being established. (Note: Auto only applies to Fail Over mode.
For Load Balance mode, please do not select "Auto”. In Load Balance mode, Auto will be forced to WAN1
interface if Auto is selected.)

Pre-shared Key: This is for the Internet Key Exchange (IKE) protocol. IKE is used to establish a shared
security policy and authenticated keys for services (such as IPSec) that require a key. Before any IPSec
traffic can be passed, each router must be able to verify the identity of its peer. This can be done by
manually entering the pre-shared key into both sides (router or hosts).

Connection Type:

There are 5 connection types:

(1)LAN to LAN: MH-1000 would like to establish an IPSec VPN tunnel with remote router using Fixed

Internet IP or domain name by using main mode.
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Secure Gateway Address (or Domain Name): The IP address or hostname of the remote VPN gateway.
Remote Network: The subnet of the remote network. Allow you to enter an IP address and netmask.
Back: Back to the Previous page.

Next: Go to the next page.

(2)LAN to Mobile LAN: MH-1000 would like to establish an IPSec VPN tunnel with remote router using

Dynamic Internet IP by using aggressive mode.

-63-



Multi-Homing Security Gateway User’s Manual

S F P = 2 BE r
{ ) EL‘*E_T Adulti-Homiingg ﬂcyr;{yb.;r:ﬁzii

IPSec Wizard

g F ol 3 Eemole nloomation

Tzprate Ikeznd <zt |

. IP Addrass o 3 | Ic [ o
=zl ate Hetwaik
n I [ L

[T I EH
EIm

Remote Identifier: The Identifier of the remote gateway. According to the input value, the ID type will be
auto-defined as IP Address, FQDN (DNS) or FQUN (E-mail).

Remote Network: The subnet of the remote network. Allow you to enter an IP address and netmask.
Back: Back to the Previous page.

Next: Go to the next page.

(3)LAN to Host: MH-1000 would like to establish an IPSec VPN tunnel with remote client software using
Fixed Internet IP or domain name by using main mode.
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Secure Gateway Address (or Domain Name): The IP address or hostname of the remote VPN device
that is connected and establishes a VPN tunnel.
Back: Back to the Previous page.

Next: Go to the next page.
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(4)LAN to Mobile Host: MH-1000 would like to establish an IPSec VPN tunnel with remote
client software using Dynamic Internet IP by using aggressive mode.
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Remote Identifier: The Identifier of the remote gateway. According to the input value, the ID type will be
auto-defined as IP Address, FQDN (DNS) or FQUN (E-mail).
Back: Back to the Previous page.

Next: Go to the next page.

(5)LAN to Host (for VPN Client only): MH-1000 would like to establish an IPSec VPN tunnel with
MH-1000 VPN Client by using aggressive mode.

Multi-Homing Securly Gateway
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VPN Client IP Address: The VPN Client Address for MH-1000 VPN Client, this value will be applied on
both remote ID and Remote Network as single address.
Back: Back to the Previous page.

Next: Go to the next page.
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After your configuration is done, you will see a Configuration Summary.

Back: Back to the Previous page.

Done: Click Done to apply the rule.

4.4.6.1.2 IPSec Policy
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Click Create to create a new IPSec VPN connection account.
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Configuring a New VPN Connection
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Connection Name: A user-defined name for the connection.
Tunnel: Select Enable to activate this tunnel. Select Disable to deactivate this tunnel.
Interface: Select the interface the IPSec tunnel will apply to.

WANL1: Select interface WAN1

WANZ2: Select interface WAN2

Auto: The device will automatically apply the tunnel to WAN1 or WAN2 depending on which WAN
interface is active when the IPSec tunnel is being established. (Note: Auto only applies to Fail Over mode.
For Load Balance mode, please do not select "Auto”. In Load Balance mode, Auto will be forced to WAN1
interface if Auto is selected.)
Local: This section configures the local host.

ID: This is the identity type of the local router or host. Choose from the following four options:

- WAN IP Address: Automatically use the current WAN Address as ID.

- |IP Address: Use an IP address format.
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- FQDN DNS (Fully Qualified Domain Name): Consists of a hostname and domain name. For
example, WWW.VPN.COM is a FQDN. WWW is the host name, VPN.COM is the domain name. When you

enter the FQDN of the local host, the router will automatically seek the IP address of the FQDN.
- FQUN E-Mail (Fully Qualified User Name): Consists of a username and its domain name. For
example, user@vpn.com is a FQUN. "user” is the username and "vpn.com" is the domain name.
- Data: Enter the ID data using the specific ID type.
Network: Set the IP address, IP range, subnet, or address range of the local network.
- Any Local Address: Will enable any local address on the network.
- Subnet: The subnet of the local network. Selecting this option enables you to enter an IP address
and netmask.
- IP Range: The IP Range of the local network.
- Single Address: The IP address of the local host.
Remote: This section configures the remote host.
Secure Gateway Address (or Domain Name): The IP address or hostname of the remote VPN device
that is connected and establishes a VPN tunnel.
ID: The identity type of the local host. Choose from the following three options:
- Remote IP Address: Automatically use the remote gateway Address as ID.
- IP Address: Use an IP address format.
- FQDN DNS (Fully Qualified Domain Name): Consists of a hostname and domain name. For
example, WWW.VPN.COM is a FQDN. WWW is the host name, VPN.COM is the domain name. When you

enter the FQDN of the local host, the router will automatically seek the IP address of the FQDN.
- FQUN E-Mail (Fully Qualified User Name): Consists of a username and its domain name. For
example, user@vpn.com is a FQUN. "user” is the username and "vpn.com" is the domain name.
- Data: Enter the ID data using the specific ID type.
Network: Set the subnet, IP Range, single address, or gateway address of the remote network.
- Any Local Address: Will enable any local address on the network.
- Subnet: The subnet of the remote network. Selecting this option allows you to enter an IP
address and netmask.
- IP Range: The IP Range of the remote network.
- Single Address: The IP address of the remote host.
- Gateway Address: The gateway address of the remote host.
Proposal:
Secure Association (SA): SAis a method of establishing a security policy between two points. There
are three methods of creating SA, each varying in degrees of security and speed of negotiation:
- Main Mode: Uses the automated Internet Key Exchange (IKE) setup; most secure method with
the highest level of security.
- Aggressive Mode: Uses the automated Internet Key Exchange (IKE) setup; mid-level security.
Speed is faster than Main mode.

- Manual Key: Standard level of security. It is the fastest of the three methods.
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Method: There are two methods of checking the authentication information, AH (Authentication Header)
and ESP (Encapsulating Security Payload). Use ESP for greater security so that data will be encrypted and
authenticated. AH data will be authenticated but not encrypted.

Encryption Protocol: Select the encryption method from the pull-down menu. There are several
options: DES, 3DES, and AES (128, 192 and 256). 3DES and AES are more powerful but increase latency.

- DES: Stands for Data Encryption Standard. It uses a 56-bit encryption method.

- 3DES: Stands for Triple Data Encryption Standard. It uses a 168-bit encryption method.

- AES: Stands for Advanced Encryption Standard. You can use 128, 192 or 256 bits as encryption
method.

Authentication Protocol: Authentication establishes data integrity and ensures it is not tampered with
while in transit. There are two options: Message Digest 5 (MD5), and Secure Hash Algorithm (SHA1L).
While slower, SHAL is more resistant to brute-force attacks than MD5.

- MD5: A one-way hashing algorithm that produces a 128-bit hash.
- SHA1: A one-way hashing algorithm that produces a 160-bit hash.

Perfect Forward Secure: Choose whether to enable PFS using Diffie-Hellman public-key cryptography
to change encryption keys during the second phase of VPN negotiation. This function will provide better
security, but extends the VPN negotiation time. Diffie-Hellman is a public-key cryptography protocol that
allows two parties to establish a shared secret over the Internet.

Pre-shared Key: This is for the Internet Key Exchange (IKE) protocol. IKE is used to establish a shared
security policy and authenticated keys for services (such as IPSec) that require a key. Before any IPSec
traffic can be passed, each router must be able to verify the identity of its peer. This can be done by
manually entering the pre-shared key into both sides (router or hosts).

IKE Life Time: Allows you to specify the timer interval for renegotiation of the IKE security association.
The value is in seconds, eg. 28800 seconds = 8 hours.

Key Life Time: Allows you to specify the timer interval for renegotiation of another key. The value is in
seconds eg. 3600 seconds = 1 hour.

Netbios Broadcast: Allows MH-1000 to send local Netbios Broadcast packet through the IPSec Tunnel,
please select Enable or Disable.

DPD Setting:

DPD function: Select Enable, MH-1000 will send out informational packet to see if remote VPN device
responds the packets, the function is used to detect the tunnel is alive or not. Check Disable to stop the
feature.

Detection Interval: The interval time to check the remote IPSec device. By default is 30 seconds.

Idle Timeout: If the remote VPN device does not respond, MH-1000 will retry to send out the packets.
When the frequency reaches to the Idle Timeout setting, MH-1000 will disconnect the VPN connection

automatically. The range of Idle Timeout can be set within 1 to 10.

Click the Apply button to save your changes.
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After you have created the IPSec connection, the account information will be displayed.
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Name: This is the user-defined name of the connection.

Enable: This function activates or deactivates the IPSec connection.

Local Subnet: Displays IP address and subnet of the local network.

Remote Subnet: Displays IP address and subnet of the remote network.

Remote Gateway: This is the IP address or Domain Name of the remote VPN device that is connected
and has an established IPSec tunnel.

IPSec Proposal: This is the selected IPSec security method.

4.4.6.2 PPTP
PPTP is a set of protocols that enable Virtual Private Networks (VPN). VPN is a way to establish secured

communication tunnels to an organization’s network via the Internet.
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PPTP function: Select Enable to activate PPTP Server. Disable to deactivate PPTP Server function.
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Auth. Type: The authentication type, Pap or Chap, PaP, Chap.

Data Encryption: Select Enable or Disable the Data Encryption.

Encryption Key Length: Auto, 40 bits or 128 bits.

Peer Encryption Mode: Only Stateless or Allow Stateless and Stateful.

IP Addresses Assigned to Peer Start from: 192.168.1.x: please input the IP assigned range from 1 ~ 254
(except MH-1000’s LAN IP address with 192.168.1.1 as MH-1000’s default LAN IP address and IP pool
range of DHCP server settings with 100~199 as MH-1000’s default DHCP IP pool range.)

Idle Timeout “ ” Min: Specify the time for remote peer to be disconnected without any activities, from
0~120.

Click Create to create a new PPTP VPN connection account.
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Connection Name: A user-defined name for the connection.

Tunnel: Select Enable to activate this tunnel. Select Disable to deactivate this tunnel.

Username: Please input the username for this account.

Password: Please input the password for this account.

Retype Password: Please repeat the same password as previous field.

Connection Type: Select Remote Access for single user, Select LAN to LAN for remote gateway.

Peer Network IP: Please input the IP for remote network.

Peer Netmask: Please input the Netmask for remote network.

Netbios Broadcast: Allows MH-1000 to send local Netbios Broadcast packets through the PPTP Tunnel,

please select Enable or Disable.

4.4.7 QoS

MH-1000 can optimize your bandwidth by assigning priority to both inbound and outbound data with QoS.

This menu allows you to configure QoS for both inbound and outbound traffic.
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The first menu screen gives you an overview of which WAN ports currently have QoS active, and the

bandwidth settings for each.

WAN1 Outbound:

- QoS Function: QoS status for WAN1 outbound. Select Enable to activate QoS for WAN1'’s outgoing
traffic. Select Disable to deactivate.

- Max ISP Bandwidth: The maximum bandwidth afforded by the ISP for WAN1’s outbound traffic.

WANL1 Inbound:

- QoS Function: QoS status for WANL1 inbound. Select Enable to activate QoS for WAN1’s incoming traffic.
Select Disable to deactivate.

- Max ISP Bandwidth: The maximum bandwidth afforded by the ISP for WAN1’s inbound traffic.

WAN2 Outbound:

- QoS Function: QoS Status for WAN2 outbound. Select Enable to activate QoS for WAN2’s outgoing
traffic. Select Disable to deactivate.

- Max ISP Bandwidth: The maximum bandwidth afforded by the ISP for WAN2’s outbound traffic.

WAN2 Inbound:

- QoS Function: QoS Status for WAN2 inbound. Select Enable to activate QoS for WAN2’s incoming
traffic. Select Disable to deactivate.

- Max ISP Bandwidth: The maximum bandwidth afforded by the ISP for WANZ2’s inbound traffic.

Creating a New QoS Rule
To get started using QoS, you will need to establish QoS rules. These rules tell MH-1000 how to handle

both incoming and outgoing traffic. The following example shows you how to configure WAN1 Outbound
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QoS. Configuring the other traffic types follows the same process.

To make a new rule, click Rule Table. This will bring you to the Rule Table which displays the rules currently

in effect.
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Interface: The current traffic type. This can be WAN1 (outbound, inbound) and WAN2 (outbound,
inbound).

Application: User defined application name for the current rule.

Guaranteed: The guaranteed amount of bandwidth for this rule as a percentage.

Maximum: The maximum amount of bandwidth for this rule as a percentage.

Priority: The priority assigned to this service. Select a value from 0 to 6, O being highest.

DSCP Marking: Used to classify traffic. Select from Best Effort, Premium, Gold Service (High Medium,
Low), Silver (H,M,L), and Bronze (H,M,L).

Address Type: The type of address this rule applies to. Select IP Address or MAC Address.
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For IP Address:

- Source IP Address Range: The range of source IP Addresses this rule applies to.

- Destination IP Address Range: The range of destination IP Addresses this rule applies to.

- Protocol: The type of packet this rule applies to. Choose from Any, TCP, UDP, or ICMP.

- Source Port Range: The range of source ports this rule applies to.

- Destination Port Range: The range of destination ports this rule applies to.

- Helper: You could also select the application type you would like to apply for automatic input.

Click Apply to save your changes.
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For MAC Address:

- Source MAC Address: The source MAC Address of the device this rule applies to.

- Candidates: You can also select the Candidates which are referred from the ARP table for automatic
input.

- Protocol: The type of packet this rule applies to. Choose from Any, TCP, UDP, or ICMP.

- Source Port Range: The range of source ports this rule applies to.

- Destination Port Range: The range of destination ports this rule applies to.

- Helper: You could also select the application type you would like to apply for automatic input.

4.4.8 Virtual Server

In TCP/IP and UDP networks, a port is a 16-bit number used to identify which application program (usually
a server) incoming connections should be delivered to. Some ports have numbers that are pre-assigned to
them by the Internet Assigned Numbers Authority (IANA), and these are referred to as "well-known ports".

Servers follow the well-known port assignments so clients can locate them.

If you wish to run a server on your network that can be accessed from the WAN (i.e. from other machines
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on the Internet that are outside your local network), or any application that can accept incoming
connections (e.g. peer-to-peer applications) and are using NAT (Network Address Translation), then you
will usually need to configure your router to forward these incoming connection attempts using specific
ports to the PC on your network running the application. You will also need to use port forwarding if you
want to host an online game server. The reason for this is that when using NAT, your publicly accessible IP
address will be used by and point to your router, which then needs to deliver all traffic to the private IP
addresses used by your PCs. Please see the WAN Configuration section of this manual for more

information on NAT.

MH-1000 can also be configured as a virtual server so that remote users accessing services such as Web
or FTP services via the public (WAN) IP address can be automatically redirected to local servers in the LAN
network. Depending on the requested service (TCP/UDP port number), the device redirects the external

service request to the appropriate server within the LAN network.

4.4.8.1 DMZ
The DMZ Host is a local computer exposed to the Internet. When setting a particular internal IP address as
the DMZ Host, all incoming packets will be checked by the Firewall and NAT algorithms then passed to the

DMZ host, when a packet received does not use a port number used by any other Virtual Server entries.

Caution: Such Local computer exposure to the Internet may face a variety of security risks.
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Enable DMZ function:

- Enable: Activates your router’s DMZ function.

- Disable: Default setting. Disables the DMZ function.
DMZ IP Address: Give a static IP address to the DMZ Host when the Enable radio button is selected. Be
aware this IP will be exposed to the WAN/Internet.

Candidates: You can also select the Candidates which are referred from the ARP table for automatic input.

Select the Apply button to apply your changes.
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4.4.8.2 Port Forwarding Table
Because NAT can act as a "natural" Internet firewall, your router protects your network from being
accessed by outside users, as all incoming connection attempts will point to your router unless you

specifically create Virtual Server entries to forward those ports to a PC on your network.

When your router needs to allow outside users to access internal servers, e.g. a web server, FTP server,
Email server or game server, the router can act as a "virtual server". You can set up a local server with a
specific port number for the service to use, e.g. web/HTTP (port 80), FTP (port 21), Telnet (port 23), SMTP
(port 25), or POP3 (port 110). When an incoming access request is received, it will be forwarded to the

corresponding internal server.
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Click Create to add a new port forwarding rule.

This function allows any incoming data addressed to a range of service port numbers (from the
Internet/WAN Port) to be re-directed to a particular LAN private/internal IP address. This option gives you

the ability to handle applications that use more than one port such as games and audio/video conferencing.
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Application: User defined application name for the current rule.
Helper: You could also select the application type you would like to apply for automatic input.

Protocol: please select protocol type
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External Port: Enter the port number of the service that will be sent to the Internal IP address.

Redirect Port: Enter a new port number for the service that will be sent to the Internal IP address.
Internal IP Address: Enter the LAN server/host IP address that the service request from the Internet will
be sent to.

Candidates: You can also select the Candidates which are referred from the ARP table for automatic input.

NOTE: You need to give your LAN server/host a static IP address for the Virtual Server to work properly.

Click Apply to save your changes.

Using port forwarding does have security implications, as outside users will be able to connect to PCs on

your network. For this reason, using specific Virtual Server entries just for the ports your application

requires, instead of using DMZ is recommended.

4.4.9 Advanced

Configuration options within the Advanced section are for users who wish to take advantage of the more
advanced features of MH-1000. Users who do not understand the features should not attempt to

reconfigure their router, unless advised to do so by support staff.

Static Route

Dyramic DNS
Denvica Managemant

There are three items within the Advanced section: Static Route, Dynamic DNS and Device

Management.

4.4.9.1 Static Route
The static route settings enable the router to route IP packets to another network (subnet). The routing

table stores the routing information so the router knows where to redirect the IP packets.
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Rule: Select Enable to activate this rule, Disable to deactivate this rule.

Destination: This is the destination subnet IP address.

Netmask: This is the subnet mask of the destination IP addresses based on above destination subnet IP.
Gateway: This is the gateway IP address to which packets are to be forwarded.

Interface: Select the interface through which packets are to be forwarded.

Cost: This is the same meaning as Hop.

Click Apply to save your changes.
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4.4.9.2 Dynamic DNS

The Dynamic DNS function allows you to alias a dynamic IP address to a static hostname, allowing users

whose ISP does not assign them a static IP address to use a domain name. This is especially useful when
hosting servers via your WAN connection, so that anyone wishing to connect to you may use your domain
name, rather than having to use a dynamic IP address that changes periodically. This dynamic IP address
is the WAN1/WANZ2 IP address of the router, which is assigned to you by your ISP. Click Edit in the

Dynamic DNS Settings Table to set related parameters for a specific interface.
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You will first need to register and establish an account with the Dynamic DNS provider using their website,
Example: DYNDNS

http://www.dyndns.org/

(MH-1000 supports several Dynamic DNS providers , such as www.dyndns.org , www.orgdns.org ,

www.dhs.org, www.dyns.cx, www.3domain.hk, www.zoneedit.com, www.3322.0rg, www.no-ip.com )[D4]

Dynamic DNS:
- Disable: Check to disable the Dynamic DNS function.
- Enable: Check to enable the Dynamic DNS function. The following fields will be activated and required:
Dynamic DNS Server: Select the DDNS service you have established an account with.
Wildcard: Select this check box to enable the DYNDNS Wildcard.
Domain Name: Enter your registered domain name for this service.
Username: Enter your registered user name for this service.

Password: Enter your registered password for this service.

Click Apply to save your changes.
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4.4.9.3 Device Management

The Device Management Advanced Configuration settings allow you to control your router’s security

options and device monitoring features.
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Device Name

Name: Enter a name for this device.

Web Server Settings

HTTP Port: This is the port number the router’s embedded web server (for web-based configuration) will
use. The default value is the standard HTTP port, 80. Users may specify an alternative if, for example, they
are running a web server on a PC within their LAN.

Management IP Address: You may specify an IP address allowed to logon and access the router’s web
server. Setting the IP address to 0.0.0.0 will disable IP address restrictions, allowing users to login from any
IP address.

Expire to auto-logout: Specify a time frame for the system to auto-logout the user’s configuration session.

Example: User A changes HTTP port number to 100, specifies their own IP address of 192.168.1.100 and
sets the logout time to be 100 seconds. The router will only allow User A access from the IP address

192.168.1.100 to logon to the Web GUI by typing: http://192.168.1.1:100 in their web browser. After 100

seconds, the device will automatically logout User A.

4.5 Save Configuration To Flash

After changing the router’s configuration settings, you must save all of the configuration parameters to flash
memory to avoid them being lost after turning off or resetting your router. Click Apply to write your new

configuration to flash memory.

-80 -


http://192.168.1.1:100

Multi-Homing Security Gateway User’s Manual

3 PLANET A fii-Homing Secorily Gatewsy

Welmorsig o n 0 mialin MH- 1000

Save Config to Flash
ez wxomline thial o weisho o sseee the comligualisn.

Thara will pe 2 dalgly whle g2y g8 coafig s Tfanened o 3 wran b FLATH shing,

Corf31a Flaza Apaly

4.6 Logout

To exit the router’s web interface, click Logout. Please ensure that you have saved your configuration

settings before you logout.

Microsoft Internet Explorer @
" "_-. Successful
L

[DS]

Be aware that the router is restricted to only one PC accessing the web configuration interface at a time.
Once a PC has logged into the web interface, other PCs cannot gain access until the current PC has
logged out. If the previous PC forgets to logout, the second PC can access the page after a user-defined
period (5 minutes by default). You can modify this value using the Advanced > Device Management
section of the Web Configuration Interface. Please see the Advanced section of this manual for more

information.
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Chapter 5: Troubleshooting

5.1 Basic Functionality

This section deals with issues regarding your MH-1000’s basic functions.

5.1.1 Router Won’t Turn On

If the Power and other LEDs fail to light when your MH-1000 is turned on:
- Make sure that the power cord is properly connected to your firewall and that the power supply adapter is
properly connected to a functioning power outlet.

- Check that you are using the 12VDC power adapter supplied by Planet for this product.

If the error persists, you may have a hardware problem, and should contact technical support.

5.1.2 LEDs Never Turn Off

When your MH-1000 is turned on, the LEDs turn on for about 10 seconds and then turn off. If all the LEDs

stay on, there may be a hardware problem.

If all LEDs are still on one minute after powering up:
- Cycle the power to see if the router recovers.

- Clear the configuration to factory defaults.

If the error persists, you may have a hardware problem, and should contact technical support.

5.1.3 LAN or Internet Port Not On

If either the LAN LEDs or Internet LED does not light when the Ethernet connection is made, check the
following:

- Make sure each Ethernet cable connection is secure at the firewall and at the hub or workstation.

- Make sure that power is turned on to the connected hub or workstation.

- Be sure you are using the correct cable. When connecting the firewall’s Internet port to a cable or DSL
modem, use the cable that was supplied with the cable or DSL modem. This cable could be a standard

straight-through Ethernet cable or an Ethernet crossover cable.

5.1.4 Forgot My Password

Try entering the default User Name and Password:
User Name: admin

Password: admin
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Please note that both the User Name and Password are case-sensitive.

If this fails, you can restore your MH-1000 to its factory default settings by holding the Reset button on the
back of your router until the Status LED begins to blink. Then enter the default User Name and Password to

access your router.

5.2 LAN Interface

Refer to this section for issues relating to MH-1000’s LAN Interface.

5.2.1 Can’t Access MH-1000 from the LAN

If there is no response from MH-1000 from the LAN:
- Check your Ethernet cable types and each connection.

- Make sure the computer’s Ethernet adapter is installed and functioning properly.

If the error persists, you may have a hardware problem, and should contact technical support.

5.2.2 Can’t Ping Any PC on the LAN

If PCs connected to the LAN cannot be pinged:

- Check the 10/100 LAN LEDs on MH-1000’s front panel. One of these LEDs should be on. If they are both
off, check the cables between MH-1000 and the hub or PC.

- Check the corresponding LAN LEDs on your PC’s Ethernet device are on.

- Make sure that driver software for your PC’s Ethernet adapter and TCP/IP software is correctly installed
and configured on your PC.

- Verify the IP address and the subnet mask of MH-1000 and the computers are on the same subnet.

5.2.3 Can’t Access Web Configuration Interface

If you are having trouble accessing MH-1000’s Web Configuration Interface from a PC connected to the

network:

- Check the connection between the PC and the router.

- Make sure your PC’s IP address is on the same subnet as the router.

- If your MH-1000’s IP address has changed and you don’t know the current IP address, reset the router to
factory defaults by holding the Reset button on the back of your router for 6 seconds. This will reset the
router’s IP address to 192.168.1.

- Check to see if your browser had Java, JavaScript, or ActiveX enabled. If you are using Internet Explorer,
click Refresh to ensure that the Java applet is loaded.

- Try closing the browser and re-launching it.

- Make sure you are using the correct User Name and Password. User Names and Passwords are

case-sensitive, so make sure that CAPS LOCK is not on when entering this information.
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- Try clearing your browser’s cache.
1. With Internet Explorer, click Tools > Internet Options.

2. Under the General tab, click Delete Files.

Internet Options

| General | Security F'rivac:_.l,l Content | Connections F'ru:ugram:s Advanced |

Home page
% Y'ou can change which page to use for your home page.

Address: | about:blank |

[ IJze Current ] [ IJze Default ] [ IJze Blank

Temporary Intemet files

FPages vou view on the Intemet are stored in a special folder
= far quick viewing later.

[Delete D:nakies...] [ Delete Filez... ] [ Settings...

History

The History folder containg links to pages you've visited, for
quick. access to recently viewed pages.

Days to keep pages in hiztony: EEI $| Clear Higtary

[ Colars. . ] [ Faontsz... ] [ Languages... ] ’Accessibilit}l...]

[ ak. ][ Cancel ]

3. Make sure that the Delete All Offline Content checkbox is checked, and click OK.
Delete Files E|

!j Delete all files in the Tempoarary Internet Files

You can also delete all vour offline content stored
lacally,

Delete all offline conktent

K ] [ Zancel

4. Click OK under Internet Options to close the dialogue.

- In Windows, type arp —d at the command prompt to clear you computer’s ARP table.

5.2.3.1 Pop-up Windows
To use the Web Configuration Interface, you need to disable pop-up blocking. You can either disable
pop-up blocking, which is enabled by default in Windows XP Service Pack 2, or create an exception for
your MH-1000’s IP address.
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Disabling All Pop-ups
In Internet Explorer, select Tools > Pop-up Blocker and select Turn Off Pop-up Blocker.
[Ds]
You can also check if pop-up blocking is disabled in the Pop-up Blocker section in the Privacy tab of the

Internet Options dialogue.

1. In Internet Explorer, select Tools > Internet Options.

2. Under the Privacy tab, clear the Block pop-ups checkbox and click Apply to save your changes.

Enabling Pop-up Blockers with Exceptions

If you only want to allow pop-up windows with your MH-1000:

1. In Internet Explorer, select Tools > Internet Options.

2. Under the Privacy tab, click Settings to open the Pop-up Blocker Settings dialogue. [[D?]
3. Enter the IP address of your router.

4. Click Add to add the IP address to the list of Allowed sites.

5. Click Close to return to the Privacy tab of the Internet Options dialogue.

6

. Click Apply to save your changes.

5.2.3.2 Java Scripts
If the Web Configuration Interface is not displaying properly in your browser, check to make sure that Java

Scripts are allowed.

1. In Internet Explorer, click Tools > Internet Options.

2. Under the Security tab, click Custom Level.
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IE[ Security Settings

| General | Security | Privacy | Content | Connections | Programs || Advanced| | Settings:
Select a'web content zone to specify ity security settings. © Disable o]
(%) Enable
T 3 Prompt
o Scripting of Java applets
Internet Local intranet  Trusted sites Restricted ) Disable
sites (%) Enable
| 3 Prompt
nt.emel ) ) E ser puthentication
Thiz zone containg all'web sites you Citan ﬁ L
: ! Sitez ogon
haven't placed in other zones
3 anonymous logon
. . (%) Automatic logon only in Intranst zone
5 ty level far th
S Ll () Automatic logon with current username and passwn -
) Prompt For user name and password F|
Custom o
Cuistam settings. < ! I >
- Ta change the zettings, click Custom Level, .
- To use the recommended settings, click Default Level. Reset custom settings
Reset ko: EMedium w | [ Reset ]
[ Custom Level... ] [ Default Level ] oK ] [ P ]

’ QK ][ Cancel ] Apply

3. Under Scripting, check to see if Active scripting is set to Enable.
4. Ensure that Scripting of Java applets is set to Enabled.
5. Click OK to close the dialogue.

5.2.3.3 Java Permissions
The following Java Permissions should also be given for the Web Configuration Interface to display
properly:
1. In Internet Explorer, click Tools > Internet Options.

2. Under the Security tab, click Custom Level.

lgl Security Setfings

!_Gm_er_qu Security | Privacy | Cortent | Connections | Programs || Advanced| | Settings:

@ Microsoft WM A
E} Jdava permissions

. O Cuskom
- ) Disable Java

Select a'Web content zone to specify its securnity settings.

Internet  Local intianet  Trusted sites Restriicted @ High safety 3
sitess ) Low safety =
) Medium safety
Internet i ) £] Miscellaneous
This zone containg all Wweb sites you Sites &) Access data sources across domains
haven't placed in ather zones @ Disabl
isable
Enable
Security level faor thiz zone 8 Prompt

&] Allow META REFRESH
L)

Custom e ST it
Custarn settings. £ ! =
- To change the settings, click Custom Lewvel, .
- To uge the recommended settings, click D efault Level, Reset custom sebtings
Reset ba: EMedium b | [ Reset ]
[ Custorn Lewel .. ] [ Default Lewvel ] oK ] [ Cancel ]

’ 0K ][ Cancel ] Apply
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3. Under Microsoft VM*, make sure that a safety level for Java permissions is selected.

4. Click OK to close the dialogue.

NOTE: If Java from Sun Microsystems is installed, scroll down to Java (Sun) and ensure that the checkbox
is filled.

5.3 WAN Interface

If you are having problems with the WAN Interface, refer to the tips below.

5.3.1 Can’t Get WAN IP Address from the ISP

If the WAN IP address cannot be obtained from the ISP:
- If you are using PPPoE (0r[S8] PPTP encapsulation, you will need a user name and password. Ensure
that you have entered the correct Service Type, User Name, and Password. Note that user names and

passwords are case-sensitive.

- If your ISP requires MAC address authentication, clone the MAC address from your PC on the LAN as
MH-1000’s WAN MAC address.

- If your ISP requires host name authentication, configure your PC’s name as MH-1000’s system name.

5.4 ISP Connection

Unless you have been assigned a static IP address by your ISP, your MH-1000 will need to request an IP
address from the ISP in order to access the Internet. If your MH-1000 is unable to access the Internet, first

determine if your router is able to obtain a WAN IP address from the ISP.

To check the WAN IP address:

1. Open your browser and choose an external site (i.e. www.planet.com.tw).

2. Access the Web Configuration Interface by entering your router’s IP address (default is 192.168.1.1).
3. The WAN IP Status is displayed on the first page.
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TEE——— Status
= e Desice Information
:mh :" Cwnce Mane
ELie il Syatem Lip Tame

Save Corfig to Flash

i 3
Private Lan MaC address
Fublic Wani MaC Addmess
Pishlic WANZ MAL Addmess
Firnmware version
Homie LIRL
L&H
Lr]
Wedrask
: &
WaK1

IF Auddrezs

M#rnatk

Grat ey

ONE

Lp Tim#
WAN2

hod @

IF Addrass

Medrmask

Gatoway
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Up Time

Multi-Homing Securly Gateway
BlH- 1 (el

e )

T 1000

0 6 6363 (clay. lourren: sec)
Man Aug 111:53.41 2005
004 9d 450250

04 ed 4502 5

H0d:ed 451025

1.04e

[ Symo Mow ]

19216811
256 156 35610
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Connecd by Static (P Seltimgs
192166 39 54

235, 255, 2550
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16H.95 1.1

0; £:35:19 (day: aur:rin; sach

Mo Link

4. Check to see that the WAN port is properly connected to the ISP. If a Connected by (x) where (x) is your

connection method is not shown, your router has not successfully obtained an IP address from your ISP.

If an IP address cannot be obtained:

1. Turn off the power to your cable or DSL modem.

2. Turn off the power to your MH-1000.

3. Wait five minutes and power on your cable or DSL modem.

4. When the modem has finished synchronizing with the ISP (generally shown by LEDs on the modem),

turn on the power to your router.

If an IP address still cannot be obtained:

- Your ISP may require a login program. Consult your ISP whether they require PPPOE or some other type

of login.

- If your ISP requires a login, check to see that your User Name and Password are entered correctly.

- Your ISP may check for your PC’s host name. Assign the PC Host Name of your ISP account as your

PC’s host name on the router.

- Your ISP may check for your PCs MAC address. Either inform your ISP that you have purchased a new
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network device or ask them to use your router’s MAC address, or configure your router to spoof your PC’s
MAC address.

If an IP address can be obtained, but your PC cannot load any web pages from the Internet:
- Your PC may not recognize DNS server addresses. Configure your PC manually with DNS addresses.

- Your PC may not have the router correctly configured as its TCP/IP gateway.

5.5 Problems with Date and Time

If the date and time is not being displayed correctly, be sure to set it for your MH-1000 via the Web

Configuration Interface. Both date and time can be found under Configuration > System > Time Zone.
5.6 Restoring Factory Defaults

You can restore your MH-1000 to its factory settings by holding the Reset button on the back of your router

until the Status LED begins to blink. This will reset your router to its default settings.
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Appendix A: Virtual Private Networking

A.1 What is the VPN?

A Virtual Private Network (VPN) is a shared network where private data is segmented from other traffic so
that only the intended recipient has access. It allows organizations to securely transmit data over a public
medium like the Internet. VPNs utilize tunnels, which allow data to be safely delivered to the intended

recipient.

Because private networks lack data security, IPSec-based VPNs employ encryption technologies that
protect a private network from data theft or tampering. These private networks can be implemented over

any type of IP network, which allows for excellent flexibility.

A.1.1 VPN Applications

VPNs are traditionally used three ways:

- Extranets: Extranets are secure connections between two or more organizations. IPSec-based VPNSs are
ideal for extranet connections, as they can be quickly and inexpensively installed. Extranets are often used

to securely share a company’s information with suppliers, vendors, customers, or other businesses.

- Intranets: Intranets are private networks that connect an organization’s locations together. These
locations range from a headquarters, to branch offices, to a remote employee’s home. Intranets are often

used for email and for sharing applications and files. A firewall protects Intranets from unauthorized access.

- Remote Access: Remote access enables mobile workers to access email and business applications.
Remote access VPNs greatly reduce expenses by enabling mobile workers to dial a local Internet

connection and then set up a secure IPSec-based VPN communications to their organization.

A.2 What is the IPSec?

Internet Protocol Security (IPSec) is a set of protocols and algorithms that provide data authentication,
integrity, and confidentiality as data is transferred across IP networks. IPSec provides data security at the
IP packet level, and protects against possible security risks by protecting data. IPSec is widely used to
establish VPNs.

There are three major functions of IPSec:
- Confidentiality: Conceals data through encryption.
- Integrity: Ensures that contents did not change in transit.

- Authentication: Verifies that packets received are actually from the claimed sender.
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A.2.1 IPSec Security Components

IPSec contains three major components:
- Authentication Header (AH): Provides authentication and integrity.
- Encapsulating Security Payload (ESP): Provides confidentiality, authentication, and integrity.

- Internet Key Exchange (IKE): Provides key management and Security Association (SA) management.

These components are discussed below.

A.2.1.1 Authentication Header (AH)
The Authentication Header (AH) is a protocol that provides authentication and integrity, protecting data
from tampering. It provides authentication of either all or part of the contents of a datagram through the

addition of a header that is calculated based on the values in the datagram.

The AH can also protect packets from unauthorized re-transmission with anti-replay functionality. The
presence of the AH header allows us to verify the integrity of the message, but doesn't encrypt it. Thus, AH
provides authentication but not privacy. ESP protects data confidentiality. Both AH and ESP can be used

together for added protection.

A typical AH packet looks like this:

Next Payload Reserved

Header Length

SPI

Sequence Number

Authentication Data

A.2.1.2 Encapsulating Security Payload (ESP)
Encapsulating Security Payload (ESP) provides privacy for data through encryption. An encryption
algorithm combines the data with a key to encrypt it. It then repackages the data using a special format,
and transmits it to the destination. The receiver then decrypts the data using the same algorithm. ESP is

usually used with AH to provide added data security.

ESP divides its fields into three components...

ESP Header: Placed before encrypted data, the ESP Header contains the SPI and Sequence Number. Its
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placement depends on whether ESP is used in transport mode or tunnel mode.

ESP Trailer: Placed after the encrypted data, the ESP Trailer contains padding that is used to align the
encrypted data.

ESP Authentication Data: This contains an Integrity Check Value (ICV) for when ESP's optional

authentication feature is used.

ESP provides authentication, integrity, and confidentiality, which provides data content protection, and

protects against data tampering. A typical ESP packet looks like this:

SPI

Sequence Number

vV

Data

Pad Pad Next

Authentication Data

A.2.1.3 Security Associations (SA)
Security Associations are a one-way relationships between sender and receiver that specify IPSec-related
parameters. They provide data protection by using the defined IPSec protocols, and allow organizations to

control according to the security policy in effect, which resources may communicate securely.

SAis identified by 3 parameters:

- Security Parameters Index (SPI), a locally unique value
- Destination IP Address

- Security Protocol: (AH or ESP, but not both)

There are several other parameters associated with an SA that are stored in a Security Association
database.

A.2.2 IPSec Modes

To exchange data between different types of VPNs, IPSec provides two major modes:

- Tunnel Mode

This mode is used for host-to-host security. Protection extends to the payload of IP data, and the IP
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addresses of the hosts must be public IP addresses.

—— - =

192 1BB 1728 N ! 192.168.100.87
ﬁ Interrmat @

183.61.71 246 194, B3.103. 188

IP | AH/E IP TC | Dat

Transport Mode

- This mode is used to provide data security between two networks. It provides protection for the entire IP
packet and is sent by adding an outer IP header corresponding to the two tunnel end-points. Since tunnel

mode hides the original IP header, it provides security of the networks with private IP address space.

‘ < -|. ternet Parme ’;L
e — - ISP nernet - I8p 3 ]
F g R et i
193.81.71.248 T e e 194.53.103.125

IP | AH/E | TC | Dat

A.2.3 Tunnel Mode AH
AH is typically applied to a data packet in the following manner:

Original Packet

Packet with IPSec Authenticafibq Header

<

»

Authenticated

A.2.4 Tunnel Mode ESP
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Here is an example of a packet with ESP applied:

Original Packet

Packet with IPSecz"E_ncapsuIation Security Payload

< <

[ New IPHeadd EPHeeder| Ora 1PHeader [ Tcp | [Data]  [EspTraler] e

Authentication

v

P
«

encrypted

A
v

Authenticated

A.2.5 Internet Key Exchange (IKE)

Before either AH or ESP can be used, it is necessary for the two communication devices to exchange a
secret key that the security protocols themselves will use. To do this, IPSec uses Internet Key Exchange
(IKE) as a primary support protocol. IKE facilitates and automates the SA setup, and exchanges keys
between parties transferring data. Using keys ensures that only the sender and receiver of a message can
access it. These keys need to be re-created or refreshed frequently so that the parties can communicate

securely with each other. Refreshing keys on a regular basis ensures data confidentiality.

There are two phases to this process. Phase | deals with the negotiation and management of IKE and
IPSec parameters. This phase can be carried out in either one of two modes: Main Mode or Aggressive
Mode. Main mode utilizes three message pairs that negotiate IKE parameters, establish a shared secret
and derive session keys, and exchange and provide identities, retroactively authenticating the information
sent. This method is very secure, but when using the pre-shared key method for authentication, it is
possible to use IDs other than the packets’s IP addresses. Aggressive mode reduces this process to three
messages, but parameter negotiation is limited, identity protection is lacking except when using public key

encryption, and is more vulnerable to Denial of Service attacks.

Phase II, known as Quick Mode, establishes symmetrical IPSec Security Associations for both AH and ESP.
It does this by negotiating IPSec parameters, exchange nonces to derive session keys from the IKE shared
secret, exchange DH values to generate a new key, and identify which traffic this SA bundle will protect

using selectors (IDi and IDr payloads).

The following is an illustration on how data is handled with IKE:
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l Start

Phase 1
Negotiate or
ISAKMP SA

Mutual Authentication New IPSec tunnel or Rekeying

Phase 2 l l

olr _

Protected Data Transfer

Negotiate SAs
For AH and ESP
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Appendix B: IPSec Logs and Events

B.1 IPSec Log Event Categories

There are three major categories of IPSec Log Events for your MH-1000. These include:

1. IKE Negotiate Packet Messages

2. Rejected IKE Messages

3. IKE Negotiated Status Messages

The table in the following section lists the different events of each category, and provides a detailed

explanation of each.

B.2 IPSec Log Event Table

IKE Negotiate Packet Messages

Log Event

Explanation

Send Main mode initial message
of ISAKMP

Sending the first initial message of main mode (phase 1). Done to
exchange encryption algorithm, hash algorithm, and authentication

method.

Send Aggressive mode initial
message of ISAKMP

Sending the first message of aggressive mode (phase ).

Received Main mode initial
message of ISAKMP

Received the first message of main mode.

Send Main mode first response
message of ISAKMP

Sending the first response message of main mode. Done to exchange

encryption algorithm, hash algorithm, and authentication method.

Received Main mode first

response message of ISAKMP

Received the first response message of main mode. Done to exchange

encryption algorithm, hash algorithm, and authentication method.

Send Main mode second
message of ISAKMP

Sending the second message of main mode. Done to exchange key

values.

Received Main mode second
message of ISAKMP

Received the second message of main mode. Done to exchange key

values.

Send Main mode second

response message of ISAKMP

Sending the main mode second response message. Done to exchange

key values.

Received Main mode second

response message of ISAKMP

Received the main mode second response message. Done to exchange

key values.

Send Main mode third message of
ISAKMP

Sending the third message of main mode. Done for authentication.

Received Main mode third
message of ISAKMP

Received the third message of main mode. Done for authentication.
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Send Main mode third response
message of ISAKMP

Sending the third response message of main mode. Done for

authentication.

Received Main mode third

response message of ISAKMP

Received the third response message of main mode. Done for

authentication.

Received Aggressive mode initial
ISAKMP Message

Received the first message of aggressive mode.

Send Aggressive mode first

response message of ISAKMP

Sending the first response message of aggressive mode. Done to

exchange proposal and key values.

Received Aggressive mode first

response message of ISAKMP

Received the first response message of aggressive mode. Done to

exchange proposal and key values.

Send Aggressive mode second
message of ISAKMP

Sending the second message of aggressive mode. Done to exchange

proposal and key values.

Received Aggressive mode

second ISAKP Message

Received the second message of aggressive mode. Done to exchange

proposal and key values.

Send Quick mode initial message

Sending the first message of quick mode (Phase I). Done to exchange

proposal and key values (IPSec).

Received Quick mode initial

message

Received the first message of quick mode (Phase Il). Done to exchange

proposal and key values (IPSec).

Send Quick mode first response

message

Sending the first response message of quick mode (Phase II). Done to

exchange proposal and key values (IPSec).

Received Quick mode first

response message

Received the first response message of quick mode (Phase II). Done to

exchange proposal and key values (IPSec).

Send Quick mode second

message

Sending the second message of quick mode (Phase ).

Received Quick mode second

message

Received the second message of quick mode (Phase l1).

ISAKMP IKE Packet

Indicates IKE packet.

ISAKMP Information

Indicates Information packet.

ISAKMP Quick Mode

Indicates quick mode packet.

Rejected IKE Messages

NO PROPOSAL CHOSEN: No acceptable Oakley Transform

NO PROPOSAL CHOSEN: No acceptable Proposal in IPsec SA

NO PROPOSAL CHOSEN: PFS is required in Quick Initial SA.

NO PROPOSAL CHOSEN: PFS is not required in Quick Initial SA.

NO PROPOSAL CHOSEN: Initial Aggressive Mode message from %s but no connection has been configured

NO PROPOSAL CHOSEN: Initial Main Mode message received on %s:%u but no connection has been

authorized

INVALID ID: Require peer to have ID %s, but peer declares %s
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INVALID ID INFORMATION: Initial Aggressive Mode packet claiming to be from %s on %s but no connection
has been authorized

INVALID ID: Require peer to have ID %s, but peer declares %s

INVALID ID INFORMATION: Initial Aggressive Mode packet claiming to be from %s on %s but no connection
has been authorized

Received Delete SA payload and deleting IPSEC State (integer)

Received Delete SA payload: Deleting ISAKMP State (integer)

(Main/Aggressive) mode peer ID is (identifier string)
ISAKMP SA Established
IPsec SA Established
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Appendix C: Bandwidth Management with QoS

C.1 Overview

In a home or office environment, users constantly have to transmit data to and from the Internet. When too
many are accessing the Internet at the same time, service can slow to a crawl, causing service
interruptions and general frustration. Quality of Service (QoS) is one of the ways MH-1000 can optimize the

use of bandwidth, ensuring a smooth and responsive Internet connection for all users.
C.2 What is Quality of Service?

QoS is a feature that prioritizes and guarantees bandwidth to achieve optimal service performance. QoS
can maximize the use of available network bandwidth by prioritizing time-sensitive traffic to avoid latencies
and delays. By ensuring that time-sensitive applications such as VolP and streaming video get priority
access to bandwidth, users in both home and office environments can enjoy smooth and responsive data

transmission no matter which applications they are running.

If you've ever experienced slow Internet speeds due to other network users using bandwidth-consuming
applications like P2P, you'll understand why QoS is such a breakthrough for home users and office users.

PLANET makes itself unique by integrating QoS in its routers for both inbound and outbound traffic.

QoS helps users manage bandwidth and effectively prioritize data traffic. It gives you full control over the
traffic of any type of data. Employed on DiffServ (Differentiated Services) architecture, data traffic is given
priority by the router; ensuring latency-sensitive applications like voice and mission-critical data such as
VPN move through the router at lightning speeds, even under heavy load. You can throttle the speed of
different types of data passing through the router, limit the speed of unimportant or bandwidth-consuming
applications, and even distribute the bandwidth for different groups of users at home or in the office. QoS

keeps your Internet connection smooth and responsive.
C.3 What is Quality of Service?

QoS employs three different methods for optimizing bandwidth:

- Prioritization: Assigns different priority levels for different applications, prioritizing traffic. High, Normal and
Low priority settings.

- Outbound and Inbound IP Throttling: Controls network traffic and allows you to limit the speed of each
application.

- DiffServ Technology: Manages priority queues and DSCP tagging through the Internet backbone.

Manages traffic among Ethernet, wireless, and ADSL interfaces.
C.4 Who Needs QoS?

QoS is ideal for home and office users who need to use a variety of real-time applications like VoIP, on-line
games, P2P, video streaming, and FTP simultaneously. With QoS, you can optimize your bandwidth to

accommodate several of these applications without experiencing latency or service interruptions.
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C.4.1 Home Users

Low latency is everything for gamers. Most home users feel frustrated when trying to play an online game
over a shared ADSL connection. Unfortunately, most routers have no way of determining the importance of
the packet at any given time. All the traffic is treated equally, so a packet containing an "urgent" command
may be delayed. QoS gives you the ability to control the bandwidth. Using IP Throttling, bandwidth limits
can be enforced on a particular application or any system within the LAN. Prioritization specifies which
packets have priority and should not be delayed, and which packets have lower priority and should be

moved to the end of the upload queue.

Suppose there are four students sharing a three-floor house with one single broadband connection. Robert,
a college freshman, is playing the online game with his group members, while Mary, a sophomore student,
is talking to her net pal via Skype. Meanwhile, Jerome is downloading a movie file by using the P2P
application program. Sophia, however, is just trying to log on to the website to send her photos to her family.
As a result, the net speed slows to a crawl and affects everyone sharing the Internet connection. QoS is
designed for managing traffic flow and bandwidth to solve this problem. You can first classify different
applications (online games, FTP, Skype, email) as shown in the table below. Then, you can manage and
prioritize the flow of bandwidth at different levels (e.g. 30% for games, 20% for downloads, 10% for email,
20% for FTP, and 35% for others). QoS can be used to identify different applications and assign priority to

enable a smooth and responsive broadband connection.

Application Data Ratio (%) Priority
On-line games 30% High
Skype 5% High
Email 10% High
FTP 20% Upload (High), Download (Normal)
Other 35%

C.4.2 Office Users

QoS is also ideal for small businesses using an office server as a web server. With QoS control, web pages
served to your customers can be given top priority and delivered first so that it will not be impeded by email

and office web browsing.

Here is a good example of how QoS can work in an office environment. A CEO is holding a
videoconference with international clients in the meeting room. However, the streaming video and voice
frequently lag. Sales people are talking to international agencies via VolP phone, while sending orders via
email to vendors for production. However, some staff are downloading MP3 music files, large-size photos
and watching video streaming online. Consequently, the Internet connection slows down. This is why
business users need QoS to manage data traffic. With QoS, the network administrator can define and

classify important packets; specify a minimum guaranteed rate for each application, and ensure that

- 100 -



Multi-Homing Security Gateway User’s Manual

important packets have priority to ensure a good quality of broadband connection for the entire

organization.

\Videoconferencing 30% High

\VolP 20% High

Email 10% High

FTP 10% Upload (High), Download (Normal)
Other 30% MP3 (Low), MSN (Normal)
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Appendix D: Router Setup Examples

D.1 Outbound Fail Over

Step 1: Go to Configuration > WAN > ISP Settings. Select WVANl and WAN2][S9] and click Edit.
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Step 3: Go to Configuration > Dual WAN > General Settings. Select the Fail Over radio button. Under
Connectivity Decision, input the number of times MH-1000 should probe the WAN before deciding that the
ISP is in service or not (3 by default). Next, input the duration of the probe cycle (30 sec. by default) and

choose the way WAN ports are probed.

- ) PLANET Multi-Haoming Securty Gateway
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Ouick Start
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[D10]

Please ensure the WAN ports are functioning by performing a ping operation on each before proceeding.
Finally, choose whether or not MH-1000 should fail back to WANL1.

Step 4: Click Save Config to save all changes to flash memory.

D.2 Outbound Load Balancing

192.168.2.2 -

230.100.100.1
[Wn —_—
o
p—
P — |SP
213.100.100.2
192.168.2.3
.
—
EEL

With Outbound Load Balancing, you can improve upload performance by optimizing your connection via

Dual WAN. To do this, follow these steps:

Step 1: Go to Configuration > WAN > ISP Settings. Configure your WAN1 ISP settings and click Apply.
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Step 3: Go to Configuration > Dual WAN > General Settings. Select the Load Balance radio button.
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Step 4: Go to Configuration > Dual WAN > Outbound Load Balance. Choose the Load Balance

mechanism you want and click Apply.

Multi-Homing Securily Gateway
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Step 6: Click Save Config to save all changes to flash memory.

- 105 -



Multi-Homing Security Gateway User’s Manual

D.3 Inbound Fail Over

192.168.2.2
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[ PR ) [P PR R
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192.168.2.3

anetest.dyndns.org

HTTP Remote Access from Internet

After Fail Over

Configuring your MH-1000 for Inbound Fail Over is a great way to ensure a more reliable connection for
incoming requests. To do so, follow these steps:

NOTE: Before you begin, ensure that both WAN1 and WAN2 have been properly configured. See Chapter
4: Router Configuration for more details.

Step 1: From the Web Configuration Interface, go to Configuration > Dual WAN > General Settings.
Select the Fail Over radio button.
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Step 2: Configure Fail Over options if necessary.

) ﬂMET Multi-Homing Securily t;1f FI‘ l-':-"*lf
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Step 3: Go to Configuration > Advanced > Dynamic DNS. Set the WAN1 DDNS settings.
Melfti-Homing Securily Gatewsay
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Step 4: From the same menu, set the WAN2 DDNS settings.
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Multr-Homing Securiy Gateway
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Step 5: Click Save Config to save all changes to flash memory.
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D.4 DNS Inbound Fail Over
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Authoritative Domain Name Server DNS
192.168.2.2 200.200.200.1
www.mydomain.com
FTP 1st connection @
192.168.2.3 Built-in DNS
2" connection 200 200.200.1
HTTP Before Fail Over
DNS
192.168.2.2 '
1st connection .
FTP @ = www.mydomain.com
2nd connection DNS
192.168.2.3 BUIIt-In DNS
100.100.100.1 100.100.100.1
HTTP

After Fail Over

NOTE: Before proceeding, please ensure that both WAN1 and WAN2 are properly configured according to

the settings provided by your ISP. If not, please refer to Chapter 4.2.2.1 ISP Settings for details on how to

configure your WAN ports.

Step 1: Go to Configuration > Dual WAN > General Settings. Select the Fail Over radio button and

configure your fail over policy.
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Step 2: Go to Configuration > Dual WAN > Inbound Load Balance. Select the Enable radio button and

configure DNS Server 1 by clicking Edit.
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Step 3: Input DNS Server 1 settings and click Apply.
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Step 4: Configure your Host URL Mapping for DNS Server 1 by clicking Edit to enter the Host URL

Mappings List. Click Create and input the settings for Host URL Mappings and click New.
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Step 5: Click Save Config to save all changes to flash memory.

D.5 DNS Inbound Load Balancing

Authoritative Domain Name Server DNS Reauest
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200.200.200.1

FTP DNS Reply
WAN 2
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FTP
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W,

192.168.2.3 V
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HTTP 100.100.100.1

Heavy load on WAN 1

Step 1: Go to Configuration > Dual WAN > General Settings. Select the Load Balance radio button.
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Step 2: Go to Configuration > Dual WAN > Inbound Load Balance > Server Settings and configure

DNS Server 1.
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Step 3: Go to Configuration > Dual WAN > Inbound Load Balance > Host URL Mapping and configure

your FTP mapping.
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Step 4: Next configure your HTTP mapping.

Dwisl WAR
Genural Sefting
Cnatbparid Ln-a.-:.l Balamce
Inteouned Losd Bialanos
Proaocal Binding
System

Firmwal|
VPH

Multi-Horming Securily Gateway

MH-1000

Host URL Mappings
A Racond

Darnain Marma Fripdamain: o

*Huost URL e

Private IP Address  Condidates © 192 163 2 3

Pratacol TP ™

Port Range  Helper O E|:| Lisn
CHAME

*Marnal

= Marme?

= - Dhorrrain el be sppended sufomsicaly mithess e

Step 5: Click Save Config to save all changes to flash memory.

D.6 Dynamic DNS Inbound Load Balancing
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Remote Access from Internet

Step 1: Go to Configuration > WAN > Bandwidth Settings. Configure your WAN inbound and outbound
bandwidth.

€T Mefti-Homing Securnily Gateway
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Step 2: Go to Configuration > Dual WAN > General Settings and enable Load Balance mode. You may

then decide whether to enable Service Detection or not.
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Step 3: Go to Configuration > Dual WAN > Outbound Load Balance. Choose your load balance policy
and click Apply to apply your changes. If you selected Based on session mechanism as your policy, the
source IP address and destination IP address may go through WAN1 or WAN2 depending on policy
settings. If you selected Based on IP hash mechanism as your policy, the source IP address and

destination IP address will go through a specific WAN port according to the IP hash algorithm.
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Step 4: Go to Configuration > Advanced > Dynamic DNS and input the dynamic DNS settings for WAN1
and WAN2.
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Step 5: Go to Configuration > Virtual Server and set up a virtual server for both FTP and HTTP.

[D12]
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Step 6: Click Save Config to save all changes to flash memory.
D.7 VPN Configuration

This section outlines some concrete examples on how you can configure MH-1000 for your VPN.

D.7.1 LAN to LAN
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Branch Office

Head Office

Public IP Public IP
192.168.0.254 69.121.1.30 69.121.1.3  192.168.1.254
B
Router
IPSec e IPSec
VPN Connection
192.168.0.0/24 192.168.1.0/24
IPSec VPN-LAN to LAN [
Branch Office Head Office
Local
ID P Adaress P Address
Data |69.121.1.3O |69.121.1.3
Network Any Local Address Any Local Address
IP Address 192.168.0.0 192.168.1.0
Netmask 255.255.255.0 255.255.255.0
Remote
Secure Gateway Address(or |69.121.1.3 |69.121.1.3O
Hostname)
ID |IP Address |IP Address
Data |69.121.1.3 |69.121.1.3O
Network Subnet Subnet
IP Address 192.168.1.0 192.168.0.0
Netmask 255.255.255.0 255.255.255.0
Proposal
IKE Pre-shared Key 12345678 12345678
Security Algorithm Main Mode; Main
ESP: ESP
MD5 MD5
3DES 3DES
PFS PFS

D.7.2 Host to LAN
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§9.121.1.30 69.121.1.3 192.168.1.24

Windows XP Router

IPSec Encryption Data S

VPN Connection

g -
=D — & —

Head Office

192.168.1.0/24
IPSec VPN-Host to LAN
Single client |Head Office
Local
ID P Address P Address
Data |69.121.1.3O |69.121.1.3
Network Any Local Address Any Local Address
IP Address 0.0.0.0 192.168.1.0
Netmask 0.0.0.0 255.255.255.0
Remote
Secure Gateway Address(or |69.121.1.3 |69.121.1.3O
Hostname)
ID |IP Address |IP Address
Data |69.121.1.3 |69.121.1.3O
Network Subnet Single Address
IP Address 192.168.1.0 169.121.1.30
Netmask 255.255.255.0 255.255.255.255
Proposal

IKE Pre-shared Key 12345678 12345678
Security Algorithm Main Mode; Main

ESP: ESP

MD5 MD5

3DES 3DES
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PFS PFS

D.8 IP Sec Fail Over (Gateway to Gateway)

I mh.planet.dyndns.org
192.168.2.x ﬁ 200.200.200.1 192.168.3.x

ooo
MH-1000 A O )

Before Fail Over

192.168.2.x ) < I 200.200.200.1

MH-1000 A

h.planet.dyndns.org MH-1000 B

Q )

After Fail Over

Step 1: Go to Configuration > Dual WAN > General Settings. Enable Fail Over by selecting the Fail Over
radio button. Then, configure your Fail Over policy.
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Mulftr-Homing Secuanly Gateway

BH- 1 (s}

General Snlﬁng
Dl WAN Mode
Made ILomd Balance (%) Fail Dwver

WAN Fail Semvice Detection Policy
Semce Deleclion

{fow Inad balance.) Enable  Oizahle
Dl WAN Connectily Decisan Plot in senice when probing failed aflsr 3 o et it
o times.
el 5 [
el “”mi‘. i Frobe Cycle Evary 3 peconds.
Chutbwdiined Load Balance T
Inbound Load Batance Probe WANT = !
- = IHast
o oot | Binding
=] Giatawa
Sraam Prohe WANZ @ -
* {1 Haozt
Farswoll Failhack in WANT when Y Enable
WEN poes ible =
(fou fadaver.] (=1 Desabla

G

Wirlysi Serser

Advanced

Step 2: Go to Configuration > Advanced > Dynamic DNS and configure your dynamic DNS settings
(Both WAN1 and WAN2).

) HPL“F‘I:!E[ Multi-Homing Securnly C?a:r._: p:..:; y
. Dynamic DNS Settings
Ellmlﬁ_ Parameteis
o Dynamic ONS ©Enable O Disable
= :::jmm"' Dryramie ONS Servar oo, g, oeg (dpmanic) |
w#” Wildcard CiEnable =) Dizable
T Domain Mams . planed dyndnz. org
gl Usemanms USArnArg
Bysiem fe— —
Firgwall
e

GokE
‘intual Seevar
Aulvarced

Einfic Pouls

E—

Step 3: Go to Configuration > VPN > [PSec > IPSec Policy. Click Create to configure VPN settings.
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Multi-Homing Securly Gateway

IPSec
Craana
- ﬁ.p = Comnectipn Mame T C0A,
il Turinal &) Enabled () Dicabled
Ideace CIWANT W = Ao
Local
z] FOOM(DNE) = Ceata rah, plant, dyridng org
P Arddees 1902 .68 2 ]
P ek St v ﬂgr::s
Hatmask P 255 255 0
Rmrise
Secure Galeway Data AN M0 001
5] Remaie WAN P Diata
P Address | 192 166 3 0
Mertwanrk Submet bt ﬂgr::s
Matmack ¥ P 255 ]
Swe Carfig to Flagh Propesal
SecimE ATIDCiaton Wi Maode ) Aggessve Mode ) Manisal Ky
Wedhisd =1 ESP ) AH
Encryptaon Protocol J0ES =

Authartication Pratacel | WDS  +
Pearfect Forwand Secune (=} Enahled ) Disabled

PreEhared lkpy 17345678

KE Life Tima 25600 Seconds
Kay Lifa Tirme 3500 Secands
Nelbins Broadeasd ) Ersbled &= Digsbled

CPD Satting

DD Funclion i1 Enabled = Disabled
Detection Indenval =0 Eenomls

ke Tiracu 4 comzecitive fimes
[Apety ]

Step 4: Click Save Config to save all changes to flash memory.

To configure another MH-1000 gateway, refer to the screenshot below.
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Multi-Homing Securily Gateway
MH-1000

IPSac
Cieane
Conmectmn Mame WMHI000E
Tumnel 1=} Enabled ' Disshied
Interface LOWANT 0 WaANE [ e
Lacal
I IR Address o [Diata JO0 000 1
IP Address {192 163 3 1l
Iedwer Submel bl E;::;’ { ,
Fatom ke 5 253 255 0
Famate
Eecure Gateway Data mh_planst dyndns. omg
[} FOON DS Dista i, planat dyredris. arg
IP Address 192 163 2 =il
Mitwiok Subnt b Eg:.:;
Metmask 255 255 255 1
Propasal
Secaure Szsaciaion [=) Main Mode CtApgresaie Mode (Cf Manal Key
Mt bl (= ESP O} AH
Encryplien Profocal JES

Authendicalion Frodocal MG =
Pedect Forwasd Secwe (%) Enabled 2 Disabled

PreShaned Kay | 2345678

IKE Lile Tame e Swcomds
Key Life Time 3500 Secomls
Hatblos Brosd: as " Enabled (%) Digabled
DFD Seiting

OPD Function ) Enabled (= Disabled
Dataction Interval E. sacmds

Il fee T part 1 COnEaS v Ties

D.9 IP VPN Concentrator

Local ID Type: Subnet

Local ID Type: Subnet Localsubnet: 192 168.3.0

Local subnet: 0.0.0.0 Localmask: 255.255.265.0
Localmask 0.0.0.0 Remaote 1D Type: Subnet

Remate ID Type: Subnet Remote subnet: 0.0.0.0

Remote subnet; 182.168.2.0 Remote mask: 0.0.0.0

Remote mask 255.255.265.0 200.200.200. 192.188.3.%

T

iy

1921682 0 ) feened MH-1000-A
100.100.100.1 N Branch A

* — =5d: MH-1000-B
MH-1000-C () ) man.a Branch B

Headquarter

"

Local ID Type: Subnet RCTTTLY

Local subnet: 0.0.0.0

Local mask: 0.0.0.0 01201 201 1 192'158'4%
Remote ID Type: Subnet

Remnote subnet: 192.168.4.0 Lacal ID T'!I.'pe: Subnet

Femote mask: 255.265.2595.0 Local subnet 19216840

Local mask: 285.255.24850
Remote 1D Type: Subnet
Femote subnet; 0.0.0.0
Remote mask: 0.0.0.0
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Step 1: Go to Configuration > VPN > IPSec > IPSec Policy and configure the link from MH-1000-C to
MH-1000-A Branch A.

= ‘) PLANET NF e iti- o .r'_r..*_:"; Securily Gateway
(NN B —— MH- 1{4H)
IPSec
Craate
Connesction hame Iy
Turine| (=1 Enabled ©J Digsbled
Interace O wan O WaNT (=) Auta
Local
] P Addeess - Data 1001001001
P Addass |0 I:I 0 0
Netwark Subnet - et
Matmack ] 1] i ]
Remnple
Securk Saliway Dt 200,200, 20001
0 Farmote WaN B« Data
P Adieess | 192 168 | ]
Metwaork Submet - ﬂ:::.
 Advancedl Nemask 55  [es [es b
| Caonfig to Flash Fraposal
Bacime Aszociatsn = nan Mo L Aqgressivae Mode 0 Marual Ky
Method FrESF ) aH
Encryptaan Protocod J0ES =
FAuthentcation Proloced  MDS =
Parfect Foowand Securd =) Enshled O Disabled
PreShares Koy 17335678
KE Life Time Fs Ll Secands
Ky Life Tirne 500 Seconds
Medbios Broadcast 1 Enahbled =! Dizabled
DPD Bettng
DPD Function O} Enabled (=1 Dizabled
Dhatenction |ndenal 1) ROt
Ml Tirmao 4 Conseculve limes
{ Apply
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Step 2: Go to Configuration > VPN > IPSec > IPSec Policy and configure the link from MH-1000-C to
MH-1000-B Branch B.

; } Mufti-Homing Security Gateway
‘P it e it M H-1({H}
Psec
LCreate
ol 1y e Pl e CrolE
Turineal =1 Enabled 7 Oisabled
indaiace O3 waNT WD G At
Local
(] P Addeess ¥ Duatn 130,100, 160.1
PAddess 0 o i 0
Pt rk Skt w ﬂ::‘“
Hetmask 0 Sl [t} 0
Rmriie
Secure Galeway Data 20 401201 1
e 1} PFemate WaN P« [iata
T P Addegps | | 192 =] 4 0
TWiud Seve Metwark Bubret . E;:rz.s.
Adbemnred Metmask | 255 x5 x5 |0
Save Corfigto Flash Proposal
Sacume Association %Wl Mode O Agmessve hMode O Manual Key
Wedhiod =X ESP [ AH
Encrypleon Protocol J0ES =
Authantication Protocol | MDS  »
Perfect Foowand Secue (=) Enabled ) Disabled
PreEharedd Koy 17345678
BE Life Time 23000 Seconds
Kay Lifie Tirme 600 Seconds
Medbins Emateas] ) Ensbled =) Digabled
CPD Setting
DPD Funclion i} Enshled = Disablad
Datection Infenal = sacamds
Bdl# Tirmaoi 4 conzecutve limes

[0ty |
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Step 3: Go to Configuration > VPN > IPSec > IPSec Policy and configure the connection from
MH-1000-A Branch A to MH-1000-C.

Multi-Homing Securily Gateway

Apply

IPSec
Crsmate
Comnection Mame L el
Timned (=} Enabled {_} Desabled
Interface O AR O WANZ 0 Auto
Lol
| 1} IF Address - Diada A0 200 001
IP Addreze. 192 168 =3
Metwinh Suhried - E::;I
Memask 253 red] 255
Remote
Secime Gatewsay Dads 0000001007
(1]} Rmote Wan P w Dnta
P Address: O 0 ]
Hatwek Subre ol Eﬁr:; 5
Nelmask |0 0 0y
Proposal
Secune Association (= Main Mode ) Agqgressee Mode L Manusd Key
Mithod < ESP L AH
Encryption Pratocal DES ~
Audhentication Footoool MOE =
Pesfoct Fonard Secure () Enabled O Disabled
PraShangd kKay 1EHEE
IKE Life Tirme it ] aconds
ey Lile Tame FE Secmds
Methios Droadeast ¥ Enabled &) Disabded
OFD Salting
DPD Fmnction ) Enabled ) Digabled
Dietwction |rtarcal E1 sarands
e Tirieaut 4 congecuth fimes
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Step 4: Go to Configuration > VPN > IPSec > IPSec Policy and configure the connection from

MH-1000-B Branch B to MH-1000-C.

IPSec
Cieata
= Conneclion Name
Configuradio
1[5 II_!] [[al; ] 'I'L.-"-IH
Lany
Interface
AN
Loscal
Cluad Wan
- o
Systenm.
Facwill
Metwinh
VRN -
IPEec
P2 Wiz | Remote

PSec Palicy Bacme Gateway

N o
oS
Wirtuzl Server Hatwoak

Butvancad
Save Config 1o Flesh Frogosal

Smeune Assocsation
Method

Encryption Pratocol
Audheatication Frotocol
Pesfiecd Fonsard Secure
PraShaed ey

IKE Life Tirme

Kpy Lile Tane

Mathics Broadeast

OFD Sedting

DFC Functean
Dimaction Intarval

Ide Temeaul

Multi-Homing Seconly Gateway

Aol
(=} Enabled {} Desahblad
AN O Wan2 &) Auto

IF Address - Diala A AN A
IP Addmess 192 158 i
pr End IP
= et Addrss

Mrnagk 25 255 | 255

Ciala 00001009
Rariode WAk P Dats

IF Adcrese 0 0 L
= Emd IF
SubnM ¥ Aidrins

Wedmaszk 0 1 L]

(= Main Mode ) Aqgressive Made ! Manual Key
= ESP O AH

WES ~

MOS |

(=} Enabbed 7 Disabbad

| 2345576

26800 Seconds
300 Seconds

(") Enzblad (7 Disabbed

() Enablad (0 Disablad
EL secands
4 Congecutig limat

Step 5: Click Save Config to save all changes to flash memory.

BH- 1 (s}
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D.10 Protocol Binding

Step 1: Go to Configuration > Dual WAN > General Settings. Select the Load Balancing radio button.

-- Melti-Homiing Securily Gafeway
" MH-1000
= General Setting
Stadiss
b Dl WAN Made
Cisick San
it Made ) Lnad Balance ) Fail Over

WAHN Pon Serdice Detection Palicy
Sesace Detection

far baad bakarce ) (= Enabile ) Digable

Boamaitity Dedalon Tr:: in senace when prabing faded aftes |3 carseciive
- - b
bl liL Prabe Cycle Evey 30 |saconds.
Uuthomnd Losd Eaance ol
inbmund Load Balance Fraba WAN1 C e
A 0!
Pratacod Binding
= Goleway
System Frobe WanN2 E:
_+Hosd
Firewall Failback to WaNT when Eralin
WEN paseible :
[hor Eailower) Dizable

a3
Witual Senmm Apply
Adancnd

Step 2: Go to Configuration > Dual WAN > Protocol Binding and configure settings for WANL.

P M ufti-Homing Security Gateway
) ﬂ..@!ﬂ MH-1000
" Protocol Binding
Hatus .
: Adld Protocol Binding Rulss:
Quick Start :
— Interface WWAN 1
Canfiguraio
E;.;TI - Source [P Range Al Spurce IR (5 Spacified Source IR
o N‘d Sowce [P Address 1682 || 168 i [
sloih P Snowce P Meimazk Par'] | 255 55 55
Clum e 7 TEE : i
Dastinedion P Range 8l Destination IF (5 Spacified Destination
Geneal Setten . e
B - = Destinadion [P Address 0 0 o0 1
thaiimed Lond Salence
> Desfinalion IF Melrmazh F ] | ] i) o]
Indycrimic] Loasd Hadancs
Prodacal TCR
For Range  Helpes O 1] =

(L Pratocal Binding s Maker proty than Reuting|
Apply

Step 3: Go to Configuration > Dual WAN > Protocol Binding and configure settings for WAN2.
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" mrrng dE——

Elatus

Cmjjek Srar

Contfigmatsan
LAN
ah|

Dual WA

General Eelfing
Cbound Load Bialancs
Inbsoiind Load Balance
Frodorol Birding

S¥item -

Firewll

YPH

Lrl-1

Protocol Binding
Add Protocol Bindimg Rules
Intprface
Saurce IP Range
Source P Addiess
Source P Metmask
Daptinatior P Rangs
Dectmatsn P Addecs
Destmsteon B MNetmask
Protacol
Port Aame  Helper ©

Multr-Homing Security Gateway
L J
MH- 1000

WAGAR P =
Al Sowmce (P (5 Speciiied Sowce 1P
w2 e |2 =

=1 AR Destinadion I Specified Destinaion [P

TER

0 i

(L Preecod Sincing has higher priorty thar Rauting.)

Step 4: Click Save Config to save all changes to flash memory.

D.11 Intrusion Detection

Server Safe!!

Intrusion Detection on

DoS Attack
T

[ etected! N

DoS Attack

DoS Attack

-y

y 1
hopp ed

DoS Attack

Step 1: Go to Configuration > Firewall > Intrusion Detection and Enable the settings.

(P PLANET

[ymrastnast

Stadun
Qimck S1ad
(Zoninuration
- UH.
— l,n,i',..'.H

[Cisal ‘YWAN

Sestom

Fireseeal
Packet Filter
UL Filer
LAN MAL Filtes
Block WiAN Fequest
Intrunlon Detection

Intrusion Detection

Multi-Homing Security Gateway
MHE-1000

Enable for preventing hackes attack from Intermed.

Indrusion Detection
Indirusicn Log

Apphy

() Enable ) Disable
(=} Enahle i Desable

Step 2: Click Apply and then Save Config to save all changes to flash memory.
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D.12 PPTP Remote Access by Windows XP

Business Trip
Windows XP
PPTP Client

. B . lnternet Public IP §

» PPTP Server '.

™ Local subnet 192168.30.0 ¢
Local mask: 255.255.255.0

Stepl: Go to Configuration > VPN > PPTP and Enable the PPTP function, Click Apply.

__100.100.100.1

Multi-Homing Securily Gatewsay

PPTP

Gamaral Sefing
PPTR functian = Enable . Dizable
Auth Type Pap ar Chap -
Data Encryplion Enable =
Enc n Kay Langth Aute ¥

Ehﬁl b Paa:!:::rpi:n h:;lta Only Stateleas w
bl P Addesses Assigned o Peer  Stat kom: 192 168 30| 200
i) Kl Tires ol 0 Min

VPN
IPSec
FRTF
ok
‘atual Sonvr Account Saming
FAudvanced Hams Enable Type Peer Mebwork

(Y Fnahie data encrmiion wil irse ME-CHAPT o sulbenticate the pesr ]

Eam Conlg o Flash
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Step2: Click Create to create a PPTP Account.

Multi-Homing Securly Gateway
E PPTP
|
o Add PPTP Account
Lluick Shart
_ == Conngction Mame ‘WirlP
L] Iradiom =
3' Tunnel =) Enablz () Disable
3 e Llzpmame ezt
Shan
Pagswiand -
Dlial Wik
= Retype Passwond raw
Comnection Type (= Ranote Aceasd 0 LAN 13 Lah
Pawr Ntwork (P
Peer Nedrmask |
IPSee ) = :
Methios Broadcast (=} Ensbls O Disable
FRTP
GpS Apply

Virual Seroer

Step3: Click Apply, you can see the account is successfully created.

) ﬂ_ﬁ"‘l ET Multi-Homing Securily :31#'1 L-:.-'ury
e PPTP
= General Sering
Guick Start B
FFTF unclion ' Enable ) Dissble
Auth Ty pes Pap or Chap |~
Lan
s Data Encryption Erable
=il —_—- Enceyplion ey Length Auta b
5 Peer Encryption Mods Only Etateless ot
Fl e IP Addresses Assignad 1o Pasr  Efsr from: 192 188,30 200
s Idle Timeout o .

PN
S
il 5]
s
Wirtual Sereer ' Acceunl Setting
Advanoed PMann Enable Tvpe Paer Mptwark
Sava Config Io Flesh WinkF v Remde Access PR Ef O Delele O

(LS Enabl date ancption Wl use ME-CHAPVE to surherticars the peer)

Create O

Step4: Click Save Config to save all changes to flash memory.

Step5: In Windows XP, go Start > Settings > Network Connections.
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e Windows XP Profession

Step6: In Network Tasks, Click Create a new connection, and press Next.
Mew Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helps pou;
* Connect to the Internet,

* Connect toa private netwaork,, zuch as vour workplace
network,

* Setup a home or small office network.

To continue, click Mest.

< Back M emt > J[ Cancel ]
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Step7: Select Connect to the network at my workplace and press Next.

Mew Connection Wizard

Metwork Connection Type
YWhat do wou want bo do’?

) Connect to the Internet
Connect ko the Intermet 2o vou can brawse the “Web and read email.

(#) Connect to the network at my workplace
Connect to a buziness network. [using dial-up or %¥PM] 20 pou can work from home,

a field office, or another location.
() Set up a home or zmall office network

Connect ko an exizting home or zmall office netwark, or zet up a new one.

) Set up an advanced connection

Connect directly to anather computer using vour zeral, parallel, or infrared port, or
zet up thiz computer zo that ather computers can connect to it

¢ Back H M et > l[ Cancel

Step8: Select Virtual Private Network connection and press Next.

Mew Connection Wizard

Hetwork Connection
Haow do pou want to connect o the nebwark at vour workplace™?

Create the following connection;

) Dial-up connection

Connect using a modem and a regular phone line or an [ntegrated Services Digital
Metwork, [ISDMN] phone line.

{# Wirtual Private Network connection

Connect ko the netwaork, uzing a wirtual private netwaork WEM] connection aver the
Internet.

¢ Back ” f et » l[ Cancel
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Step9: Input the user-defined name for this connection and press Next.

Mew Connection Wizard

Connection Hame
Specify a name for this connection bo your workplace.

Type a name for thiz connectian in the fallowing bos.

Company Mame

Planet

For example, you could twpe the name of your work place or the name of a server you
will connect tao,

¢ Back H M et > ][ Cancel

Stepl0: Input PPTP Server Address and press Next.

New Connection Wizard

YPH Server Selection
wihat iz the name or address of the WP semver?
Type the host name or Internet Protocal [IP] address of the computer to which vou are
connecting.

Host name or IP address [for example, microzoft com or 157 .54.0.1 1

100.100.100.1

¢ Back ][ Mewt > l[ Cancel
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Stepll: Please press Finish.

MNew Connection Wizard

Completing the New Connection
Wizard

Y'ou have succeszfully completed the steps needed to
create the following connection:

Planet
* Share with all ugers of thiz computer

The connection will be zaved in the Netwark,
Connections folder.

[]Add a shartcut to this connection to my desktop

To create the connection and cloge thiz wizard, click Finizh.

¢ Back ][ Finizh l[ Cancel

Step12: Double click the connection, and input Username and Password that defined in Planet PPTP

Account Settings.

Connect Planet

Izer name; test

Pazsword: CLLL) [

[]5ave this user name and passward for the Follawing users:

Connect H Cancel H Properties H Help
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| General | I:Ipti-:uns| Security | Metworking || Advanced |

Secunty options

(%) Typical [recommended settings)
Walidate my identity az follows:

| Require secured passwaord

[ ] Automatically uze my ‘Windows lagon name and
pazzwiard [and domain if any]

Require data encryption [dizconnect if none]

() Advanced [custom zettings)

= itk

=JUINes a3 kn

Sethings..

IPSec Settings. .. ]

(] ] [ Cancel

D.13

PPTP Remote Access

Tl A

100, 100, 100.1
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Stepl: Go to Configuration > VPN > PPTP and Enable the PPTP function, Disable the Encryption, then

Click Apply.
¢ ) __pl-ﬂm ___E'I: Multi-Homing Securily !;1IEI‘I.';I.'1|V
. PPTP
.'_.'I i - Gamaral Sebing
o PPTF function Enabe O Disable
- |[.1|.. I Aathe Type Pap ar Chap =
_I'FN— - Data Encyyplion Enazbls
;ZT“M Encryption Kay Length Auts [
— Peer Encayplion Mode Cnly Staleless -
.'5)'“1!'!1. P Addeeeses Azsaned to Peer Stast from: 192 168.30 | 200
i) Wle Tirasu ] Min

VPN
IPaac
FFETF

ok

‘tual Sprr Account S4ning

Advariced ] Hams Enable Type Peer Mebwork

Eam Conlg o Flash

(Y Fnahie data encrmiion wil irse ME-CHAPT o sulbenticate the pesr ]

Muitr-Homring Securly Gateway

B H- 1 (M}

PPTP
Statieg
- - Add PPTP Acconnt
LRk =
' Cannactior Marms PPTPC et
Tumnel {=iEnabla [ Disshls
Usemame test
Passward ntad
Retype Faseword LTS
s Connecton Type (=1 Farnate Azeass ILAN 1o LAN
Fingweall
Paer Navwaork 1P
WPH
Peer Netmask i i
1PZec B "
et bios Bromdcast IEnable O Disable
PETR
Qok Apply

":'I-‘IIII| =)

Step3: Click Apply, you can see the account is successfully created.
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Merdti-Homing Securily Gateway

MH-1000

PPTP
e General Setting
—— PRTP function IV Enable O Disabls
Conlsguration Auth, Tipe Fag o Chap B8
Diala Encryplian Enable =
Encryption lkey Lengih Ao b
Pwar Encryption Mode Qwrily Sataless v
IP Adddrezzes Assigned Lo Pee S1ad frornc 1932 163,30, 700
I Tamenut 0 in
[V s Enaive date enciyplion wil Luss ME-CHARYE ko authenticate Me pesr)
[2eet ]
Wifuad Serer Bceonm Setfing
gz id E T Enable Type Fesar Metwink
Save Canfin to Flash PRTPCEent u Remole ACcess e Ede o Calnte 0
Crakta O

Step4: Click Save Config to save all changes to flash memory.

Step5: In another MH-1000 as Client, Go to Configuration > WAN > ISP Settings.

AMulti-Horming Securily Gateway

BH- 1M}

WaAN1
FETP
ek St
vl Carnertion Method PPTF Eattings -
L-panfi gumatean
3 Liggmanmi tiest
_’ Pazeward e
_W s Retype Pasmwaord L
ISP Sekting=
e PPTP Cliset B 200 200 20 1
e N PPTF Cliont B Ratmash (255 |26 | 255 |o
PPTR Client P Galewsy 1200 20 A 254
PPTR Sewr P 100 100 L) i
Conmectan Abmays Comnecl M
ke Time

(%] Dryriamic (IR autamatically @ssigned by your 139
B assignad by your ISP CIFimmd (Yo IEP requires you to mpil P addess)

[ Yo ISF requires you 1o sp YWAN Etharmet MAL

MAL Addrets
MAL Addeass - r - - '
[=]Waur ISP requines you 10 manuaslly selup ONS settings
DHS Primary DNE 163 el I ]
Secondary ONS 0 0 0 0
3 o Desable = | (& RIF-3E O RIP-2M
KT 1432
[Apply ] [Reset |

Step6: Click Apply, and Save CONFIG.
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