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System Requirements

Personal computer with 300Mhz or higher processor
64 MB of RAM or more (128 or more recommended)
At least 15 MB free disk space

Internet connection

Windows 98SE/ME/2000/XP/2003

Outlook 2000/XP/2003, or

Outlook Express 5.0/5.5/6.0, or

Eudora, Incredimail, Thunderbird, Mozilla, or

Opera, The Bat, Foxmail, Becky or Others
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Brief Introduction

A spam filtration software catering for the needs of the worldwide Chinese, which can
correctly distinguish emails in English, Japanese, Korean, Traditional Chinese and
Simplified Chinese, and even can intercept hostile link from advertisement service
provider.

Features

Support Any Mail Software

v It can use Outlook and Outlook Express software to collect mail, and you do not
have to learn something more.

v" It can use Letterman to collect mail and filter out junk mail quickly.

v' Support POP3, Web-based Hotmail/MSN and Yahoo email accounts

Fuzzy Grading Engine

v Correctly distinguish Traditional Chinese, Simplified Chinese, English, Japanese,
Korean and etc and filter these letters.

v" You can simply set to allow the reception of letters in English only.

v" Unique detailed feature appraisal report for each letter

v Built-in intelligent engine to ensure 100% automatic filtration of “via gra”,
“V.ia_grha”, “V.I.LA.GR.A” and etc

Other Enhanced Functions

v Junk mails will not come back.

v' Address book can be imported from Outlook and Outlook Express automatically.

v' White lists, user-defined letter protecting conditions and fast add "intelligent
fuzzy” filtration can be set.

v' By intercepting the links in the mail, it prevents ill-intentioned Web Bug mail
from gathering personal information

v Support multiple email accounts

v" Online system updating

v" You can use it immediately without training.
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Support Three Modes of Operation

>

Filtering junk mail by built-in user interface: use Letterman’s user interface to
receive and read new mails. This mode is suitable for the first collection of
letters every morning.

Proxy server intercepts the links in the mail: use Outlook or Outlook Express (or
other POP3 email software) , via Letterman’s proxy server, to intercept the links
in the mail to prevent ill-intentioned mail that contains web bugs from gathering
your private information. (Do not filter out junk mail, but only intercept the links
in the mail)

Proxy server filters out junk mail: use Outlook or Outlook Express (or other
POP3 email software) to filter out junk mail via Letterman’s proxy server, and
pack all the junk mail into a CompactOne (tm) letter.
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Installation Procedure

1. Execute the setup file (letterman_setup.exe, for example).
2. Select language for installation.
3. Click “Confirm” to begin the setup program.

e Setup - Letterman Spam Contral Pro 3 = Xll

I!-,;
J¢ Welcome to the Letterman Spam
y Control Pro 3 Setup Wizard
Thiz will install Letterman Spam Control Pro 3 on pour computer.

It iz recommendead that vou close all other applications before
continuing.

Click Mest to continue, or Cancel to exit Setup,

Cancel |

Click “Next” to continue.
5. After view and give your consent to the license agreement, click “Next” to

continue.

After select the directory for installation, click “Next” to continue.
Check the icon type you want to appear after setup and click “Next”.
Click “Setup” to begin installation.
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First Usage

After setup, this software will automatically:

Import the address book from Outlook and Outlook Express.
Start up the Setting Wizard.

In the Setting Wizard, you can:

v
v

Set the email account you want to use to collect letters via Letterman.
Set Outlook Express to use Letterman’s proxy server.

Set Outlook to use Letterman’s proxy server.

System filtering rule configuration wizard.

Configure user-defined rules.
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Letterman’s Setting Wizard

Setup W

— Quick Setup Type

Setting Outlook Express to use Lettermar Proxy

Setting Wuteak fouse Letterman Braw

Syztem rules setting wizard

IJzer rules

E st

() Do not shovs this wizard on startup

Set the Email Account You Want to Use to Collect Letters via Letterman

Setup W

— Account Setup [Letterman)
Email &ddress; I YOLTNameESimyCompany. com
FOP3 Server: Ipn:upS_ FMYCOMpany. com Part: 110 =
Login M ame: I_I,u:uurname
Password: I’“"“‘
< Previous Mext » Cloze

Set POP3 mailbox account data.
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Set Outlook Express to Use Letterman’s Proxy Server

Setup W

— Outlook Express Account Setup
Email &ddress; I YOLTNameESimyCompany. com
POP3 Server [127.0.01 Pat.  [T26000 =
Login M ame: I_I,u:uurname
Changed o Iynurnameﬂpupim_l,lu:u:umpan_l,l.|:|:|m

Fleaze close Dutlook Exprezs before you can change account setting from here.

Restore Auto < Previous Mext » Cloze

Automatically get Outlook Express’s first email account setting and change it. If there
IS no error, press “Next” to continue.

Hint: Please close Outlook Express before you can change account setting from here.

System Filtering Rule Configuration Wizard - Step 1

Setup W

— Supztemn Rules Setup

Current email account; ygurname@mycgmpany_cnm

Kind of this email: [ This iz homepersonal emai

Thiz iz office/company email

< Previous | Cloze |

Select the type of email account. Letterman has different default rule settings for
different types of accounts.

For example, generally, users of individual email address want less junk mail,
whereas users of corporate email address do not allow false deletion of (false
positives) letters from clients. Therefore, there are different default rule settings for
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accounts of different types.
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System Filtering Rule Configuration Wizard - Step 2

Setup Wizard

— Supztemn Rules Setup
() Elock email from o trust demain or country hie |
Enabled Letterman Prosy Server

Dizallow HT TP Connect on Mezsage

Enabled CompactOne

< Previous | Cloze |

Unapproved domains are not allowed to send letters to you: if it is not checked, then
the system will skip this kind of filtering check. (The system

allows .com/.net/.org/.edu/.gov. by default. For other domains (such as .hk/.cn/.de and
etc), please select approval or not at your discretion) Press the “inspection” button to
view detailed settings.

Start up the proxy server: if you want to use Outlook or Outlook Express (or other
POP3 email software), via Letterman, to intercept the links in the mail or filter out
junk mail, you must firstly start up the proxy server. After the completion of setting,
you just need to use your original Outlook and Outlook Express software to collect
letters and confirm that Letterman is running. You do not have to learn another set of
mail software. Outlook and Outlook Express will automatically process junk mail via
Letterman.

Do not allow the HTTP links in the letters: by intercepting the links in the mail,
prevent ill-intentioned Web Bug mail from gathering your private information.

(Recommend to check this item)

Start up CompactOne: use Letterman’s proxy server to filter out junk mail, and pack
all the junk mail into a CompactOne (tm) letter.
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System Filtering Rule Configuration Wizard - Step 3

o Wizard

— Supztemn Rules Setup

Block following east asia charzet

() Traditional Chinese [Eig5]
Simplified Chinese [GE]
Japanesze

F.orean

< Previous | Cloze |

Unallowable Asian characters: check Asian characters (in which a letter is written)
you do not want.

System Filtering Rule Configuration Wizard - Step 4

— Supztemn Rules Setup

E nabled following kewword filters

) Phamaceutical Harmful HTMLAAttachments
() Financial [ Intemet/Election

() Health () Others

) Sex

) Prome/Sel

) Leisure/Gamble

< Previous | Cloze |

Select the rules of key word filtering. If a rule is not checked, it means not to filter out
this kind of key words. For example, you are a financial company or you will receive

mail regarding finance, then you can uncheck “financial” and check to filter out other
kinds of key words.
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System Filtering Rule Configuration Wizard - Step 5

Setup Wizard

— Supztemn Rules Setup

All Donel

< Previous | Cloze |

Complete the setting. Press “next” to continue.

User-defined Rules Configuration
The system will jump to “user-defined rules” configuration menu, and you can add or
delete rules of filtering at your discretion.
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What is the Function of “Do not Allow the HTTP

Links in the Letters”

When the function of “do not allow the HTTP links in the letters” is on, for all the
mail that are collected via Letterman’s proxy server, if the letters contain http links,
they will be invalid. Thus you can prevent ill-intentioned mail that contains web bugs
from gathering your private information.

= Your opinion counts.
And it might be worth $1000!

= $1000
Synovate Consumer Opinion Panel

|
You can all the same press the hyper links in the letter. After press the hyper links, you
just need to change the httb:// in the IE website into normal http://.

User Manual 15/45



2 Invalid syntax error - Microsoft Internet Explorer |Z||E|[Z|
I3

File Edit Wiew Favorites Tools  Help |',
. a — n 3
- Y b ') . - ~
e Back \_/I Iﬂ Ig | /- Search ‘-}\f Favaorites
Address | bk [ v, wahatlink., comyForumy V| 5o

@ The page cannot be displayed

The page you are looking for might have been removed or had its
name changed.

Please try the following:

o COpen the www whatlink.com home page, and then look for
links to the information vou want,

» If vou typed the page address in the Address bar, make
sure that it is spelled correctly.

If vou still cannot open the page, click the Internet Explorer
@Search button to look for similar sites.

Internet Explorer

ﬁj Dane & Internet
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What are the Functions of Letterman CompactOne

(tm)

The is a “CompactOne letter” processed by Letterman while receiving junk mails by
Outlook Express.

From : <admin{@localhost.net> To: <admin@localhost. net: -
Subj: :Letterman: Total 5 Spam by CompactOne. [steven @ctaroup.net]  Date: Sat, ¥ Augz 2004 16:03:11 +0800 q - b
Rank Charset Subject To From Date Size File il

6 | ENG Discover and be Discovered Leo" cleo@ocaost et | ooecton” SSMMMENZ e mnnap 428 dokpto.emi
hacHzawiieros mail

"Walued Cliett" <stevendlo

3} EMG Meet peaple who want to meetyou. 070872004 Phi 391 dokpij.eml

calhost.net-
4 ENG SAP - Your Career Gateway to China ssteven@locahostnet-  <stevend@localhostnets 0705/2004 Pht 397 dekprd.eml
9 EMG Earn aB% rebate on ALL gas purchases ‘Gustomers" <steven(@local "Cuistomer Service” <edior- e mna oy 457 dekorid eml
host.nets umehitbeoy Sibfidcayma
. . "Fat Bumer funs" <netmark "Fat Bumer <editor-ftikxcncfa
10 ENG Lose Weight'While You Slee 07/08/2004 Phi 439 dekpid.eml
8 P idlocalhost.net ezuut@mani dlbnetu crpes. e
5 message(s) Whadtiaie () 2004

A copy of each processed junk mail will be kept in the file folder.
Example:
C:\Program Files\Whatlink\Letterman\Spam_archive\040803\g2c94g.eml

2% The default values after Letterman’s proxy server installation:

v" Proxy server’s default operating port number is 46000

v Turn on the function of “intercepting the links in the mail™.

v The function of packing junk mail into a CompactOne(tm) letter is not on by
default. Please turn on this function yourself if needed.
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Set the Mailbox Accounts in Letterman Manually

Start up Letterman and click Letterman’s smile icon in the bottom
right-hand corner of Windows.

] o 310 PM

@ Letterman Spam Control Pro 3.1 Registered Version

. . ) Open check mail window ’
Effective spam filtering with Letterman Spam Contral — : |
Bl Quit application when sessions are completed —
Ena.. |0.. 4 |Full address | Mail server | Account name | Password Pt
1@ ~| 110
[521] ) )
Event L Kind of mail server
el [FOP3 Server d
I'_—_ b ail server Host/IP address
HH |
Preference
LConfirm |
I *
Accountz
I8
Rules
I8
Fiegizter
I8
About
Add Mew | Delete | Beload Al | Save |

|'wihatlink Software Limited (c) 2004 [Added.

Click the “Mailbox Account” icon on the left and then the “Add” button. When a row
of newly-added accounts appear, click each item to set your account data.

For the kinds of incoming mail server, you can select POP3 server or Yahoo/MSN
online email.

Press the “Save All” button after completion, and the system will ask whether or not
to open the window right now and check the mail immediately.

Information -4

\_?() Save done! Open chedk mail window and chedk mail now?

Yes Mo |

User Manual 18/45



Manually Set Outlook or Outlook Express to Filter

out Mail via Proxy Server

To begin with, please change Outlook or Outlook Express account settings as follows:

Servers tabs - Incoming mail (POP3): 127.0.0.1

Servers tabs - Account name: your account name plus a “#” separator and then plus
the original mail server name.

Example: yourname#pop3.hkstar.com

Note that the “#”” separator can be changed in the “reception proxy configuration”.

*= Raymond's mailbox Properties

General | Servers |Cu:unneu:1iu:un Securty || Advanced

Server Information

My incoming mail serverisa | POP3 SErVer.

Incoming mail (POP3): (127.0.0.1) |
Outgoing mail (SMTP): | sritp piniat st |

Incoming Mail Server

Accourt name: (WHW%HMHMH) |
|
Password: | . ". |

Remember password \

[] Log on using Secure Password Athentication

e.d. yournameipopd.hkstar.com
Outgoing Mail Server 9-¥ idd

[ My server requires authentication

[ OK |[ Cancel ][ Apphy ]
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Advanced tabs - Server Port Numbers - Incoming mail (POP3): 46000
Advanced tabs — Server Timeouts: 5 minutes

*= Raymond's mailbox Properties

| General || Servers | Connection | Securty | Advanced

Server Port Mumbers

Outgeing mail (SMTP): Ilse Defaults

[ ] This server requires a secure connection (S5L)
Incoming mail (POP3): 4EI}I}I} I

[] This server requires a secure connection (S5L)

Server Timeouts
(Shl:nrt : J Long E-minutes)
Sending
[ ] Break apart messages larger than I:I KB
Deliveny

[ ] Leave a copy of messages on server

[ OK |[ Cancel ][ Apphy ]

Press “OK” to complete the setting. After the completion of setting, you just need to
use your original Outlook and Outlook Express software to collect letters and confirm
that Letterman is running. You do not have to learn another set of mail software.
Outlook and Outlook Express will automatically process junk mail via Letterman.
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Letterman’s User Interface

@ Inbax - View Messages
9 Check all | Sorting | Mark as Spam | Fast delete Spam | Cancel check | Bules ‘ Open mail client
Statistics: This program has killed 734 spam messages.
[17 |C2/ |Subject 3/ | T (Recipients) | Fram [Senders] | Date |Gize |P...|Ac. M. |C...
0 ENG Re: Firewall softwares "Steven @ Office” <steven@localhostt "lokn' <lokni@hkstar coms 29/07/2004 8 AE|w | 1 |w | w
1 ENG Statement for Aug 2004 "Members" <memberfree@hkstarnet>  "Hong Kong Star Internet Ltd" <biling? 16/03/2004 & 525w+ | 1 |» W
4 ENG Re: art design "Steve <steven@localhost net: “Jacky' <jacky2009E@hotmal. coms  29/07/2004 4 405w | 1 |w w
@ E EMNG Discover and be Discovered "Len" <leo@localhost.net: ""Connection" <editor-bfflicwehacSzawE 29/07/2004 4 436/ = | 1 |» | w
@ B EMNG SAP -“our Career Gateway to China <steven@localhost. nets <steven@localhost. nets 29/07/2004 4 405|w | 1 |w | w
@ 9 ENG Eamn aB% rebate on ALL gas purchaszes  "Customers” <steveni@locahostnet>  "Customer Service” <editor-umebgwbey 29/07/2004 4 465w | 1 |+ -
@ 10 EWNG Lose ‘Wweight YWhils vou Sleep ""Fat Burmer funs' <network@localhost r "Fat Burner <editor-tkencfaszuut@ma 29/07/2004 4 447w | 1 | [
@ 10 EMG Meet people who want to mest pou, "Walued O Mark as Spam 29/07/2004 4 393|w | 1 |w |w
Unmark as Spam
Preview Message
iew Match Rules
Allow this by ... 3
Block this by ..
I | 8 message(s) I I | I
|'whatlink (=] 2004 [ [11:27.03] Done! [ P

Toolbar in the In-box Window

9 Check all ‘ Sorting | Mark as Spam ‘ Fast delete Spam ‘ Cancel check ‘ Rules | Open mail client
Check new mail: check all the mailbox accounts that are set as “open/on”, and the
letters collected will be displayed in the letter list zone.

Re-sorting: use the multiple built-in methods of sorting, namely, 1) junk grading 2)
character coding 3) subject, to re-sort all letters.

Mark as junk: mark the selected letters as junk. Marking as junk mail does not
automatically add records to rule, and you can consider “mark as junk” has the same
meaning as “mark as to be deleted”.

Delete junk mail: connect to the mail server to delete all the letters that are marked as
junk, but not to collect new letters. It has a fast connecting speed.

Cancel check: terminate the Internet connection in use.

Rules of filtering: display user-defined mail rules. You can add, delete or change rule
settings.

Open email client: open the preset email software (for example, start up Outlook
Express, which can be changed in the “preset email software” in the main
configuration)
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The Letter List Area in the In-box Window

|F|ank 14 IEharset 2/ ISubiect as |T0[F|ec:ipients] | From [Senders] | Date | Size |P|AC|M|E|
B ENG Dizcover and be Discovered  “Leo" <leoi@locathost.net: "Connection” <editor-bfflcwzhacSzawizeros 04/08/2004 P 428|z| 1 |»|+|

You can press the left mouse button on the headings to sort the mail. Press and hold
the <Shift> key and press the left mouse button on multiple headings to perform
multiple sorting.

You can press and hold the left mouse button and drag the headings to arrange the
order of the headings.

Letter icon: there will be a small icon ahead of each mail, which indicates that this
mail has been marked as junk mail and will be deleted when the mail are checked next
time.

Hint: the system will automatically mark letters as junk according to the rules of
filtering, or you can select letters and mark them as junk mail at your discretion.
Letters that are marked as junk will not automatically add any rules of filtering, and
you can consider “mark as junk’” has the same meaning as “mark as to be deleted”.

Junk Grading, Character Coding, Mail Data, Content Preview, Detailed
Appraisal Report and Establish Rules

Junk grading: the system will automatically grade the letters according to the rules of
filtering. The higher the grade is, the letter is more likely to be junk mail.

Grade 0 represents letters from friends or electronic newspaper, and grade 1 or above
represents letters from non-friends.

Character coding: automatically distinguish English, Simplified Chinese, Traditional
Chinese, Japanese and Korean. It can be used for letter sorting or used in rules of
filtering.

Subject: mail subject.

Send To (recipients): mail recipients.

From (sender): mail sender.

Date: date of mail

Size: mail size.

Content preview: preview the content and header of mail. You can set in the “main
configuration” the number of downloaded rows of mail content text of each mail.
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To "Fat Burner funz' < network@localkozt net:
Date 29/07/2004 Abd 11:27.02
Subject Loze Weight While You Sleep

Fram "Fat Burner'' <editor-tksncfaszuutiimau. dbnetwark. nets - |

Lowser vour body Fat, build lean body mazs and lose weight
with a 14-0ap free tial of Dreamshapel

hitp: /b dbnetwark. net/ T A cfm?U =17 340436325 =73005
<a href="http: /b, dibretwark. et/ T Arocfm U =17 34049638 L =73055" Click. Here</a> |-
2 |

i Header

S x
Account: the numbering of the mailbox account.

Detailed appraisal report: a report that tells you what features that the system used to
judge this mail as junk mail. You can modify or individualize your own rules of
filtering according to the rule number listed in this report.

*MOT friends/newsletters *
FA120 * Harmful html = &
FBOO *Rare use of spmbol codes * @_
FHOOT = Diff. TimeZone *

=== Uzer Rules Below -=-=-=-

A X

Establish rules: establish new rules of filtering.

Fast create uzer rule
- - YI
Auto Decizion Making —_ |
ock 1t
Preprocess
X

You can select the conditions of filtering (subject, recipients and sender) you want to
establish, and then change the filtering character string at your discretion. Just press
the “block this mail” button.

For example, select the item with the subject of “lose weight while you sleep”, and
then change it into “lose weight”. Press the “block this mail” button to establish a new
rule of filtering immediately.

Preprocessing: you can preprocess the character string prior to the filtering of the
character string. For example, eliminate unwanted blanks or #$%... and etc, which
allows the character string comparison to cover the different variations of the
character string in a more comprehensive way. you can change the settings in the
“preprocessing 1 meaning” in the rule grading configuration.
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Right Mouse Button Pop-up Menu
After a letter is selected in the letter list zone, press the right mouse button, and then
the following menu options will appear.

b ark az Spam

nmark, az Spam

Smart Mark az Spam
b ark. Al
M ark Al Abowve

b ark. &l B elow
bark 10

Smart Unmark az Spam
I mark: Al
Unrnark Al Above
Unrnark. All Below
Unrnark <10

Preview Meszage

Wiew Match Rules
| Alla thiz by . » Add Fron Sender o Friends List
Block, this by .. Add TorRecipients ta b ailling List

Mark as junk: mark the letters selected as junk. Marking as junk mail does not add
any rule of filtering, and you can consider “mark as junk” has the same meaning as
“mark as to be deleted”.

Mark as non-junk: mark the letters selected as non-junk.

Fast mark as junk: mark as junk with different conditions.

Fast mark as non-junk: mark as non-junk with different conditions.

Content preview: preview the content and header of mail. You can set in the “main
configuration” the number of downloaded rows of mail content text of each mail.
Detailed appraisal report: a report that tells you what features that the system used to
judge this mail as junk mail. You can modify or individualize your own rules of
filtering according to the rule number listed in this report.

Approve this mail: establish new approved rules.

Block this mail: establish new block rules.

Other Letterman Configuration Menus

] o 310 PM

Press the right mouse button on the smile icon in the bottom
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right-hand corner of Windows. The following window pops out:

1 View Meszages

4% Check Al
AutoCheck Mail
Bules

+  DOptiohs

o web -Wwhatlink
About

X Quit

Select the “Configuration”.

The Letterman configuration menu appears as follows.

civate this software

Effective spam filtering with L etterman Spam Ceontrol el U o) T

Bl Quit application when sessions are completed

IGene[aI| Fules | Yiew Mezzages Window | Prosy |

[22:2] [ Import address book from Outlook and Outlook Express at program starup
Ewvent Log
Default mail cliernt Imsimn.e:-:e _I
I=s
Language ‘English i
Preference [Engis —I
l__' (0 AutaCheck Mai
ecking interval [minutes
HH Checking i | [mi ]
Accountz I 10 E‘
I Hatrmail v ahoo Connection time out [seconds)
Rules I 300 EA
FPOP3 Connection time out [seconds]
I8 & =
Fiegizter
Preload lines of mail body for preview
r—_ | n =]
221
About

|Whatlink Software Limited [c] 2004 | [17:34:40] Dane!
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Icon of Event Log
With it, you can view the mail event log, proxy event log and letter deletion (delete
junk mail) log.

Icon of Configuration Wizard
It can start up the Configuration Wizard. Refer to the “Letterman’s Setting Wizard” in
this document above.

Icon of Configuration

It can change mail configuration, rule grading configuration, in-box window
configuration and the reception proxy configuration.

Items of main configuration

civate this software

Effective spam filtering with L etterman Spam Ceontrol el U o) T

Bl Quit application when sessions are completed

IGene[aI| Fules | Yiew Mezzages Window | Prosy |

[22:2] [ Import address book from Outlook and Outlook Express at program starup
Ewvent Log
Default mail cliernt Imsimn.e:-:e _I
I=s
Language ‘English i
Preference [En —I
_- (0 AutaCheck Mai
HH

Checking interval [minutes)

Accountz I 10 E‘

I Hatrmail v ahoo Connection time out [seconds)
Rules I 300 EA
FPOP3 Connection time out [seconds]
I8 & =
Fiegizter
Preload lines of mail body for preview
r—_ | n =]
221
About

|Whatlink Software Limited [c] 2004 | [17:34:40] Dane!

Set whether or not to automatically import email addresses by Outlook and Outlook
Express when Letterman starts up.

Present email software: set in the Letterman interface which preset email software
shall be open.

Check email regularly: collect and filter new mail regularly in the Letterman
interface.

Set “the number of downloaded rows of mail content text of each mail”. The system
will use this set value to decide the number of downloaded rows of mail content text

User Manual 26/45



and header, and then filter the mail according to the mail content. Users can preview
in the letter list zone the mail content and header downloaded.
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Items of rule grading configuration

J' | Wiew Mezzages Window | Prowy |
Clazzify mezzage az Spam if zcore iz higher than
n =

() Delete spam immediately [don't show spam in the inbox)

Preproceszs 1 means:

Remove urwant space
Remove syrmbals [1"BERE P+ - A0 <= 2@

Preprocess 2 means:
Remove unwant space

() Remove symbols ["#33E8 )5 - A0 = W@
Mark as junk mail if the junk grade exceeds: the system will grade each letter
according to the rules of filtering. If, after the system has completed its inspection of
the rules of filtering, the letter is not marked as junk, but its grade is higher than this
set value, then mark this mail directly as junk mail.
Delete junk mail directly on the server (do not appear in the in-box): do not display
the junk mail marked by the system in the in-box (the letter list zone), and just delete
the junk mail directly on the server. Warning: please use this option with care.
Preprocessing 1 and 2 meaning: you can preprocess the character string prior to the
filtering of the character string. For example, eliminate unwanted blanks or #$%...
and etc, which allows the character string comparison to cover the different variations
of the character string in a more comprehensive way. This function will also be
applied in “conditions in the user-defined rules” and “rule established in the letter list”
at the same time.
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Items of in-box window configuration

General | Rules | f View Messages Window: | Froxy |

Predefined smart mark. az Spam in pop-up memn

If zcore 1z above

Predefined zrart unmark. az Spam in pop-Lp menu

[f zzore iz below

Define fast marking: in the letter list zone, set the grade number in the pop-up menu.

b ark. az Spam

nmark as Spam

Smart Mark az Spam

b ark. Al

b ark, Al Above
b ark. &l B elow
M ark 10

Items of reception proxy configuration

-

Smart Unmark. az Spam -
Urrnark Al
Unrnark All Above
Unrnark Al Below
Unrnark <10
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eneral | Rulez | Yiew Mezzages Windaw ||F'ru:u:-c_l,l |

Enabled Proxy Server

Prowy Listern Port I 45000 E‘
Delimeter for Usemame and Domain |1:t s I

Dizallow HT TP Connect on Meszage

Enabled CompactOne

|ghore Compactdne for following users [e.q. pournamefpopd. mycormpany. com]

RHDRAOAR P00
=

Start up the proxy server: if you want to use Outlook or Outlook Express (or other
POP3 email software), via Letterman, to intercept the links in the mail or filter out
junk mail, you must firstly start up the proxy server. After the completion of setting,
you just need to use your original Outlook and Outlook Express software to collect
letters and confirm that Letterman is running. You do not have to learn another set of
mail software. Outlook and Outlook Express will automatically process junk mail via
Letterman.

Proxy’s operating port number: proxy server’s listening port number.

Separator (username#domain.com): how to read the account name in Outlook or
Outlook Express after setting (i.e., the original account name plus a separator and then
plus the original incoming mail POP3 server name)

Do not allow the HTTP links in the letters: by intercepting the links in the mail,
prevent ill-intentioned Web Bug mail from gathering your private information.

(Recommend to check this item)

Start up CompactOne: use Letterman’s proxy server to filter out junk mail, and pack
all the junk mail into a CompactOne (tm) letter.
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The following accounts processed other than by CompactOne:

You can set email accounts not to be filtered by CompactOne proxy server.

For example, you have some email accounts that often receive potential or unknown
clients from different sources. Corporation’s support and info email accounts will
often receive letters from some unknown clients. If you do not want these email
accounts to be filtered by CompactOne proxy server, you can add these email
accounts here.

Please use the format yourname#pop3.mycompany.com for the email accounts added,
and this format shall be the same as the set value you set in the “server item - account
name” in Outlook/Outlook Express.
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Icon of Mailbox Account
You can add, change or delete the accounts used in Letterman. Click each item to set
it.

@ Letterman Spam Control Pro 3.1 Registered Version

Effective spam filtering with Letterman Spaim Control mne il | &

Bl Quit application when sessions are completed —

Ena.. |0.. 4 |Full address | Mail server | Account name | Password Pt

M 1 @ ~| 110

&P

Kind of mail server
[FOP3 Server d

Ewvent Log

b ail server Host/IP address

|
LConfirm |

E-ull

Preference

E-ull

Accountz

Al 7

)

eqgister

E-ull

I
=
=]

=

Add Mew Delete Beload Al Save

|'wihatlink Software Limited (c) 2004 [Added.
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Icon of Rule
You can click pattern to skip over pages quickly.

How Letterman ™ worl:s

Delete l
Incoming

Ernails

F e ) Mo r B Mo p_——

+ Frorm Friends + Trosees + Trusted

‘__’_..-"' Mewsletters Darm ains
/ Yes

res
Gk Ok
m -~
Custom ‘ Sustamn |
= d Rules Rules e B

b f‘,._ Protectad
Mail Client O by R”'V T ?
,J ) Undelete lDeIete

EHow it work s I Friends Lizst [Fram) I Mewsletters List [Ta) I Trusted TLD 2 [From D'amain) | Syztem Rules I Cuztom Fules I

The operation of rules of filtering

Check whether the mail sender and recipients are in the approved friend list. If they
are not found in this list, go on to the next comparison;

Check whether the domain of the mail sender is in the approved domain list. If it is
not found, mark this letter as junk; if it is found in the list, go on to the next
comparison;

Compare this letter with all “the system’s built-in rules” selected, and the system will
grade the letter according to the rules and decide whether or not to mark is as junk
mail. If it can pass all the rules, go on to the next comparison;

Compare this mail with all the selected “user-defined rules”, the system will grade the
letter according to the rules and decide whether or not to mark it as junk or to protect
it. If a letter has passed all the rules, it is generally a normal letter.
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Friend list (sender)

Approved sender list. You can use * and ?

For example: set to approve any sender is mail from inside you company:
*@companyname.coms,

Press “automatically import the addresses” to import addresses from Outlook/Outlook
Express and add them to the list.
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Approved electronic newspaper (recipients)

Approved recipients list. You can use * and ?

For example, approve the electronic newspaper you have subscribed to. As generally
the recipients of each electronic newspaper are all the same, for example, Yahoo
Video Games electronic newspaper’ s recipients are: videogames@yahoogroups.com,
but the senders are different each time. Therefore, if you want to approve this
electronic newspaper, we must add the email address to this list rather than to the
“friend list”.
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Approved domain (sender domain)
Check the sender domain, and mark all the letters from unproved domains as junk.

Enable email domain checking Save Change |
Spam rank if domain is not trusted |1 - I Mark as Spam
|Eeneric Domains [gTL__. |Enuntry-[2m:le Domainz [ccTLDz) -
Trugted | Domain Trusted | Domain | Courtry
LCam ] .gg Guernzey
.het ] .gh Ghana
.arg ] .gi Gibraltar
edu ] gl Greenland
gow ] .gm Fambia
] =1=u] ] .gn Guinea
] .biz — ] .gp Guadeloupe j
] .coop ' ] .gq Equatorial Guinea
] .infa ] .ar Greece
] .int ] .gs South Georgia and the South Sandwich |zlands
] il ] gt Guatemala
] LEEUm ‘ ] .gu Guam
] _harne - ] gw Guinea-Bizzau
[] -pro ] gy Guyana
ik Hong Fang
] Nalii] Heard and McDanald lslands
] i Honduras
] r CroatiarHrvatska
L] ht Haiti
L] hu Hurngary
] id Indonezia -

Unapproved domains are not allowed to send letters to you: if it is not checked, then
the system will skip this kind of filtering check. (The system

allows .com/.net/.org/.edu/.gov. by default. For other domains (such as .hk/.cn/.de and
etc), please select approval or not at your discretion) Press the “inspection” button to
view detailed settings.

Junk grading: if the domain of the mail sender is not in the approved domain list, the
system will add the set value as the junk grade to this letter. (The above-mentioned
“unapproved domains are not allowed to send letters to you” must be turned on.)
Also mark as junk: if the mail is not in the approved domain list, then, in addition to
adding the grade, it will also mark this letter as junk mail. (The above-mentioned

“unapproved domains are not allowed to send letters to you” must be turned on.)

Save: save the settings.
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The system’s built-in rules
The built-in rules of filtering that are installed with the system. They are all on by

default. You can use the Configuration Wizard to set them quickly or turn them on or

off or decide whether or not to mark as junk mail as needed at you discretion.

Enabled [ID | Rule Description | Action

FEO10 Subj rare use symbol Ibrts -
FEO11 FrarM ame: rare use symbal Ifrth -
FEOT 2 SendTaMame: rare uze sprmbal Ifrth -
FEOZO Subj digit gap 2 orth -
FEOZG Subj space gap 2 orth -
FEOZG Subj plenty space Ifrth -
FROZY Subj repeating characters 2hrth -
FEO30 Subj uncommon capital letters A Ikth -
FEO31 Subj uncomman capital leters B Itth -
FEO40 From&ddr: ireealid email A 2huth -
FEO41 Fram&ddr: invalid email B Itth -
FEO42 Framaddr: invalid email C 24th -
FEO43 Framdddr: invalid email D 1 * I
FEO44 Framéddr: invalid erail E Ibph -
FEO4E Todddr: invalid email & 2 -
FED49 Dictionary fttacks 24th -
] FEOO Tranditional Chineze [BIGH] 1 -
FEOOZ Simplified Chinese [GE] 2 Fth -
FEOQZ Japarese 2R -
FEOO4 k.orean 25th -
FHODO Different Timeone 3 -
FHOSO Mat by Outlook, or Express 1 -
FHOS1 Mat by commaon mail software 21th -
FHOBO Fake a mail zoftware & IR -
[w] [ Iy =] Exla = rnail sobbuans B 2 R =1

Turn on: turn on this rule of filtering. If it is not turned on, the system will skip this

item of inspection.

Serial number: system number. This serial number will also appear in the “detailed

appraisal report”.

Rule description: description of the mode of filtering.
Action: you can set the action of rules at your discretion.

Save: save the settings.

Spam rank Im - I

bark az Spam

LCanfirm |

X

Junk grading: if the mail can not pass this rule of filtering, add this grade.
Also mark as junk: if the mail can not pass this rule of filtering, in addition to adding

the grade, it will also mark the letter as junk mail.
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User-defined rules

The rules of filtering that can be added or deleted at users’ discretion.

Ena... | Name

/| Criteria | Actions
blark. fram F=" 3 Spam
blank subject =" 3 Spam
blank ta T=" 3 Spam
Walidate Rules | Add Hew | Delete | Reload Al | Save Al |

Hoaw it Wharks I Friends Lizst [Fram) I Mewsletters List [Ta) I Trusted TLD 2 [From D'amain) | Syztem Rules § Custom Fulesz I

Turn on: turn on this rule of filtering. If it is not turned on, the system will skip this

item of inspection.

Rule name: simple description of your user-defined rules.
Conditions: the conditions of filtering of rules. You can select single condition of

filtering or multiple condition of filtering.

—Criteria &

) Preprocess 1

I From Addre ;I I Equalz

- I Igames@yahnngraups.cam

() Preprocess 2
Ignore Case

() Only Criteria & Criteria & .and. Criteria B

() Criteria & .or. Criteria B

—Lriteria B
) Preprocess 1
ISuI:uiEu:t LI II:-:untains LI Iannu:uunu:e () Preprocess 2
|ghore Case
X

Arule of filtering can be divided into two groups of conditions of filtering, i.e.

condition A and condition B.

Single condition of filtering is to use the condition A only.
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As for multiple condition of filtering, you can either select that both the condition A
and the condition B shall be met at the same time, or select either of them shall be
met.

Source of comparison: the place in the mail concerned used for comparison, such as
sender name, sender address, subject, copy, mail dispatching procedure and etc.
Method of comparison: how to compare the character strings, such as by including,
equal to, equal to blank, excluding and etc.

Comparing character string: the character string you give.

Preprocessing: you can preprocess the character string prior to the filtering of the
character string. For example, eliminate unwanted blanks or #$%... and etc, which
allows the character string comparison to cover the different variations of the
character string in a more comprehensive way.

Ignore the difference between the upper case and the lower case: whether or not to
ignore the difference between the upper case and the lower case in character string
comparison.

Save: save the settings.

Action: you can set the action of rules at your discretion.

Spam rark. Im - I

() Motify user by zound [Important mail)

() Pratect [Don't mark spam or delete]
() Finally set spam score ta 0
@ Mark az Spam
() Do nat display email on Inbox [Hide email]

Canfirm

X

Junk grading: if the mail can not pass this rule of filtering, add this grade.

Reminding tone for important mail: remind user with special tone.

Protect the mail (not mark it as junk or delete it): used for letter protection, which can
protect letters from being deleted.

Reset junk grade to zero: reset the grade and sort the letter at frontmost.

Also mark as junk: if the mail can not pass this rule of filtering, in addition to adding
the grade, it will also mark the letter as junk mail.

Letters will not be displayed in the mailbox (concealed letters): do not display this
letter, for example, conceal some junk mail that will be received regularly.

Save: save the settings.
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Icon of Online Updating

Automatically check the version in use, decide whether or not the system needs to be
updated, and directly online update .exe file, multilingual files and filtering rule files
in the system.

Icon of Registration
With it, you can perform online payment or launch to register this software.
Register => Activate

{;[é;”’ Secure order online PayPal

‘74 Enter serial number

How to activate Letterman by enter serial number
Press the “Enter serial number” button in the “registration items”.

Just input your Letterman serial number into the window as shown below. In
registration, please wait a minute and confirm that the computer has connected to the
Internet.

Activate Software

Serial Number: ||

Wk LCancel

Icon of About
View Letterman’s copyright and Version

Letterrman Spam Control Pro 3.1 (build 229)

Developed by Whatlink Software Limited.
http:dfneeee whatlink. com

Copyright 2004 () Whatlink Software Limited.
All rights reserved.
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Rule Example A: Collect Letters in Traditional

Chinese and English Only (Use the Setting Wizard)

I use private email address and do not want to receive mail in simplified Chinese, and

as for other rules, just use its built-in settings.

1) To begin with, press the Configuration Wizard.

2) Select “system filtering rule configuration wizard”.

3) Select “This is self-use/personal email address”. Press “next”.

4) Check:

v" Unapproved domains/countries are not allowed to send letters to you
v’ Start up proxy server
v" Do not allow the HTTP links in the letters
v/ Start up CompactOne
Press “next”.
5) Check:
v" Simplified Chinese character
v Japanese character
v Korean character
Do not check Traditional Chinese character
Press “next”.

6) Select the type of key word filtering as needed. If not checked, it means not to
filter out this kind of key words. Press “Next” to continue.

7) Press “Next” to complete.

8) You can collect letters either in Outlook/Outlook Express (you need to firstly
change your Outlook/Outlook Express settings. You can use Letterman’s
Configuration Wizard to set Outlook/Outlook Express quickly) or in the in-box
window of Letterman.

Rule Example B: Do not Receive Mail in Simplified

Chinese

I just do not want to receive all the mail in simplified Chinese, and all the other letters

shall be kept.

1) In the “approved domains (sender domain)” in the “Rules”, do not check
“unapproved domains are not allowed to send letters to you”.

2) Open only the “FE002” item in the “system’s built-in rules” and close all the other
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items.

3) Close all the items in the “user-defined rules”. Press “Save All”.

4) You can collect letters either in Outlook/Outlook Express (you need to firstly
change your Outlook/Outlook Express settings. You can use Letterman’s
Configuration Wizard to set Outlook/Outlook Express quickly) or in the in-box
window of Letterman.
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Rule Example C: Do not Allow Unapproved Domains

and Intercept the Links in the Mail

I will receive mail from .hk and common .com/.net domains only, and mail from other
unapproved domains are not allowed to be collected, in addition, | want to intercept
the links in the mail to prevent ill-intentioned mail that contains web bugs from
gathering personal information.

1)

2)
3)
4)

5)
6)

7)

In the “approved domains (sender domain)” in the “Rules”, check “unapproved
domains are not allowed to send letters to you” and select the general top-level
domains (gTLDs) and country-code top-level domains (ccTLDs) you trusted.
Press “Save”.

Close all the items of “the system’s built-in rules”.

Close all the items in the “user-defined rules”. Press “Save All”.

Confirm that the “proxy server” in the “reception proxy configuration” of
“configuration” has started up.

Check “Do not allow the HTTP links in the letters”.

Do not check “start up CompactOne” as follows:

Enabled Praoxy Server

Priowy Listen Part 4E000 -2

Delimeter for Uzername and Diomain Ii:t ~ I

Dizallow HTTP Connect on Meszzage
[C) Erabled Compactdne

You can collect letters either in Outlook/Outlook Express (you need to firstly
change your Outlook/Outlook Express settings. You can use Letterman’s
Configuration Wizard to set Outlook/Outlook Express quickly) or in the in-box
window of Letterman.
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Rule Example D: Allow the Reception of Mail with

Subject that Contains a Certain Character string

I have been buying and selling medicines Viagra and will now and then receive email
that contains the word “Viagra”. How to set not to filter out this word?

1) Press “Add” in the “user-defined rules”.

2) Change the rule name.

3) Click the data you have just added, and input the following conditions:

Criteria £
Preprocess 1
|5u|:uieu:t ﬂ |Enntain$ ﬂ |viagra () Preprocess 2
Ignore Case
Only Criteria & () Criteria & .and. Criteria B () Criteria & .or. Criteria B
Canfirm
X

4) Please select “Subject” as the source of comparison and select “Include” as the
method of comparison. Please key in viagra as the comparing character string.

5) Check “Preprocessing 1” and “ignore the difference between the upper case and
the lower case.”

6) Press “Confirm”.

7) The action of inputting the rules is as follows:

() Motify user by zound [Important mail)
»Zr Pratect [Daon't mark zpam or delete]
() Finally set spam score ta 0
) tark az Spam
() Do nat display email on Inbox [Hide email]

X

8) Please select junk grade as 0.

9) Check “Protect this mail” and “Reset the junk grade to zero”.

10) Press “Confirm” and then “Save All”.

11) You can collect letters either in Outlook/Outlook Express (you need to firstly
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change your Outlook/Outlook Express settings. You can use Letterman’s
Configuration Wizard to set Outlook/Outlook Express quickly) or in the in-box
window of Letterman.
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