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1 Function and area of use

This startup document describes the functionality of the built-in Ethernet port of the

QnUDE(H) range of cpu:s.

2 About this Start Up document

This Start Up document should not be considered as a complete manual. It is an aid to be
able to start up a normal application quickly and easily. For further information we refer to

the manual of the controller,

QCPU User’s manual (Function explanations, Program fundamentals).

In this document the following software and hardware have been used:

Software

e GX IEC Developer 7.04 / GX Developer 8.72A

Hardware
e QO06UDEH CPU

This document and other Start Up documents can be downloaded from our homepage,
www.beijer.se. Please use the address manual@ beijer.se for feedback on our Start Up

documents.
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4 Overview of functionality

The following functionality is available for the ethernet port

e Programming interface using GX IEC Developer 7.04 / GX Developer 8.72A or

later.

e Communication interface using MC-protocol connecting Operator terminal, SCADA

etc.

e SNTP Client (Simple Network Time Protocol)

e FTP server

4.1 Using the ethernet port as programming interface

4.1.1 Simple (direct) connection

The simple connection feature allows the user to communicate to the cpu without setting an
IP-address. This mode is only available when it is a direct connection without a hub/switch.
Both straight or crossed twisted pairs cables can be used.

GX Developer

Ethernet cable

- o m

e o
A
CCIE Cont MET(II] CC-Link Ethernet [ AF SSC
NETA0H board board board board board net
board J ;]
Metwork Mo. |1 StationMo. |1 Pratocal |TCP
| PLC side [/F
CCIE Cont  MMET(I) CC-Link Ethernet C24 G4 Bus
MET/10[H] module module module module
module _JJ
PLC side I/F Detailed setting of PLC module
PLCmode  |OCPUGmods)  ~
¥ Ethemet port direct connection m ok
Mo specification Otk etting
) = I 1] 0
Time out [Sec.) ’ﬁ
C24  CCIE Cof ‘
MET/ D[l
; g g g Spstem image...
T2 3 4 | |ine Connected (A/46TEL,C24)...
c24 CCIE Cont MET(]  CC-Link  Ethemet
META10H
- _[ ! Target PLC 0K
Accessing host station W

Close
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4.1.2 Network connection

To be able to program and monitor the cpu over a network the Ethernet parameters must be
set.

Set the IP address and then click the “Open Settings”, Melsoft connection = programming
software

Download the project using the USB interface or the Direct connection described in chapter
4.1.1 and then reset the cpu.

PLC name ]F'LE pstem ]F'LE file ]F'LE FAas ]Deviu:e |F'ru:ugram ]Eh:u:ut file ISFE ]I.-"EI azzignment  Buil-in Ethemet port

IP address .
Open zettings
DEC -
Irputfaemet Built-in Ethernet port open settings
IP address [ 192] 168 1] 10|
Host station
Subret mask pattern | | | | | Protocol Upen system part Mo
1 |UDP » |MELSOFT connection =
Defaulk router IF address [ [ [ [ | > |TCP + |MELSOFT connection =
3 - -
4 - -
Cormrmunication data code 5 - -
{* Binary code S hd bl
" ASCH code 8 = =
9 bt -
10 hd -
[ Enable anline change [FTF, MC pratacal] 11 = =
| Dizable direct connection to MELSOFT :Ié = =
[ Do not respond o search far CPU [Builtin Ethermet port) an 14 - -
15 - -
16 b -
End Cancel

Acknowledge =Y aszignment | kMulliple CPU settll
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After the reset, set the communication settings in GX (IEC) Developer like this.

Transfer Setup

5%

CCIE Cont
HET/A0H

MHETII]
board

CC-Link Ethernet

PLC

&F

board board board board net
board J ﬂ
Metwork, Mo, |1 Station Mo. |1 Pratocol |TEP
g | ] 1 L
PLC CCIE Cont  MMETII] CC-Link. Ethermet C24 G4 Buz
module HETA10[H] module module module module
module J j

PLC mode  |ACPU[G@made]

IP address / Host |'IE!2.'|EB.'I.'IEI

= =

Connection channel list...

Mo specification Other station[Single netwaork] — Other station[Co-exiztence network]

PLC direct coupled setting

Time out [Sec.] |30 Retmy times 1] Cormestion fest
M etwark, ‘ ‘ ‘ |
oute
o PLC type |
C24 CCIE Cont  MET(IN CC-Link  Ethemet
MET0H Detail
H) Multiple CPU setting— |
; ; ; ; Suztem  image...
‘ ‘ ‘ ‘ T2 3 4 ' line Connected [Q/4ETEL.C24)...
C24 CCIE Cont  METII] CC-Link  Ethemnet
NET/10H] Target PLC 0K
Acceszing host station |Nu:|t specified
Cloze

It’s possible to search for QnUDE(H) cpu:s on the network and display them in a list, by

clicking PLC module and then the Find CPU button.
PLC side I/F

Detailed setting of PLC module

PLCmode  |BCPU@Emodz] v |
| Ethemet port direct connection Cancel
o |Paddiezs  [192 168 1] 10] IP input format | DEC. -

" Host Mame

Find CPU [Built-in Ethernet port] on netwark, ‘
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The result is displayed like this.

Find CPU (Built-in Ethernet port)

X

Label

0 0 CPU-01 Co tro
0. 97, 14,101 [ZRLOEACFL TF-02 Error monitoring

Findz CPU [Builtin Ethemet port] on the same retwork. This cannot be performed when the following happers:
- No response wihin a specific time period.

- Conrected via a rouler or subnet mask is diffeent

- "D not respond ta search for CPLU [Builtin Ethemet porf]” is checked in PLC paramets.

0K

Update

The IP address of the
corresponding CPU is input
automatically by clicking
the OK button.

/
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4.2 Communication using the MC-protocol

The MC-protocol makes it possible for external devices such as Operator terminals, OPC-
servers and SCADA-systems to communicate with the cpu. The protocol used is the QnA-
compatible 3E frame, same as for the QJ71E71-100 with some minor limitations, refer to the
QCPU User’s manual (Function explanations, Program fundamentals) chapter 7.4 for

details. To activate the MC-protocol the following must be done.

1. Select if the datacode should be Binary or ASCII when using the MC-protocol.

The most

common is the Binary code. An example of external devices using Binary code is

CitectScada, E1000-series and Beijer Electronics OPC-server.

2. Activate the “Enable online change”. When this option is ticked the external device is

able to write data to the cpu.

3. Click the “Open Setting” and create a connection using the MC Protocol. In this

example two UDP ports using portnumber hex 0401/0402 (dec 1025/1026) are

opened.

Valid range of portnumbers is hex 0401 - 1387 (dec 1025 — 4999) and hex 1392-FFFE

(dec 5010 — 65534).

4. Download the project and reset the cpu.

Note! The AutoUDP ports, 5000/5001, is not available as in the QJ71E71-100.

FLC name | PLC system |F'LE file |F'LE Ras ]Device ]F'mgram ]Ecu:ul file ]SF'T ]I.-"D azzignment  Built-in Ethernet port }

]

ol

IP address .
Open zettings
Input format |DEC X e y :
Built-in Ethernet port open settings
IP address [ 192] 16 1]
Hoszt station
Subnet mazk. pattern | | | | | Protocal Open system CORH
1 |UDP + ([MELSOFT connection -
Detault rauter |P address | | | | | 5 [Tcp = [MELSOFT conmection =
3 |UDP  |MC Protocol - 040
4 |UDP » |MC Protocol - 0402
Communication data code 5 = =
1 | & Binay code ? = s
" ASCH code a8 hd -
=l b -
10 - -
2 | ¥ Enable orline change [FTP, MC protocal] 11 = =
| Dizable direct connection ta MELSOFT 12 = =
1 3 Bt -
[ Do not respond o search for CPU (Built-in Ethermet port] ar 14 = =
1 5 s -
1 E b -
End Cancel

Acknowledge ¥ azsignment | Multiple CFL setrirl
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4.3 Communication using the Socket function

The Socket communication function provides data communication with devices connected
to the network using dedicated instructions. The socket communication uses an open TCP or
UDP frame to communicate with other units. Example of devices could be barcode readers,
network printers, PC:s and other units connected to the network.

Data sand

SP30CSND insrucion

Socket communicafion
recaive data area*!

Sequance Connection No. 1
program . ) Connection No. 2
SSREOCRCY netruchaon Erencrssannioiom poal
5 S0CRCVS nsrucion Connection Mo. 3 ~— A
e -1 External devi
< Receive data raad—| ] -< Drata receive najgeves
[ o
Connection No. 16

The following instructions are used for communication. For details refer to chapter 4 in
QnUCPU User's Manual (Communication via Built-in Ethernet Port)

Instruction Description Reference section
SP.SOCOPEN Establishes a connection Section 4.1
SP.SOCCLOSE Disconnects a connection Section 4.2
SP.SOCRCV Reads out received data (in END processing) Section 4.3
S5.50CRCVS Reads out received data (upon execution) Section 4.4
SP.S0OCSND Sends data Section 4.5
SP.S0CCINF Reads out connection information Section 4.6
SPSOCCSET Changes communication target of UDP/IP communication Section 4.7
SPSOCRMODE Changes receive mode of the connection Section 4.8
S(P).SOCRDATA Reads out daia in the Socket communication receive data area Section 4.9

Programexamples and functionblocks are available, EthernetAdvancedQnUDE.

NOTE! To use the functionsblocks or the dedicated instructions directly GX IEC Developer
7.04 must be used. Also the serialnumber (first five digits) of the QnUDE(H) must be 11012
or later

Click here to download

www.beijer.se 8 (14)
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From the example project GX IEC Developer EthAdvancedQnUDE Socket Communication

i
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4.4 SNTP Client function

The Built-in Ethernet port QCPU time setting function queries a time information server to
get the time at the specified timing and sets the time sent from the time information server as
clock data for the CPU module.

Quenying a time sarser | . "‘5
to get the time —

yd

LAN

|Setting the time in a server to the CPU|

The time setting operation is executed based on the following timing.
* At programmable controller power ON or CPU module reset

* At a specified time interval 1-1440 min or a specified time 00:00 — 23:30
* At special relay ON, SM1270

FLC name | PLC system ]F'LC file ]F'Ll: Ras ]Device ]F‘mglam ]Bcn:-t file ]SFC ]IJD azzignment  Built-in Ethernet port
Built-in Ethernet port time settings
Time zettingz
IP address . SNTP
Open zettingsz
e SEE JDEE :lv - SNTP server IP address [ 192] 1eg] 1] 1]
FTF zettings
IP add 152 168 1 10
address | | | | | Input format |DEC -
Time zettingz
Subnet mask pattern [ | | [ |
Time zone [GRAT +1:00) -
Default router IP address | [ [ [
Setif it is neads
Eorihicahtn A S code [~ Execute time setiing at tum ON/reset
* Binary code Al enor occunrence | Lon! v
" ASCH code
i E tiot interval !
¥ Enable anline change [FTP, MC pratocol] G A
I Disable direct connection to MELSOFT
+ E tion i | - hd
[ Do not respond ta search for CPU [Builtin Ethemat port] on netwark ot 12 -
Drefault | Check, I End Canicel ‘
1
Acknowledge #Y aszignment | Multiple CPL sethings Default Check, End | Cancel | |
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4.5 FTP Server function

Programmalbde controller CPU (FTP s-cr-.-‘cr:!

QCcPU

[ T - F’arameter

Program
Data

—— Read
|: | - — Write

External device (FTP client)

L i

Ethernet

With the built-in FTP server function the following functions are available:

1. Reading (downloading) files from Built-in Ethernet port QCPU
A function for storing CPU module files in an external device.

2. Writing (uploading) files to Built-in Ethernet port QCPU
A function for registering files stored in an external device to the CPU module.

3. Browsing Built-in Ethernet port QCPU file names
A function for checking files registered in the CPU module on the external device

side.

To read and write files to the FTP-server the command prompt in Windows has to be used.

For more detailed information about the FTP functionality refer to the QCPU User’s manual

(Function explanations, Program fundamentals).
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4.6 Remote password function, (GX Developer only)

The remote password function is a function to prevent unauthorized access (ex.
corrupting data and programs) from external devices.

The function is applicable for the following communications methods
» Communication using GX Developer

» Communication using the MC protocol

* File transfer (FTP)

The communication procedure when a Remote password is set is as follows.

(a) Access enable processing (unlock processing)

An external device such as a personal computer performs remote password
unlock processing for the CPU module.

When unlock processing is not performed, an error occurs in the external device
since the CPU module does not accept access.

(b) Access processing
Access is enabled after the remote password unlock processing is completed
normally.

(c) Access disable processing (lock processing)

Remote password lock processing is performed from the external device to
disable subsequent access after the access is completed.

=fccessing the CPU on host station=

(a) Unlock processing

I

I

I

I

S 1
Enable/ i
Disable !
1 I

i

i

|

To activate the remote password function the following has to be done.
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+

+

1. Click the Remote Pass icon

2. Type a password

3. Choose the QnUDE(H)CPU and press the Detail button

Ed

- n (Unset project)

Program

%] Device comment
ﬂ Parameter

ﬁ PLC parameter
Metwork param
Remote pass
Device memory
Device init

[}
2moLe P

-

[ Connection 1
[ Connection 5
[ Connection 9
[ Connection 13

Pazzword zettingz

EEETY

Characters that can be uzed in pagzword
4 characters. Mumbers, 42 a-z,

Pazzword

Special characters.

Pazzword active module zettings

todel name

Start=y Canditian

GrUDEH]CPU -

ord detail se g

|zer connection Mo,

[ Connectian 2
[ Connection B
[ Connection 10
[ Connection 14

System connechion

[ MELSOFT transmizsion port[TCPAP)
[ MELSOFT transmission port{UDPAP]
[ FTP hansmizsion part[TCRAP)

[ MELSOFT direct connection

e

Setting completion

Dretail

[ Connection 3
[ Connection 7
[ Connection 11
[ Connection 15

[ Get an emor when remote password mismatch count reaches the upper limit

YWwhen making a remote pagsword enabled, write parameters to the PLC,

Cancel |

and reset the PLC, or turn off the power and turn on the power agair.

[ Connection 4
[ Connection 8
[ Connection 12
[ Connection 16

User connection No. = selection of which connection the remote password will be activated for.

System connection = selection of which system connection the remote password will be activated for.

www.beijer.se
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Get an error when remote password mismatch count reaches the upper limit. = every connection has
it’s own internal counter. When the external device fails to unlock the connection by sending the wrong
password the counter for that connection will increment every time a wrong password is sent. When the
limit is reached the cpu will generate an errorcode, 2700.

Clear mismatch count when remote password matches = when the unlock is successful the internal
counter will be reset.

For more information regarding the remote password function refer to the QCPU User’s manual
(Function explanations, Program fundamentals), chapter 7.7

www.beijer.se 14 (14)



	1 Function and area of use 
	2 About this Start Up document 
	3 Table of Contents 
	4 Overview of functionality 
	4.1 Using the ethernet port as programming interface 
	4.1.1 Simple (direct) connection 
	4.1.2 Network connection 

	4.2 Communication using the MC-protocol 
	4.3 Communication using the Socket function 
	4.4 SNTP Client function 
	4.5 FTP Server function 
	4.6 Remote password function, (GX Developer only) 


