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Section 1 — Introduction

1 Introduction

iSecure is part of the simple key management software enabling the configuration of smart
cards for use to configure and monitor tape encryption appliances designed around the
Paranoia tape encryption appliance technology.

The product is normally shipped as a complete kit comprising of the iCard Software, the
iSecure software, at least two USB card readers and a minimum of ten cards. Extra card
readers and cards can be sourced through your normal Paranoia product suppliers.
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Section 2 — Installation

2 Installation

iSecure is the programme that allows users to monitor display and configure the Paranoia2,
ParanoiaFF, Paranoia3 and SafeTape units according to the rights granted to them by the
smartcard. iSecure cannot be run without a smartcard reader and configured smartcard.

Install the programme on the PC or server that is to be used to monitor and/or configure the
unit. To start the installation run the setup programme and follow the prompts as shown
below.

iSecureEnterprize
i P

The ingtaller will guide you through the steps required to install iSecureE nterprize on pour computer.

WARNING: Thiz computer program iz protected by copyright law and international treaties.
Unauthorized duplication or distibution of thiz program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law,

You will then be prompted to either accept the defaults or enter a new directory where you
want the programme to install. Unless you have a specific reason to change it we suggest
you accept the defaults.

ﬁ.‘ iSecureEnterprise

Select Installation Folder

The ingtaller will inztall iSecureE nterprize to the following folder.

Tainstall in this folder, click "Mest”. Toingtall to a different folder, enter it below or click "Browse".

Folder:

C:ADisuk\SecureE nterprizeh, Browse...

Install iSecure Enterprise for yourself, or for anyone who uses this computer:

@ Everyong

0 Just me

I Cancel ] ’ < Back l [ et » ]
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Section 2 — Installation

Confirm Installation

The installer is ready to install iSecureE nterprise on wour computer.

Click "Mext" to ztart the installation.

[ Cancel ] ’ < Back l I Mext > I

Confirm the installation and select Next and the installation will now complete

Installing iSecureEnterprise

iSecureEnterprize is being installed.

Fleaze wait...

I Cancel I | < Back | | Mext »
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Section 2 — Installation

Installation Complete

15ecureEnterprize has been successfully installed.

Click "Cloge™ to exit.

Pleaze uze Windows Update to check for any critical updates ta the MET Framewark.

Cancel | | < Back | [ LClose I

The iSecure software is now installed.
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Section 3 — Running iSecure

Running iSecure

To run the iSecure package place the programmed card in the reader and then select

the iSecure programme from the Start menu.

It will then prompt you to enter the PIN for the card as below.

File  Security Logs

Log On

Uzer name

[William Smith

Card Fin No

[ QK l [ChangeF‘inl

[ Cancel |

Ready

Enter your PIN and if this is the first use and the administrator has enforced a change of
pin you will need to do this before continuing to the connection screen below.

File  Security Logs

Configure Communications
() COM Port

@ TCP/IP

& TCP/IP {ssh)

Device ID Test 1

| Ready
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Section 3 — Running iSecure

At this point enter the IP address and the description you wish to identify this specific device
by. Once you enter this the option to add a new entry or update an existing one is given as

shown below.

ﬂ% i5ecure Enterprise Version :1.0.1.5 E@

File  Security Logs

[ Update | [ AddMNew | [ Cancel

Ready

The iSecure application will store multiple device IPs and descriptions to allow easy selection
of different units. When using multiple units select the required one and then choose select

to connect toit.

File  Security Logs

TCP PORTS

P3 Fibre 1520 10.44.1.171 : 1000
Paranoiad Fibre i520 10.44.1.1471 ;1000
COM | |P3 Fibre SUNZ 10442302 1000
P3LVD4 Unisys 10.44.21.19 : 1000
@ TCP/| | p3 VD2 Unisys 10.44.22.43 : 1000

TCR/

Configure]

Device ID
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Section 3 — Running iSecure

The display below shows a Full

Administrator connected to a Paranoia3 with two drives

attached. The Status shows both P and K in green. This indicates that the password and the
two keys have been entered into the device. When first connecting to a device that does
not have the password and keys entered these will show red but as long as the card being
used has the ability to load the keys these indicators will change showing the progress,
yellow showing only one key has been entered and then green to show both are loaded. At
this point the unit is not set secure but keys are loaded into the unit.

_52 iSecure Enterprise  Version : 1.0.

File  Security Logs
Full Administrator
patic L ol
——
System Mame
i520-Exp
10.44.1.175:1000
Drive 2 |
Status
’
[ L
| Ready I
=———

The tape drives must be either unloaded or at BOT for the keys to be downloaded. If you get
the message as shown below use the system to unload or rewind the tapes to BOT and then

try again to connect to the unit.

% iSecure Enterprise Version:1.0.1.5 E’E‘@
File  Security Logs
Full Administrator
Patrick Li
System MName
Parancia3 Fibre i520 System Message
10.44.1.171:1000
Ermror Sefting Keys o
Tape Drivels) Not A BOT View Logs
Status
OK
l |
Ready
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Section 3 — Running iSecure

To set a device secure simply click on the Encrypt button and the LCD display turns green

indicating the unit is now secure.

-
% iSecure Enterprise  Version : 1.0.1.5

File  Security Logs

Full Administratar
Patrick Li

System Name
i520-Exp
10.44.1.175:1000

P =

| Ready

For a multiple drive connections first select the correct drive using the Drive number button
(if only one drive is connected this will not be applicable) then select the Encrypt button. As
long as the tape is either at BOT or unloaded the display background will go green and this

drive is secure as shown below.

File  Security Logs

Full Administrator
Patrick Li

Systern Mame
i520-Exp
10.44.1.175:1000

It should be noted that the function shown are determined when the card is generated, the
user above is a Full Administrator and can change the encryption status as well as viewing

the logs.
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Section 3 — Running iSecure

The display below is that for a simple operator who has only the ability to view the displays
from the drive but has no ability to change anything.

File  Security Logs

Operator
Willian Beck

System Name

CARDEXS?
10.44.1.171:1000

The Auditor screen shown below simply allows him to check that the keys are set and to
view the logs, no indication of the actual status of the drives is available.

File  Security Logs

Auditar
Daniel F Webb

System MName

CARDEXS7
10.44.1.171:1000

The View Logs button produces a log showing which operator did what and when as shown
on the following page.
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Section 3 — Running iSecure

»

0002090
Description

set Time/Date.
confirm Password
confirm Password
confirm Password
Set Secure Mode Drive 1. £
Set Non Secure Mode Drive 1.
confirm Password
Set Secure Mode Drive 1.
Set Non Secure Mode Drive 1.
confirm Password 4
set Time/Date.
confirm Password
Set Secure Mode Drive 1.
set Time/Date.
Set Encryption Level
confirm Key 2 -

%SecurityLogs
Print Menu  View

Paranoia Unit P3 serial No : =
SNum User DD/MM/YY HH:MM:SS
0077 2 20/04/12 09:13:21
0076 2 20/04/12 09:13:21
0075 4 19/04/12 21:15:22
0074 3 19/04/12 20:23:51
0073 2 19/04/12 20:20:51
0072 2 19/04/12 20:20:49
0071 2 19/04/12 20:20:40
0070 1 19/04/12 20:20:10
0069 1 19/04/12 20:20:08
0068 1 19/04/12 20:19:57
0067 3 19/04/12 20:18:34
0066 3 19/04/12 20:18:33
0065 3 19/04/12 19:46:06
0064 3 19/04/12 19:51:14
0063 3 19/04/12 19:51:13
0062 3 19/04/12 19:51:13
——

The latest log entry is at the top and for security reasons no name is shown but simply the
user ID. In the example shown user 2 is the Auditor, User 1 is the backup operator, User 3 is
the Full Administrator and user 4 is the operator..

The log is saved automatically and can be printed out if required. The earlier logs which
have been saved can be reviewed by using the drop down Security Logs tab, selected the
unit you are interested in and then double clicking that entry to display the full log. This log

can also be printed out.

Security Logs.

Print Menu  View

Stored Units
10.44.1.171:1000
10.44.1.175:1000

0002090
0002087
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Section 4 — Problem Solving

4 Setting the IP connection on a Paranoia or SecureCopy3 Unit
The Paranoia and SecureCopy3 units are supplied with an Ethernet cross over cable which
can be used to connect a laptop or PC directly to the Ethernet connector marked Network at
the rear of the unit without the need of a hub or switch. If you have access to the network
the unit can be connected in the normal way with standard cables. Do not try to use the
supplied cross over cable to connect to a standard network!

Once you are connected follow the procedure below.

4.1 Network Configuration

From the CD run IPSetup.exe. You will see a dialog box like the one below:

s NetBurner IPSetup V2.0 [ x| |
—MDEK Setting: — Select a Unit |
P o .1 .1 .39 [ CFv2-40 [D0-03-F 401 BE-21] 2t 10.1.1.23 running
= ~[F]M0D5271 [00-03-F4-02-25-43] 3t 10.1.1.15 running -
Network Mask | 255 . 255 . 255 . O - [E]MOD5282 [00-03-F4-01-52-8E] ot 10.1.1.200 running
2 [00-03-F4-02-3F i
R e e Se‘">| MOD5282 [00-03-F4-02-3F-BB] at 10.1.1.168 runring

pws| o .0 .0 .0

| |
Baudrate |1 15200 j . |
Search Again | ‘
Launch Webpage | Advanced... | Help | Close |

Click the "Search Again" button to locate your unit in the “Select a Unit” pane. If your
Paranoia3 unit does not appear, verify the power and link LED's on your MNGT connection
on the front panel are illuminated; if not, correct any cabling errors. Note that IPSetup uses a
UDP broadcast protocol similar to BOOTP and will not operate through a router.

A. If your network supports DHCP:

The assigned IP address will appear in the "Select a Unit" pane

B. If your network does not support DHCP:

Configure the IP Address and Mask fields. If you need help selecting values, see the Selecting
an IP Address section of this manual. After you have entered the values, select the "Set"
button to configure the Paranoia3 unit with the new parameters.

Verify the network connection is working properly by executing the following command

from a command prompt: "ping <ip address>" For example type “ping 10.1.1.33” (without
the quotes) at the command prompt and press the Enter key on your keyboard.

11 iSecure User and Installation Manual



Section 4 — Problem Solving

4.2 Operational Configuration

Once the network parameters have been configured, you can use the web server interface
to modify setting of the Paranoia3. To access the web page on the unit, open a web browser
and enter the numeric IP Address in the address field.

4.3 Device Network Settings

4} http://10.1.1.33/INDEX HTH - Microsoft Internet Explorer
J File  Edit Wiew Favortes Tools Help ‘

TR o I b I, = I - I =

Back Forward Stop Refresh Home Search  Favortes  History Print Edit Dell Home Real.com
| Adress [&] hup://10.1.1.33ANDEX HTM =] @Ba || Links || Norton niivie &) -

a
I@ tBurner
Metworking in 1 Day!

Device Network Settings

=

SB72 Device address IStatic seﬂingsj |1D 1133
Device net mask W
Device gateway W
DNS server [o7eoisaiee |
Device Name {for DHCP) IW

|&] Dane [ e Intemet

L

SB72 Device Address | Selects the IP address of the Paranoia3 unit. If DHCP is selected, the
Paranoia3 will obtain IP address information automatically, including
the net mask, gateway, and DNS server. If Static is selected, you need
to supply the static IP address in the edit box to the right, as well as
the other device network settings.

Device net mask When using a static IP address, enter the net mask in this field.

Device Gateway When using a static IP address, enter the IP address of the Gateway
in this field.

DNS Server When using a static IP address, enter the IP address of the DNS

Server in this Field.
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4.4 Device Connection Settings

; http:7/10.1.1.33/INDEX.HTHM - Microsoft Internet Explorer

View Favoites Tooks  Help |

File Edit
=
Back Forward

=

S R e

Stap Refresh ~ Home

aq [

Seaich  Favoites  History

Print Edit

DellHome Real.com

| Agdress E hittp: #/10.1.1.33/INDEX. HTH

=] @60 ||k >

| Morton Antivins ] -

Device Connection Settings

Listening for connections

W Listen On Dnrt:|23
Timeout and disconnect after: |60 Seconds of inactivity

alluw new Gunneclion il thie exisling conneclion has been idle for (30 Seiunids

Making outgoing connections:

|

Don'tinitiste connections
Connect On Purt;lU— To: |(EmerSevvername or IP address)
Timeout and disconnect after:60 Seconds of inactivity
Retry failed outgoing connections after: (500 Seconds

j J

EN

|&] Done

[ [ 4 temet

Server Listen Port:

Select the checkbox and enter the listening port number you want the
TCP serial server to listen on for incoming connections. The default is set
to 1000

Client Activity | If no activity is detected on a TCP/IP connection the TCP server will drop
Timeout the connection. The factory setting is 600 seconds

and Disconnect

Client Override | If no activity is detected on a TCP/IP connection within this timeout
Timeout period, the TCP server will disconnect the current TCP/IP connection and

allow the new incoming connection request to connect. The factory

setting is 0.

Outgoing Connections

If this option is enabled, the Paranoia3 will initiate a connection to an
outside
destination when the selected conditions are met
The three options are:
¢ Don't Initiate Connections
e Connect on Power-up
¢ Connect when receiving serial data
This will be set to Don’t Initiate Connections. Do not change.

Outgoing Port

Number

Destination port number (Not normally used)

Outgoing Address

Either the name (e.g. www.disuk.com) or numeric IP address (e.g.
10.1.1.2) of the destination. (Not normally used)

Outgoing Timeout

Inactivity timeout for the outgoing connection (Not normally used)

13
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5 Problem Solving
| am getting Card System Not connected message!

A. This indicates that the system has not seen the card in the card reader or the card
reader is not connected.

B. If thisis on a grey background it indicates that either the USB card reader has not
been found or that no card is loaded.

C. If the card reader is not connected you will need to connect the card reader and
then close and restart the programme. If the problem persists please check that the
drivers are loaded and the device is visible in Windows.

g File  Action View ‘Window Help -2 x|

[#-{f] Event Viewer

‘g Computer Management (Local) =
& g Shared Folders @ Display adapters

= m System Tools
|- h DVD/CD-ROM drives

=] Local Users and Groups

=] Performance Logs and Alert:
== Device Manager

|- (&5 Human Interface Devices

=) IDE ATAJATAPI controllers

=g Storage 2 Keyboards
& Removable Storage J- ") Mice and other pointing devices
S Disk Defragmenter 3, Modems
Disk Management é Monitors

# 8-5 Services and Applications H8 Network adapters
& Ports (COM&LPT)
#¥® Processors

= §’a Smart card readers

Qa ACR38 Smart Card Reader
+-@), Sound, video and game controllers

+ g Storage volumes

+- ¢ System devices
+ Universal Serial Bus controllers

e+ OE& @
Errcsion
+- iy Computer /
+] g Disk drives
53
o
0
S
3
0
0
F
F
F
F

D. If the background to the message is Red it indicates a card reader is connected but
no card is loaded in it. Loading a card will correct this.

To order replacement cards or extra USB readers either contact your supplier, or contact
DISUK Ltd. direct at:

DISUK Limited

43 Brunel Close,

Drayton Fields Industrial Estate,
Daventry, Northants, NN11 8RB, U.K.

Phone: 44 (0)1327 313888

Web: www.disuk.com
support@disuk.com
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Section 5 — Comment Form

6 Comment Form

We would appreciate your comments and suggestions regarding this manual.
Please list any errors or suggestions for improvement.

Please complete and send this form to the address below. We will use your
comments in planning future editions.

DISUK Limited

Technical Publications

43 Brunel Close,

Drayton Fields Industrial Estate,
Daventry, Northants, NN11 8RB, U.K.

Phone: 44 (0)1327 313888

Category Excellent Good Fair Poor

General appearance

Easy to understand

Complete

Illustrations

Technical level

Organization

Acronyms & abbreviations

Accuracy

Index

Organization:

Name:

Fax:

Manual Code

Manual Name
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