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Introduction - Scenario

1. Scenario

The maintenance optimizer helps you to manage and implement maintenance activities in your system
landscape.

The system and solution information in SAP Solution Manager, accessible via the Solution Manager System
Landscape transaction (SMSY), is the basis and reference for maintenance transactions. You can assign
one or more systems to your maintenance transaction, for the greatest possible flexibility. The maintenance
optimizer interacts with the SAP Global Support Backbone to download the support package you have
selected there. To make this possible, you have to create S-users for SAP Service Marketplace and assign
them to the SAP Solution Manager end users.
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Figure 1: Interaction between the Maintenance Optimizer and SAP Global Support Backbone
Example

The end user MUELLERK creates a maintenance transaction (1) and assigns a solution/system to it
(2). SAP Solution Manager establishes a connection to SAP Global Support Backbone and displays all
currently available support packages (3). The support packages selected by the user are stored in the
download basket of end user S000021112 (4) and downloaded from there (5).
The maintenance optimizer leads you through the following steps for the maintenance transaction:

You can download support packages automatically, and deploy them (single system update) to the
managed system, using the Software Lifecycle Manager (SLM), with the Maintenance Optimizer. This use
case is described in this guide.

In this guide a complete configuration will be performed, check the servers that were used to execute
this configuration.

Managing System => Solution manager with SP24 (Running SLD, MOPZ and SLM)
SLM => pordosol.sle.sap.corp
Managed system => Solution Manager with SP18

XTP => slmtest.sle.sap.corp
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2. Background Information

With SAP Solution Manager (component ST 400) SPS 22, the Maintenance Optimizer supports the
automatic download of support packages and enhancement packages. At the same time, the Maintenance
Optimizer supports single system update, with the Software Lifecycle Manager (SLM, component
SOFTWARE LIFECYCLE MANAGEMENT), for the scenarios below:

Update Type SLM Managed System Comment
Release NetWeaver Release
Maintenance 7.0x 7.00 Kernel and IGS components auto-
update not supported.
7.01 Kernel and IGS components auto-
update not supported.
7.02 Kernel and IGS components auto-
update supported.

Note: SLM release 7.0x does not include 7.00. In maintenance optimizer use scenarios, only SLM release
7.0x is now supported. For SLM 7.01, the minimum required release is 7.01 SPO05 patch 2.
Note: Maintenance/Installation/Upgrade of add-on product versions in the above maintenance and

installation scenarios, is supported.
Note: If kernel auto-update is not supported by SLM, you need to update kernels before deploying other

packages via SLM.
Before a single system update, you need to configure the managing and managed systems.

2.1 The managing and managed system landscapes

The Maintenance Optimizer can connect to multiple SLMs of different releases. The systems involved in the
maintenance optimizer single system update can be as follows:
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Figure 2: Deployment of Maintenance Optimizer with Software Lifecycle Manager (SLM)
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Various tools and applications work together to support auto-download and single system update.
Suppose you have two managing systems (see Figure 3): the SAP Solution Manager system with the
Maintenance Optimizer, and a system in which you install the SLM, the SLD content, and the Software
Logistics Controller (SLC). In this case, the Maintenance Optimizer is in the managing SAP Solution
Manager system, and connects to the SLM in the other managing system. You need to set up and configure
the software logistics tools for the automatic download, in addition to the maintenance optimizer and the
SLM. You need to set up and configure the tools for the single system update, in both your SLM managing
system and managed systems: the SLC, the Support Package Manager and SAP Add-On Installation Tool
(SPAM/SAINT), and the Java Support Package Manager (JSPM). You also need to activate the Web service
sapcontrol.

SAP Solution Manager System Managing System with SLM Managed System

Maintenance sLm b SLC SLC
Optimizer
. I - ~
/ 2 | =2 i Ve
4 NP L7 N

SLD

B

SPAM/
SAINT

Figure 3: Two separate managing systems with Maintenance Optimizer, SLM, and other tools supporting
auto-download; one managed system with tools supporting single system update

Frequently, one of the managing systems with SLM is the same as the system with SAP Solution Manager.
Note

An SAP Solution Manager system can connect to more than one SLM component.

Note

The managed systems need to be maintained via the Maintenance Optimizer. The managing SAP Solution
Manager system and the managing system with the SLM can also be managed systems, when their own
components are being updated.

2.2 Configuration Sections

Before using the auto-download and single system update functions, you need to perform the configuration
steps below:
Register the system landscape: section 4.1.

Configure SLM: section 4.2-4.4.
Customize the Maintenance Optimizer and configure authorization: section 4.5-4.7.
Configure logistic tools: section 4.8-5.4.

2.3 Update from SAP Solution Manager SPS 15-21 to SPS 22

If your SAP Solution Manager system is currently at support package stack level 15-21, see the following
notes before you update to SPS 22 or higher.

1. Before applying SPS 22 on the SAP Solution Manager system, finish or withdraw the Maintenance
Optimizer transactions which are using SLM; import the latest SPAM/SAINT.

2. If you have made the secure connection settings in previous packages, you can skip section 4.3
Configuration for Secure Connection to SLM [page 8].

3. Check section 4.4 SLM Configuration [page 11] and configure the missing items, even if you already
configured SLM in previous SAP Solution Manager SPS levels. There are enhanced fields to be configured.

4. After applying SPS 22, for the first time, you need to update SLM, SLC, SPAM/SAINT and JSPM to the
newest version, manually, on other managing and managed systems.
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3. Prerequisites

You have installed SAP Solution Manager SPS 22.

You have installed the SLM, SLC and SLD in the managing systems.

You have installed the SLC and the installation tool for ABAP-based systems (SPAM/SAINT) and for Java-
based systems (JSPM), in each managed system.

There are some notes to be installed, please pay attention to maintain these notes always in the latest
version.

Mandatory notes to be installed to Solution Manager SP22/23/24
1405878 - SAP Solution Manager - Basic functions SP22 and higher

Mandatory notes to be installed to Solution Manager SP22
1415315 - Maintenance Optimizer: Collective corrections for SP22
1452118 - MOpz: Collective Corrections 23

1461849 - MOpz: Collective corrections 24

1485385 - MOpz: Collective corrections 25

Mandatory notes to be installed to Solution Manager SP23
1452118 - MOpz: Collective Corrections 23

1461849 - MOpz: Collective corrections 24

1485385 - MOpz: Collective corrections 25

Mandatory notes to be installed to Solution Manager SP24
1461849 - MOpz: Collective corrections 24

1485385 - MOpz: Collective corrections 25

4. Registration of systems in SLD and SMSY

You need to register both the ABAP stack and the Java stack for managing and managed systems.

1. Configure the SLD data supplier for the ABAP stack. More information: SAP Help Portal at
http://help.sap.com SAP NetWeaver SAP NetWeaver 7.0 including Enhancement Package 1 <language>
SAP NetWeaver Library SAP NetWeaver by Key Capability Solution Life Cycle Management by Key
Capability Software Life-Cycle Management System Landscape Directory Configuring Systems to Connect
to SLD Connecting AS ABAP Systems to the SLD Setting Up the SLD Data Supplier for Java-Based
Systems Global Settings default settings

2. Configure the SLD data supplier for the Java stack. More information: SAP Help Portal at
http://help.sap.com SAP NetWeaver SAP NetWeaver 7.0 including Enhancement Package 1 <language>
SAP NetWeaver Library SAP NetWeaver by Key Capability Solution Life Cycle Management by Key
Capability Software Life-Cycle Management System Landscape Directory Configuring Systems to Connect
to SLD Connecting AS ABAP Systems to the SLD Setting Up the SLD Data Supplier for Java-Based
Systems

3. Configure the SLD data supplier for systems which are neither ABAP nor Java-based. More information:
SAP Help Portal at http://help.sap.com SAP NetWeaver SAP NetWeaver 7.0 including Enhancement
Package 1 <language> SAP NetWeaver Library SAP NetWeaver by Key Capability Solution Life Cycle
Management by Key Capability Software Life-Cycle Management System Landscape Directory Configuring
Systems to Connect to SLD Connecting Other SAP Systems to the SLD

Note

Check the system numbers of systems in the SLD. More information: SAP Note 1281541 (Wrong SLD
system number causes error in SLM plan execution).
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4. After registering systems in SLD, you need to import the system data into SMSY. More information: SAP
Help Portal at http://help.sap.com SAP Solution Manager SAP Enhancement Package 1 for SAP Solution
Manager 7.0 <language> Basic Settings Solution Manager System Landscape.

Note

Follow the check list to check system data in SMSY: SAP Note 1344564 (Maintenance Optimizer: Check
system landscape).

Note

Check whether components SLC and JSPM are maintained in the Java system component in SMSY. If SLC
and, JSPM were not auto-maintained via SLD, while you installed them, you need to maintain them in Java
system components of both managing and managed systems.

Example for ABAP and JAVA Stack.

You need to register both the ABAP stack and the Java stack for managing and managed systems.
Go to the managed system XTP
ABAP => RZ70

Changed to the SLD of Managing system => pordosol and click here

|@Menu Systern Help

|& gfadieae |t gl lalie]
System Landscapwdministration
L=

Global Settinas

Transport Infarmation Other Seftings

@ Automatic RFC Destination Schedule background job?
O BExplicit RFC Destinajon 720 Minutes

SLD Bridge: Gatewg‘nmrmation

Host pordosal
Service sapgwi

Data Collection Pragrams

Active |Seque |F‘mgram Name ITEEI |D\sp|av|TeSld
| 5LD_APPL_SERY
1 SLD_ASEOC
SLD_BLCSYS
SLD_CLIENT
SLD_COMPSYS
SLD_DEEYS
SLD_GWSRY
SLD_INSTPRD
SLD_INSTSD
SLD_INSTSP
SLD_IPSERY
SLD_LIVECACHE
0 ininl

JEEAEEEEEEROR

ooooooooooog
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SLD Ds Start Program

SLD DS Start Program

slmtest_XTP_BO Execute program: _SLD_MSGSRY
sintest_XTP_BA Execute program: _SL0_LIVECACHE
sintest_XTP_g@ Execute program: _SLD_IPSERY
sintest_xTP_g@ Execute program: _SLD_INSTSP
sintest_xTP_g@ Execute program: _SLD_INSTSC
sintest_xTP_gg Execute program: _SLD_INSTPRD
sintest_xTP_Bo Execute program: _SLD_GWSRY
slmtest_XTP_BO Execute program: _SLD_DBSYS
slmtest_XTP_BO Execute program: _SLD_COMPSYS
sintest_XTP_oo Execute program: _SLO_CLIENT
sintest_XTP_g@ Execute _SLD_BCSYS
sintest_xTP_g@ Execute : _SLD_APPL_SERW

sintest_xTP_g@
sintest_xTP_gg
sintest_xTP_Bo
slmtest_XTP_BO
slmtest_XTP_BO
sintest_XTP_oo
sintest_XTP_p@a
sintest_xTP_g@

Collection of SLD data finished
Data collected successfully
RFC data prepared
Used RFC destination
RFC call successful
Existing periodic jobs removed. Mumber: 1

Program scheduled: 20100885 B850

Event-controlled job already exists; scheduling not necessary

5L0_UC

~CooooooCcooCooooCoooooo

XTP ABAP Stack registered with success
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w SAP NetWeaver”

Home  Administration Log Off Help About

View and Define Systems and Servers

Technical Systems =
Technical System Type: [Wieh AS ABAP [ =] Fitter: |
[ New Technical System... || Remove || Export || Refresh | EE

a Name Hast Wersion Last Updiate

Pit on alabama alabama 710 07/30/2010 05:19

POA on texasdlb-int texasdh-int 700 05 4/201015:06

SLM on pordosol pordasol 7o 08i04/201014:41

®TP on simtest slmtesst 7 09/04/2010 20:44

HHK on slabama alabama 700 07/26/2010 02:54

R 1|t 5

ABAP Technical System Details for: XTP on slmtast

General | Database | Clients | Message Server ( Application Servers | Internet Transaction Servers | Installed Products | Business Systems | Landscapes

System Narme: TR m

System Home: sltest m
Inatallation Humber 0020180117 [E] change
Release: 70 &
Description &
Administration Comtact: ] [H]

S Dann [

TMS Transport Group Mame: @

Wieh AS Java: HTP on simtest

Registering Java Stack
Go to Visual Administrator of XTP => SLD Data Supplier. Fulfill the informations of SLD.
Click here

sual Administrator - [XTP\Server 0 0_10096\Services\5LD Data Supplier]

Connect View Tools Help

QEIEIEe
u[n/ 4]0 & 7]
Global Co ration

| Runtime | Properties | Additional Info
Cluster | ~System Landscape Directony: HTTP P:
T

£ HTTP Provider sl HTTP connection parameters specified on this page are solely used by the data supplier service to send information about this J2EE system to your System Landscape Directory. To
Q IOP Provider access your System Landscape Directory you need to map the specified user to security role ‘DataSupplierLD".

£ Java Mall Client
4 IC0 RFC Provider
£ IDBC Connector
4 NS Connector
4 IMS Provider

44 UMK Adapter

48 0 Motification
£ JNDI Registry

£ ey Storage

B Leak Detector

£ |icensing Adapter
£ ocking Adapter
4 Log Configurator
£ | ng Viewer

£ Mermnary Infa

B Message Info

£ Wigration Service
4 Monitoring

£ P4 Provider

£ PDF Manipulation
4 Performance Trac
£ Py E
4 Remote Object Col ‘ Save “ Reset H Refresh “ Delete |
4 Runtirng Info Provi ‘i

B samL

4% 5DIC Service

£ Secure Storage
£ Security Provider
4 gession Fallaver
£ Shell Administratio
£ 81D Data Supplier

£ 001 Deridar

HTTP Connection for SLD Data Supplier

Host: ‘puruosal

Port: [s0o00

User: [sLoDSUSER

Password: ‘
Use HTTPS? [
Trust Store:

Select yes

% Trigger SLD data transfer?

And confirm
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System Landscape Directory [ ]

% Data transfer performed successfully!

Check the results in the SLD.
XTP JAVA Stack registered with success

View and lefine Systems and Servers

Step by Step Guide to Install, Configure, and Run SLM

Technidal Systems i}
Technical System Type: [Web AS Java [=]Fiter: | ]
Mevwy Technical System... || Remove || Export || Refresh I~ %
A Ngme Host Wersion Last Update:
BAH dh alaska alaska T.11.3710.34308 2008117170308 07HE/2010 15.48
Fi1 on flabama alabama 710371014758 20071115082020 0B/02/2010 14:38
POA of texasdh-int texasdh-int 7.00 patchlevel 112614 44 08M0S/2010 1518
SLM orcosol pordosal 701 patchlevel 81864 0B/05/2010 15:48
¥TP on simtest simtest 701 patchlevel 45530 080572010 17.08
RowiJors [=1 =] =]
J2EE Technical System Details for: XTP on slmtest |E|
General | Instances | Database | Deployed Objects | JCo Destinations , Installed Products | Business Systems | Landscapes
System MName: KTP [
URL: sltest 50000 [
“Wersion: 7.1 patchlevel 45530, El
Host slmtest [

Registering the system in SMSY of SLM (Managing system)

Just run LANDSCAPE_FETCH job in SM37. For more informations check note 1148028 - Setup SLD in the

scope of Solution Manager 7.0

=g c
Product System  Edit Goto  Logs Enwironment  Utilities  Systern  Help
(V] 1A HICea SHEIDDO0IEHE @
Product System: XTP - Display - SAP Solution Manager
D ‘f Assignment to Logical Components ‘
Landscape Components | Froduct System XTP
FEERME Productversion  SAP SOLUTION MANAGER 7.0 EHP 1
e |Descriminn | m Froduct Instance Selection i Systern Data in 8AP Support Portal i Other Aftributes
I Server
[> Databases Description
= ?Diuc:jsy?gmts T TRIEES | | Data Source TMS/RFC =
roduct Systems without Produc roduct Gystems wi —
I SAP ERP SAP ERP Last Changed On/By 16.08.2010 23:01:33) |SOLMAN_RDMIN
[ SAF ERP ENHAMCE PACKAGE SAP ERF ENHANCE
D SAP NETWEAVER SAP NETWEAVER Installation Number 0820190117]  Solution Man. Installation
[ SAP NETWEAVER CE SAP NetWeaver Cor roduct
b SAP NETWEAVER FI SAF MetWeaver Pro s
[ SAP SCM SAP SCM
= SAP SOLUTION MANAGER AP soLUTION WAl | | (] ] (B Change Product Assignmt
[ SLM
< UTE Active Product Versions
" Solution Manager ABAP Stack Product Version ]
Solution Manager JAVA Stack SAP SOLUTION MAMAGER 7.0 EHP 1
[: Technical Systems |z|

You must assign this system to a logical component and the logical component to a solution.
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=g
Landscape Components  Edit Goto Logs  Erwironment  Utilities  System  Help

(] A e SHR B0O8 PR @m
Logical Component: Z_SOLMAN_COMP - Display - SAP Solution Manager

== [ eeerionen ] 7]

Landscape Cornponents Logical Component Z_SOLMAN_COMP | | Active =]
Systern Groups and Logical Components ProductiProd. Instance SAP SOLUTION MAEMAGER [Solution Manager ABAP Stack]
1 BN e |
Delivered by SAP O
Systern Groups and Loqi _|Descrmtlnn
SAP NETWEAYER £ SAP NetWeaver Applicati... z
SAP NETWEAVER E SAP Metweaver BIA [<] | Component Group [ | [2 campanent Groups
SAP NETWEAVER CSAP NetWeaver Compos [ | Last Changed oniBy [18.67.2018] [15:50: 35| [SOLMAN_ADMIN

SAP NETWEAYER h BAP NetiWeaver Mabile
SAP NETWEAYER F SAP NetWeaver Process
SAP MY ENTERPR SAP NETWEAVER ENTE ..
SAP NWIDENTITY | SAP NetWeaver ldantity
SAP 0GSD SAP OGSD (Oil & Gas 5.
SAP PAYMENT EMG SAP Payment Engine
SAP PORTF AND PFSAP PPIM A

OLEE A System Assignments

SAP POS SERVICE! SAP POS SERVICES H Product Version |Deve|upmem Systemlaualw Assurance System|Pmduction System|Demu Systern| Training System| SAP Referenc £

54 || Shipment Routes | \lﬂsvstemﬁmesll‘ MNamespaces I Related Log. Comp |

SAP PRICE OPT. FCEAP Price Optimization T.. SAP SOLUTION MANAGER 7.0 EHF 1 WP 001
SAP PROGCESS COISAP BusinessOhjects Pr.

SAP PROCESS SCHSAP Solution Manager Pr.
AP PROMO MERT SAP PROMOTION MERC.
SAP PROMOTION I S4P Promation

SAP PUBLIC BUDG AP Public Budget

5AP PUBLIC SECT(S4P PUBLIC SECTOR C [0l KD
SAP QUALITY CEN1SAP QUALITYCENTER B.
AP RI3 SAP RI3

SAP R/3 ENTERPRISAP Ri3 Enterprise
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SAP RPM BAP whpp Resource and . =
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= Solution Manage
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@ 10 cee CHEIDDLD AE @m

Display system group for solution "SAP Solution™

D I Select Object I D
Landscape Components Leading Rale ofthe Solution Production System ]

System Groups and Logical Components

@Eam- ‘ Inf;"I Logical Cumpuneml Systemn Roles | Product System | Lugmalcumpuﬂeml

System Groups and Logi |Des-:-|:i;tiun ‘ Complete Systerm Data Replication I Related Lag. Comp |

[> Project Landscapes Product [Praduct Instance] |Pr0duct\fersmn |Produ:non Syster
~ Solution Landscapes - SAP SOLUTION MANAGER [Solution Manager ABAP Stack] SAP SOLUTION MANAGER 7.0 EHP 1 XTP:001
ERF i EHF4
MNew Solution
M 7.1 GE Alaska
SAP Solution
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5. Updating SLD

You must update SLD according with note 669669.
Checking the SLD CIM and CR data. Go to http://<SLD Host>:5xx00/sld/ => Administration => Details =>
Data. Where <xx> is the instance number of the J2EE Engine

File Edit Miew History Bookmarks Tools Help

6 - c (R I = | http:fipordosol.sle, sap, corp:50000/sldfadmin/det ails jspview=data

w SAP NetWeaver”

Home Administration Help

Details

Yiew detailed infarmation about the server.

Seruerm Object Manager . Browser . Data Suppliers

Model Yersion (sldfactive): 168

SAP CR Content Version (sldfactive).  SAP_CR 6.4 (produced 07620100

Mamespace Model Yersion Clazses Instances Associstions Total Ohjects
sldfactive 169 1039 3618 203171 289548

The Component Repository (CR Content) is an integral part of the System Landscape Directory. It is the part
of the data that is delivered by SAP. We recommend that you always use the latest version of the CR
Content.

The Common Information Model (CIM) is a standard of the Distributed Management Task Force (DMTF) and
is based on the object-oriented modeling approach. This standard provides an implementation-neutral
schema to describe management information within a computing environment. For more information about
CIM and DMTF, see http: //www.dmtf.org.

CIM is designed to model hardware and software elements. It provides a hierarchical set of core classes,
which can be extended with application-specific classes. The SLD is currently based on CIM model 2.9.

Each CIM class has one or more key properties, and a number of additional properties. Each class has an
arbitrary number of instances, which contain the actual data. An instance can be uniquely identified by its set
of key values.

Classes can be grouped in schemas. The SLD model provides three schemas: component data for
installable software, landscape data for installed software and hardware, and name reservation data used in
software development.

A special feature of CIM is the association between the classes. Associations are also classes that have two
reference keys, each of which identifies exactly one CIM instance. An association therefore connects two
instances, as shown in the figure below:
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6. Installing the license keys

You must ensure that the ABAP and JAVA instances have the license keys correctly assigned. Check the
screenshots below. You must assign the license keys for Managing and Managed systems.

Step by Step Guide to Install, Configure, and Run SLM

For more informations, check note 870871- License key installation

ABAP => Go to Slicense transaction

Click in New licenses and select install

=g

Goto  Edit Systern Help

g

2 a0 CEae  CHE Bnon BE @

SAP License Administration

| | | Online Documentation | | | Mew Licenses ‘

Current Settings

Active Hardware Key: 219289165?5\
Installation Number INITIAL |
License Expires On 19.08.2018)
Systern Number System No. Empty

Installed Licenses

7State SID |Hardware Key
CO@ TP TEMPLICENSE

alidity Inst.Mo.

Systern Mo

19.88.201@8 |[INITIAL

Systemn Mo. Empty

1] 3| I S KD

ey
ULSBFAKEFUI
[+]
[l

=4
Goto  Edit Systern  Help

@ 020200 nald o LA nhan BAERI@

SAP License Administration # Digitally-Signed License Keys

@ | | | ‘ Online Dacumentation ‘ | ‘ Qld Licenses |

Current Settings

Active Hardware Key 21926918575
Installation Number INITIAL |

License Expiration Date 19.08 2I]1EI‘

Systern Mumhber INITIAL,SYSTEM?IDH

Installed Licenses

Hardware Key

Sware Prad

Valid Fram

Valid T

Select the Installation License and click open

File name: |><TP_mu\l\pIe kst

DOpen |

Files of type: [

Concel |

SAP COMMUNITY NETWORK
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Current Settings

Active Hardware Key m‘
Installation Number INITIAL

License Expiration Date 19.08.201Q

Systern Mumber INITIAL_SY: TEM_IDX‘

Installed Licenses

_Stat SID |Hardware Key|Sware Prod Walid Fram  |valid To Type |Inst. Mo,

10

b e [« [+]

Remate Hardware kK

[ Successful installation of permanent license key

Host IMessages

1 2 SAF license key(s) successfully installed

K] 3] —

g

Reguest License Kes
You can request a lic
hitpiirservice.sap.can
aboutthe license ke!

hitp:iiserice sa

License keys installed for Abap

=2

Golo Edit System  Help

@ 1H e CHE Dnoan BE @B

SAP License Administration # Digitally-Signed License Keys

@ | | Online Dacumentation ‘ | ‘ Old Licenses |

Current Settings

Active Hardware Key: 21928918575\
Installation Number DEZD1QD117\

License Expiration Date 31 .12.9999‘

Systern Number 0BROEE0BD31141 3243|

Installed Licenses

Stat |SID [Hardware Key|Sware Prod Valid From  [Walid To Type |Inst. Mo
OODKTP Z1928812575 Metweaver_MES 02.08.2010 31129333 Perm 0020191
QOB XTP 21928818574 Maintenance_MSS 02.08.2010 03112010 Perm DDQDWQIH
[=]
[
3 e 1|

Remaote Hardware Key

Host Hardware Key

[ | &
(K1 3] N s €1/

Reguest License Key

You can request a license key on the SAP Service Marketplace at
hitprservice sap. comflicensekey. There is also mare infarmation available
aboutthe license key there.

| httpiiservice.sap.comflicensekey |

Installing License key in the Java Stack

Step by Step Guide to Install, Configure, and Run SLM

Go to Visual Administrator => Server => Services => Licensing Adapter and install the license file to Java

SAP COMMUNITY NETWORK SDN - sdn.sap.com | BPX - bpx.sap.com | BOC - boc.sap.com | UAC - uac.sap.com

© 2011 SAP AG

14



Step by Step Guide to Install, Configure, and Run SLM

"y Visual Administrator - [XTP'\Server 0 0_10096'S >rviceshLicensing Adapter]

Connect View Tools Help

o o)|[=]| ] <]
s (4]0
ion |

&

\\

I( Runtime || Pmpeiies \Additional info

| ["General ”Inslalle*icen* |

 System Overview

Global Ci

Cluster

EHTF
» g Dispatcher 0 0_10096 (375
Server 0 0_10096 (simtes
& BF Kemel i
& [ Interfaces
@ /= Libraries
@ %k Senices :
¥ KBAP Communica) |
4 Administration Ada |
4 spplication Client |
4 application Locking
4 Basic Administratid,
4 bimmrideployer |-
4 caliruntimeiconned
4 caffumimetadatalin
4 caflumirelgroupsiin
4 CentralUnificationl |
4P Cerificate Revocat |
4 ClassLoader View
4 Classpath Resolve |
4 Canfiguration Adar

H¥dware Key: 71928018575

SysteN D : TP

4 ConfGervice : Install N

4 Connector Contain |

gDenlnv : SystemNf.:  “*notyst assigned
Destinations ]

4 Distributed Statisti{ Release : il

4 Document Service
43 Document Service:
4 Docurnent Serviced !
4 Document Service:
4™ Document Service:
4 Docurnent Service:
4 Document Senice:
4™ Document Senice:
4™ EJB Container
4 File Transfer

4 HTTP Provider
4 I0P Provider

4 Java Mail Client
4 JCo RFG Provider
4™ JDEC Connector
4 M= Connector
44 JMS Provider

4 UM Adapter
43 M Notinication
43 JNDI Registry

4 Key Storage

B eak Detector
4 Licensing Adapter| | ’—*

4| nckinn sdanter (2] InstalNicense from file ‘ | Change System Type

System Type: | Development

Maintenance_MSS
NetWeaver_MSS

SW Products :

To get your license key see http:/service.sap.comficensekey .

»¥isual Administrator - [XTP\Server 0 0_10096\Services'Licensing Adapter]
Connect View Tools Help

DElEEC
IEIEIC TR
Global Configuration " [ Runtime || Properties || Additional Inf

Cluster |

%

General | Installed Licenses
System Oveniew

EXTF -

- B Dispatcher 0 0_10096 (s
Server 0 0_10096 (slmtes)

& BE Kernel

o [ Interfaces

@ M Libraries

(-2 e& Senvices
B ABEP Communical
£ pdministration Ada
4 application Clisnt
4 poplication Lockin
4 Basic Administrat
AN hiimmpdeployer
4 cafiruntimelconne
AN cafiurmimetadatalin
’Q‘ caffurnirelgroupsi
4 ContralUnification|

Loak In: ‘Ijsap '| @@@@E

’ﬂ‘s" Cerfificale Revoca cems Text Previewer

4 ClassLoader view [ priclog INSTNO=0020130117 =
4 Classpath Resolw I smp [BEGIN=20100802

4 Configuration Adal T EXPIRATION=20101103

4 ConfSenvice rans LKEY=MIBOGY.IKoZIveNAQECOlIBKZCCASLCAQECZAJE
£ Connector Contai CIxTP ISWPRODUCTHNAME=Maintenance_MSS

4 Deploy [ XTP_mutiple:tzt ISWPRODUCTLIMIT=2147483847

4 Destinations = [SYSTEM-NR=000000000311413243 -
% Distributed Statisti Ll D

£ Document Service :
4 Docurnent Service §§ File Name: \)CFP_mumple.bd |
£ Docurent Service:
4 Document Service
£ Document Service:
£ Document Service
4 Docurnent Service:
43 Document Service

Files of Type: | AllFiles -]
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1°]

EETE]
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PREn

Cluster

EHTH

i& Connected to simtest.sle.sap.corp

- B Dispatcher 0 0_10096 (sl
Server 0 0_10096 {simtes|
@ B3 Kernel
o [ Interfaces
@ J= Libraries
(-2 e& Serices

B8 ABAP Communical
43 administration Ad
4 Application Client
4 Application Locking
4 Basic Administrati]
4 hirmmrdeployer |
’Js" caffruntimelconne
4 cafiurniretadatal
’aP‘ caffumirelgroups!i
4 CentralUnification
£ Certificate Revoca
44 ClassLoader View|
4 Classpath Resold
4 Configuration Aday]
4 ConfService

4 Connector Contail
43 Deploy

4 Destinations

4P Distributed Statisti{
4 Docurnent Serviced:
4 Document Service
43 Document Service{d|
4N Docurnent Sewice
4 Document Service:
4™ Docurment Senvice
4 Document Service
4 Document Service:
4 EJB Containet
4 File Transfer

4 HTTF Pravider
4 IOP Provider

44 Jawa Mail Client
4N ICo RFC Provider
4 JDBC Conneclor
4 M3 Connectar
£ WS Provider

484 nix Adapter

£ W Motification
43 JNDI Registry

4 Key Starage

A8 Leak Detectar

4 Licensing Adapter

| | Runtime | Properties | Additional Info

General || Installed Licenses |

System Overview

Hardware Key :

21928818575

fjji License successfully installed.

System Type ©

SW Products :

Development

Maintenance_MSS
HNetWeaver MSS

To get your license Key see http:iisenvice.sap.comlicensekey .

Install license from file | | Change System Type

6]

EENETIET

ensing Adapter]

BEEIC)

Global Configuration

Cluster |

EHTH

- g Dispatcher 00_10036 (sl
Server 0 0_10086 (sImtes|
B3 Kernel
e [H] Interfaces
€ 9 Libraries
L3

Serices

4 pirmmifdeployer
4 caffruntimesconne

4M ConfSenice
4 Connector Cantal
4 Deploy

4 Destinations

£ Distributed Statisti
4 Docurnent Service
£ Document Service
4 Document Service:
£4M Document Service
4 Document Service:
4 Docurnent Service

4 Dneument Gervics

| Runtime || Properties || Additional Info

General | Installed

nses |

System Ovel

SAP COMMUNITY NETWORK

Hardware Key: 71928818575
System D : HTP

Install Na. : 0020180117

System No.: 000000000311413243
Release : 7.00

System Type :  [Development

SV Products : Maintenance_MSS

NetWeaver MSS

To get your license Key see http:/iservice.sap.comiicensekey .
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Step by Step Guide to Install, Configure, and Run SLM
7. Configuration for Secure Connection to SLM

The Secure Sockets Layer (SSL) is mandatory for accessing Web services for the component SOFTWARE
LIFECYCLE 7.01.
Follow the steps in this section.

7.1 Setting up SAP Cryptographic Library for SLM Secure Connection

Set up SAP Cryptographic Library on the managing SAP Solution Manager system. More information;: SAP
Note 1138061 - Maintenance Optimizer: HTTPS Connection for SLM

o Install the SAP Cryptographic Library on the application server (see SAP Note 510007, step 1).

@& . pordosol’,sapmnt’5LM,5Y54 exeucNTAMDG4 =]
Fls Edt Visw Foworbes Tooks  Help | 4
Qe - ) - [T | Pseaeh [rites | |5 3 X 9 |[F- | OF F
| Address [ Vpordosal|sapmntisLiisvstexelucinTAMDE =l B¢
Name_= | size | Type [ Date Modified |
(T sapecmsr .pdb 5.747K8 PDE Flle 10732010 20:19
Fsapeontrol.exe 2,060KB  Application 1073/2010 20:11
) sapeontrol.pdb 2,131KB DB File 1073/2010 20:11
Flsapepe.exe S583KB  Application 1073/2010 20:06
=] sapcpeft 3KB Fis 28/1/2010 17:18
8808 Application Extension  30/6/2010 02:10
S]saperypr.0 2.316¥8  Application Extension  23/7/2010 01:27
[ saperypro.st 1KB LSTFile 27(7/2010 22:10
] sapesa.di 9268 Application Extension  30/6/2010 02:10
sapcsa.pdb 1,283 KB PDE File 29/6/2010 19:48
[Fsapdbrrte.exe 134KB  Application 28(1/2010 17:32
] sapevents.di 731KB  Application Extension  10/3/2010 19:44
[sapevt.exe 1.551K8  Application 28{1/2010 17:32
[sapexec.exe 135K8  Application 281/2010 17:32
[Msapftp.exe 31398 Application 28(1/2010 17:32
[Msapgenpse.exe 15KE  Application 23{7/2010 01:27
Fsaphttp.exe 31668 Application 28(1/2010 17:32
Esapiconv‘exe 2,307 KB Application 2Bf1/2010 17:32
[Flsapkprotp.eze 5.287KB  Application 28(1/2010 17:32
[Fsaplicense.exs 2,101KB  Application 28(1/2010 17:32
[Tsaplkey.exe 34308 Application 30f6/2010 02:10
[ sapmanifest.mf 1KB MFFile 28/1/2010 16:08
& sapmanifestdb.mi 1KB MFFile 28(1/2010 16:08
[Msapritchk.exe 1.727K8  Application 10/3/2010 19:43
Fsapntkill exe 174K8  Application 10/3/2010 19:43
Esapntstarttp.exe 21KB  Application 2Bf1/2010 17:32
[Fsaontwaltforhalt. exe 487KB  Aoplication 1073/2010 20:11

0 Set the profile parameters (see SAP Note 510007, step 2).

ssf/name = SAPSECULIB

ssf/ssfapi_lib = <Path and file name of the SAPCRYPTOLIB>
sec/libsapsecu = <Path and file name of the SAPCRYPTOLIB>

ssl/ssl_lib = <Path and file name of the SAPCRYPTOLIB>
icm/server_port X = PROT=HTTPS,PORT=<Port number of the HTTPS log>

If you want to use a key length of 1024 bits (only with kernel release 6.20 and higher, see Note 509495):
sec/rsakeylengthdefault = 1024

Instance profile SLM_DVEBMGSOO0_PORDOSOL

version = 000013
Generated by user = SLMISL5763
Generated on = 17.02.2010 , 20:15:00

FEEEEEFE
wele e e e e

" L

Licm server_port 2 = PROT=HTTFPS,PORT=443 I

TEp——— T
MAEMEE . o

Lsac libsapsecy = ¢ (p1r_sxecuraplenzapcryoro. dil ]
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#parameter craated”
icm/server_port_1 =
#parameter created

SAPSYSTEMMAME = SLM
SAPGLOBALHOST = pordosol
SAPSYSTEM = 00
THSTANCE_NAME = DVEBMGES0O
DIR_CT_RUN = $(DIR_EXE_ROOT
DIR_EXECUTABLE = $(DIR_INST,
jstartup/crimming_propertie
jstartup/protocal = on
#paramater created
#D'\d_\/a'\ug: §(DIR_E><ECLITAEL

jstartups/recorder = java -classpath

by soL

PROT=SMTF, PORT=25000

b¥: SoL
LAj2ees/Cluster

g (os_l LINICODE)\NTAMD64
ANCE 2%
s = off

by: soL
E)/sapcrypto.dll

ec/rsakeylengthdefault = 1024
S5 111 DIR_EXECUTABLE J\sapCrypto.
#parameter created

[iararrin Am fdiema = -\ isadl

14 7 PR_vALN

Step by Step Guide to Install, Configure, and Run SLM

0 Create the SSL server PSEs and SSL client PSEs (standard or anonymous) (see SAP Note 510007, step

3a, 3b, and 4).

Trust Manager

3 System PSE

Systern PSE

3 SNC SAPCHptolib

3¢ S5L server Standard

3 S5L client 5L Client (Ananyr
3 SSL client SSL Client (Stands!
K SEL client™WSSE YWeb Service
3 WS Security Standard

3 W3 Security Other Systermn En

Owin Certificate

Qwner

Certificate List

(Selt-Signed)

Qwmner | \
3 WS Security WS Security Keys
2 File — D
[ Craals PSE o
Mame *.sle.sap.corp E‘
Qrg. (Oph 0020190117
compJforg SAP Wieh AS
Country
CA 0=8AP Trust Community, C=DE | 23]
Algarithrm RSA |
Key Length 1024 =

=

PSE Edit Goto Cedificate  En

& a2

wironment  System  Help

Oec@ SRE ODoa

Trust Manager

3 System PSE

Systern PSE

3 SNC SAFCryptolib

3 SSL server Standard

3 S5L client SSL Client (Anonyr
3 S5L client SSL Client (Stands
XK SEL client\WSSE Web Service
3 W5 Security Standard

K W3 Security Other Systermn En
3 WS Security WS Security Keys

2 File

Own Certificate
[o]

c M SSL client default, O
(Sel-Signed)

020180117, O=SAP Wb AS

Certificate List

Owner | \

[E S5L Server

DN of Standard PSE

CN=*.sle. sap.corp, OU=10020190117, OU=8AP Web AS, 0=58F Trust Eomm{

Instance-Specific PSES

=4

O

[
=]

=

PSE Edit Goto Cerdificate  Emvironment  Systern Help

HC¢a@ SHE 000 HE @0

Trust Manager

3 System PSE
& SNC SAPCryptalib

= 3 56L server Standard

0
*® 1t (AnDnyr
3 SSL client SSL Client (Stand=

BB AR et A

SAP COMMUNITY NETWORK

SEL server Standard
Own Ceificate
Qwner ‘CN:gnrnnsm slB.sap.corg

(SelF-Signed)
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=4

PSE Edit Gaoto Certificate  Erwironment  System  Help

& 18 eee SHE fnas AR @m

Trust Manager

3 System PSE

3 SNC SAPCryptolib
= 3 S5L server Standard

O pordosol_8LM_00 T (Chi=pordosolsle sap corp

3 55U client SSL Client (Anonyr (Sel-Signed)

3 S5L client SSL Client (Standz, ereate Cortificate Requesti

3 SSL client WSSE Web Servict|| | Cermeate st

3 WS Security Standard

3 WS Security Other System En

3 WS Security WS Security Key: —1

1 File -

S5L server Standard
Qwn Certificate

O er | \

[E3 || |

Lo rie L 4

(& Cetificate Request

T (]

----- BEGIN CERTIFICATE REQUEST-----
MIIEXZCEyOIBADAQMRAWHAYDYOODEXYWh3 Jkh3NwhCEzhBEUuc2FulnlycnlwgZew
DOY¥.JKOZThveNADEBBUADGYBAMIGJADGBAPpMNBSC TwlEbnkoo/hwoYa2y4BZEuxP
ThFYZpY+sucpk0BKke10Z AEDEKTOJR JTE/XKIdOTnbI8] c+phTOgJPabVhanyr4
tWroCAEMMTwEmg01h/UBSWUTWpvZzzdCm0dzk 1hyCeRkXKgoSN+T38dUZ 21 ugadP
Bp1 7UB1 X 0pxXAQMEAABOADANBOK ghk  B9WBEAQUF AADBONAYhTSTO I+ JvmyxTcP
9xal154 JgNYD1 7HOGg1j 2254 Wvinant i DFkuO8tc2uGBLaYLETwUuvEruudzpwin
eknZ4008UYDEFZ/dH] 01LJ51 WpUzip3ondZnAS1kM/ 0] KOCEUZUBGdn1 t T46Yda
43mXHmYUBkoHWJIRBhUY27 7Y +0==

————— END CERTIFICATE REQUEST-----

CTN Application Life-Cycle Management  Release & Upgrade Info Knowledge Exchange

SAP Trust Center Services

I HOME  Help&Support  Downloads  Keys &Requests  Data Administration

DI | 5 SSLTest Server Certificates

Feedback | Doc, Info | Add to Favorites
] Youare here:

~ 5AP Trust Center Services
b Media Library

¥ SAP Trust Center Services in Detail

n Enter Certificate Request 3 Import Certificate

» SAF Passports in your SAF solution
¥ Sindle Sign-On with SAP Passports

» 551 Server Certfficates I when generating the certificate request, please do not use an emal address in the Distinguished Kame (DN) since this is not supported.
» S50 Server Certificates For Service
Provider Enter data for public key
o L s Sopey G Please transfer the certificate request from your Webserver into the text area below.
o 1t should begin with:
b SAProuter Certificates "e-BEGIN CERTIFICATE REQUEST--—-" and end with

+ Service RequestiContacts ND CERTIFICATE REQUEST.
—EEGIN CERTIFICATE REQUEST—
S T e M11EKzCEyOIBADAGHRAwHATDYOODEx Vb 3Tkh 3HvbCEzbGluc 2FvLnivenkvaZey
Cortiicsta Poliies DY TKoZ ThyoHAQEBE)ADGY D AHTG AoGEAPpHN 850 wl Ebnkeo, hwo¥a2v4ETEuxF
| kEVZRY +=ucpkOBKkgl 0Z AEDEKTOTk] £ G/XKIAI0f nbl 8 jotpbTOqIFablianyz 4
tUToCAEMN1vSng01h UBSHTUpvZzzdCni0dzk 1 baCoRkEKgoSH+T28dUZ2 1uggdP
[ uick Link Information Ep17U6 1 X0pxEAgMBAAGIADANBgkahkiGIwlBAQUF AAOBI0AYhE STOT+1 ynaslak
9a¥154JqHYDi PHOS gL § 2z=4vinOnt JDFkul 8t c2ub BLgYLEL viluw Brunlzpwn

PRI, =KaZA006 IVDEFz/dH 101 115 1Wpliz i p3cnI ZnaS kM XX kOCEuzuBGdn 1 e T4GTds
ik et sop comtee 43nTHNYOEkCHTI IRELTy27 7T 4(0-
----- END CERTIFICATE REQUEST—-——

» Download Arsa

b Maore information - internal anly

Terms of Use  Copyright
Privacy  Imprint

Choose server type

Please select the bype of server for which the certificate will be used.
PKCS#7 certificate chain H

Continue o
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HOME  Help & Support  Downloads — Keys &Requests  Data Administration WSETIS SIS ETOOIEN Anplication Life-Cycle Management  Relsase & Upgrads Info Knowledge Exchangs
AP Serv tfolis  SAP
Ir | ¢ SSLTest Server Certificates

] tou are her,

intenance SAP Trust Center Services

Feedback | Doc, Info | Add to Favorites

¥ SAP Trust Center Services
» Media Library

~ SAP Trust Center Services in Detail Enter Certificate Request A Import. Certificate
b SAP Passports in your SAP solution

b Single Sign-On with SAP Passports Import Certificate into Webserver.

¥ 551 Serwer Certificates - p A 1 "

Bislow s the best certificate For vour webserver (as 5 PKCS#7 certificate chain) . Fleass copy & paste the text beginning with "----BEGIN CERTIFICATE -

b 55 Server Certificates For Service alocal text file on the server.

Provider

* and ending with -EMD CERTIFICATE -

BEGIN CERTIFICATE
= 551 Test Server Certificates

HITFGu¥IKnZT aITF QExADALEglrchiri TVHIIC
b ShProuter Certificates KDCCieZ giwIBATPANOL EBALWMAOGCE GRS Th3DUEEE QUANFAXCZAT
o SemrT T EuNVBAY TAk RFHRw G VDY OKE<HT QVAGYHT 1030002 St hHTuakE SHOSwD UTDVO0L

EwETZXIZEXI%E] AQBgHVEANT CVH 1 onZleiED QT AeFul xMDAAMD UMD UM ) ZaFulx

» Download fres D EWMD QDU ZatFwx CzAJE gNVEAY TA RFH v Gy YDVQQKExNT QVAGVHI Lo 30y

= Certification Practice Statement and 02 SE1HPRAX RSN S0D 0 VDY Q0L EwE T 2K 22X T «H AcB gHVEANT F¥Bucubie 29 sLuls
Certificate Policies ZEEETHAUYZ 9yel CEnz ANEghk ghkiGSwOBAQEFAAOE | QAwg Tk CogTRA+kyba Lx /DURR

» More information - internal anly =Ryd tHChhy &/ gFE S 7E+20VVI L6y SyuRA T oS r Tk ROHCpHALD 1 8b 3 ccho 1B Hds 37

Hz6 1ME ok SpeUBghi L augTAQw=T/mak TUHS (H1 ZHansm PHOKZAS 30 TVu0 T £ GRe

I e e qpxI35P £ 1 EnbTéqp0ECnKe Tl dinF e CAWEAASHTUMNF TuDATDWRO TAQH/ BEATUADAT
KE v BgEFEQCDAT £3EBAMCEPAVHIYDVEOOEETEFELY

E
TUMT§ LW +BUHT 1P 40 LuXE PKMAOGC S q65 Th 3D EEBQTAL S GEACTRAENF =T 1ne 602

Access this bopic directly at eZallfaell 1XnEKEN] LanlNEaT +7 THXS8nZ U0Fs3L4+EE (s QSIS § 0+32 Lonll

http:/service sap.comftcs

OBZhT4ULTHIUSpzT. LR loDuacHdSrrSPoswFRatozlzy
2Ty KFICAbb ATV i p+oe RehHITICY2CCACy qhwTBAGT EAQARAD ANE gk qhki G

Terms of Use  Copyright SwOEAQUFADBAM]swCQYDYQQGErI ERTECHEoGAIUECKMTUOFTF By X0 TENvh L1
Privacy  Imprint bul0eTEPMAOGALUEC xHEUZVy duYyHE TwEATDV QD Ewl 12T 22X T g0 0 EvHiacD Ay
HzE4HT. Tl zE4H T AwiD A BOMQ swCOYDYQQGEwT ERTECHE 0 A LUE

ChMTUOFQIF Ry dXH0TENvhill 1hnl 0e TEPHAOGA I UECKMGUZ Wy dnyy R IwEATDQOD
EwlTZXIZEXIgQ0EwgZ 8wD QY THa Z Thy cNAQEEEQAD g VORI G Ao GEAR 772 ADNR /P
FCT9Z22wLge2V1Eb FyGHG D Cnr InMKInnI zndd oeib 3olx10zEkigeWlisCC7iB3n
FL4TaoHsMHCvewM1TVgCaF xin+hewuluggl] 6B SnEvd 5t sMzFPEThHe j dSh 0Tzl
Z8gpdQ0FEVokbPHoE62T34+rLa3r 7T IhFAGMEALG) SIETHAS GCALUARWEE /w] FIANE
A£8wIQVDVROSEE4wHIVaaROcDovl 301 enZpY 2lhac2 Frlulivh S5U0 LMuD y¥DVROP
AQH/BAQD AgHZMANGCE qBE Th3DQEEEQUAAACEAT D sy 3w/ Dunr 000 L gRMI L IUE j 3w
ZAUTiFW+HONW/DhsqBiut cpfiahde s tu g0 Thot QHaHre g08 9T egHA30r FoEsr cheul
Swit fulx EEeSullous ZNCISoPuZ XWELADO /DOEgRySgalvmzZdAFyHIaTal xxHYH
w7hE £ TDubinIM0A=

—-—--END CERTIFICATE-—-—-

=

PSE Edit Goto Cedificate  Emvironment  Systern Help
@ B ABIC@a I EHE MY N0 RE @B
Trust Manager

® System PSE S5L server Standard
3 SNC SAPCryptalib Own Certificate
= 4 S5L server Standard

@ pordosol_SLM_00 Owner Ch=pordosol.sle Sap corp
3 SEL client S5L Client (Anonyr (5el-Signed)

3 S5L client 8L Client (Standz I
3 SSL client WSSE Web Servics, cm.].”ﬂf‘nzc.m IRIEEEOAFC]

3 WS Security Standard |
3 WS Security Other System En
3K W3 Security WS Security Keys
2 File

Oueher

101

SAR4 L 0«

my Profile  my Inbox  my Favorites QuickLinks  Sikemap  Other Fortals ¢

HOME | Help&5upport | Downloads | Keys &Requests | Data Administration R ETEEN e 0

Application Life-Cycle Management  Release & Upgrade Info Knowledge Exchange

SAP Trust Center Services

Feedback | Doc. Info | Ac
] ¥ouare here:

¥ SAP Trust Center Services
b Media Library
~ SAP Trust Center Services in Detail Enter Certificate Request gy mport Certficate
» SAP Passports in your SAP solution
b Single Sign-On with SAP Passparts
¥ 35 Server Certificates

Import Certificate into Webserver.

Bielow is the test certificate For your webserver (as 3 PKCS#7 certificats chain) . Flease copy & paste the text beginning with ”
¥ S5L Server Certificates For Servics e Gt o e A S,
Frovider

-BEGIN CERTIFICATE -----" and &nding with "----- EMD CERTIF

- 550 Test Server Certficates
b SAProuter Certificatss

= Service RequestjContacts

b Download Area

= Certification Practice Statement and
Certificate Policies

» More infarmation - internal only

] ouick Link Information

Access this topic directly at
hittp: fservice, sap.comjtcs

Terms of Use  Copyright
Privacy  Imprink

¥ wh +ndl

END CERTIFIC,
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(=3
PSE  Edit Goto Certificate  Enwironment  Systerm Help

& A @G BHR SDo8HE | @mE

Trust Manager

3 System PSE
3 SNC SAPCryptolib

S5L server Standard

Qwn Certificate
Owener Chi=pordosol.sle.sap.corn

EFE (Selt-Signed)

= 1 S5L server Standard
@ pordosol_SLW_00
3 SEL client 5L Client (Anonyr
3 S5 client SSL Client (Stands

XK SEL clientWSSE Web Service|| [ Certificate List

3 WS Security Standard Owner

3 W3 Security Other Systern En
3 WS Security WS Security Keys —

T File,

[T Certificate Response

BEGIN CERTIFICATE
MIIFGYYJKoZ ThycNAQeColIFC2CCB0CCANEXADELEgkahkiGOwOBBWGgyyTYMIIC
hOCCAR2gAwIBAGIPANET dd5UxZbWEREBAANMADGLSGS [h3DNEBBUUAMFAXCZA]
BgNVEAYTARRFMRWWGYYDYOOKEXNTOYAQYHI1 c 200029t h XYuaXREMQBwDOVDYOOL
EWZTZXJ2ZXIxE] AQByNYBAMTCYNT cnZ1ciBDOTRFwOxMDAAMDUyHDUWM] ZaFwox
MDEwNDUQyMDUWH] ZalFuwxCzh JBgNVEAYTAKRFHRywGgVDYOOKEXNTOV Rg¥HI1c30g
Q29thXyuaXREMOBWDOYDYOOLEWZTZX J2ZX 1xH AcBgNYBAMTFXBwemRyCc29sLns
Z256z¥XAuY29ycDCBnzANBgkghk i GAwABANEFAADE] DAwgYkCoYEA+kybz1x/DURU
eRyi+HChhra/gFKSTE+20YY N1 XBySymRAEQSrY¥hkAONCONAND] Bh9cohO1B+dsly
NzBTtHGokIptUBabkyilaugIAQwzW/ mah 7WHANHT ZNamInPNOKZAG30TYunxGRe
qpx135Pfx1RnbWBapPaGNXt Ty dCnFeCAwERAaNUMF TwDAYDYROTAQH/BATWADAT
BoNVHSUEDDRKBggrBgEFBOCOATROBGNYHOBEATEEBRMCEPAWHOYDYRODBBYEFKT 3
TWUFwlWj+BWHJTP40ETWXBPKMADGCEGE1h3DOEBBIUARAGBACYKEENPS T NeGOZ
eZalBae¥ClinREZW TgnUNSal+7 IHX5EnZ FUOFs3L4+EBpUsOyEWWE /j0+32TmnU
0B3hT4UnTHTUSpz EasPacEowdoC4pmkhdYOMWET oDmackdSrraP9swFRa%9xLEg
ZWyyIXPOCdbhzaYvE¥gjp+ceRchHMIICYZCCACYOAWIBAGIEADAAADRNEBOKOhK G
QwBBAQUFADBOMI=wWCOYVDYOUGEW JERTECHBOGATUEChMTUBF O IFRydXNOTEN Y11
hm10eTEPMADGATUECKMGUZY ydmyyMRIWEAYDYOUDEW] TZX J2ZX TgO0EWHhCHMD AW
NZE4HTRWMDAWWhCHMTUWNZE4HT RwMDAWW] BOMOSwCOVDYOQGEW JERTECHBOGATUE
ChMTUBFOIFRydXNOTENybYW1 1Thn10eTEPHABGATUECXMGUZYydmyyMRIWERVDYOOD
EW1TZXJ2ZXIg00EwgZ8wD0Y JKoZ ThycNADEBBORDOYRAN G JA0GEBAPT T2 DNRS /P
FCTOZ2wLgcZ¥18hFyEHETDCAr JMMK InnJzm3joeib3oM:1 CZER1 gcW119C0071B3E
FL4TaoHsMHCvewM1UVgGaF xMn+bEyuMwBgQJEBEMEv45tsMzFPSThNejdShiUnzU
Z80pd00FEYOkhPHOSEET3+rLO3r7 JThFAQMBAAG] 5] BIMAZGATUGEWEE/ wOFMAMB
ATew]OYDVYROSEB4wHIYaaHROCDoVL3NT cnZpy¥2Uuc2FwlmNyhEaU01 MwDgVDYROP
AUH/BADDAQHZMABOGCSGS Th3DUEBBIUARAGBA IPswN3y/DunrAB001gXMWITUS] 3y
2817 yW+0NY/DhsoB8m+cpgihahdee+ytogl7hOt OKaHt g8 9V egKd30r FhEsrcheul
SwitfmMxTECSmWousZWCIS0PUZEWGTADD/DEEQRADSYaEVNZZdRFyHIaTa xHY X
wwThBT Vbt 7Dwh+nIMiA=

————— END CERTIFICATE-----|

K

Ln1-Ln300f30lines

[ |Lian, coza

Restart ICM

3 System PSE
¥ SNC SAPCHptolib

S5L server Standard

Owen Certificate
= {2 S5L server Standard

@ pordosol_SLM_00
3¢ S5L client SSL Client (Anonyr
3 S5L client S3L Client (Standz

Owner [ MN=pordosol.sle.sap.corp, OU=5Server, 0=5AP Trust Communi

3 SSL clientWSSE Web Service|| [ Certificate List

3 WS Security Standard _Owner

3 WS Security Other Systerm En
3 WS Securily WS Security Keys! —

Ko ]

&2 File L
B verirse || Password
Certificate
Onvner CN=pordosol.sle.sap.corp
Issuer CN=pordosol.sle.sap.cop

20100804212322
B4 88 2010 21:23:22/1p
43:50:86:33:3F . 7TD:ADFS.C1.0B:77:F 5:AD:9A1 2:6E

Serial Nurnber
Walid From
Check Sum

[ addto certificate List

01.091.2038 |00 80: 01

Al [

Step by Step Guide to Install, Configure, and Run SLM

‘@ S5L PSE saved (restart [CM)

@ 0] sLm 1y 001 BEl| pordosal [INs | [ 2
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SMICM

=3
| List Edit Goto Administration Settings Systern  Help
& 1CM > ExitSof
. JZEE Instance {localy 3 Exit Hard
ICM Monitor | ~ =
J2EE Cluster (glohal) *| Maintenance Mode

a

ICH Status
Restart After Errar
Trace Level (0-3):

[Fl

Caonfiguration
Start Options

Running ¢ Restart

true

1
1@ ¢ 1@ ¢ 5@

Step by Step Guide to Install, Configure, and Run SLM

» Local 1)

v Global

-

KR

Created Worker Threads { Current ! Peak / Maximum )
Connections Used 9 ¢ 12 ¢ 5@@ { Current ! Peak / Maximum )
Queue Entries Used: o/ & /GoE { Current ! Peak / Maximum }
No. Thread 1D Mumber Status Processed Reguest

[ 1 3224 26 056 Awailable

| 2 2104 26.715 Available

| 3 7004 26185 Running Administration

| 4 2480 26.762  Awailable

| 5 4744 26.0850 Awailable

| 6 2824 26 665 Awailable

| 7 3606 26064  Available

| 8 2028 26.760  Mwailable

| 9 4600 26.007  Available

] 18 3816 26 729 Awailable

Yes

=
| List Edit Goto Administration Settings Systern  Help

(@

=]

JHBCG@IEHR I ODaa|

ICM Monitor

@ Release Motes

ICH Status: Running
Restart After Error true
Trace Level (0-3): 1
Created Worker Threads 1| ¢ 10

cca

f-) ( Current ¢ Peak ! Maximum }

X1 /KR{3IC

Connections Used
Oueue Entries Used

[ Internet Communication Manager

Dowou really want to restart all ICM processes in the system?

i Mo [®  cancel

Mo Thread ID

[ 1 3224 29 e
| 2 2104 20

] 3 7004 26 105 Running
| 4 2480 26.762 MAvailable
| 5 4744 26.050 Available
] 6 2824 26 GBS Available
| 7 3696 26 064 Available
| a8 2028 26 760 Available
| 9 4600 26.807 Available
| 18 3816 26.729 Available

Administration

SSL Client Standard

=g

PSE  Edit Goto  Certificate  Environment

Sy

@ Hadiead

Trust Manager

¥ Systermn PSE
¥ SNC SAPCryptolib
= 3 56L server Standard

@ pordosol_SLM_00

¥ SSL client WSSE Web L=
3 WS Security Standard

3 WS Security Other System Encry
¥ WS Security WS Security Keys
2 File

3 S5L client SSL Client (Anonymo
3 S5L client S5L Client (Standar

- [E2] e

3 55L client WSSE Web Service Se | Certificate List .~
3 W3 Security Standard e
3 WS Security Other Systern Encry
3 WS Security WS Security Keys
2 File,
[ Creats PSE
Marme SLM SEL client S5L Client (Standard) =
Qrg. (Oph 10020190117
Compiorg SAP Wieh AS L
Country -
CA O=5AP Trust Community, C=DE [
Algorithm RSA |
Key Length 1024 [= 7
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7.2 Generation and Import of SSL Certificate for SLM Secure Connection

Generate the SSL certificate on the managing SLM system (server side). More information: SAP Help Portal
at http://help.sap.com SAP NetWeaver SAP NetWeaver 7.0 including Enhancement Package 1 <language>
SAP NetWeaver Library SAP NetWeaver by Key Capability Security Network and Transport Layer Security

Transport Layer Security on the SAP J2EE Engine Configuring the Use of SSL on the J2EE Engine
Trigger the import of the SSL certificate on the managing SAP Solution Manager system (client side).

1. Log in to the managing SAP Solution Manager system and run the trust manager with transaction code

STRUST.

2. In the left screen area, choose SSL client (Anonymous or Standard).

3. In the right screen area, click the icon with quick info Import Certificate to import the crt file with format

binary.

#3pordosol - Remote Desktop

Connect View Tools Help

" Wisual Administrator - [SLM\Server 0 0_70584\Services'Key Storage]

DETENENE

YEEAL]

@& Views Entries SECRET KEY
rd Sk"gispamhem 070584 17 CTCView /|| services_services [creationDate |- Tue Mov 03 03:40:11 BRST 2009
® _% Senvern 0 TEI5754 tpord D_EFAULT senvices_senvices [algurlthf“n]: DESede
o6 ermel TicketKeystore .|| wenapps_sap-co [format]: RAVW
E.@ Interfaces TrustedCAs ;
@ M Libraries UMEKeystore ;
L 9@2 Semvices WehServiceSecurity | -
£ ABAP Communi securestorage
4 Adrninistration A
£ application Clien
43 application Locki
48 Basic Adrministra
4 pifmrmideployer
4 caffruntimelconn
4 caffumimetadatal
4 cafurnirelgroups
4 CentralUnificatio
4 Certificate Revor
48 ClassLoader Vig
43 Classpath Reso Input

43 Configuration Ad
4N ConfSerice

4 Connector Conta
48 Deploy

£ Destinations
% Distributed Stati
4 Document Servi

4 Document Servi
48 Docurment Seni
4 Document Servi
43 Document Seri
48 Docurment Semi
4 Document Servi
48 E.JB Cortainer
44 File Transfer

4 HTTF Provider
48 I10P Provider

4 Java Mail Client
48 JCo RFC Providg
4 JDBC Connecto
4 JMS Connectar
44 IMS Provider

474 I Adapter

484 MK Motification

4 Document Servid
48 Docurment Seni

Create View |

4 JNDI Registry
4 Key Storage
E

1 nmle Pombrntor

Enter an alias:

‘serwce_as\\ |

~ Entry

‘ Create

Rename

- View

| Save to File

| Load from File

‘ Delete

‘ Load

‘ Export

| Import from Other

| Generate CSR Reguest

| Import CSR Response

| Delete View |

“ ¥isual Administrator - [SLM\Server 0 0_70584\Services\Key Storage]

Connect View Tools Help

DElElEkR .

(TRYRENC] :
Cluster L[ views Entries g no datar
& SiMDlEpatcherD 0_70584 ': EEEXT; ‘
@ £ Server 0 0_70584 (pord _
E-“ Karnal TicketKeystore
9.@ Interfaces TrustedCAs
© M Libraries UMEKeystore :
@ % Services WebServiceSecurity
T ABAF Comrmuni securestorage :
£ Administration A Senice_ss|
£ ppplication Clien
£ application Locki
4™ Basic Administra
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#3pordosol - Remote Desktop o1 x|
¥isual Administrator - [SLM"Server 0 0_70584'Services'Key Storage]

Connect View Tools Help

Lo [n][=]7]e]
BN
Ginacontsroton

Cluster | Views

Entries <no datas

£ HTTP Provider | CTCView

4 NIOF Provider DEFAULT

£ Java Wil Client TicketKeystore

ot comena | | rsccas

4 JMS Connectar UMEKwan 3

44 M3 Provider WehServiceSecurity

’a.?‘JMX Adapter securestorage

48 UM Notification service_ssl

£ INDI Registry

4 ey Starage

5 Leak Detactor ) )

5?‘ Licensing Adapt [ Subject Properties ‘ - Issuer Info

4 Locking Adapter Ke Value

43 |_ng Configurato Country Name {2 letter cade)|BR

4 Log Viewer State/Province (full name) RS

44 memory Info Locality Marne (eg. city) SLE

% Wessage Info Organization Name SAP

S Migration Servicel Qrganization Unit Mame SAP Brazil

g Monitoring Common MName ordosol.sle.sap.cor
P4 Provider

£ POF Manipulatio

4 Performance Tral

LM Pyl

43 Remate Object

4 Rurtirme Info Prol

S sl

4 SDIC Service

4 Secure Storage

£ Security Provider| Entry Name |sshcredentials Store Certificate  [v] Select CA Key ‘
£ Session Failove 3
24 ghell Adrministra valid From [08/08i2010 17:56 Key Length \1024 |v| ‘ D ‘

Valid To [02/08/2011 17:56 | T ASA v\ ‘ Cancel \ Save ta File

" Key and Certificate Generation

4 5LD Data Suppli
4 551 Provider

LM A im P AT T D)

Server 0 0_70584!Services\Key Storage]

Connect View Tools Help

o ]| [=]|[3] [#]
B +]|0

untine  Propertes | Adtiona o |

— - Views Entries | PRIVATE KEY
CTCView i
o B* ssl-credentials : [creationDate | Sun Aug 08 141549 BRT 2010
3 £ g‘eﬁn?::cuhsrguﬂs—gzﬂ(ﬁpi“ré || || perauer || ssicredentials cel || [ algorithm 1: RSA
LT Kemel || 7| || TicketKeystore H [format]: PKCS#E
& [ Interfaces TrustedCAs | EE i i
© M Libraries [ | uMEKeystore 3 i [DM ] CN=patdosol sle.sap.corp,OU=5AP Brazil 0=5AP | =5LE,5T=Rio Grande do Sul C=BR
b ﬁé et | WebServiceSecurity b | [issuerDN]: Ch=pordosol.sle sap.corp, OU=SAP Brazil 0=5AP L=5LE ST=Rio Grande do Sul,C=BR
QAEAPC _ : : [validMotBefare | Sun Aug 08 14:12:00 BRT 2010
& Dmmunl SECI{TES‘UTZBB [walidNotafter - Mon Aug 08 14:12:00 BRT 2011
& Administration A service_ssl | [ signAlgorithim ]: shatWithRSAEnCryption (1.2.840.113549.1.1.9)
@ADW!UET!U" CI\EF! : 4 [fingerprint]: AD:DS:0AAC AS:OF BE:51:F2:57:40:8E:67:A5:80:82
& gzz‘,‘gi\t;i,:]‘;osi:ﬂ A g | [subjectkeyldentifier |: 80:5E 20 ES 4265 AAFB33FD4A09:31 ADEADADC B1:2B.56
4 hismrmndenlover || : | [Dumm[fvnlmhm] RSA
4 caffruntimeleonn| || : : [rargmat] X508
4 calummetadatal | 4 :
£ caifumirelgroupss || 4 i
£ CantralUnificatio

4. If the corresponding certificate has not yet been signed by a CA, then:

a. Generate a certificate signing request. Select your entry, choose Generate CSR Request and save it
to a file.
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Connect View Tools Help
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DT

R

Runti

e

SLm =
& J* Dispatcher 0 0_70584 {
9 Server 0 0_70584 (pord
& B kernel
o [ Interfaces
© M Libraries
P s@‘g Services

£ caffumirelgroup
4 CentralUnificatio
£ Cortificate Revog
4 ClassLoader Vigl
4 Classpath Resol
£ Configuration Ad
4 Confgervice

£ Connector Cont:
43 Deploy

4 Destinations
£ Distributed Stati
43 Document Sei
£ Docurnent Sewi
4 Document Servi
4 Docurnent Senvi
£ Document Servi
43 Document Sei
4 Docurment Senvi
4 Document Seri
4 Docurnent Senvi
£ EJB Container
4 File Transfer
4 HTTF Provider
43 10P Provider

£ Java Mail Client
£ ICo RFC Provide
43 IDBC Connecto
4 M3 Connectar
£ IMS Provider
44 N Adapter

Views
CTCView
DEFAULT
TicketKeystore
TrustedCAs
UMEKeystore
WehServiceSecurity
securestorage
service_ssl

Create Wiew |

Entries PR

ssl-credentials
ssl-credentials-ce

[VATE KEY
[creationDate ]: Sun Aug 08 14:15:48 BRT 2010
[algorithm |: REA
[farmat]: PKCS#8
[ =elfSigned |
[DN]: Ch=pardosal.sle. sap.corp OU=SAP Brazil 0=8AP L=5LE ST=Rio Grande do Sul C=ER
[issuerDN | CH=pordosol sle.sap corp, OU=5AP Brazil, 0=5AP [ =5LE ,5T=Rio Grande do Sul,C=BR
[validMotBefore |: Sun Aug 08 14:12:00 BRT 2010
[walidMotAfter | Mon Aug 08 14:12:00 BRT 2011
[ signAlgorithm | sha1WithRSAEncryption (1.2.840.113548.1.1.5)
[fingerprint]: AD:D3:0AACASOF:BE:51:F257 49:8E:67:A5.80:82
[ subjectieyldentifier]: B0:58:09:E5:40:55: A0 FB:33 FD:4A:00:31 AD:EADADC 91:28:56
[publickey].
[algarithm ]: RSA
[farmat]: X 509

- Entry ~ View

Save to File

‘ Load from File
Rename ‘

‘ Import from Other

Delete |

Load ‘
‘ Generate CSR Request

Export | ‘ Import CSR Response
\

\

Connect View Tools Help

o [w]| =] 7] [@]

=fa] <@

Cluster |

I

LM HTTP Provider
43 ||OF Provider
44 Java Mail Client
48 JCo RFC Providg
4 JDBC Connecto
£ IMS Connectar
4 M3 Provider

£ M Adapter

43 M Notification
484 JNDI Registry
4 ey Starage

5 Leak Detectar
£ Licensing Adapt
4 Lacking Adapter
£ Loy Configuratn
4 Log Viewer

4 Mermary Info

£ Message Info
4 Migration Service
£ Monitoring

43 P4 Provider

48 POF Manipulatio
4 Parformance Tral
44 Ml

£ Rernote Object
43 Runtime Info Prol
B samL

4 SDIC Service
4 Secure Storage
£ Security Provider|
4 Session Failove
£ Shell Administra
A~ S

Views
CTCView
DEFAULT
TicketKeystore
TrustedCAs
UMEKeystore
WehSeniceSecurity
securastorage
service_ssl

Double click the file

File Edit Format Wiew Help

Entries

PR
ssl-credentials
ssl-credentials-ce|

Look in: ,87

Dzl

IVATE KEY

[creationDate | Sun Aug 08 17:52:02 BRT 2010

[algarithm 1: RSA

[format | PKCS#8

[selfSigned ]:
[DM]: GCh=pardosol sle sap.corp,OU=8AP Brazil 0=8AF L
[issuerDN]: CN=pordosol.sle sap.corp OU=SAP Brazil O=!
[validNotBefare | Sun Aug 08 17:48:00 BRT 2010
[validMotAfer |- Mon Aug 08 17:48:.00 BRT 2011
[ signAlgarithm ] shalWithRSAEnCryption {1.2.840.113549
[fingerprint]: C8:A9:34 66 E4:BAARFED0:3E:87:2F 36:90

(@] [e] ]

(21 patches

(1 System Volume Information
(1 _RCC_Test_DoNotDelete

File Name:

Files of Type:

| 0K

‘Ceniﬁcalesigningﬂequest(’.csr) 'l ‘ Cancel ‘

‘Inhea\gmen

1Bl

————— BEGIN WEW CERTIFICATE REQUEST—————DMIIBuZCCASQCAQAWEZELMAKGMUEBHMCQ]IijAYEgNVEAgTEVJpbyEHCmFuZGUgUZGBQUEVSMQWWCQYDVQQHEWNTTEUXDTALEQNVBAUTBFNEUCAXEZARIA

b.  Send the certificate signing request to a CA to be signed.
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The exact procedure to use depends on the CA that you use. For the SAP CA, follow the instructions

provided by the SAP Trust Center Service at service.sap.com/tcs.

¥2) SAP Support Portal - SSL Test Server Certificates - Mozilla Firefox _l&E) ]
File Edt Wew History Bookmarks Tools Help

- C X mhttps:ffwensmpznssap-ag.de;ﬁﬁﬂest o
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» Media Library

= SAP Trust Center Services in Datal

. Enter Certificate Request Impart: Certificate
» SAP Passports in your SAP solution

¥ Single Sign-On with SAP Passports
» 550 Server Certificates I when generating the certificate request, please do not use an emall address in the Distinguished Name (DN) since this is not supported.

';made;erver Certificates For Servics Enter data for public key

- 550 Test Server Certficates Flsass transfer the certificate request from your Webssrver inta the text area bslow,

It should bedin with:

» SAProdter Certificates "-----BEGIN CERTIFICATE REGUEST.
= Service RequestfContacts D CERTIFICATE REQUEST-—
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= Certification Practice Statement and
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Terms of Use  Copyright

————— END NEW CERTIFICATE REQUEST———-—
Privacy  Imprint

Choose server type

Please select the type of server For which the certificate will be used.
EPKCS#? certificate chain

Continue ()

c.  Save the certificate request response to a file in the file system. Use the extension .crt (DER-

encoded or Base-64 encoded) or .cert (Base-64 encoded).

File Edt Format View Help

————BEGIN CERTIFICATE---—--

MITFLwy IK0ZT hv CNAQCCOT IFIDCCERWCAQE xADALBgk ghk 16 OwOBBWGOGGUEMIIC
MTCCAQKOAWI BAGIPAOIZMLOOUYDGEAL BAAS IMAOGCSGGSIH3 DQEEBQUANFAXCZAT
BgNVBAVTAkRFMwaGg\rDVQQKExNTQVA%‘VHjchQgQZ91:bxvuaxRSMQBWDQVDVQQL
EWZTZx]2ZXIXE] AQBQNVEAMTCVYIN] CnzZ 1 c1BDQTAEFwOXMDASMDOYMDAZNT BaFwlx
MDEWMDCyMDAZNT BaMHExC A BgHVEAY TAK RFMRWWGDY DVQAK EXHNTQVAGVHILC3Qg
02 5t 0wl a xR SMQBwWDOY DVQOL EWZTZX1 27X T xEZARBGNVEAS TC T NEUCEC CmF Gawwx
HjACBgNVEAMTFXEVCmRVCZQSLHNSZSSZYXAUVZD{CDCEHZANEgkqhk'iGQwOBAQEF
1AR0E T QawgvkCvEAT x2g9z2 Y FEHRIMY ZhzZttCek T hvwn] ASudd OxLFCzkOOUHET
TIP34 cFVCITABCaMy 3 7wO7 STLLKZBNGOE Xz T4 of My TuQ i TriKoy Ty 1Q
bEOaIDuerwx/TEUCZ6LE7MthcJHAWLkleaPFTeLw?hQZ/%i/BQABkaCAwEA
0.3 NUMF TwDAY DVROT AQH /BATWADAT BghvHSUEDDAKBGQr BGEF BQCDAT AOBGNVHOSE
|0 BEBAMCBF AwHC Y DVROOBEYEFNS T AEAGOa B T+EF AT BRCOBZNCZOSMADGC SqGSTh3
DOEBBQUAAL GBAHDED TXsr 1 SE4R+ECRSCT 1 xCxZhL ZUGhaBUEX+HVNHOMLMT ZUZAZ X
Py DaPj+wiGMpI IPZackmrZr ALB6WY dTHXCEDMK 2 nRXBBESPXTTW,/ Ty PHKEYAGGIR
5'IHwn(unLPlezsn(zvavca-iOEVNnegtnlMtoMzGNubkLynchdwnMHwncvzcc
8. CygawI BAGI EAQAAADANE gk ghk 1Gow0BAQUF ADBQMAS wCQY DVQQGEWIERTECMBOG
[0 DEChMTUOFQT FRy dXNOT Envbwl 1bm1 0eTEPMAOGAT UEC MG UZVy dmyvyMRTwEAY D
VOODEW T TZX] 2ZXT GQOEWHN CNMDAWNZES MT AWMDAWWHCNMT LN ZEMT AMDA ] BQ
MOSWCOY DVQQGEWIERT ECMBOGALUEChMT UOFQIF Ry HXNOT ENv bWl 1hm 1 0eTEPMAQG
0L UECXMGUZ Wy Oy MR TwEAY DVOQDEW ] TZX12Z2%1 JQUEWIZ8wWDQY JK0ZI hvCMAQER
EQADLY0AMIGIAOGEAR 7 7eADNRS APFCTSZ 2wl gz 1 8bFyGHEFOCNr ImMKINN Zm3
joeib3oNx1CzEk Tgow] 19CC7IB3TFLA T A0HSMHCY ewhd TUVGG aF xMN+hevuMwBgad
6ESMEV StsMzFPSThNe] dshqunzuz8gpdaoF 6ok bPHOBEET 3+rL93r 71ThFAGME
0,057 5 BIMABGAL UHEWEE AwQFMAMBAT SwIOY DVROSEBd WHIVaaHROCDOVL 3N chzp
[ 2 UL 2 FwLhy S SUQLMWD oY DVROPAQH / BAQDAGHZ MAOGC S G ST b3 DOEBBQUARL GE
AIPSMMEV/DUmr’OOOngMWIIUS]'EVZAU"\¥W+ONW/DhSqBBm+CpBAathe+w’tgO?hO
(tQKaHLgOBYYeqrd30r FhEsr cArul SwitTmMxTEeSMWoUSZWC I SOPUZXWGE1ADD, DO
EqRrAQSgaEvnzZdAFyH3aT adxxHyxwwrhefrht 7Dwh+nimoa=

————— END CERTIFICATE-----

d. Import the corresponding certificate request response. Choose Import CSR Response and load the
response from the file system.
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#3pordosol - Remote Desktop o [u]
|

"3¥isual Administrator - [SLM"Server 0 0_70534',Services'Key Storage]

Connect View Tools Help

=N

LEIC]

Cluster i i

. ‘ Views Entries PRIVATE KEY
£ HTTF Provider CTCView ssl.credentials | ¢

NP Providar DEFAULT ssl.credentials-ce| |

£ Java Mail Client Ticketieystore
44 JCo RFC Providd TrustedCAs
£M JDBC Connecto

D

[algarithm | RSA
[format ] PKCS#8
[ selfSigned ]:

[creationDate ]: Sun Aug 08 17:57:21 BRT 2010

UMEKeystore E [DN]: CN=pordosol.sle.sap.corp,OU=5AP Brazil 0=5AP L=5LE,5T=RS5,C=ER

4 JMS Connectar
4 M3 Provider
£ M Adapter
43 N Notification
48 JNDI Registry

WehSeniceSecurity
securestorage
service_ssl

[issuerDN ] CH=pordosol.sle.sap.corp OU=5AP Brazil 0=5AP L=5LE 5T=RS C=ER
[validiotBefore |: Sun Aug 08 17:96:00 BRT 2010

[validMotAfter |: Mon Aug 08 17:56:00 BRT 2011

[ signAlgarithm |: shalwWithRSAEncrvption (1.2.840.113549.1.1.5)

[fingerprint]: C1:57:F3:84:58: G868 68:CF:4C:F2:60:FF:80:3C:62

£ Ky Storage
% Leak Detectar
£ Licensing Adapt 7
£ Locking Adapter Look in:
4 Loy Configurato

B -
£ Log Viewer D:i

"y Select CSR response file [x]|#2824016:67.09:80:12

[@] (o] [

£ Wemary Info (1 _RCC_Test_DoNatDelete
B Message Info (1 patches

4 wigration Servicel (1 System Volume Information
44 Manitaring [ test.ort

44 P4 Provider & . csr

4 PDF Manipulatio B certi 5 &

4 Performance Tral
44 Pul

4 Remate Object
4 Rurtirme Info Prol

B spML
43 SDIC Service

File Name: }LE\ crt

| 0K|

4 Secure Storage

£ Security Provider|

5@3‘ Session Failove Files of Type: ‘AII Files (*.*)

" | Cancel |

4 Shell Adrministra

ew

£ 51D Data Suppli ] |

4 SEL Provider Create

| | Save ta File |

4 tcieCATTPingise|

¥ tc~smd~server— i | Rename

4 Telnet Provider

| | Load from File |

£ Timeout

| Import from Other |

4 Transaction i | Delete

4 TREX Senvice

£ UME Provider
E | Load

4 User Storage
Ut

| | Generate CSR Request |

Wi Si P
4 yirus Scan Provi f | Export

| | Import CSR Response

£ veb Container Create View

£ yweb Dynpro Ru
- -

For each server process that is to support SSL:

1. Choose "Cluster -> Server... -> Services -> SSL Provider"..

2. Select the corresponding J2EE dispatcher.

The available sockets and their corresponding ports appear in the Configuration pane.
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":¥isual Administrator - [SLM\Server 0 0_70584' Services\S5L Provider]
Connect View Tools Help

DEIEIEID
DOIDCEE

| rane | et o |

Cluster | | 00_70584 /|-

g :?;F;Fm;\der =% {Z) New Sockets @ Active Sockets
ravider

£ Java Mail Client : Host Port
£ 0Ca RFC Provid || 10213141 50003
4 JDBC Connector] (| - 10.2131.41 50001
43 JMS Connector | 10.2131.41 50008
4 M3 Pravider
£ My Adapter
£ UMK Motification
£4M JNDI Registry
43 ey Starage
S |eak Detectar
4 Licensing Adapl
4 Locking Adapter
4 Lng Configurator]
4 Loy Viewer
%Memnw\nm [ —
Message Info ﬁ/—
£ Migration Servicel ;| S
43 Monitoring 1 Choose default credential: | [ssk-credentials ling of different cipher suites. Choose keys first.
g E[“) FF'mV‘HEf Ll - Enabled Credential —— add
4 Performance Tra
24 piy) Remawve
43 Remate Object
4 Runtime Infa Prof
S L i
4 SDIC Service :
4 Secure Storage |
4 Security Provid
£ Session Failow
43 Shell Administr:

ekt | o | cowa |

LM triaraTTRinmIz RS

vailable Credentials

3.  Select the socket that corresponds to the SSL port you want to configure. Usually is port 5<nr>01.

4, In the Server Identity tab page, select the key pair entry to use for this port. (Choose Add.).

/" ¥isual Administrator - [SLM\Server 0 0_70584Services\SSL Provider]

Connect View Tools Help

]| ]| []][#]
%] [+]@]

Cluster

43 HTTP Provider
43 10F Provider :
4 Java Mail Client Host Port
4 JCaRFC Providg || - 10.2131.41 50003

4 JDBC Connecton || 10.2131.41 50001

4% IMs Connector i 10.2131.41 50008

4 UMS Provider
43 M Adapter
44 M Notification

Dispatcher 0 0_70584) : i

I

{2 New Sockets 8 Active Sockets

4 JNDI Registry
4 Key Storage
B Leak Detectar
£ Licensing Adapt
43 Locking Adapter
4 Loy Configurato
4 Log Viewer
g Mernory Info ]
Message Info =
Biviraton gonicd |- [{Cinther Stite | Server dentity | et Authertication |
4 Monitaring H Choose default credentials that will be used in handshake. Different credentials are needed for enabling of diferent cipher suites. Choose keys first
g E“Dm;':iz’ulam ~ Enabled Credential
4 Performance Tra
il : Remave
4 Remote Object
43 Runtime Info Pr
S sAML
43 5DIC Service i
4 Secyre Storage ||| 2
4 Security Provider| || -
4 Session Failover | 4
4 Shell Administra
4 51D Data Suppl

43 551 Provider
LM e tar s TTRinAlz ol

Add|
ssl-credentials

5.  If the server process is to accept the use of client certificates for authentication, then set this option in
the Client Authentication tab page. Also maintain the list of trusted certificates in the Trusted Certification
Authorities section. Add the new certificate to "Enabled Credential”.

3) Go to https://hostname with FQDN:5xx01/index.html
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How to Install the certificate in Firefox. Click here

Untrusted Connect irefox

o

Ele Edit Yew Hstory Bookmarks Tools  Help

\ =lEl x|

6 - X lj_,l ‘https:ﬂfpnrdnsnl.sle‘sap.cnrp:SDDDI

J ! Untrusted Connection

o=

ion Server Java - Mozilla

SAP NetWeaver Ap)

Fle Edit Yiew Hastory Bookmarks Tools Help

This Connection is Untrusted

You have asked Firefox to connect securely to pordofol.sle.sap.corp:50001, but we can't confirm
that your connection is securs.

Marmally, when you try bo connect securely, sites will presgnk brusted identification to prove that you
are going to the right place. However, this site's identity ca\t be verified.

What should [ Do?

Add Secuvity Exception x|

1f you usually connect b this site withaut problems, pu are about to override how Firefox identifies this site.

impersonate the site, and you shouldn't continue.,

Get me out of hers!

Technical Details

Laygitimate banks, stores, and other public sites will not ask you to do this.

| Get Certificate I
Wiew...

Certificate is nok trusted, bdfause it hasn't been verified by a recognized authority,

Server \
[Locat\on: I httQ\Jpordoso\.s\e‘sap‘corDJSDUDl,i

1

1 Understand the Risks - Certificate Status

This site attempts to i

§ ntify ibself with invalid information.
If you understand what's going on, you can tel Fire

if you trust the site, this error could mean th

Unknown Identity
connection.

Don't add an exception unless you know there's a g
identification.

Add Exception

[¥ permanenth; store this exception

*irm Security Exception Cancel |

=lE x|

6 "2 c /A a7 mhttps:ﬂfpurdusol‘sle.sap.corp:SUDDlfindex.html

J =7 SAP NetWeaver Application Server 1...

SAP NetWeaver™
- Application Server Java

SAP Help Portal

SAP Help Portal contains the complete documentation for SAP MetWeaver Application Server

Java. Navigate to SAP MetWeaver

System Information

SAP NetWeaver Administrator

SAP NetWeaver Administrator can be used in a central or local scenario for administration and
monitaring the SAP MetWeaver system landscape

Web Services Navigator

System information provides administrators with an overviewe of the system configuration and its
state. It shows all of the system's instances and processes, their current state and important
parameters (such as ports) that may be required for support cases, as well as the versions of
the components installed

User Management

The user management administration console provides administrators with the functions they
need to manage users, groups, roles, and userrelated data in the User Management Engine
(UME). Users without administrator permissions can use it to change their user profile

UDDI Client

The UDDI client provides guery and publishing functions for different Web service entities to any
UDDI compliant registry

SAP COMMUNITY NETWORK

Web Serices Navigator is a tool that gives you a short overdew of a specific YWeb service
based on its WSDL, and enables you to test your Web service by creating and sending a client
request to the real end point

Web Dynpro Tools

Web Dynpro tools provide administrators and application developers performance measurement
and application administration capabilities for the SAP NetWeaver User Interface technology.
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7.3 Using the maintenance transaction for RFC destinations (SM59)
1 Create an RFC connection of type "G" (HTTP connection to external server).

2 Enter the data for the J2EE Engine on which SLM is installed, on the Technical Settings tab page:

0 Target Host: <Server><fully-qualified domain name>

o Service No.: HTTPS port 50001

o Application path: /simSolManServices/Configl
Choose save.

On the Logon & Security tab page:

o Logon Procedure: Basic Authentication

0 SSL: Active, and select the proper SSL Client certificate (standard or anonymous), from where you
imported the certificate from the SLM server.

o0 Logon: Enter your user and password. Choose Save.

3 Choose "Connection Test" to check that the connection is correct.

|’:U§0nnecnon Edit Goto Estras Utilities Swystern  Help

[  soadcee 0HE 006 E
RFC Destination SLMTEST

RFC Destination |SLMTEST ]

Connection Type m ‘HTFF‘ Connection to External Sers | Description
Description

Description 1 generated automatically

Description 2

Description 3

LUGITEEND™ Technical Settings Logon & Security , Special Options

Target System Settings
Target Host \purduau\.s\e sap.comp | Service Mo 5080
Path Prefix \fs'lmSn'\ManServ‘i:elennfim

HTTP Proxy Options
Global Configuration
Proxy Host
Prowy Service
Proxy User
Proxy PWi Status is initial

RFC Destination |BLMTEST ]

Connection Type |E| |HTFF‘ Connection to External Serv | Description
Description

Description 1 generated automatically

Description 2
Description 3

Administration .I Technical Settings 4

Special Options

Security Options

Logon Procedure
) Ma Logon
(® Basic Authentication
[ Bend Assertion Ticket

Stalus of Secure Protocal

5L O Inactive ® Active
S5L Client Certificate |DFAULTS‘SLCI\EHI(SIEHUEM) g| Cert. List
Autharization for Destination
Logon
User |salman_adrmin
P Status |sawed
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Execute a connecibn test

Connection  Edit
SETman BE e m

Connection Test

RFG Destination |SLMTEST |
Caonnection Type |E| |H‘I'FF' Connection to External Sery | Description
Description

Description 1 BLM HTTPS Connection
Description 2
Description 3

Security Options

Lagon Procedurs
O Mo Logon
@ Basic Authentication
[]Send Assertion Ticket

Status of Secure Protocol

S50 O Inactive @ Active
S5L Client Certificate | DFAUILT S5L client (Standard) =] cert List
Authorization for Destination
Logon
User solman_admin
PWy Status saved
FrEsear SRR AEAEARRARAEAARAAEAAER AR AEA RS RARR AR A AEAA RS AAREAREAARARARE AL

=

Gonnection Test  Edit Goto  Systern Help

| 00 naobicae@ iR aton AR @

Connection Test HTTP Destination SLMTEST

Destination SLMTEST
Ty HTTF Connection to Exernal Server

Detail Walue
Status HTTP Respaonse 200

| Btatus Text oK
|Duration Test Call 25 ms
=

ConnectionTest  Edit Goto Systerm  Help

g 2 140 e@e CE® fnon DF @B

Connection Test HTTP Destination SLMTEST

Destination} SLMTEST
Ty HTTP Connection to External Server
Mame Walue
~response_line HTTPM.1 302 Found
~server_protocol HTTRM.1
~status_code i)
~status_reason Found
connection close
Server SAP J2EE EngineiT.01
date Sun, 08 Aug 2010 21:18:23 GMT
content-tvpe textiplain
lacation hitpsifpordosol sle sap.corp:50001kwsnavigaton]sps/redirectauth jsp?url=9% 2Fwsnavigator¥% 2Fjsps% 2Findex jsp % 3F localvwE %30 2xtl 28
set-cookie saplb_*=(pordosol_SLM_00)7058450; Version=1; Path=/
set-cookie JSESSIONID=(pardosol_SLM_00)ID14640516500B538193691e45bd5351bef21156cc6d869eabc453End; Version=1; Domain=_sle sap.corp; Path=rf
~ternote_addr
~uti_scheme_gxpanded NONE
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8. Software Logistics Controller — SLC
For the managed system which is of SAP NetWeaver release 7.0x, install the latest patch of SLC 700;

For the managed system which is of SAP NetWeaver release 7.1x, 7.2x or 7.3x, install the latest patch of
SLC 720.

The requisite lowest patch of SLC 700 for Maintenance Optimizer SP22 is patch 21; the requisite lowest
patch of SLC for Maintenance Optimizer SP22 is patch 1.

To install the SLC:

1. Set up Java runtime environment with at least version 1.4.x for SLC 7.0x and 1.5.x for SLC 7.1x.

2. Download the latest Software Logistics Controller (SLC) from SAP Service Marketplace at
http://service.sap.com/patches => Support Packages and Patches - Entry by Application Group => Additional
Components => SL CONTROLLER => SL CONTROLLER 7.00 => # OS independent =>

HOME  Help & Support

DUTEEN AN Keys & Requests  Data Administration  Maintenance & Services  Application Life-Cycle Management  Release & Upgrade Info Knowledge Exchange
enter  SAP Support Packages  SAP ade s Datah: hes t  Additional D d Info

] Youare here: # D5 independent Feedback

= Support Packagss and Patches =
= Search For Suppart Packages and Patches

- Support Packages and Patches -
Entry by Application Group

= A-ZIndex

Support Packages and Patches - Entry by fpplication Group " Additional Components" 5L CONTROLLER " 3L COMTROLLER: 7.00

= My Companys Application Components
= SAP Support Packages in Detal

= SAP Support Package Stacks S CONTROLLER, 7.00
» Archive for Support Packages and Patches
= Database Patches (from other vendors) LR |ndegendent‘

= Download Basket

Terms of Use  Copyright

SL CONTROLLER 7.00 -> # OS independent

You can download one or more files by activating the check box on the left and dicking the button "Add to Dowrload Basket”. Please dick here for more detailed information, Click on m to
request Side Effects report.

Add to Download Basket Maintain Download Basket J Select all J Deselect all

The ing objects are ilable for download.
File Type Download Object Title Patch Level InfoFile File Size [kb]  Last Changed
rE s LUP 26-20002695.5AR  Patch for SLCONTROLLER 7,00 5P 2% Info 21585 14.05.2010

Add to Download Basket Maintain Download Basket J Select all J" Deselect Al

3. Create the directory /usr/sap/<SID>/SYS/global/SDT. On UNIX systems, the SDT directory owner must be
the <sid>adm user, the group must be sapsys.

Managing system and Managed system

[ clusrisaplcTpisvsiglobal

x| Mame ~ | size | Type | Date Modified | attribe
. |CSE000J0BLG | File: Folder 8/5/2010 5:00 PM
;y Documents |Z5)001J0BLG File: Folder 8/5/2010 4:34 PM
y Camputer () AdobeDocumentservices File Folder 7/22/2010 7:04 PM
 Locsl Disk (€3) [hjzeedient File Folder 7/22/2010 6:56 PM
3 ) Documents and Settings || =272 File Folder 7/22/2010 6:56 PM
0 fosckl 4.2_27-x64 rol File Folder Fiz2[2010 7:54 PM
3 [ Program Fles File Folder 8/3/2010 6:16 PM
[ Program Fllss (x86) () security File Folder 7i2z[2010 4148 PM
& TEmPDB (hsid File Folder 71222010 6:57 PM
& m [Easleosts File Folder 71222010 6:57 PM
[ TemplateConfig File Folder 71222010 6:57 PM
3 usr
B s [l aparproT.LOG OKB  Text Document 7222010 6:38PM A
&) cems [B)ms_acl_info.dat 1KE DATFile 722{2010445PM A
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X | _Mame | size | Type
sktop [)000108BLG File Folder
My Documents [001J08BLG File Folder
My Computsr [)400J0BLG File Folder
e Local Disk (C:) [ChAdobeDocumentServices File Folder
[ data Cete File Folder
() Documents and Settings Dhdumps File Folder
5 jesdkt. 4 2_z3 64 Doyzeedient File Folder
) Program Files Sra File Folder
[ Program Files (x86) d File Folder
[ SLMDATAL File Folder
[ sLMDaTAZ [Shsecurity File Folder
[ SLMDATAS s File Folder
[ SLMLOGT [Cosltonls File Falder
(2 TEMPDE L TemplateConfig Fils Folder
= tmp [ aBapPROT.LOG OKB  Text Document
o & usr CR_CRM_IBASE_20100319_202141_0.ARCHIVE 14KB  ARCHIVE File
B &2 sap [ ms_acl_info.dat 1KB DATFile
£ cems

4. Change to the directory /usr/sap/<SID>/SYS/global/SDT.
5. Copy the SDTServer archive LUP.SAR to the SDT directory.

6. Run SAPCAR -xvf LUP.SAR with the OS user <SID>adm; on UNIX systems also run the command
chmod a+x exe/*.

7. If you install the SLC on an ABAP-only system, switch off the configuration tool: open the file
/usr/sap/<SID>/SYS/global/SDT/config/sdtserver.xml; go to section <SecuritySettings> and change the
settings to off for UseSecStore, UseRemoteConfigManager and UseConfigManager.

8. Configure the SLC of this managed system in the Multiple Software Lifecycle Manager Configuration
Assistant. For more information, see 4.4 SLM Configuration [page 8].

9. Installation and Configuration of Software Lifecycle Manager — SLM

Install (or update to) the Software Lifecycle Manager (SLM) to the latest available patch of the support
package equal to or higher than 7.01 SP5 patch 2. More information: SAP Help Portal at http://help.sap.com
SAP NetWeaver SAP NetWeaver 7.0 including Enhancement Package 1 <language> SAP NetWeaver
Library SAP NetWeaver by Key Capability Solution Life Cycle Management by Key Capability Software Life-
Cycle Management Software Lifecycle Manager Working with the SLM Installing Live Update

Installing Live Update

Prerequisites
[ The SL controller is applied.

The SLD data suppliers are set up correctly in the systems that have to report system data automatically. For
more information, see the SAP Service Marketplace at service.sap.com/sld [1 Media Library 1 User Manual
— SLD of SAP NetWeaver 7.0 [1 Configuring Systems to Connect to SLD

Procedure

1. Deploy latest SP Stack with JSPM to get latest SLM version. SLM should be on the same J2EE Engine
on which SLD is running.
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i; - c ST I_.""" | http: ffpordosol. sle.sap. corp:S0000fmonitaring/ComponentInfo

System SLM

Software Components

Wendaor

sap.com
sap.com
SapLCOM
sap.com
sap.com
sap.com
sap.com
sap.com
sap.com
Sap, O
sap.com
sap.com
sap.com
sap.com
SapLCom
sap.com
sap.com
sap.com
sap.com

Mame
ADSSAP
EASETABLES
BI_MMR.
BI_LIDI

CAF

CAF-LIM
CORE-TOOLS
ISAGENT
JLOGEVIEW
JSPM
EM-EMY_JIKS
LM-SERVICE
LM-TOOLS
SAP-JEE
SAP-JEECOR
SAP_ITECHF
SAP_ITECHS
SWLIFECYCL
LIMEADMIN

Wersion

7.01 5P (1000,7.01.6,1,20100422070337)
7.01 5P (1000,7.01.6,0,20100108124309)
7.01 5P6 (1000.7.01.6.0.20100103124413)
7.01 5P (1000,7.01.6,0,20100108124432)
7.01 5P (1000,7.01.6,0,20100108200548)
7.01 5P (1000,7.01.6,0,20100108200554)
7.01 5P (1000,7.01.6,3, 20100602091 716)
8 5PZ (8.2.2.0.20100422140306)

7.01 5P (1000,7.01.6,1,2010041 60532000
7.01 5P7 (1000.7.01.7.0,20100612164500)
7.01 5P (1000,7.01.6,0,20100108125451)
7.01 5P7(1000,7.01.7.0,20100326102500)
7.01 5P (1000,7.01.6,3,20100527062834)
7.01 5P (1000,7.01.6,3,20100603141613)
7.01 5P (1000.7.01.6.9,20100611115524)
7.01 5P (1000,7.01.6,5,20100423050035)
7.01 5P (1000,7.01.6,58 201006301 02532)
7.01 5P7(1000,7.01.7.0,20100622150309)
7.01 5P6(1000,7.01.6,1,20100212112710)

Provider
SAP A3
SAP A3
SAP AG
SAP A3
SAP A3
SAP A3
SAP A3
SAP AG
SAP A3
SAP AG
SAP A3
SAP A3
SAP A3
SAP A3
SAP AG
SAP A3
SAP A3
SAP AG
SAP AG

Lacation
SAP &G
SAP &G
SAP &G
SAP &G
MAIN_MWF01P06_C
MAIN_MWFO1P0&_C
SAP &G
SAP &G
SAP &G
SAP &G
SAP &G
SAP &G
MAIN_MWFO1P0&_C
SAP &G
SAP &G
SAP &G
SAP &G
MAIN_MW7F01P07_C
MAIN_MWFO1P0&_C

Applied

20100502170710
20100502 160604
Z0100502162411
20100502 162916
20100502163107
20100502 162416
20100607 170747
20100524203738
20100502165210
Z0100719145354
20100502 162430
20100510205513
20100705115715
20100607 171932
20100621104401
20100524152313
20100705113255
201007191504357
20100502172035

2.  Create SLM security roles. For more information, see SLM Security Roles

‘Welcome ultimo SOLMAH_ADMIN  me

=
Identity Management Configuration | [ Consistency Check

Search

Search Criteria | Uz

|| [ 21 Data Sources | ¥ [solman_admin

] [@evanced Search

[Select All | Deselect All || Create User |[ Copy to New Ussr || Delete |[ Unlock |[ Lock |[ Generate New Password || Export |

Status

oo B B B B 3
K
® ¢ e & @

Logon D = Name Department Data Source
1522897 SOLMAN_ADMN, ABAP
1523057 SOLMAN_ADMN, ABAP
1823077 SOLMAN_ADMN, ABAP
1524454 SOLMAN ADMI, ABAR

SOLMAN 20NN SOLMARN_ADMIN ultima

[Z]= ][] Row| alot1z [~ | -]

Details of User SOLMAN_ADMIN

General Informetion I Account Information I Contact Informetion I Addtional Informetion

Assigned Roles

Search Criteria |~/ Data Sourcs

£ E— T =

Descrption

£5aP
—==

3.  Configure SLM with the help of Solution Manager.

Transaction => /tmwflow/mopzcfg => Create

SAP COMMUNITY NETWORK

Assigned Roles || dssigned Groups | User Mapping for System Access | E-mai Signature

Data Source
UME Database

Bl

K=
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H &&@ 56

Multiple Software Lifecycle Manager Configuration Assistant

|L0g\ca| Part Name|Dest

| SLM Check| SLM Conﬂguratmn| Central Download Directory |

SLM Version
[E Prerequisite Configuration for using SLM in MOpz

@

& contnee | [%

cancel |

Use the HTTP connection created before or create a new one as showed below.

IS8 | 8 H

[ [ 80 1T A | (= [a] | @) 8

Multiple Software Lifecycle Manager Configuration Assistant

SLM Yersion Logical Port Mamel Dest.

SLM Check| SLM Configuration | Central Download Directary

I_E?Prerequwswte Canfiguration for using SLM in mMOpz

SLMTEST1

[0 create | [## Change |

B2

Back B cortrue | [®

Cancel |

Connection Name: Name of HTTP connection to external Server

SAP COMMUNITY NETWORK

SDN - sdn.sap.com | BPX - bpx.sap.com | BOC - boc.sap.com | UAC - uac.sap.com

l_E?Creale 3 new HTTP J HTTPS connection
Connection Name: SLMTEST1
Target Host pordogol.gle. gap.eorp
Service Mo so001
User: solman_adrmin
PrESEmE ERARRRARRAAARARRAAGRAEARA AR
[v] Active SEL

Client Certificate
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HIeEe  SHE B 0O8 BE @D
Configuration of RFC Connections
DR[O [s[a]

’EC Connections ITypE ICDmment |
I {1 ABAP Connections 3
= 2| HTTP Connections ta External Server G

DEC838421D5A50F1BBESO0TECYTACTCIG Autamatic Web Service Configuration
DEC838B44683E0F1BBESO0TECYTIACICIG Autamatic Web Service Configuration
DECEFO8160F40AF1ADB4001ECIIACICOG Automatic Wehb Service Configuration
@ DECF2028E3AFOBF1ADE4001 ECA1ACTICOG Automatic ¥Web Service Configuration
@ DEDBGEO264CA3ADF1 9600001 ECA1ACTICOG Automatic ¥Weh Service Configuration
DEDBEDZ64CA3B1F19600001ECH1ACICLG Autamatic Web Service Configuration
DEEB46DBE33154F1921D001 ECY1ACI CIG Automatic Wehb Service Configuration
DEEB4GE1E7BOEFF1921DO0TECHACICLG Autamatic Web Service Canfiguration
[2) SLMTEST G SLM HTTPS Connection

Target Host: hostname where the SLM service is located, in this case SLM is the Solution Manager.
Service No.: HTTPs port configured in SSL Configuration
User/Password: User assigned to role SLMAdministrator in step 2

Activate SSL: Check this option and select the certificate configured in SSL Configuration. In this case SSL
Client (Standard)

=g

List Edit Goto BSeftings Systern Help

I L L R R ERNEL

Multiple Software Lifecycle Manager Configuration Assistant

SLM Wersion |Lngical Fart NamEiDest | SLM Chen:kl SLM Cunﬁguraliunl Central Download Directory |
SAP NETWEAVER 7.01 NONE (SLMTEST & Pl ] = |
I_@Prereqmsite Configuration for using SLM in MCpz

LM Wersion | 5AP NETWEAVER 7.01 El

Logical Port: [NONE] |

@ Back || Continue | ‘ * Cancel |

SLM Version: SLM service version that I'll establish a connection.
Logical Port: Input a name to identify the logical port.
Create a Customizing Request to assign this configuration.
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Edit Goto GSefiings Systern Help

Multiple Software Lifecycle Manager Configuration Assistant

iuw Version [Logical Part NamelDest. [ SLM Check] SLM Configuration | Central Download Directary |
i =
[ Prerequisite Configuration for usin TE Frampi for Customizing reque st

Transport Object: SOAF‘fTMbJFLDbJr’CUisLFLLI\I'EiuPDF\TE WONE1 |

Request SLMKAnO525 [=)custornizing reguest

Short Description [SLM Configuration |

O ownreassts ] %]

SLM Version: [S4P NETWEAVER 7.01 a
Logical Port: [NONE1 |
& Back I Continve | [% Cancel

=g

List Edit Goto Seftings  Systerm  Help

| G ] | (@) B
Multiple Software Lifecycle Manager Configuration Assistant
SLM Version [Logical Port NamelDest. [ SLM Check] SLM Gonfiguration| Gentral Download Directory |
[=- Prerequisite Configuration for using SLM in MOpz

[ Back [  compete | [% Cancel
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=
List Edit Goto Seftings System  Help

| @ 10 COe CHE S0o0 IR Q@
Multiple Software Lifecycle Manager Configuration Assistant

[S]| IR

SLM Version |Lngica| FPort NameIDest I SLM Check' SLM Conﬂgurationl Central Download Directory
SAP METWEAVER T.01 MOMNE SLMTEST @ 9 E?
SAP METWEAVER 7.01 MOMNET SLMTEST1 @ g =

Execute a SLM Check
|II7

List Edit Goto Setings SPNern Help

@ 2 G 0HE S50 PR 0O
Multiple Software Lifecycwanager Configuration Assistant

(]

SLM Versian [Logical PortName| Dest. [ S\ Check| SLM Configuration | Central Download Directary
SAR NETWEAVER 7.01 MOME SLMTEST = =

SAF NETWEAYER 7.01 NONE1 SLMTESTI & A~ =

[& connection check is successtul

Click SLM Configuration

|E='

List Edit Goto Settin Gystem  Help

|& N e@e BHE snos PR 08
Multiple Software Lifecy?ﬁ.\Manager Configuration Assistant
o
SLM Versian |Loical Portame[Dest. [ SLm cidx] SLM Configuration | Central Download Directary
SAP NETWEAYER 7.01 NOME SLMTEST [ \ AR =
SAP NETWEAWER 7.01 NOME1 SLMTEST1 Q—} ‘& =
||:7
Systern  Help
@ 219R ©@@e CHml ang
Software Lifecycle Manager Configuration Assista

Optional Settings i Check Result Display

Soflware Lifecycle Manager

I[«][»

User: j2ee_admin

Password:  [reseeseeaseascasrassnasns
Cormmunication Mode: SessionPassword [
Systern Name SLM

Mail Recipient

SMTP Server: mailwdf sap.corp

Sender Address mateus.pedroso@sap.com
Receiver Address: mateus.pedroso@sap.corp

Sofware Logistics Controller

Is] EAER

Check|System ID | Database Ho [SLC Hos{08 Us_[Proxy User SMP User

User and password to connect in the SLM

Communication Mode.

The component SOFTWARE LIFECYCLE 7.01 only supports an HTTPS connection. If the SLM check fails,
check whether the HTTPS connection for the SOFTWARE LIFECYCLE 7.01 is set up correctly, by double-
clicking the connection name and choosing Connection Test. For the component SOFTWARE LIFECYCLE
as of release 7.0<x>, choose SessionPassword in the Communication Mode field.

SLM System Name.
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You need to fill in the system component name of your SLM, which is registered in SMSY. If the SLM is
installed on a dual stack system, its ABAP stack part needs to be configured in SMSY as well.

SMTP Server: SMTP server that you'll use to receive emails of SLM service.

Sender and Receiver: The source and destination email address that will send and receive the emails of
SMTP.

Click Create. You must execute this configuration for the managed and managing systems.

E
Syatem  Help
g | sidcee Cm@ o

Software Lifecycle Manager Configuration Assista

7| m

User,
Fassword)
communjation Mode: SessionPassword Bl
SVSEW;IGWE SLm

SMTP!ENEI

sendfrAddress
Resfiver Address

mailwelf sap.com
mateus.pedroso@sap.com
rateus. pedras o@s an.corm

] 7 B i
Check| System ID| Database Ho [SLC Hos{ 08 Us_[Prowy User| SMP User

E

Systemn  Help

@ Back | continue | [ cancel |
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L E=10]
[= SLC Config

SID: TP
Database Host simtest
SLC Host simtest
User [stpadm |
Pasgword: ‘MM“M“M |
Back A Contrue | [% Cancel

Juse HTTPS

HTTP Port 63813 |

HTTFS Port [58514 |

H Back &  contiwe | [® cancel |

If you want use HTTPS, you must configure according with note 1036107- Ensuring SAP MC communicates
with HTTPS
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Systern  Help

O | &6 S EE |

[= SLC Config

[¥] Use Proxy

Proxy Host [10.2.82.19 |
Proxy Pott: |s080 |
[ Prosey Authentication

Proxy User: | |

Proxy Passward: [ |

S User: S0005836341 |

5 User Password: Rramanss |

Download Directory: ‘ipordosohsapmntitransiERP Siin |
Back [&  contnue | [x cancel |

Software Lifecycle Manager Configuration Assistant

[E SLC Config

e |J2eefadm|n |
Password |MMMM“M |

User: |ddic |
Passwaord |MMMM“M |

I Back B cortnue | [® cancel |
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Systern  Help

O | &G | 2 HE|

[= SLC Config

Back |\f§ Complete E |x Cancel I

Software Lifecycle Manager Configuration Assistar

H|EEE| ]

User: j2ee_admin

ERRARRARERALEIRALRERALRRALE

Passward

Systern  Help

Software Lifecycle Manager Configuration Assistant

EAEZIEa |

eI g
User: |izee_admin | 5
Passward
Communication Mode: | SessionPassword =
System Name |SLM |

[[Mall Racipient .~
SMTP Server: mailwdf.sap.corm
Sender Address mateus.pedroso@sap.corp
Receiver Address: mateus pedrosn@sap corp

[ Infarmation
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Checking the Managed system

(=2
Systemn  Help

(V] 1B e CHE HDan| R

Software Lifecycle Manager Configuration Assistant

Soflware Lifecycle Manager

User: i?ee_admin

Communication Mode SessionPassword El
Systern Nama LM

Mail Recipient

SMTP Server: mailwif. sap.corp

Sender Address: mateus.pedroso@sap.corp
Receiver Address mateus.pedroso@sap.corp

Software Logistics Controller

[O]#]] @]

Check|System ID| Datakiase Hos{ SLC Hos 05 User| Praxy User SMP User

Q} HTP slmtest slmtest  xtpadm 500058362
=g
System \ Help
& |\ BB a9 SHEIDTO0

Softwaré\Lifecycle Manager Configuration Assistant

Summary Result
Check Result: PRSSED

Check Start Date:  \ 2018-08-17_17:16:52
Check End Date \ 2018-08-17_17:17:29
Dis play with XML h

\

Detail ¥

[ption |
Check 05 User and SAP Caontral (¥4
ICheck SLW-5LC connection far systam: XTP an host simtest| I

Checking all SLM configurations

=
Systemn  Help

g | / 390 eGQISHE B4
Softw;( e Lifecycle Manager Configuration Assista

Soflware Lifecycle Manager

User: j2ee_admin

Communication Mode: SessionPassword e}
Systern Name SLM

Mail Recipiert

SMTP Server: mailwdf.sap.corp

Sender Address: mateus. pedroso@sap.corp
Receiver Address mateus pedroso@sap.corp

Software Logistics Controller

[O[2]s [ @]

Check| System ID| Database Hos{ SLC Hos{ 05 User|Prosy User] SMP User

C}} TP slmtest simtest  xtpadm 500058363
(9 SLM pordosal pordosaol slmadm 500058362
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=4

| Systern  Help

& 1 IHCEa I SHB HnoaD R @8
Software Lifecycle Manager Configuration Assistant

Optional Seftings . Check Result Display

Software Lifecycle Manager

User: j2ee_admin
Communication Mode ll:UType Selection for SLM Check
System Name

Select

heck

L (R 026 clions to SMP and storage controller connection
S EEREE O Check non connection related configurations
Sender Address:
Receiver Address
Software Logistics Controller
Is] EAER i
Check| System ID] Database Hos{ SLC Hosf0S User[Prosy User SMP User
Q—} KTP simtest slmtest |xtpadm 500058362
@ SL pordosal pordosal | slmadm 500059367
=4
System  Help
& | 1 aBIea@ I SHB BD

Software Lifecycle Manager Configuration Assistan

Mandatory Settings .I Optional Settings 4

Surmmary Result

Check Result: FASSED

Check Start Date: 2010-08-17_17:49:085
Check End Date: 2010-08-17_17:50:29

Display with XML

Detail

Description [status]
Check Mail settings

CheckJava User an local Engine

Check Prowy settings for download

Check Proxy settings forweb senvices

Check SMP user and SP weh senvice

Check 08 User and BAP Contral

Check SLM-SLC connection for system: XTP on host: simtest
Check 05 User and SAP Control

Check SLM-SLC connection for system: SLM on host: pordosal|

AT YA YA YA VAL NN

9.1 Activate the BC-SETS for Maintenance Optimizer and SLM

Perform the basic Customizing for SAP Solution Manager before making Maintenance Optimizer-
relevant customizing settings. For each update of SAP Solution Manager to a new support package or
enhancement package, activate any newly-delivered BC Sets.

Run the SAP Solution Manager Basic Configuration Assistant, with transaction code
SOLMAN_SETUP. You can check whether the Maintenance-Optimizer-relevant BC Sets are activated. For
more information about the basic configuration of SAP Solution Manager, see SAP Help Portal at
http://help.sap.com SAP Solution Manager SAP Enhancement Package 1 for SAP Solution Manager 7.0
<language> Basic Settings SAP Solution Manager Basic Configuration.
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SAP Solution Manager: Basic Configuration
Technical System: SLM:001 Username: SOLMAN_ADMIN System Type. ABAP

Overview »— 1 2 3 4 5 0 7 [ S—
Initial Configuration Project  ImportMote  Instalation Check  UserData  LandscapeData  Manual C i tomatic C Complete
Basic Configuration EEELEG

Managed System Configuration

Help |

SAP Solution Manager performs the following activities in automatic configuration. Yeu can excluge activitiss from automatic performance.

= Related Links

SAP Solution Manager Configuration

Dema 1. Setthe Posiponsd flag in the Exscu olumn, for activities which the system should not yet perform. The system only automatically configures eniries with the execution status Exscte.
Default SAP GUI Settings 2. To start automatic configuratien, cho
Central Log Settings Hote: Automatic config < activities run in a background process, you must choose Refresn to update the logs. The dynamicaly displayed asynchronous

SAP Links execution status table sf
SAP Service Markslplace 2. After configuration, you can
SAP Support Portal 4. Ifyou automatically configu
SAP Help Portal S, For more information about pe

rea.
peat activities that have arsady been performed
oiumn,

column, and edit

Hote: The transaction can take a few minutes

Automatic Activities

Status  Refresh  Description Navigation Execution Status MG Documentation [+
[]  Activate BC Sets Execute Display
[ Activate Piece Lists Execute
[0 | Activate Execute Display
[] | Diagnostics Configuration Exscute Display
[[]  Prepare Business Partner Change Exscute
[m} Fartner for SAP Support Execute
[m} siness Partner Sereen Execute
O Background Jobs Exzcute
O 2 Standard Jobs Exzcute
[J | connection to SAP Exscute Display -

Selectsd Activiy: Activate BC Sets

Log with 64 Messages

=
Status Message Date = Time = User Detals. =

5] 5C Set SOLMANAD_MORZ_SPIE already activated 12052010 | 12ST:SE | SOLMAN_..
a 4 SOLMAN4D_MOFZ_001 alrsady activated SOLMAN_...
a + SOLIAN40_SDESK_BASICFUNC_SFIZ already activated SOLMAN_...
a 4 SOLMAN40_CHARN_PROXYFACT_001 already activated SOLMAN_..
@ [ BC Sel SOLMAN4D_1OFZ TTYP_SLMO_000 sheady sclivated ] SOLMAN_... -

9.2 Authorization Configuration for Maintenance Optimizer

1. Log in to your managing SAP Solution Manager system, to assign the authorizations for the Maintenance
Optimizer.

2. Configure the following roles for Maintenance Optimizer system users: SAP_MAINT_OPT_ADMIN — see
SAP Note 1032322 SAP_MAINT_OPT_ADD — see SAP Note 1124301

3. Specify the systems to be maintained, and the activity, via the Maintenance Optimizer, in the authorization
object D_MOPZSYSI in role _

Note

If your SAP Solution Manager managing system is a UNIX/Linux one, you need to set the parameter
“install/lumask” to 022. With this, the exported stack XMLs to EPS inbox will have the permission of “-rw-r--r--
”, which can be read by any users used by logistic tools. For more information, refer to SAP Note 24869
(Files are created with incorrect permissions).

|Ejgsers Edit Goto  nformation  Ereironment  System  Help

|& 100 @@ CHE oo BE @8
Display User

User SOLMAN_ADMIN

Last Changed On SOLMAN_ADMIN|17.08.2010(15:14:24 Status Saved

Address i Logon data q SNC q Defaults i Parameters 4

..E EI?IIE &~ Rale I@ Role

Reference user for additional rights
Role Assighments
[ et [role [Type [v [valid [Mame
[2]

Profiles ||| |I|

9.3 S-User Assignment for Maintenance Optimizer

1. Log into your managing SAP Solution Manager system and enter the transaction code AISUSER.
2. Assign s-users to the Maintenance Optimizer system users, to access SAP Service Marketplace.

More information about multiple customer numbers: SAP Note 1151450
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[I=4
| Table View Edit Goto Selection  Utili
@ al
Change View "SAP Suppor

SAP Suppart Portal Contact Person Assigr
User |contactFerson | [T
1622937 36341 &
1823057 5836341

|| (=]
=]
PAL_MBP27417 5836341 H

SAPGUPPORT  GR3GI41
SOLMAN_ADMIN 5836341

9.4 Common Settings for Managing and Managed Systems

In addition to the above configuration, the SLC and JSPM need to be configured on the managing SLM
system. For the managed systems, you have to check whether the Web service sapcontrol is installed with
SAP Netweaver. Only then can it be managed by the SLM system. The Web service sapcontrol is available
as of SAP Netweaver 7.00.1t is therefore always available for the managing system, since the managing
system with SLM is always based on SAP Netweaver 7.00 or a higher release.

The SLC needs to be configured on each managed system. If the managed system contains a Java stack,
JSPM needs to be configured; if the managed system contains an ABAP stack, SPAM/SAINT needs to be
configured.

10. Configuration for Transport Directory

Both SPAM and JSPM need to access the transport directory, to access archive files. In the single system
update with the maintenance optimizer, SLM downloads the package archives to a central download
directory. If the download directory differs from the transport directory, the archives will be automatically
copied to the transport directory of the managed system, by SLM and SLC.

Transport Directory entral Download Directory Transport Directory

(2)

(1) Export

stack XML Downiosd (4) Copy
ackages packagesfor
system update

(3) Copy
packages for
tools update

Transpart Directory

Figure 12: The transport directory and the central download directory

Note

You can check the transport directory setting via transaction /nrz11. Input the parameter name
DIR_EPS_ROOT, the transport directory value will be displayed. You need to ensure that users on involved
systems have the correct authorizations.
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System OS Platform | User Directory | Access

SLM Managing System | Linux/UNIX <SID>adm CDD write
Windows NT | SAPService<SID> | CDD write
Linux/UNIX <S|D>adm TD write
Windows NT | SAPService<SID> | TD write

Managed System Linux/UNIX <SID>adm CDD read
Windows NT | SAPService<SID> | CDD read
Linux/UNIX <SID>adm TD write
Windows NT | SAPService<SID> | TD write

*CDD - Central Download Directory * TD — Transport Directory

You need to perform further configuration for user authorizations in the operating system, in a Microsoft
Windows NT environment:

Note

<SID> below is the system ID of the managed system.

1. Log in to the host of the managed system; make sure the OS user SAPService<SID> is not in group
Administrator, otherwise sapcontrol OSExecute will not work.

2. Log in to the host of the managed system; make sure the OS users SAPService<SID> and <SID>adm
have full permissions for the shared folder /usr/sap.

Folders X

@' Deskiop
D My Documents
= J My Computer
= % Local Disk {iC:)
I=h Documents and Setting:
5 j2sdkl.4.2_27-x64
I Program Files
I Program Files (x86)
|=) TEMPDE
= tmp
=15 usr
= & sap
I cems
I prfclog
= Mo
I trans
=
I WINDOWS
I2) winpub
I ATPDATAL
I XTPDATAZ
I XTPDATAS
I KTPLOGT
g Local Disk (Dn)
L DVD-RAM Drive (E2)
‘3 My Metwork Places
j’ Recycle Bin

[ =
sap Properties K

| Date Modifizd |
8/3(2010 7:06 PM

Name_~ | Size | Type

il Cnl A

General Sharing |Secunty| Euslum\zel

t’ Permissions for saploc [2]x]
Share Permiszions |

—  Group or user names:
!ﬁ Administrators [SLMTES ThAdministrators)

@ Ewergone
ﬁSAF’ Localédmin [SLMTEST4SAP_Locald.dmin)
[ 452 > [SLMTESTY TP

Add Bemave |
Pemissions for SAPServiceXTP Lllow Deny
Full Cantral O
N Change m|
Fead [m]

[ o |

Aaply I

Cancel |

Figure 13: Authority configuration for Microsoft Windows NT

3. Log in to the host of the transport directory; create the OS user SAPService<SID>; set the same password
as for the OS user SAPService<SID> on the host of the managed system; add this OS user to the group
SAP_LocalAdmin. The managed system uses the equivalent OS user on the central host to access the

transport directory.

More information: SAP Note 556734 (FAQ Transport: Setup and further information; and related notes)
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4. You have to perform further configuration if the operating system of the transport directory host is
Linux/UNIX and the managed system host is Microsoft Windows NT. You have to mount the transport
directory with the same path in the hosts of the managed system as in the central host.

1. On the transport directory host, the transport directory path /usr/sap/trans/EPS/in needs to be shared with
a path, e.g., \\centralhost\usr.sap\trans\EPS\in.

2. On the host of the managed system, the instance profile needs to be edited (e.qg.
C:/usr/sap/<SID>/SYS/profile/<SID>_DVEBMGS<instance number>_<HOST>), so that the parameter
DIR_EPS_ROOT is the same as the shared path on the transport directory host, e.g.,
\\centralhost\usr.sap\trans\EPS.

Note

In this case, mounting the network drive via Windows Explorer Tools Map Network Drive does not work, as
the shared directory is mounted with the current session user (e.g. <SID>adm) and not with the
SAPService<SID> user which is used for accessing the shared directory.

11. Creating the MOPZ transaction
Transaction DSWP

Create New Maintenance Transaction =>

Maintenance Optimizer Transaction 0000000070 | S-User 50005835341
Priority: * [3: Medium - * [New 1 Optimizer T ] More Fields..,
» 1 2 3 4 5 -4

Plan Maintenance  SelectFies  Download Files  mplement  End Maintenance

4 Back |[ Continue [h] [Save|[Close] [Withdraw

Operations. Log (0) Documentation

Enter Basic Data

Enter the basic data. Then choose "Continue™ to go to the next step.

Solution [saPSouton [+
Product Version: *  [SAP SOLUTION MANAGER ...

Product System
[P

Maintenance Optimizer Transaction 0000000070 | S-User | S000SE26341
Priority: * [3:Medium [ ]| Description: * [N

More Fields...,

I» 1 2 3 4 3 4
Plan Maintenance SelectFiles Download Files Implement End Maintenance
Operations Systems Log (6) Documentation

Choose File Selection Mode
Choose how the files are to be selected and downloaded
@ Calculate Files Automatically - Recommended
Maintenance Optimizer will check your system landscape, calculate all the needed files, and confirm them in download basket.
(" Select Files Manually
Select the files and confirm them in download basket manually.

Maintenance Optimizer Transaction 0000000070 | S-User | S000SE26341

Priority: * Description: * [New Maintenance Optimizer Transaction More Fields... ,

» 1 2 3 4 5 -

Plan Maintenance Select Files Download Files Implement End Maintenance

[& Back [ Continue b] [Save|[Close| [Withdraw
Operations Systems Log (8) Documentation
Update Options
Select update option for SAP SOLUTION MAMNAGER 7.0 EHP 1
@ Maintenance
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Maintenance Optimizer Transaction 0000000070 | S-User | S000SE26341
Priority: * [3:Medium [ ]| Description: * [New Maintenance Optimizer Transaction More Fields... ,
I* 24 22 23 24 25 N

Plan Maintenance Select Files. Choose Stack Confirm Target Select 0S/DB-Dependent Files Select Stack-Independent Files. Select Stack-Dependent Files v

4 Back || Continue b Save || Close Withdraw

Operations f Systems [ Log (6} [ Documentation
Select Target
Target stack: * [24 (06/2010) [~]

Maintenance Optimizer Transaction 0000000070
Priority: * Description: * [New Maintenance Optimizer Transaction

w— 11—l [z4] [23] [23]

| S-User 0005328241

Hore Fields...,

’

Plan Maintenance Select Files. Choose Stack Confirm Target Select 05/0B-Dependent Files

[4 Back |[ Continus [B] [Save |[Close] [withdraw |

Operaions || Systems | Log(€) | Documentation

Confirm Major Target

Updating the product systems selected in step 1 "Plan Maintenance” may affect these technical systems.

Check the target constellation for each technical system affected and confirm by continuing to the next step

Technical Systems
Technical System Product System

SystemName SystemType Database Server SystemName Product Version StackLevel  Layer

XTP JAVA=ABAP  simiest XTP

This entry wil be changed This entry will be created

SAP SOLUTION MANAGER 7.0 EHP 1 24 (08/2010) Standalone
SAPEHP1 FOR SAPNETWEAVER 7.0 06 (02/2010) NetWeaver

Select Stack-Independent Files Select Stack-Dependent Files

Maintenance Optimizer Transaction 0000000070
Priority: * Description: ™ | New Maintsnance Optimizer Transaction

w— 1 —2] =] 23] 23]

[=]

| S-User 0005328241

Hore Fislds...,

23]

-

Plan Maintenance: Select Files Cheose Stack Confirm Target

[4 Back |[ Continue (k] [Save|[Close] [Wwithdraw |

Operaions || Systems | Log(€) | Documentation

Select OS/DB-Dependent Files
“ou have selected S file(s)
08/0B-Dependent Files
| Expand Al ][ Collapse ANl || [ Select All|[ Deselect All

File Name Version Description
> []AKG4bi

b []HP-UX on 1AG4 G4bit

»  []HP-UX on PA-RISC 64bit
» [ Linux on 132 32bit

» [ Linux on 1A64 64bit

» [ Linux on Power 64bit

» [ Linux on x85_64 64bit

» [ Linux on zSeries B4bit

» []osw00

»  [] Solaris on SPARC 84bit

»  [] Solaris on x4_84 B4bit

» [Iwindows Server on |32 32bit
» []windows Server on |64 84bit
[]Windows Server on x84 84bit
#Database independent
[]DB2 UDB

[JoB273s0

[JoB2/200

145 50L SERVER

[ WaxD8

[JORACLE
igsexs_15-20001388 sar

» []zi05 64bit

4

v v v wr v owrow

SAPIGS7.00 Instalation for SAP IGS integrated in SAP Kernel
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- =

| S-User 0005328241

lore Fisids...,

Maintenance Optimizer Transaction 0000000070

Priorty: * [3: Medium [ =] Optimizer T
I# 24 22 23 24 25 N
Select Files Choose Stack Confirm Target Select 03/D5-Dependent Fies Select Stack-Independent Files Select Stack-Dependent Files v

Plan Maintenance
4 Back || Continue b Save || Close Withdraw

Operations || Systems | Log(6) | Documentation

Select Stack-Independent Files
Note: Stack-independent files are not deployed automatically.

“Vou have selectsd 2 fis(z).
Select Stack-Independent Files

Expand &l || Collapse &Il Select All || Dezelect All Agdd Java Patches

Version Description

File Name
> [V SAP SPAM/SAINT UPDATE
KD70138.54R
SL CONTROLLER
LUP_26-20002635.54R

SPAM/SAINT UPDATE 701 = SPAMISAINT Update - Version 701/0039

Patch for SL CONTROLLER 7.00 SP
| S-User 50005825241 =

SL CONTROLLER 7.00

Hore Fields...,

Maintenance Optimizer Transaction 0000000070

Priority: * [3:Medium [ ]| Description: * [New Maintenance Optimizer Transaction
2, 24 22 23 24 25 »
Choose Stack Confirm Target Select 0S/DB-Dependent Files Select Stack-Independent Files Select Stack-Dependent Files

L3
Plan Waintenance Select Files

4 Back |[ Continue b] [Save|[Ciose| [Withdraw
Operations || Systems | Log(6) | Documentation

Select Stack-Dependent Files

Note: It is not recommended to deselect any files.

“You have selected 30 fie(s).

Stack-Dependent Files
| Expand All|[ Collapse All | | [ Select All || Deselect All | | [ Add Java Patches |
File Name: Version  Description
~ [VIABAP

- =

| S-User 50005835241

Wore Fields. .,

Maintenance Optimizer Transaction 0000000070

n

Priorty: ® [3:Medium  [=] | Description: * [New & Optimizer Transaction
I* 21 22 23 24
Select Files Choose Stack Confirm Target Select OS/DB-Dependent Files Select Stack-ndependent Files Select Stack-Dependent Files

Plan Maintenance

[« Back |[ Continue B] [Save][Close| [Withdraw |

Operations || Systems | Log(6) | Documentation

Select Download Tool

Select the tool to download files.

@@ Software Lifecycle Manager
The selected files will be downloaded directly via Seftware Lifectcle Manager(SLM).

" Download Basket
The selected files will be put into your download basket.

More Fields...,

SLM working below
Ds:scr\mion

Maintenance Optimizer Transaction

Priority:
1 2 3 4 E'i
» 120 = 14y 4
Plan Mantenance  Seiect Filss Download Files Implement End Maintenance
|4 Back |[ continue [b] [Save |[Cloze]| [Withdraw |
Operafions | Systems | Log(§) | StackFies | Documentation
D¢ load with Softy Lifecycle M

Download Status

Cancel Download | | Motes for single system update
Technical System  Database Host Phase Status  Progress liessage
dowinioad | RUNNING | [5% [3] The downioad is running.

SLI pordosol

4, Back |[ Continue ] [Save][Close| [Withdraw
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(=] 3]

J File Edit View Favorites Tools Help | #
| Qe = @ - (T | Oseoret [ roimos | [ 0 X ) | [ | O
| Address [ ypordesohsaplocitransiersin )~ e
Name = | size | Type [ Date Modified [

i S8.67ZKB SAR File 6/2j2010 19:19
|E]K 39.116 KB SAR File 6/9)2010 19:21
|ﬂ KITL431.5AR 47,185 KB SAR File 6/9j2010 19:24
|E] KITL432.5AR 37.816KB  SARFile 6/9j2010 19:26
MKITHSS.SAR 77.151KB  SAR File 6/9j2010 19:29
|51 KITL434.5AR 5.732KB SAR File 6/9j2010 19:29
gLMSER\I’ICED?}I—ZDDD‘?EDS.SCA 53.866 KB WinRAR archive 6/9)2010 19:17
|| SMSDXML_IMDEX xml ZKB  #ML Document 6/9j2010 19:14
EI SMSOXML_XTP_Z0100906221... 4KE Text Document 6/9)2010 19:14
|2 SMSDKML_XTP_20100906221. .. SZKB XML Dacument 6/2j2010 19:14
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12. Relevant Components for issues

SV-SMG-MAI

- Customizing Settings for Maintenance Optimizer

- Authorization Configuration for Maintenance Optimizer

- S-User Assignment for Maintenance Optimizer

BC-CCM-SLD/SV-SMG-SYS

- Registration of systems in SLD and SMSY

BC-UPG-SLM

- SLM Configuration => /n/tmwflow/mopzcfg

- Installation of Software Lifecycle Manager

BC-UPG-SLC

- Software Logistics Controller — SLC

BC-UPG-OCS-SPJ

- Java Support Package Manager — JSPM

BC-UPG-OCS-SPA

- Support Package Manager — SPAM

BC-SEC-SSL

- Setting up SAP Cryptographic Library for SLM Secure Connection

If you have a problem in the generation of the SSL certificate with SAP Netweaver Administrator, send a
message to the component BC-JAS-SEC.

For issues that are not mentioned here, you can send a message to the component SV-SMG-MAI or to the

component of relevant SAP Notes.
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13. Relevant SAP Notes
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SAP Note

Maintenance Optimizer: Notes for Single System

Update

Description
Collective SAP Note for auto-download and
single system update scenarios.

SLM/SLC Configuration Trouble Shooting Guide

SAP Note for trouble shooting in SLM
configuration.

SLM 7.0x - Troubleshooting note

SAP Note for trouble shooting in SLM execution,
including the manual actions list updated
frequently.

Maintenance Optimizer: Notes for Software
Lifecycle Manager

SAP Note for configuring SLM for the use with
the maintenance optimizer

SUSE LINUX Enterprise Server 10: Installation
notes

SWLIFECYCL 7.0x fixes

Supported components for update by SLM 7.0x

SLM 700 - Manual clean up

SAP Note regarding the incorrect encryption
algorithm for the sapcontrol Web service

For more information, visit the Application Management homepage

14. Credits

This guide was based on the SLM Official Documentation.

SLM Official Documentation found in

http://service.sap.com/mopz => How-to guide: How to configure Software Lifecycle Management (SLM)

Service (SPS22)
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