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Remote Proctor System — Exam Policy

Securexam Remote Proctor contains a web-camera and microphone. These are attached to soft-
ware filters that detect changes in motion and sound. When there is sound or motion during the
exam, the Remote Proctor will transmit video clips with sound through the Internet for later review by
faculty and school administrators. These clips will be used for the purpose of establishing if any stu-
dent misconduct occurred during the test. For more information about academic misconduct, please
refer to the Oracle (Student Handbook) http://www.troy.edu/studentservices/oracle/2008-

2009 Oracle.pdf

The video feed provides a 360 degree view of your exam environment. Accordingly, it is in your in-
terest to eliminate any unnecessary sounds or movements during the test itself.

Please review the SOFTWARE SECURE, Inc. REMOTE PROCTOR SYSTEM PERSONAL PRI-
VACY POLICY attached to this document.

Testing Environment

Generally, wherever you choose to take your exam, you should do everything possible to mimic a
traditional proctored exam environment.

In order to minimize potential Remote Proctor video reviewing, you should:

e Make sure that the neck (mirrored ball) of the device is pushed down into the base. The
Neck has a horizontal line drawn into the plastic. The neck of the device needs to be pushed down
until the horizontal line disappears.

e Have adequate lighting. (When registering or taking the exam picture, the screen will display
the snapshot that is taken. If the photograph is poor due to insufficient lighting, adjust, re-take pic-
ture, and leave illumination of the room the same throughout the test.)

e Not have any unnecessary noise (i.e. no cell phones, no music playing, etc...)
e Avoid unnecessary movements such as getting up and walking around.

e Avoid background distractions - people or pets entering the room.

e Have a clean desk

e Nothing should be on your desk other than your computer and the Remote Proctor unit (no pa-
pers, books, etc. This is unless the test is an open book exam)

The unit must be placed and remain no further than two feet from the individual taking the
exam.

Any of the above mentioned items can cause your exam to be invalid or at least come under
scrutiny.

Remember, it is important to treat your personal exam location as if it was on campus or at a testing
center, and you will be able to take your test at your convenience!
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Test Administration and Remote Proctor Support

Using the Remote Proctor device will require you to test the device prior to taking a graded online
exam. To insure this, all Remote Proctor enabled courses have a Remote Proctor test. This test is
non-graded but allows for the testing of the device in addition to valuable feedback about the Re-
mote Proctor program. IT IS IMPERATIVE THAT YOU TAKE THIS TEST PRIOR TO TAKING A
GRADED BLACKBOARD EXAM. In order for University personnel to provide students with
any technical support, students must attempt to install the “Securexam RP Software” and try
to take the Remote Proctor test exam. The requirement for using the Remote Proctor instead
of a human proctor necessitates this procedure. If the device is not tested by using the Remote
Proctor exam, there is no guarantee that the device will work for your graded exams... It will then be
up to your instructor to decide whether to accommodate any extenuating circumstances. Addition-
ally, there have been circumstances where the Remote Proctor device did not work on your com-
puter even after you have contacted technical support. MBS has strict guidelines on the time allot-
ted between receiving the device and discovering that you have to return it for a refund. The return
policy can be found here on the MBS website at http://bookstore.mbsdirect.net/vb_fag.php .

Technical support

The Remote Proctor team has an online form (Online form can be found under the Remote Proctor
tab, under support) that allows us to track all of the current technical support calls. This form is the
fastest way for students and faculty members to receive help. All support requests are monitored
Monday, Wednesday, and Friday from 8: AM- 5: PM CST. After hours support is available Tuesdays
and Thursdays till 8:AM—9PM CST. All calls received outside of these hours will be answered the
next business day.



SOFTWARE SECURE, Inc. REMOTE PROCTOR SYSTEM
PERSONAL PRIVACY POLICY

Purpose of this Privacy Policy

This privacy policy describes how Troy University will use the personally identifiable information that is collected via the Software Secure Remote
Proctor System (SRPS) when a student takes an online class that utilizes this technology for the online testing environment. For purposes of this
policy, Troy University will be referred to as the “University” and the Software Secure Remote Proctor System will be referred to as the “SRPS
unit”. The term “biometric data” refers to methods for uniquely recognizing humans based upon one or more intrinsic physical or behavioral
traits. For the purpose of this policy, “biometric data” will refer to the capture of fingerprint scans captured by the SRPS unit. The term
“multimedia” refers to media that uses multiple forms of information content and information processing. For the purpose of this document
“multimedia” will refer to the recording of photographs, video, and audio by the SRPS unit.

What is Personally Identifiable Information

"Personally identifiable information" is information that can be used to identify a student as an individual. Personally identifiable information in-
cludes biometric and any multimedia data captured by the SRPS unit while the student was utilizing the unit in conjunction with an online class
assessment delivered by the University.

How the University Uses the Personally Identifiable Information
The University will use the biometric and multimedia data captured during an online test assessment to validate and verify the student taking the
assessment. The data will also be used to ensure that the student adhered to the online testing requirements as set by the instructor.

Except as described, the University will not share or knowingly make any personally identifiable information available to third parties.

Collection of Personally ldentifiable Information

The University only collects the personally identifiable information via the SRPS unit for the purpose of validation and verification that the student
registered in the class is indeed the student that is taking the assessments. The faculty will govern the testing environment and will specifically
notify students whether notes, textbooks, class materials, or the like may be used during the assessment. The biometric and multimedia data
captured during the assessment will only be used by University personnel for assessment environmental review. Any other information gathered
as a result of the review of the captured content will only be provided to agencies such as law enforcement agencies when the information so
collected is clearly in the public interest. Otherwise, the data collected will not be shared.

In the unlikely event that the University believes that the security of a student’s personal information has been compromised while in the Univer-
sity’s possession, the University will notify the student. If notification is necessary, the University will attempt to do so as promptly as possible
and to the extent that current contact student information is available.

In addition to the foregoing, the University will only share or disclose personally identifiable information when:
® the University needs to protect its legal rights;

® the University must comply with applicable laws, regulations, or legal or regulatory process;

the University has reason to believe that someone may be causing injury to or interference with the University’s rights or the rights of other
users, the general public, or using University services in violation of a legal or personal right.

Cookies

In the event that the University technical support staff is requested to assist a student with a SRPS unit malfunction, the University may set and
access cookies on a student’s computer. A cookie is a small amount of data (often including a unique identifier), that is sent to a browser from a
website’s computer and stored on that computer’s hard drive. The University may use cookies to identify the student and computer that require
technical assistance in order to troubleshoot the malfunction with the SecureExam Remote Proctor System. The cookies may contain personally
identifiable information and such cookies will not be shared with others except as indicated above.

If the student does not want cookies, most Web browsers include an option that allows the student to not accept them. However, if a student
set the browser to refuse cookies, the technical support staff may not be able to provide assistance with the SRPS unit.

IP Address

The Internet Protocol ("IP") address is usually associated with the place from which the student connects to the Internet through an Internet
Service Provider or internet access point. The server that houses the captured data from the SRPS unit may also record the referring page that
linked the student (e.g., another website or a search engine); the website visited after this website; other information about the type of browser,
computer, platform, related software and settings used; any search terms entered on this website or a referral site; and other web usage activity
and data logged by the web servers. The University may use the IP address to help diagnose problems with the servers, gather broad demo-
graphic information, and administer the SRPS unit. We may also link this information with the student’s personal information when necessary to
enforce compliance with University rules and policies, terms of service, or to protect University sites, customers or others.

Children and Non-Students
This policy and the SRPS unit are not intended for use by children, especially those under age 13. Children and other individuals (non-students)
not involved in the test assessment should not be present in the room where the online assessment is being done. Any video or audio of any

other individuals, and particularly minors, will be the legal responsibility of the student enrolled and engaged in the online test assessment.



The University will not be held liable under any circumstances for multimedia data content that is sensitive in nature. The University expects its
students to adhere to certain rules of etiquette and good-taste. Therefore, students will not allow video or audio content to be captured:
that are unlawful, harmful, threatening, abusive, harassing, defamatory, pornographic, libelous, invasive of another's privacy, or harmful to mi-
nors in any way;
that harass, degrade, intimidate or are hateful toward an individual or group of individuals on the basis of religion, gender, sexual orientation,
race, ethnicity, age, or disability;

that include personal or identifying information about another person without that person's explicit consent;
that are false, deceptive, misleading, deceitful, misinformative, constitute "bait and switch" or impersonation of any person or entity;
contain student’s or a third party's advertising, branding or promotional content;

that infringe any proprietary rights, including copyright, of any party, or postings that student’s do not have a right to make available

Children’s Online Privacy Protection Act (COPPA)

The Children's Online Privacy Protection Act (COPPA) protects the online privacy and personal information of children less than |3 years of age.
In compliance with this act, the University does not promote online collection of data from children, and does not intentionally collect any per-
sonally identifiable information from children under 13. Children under the age of |3 must not be present when a student is using the SRPS unit

during an online course assessment.

The University does not knowingly request or collect personal information from any person under |3 years of age. It is the responsibility of the
student to ensure that no underage minor or other individual has video or audio captured during an online test assessment. If the University

becomes aware that an individual under the age of 13 has been captured during the test assessment the student will be contacted.

California and Canadian Users
California and Canadian residents have the right to know how student information may be shared. The data collected via the SRPS unit will only

be used by the University in course assessment evaluations.

Non-U.S. Students

For those students located outside of the United States, please note that the video and audio data captured by the SRPS unit during the student’s
online assessment will be transferred to a server in the United States. By registering as a Troy University student enrolled in online curriculum,
the student consents to this transfer. The laws and regulations in different countries impose different (and even conflicting) requirements on data
protection. Because Troy University is located in the USA, as are the servers that store the captured data, all matters relating to this data are
governed by the laws of the State of Alabama. Students also consent to the adjudication of any disputes arising in connection with usage in fed-
eral and state courts of, and in accordance with the laws of, the State of Alabama.

Other Terms of Use:

Disclaimers

The University is not responsible for the conduct of any student during the test assessment. The University takes reasonable steps to protect the
security and integrity of all personal information provided; however, due to the inherent nature of the Internet, the University cannot guarantee
that the data collected by the SRPS unit, during transmission through the Internet, or while stored on the University’s system or otherwise in the
University’s care, will be absolutely safe from intrusion by others, such as hackers. The University assumes no liability for any error, omission,
interruption, deletion, defect, delay in operation or transmission, communications line failure, theft or destruction or unauthorized access to, or
alteration of, any user data captured. The University is not responsible for any problems or technical malfunction of any telephone network or
lines, computer online systems, servers or providers, computer equipment, software, failure of any email due to technical problems or traffic
congestion on the Internet or on any of the web sites or combination thereof, including any injury or damage to users or to any person's com-
puter related to or resulting from participation in any activities on the web sites or downloading materials. The University makes no warranties
that services will be timely, secure, uninterrupted, or error-free. Under no circumstances shall the University be responsible for any loss or
damage, including personal injury or death, resulting from use of the web sites, any content posted on or through the web sites, or conduct of
any users of the sites, whether online or offline. The University can, at its own discretion, delete any content stored on the servers as needed or
directed.

Limitation on Liability

In no event shall the University be liable to the student or any third party for any indirect, consequential, exemplary, incidental, special or punitive
damages, including lost profit damages, arising from a student’s use of the services, even if the University has been advised of the possibility of
such damages or anything to the contrary contained herein.

Disputes

In the event of a dispute, the student agrees that the dispute shall be governed by the laws of the State of Alabama, without regard to conflict of
law provisions, and the student agrees to exclusive personal jurisdiction and venue in the state and federal courts of the United States located in
the State of Alabama. The University may demand that any dispute between the University and the student about or involving the data collected
must be settled by arbitration.
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Indemnity

The student agrees to indemnify and holds the University, its staff, its faculty, and affiliates, and respective officers, agents, partners and employ-
ees, harmless from any loss or liability arising out of the use of the SRPS unit or from any claim, or demand, including reasonable attorneys' fees,
made by any third party due to or arising out of the student’s collected data in violation of these terms of service and/or any breach of the repre-
sentations, warranties and obligations set forth above and/or if any content is collected during the use of the SPRS unit.

Other Disclosures

The University may disclose personal information when required or requested by law, court order or other government, law enforcement au-
thority or regulatory agency; to enforce or apply the University’s rights and agreements; or when the University believes in good faith that dis-
closing this information is necessary or advisable, for example, to protect the rights, property, or safety of the University including students, fac-
ulty, staff, or others affiliated with the University. The University reserves the right to use or disclose non-personal information in any way neces-

sary.

The University may also disclose personal information when required by law or necessary to operate University business (e.g., to attorneys, audi-
tors, or accountants), to protect student rights, to protect University rights, or to protect the rights of others.

Security of the Information Collected

The security of personal information is important to the University. We maintain physical, electronic, and procedural safeguards to secure all
personal information. However, "perfect security” does not exist on the Internet, therefore, there is always some risk in transmitting information
electronically. The personal information collected will be stored within databases controlled by the Software Secure, Incorporated. As deemed
appropriate, security measures consistent with industry standards, such as firewalls and encryption technology, will be provided to protect all
personal information. However, we cannot guarantee the security of the Software Secure Incorporated databases, nor guarantee that personal

information provided by students will not be intercepted during electronic transmission.

Accuracy of the Information Collected

Any questions students may have regarding University Privacy Policies, the accuracy of personal information, the use of their personal informa-
tion, or requests to correct, update, or remove student information stored in the databases, should be directed via email to privacy@troy.edu, or

via telephone to 334-670-5741. A student may also write:

Troy University

University Attorney

Attn: SRPS Privacy Policy Department
500 University Drive

Troy, AL. 36082

Changes to Privacy Policy and Notice

The University may change this policy from time to time at its discretion. The student’s continued use of the SRPS unit indicates consent to this
privacy policy and any future amended versions. Revisions will be indicated by the “effective” date of the policy. Each student is urged to periodi-
cally check this Privacy Policy for updates. All changes will be effective upon posting, or as otherwise stated in the revision. If the student does

not accept the terms of the Privacy Policy, as posted, then the student cannot participate in an online class test assessment using the SRPS unit.

This policy is effective as of September 29, 2007. The University reserves the right to change this policy at any time, and will post any changes to
this policy as soon as they go into effect. The student is expected to refer back to this policy on a regular basis.

Information for Which This Privacy Policy Does Not Apply
This privacy policy does not apply to information collected about students by any other means than through the SRPS unit during online assess-

ment. Except as specified herein, this policy also does not apply to information that students may provide to the University in any other manner.



he Remote Proctor system requires

you to explicitly follow the directions

listed on the following pages. This

document will help you install the

Remote Proctor system. Please pro-
ceed through this guide following the steps as
numbered.

NOTE:

Before you install Securexam Remote Proctor, you
must uninstall any previous versions of Remote
Proctor from your computer.

Please do not plug in the
Securexam Remote Proctor
device until instructed to do so!!

After installing the device into a USB port, you
must always use the same USB port when
using the Remote Proctor Device. To change
the port, you must uninstall and reinstall the
Remote Proctor software.

Step I.
Requirements To use the
Remote Proctor System

In order to use the Securexam Remote
Proctor, your PC must have the following:

e | Gigabyte of RAM (2 GB recom-
mended)

e 2 GB free hard drive space

e Internet Connection (strongly rec-
ommended: DSL, Cable, or LAN)

No USB WIFI internet connection, hard

wired (Cat5) connection recommended

e Microsoft .NET 2.0 Framework

e Microsoft Windows Operating Sys-
tems XP or Vista 32-bit (Software
Secure does not support 64-bit or

Non-North American versions)



Step I1. Pre-Installation Maintenance )

t is strongly recommended as part of a set of prudent and precautionary measures,
students installing Securexam Remote Proctor perform the following maintenance
on their computer prior to installing the software.

e Ensure that the computer meets the minimum requirements.

e Ensure that the latest virus software updates and definitions have been installed and
have been run.

e Ensure that the latest updates for Microsoft Windows have been installed. Updates
can be found at: http://update.microsoft.com

e Perform hard disk optimization/defragmentation to ensure proper working of the
computer’s hard disk.

The maintenance outlined above will help ensure that the computer is in good general
working order.

Step lll. Installing the Securexam
Remote Proctor device y

I.  Remove the clear plastic arm holding the reflective ball and the Remote Proctor blue and

i crimson base from the box.
Securexam Remote Proctor device

should be packaged with: 2. Insert the clear plastic arm into the base of the Remote Proctor unit and press down
®  One Securexam Remote firmly until the line on the inside of the arm cannot be seen. (See figure |.)
E;E;tz:t;lilzdumt with US8 3. Remove the red tag from the USB cable connector and insert the USB connector plug
into the desired USB port on your computer (See figure 2.) The system will respond with
Found New Hardware Wizard and the light on the front of the device should light up (the

One reflective teardrop
mirror with “Cobra” shaped

stand light will only be on when the device is communicating with your PC or recording).
4. Select Cancel to stop the Wizard. NOTE: The Wizard will run up to a total of 3 times.
Please select “Cancel” each time. (See figure 3 (XP) and Figure 4 (Vista))

Found New Har dware Wizard Found Mew Hardware @

Welcome to the Found New Windows needs to install driver software for your
Hardware Wizard Fingerprint Sensor

This wizard helps you install software for

Secureram Fiemote Proctor Serial# S676543246 )
@ Locate and install driver software (recommended)
Windows will guide you through the process of installing driver software

(). If your hardware came with an installation CD for your device.
“SE2 or Hoppy disk. insert it now.

* Ask me again later

twhat do you want the wizard to do? Windows will ask again the next time you plug in your device or leg on.
Figure |. Assembling the @ Instal the software automaticaly (Frecommended) )
Securexam Remote Proctor 3 Instal from a st or specific lacalion [Advanced) ® Don't show this message again for this device
Vour device will not function until you install driver software,
Click Newt ta continue
A
®  Figure 3. (XP) Found New Hardware ®  Figure 4. (Vista) Found New Hardware Wiz-
Wizard (Please click “Cancel” up to three ard (Please click “Cancel” up to three times)

Important: Note which USB port your Remote Proctor device is
plugged into. If you have to unplug it, then plug it into the same
¢  Figure 2. Picture of the USB port that the device was installed with. If you don’t plug the de-
port and cord for the Re- vice in the same port, then you can run into serious technical is-
mote Proctor. . . .
sues and you might have to re-install the software and device!




Step Ill. Installing the Securexam Remote Proctor device
Cont.

5. Log in to Blackboard and click on the Student Resources tab in the right hand corner of the
web page (see figure 5). Then select the Remote Proctor Selection (see figure 5a).

- arelp?

eCampus web Express Student R

A
[ Modify Content | " TGEG_—_— 1 | H

®  Figure 5. SecurexamBrowser software

REMOTE PROCTOR
Policy, how-to, support, and
contact info for Securexam

Remote Proctor

®  Figure 5a. Remote Proctor Selection

6. Clink the link in the software section of the Securexam Remote Proctor software (see fig-
ure 6).

@\ o = BB berpvrmy blackbsard.cem/ webappsponsl Trameset jp Tk s 167_1

WO | Blackboard Academic Suts.

\%J'D%OYH[!\HVERSITY

Remate Proctor

Securexam Remote Proctoro

ge. HOTE sl Slas e costed in Adobs Acret:

ey

®  Figure 6. SecurexamBrowser software

@ e | Fretected Mede 08




Step lll. Installing the Securexam Remote
Proctor device Cont.

Microsoft®

Windows”*P

8. Click “Run” to download Securexam Remote Proctor software (Detailed visual step by step directions for XP can be
found on the adjacent page 5.)

Select “Run” to continue the installation process
Click “Next” when the welcome window appears
Read the License Agreement carefully then check “I agree” then “Next”

Click “Next” to continue the installation process
Select “Continue Anyway” to install the Remote Proctor circuit board
Select “Continue Anyway” to install the Remote Proctor camera

Select “Finish” to complete the installation and to restart your computer

8. Click “Run” to download Securexam Remote Proctor software (Detailed visual step b
be found on page 6.)

Select “Run” to continue the installation process
Click “Next” when the welcome window appears
Read the License Agreement carefully then check “I agree” then “Next”

Click “Next” to continue the installation process
Select “Continue Anyway” to install the Remote Proctor
Select “Finish” to complete he installation and to restart your computer




Step lll. Installing the Securexam Remote Proctor device

Cont. (Windows XP)

File. Download - Security Warning ]
Do you want to run or save this file?
Name: SecurexamBrowsers.S.exe
Type: Application, 11,0MB

From: troy.blagkboard.com

Save ]\ Cancel |

potentially harm your computer. IF you do nat tust the source, do not

‘-’ﬁ\) ‘hile files from the Internet can be useful, this file type can
\
e Tun of save this software. What's the risk?

Internet Explorer. - Security Warning X

The publisher could not be verified. Are you sure you want to run this
software?

Mame: SecurexamBrowser,S.exe

Publisher: Unknown Publisher

) Don't Run

should only run software from publishers you krust., How can [ decide what
software to run?

@ This File does not have a valid digital signature that verifies its publisher. You

®  Figure 7 Setup

(] Figure 8 Publisher Verification

* SecurexamBrowserRemoteFroctor - InstallAware Wizard [Z)

‘Weelcome: to the Installavwaare wizard for
SecureamBrowserRemoteProctor

The Irat alfreare Wizerd vl ntal
SecLrex AT OwSArHAMOLFTORA S YOUF COMOUEST.

WRRNING: Thes program i protected by copyrioht lew snd
innerriabonal treshes

Tos contirue, ok Mt

®  Figure 9 Welcome to Install Wizard

Plairim crediby 1 e isiomatg koo v

SOFTWARE SECLRE, INC. -
SECLREXAM HEMCTE BRCCTOR
LISER, AGRFEMENT AHD) SOFTWARE LICENSE TERMS

EEFORE U CLICK ON THE ACCEPT BUTTON AT THE END OF THIS DOCUMENT, CAREFLLLY
READ ALL THE TERMS AN CORDITIONS OF THIS AGREEMENT. BY CLICKING OH THE AC
ELITTON, YOU ARE CONSENTING T0 BE BOUND B AND SE BECOMING 4 PARTY T0 THES

Do DT ACCEPT BUTTON AND DO NOT USE THES SOFTWIRRE

Ths SOFTWARE SECURL, INC, Lssr Agresmnsnt (the "Agreemant”) i & kgl sorsemart
Eestrsers you snd SOF TWARL SUCURE, INC., & Delawans conporsbon (S0P TWARL SECLRL,
1HC. ") i Smciamsen Rnescitn Prcet

Ehe. i, o Lo “Soflwrn” s,
o 1 fpreemd ¥

7] ecept the berms of the beonse agreement |

®  Figure 10 License Agreement

THE ACCERT
AGREEVENT. [F 0L 00 NOHT AGREE 10 ALL OF THE TERHS OF THIS AGREEMENT, CLICK THE \

SecurexamBrowserRemoteProctor - InstallAware Wizard

Compibeting the nstall Avare Wizard for
SecurexamBrowserRemo e o tor

The Iretslimars Wizerd & now raady to configure
this compnk

ik Bzt b b ol abion
- ik Back by charge sattogs
- Chek Cancel to ekt

®  Figure || Begin Configuration

Software Installation

1} The software you are instaling has not passed Windows Logo
L] testing to verfy ts compatibiity with Windovss 2P (Tellme why
this testing is important )

Continuing your installation of this software may impair
o1 destabilize the carrect operation of your system
either immediately or in the future. Micrasoft strongly
recommends that you stop this installation now an
contact the software vendor for software that has
passed Windows Logo testing

Continue Anywray
L 4

Figure 12 Windgws Driver Warning

Hardware Installation

|} The software you are instaling o this hardware:
Dudl Mode USE Camera 0530

has not passed Windows Logo testing to veriy its compatibilty

with Windows P (Tell me why this testing is important, )

recommends that you stop this installation now and
contact the hardware vendor for software that has
passed Windows Logo testing.

STOF Installation |

Conlinue Angwvay

®  Figure |13 Windows Driver Warning #2

“ntallzare Wizard =Te =

Continuing your installation of this software may impair
or destabilize the corect operation of your system
cither inmediately or in the future. Microsoft strongly

ﬂ Completing the Installaware Wizard for

SecurexamBrowserftemotefroctor

You have sxcessbuly compieted the Instalware Wicard for
S beProctor. anges, the

| deseiect

®  Figure |4 Finish Install




File Downlead - Security Warning
Do you want to run or save this file?
IEI Name: SecurexamBrowsers.5.exe

Type: Application, 11.0MB

From: troy.blackboard.com

Run Save ] [ Cancel ]

While files from the Intemet can be useful, this file type can
potentially ham your computer. if you do not trust the source, do not
run or save this software. What's the risk?

Figure I5 Setup

Step Ill. Installing the Securexam Remote
Proctor device Cont. (Windows Vista)

Internet Explorer - Security Warning

The publisher could not be verified. Are you sure you want to run this
are?

Name: SecurexamBrowsers.5.exe

Publisher: Unknown Publisher

Don't Run

=)

w ‘
|

should only run software from publishers you trust. How can I decide what
software to run?

This file does not have a valid digital signature that verifies its publisher. You

®  Figure |16 Publisher Verification

Il ware Wizard (=SR]

Welkcome to the InstallAware Wizard for
SecurexamBrowserfemoteProctor
The Instaliwan
Socirmunrr

(] -« Installware Wizard [ERECER

s program is protected by coovright b and

Figure 17 Welcome to Install Wizard

terms oF e koense soreement |

®  Figure |8 Licenpse Agreement

Wizard (=SR]

Completing the Installaware Wizard for
SecurexamBrowserfemoteProctor

@ Windows Security @

Windows can't verify the publisher of this driver s

2 Don'tinstall this driver software
You should check your manufacturer's website for updated driver software
for your device.

T [ beas | aecel

®  Figure 19 Begin Configuration

* Install this driver software anyway
Only install driver software obtained from your manufacturer's website or
disc. Unsigned software from other sources may harm your computer or steal
information.

(w) See details

. Figure 20 Windows Drifer Warning

“nstallaare Wizard =e

Completing the Installaware Wizard for
SecurexamBrowserfemoteProctor

Figure 21 Finish Install




FAQ

Does the Remote Proctor system capture when I’'m not taking an exam? The
Remote Proctor system only captures video and audio during a test taking session.
Even though the light is on, the device does not initialize until the Securexam soft-

ware is run and the test is initiated.

What criteria is set for test taking? The criteria is set by the academic depart-
ment at Troy main campus. Consult you course syllabus for more information.

What is exactly captured during a proctored exam? The Remote Proctor de-
vice captures 360 degree video and audio to maintain academic integrity. The
multimedia stream is uploaded to the server and reviewed by professors and

a multimedia stream for evaluation.

What if my Internet connection is lost during a test? Dol have to retake the
test? Sometimes Blackboard and other Internet applications such as the Remote
Proctor can lose connectivity depending on the quality of Internet connection. If you
lose connection, you are encouraged to contact your professor and advise them of
what happened, when, and any circumstances leading up to the loss of connectivity.
The video up to the disconnection will be reviewed and the professor will make the

determination if, when, or how the new test is administered.

What if | already have a web cam or other USB device(s) plugged in? It is im-
portant to note which USB port your Remote Proctor device is
plugged into. If you have to unplug it, then plug it into the same
port that the device was installed with. If you don’t plug the device
in the same port, then you can run into serious technical issues and
you might have to re-install the device. The Remote Proctor device

itself will co-exist with other devices installed without any problems.

I’'m on a military or office computer and am not sure if 'm allowed to install
the software. What do | do? You need to consult the IT contact that is in charge
of your computer to install the software. The Remote Proctor system does do a 360
degree video and audio capture so please be aware of your responsibility of taking
your test in an area where photography or video is not permitted. See the course

syllabus for the guidelines of the Remote Proctor test taking environment.

Who do | contact if | have technical problems? The preferred method of contact
for the Remote Proctor device is using the online form. The form can be found on
the Blackboard under the “Remote Proctor” tab or under the “What is the
Remote Proctor” icon found on the login page of Blackboard. Follow the link
under “support” and fill out the online form. This form will dispatch an e-mail
to the Remote Proctor technician. (Note: Technical support calls will be handled
Monday, Wednesday, and Friday 8AM-5PM. Tuesdays and Thursdays till 9PM)

(excluding holidays.) Please allow for 10-30 minutes for a response.
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User Meanual

AMALYSIS SYSTEM

through this guide following the steps as outlined.
NOTE:

this user manual.

The first time you log into Blackboard using Remote Proctor, you will
be required to enroll your user and biometric data (fingerprint and
picture) into the system. Enrolling your information is a one time proc-
ess. You will not be required to register all of this information each time
you use Remote Proctor.

I. Start Remote Proctor by double clicking the “Securexam RP” icon on your
desktop. (Or use the Start Menu: Start->All Programs->Software Secure, Inc,-

>Securexam ->Securexam for RP)
2. The system will respond with a dialog asking for your Login.

S Enter: troyuniversity_browser for Username and browser for Password
(Note: these are case sensitive) and select the “OK” button.

3. The Blackboard login window will appear, now enter in
your Blackboard username and password and click “Login.”

The remote proctor system requires you to explicitly follow the directions listed on the follow-
ing pages. This document will help you use the remote proctor system. Please proceed

Please follow the Installation Guide to install the Remote Proctor unit prior to reading

Enrolling vour credentials through the Remote Proctor

Note: Onee you start the
Rewmote Proctor program,
Your computer is locked
down sp o other pro-
arams can run!

isty_browser for Username and browser for Password

Figure 2. Remote Proctor Login. Enter troyuniver- Figure 3. Regular Blackboard Login



Enrolling your credentials through the Remote
Proctor Cont.

4. If your Usename and Password are valid within Blackboard, the Remote Proctor will start the process of gathering the user and biometric
data. You will be prompted to fill in your user information required on the form. When done select “Next.”

5. Remote Proctor will first collect your Biometric information (your fingerprint). Click the blue “Collect Bio Information” button. Do not

select the “Next” button yet. The capture fingerprint dialog box will appear. Place your finger on the fingerprint scanner and wait until
the system responds. Follow the instructions in the yellow pop-up bubbles until the system tells you that your fingerprint has been enrolled.

(Hint: slightly vary the position of your finger tip each time you place it on the fingerprint scanner)

6. You will return to the Collect Bio Info page. Select the “Next” button to continue registration.

Secwrenam ilsemate Mraetor

Seeuresam Remate Proctse Enrallsent

* faragerseemeteprocion cam

Securexam Hemade Procter
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Collect Bio Information

Figure 4. Enter in user data (if not already popu-
Iated Make sure the devee o plugge T — L : tabect B Info

=

stully colechng Bia mformiation, chck rest to contnie enrOment of revious to
aek il eematin

< Prawious. N =

WAIE Softwars Secure [ns. © 5006, 2007 all fights Fasarved.

Figure 5. Select “Collect Bio Info” and wait for
the fingerprint capture to display.

Ml Enroll: 11544067-61eb-42f8-984b

1 A U A O O O Secursxam Hemote Procior

Please place a
finger on the
fingerprint sensor.

Collect Bio Information

ks gurs the devics ie phugqed in aad dlick the fallowing buttan th eallact B nks.
A SRR R R
Collect Bio Info

s information, ek neit to conkines enrliment or previes to

;-n—-} [ Mot = Y
e ———

Ready L1110
Figure 6. Finger print capture -
Follow the directions shown in
the little yellow pop-up box

LI® Sofware Secure Ine, © 2006, 2007 AN Rights Reserved.

Figure 7. Select “Next” to continue the photo-
graphic capture




Enrolling your credentials through the Remote Proctor Cont.

8. Next, select the blue “Take Picture” button . Do not select the ‘“Next” button yet.
8. A dialog box will appear that shows a live video feed from the camera and a panel to validate your fingerprint. The fingerprint scanner will

act as the button to take the picture. You are instructed to:
®  Position your head so that it fits/fills inside the red box at the top of the image in the dialog box.

®  Place your finger on the fingerprint pad on the Remote Proctor device. When it recognizes your fingerprint, the device will take the
picture and display it in the dialog for your review.
®  When you are satisfied with the picture, you can accept it by selecting “Save and Close.” If you are not satisfied with the picture,

you may repeat the process by selecting the “Again” button.

®  You will then return to the Take a Picture page. This time, select the “Next” button.

Securesam Hemote Prectar

Securexam Remote Proctor

Figure 8. Select ‘Take Picture” and wait for the capture
screen to appear

Securexam Remote Proctor

To Authenticate:

1)Position your head so that it fills the red box in the
window above.

2)Place your finget on the fingerprint pad and press
lightly to take wour picture.

J)E you are satizfied with the picture, click on "Save
and Cloze' buttan, 1f not, click on the "Aepeat’ button
and start again.

434N Save e

Figure 9. Follow directions in dialog
box to capture picture

Fingerprint verified.

Take o Puiture

L Save and Cloze

Figure 10. Select “Save and Close”

Figure I 1. Select “Next”




Enrolling your credentials through the Remote Proctor Cont.

The system will then upload your information to the Remote Proctor Server. Please wait as this may take a minute or so.

When the upload is complete, you will see a confirmation that all the necessary information has been gathered. If all the items in the list have a
check mark next to them, you should select the “Submit” button. (If any of the items was not obtained there will be a red “X” beside the item.
If so, you should select the , “<-Previous” button until you get back to the appropriate page and re-enter the information.)

When the system has stored all the User Information and Biometric data, you have completed the enrollment. The system will display a confir-
mation message. Select the “Close” button and you will be returned to your Blackboard User Home page.

Securexam Remote Proctor

Upload in Progress...

H @ §lg‘!‘§ﬂ,"'$ Software Sscure Inc, ® 2006, 2007 All Rights Reserved.

Figure 12. The system uploads the enrollment information. Please wait as this may take a minute or so.

Securexam Remote Proctor

Summary

Please click "Submit" to save your information

v Contact Information
' Bio Information

v Picture

\ +w Enrollment Video

o | (C_swm_])
—”

£ Softwars o o A & By &

Figure |3. Select “Submit if all of the Summery items show a green check box. If there is a red “x” then select
“Previous” and re-register the missing items.

Securexam Remote Proctor

¥ou have successfully enrolled your Securexam Remote
-

@ Software cofyare Securs Ine, @ 2006, 2007 All Rights Reserved,

Figure 4. Enrollment Confirmation. Select ‘Close”



Taking a Remote Proctored exam

Taking a Remote Proctored exam is no different than taking any exam in Blackboard. The only exception is that the
exam will ask you for a password. DO NOT ENTER IN A PASSWORD, once you authenticate with the Remote Proctor
system the device will enter in a password for you.

1. Start Remote Proctor by choosing Securexam Remote Proctor icon on your desktop. (You may also start the program using
the following menu choice) Start->All Programs->Software Secure, Inc.->Securexam for RP.

2. You should see your login page for Blackboard Course Management system. Log in as you normally would.

3. Onyour User Home page, select the course for which you want to take test. (An example is given below, you may not see
an exam with this name on your system).

4. Go to the Assignments section and select the test you wish to take. When “Begin test (XXXX)...” Appears, Select the
“OK” button to start the test.
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Figure 15 Login into Blackboard like you normally would

My Courses

Courses in which you are enrolled:
Ed Securexam Remote Proctor Course
Mo Announcements.

Figure 16 Select the course in which you have a proctored exam

SEUREES + SECUSETAL SEUSTE BERSTIE SAURSE ¢ SOMTEAL BANEL + ASSISNUENTE + SES SHE DEUS TEST

E Begin 5RP Demo Test

Click Ok 10 begin SRP Demo Test Chick Cancel 10 retum

Figure 17 Select the proctored exam and click “OK”



20

Taking a Remote Proctored exam Cont.

5. When the password page for the exam appears, wait for the Remote Proctor Authentication dialog to appear. (This is may take a few moments.)

Do not enter a password into the password box. The Remote Proctor will do that for you once you authenticate.
6.  Place your finger on the fingerprint scanner. The authentication dialog operates just as in the enrollment. You should follow the following steps just
as you did for registering:

®  Position your head so that it fits/fills the red box at the top of the image in the dialog box.

®  Place your finger on the fingerprint pad on the Remote Proctor device. When it recognizes your fingerprint, the device will take the pic-
ture and display it in the dialog for your review.

®  When you are satisfied with the picture, you can accept it by selecting Save and Close. If you are not satisfied with the picture, you may
repeat the process by selecting the “Again” button.
7. The system will authenticate you and then place the appropriate password into the password field. You do not need to enter anything into the
password field. Wait and the system will do it for you. You should then Click on the “Submit” button.
8. Proceed with your exam as you would any other Blackboard exam. When you have completed the exam, you may exit Remote Proctor by using the
“File->Exit” menu command..
Your Securexam Remote Proctor session is complete.! Note that the Securexam Remote Proctor Uploader process (SRPUploader) may appear in your
toolbar for a few minutes after Remote Proctor has completed. This is normal, and it will disappear when it has completed. (Do not manually close
this application until it has finished uploading the test!)

Securexam Remote Proctor Uploader
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Figure 19 Once your test is completed select the “Fiile->Exit” menu choice.
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Neee Help?

Tech Support

Hours:
Monday-Wednesday-Friday 8AM-6PM CST
Tuesday and Thursday 8AM-9PM

Contact: Aaron Carolipio—Associate Director of Testing and Services
334-670-3787

Scott Smith—Remote Proctor Coordinator
334-670-5971

The fastest way to receive support is to fill out the online support form. The form can be found under the Re-
mote Proctor tab within Blackboard under support.




