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1 General Information on IKARUS security.proxy

1.1 Introduction

Today, any business not providing data exchange over the Internet is practically without a chance in its market.
Whether you are an SMB, a global player, an educational or public institution, or even an ISP, you will almost
certainly depend on a functioning Internet connection in your day-to-day work. The prevalence of the World
Wide Web leads us to take it for granted; on the other hand, we tend to forget that its predominant tools —
e-mail and the Internet — are the preferred gateways of malware attacks.

During the next years, those attacks will become more frequent and increasingly sophisticated. Worse still,
businesses inadvertently contribute to the spread of hazardous malware by letting their employees freely visit
infected web sites, download files from remote locations, or even send files from the company network to the
Internet.

The effects on the network infrastructures are often substantial: spam keeps slowing down the servers. This
puts valuable data at significant risk, wastes employees’ precious work time, and also generates avoidable
costs.

1.2 Product Details

IKARUS security.proxy is a software-based content-security solution. It integrates into your internal network
with minimum effort and can be implemented on the gateway level. The solution is designed for protecting
small businesses with a limited number of users as well as large enterprises with several thousand clients.

Thanks to its unlimited compatibility, IKARUS security.proxy can be used in combination with any firewall.
Installation packages are available for Microsoft Windows and Linux (RPM package). The IKARUS secu-
rity.proxy versions for Microsoft Internet Security & Acceleration (ISA) Server and Microsoft Threat Manage-
ment Gateway (TMG) are highly innovative: They allow for transparently integrating the comprehensive feature
set of our content-security solution with MS ISA/TMG Server.

All versions of IKARUS security.proxy are also available as turnkey solutions on SecureGUARD appliances.

1.3 IKARUS security.proxy Feature List

For a complete and updated list of IKARUS security.proxy features, visit the IKARUS website.

Key features include:

Built-in IKARUS AntiVirus ScanEngine

Virus protection for web protocols (HTTP, FTP over HTTP, FTP) and mail protocols (SMTP, IMAP, POPS3,
NNTP)

AntiSPAM: IKARUS AntiSPAM Engine protecting mail protocols (SMTP, IMAP, POP3, NNTP)

Greylisting support, SPF support (SMTP)

TLS support (SMTP)

IKARUS Security Software GmbH ©2013 11/100
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e Simple creation of access profiles using URL, file, and content-type lists
e Access control using IP-address groups
¢ |Pv6 support for outgoing connections

e Supported authentication types: Basic Proxy Authentication, LDAP Authentication and NTLM/Kerberos
Authentication (last one is Windows-only)

e Fully automated incremental update (every 10 minutes) for antivirus, anti-spam, and URL filter databases
as well as the IKARUS ScanEngine and the IKARUS AntiSPAM Engine

e Custom creation of administrative access levels
e Activity Monitor (IKARUS security.proxy Configuration Center)
e Comprehensive logging of all activities

¢ Reporting functionality for a clear overview of the collected data; reports can also be generated and sent
per e-mail automatically

e Setup packages for Microsoft Windows and Linux
e Version for Microsoft ISA/TMG

e Integration in existing management interface, ruleset applicable on existing ISA/TMG rules, transparent
integration of AntiVirus und URL filter

¢ Available as pre-installed solution on SecureGUARD appliances

IKARUS Security Software GmbH ©2013 12/100
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2 Installation

2.1 Requirements

Make sure that your system meets the following requirements before starting the IKARUS security.proxy
installation:

e The user ID used for installing the system has administrative rights
e The system clock has the correct setting

e The network settings of the operating system (including the IP address, routing/default-gateway, and DNS
settings) have been configured properly

e The system has sufficient free disk space
e The default ports of IKARUS security.proxy (TCP 8080, TCP 2100, TCP 15639) are available

e The firewall allows the transmission of the necessary protocols (HTTP, HTTPS, POP3, IMAP, NNTP, and
SMTP) from inside the system

e The firewall allows for data reception on the required ports (management port: TCP 15639; web-proxy
port: TCP 8080)

e The IKARUS security.proxy setup file appropriate for the OS (32-bit or 64-bit) is available

e An IKARUS security.proxy trial or full license is available

2.2 Installation on Microsoft Windows Systems

Installing IKARUS security.proxy on a Microsoft Windows system is straightforward. Double-clicking the setup
file will install IKARUS security.proxy on your system. Simply follow the instructions provided by the wizard.

Remark: It is recommended to keep the default settings if possible.

During installation, you may enable your IKARUS security.proxy license. Alternatively, you can skip this step
and enable the license at later time.

The installation of the IKARUS security.proxy Configuration Center works the same way.

2.3 Installing on a Linux System

For the installation of the IKARUS security.proxy on a Linux system there are RPM and DEB packages
available. Each package comes as a 32-bit and 64-bit version.

> rpm -ivh IKARUSSecurityProxy-3.26.3rh5.x86_64.rpm

> dpkg -i IKARUSSecurityProxy-3.26.3_amd64.deb

IKARUS Security Software GmbH ©2013 13/100
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2.4 Licensing

During the Windows installation process, you will be prompted to add a license. On Linux systems, you can do
this on the command line after the installation process has finished.

The following sample shows the command line on a 64-bit Linux system:

# cd /opt/securityproxy/bin
# ./securityproxy_164 -importlicense <licensefile>

2.5 Stopping and Starting the service
2.5.1 On Microsoft Windows Systems

When the installation is complete, the list of services installed on the system will include the service securi-
typroxy. You can stop and restart it like any other service using the Administrative Tools.

2.5.2 On Linux

On a Linux system, the service securityproxy will be registered in the appropriate run levels. Stop and restart
the service using a start script:

# /etc/init.d/securityproxy stop
# /etc/init.d/securityproxy start

or

# /etc/init.d/securityproxy restart

2.6 Using the IKARUS security.proxy

You can use IKARUS security.proxy immediately after installation. The only requirement is to configure a
proxy on your Web client (Microsoft Internet Explorer, Mozilla Firefox, Opera, etc.). For that purpose, you need
to enter the DNS name or IP address of your system and the appropriate TCP port 8080.

IKARUS Security Software GmbH ©2013 14/100
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3 Configuration

3.1 Edit Menu

The Edit menu includes options for setting general IKARUS security.proxy parameters.

:j’ proxy Conf

Server Information

Save changes
Discard not saved changes

Export configfile
Web Settings: Server Information Import configfile

@ HTTP proxy Version: 23200 Load default configuration
Restart security.proxy service

@ FTP proxy Host  securityproxylo
Logout

Operating System:  Windows Save and exit
Exit

E-l1ail Seftings: Last Serverstart:  7/2/2013 15:19

SNTP
Tawversion: 1400

TSMTP
VDB version:  22.02.201310:03:30 (83513)

POP3
ANtiSPAM version:  1.0.47

IMAP4
SDBversion:  22.02.2013 04:51:35 (3087}

NNTP
UDB version:  22.02.2013 04:34:04 (1723)

Last update: Clusters:  Proxy is not clustered.

2/22/2013 10:28:18 License expiration Date:  12/31/2020

.
User-Licenses:  0/1

SHKARUS

Figure 1: Edit menu
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ltem Description

Save Changes

Saves all changes made to the configuration and
applies them to IKARUS security.proxy. If apply-
ing the changes requires restarting IKARUS secu-
rity.proxy, a dialog will be displayed.

Discard not saved changes

Discards all not saved changes and resets config to
last saved status.

Export configfile

Use this option to save the current IKARUS secu-
rity.proxy settings to a specified position as a text
file.

Import configfile

Select this option to import an externally stored con-
figuration file to IKARUS security.proxy.

Load default Configuration

Use this option to restore the IKARUS secu-
rity.proxy default settings (i.e. the settings that were
configured when IKARUS security.proxy was in-
stalled). Caution: Note that selecting this option will
permanently overwrite the existing settings, so they
cannot be restored.

Restart IKARUS security.proxy service

You can manually restart the service, for example,
for applying changes to the configuration.

Logout

Use this option to log out from the IKARUS secu-
rity.proxy Configuration Center. The IKARUS se-
curity.proxy Configuration Center will close, and
the login screen will be displayed.

Save and exit

Saves all changes made to the configuration and
applies them to IKARUS security.proxy. Next,
IKARUS security.proxy Configuration Center will
be terminated. If applying the changes requires
restarting IKARUS security.proxy, a dialog will be
displayed.

Exit

Use this option to quit the IKARUS security.proxy
Configuration Center.

Table 1: Edit menu

3.2 Help Menu

The Help menu allows for changing global settings (e.g. the display language) of the IKARUS security.proxy
Configuration Center, managing licenses, and storing support information.

IKARUS Security Software GmbH ©2013
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2

proxy Co

Server Information

Web Seftings:
@ HTTP proxy

@ FTPproxy

E-Wail Settings:
SMTP
TSMTP
POP3
IMAP4

NNTP

Last update:

21222013 10:28:18

Server Information

Wersion:
Host:
Operating System:

Last Serverstart:

T3version:

DB version:
AntiSPAM version:
SDB version:

UDB version:

Clusters:

License expiration Date:

User-Licenses:

Language
Licenses
Manual

Save Support Info
About
License Agreement

3.32.0.0
securityproxylocal
Windows

7212013 15:19:40

14.00

22022013 10:03:30 (83513)
1.0.47

22022013 04:51:35 (3087)

22022013 04:34:04 (1723)
Proxy is not clustered.

1213112020

o1

CIKARUS

Figure 2: Help menu
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ltem Description

Language

Use this option to change the Ul language of
the IKARUS security.proxy Configuration Cen-
ter. The following Ul languages are available at the
time of writing: English, German and Italian. When
selecting the option, a dialog box where you can
set the desired language is displayed. Make your
settings, then click the "Apply” button to apply the
changes. Changes will become effective only after
a restart of the IKARUS security.proxy Configura-
tion Center.

License

Clicking this item opens a dialog box where you
can manage your IKARUS security.proxy licenses.
The dialog box includes a list of all licenses that
exist for the managed IKARUS security.proxy in-
stallation. Click the "Clean-up Licenses” button to
remove expired or invalid licenses. Clicking the
"Delete License” button deletes a license highlighted
in the list. Using the "Add License” button allows for
adding a new license.

Manual

Opens the IKARUS security.proxy User Manual.

Contact

Displays contact information.

Save Support Info

Clicking this item opens a dialog where you can cre-
ate a support-information file. The created ZIP file
contains support specific information including the
configuration file, log files, license information, and
version information. When you have created the file,
you can send it to our customer support as neces-
sary.

About

Opens a dialog showing the current IKARUS secu-
rity.proxy version.

License Agreement

Opens a dialog showing the IKARUS secu-
rity.proxy license agreement.

3.3 Server Information

Table 2: Help menu

If you have logged in successfully, a system summary will be displayed. The Server Information page has two
columns. Enabled and disabled IKARUS security.proxy services will appear in the left column; the column on

the right will display the following:

IKARUS Security Software GmbH ©2013
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g} IKARUS security.proxy Configuration Ce

Web Settings:

@ HTTP proxy

@ FTP proxy

E-Wail Settings:
SMTP
TSMTP
POP3
IMAP4

NNTP

Last update:

22212013 10:28:18

ltem Description

Version

| Server Information

ter 1.7.0 - Connected to “secuntyproxy.

-

Server Information

Wersion:
Host:
Operating System:

Last Serverstart:

T3version:

DB version:
AntiSPAM version:
SDB version:

UDB version:

Clusters:

License expiration Date:

User-Licenses:

B [b-] [2-]

$IKARUS

security.proxy

3.32.0.0
securityproxylocal
Windows

7212013 15:19:40

14.00

22.02201310:03:30 (83513)
1.0.47

22022013 04:51:35 (3087)

22022013 043404 (1723)
Proxy is not clustered.

1213112020

o1

SIKARUS

Figure 3: Server Information

The IKARUS security.proxy version

Host

The name of the server host where IKARUS secu-
rity.proxy is installed

Operating System

The operating system on the server host where
IKARUS security.proxy is in store

Last Serverstart

The last time IKARUS security.proxy was started

T3 version Shows the version of the IKARUS Scan Engine
VDB version Shows the version of the IKARUS Virusdatabase
AntiSPAM version Shows the version of the IKARUS Antispam Plugin
SDB version Shows the version of the IKARUS Spam Database
UDB version Shows the version of the IKARUS URL Database
Clusters The cluster status

License expiration Date

Date, when the actual best license will expire

User-Licenses

If your license is limited to a certain number of users
you can check here how many users are used al-
ready.

Refresh Button

Refreshes the number of currently active users.

3.4 Global Settings

Table 3: Server Information

Use this screen to set the global parameters of IKARUS security.proxy.

IKARUS Security Software GmbH ©2013
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g} [KARUS security.pros guration Center 1.7.0 - Connected to “securityproxy.local’

| Globals & \EJZ| |Z|

Tmp-path: tmp!
Cuarantine-path quarantine/
DB files path: store/
E-Mail server:

Postmaster:

Listen-on address:
Rematecontrol: o .0 .0 .0

LDAP:

LOARP Path: ldap:ifoo.locallDC=ik DC=local7sAMAccounthame memb

Check | | Defautpatn

SIKARUS

Figure 4: Global settings

Item Description

Tmp path Path where IKARUS security.proxy creates tempo-
rary files.

Quarantine path Path where IKARUS security.proxy puts infected
or blocked files.

DB files path Path where the databases for Reporting and

Greylisting are put in.

E-Mail server Mail server (SMTP server) used for sending notifi-
cations such as notes, alerts, etc.

Postmaster Address used as sender of automated e-mail.

Remote Control (Listen-on Address, Port) | Address and port where IKARUS security.proxy
allows connections used for administering the
IKARUS security.proxy Configuration Center. If
you enter the address 0.0.0.0, you can establish
connections over any available network interfaces.

Authentication Sets the Mode how to Authenticate at Remoteman-
ager:

e Internal: uses IKARUS security.proxy User-
management

o LDAP: uses Active Directory

Table 4: Global settings

IKARUS Security Software GmbH ©2013 20/100
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Item Description

LDAP Path Specify the LDAP path here. See below for an ex-
ample.
Authentication This setting allows for selecting between anony-

mous and simple authentication. When using sim-
ple authentication, specify a user name and a pass-

word.

Username User name used for simple authentication on the
LDAP server.

Password Password used for simple authentication on the

LDAP server.

Button "Default Path” | If the IKARUS security.proxy Configuration Cen-
ter runs on a computer that is part of a Windows
domain, this function allows for automatically enter-
ing the default path.

Button "Check” Click this button to verify your configuration settings.
Be sure to save the settings before using this func-
tion.

Table 5: LDAP

Sample LDAP Path

ldap://dc.int.local/DC=int,DC=local?sAMAccountName ,member0f?sub? (objectClass=person)

dc.int.local is the internal domain controller / LDAP server

Caution: When using an LDAP standard connection, all data will be transferred as plain text. For configuring
a secure LDAP connection with encrypted transmission, replace “Idap://” with "Idaps://” and add ”:636” after
the server name. (This is the port number.)

Sample Secure LDAP Path

ldaps://dc.int.local:636/DC=int,DC=local?sAMAccountName ,member0f?sub? (objectClass=person)

3.5 Alerting

This item allows configuring alerts. Alerts will be triggered by specific conditions defined here. The system
writes alert messages to a log file or sends notifications via e-mail.
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ity.proxy Configuration Center 1.7.0 - Connected to "securityproxy.local

-

Standard Alert
... ALERT LOG
User defined Alerts

B [b-] [2-]

Alerting Mame:

Matification Type: Logfile A

Events:
[ virus Found
] Low Disk Space
[] Updates

[T License expiration

Laogfile:

Add MNew Alert

CIKARUS

Figure 5: Alerting

Iltem Description

Alerting Name

Name of the alert.

Notification Type

Selects whether the alert is written to a log file or a
notification is sent via e-mail.

Events Use this item to define the conditions that must be
met to trigger an alert. Supported events include

e Virus found

e Low disc space

e Updates

e License expiration (30 days, 14 days and daily

starting with 12 days before expiration)

Logfile/E-Mail Depending on the selected notification type, enter

the log-file path or the e-mail address to send alert
notifications to.

Button "Add New Alert” / "Delete Alert” | Click this button to create a new alert with the speci-

fied settings. When selecting an existing alert, click-
ing this button will delete it.

Table 6: Alerting
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3.6 Auto-Update

This item allows for configuring the auto-update feature of IKARUS security.proxy. Auto update ensures
maximum security at any time by keeping IKARUS security.proxy up to date. When the feature is enabled,
IKARUS security.proxy will automatically pull updates from the IKARUS servers every ten minutes.

guration Centar 1.7.0 - Connected to “securityproxy.local’

Auto update

Activate autoupdate

Last Update: 22212013 10:2818

Last Check:

T3wversion: 1.4.00
VDB version: 22.02.201310:03:30 (83513)
AntiSPAM version: 1.0.47
SDB version: 22.02.2013 04:51:35 (3087)

UDEB version: 22.02.2013 04:34:04 (1723)

Update now

= $IKARUS

Figure 6: Auto-Update

Item Description

Active autoupdate Checking this box enables the auto update feature.

Last Update The last time IKARUS security.proxy was success-
fully updated.

Last Check The last time IKARUS security.proxy tried to per-

form an auto update (regardless of whether it was
successful or not).

T3 version Shows the version of the IKARUS Scan Engine

VDB version Shows the version of the IKARUS Virusdatabase

AntiSPAM version Shows the version of the IKARUS AntiSPAM Plugin

SDB version Shows the version of the IKARUS Spam Database

UDB version Shows the version of the IKARUS URL Database

Button "Update Now” | Clicking this button starts the update process man-
ually.

Table 7: Auto-Update
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3.7 Logging

This is where you set the logging parameters.

::.|. IKARUS security.proxy Configuration Cent

Logging

Logging type:

Path: Iglabal

Wazx. Directory size:

Max. Filesize:

Item Description

Logging type

[ spiit daily

$CIKARUS

Figure 7: Logging

The type of log file that the settings relate to. The
following options are available:

e Global
e Web

e E-Mail
e Debug

Path

The path where the logfile of the selected type
will be stored. The value is a path relative to the
IKARUS security.proxy installation folder.

Max. Directory size

The maximum size of the directory used for log files
of the selected type.

Max. Filesize

The maximum size of a log file.

Split daily

At the beginning of a day, the old log file will be
stored and a new one will be started.

Table 8: Logging
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3.8 User Administration

User Administration allows for configuring administrative access to IKARUS security.proxy.

3.8.1 Global Users

Users are saved within a Password-File along with their passwords — passwords are encrypted. The manage-
ment is simple. Add/delete users or set/change passwords are to be done here.

32 IKARUS securty prowy Con

User Administration | Global Users

Username:
Passwaord:

Confirm password:

SHKARUS

Figure 8: Global users

3.8.2 Remote Manager

You can control the access based on the source IP address or the user ID.

The system provides a default admin user with the "ROOT” user ID, which cannot be removed. After reinstal-
lation, be sure to reconfigure the password of that account.
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guration Center 1.7.0 - Connected to “securityproxy.local

User Administration | Remotemanager  ~ | E| B~] [77]

Global User Settings
ROOT User

Usermname: ROOT

Custom User

Allowed IPs

0.0.0.0/0

127.0.0.1/32

Item Description

Global User Settings

!

Add | [ Change

Passward

Activated

Writeaccess

Delete User

SIKARUS

Figure 9: Remote manager

Allows for controlling the access based on the
source IP address. By default, every IP address
including “localhost” may access IKARUS secu-
rity.proxy for management purposes. If you want
to perform administrative steps exclusively on the
server (requires the IKARUS security.proxy Con-
figuration Center and the IKARUS security.proxy
to be installed on the same server machine running
Microsoft Windows), you may configure exclusive
access for "localhost”.

ROOT User

Cannot be deleted. The account can be limited to
specific source IP addresses. Password changes
are supported.

Custom User

You can add a new user by entering the user ID and
clicking the "Add” button. This account, too, can be
limited to specific source IP addresses. Enable the
"Write Access” permission to provide write access
to the user. To delete a user, click the "Delete User”
button.

3.9 Web Settings

Table 9: Remote manager

With IKARUS security.proxy, you can run an HTTP and an FTP proxy.
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Web-client proxy settings also support specifying HTTPS proxies; of course, IKARUS security.proxy supports
this approach, too. For encrypted communication, it creates a tunnel between the client and the HTTPS target
server. Note that there will be no virus protection implemented on the gateway level, as this would require
additional setup steps and extra software. IKARUS Security Software offers an optional HTTPS plug-in. This
plug-in applet allows for checking HTTPS traffic for malware; if interested, please contact IKARUS.

3.9.1 HTTP Proxy

Use this screen to enter or edit the HTTP-proxy settings.

5.3 IKARUS securty proxy Cor

Web Settings

@ FTP proxy HTTP proxy
Mext proxy Enabled

= Scan settings

S Lists

| @-B Browserlist
-[B URLIist

i L.[3 Filelist

© L[ Contenttype list
Permissions

- ACCESS list

Listen-on address:

Response message Description | | |

404.htrl default

destcontinent.htmi default
destcountry.html default
fileblocked.html default
ftp.htrml default
generic.ntml default

SENISISESINES)

infected.htrml default

FTP over HTTP login

Anonymous password:  nobody@example.com Use outgoing passive

Figure 10: HTTP proxy
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Iltem Description

Button "HTTP proxy”

Click this button to enable or disable the HTTP
proxy. Note that saving the changes is required for
the changes to become effective.

Listen on address

The IP address where IKARUS security.proxy
makes the HTTP proxy service available. Specify-
ing the 0.0.0.0 address will cause IKARUS secu-
rity.proxy to bind the service to all network inter-
faces available.

Port

The port (or multiple ports) that the HTTP proxy ser-
vice runs on (by default, 8080). You can enter any
other port that is not used by a different service.
Note that selecting a port that is already used by a
different service or program may result in conflicts.

Response message

This is a list of response pages. Response pages
are HTML pages that are sent to the browser if a
web page is not available (for example if it has been
blocked or a page with malicious content has been
found). Click the edit icon next to a list item to view
the HTML code of that response page. You can
change response pages to suit your needs; for that
purpose, however, you need knowledge of HTML
and the necessary graphics files. Therefore, if you
do not need branded response pages, we recom-
mend using the default pages.

Anonymous password

The password that is used for FTP transmission over
HTTP.

Use outgoing passive

If this box is checked, IKARUS security.proxy uses
the passive mode for FTP transmission over HTTP.

3.9.2 FTP Proxy

Table 10: HTTP proxy

IKARUS security.proxy also offers a proxy service for FTP. The service provides effective protection against
malware transferred to your computer via FTP.
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guration

Web Settings
iy HTTP proxy

e
. Mext proxy
=] Scan settings
B Lists
. @B Browser list
& URLlist
[% File list
i e[ Contenttype list
ik Permissions
... ACCESS list

ltem Description

Button "FTP proxy”

Center 1.7.0 - Connected to “securityproxy.local’

B [b-] [2-]

FTP proxy
Enabled

Connection Settings

Listen-on address:

o .0 .0 .

SIKARUS

Figure 11: FTP proxy

Click this button to enable or disable the FTP proxy.
Note that saving the changes is required for the
changes to become effective.

Listen on address

The IP address where IKARUS security.proxy
makes the FTP proxy service available. Specify-
ing the 0.0.0.0 address will cause IKARUS secu-
rity.proxy to bind the service to all network inter-
faces available.

Port

The port that the FTP proxy service runs on (by de-
fault, 2100). You can enter any other port that is
not used by a different service. Note that selecting
a port that is already used by a different service or
program may result in conflicts.

3.9.3 Next Proxy

Table 11: FTP proxy

You can interconnect IKARUS security.proxy with another proxy server. In this case, you need to provide
the downstream proxy’s connection parameters and credentials to allow IKARUS security.proxy to forward

requests to that proxy.
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Web Settings
i HTTP proxy

|

(= Scan settings
- Lists
. G-B Browser list
~[& URL list
|5 File list
i @-[& Contenttype list
Permissions
Access list

@) &-] 2]

-4 FTP proxy Leave empty if a specific protocol should not use the proxy

Type: Proxy address to use

HTTP

[7] Use settings for all protocols

FTP
HTTPS

Authentication (if needed)

Usemame:

Password:

Excepted domains

ltem Description

HTTP proxy address to use

Domain:

SIKARUS

Figure 12: Next proxy

The IP address of the downstream proxy to route
HTTP requests to.

HTTP proxy Port

The port that the downstream proxy’s HTTP proxy
service runs on.

Use settings for all protocols

Check this box to use the HTTP proxy settings for
FTP and HTTPS as well.

FTP proxy address to use

The IP address of the downstream proxy to route
FTP requests to.

FTP proxy Port

The port that the downstream proxy’s FTP proxy
service runs on.

HTTPS proxy address to use

The IP address of the downstream proxy to route
HTTPS requests to.

HTTPS proxy Port

The port that the downstream proxy’s HTTPS proxy
service runs on.

Username, Password

If the downstream proxy requires authentication,
enter the username and password into these text
boxes.

Excepted domains

This list includes all domains that will not be routed
to the downstream proxy. Add a new domain by en-
tering its name into the Domain box and clicking the
Add field in the list.

Table 12: Next proxy - proxy chain
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3.9.4 Scan Settings

Use this screen to configure the rules applied to the HTTP proxy. For that purpose, IKARUS security.proxy
offers many powerful configuration options.

Lists

Browser List
URL List
File List

Content Type List

::‘ [KARUS security.proxy Configuration ¢

Web Settings

-~ HTTP proxy
@ FTP prowy
Mext proxy
= Scan settings
\ G-B Browser list
& URLlist
[5 File list
L. Contenttype list
... PEIMissions
- Access list

Center 1.7.0 - Connected to “securityproxy.loca

-

Type

B msie Browser list

B mesie_{.0_xpsp2 Browser list

Add new list:

Browser list

SIKARUS

Figure 13: Lists

ltem Description

Overview

Provides the name and type of the selected list.

Add new list

Enter the name of the list you wish to create.

Type

Select the type of the new list (browser list, URL list,
file list, or MIME-type list) from this list box.

Button "Add”

Adds the new item to the overview. At the same
time, the new list will appear in the appropriate tree-
view location in the left window pane.

Table 13: Lists
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You can add more items to a newly created list. For this purpose, select the appropriate list category in the left
window pane.

Browser list

This item allows for creating lists of web browsers. IKARUS security.proxy can perform browser-based fil-
tering, for example, to allow or deny access based on the web browser used. This is beneficial if a corporate
policy dictates the use of a specific browser.

IKARUS security.proxy implements browser-based data filtering by evaluating the user-agent string that is
part of any HTTP request the client sends to the server.

For example, Internet Explorer 8.0 includes the Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; WOW64)
string into HTTP requests; the user-agent string of Mozilla Firefox on a Windows OS is Mozilla/5.0 (Windows;
U; Windows NT 6.1; en-GB; rv:1.9.2.13) Gecko/20101203 Firefox/3.6.13.

::‘ [KARUS security.proxy Configuration Center 1.7.0 - Connected to “securityproxy.local

Web Settings |E| “3:| |E|

-y HTTP proxy
@ FTP proxy
Mext proxy
= Scan settings
o Lists
. &R Browser list

msie_B.0_xpsp2
B URL list
[ File list
[& Contenttype list
Permissions
permission_all
permission_example
group_Accouting
group_Management
group_Sales
g ACCESS list

Add new listitem:

SIKARUS

Figure 14: Sample list

You can create browser lists based on the user-agent strings. IKARUS security.proxy even supports wildcards
for configuring the strings. The asterisk (*) is used as wildcard character. For example, *msie* refers to all
Internet Explorer versions.

If you do not know how to identify your browser’s user-agent string, go to http://www.useragentstring.com.
Alternatively, use a network sniffer (for example, Wireshark) for analyzing your client/server communication.
URL list

URL lists include URLs that can subsequently be used for creating rules to allow or deny access. Be sure to
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enter ASCII characters only (no spaces).

File list

File lists allow for indicating specific file names that can subsequently be used for creating rules to allow or
deny access.

You may include full file names (e.g. MyFile.doc) or use wildcards, for example, for creating rules for file types
based on their extensions (e.g. *.gif).

Content type list

2% [KARUS security.proxy Configuration C

Web Settings

L HFI'-I;FP prody Content types Filename

@ FTP proxy X ;
e POF files pdf
- Scan settings
1. Lists
| =B Browserlist
: : msie
msie_5.0_xpsp2

B URL list
© L File list
=& Contenttype list

é Permissions
permission_all
permission_example
group_Accouting
group_Management
group_Sales
H ACcess list

Content types: Filename:
[Allfles

Figure 15: Sample content type list

Use this screen for configuring content-type lists. Compared to file lists, content-type lists are much more
sophisticated when it comes to filter groups of files. Content-type lists filter by the actual file type rather than
by file extension. This is more effective since the file extension does not reliably indicate the file contents;
for example, an executable may have the .jpg extension although it is not a graphics file. Attackers using this
approach may infiltrate your computer with malicious code.

Content-type filters remedy this situation. They filter files by their contents to reliably identify the actual file
type.

IKARUS security.proxy currently supports the identification of the following content types:
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Content type German name English name
Any Alle Dateien All files
Archive Archivdateien Archive files
Executables Ausfiihrbare Dateien Executable files
MS Office Office-Dateien Office files
Adobe Acrobat Document | PDF-Dateien PDF files
Audio Audio-Dateien Audio files
Video Video-Dateien Video files
MS Word Word-Dateien Word files
MS Excel Excel-Dateien Excel files
MS PowerPoint PowerPoint-Dateien PowerPoint files
MS Visio Visio-Dateien Visio files

Table 14: Content type information

Select a content type from the Content Type dropdown box. In addition, you may enter a file name to make
the filter more specific. Again, wildcards (*) may be used. If you leave the Filename box empty, the filter will
process all selected content types.

Permissions

Center 1.7.0 - Connected to "securityproxy.local'

Web Settings E “},Z| |Z|

- i HTTP proxy
.4 FTP proxy

Mext proxy
S Scan settings permission_example =MNOMNE=

Permission set Based on

permission_all =MNOMNE=

B Lists
B Browser list
e MSiR
- MSie_6.0_xpsp2
- [& URL list
-[5 File list
& Contenttype list

permission_all
permission_example
7. ACcess list

Mew Permission set:

SIKARUS

Figure 16: Permissions

Use the Permissions item for creating so-called permission sets. These are groups of filters configured using
the lists. You can add any previously created lists and specify whether matching items will be allowed or denied
access.
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A permission set contains a list of rules which are processed according their priority. The first matching rule
applies. Access will be granted or denied depending on the result.

+
Web Settings

.. HTTP proxy
@ FTP proxy
Mext proxy

= Scan seflings

S Lists

¢\ B-R Browserlist
msie
msie_G.0_xpsp2

-3 Contenttype list
" Permissions
|
permission_sxample
7 Access list

Based on Permission set: [<NONE>

Treat executable files as virus: [dlsable

Treat encrypted files as virus: [disable

Transfer limit:

Access |Type |Name Browser list

|Time control

4| |w| Priorty
© Deny @ Allow

Type: All

Conditions:

[ aga || change |

Figure 17: Permission Sets

Edit

SHKARUS
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ltem Description

Based on Permission set Allows for referencing an existing permission set.
The new set inherits the permissions of the existing
permission set.

Treat executable files as virus | If this box is checked, executables will be treated as
malicious software and will be deleted. If the per-
mission set is based on another set, you may select
the Inherit option to have the setting inherited.

Treat encrypted files as virus | If this box is checked, encrypted files will be treated
as viruses and will be deleted. If the permission set
is based on another set, you may select the Inherit
option to have the setting inherited.

Transfer limit Defines the maximum mount of data allowed.

Overview The overview lists the rules assigned to the permis-
sion set.

Priority Increase or decrease the priority of the selected
rule.

Allow/Deny The result for the rule.

Type Use this dropdown box to add criteria to the rule.
Depending on your selection, controls for entering
the criterium value may be displayed. Options in-
clude:

e All

e URL list

e URL

e Content-type list

e Content type

e File list

¢ File/Extension

e URLFilterCategory

Conditions Defines additional criteria for the rule. Rules are
only processed if all conditions match. Options in-
clude Browser list, Time control by weekday, and
Time control by time of day.

Button "Add” Adds the newly created rule to the permission set.

Button "Change” Updates the selected rule.

Table 15: Permissions
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% IKARUS security.proxy Configuration Center Conditions

Browser list

Only relevant if the following list contains the browser

msie -

[] Time contral
Weekdays
Monday Tuesday Wednesday Thursday
Friday Saturday Sunday
Time range

06:00 = 22:00 =

[ ok |[ cancel |

Figure 18: Conditions for permission sets

URL Filter Categories

The URL filter is another powerful tool of IKARUS security.proxy. It provides categorization of URLs by
subject (e.g. adult, e-commerce, malware, games, etc.) based on default rules. Numerous URLs have already
been assigned to each category. By adding a category to a permission set, you can allow or deny the access
to all of the URLs in that category. IKARUS Security Software periodically updates the URL lists. Therefore,
using URL filters is a safe and convenient way of denying access to inappropriate websites.

3.9.5 Access List

Access lists allow for assigning permission sets to IP addresses or subnets and for enabling them. In addition,
you can set the authentication method to be used.

IKARUS Security Software GmbH ©2013 37/100



4AHKARUS

3 CONFIGURATION security.proxy

o+
Web Settings

iy HTTP proxy

il I 0.0.0.0/0 no authentication permissic
Mext proxy

IP/Subnet | Mame Authentication Permissio

(= Scan settings
- Lists
[ Browser list
msie
msie_B.0_xpsp2
B URLlist
-[5 File list
-[& Contenttype list
Permissions
permission_all 4] ™ Priority  Type: [IPandressisanetmask

<

. ermission_example
B - B Router: | ]
cess list :

Access. @ allow & deny

Authentication method Ino authentication

use Permission set lpermission_all

Branding

Pricrity list:

SIKARUS

Figure 19: Access list

HTTP proxy IP/Subnet | Name Authentication Permissio
FTP proxy

e 0.0.0.0i0 [v] no authentication permissic
Sean setings Psubnel | 21004002 | ¢ | NTLiKerberos
Lists
[ Browser list
msie
msie_B.0_xpsp2
B URLlist
-[5 File list
-[& Contenttype list
Permissions
il [«] *] Priority  Type: [IPanaresstubnetmask v“ 437 . 0
permission_example

<

Rauter: | . J

Access. @ allow & deny

Authentication method I NTLM/Kerberos ']

Permission setpermask  permission_%a [7] use 2ID instead of name

Branding

Pricrity list: Ite am_intern ']

Figure 20: NTLM/Kerberos
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ltem Description

Overview This list includes individual target IP addresses
or subnets plus information on whether access
is allowed or denied, the selected authentication
method, and the permission set applied.

Priority Allows to increase or decrease the priority of a (pre-
viously selected) item in the overview.

Router IP address of GRE router used for the IP addresses
or subnets.

Type Allows for specifying an IP address or a network.

Access Allows or denies access for an entry.

Authentication mode

The type of authentication to be used for the se-
lected network or IP address. Options include:

e no authentication
e proxy internal authentication
e LDAP authentication

e NTLM/Kerberos (only works on Windows)

Use Permission set

Adds a Permission set to the item.

Permission set per mask

Chooses with a mask, which permission sets are
used for this access list. Valid placeholders are %u
and %g and at least one must be used. For further
information see 4.6.8.

Use SID instead of name

When replacing the placeholders in the permission
set mask, SIDs are used instead of group and user
names.

Branding Defines the branding to be applied for the selected
network (see 4.3.2).

Priority list Defines the list that should be taken to determine the
order of groups in case the groups of a user match
multiple permission sets.

Button "Add” Adds the newly created entry to the overview.

Button "Change”

Updates the selected entry in the overview.

Table 16: Access list

Priority list

In this window priority lists can be added and deleted, as well as entries in the lists can be modified. Depend-
ing on using SIDs or names, according entries must be added. Those lists are used to determine the first
permission set that should be used if a multiple groups of a user match multiple permission sets. To increase
or decrease the priority of an entry, it can be moved up and down with the arrows.
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o+
Web Settings

iy HTTP proxy
. FTF proxy

Mext proxy Add new list

= Scan settings
S Lists
LB [ Browser list
msie
msie_B.0_xpsp2
& URL list
[% File list
L.[3 Contenttype list
Permissions
permission_all
permission_example
[ ACcess list

Priority list

[«] [=] Priority

GIKARUS

Figure 21: Priority list

3.10 Mail Settings

In the E-Mail Settings all protocols which can be scanned are listed. The scan rules can be set for each

protocol separately.
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3.10.1 Scan Rules

::’wﬁ 1 arn =l =

EURNERS

example
simplescan
SMTP simplescan

Greylisting
Routes

- @ TSMTP

-.@ POP3

@ IMAP4

@ NNTP

Mew Scan rule

CIKARUS

Figure 22: Scan rules overview

To ensure effective protection, IKARUS security.proxy allows for specifying custom scan rules. You can
create separate rules for SPAM, e-mail attachments, and malware. Custom rules are applicable to the following
protocols:

o SMTP
e TSMTP
e POP3
o IMAP4
o NNTP

You can create an unlimited number of rule sets. In addition, different rule sets can be defined for the various
protocols. The SMTP functions of IKARUS security.proxy even allow for applying rules to individual routes.
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5.2 IKARUS securityproy Cor

E-Mail Settings

- Scan rules
[example
Lo Virusfilter
Aftachmentfilter
SPAM filter
simplescan
SMTP
Greylisting
Routes
- @ TSMTP
@ POP3
@ IMAP4
@ NNTP

Creating Rules

Scan rules: example

Virusfilter:

Attachmentfilter:

SPAM filter:

This scan rule is used by

TSMTF, POP3, IMAFP4, MNTP

Add your dascription text hare:

Enabled

Enabled

Enabled

GIKARUS

Figure 23: Sample scan rule

To configure a rule, you first need to create it. Enter a rule name. The name can consist of any alphanumeric
characters plus hyphens, underscores, and periods. Scan rules you have added will appear in the tree view on
the left. To edit the rule you have just created, click its name in the tree view. Various settings are available for
the following features:

Virus filter

Virus filter
Attachment filter
SPAM filter
SPAM rules

The virus-scanner settings are the most significant rules. This is where you enable or disable the virus scanner
and configure its behavior.
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guration Center 1.7.0 - Cannected fo “securityproxy.local

B [b-] [2-]

Scan rules
‘o example
|
Attachmenffilter Activate Virus Scanner
@ SPAMfilter
[} simplescan E-Iail action:
- SMTF [Delele item vl [7] Save to quarantine
Greylisting
Routes
@ TSMTP Mark file as infected, if.
@ POP3 [[] executable file
® IMAP4
@ NNTP

[T recursion aborted

[T] archive encrypted

] Send warning to sender:

O] Insertwarning:

SIKARUS

Figure 24: Virus filter

Item Description

Activate Virus Filter Check this box to enable the virus filter, or clear it for
disabling.
E-Mail Action Determines the action to be performed when a virus

has been found. Options include "Delete Item” and
"Drop E-Mail”. Selecting the first option will delete
the attachment only; otherwise, the entire message
will be deleted.

Save to quarantine When this option is enabled, the blocked files will be
stored to the server’s quarantine directory.

Mark file as infected, if
executable file If the file is executable it will be blocked.

recursion aborted When a specific recursion depth is reached while
unpacking the files, they will be handled like infected
files (i.e. blocked).

archive encrypted Scanned archives that are encrypted will be
blocked.

Send warning to sender | When this option is enabled, the scanner will send a
notification to the sender of the message. Enter the
desired notification text into the text box.

Insert warning Inserts a warning text into the message if a virus has
been found. Enter the desired warning text into the
text box.

Table 17: Virus filter
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Attachment Filter

The attachment filter allows for setting up rules for executables.

| E-Mail Settings

Scan rules
i example
P Virusfilter
- SPAM filter
- Simplescan
=--@ SMTP
: Greylisting
Routes
- @ TSMTP
@ POP3
@ IMAP4
@ NNTP

Activate attachmentfilter

Activate attachment filter

[] save to quarantine

Filenamefilter

guration Center 1.7.0 - Connected to “securityproxy.local”

Insertwarning, when attachment was blocked:

Attachment blocked by IKARUS security. proxy

Priority: Whitelist -

‘Whitelist

| Blackist

Mew entry:

Whitelist

Add

SIKARUS

Figure 25: Attachment filter

Item Description

Check this box to enable the attachment filter, or
clear it for disabling.

Insert warning, when attachment was blocked

The text entered here will be inserted into messages
if an attached executable has been deleted.

Save to quarantine

When this option is enabled, blocked executables
will be stored to the server’s quarantine directory.

Filename filter

Table 18: Attachment filter

The filename filter allows you to set up blacklists and whitelists. Using this filter, you can configure that e-mail
with specific file attachments will always be delivered or blocked, respectively. When adding a new entry, you
first need to select whether it will be added to the blacklist or the whitelist. In addition, you need to select which
of the two lists will be processed first using prioritization. The list with the higher priority overrides the other

one.

SPAM filter

IKARUS security.proxy also includes a highly effective SPAM filter. You can adjust thresholds to identify mes-
sages that may be SPAM, and those, that are definitely SPAM, and configure how to handle those messages.
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IKARUS security.proxy provides default rules for SPAM filtering. Therefore, to establish effective SPAM pro-
tection, you just need to enable the filter and configure how to deal with SPAM.

4 proxy

 E-Mail Settings

G- Scan rules
- example
Virusfilter Activate SPAM prevention
Aftachmentfilter
(=IO <A1 filter
: : SPAM rules
simplescan
SMTP
S ETE s REGULAR  — POSSIELESPAM == SPAM
Routes
TSMTP
POP3 POSSIBLE SPAM
INAP4 Add warning to subject

Add warning to subject:
NNTP e POSSIBLE SPANT PN

3PAN

@ Only mark E-Mail @ Only mark E-Mail

(@) Redirect E-Mail

E-Mail address:

() Block E-Mail
save to quarantine

() Redirect E-Mail
E-Mail Address:

[ always create x-SPAM header

SHKARUS

Figure 26: SPAM filter
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ltem Description

Activate SPAM prevention Check this box to enable the SPAM filter, or clear it
for disabling.
SPAM Slider Use this slider to configure thresholds for possi-

ble and definite SPAM. The SPAM filter assigns
a score to each incoming e-mail message. Mes-
sages receive score points for specific features typ-
ical of SPAM (e.g. if message includes the string
"V1@gR@”). The higher the score of an e-malil, the
more probable it is that it is a SPAM message. By
configuring the thresholds, you define when a mes-
sage is suspicious of being SPAM, and when it is
definitely considered SPAM. Note that lower thresh-
olds increase the possibility of false positives (i.e. le-
gitimate messages falsely been identified as SPAM).
Similarly, too high threshold values may lead to
SPAM not being identified correctly.

Possible SPAM

Add warning to subject Allows for configuring text that is added to the sub-
ject line of the e-mail message.

Only mark E-Mail Messages classified as possible SPAM will be
marked accordingly.

Redirect E-Mail Messages classified as possible SPAM will be redi-
rected to the e-mail address specified below. Note
that this feature is supported for SMTP only.

SPAM

Add warning to subject Allows for configuring text that is added to the sub-
ject line of the e-mail message.

Only mark E-Mail Messages classified as SPAM will be marked ac-
cordingly.

Block E-Mail A message that has been identified as SPAM will be

blocked (i.e. it will not be delivered). Note that this
feature is supported for SMTP only.

Redirect E-Malil A message that has been identified as SPAM will be
redirected to a previously specified e-mail address.
Note that this feature is supported for SMTP only.

always create x-SPAM header | When this option is checked, IKARUS secu-
rity.proxy will always enter an x-SPAM header into
the message header.

Table 19: SPAM filter

SPAM rules

You can define custom SPAM rules in addition to the default rules. IKARUS security.proxy offers a large
number of options you can use for creating your rules. This rules allow for overriding filter actions performed
by IKARUS security.proxy. For example, you can have e-mail by specific senders always marked as SPAM —
even if IKARUS security.proxy would have been classified it as legitimate mail.
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E-Mail Settings

- Scan rules

= example —
T H i x| |4V |®
C L vinustiter from - | example@example.com SPAM -

Aftachmentfilter
- SPAM filter
[ simplescan
@ SMTP
i Greylisting
Routes
@ TSMTP
@ POP3
@ IMAP4
@ NNTP

field value: result:
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Figure 27: SPAM rules

Item Description

fields Specifies the part of the message that you want to
create a rule for. Refer to the Fields table for details.
value Depending on the selected message field, you can

choose a specific field value. If this value matches
the respective field value, the message is consid-
ered a positive.

result Select whether a positive e-mail message is con-
sidered SPAM, possible SPAM, or a legitimate mes-
sage.

Button "Add” | Adds the manually configured rule at the top of the
list (i.e. with highest priority).

Table 20: SPAM rules

IKARUS Security Software GmbH ©2013 47/100



SHKARUS

3 CONFIGURATION security.proxy

Field Description

emptyfrom Empty From header item
emptysubject Empty Subject header item
emptyto Empty To header item

envelope:from

SMTP envelope sender is <FROM>

envelope:to SMTP envelope sender is <T0>
from From header item includes <FROM>
mail:text The e-mail body includes <TEXT>
nofromline From header item does not exist

nosubjectline

Subject header item does not exist

notoline

To header item does not exist

novalidaddrfrom

From header item includes an invalid e-mail address

novalidaddrto

To header item includes an invalid e-mail address

onlyhtmltext

The e-mail body contains HTML code only

subject Subject header item includes <SUBJECT>
to To header item includes <T0>
toandfromequal | To and From header items are the same

Table 21: "field” values for SPAM rules

You can mark each of these rules using one of the following methods:

ltem Description

SPAM Messages matching this rule will always be marked
as "spam’.

POSSIBLE | Messages matching this rule will always be marked
as "possible spam”.

REGULAR | Messages matching this rule will always be marked
as "ham” (i.e. legitimate e-mail).

Table 22: SPAM classification results

If a message matches multiple contradictory rules (for example, one rule categorizes it as SPAM while another
one marks it as REGULAR), prioritization will be used. That is, the rule with the higher list position will apply.

3.10.2 SMTP

You can run an SMTP server using IKARUS security.proxy. For that purpose, you need to define routes
specifying how an SMTP connection is routed based on its origin. This feature allows for using IKARUS
security.proxy for SMTP traffic on your network in numerous ways.

In addition, IKARUS security.proxy can check any e-mail sent via SMTP for malicious contents (for example,
viruses) and filter out SPAM.
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SMTP setup

Use the E-mail Settings item in the IKARUS security.proxy Configuration Center to access the SMTP setup
screen. Select the SMTP item from the tree view.

5.3 IKARUS securiy proxy G
E-Mail Settings

- Scan rules
example SMTP
L Virusfilter Disabled
Aftachmentfilter
SPAM filter
SPAM rules
simplescan
Listen-on address:
Greylisting
. Routes o . o0 .0 .0
- @ TSMTP
.@ POP3
@ INAP4
@ NNTP Max. incoming connections: 501

WMax. outgeing connections: 50k
Retrytimes: 5,10,30,60
Cueuing path: mail

Early Talker Rejection delay: 05

$IKARUS

Figure 28: SMTP
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Item Description

Button "SMTP”

Click this button to enable or disable the SMTP ser-
vice of IKARUS security.proxy. Note that saving is
required for the changes to become effective.

Listen on address

The IP address of the SMTP service. Specifying the
0.0.0.0 address will cause IKARUS security.proxy
to bind the service to all network interfaces avail-
able.

Port

The port that the SMTP service runs on (by default,
25).

Max. incoming connections

The maximum number of concurrent incoming
SMTP connections supported by IKARUS secu-
rity.proxy. When the number of connections speci-
fied here is exceeded, the proxy will send error mes-
sages to the surplus connections.

Max. outgoing connections

The maximum number of concurrent outgoing
SMTP connections made by IKARUS secu-
rity.proxy when sending e-mail.

Retry times

Sets the number and intervals of delivery retries if
delivery has failed. For example, using a setting of
"5, 10, 30, 60” means that the first delivery retry will
be attempted after 5 minutes; the second one after
10 minutes; the third one after 30 minutes; and the
fourth one after 60 minutes.

Queuing path

Path to where e-mail is queued. The setting is a path
relative to the IKARUS security.proxy installation
folder.

Early Talker Rejection delay

The number of seconds that the SMTP service waits
before sending the SMTP banner. With this feature,
SPAM bots can be blocked that send data in a non-
compliant way, without waiting for the banner that
signals the server being ready.

Greylisting

Table 23: SMTP

The greylisting feature supports the reduction of delivered SPAM mail.

For more details on greylisting, refer to section 4.7.
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The permanent whitelist defines, which mailservers, domainnames or sender addresses are
excluded from greylisting.

Type: | Domain

Add
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Figure 29: Greylisting

Item Description

Delay Minimum time frame after which a greylisted mes-
sage will be accepted.
Timeout Maximum time frame after which a greylisted mes-

sage will not be accepted anymore.

Timespan for temporary whitelisting | If this parameter is set to a value greater than zero,
temporary whitelisting is enabled. Addresses added
to this list remain on it for the timespan defined here.
After this period of time has expired, connections
from this address will be subjected to the greylisting
check again.

Permanent whitelist This configurable list includes mail-server IP ad-
dresses, domain names, and e-mail addresses that
the greylisting function will ignore.

Table 24: Greylisting

Defining Routes

When running an SMTP server, you need to define routes; otherwise, IKARUS security.proxy cannot pro-
cess incoming SMTP connections properly. You can have as many routes as needed. The rules created for
the routes are included in a rule list with the highest-priority rules positioned at the top of the list. IKARUS
security.proxy processes the list top-down.
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Figure 30: Routes

Item Description

Type Sets the route type. Routes can be based on the
sender’s IP address (or the IP address of the orig-
inating network), a list of target domains or target
email addresses, LDAP* or a mailbox file.

Scan Rules | The scan rule to be applied must be indicated for

each route.
Direction Makes a Route inbound, outbound or standard (bidi-
rectional).
Greylisting | For an inbound Route Greylisting can be activated.
SPF For an inbound Route SPF can be activated.
Action Determines how e-mail is routed. Settings include

"Host” (allows for specifying either the target-host IP
address or a resolvable computer name) and "MX”
(tries do deliver the message to the default mail
exchanger based on the receiver indicated in the
SMTP envelope).

Table 25: Routes

* By using LDAP, only mailboxes defined in the Active Directory are used for a certain route. The LDAP string
must conform to the following format:

ldap[s]://<user-cn/dc>:<password>@<domain controller>/<query>

Here is an example for a valid LDAP strings for "readonlyuser@test.local” with the password "mypassword” on
the domain controller "dc.test.local”:
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E-Mail Settings

- Scan rules

B example
Virusfilter
Aftachmentfilter
SPAM filter

: SPAM rules

simplescan

=@ SMTP

: Greylisting
Routes

Y TSUTP

@ POP3

@ IMAP4

@ NNTP

3.10.3 TSMTP - the transparent SMTP Proxy

/.0 - Connected to “se

-

ldaps://CN=readonlyuser,CN=Users,dc=test,dc=local :mypassword@dc.test.local/DC=test,
DC=local?proxyaddresses?sub? (proxyaddresses=SMTP: *)

TSMTP
Disabled

Allows the SMTP service to run transparently. This option only works on the Linux operating
system. To use TSMTP on Windows, you have to define a destination host.

Listen on:

Target server:

Scan rules:

example -

Figure 31: TSMTP

Port:

25k

25

SIKARUS

In addition to the SMTP functionality provided by IKARUS security.proxy, you can also use an SMTP proxy.
In this case, IKARUS security.proxy does not store e-mail but forwards all data exchanged between the client
and the SMTP server. E-mail received in that way can still be checked for viruses or SPAM.

Linux allows for running the SMTP proxy in the fully transparent mode. Provided your routes and iptables have
been properly configured, this mode allows for scanning e-mail with no need for specific mailclient setup.

The transparent mode is not available for Windows OS at the moment. Instead, you can specify a default
SMTP target server that the SMTP traffic received by the proxy is routed to.
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ltem Description

Button "TSMTP” Click this button to enable or disable the TSMTP ser-
vice of IKARUS security.proxy. Note that saving is
required for the changes to become effective.

Listen on address The IP address where the TSMTP service is run.
Specifying the 0.0.0.0 address will cause IKARUS
security.proxy to bind the service to all network in-
terfaces available.

Port The port that the TSMTP service runs on (by default,
25).

Target server and Port | Alternative TSMTP server. Will be used when the
user name does not include a TSMTP server.

Scan Rules Scan rule to be applied for TSMTP.

Table 26: TSMTP settings

3.10.4 POP3 proxy

You can run a POP3 proxy using IKARUS security.proxy. This allows for proxying unencrypted POPS3 traffic.
For example, you can check messages locally requested by clients from Internet-based POP3 servers for
viruses and/or SPAM.

E-Mail Settings B b~ |2~

- SCAN rUles
= example POP3
L Virusfitter Disabled
Aftachmentfilter
SPAM filter
SPAM rules
simplescan
=@ SMTP
i Greylisting
Routes
@ TSMTP
N POP3|

@ IMAP4
@ NNTP Target server:

Listen on:

Scan rules: example ~

SIKARUS

Figure 32: POP3
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Item Description

Button "POP3” Click this button to enable or disable the POP3 proxy
of IKARUS security.proxy. Note that saving is re-
quired for the changes to become effective.

Listen on address The IP address of the POP3 proxy. Specifying the
0.0.0.0 address will cause IKARUS security.proxy
to bind the service to all network interfaces avail-
able.

Listen on port Port that the POP3 proxy listens on (by default, 110).

Target Server and Port | Alternative POP3 server. Will be used when the
user name does not include a POP3 server.

Scan Rules Scan rules to be applied by the POP3 proxy.

Table 27: POP3 settings

How to Configure E-mail Clients

If you want to use the POP3 proxy with your e-mail clients, you need to change the configuration settings
accordingly.

POPS3 server: Enter the IP address or DNS name of IKARUS security.proxy instead of the POP3 server
parameters to ensure the e-mail server contacts IKARUS security.proxy for POP3 requests.

User name: Add an @ sign and the computer name or IP address of the POP3 server to the user name of the
POP3 mailbox.

Example: You have the e-mail address john.doe@example.com. The mailbox of that address has the user-
name “john” on the POP3 server at pop.example.com. Now, if you want IKARUS security.proxy to receive
e-mail from that POP3 server, change the username from “john” to john@pop.example.com.

Alternatively, define a default server in IKARUS security.proxy to forward POP3 requests to. In this case, you
do not need to change the mail-account settings as described above; however, be aware that the POP3 proxy
service will be limited to that POP3 server in this case.

3.10.5 IMAP4 Proxy

You can run an IMAP4 proxy using IKARUS security.proxy. This allows for proxying unencrypted IMAP4
traffic. For example, you can check messages locally requested by clients from internet-based IMAP4 servers
for viruses and/or SPAM.

IKARUS Security Software GmbH ©2013 55/100



HKARUS

3 CONFIGURATION security.proxy

guration Center 1.7.0 - Connected to “securityproxy.local
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Figure 33: IMAP4

ltem Description

Button "IMAP” Click this button to enable or disable the IMAP4
proxy of IKARUS security.proxy. Note that saving
is required for the changes to become effective.

Listen on address The IP address of the IMAP4 proxy. Specifying the
0.0.0.0 address will cause IKARUS security.proxy
to bind the service to all network interfaces avail-
able.

Listen on port Port that the IMAP4 proxy listens on (by default,
143).

Target Server + Port | Alternative IMAP4 server. Will be used when the
user name does not include an IMAP4 server.

Scan Rules Scan rules to be applied by the IMAP4 proxy.

Table 28: IMAP settings

How to Configure E-mail Clients

If you want to use the IMAP4 proxy with your e-mail clients, you need to change the configuration settings
accordingly.

IMAP server: Enter the IP address or DNS name of IKARUS security.proxy instead of the IMAP4-server
parameters to ensure the e-mail server contacts IKARUS security.proxy for IMAP4 requests.

User name: Add an @ sign and the computer name or IP address of the IMAP4 server to the specified user
name.
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Example: You have the e-mail address john.doe@example.com. The mailbox of that address has the user-
name “john” on the IMAP4 server at imap.example.com. Now, if you want IKARUS security.proxy to receive
e-mail from that IMAP4 server, change the username from ”"john” to john@imap.example.com.

3.10.6 NNTP Proxy

In addition to mail protocols (SMTP, POP3, IMAP), IKARUS security.proxy also transmits the Network News
Transfer Protocol (NNTP). Create and apply scanning rules for NNTP just like for any mail protocol.

E-Mail Settings E [B+] [2+]

Scan rules
axample NNTP
i Virusfilter Disabled
Aftachmentfilter
SPAM filter
i SPAM rules
- simplescan
=@ SMTP
: Greylisting
Routes
@ TSMTP
@ POP3
@ IMAP4

Target server:
LY NP geteen

Listen on:

Scan rules: example .2

SIKARUS

Figure 34: NNTP

ltem Description

Button "NNTP” Click this button to enable or disable the NNTP proxy
of IKARUS security.proxy. Note that saving is re-
quired for the changes to become effective.

Listen on address The IP address of the NNTP proxy. Specifying the
0.0.0.0 address will cause IKARUS security.proxy
to bind the service to all network interfaces avail-
able.

Listen on port Port that the NNTP proxy listens on (by default,
119).

Target Server + Port | Alternative NNTP server. Will be used when the
user name does not include an NNTP server.

Scan Rules Scan rules to be applied by the NNTP proxy.

Table 29: NNTP settings
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3.11  Your Network

IKARUS security.proxy supports the definition of networks. Logical groups containing the addresses of indi-
vidual computers or entire networks can be defined. Use these groups as a basis for defining proxy settings.

on Center 1.7.0 - Connected to “securityproxy.local’

T — &) [57) (7]

Add new Network

Figure 35: Your Network settings

ltem Description

Name Network name. Permitted characters include all al-
phanumerical characters plus hyphens (”-”), under-

scores (”,”), and periods (*.)

IP address/IP mask IPv4 address and the corresponding subnet mask.
Individual IP addresses are defined by choosing /32
(32 host bits, no network bits) as a subnet mask.

Button "Add new Network” | Click this to add names to the configured network.

Button "Delete Network” Click this to delete the selected network name. Note
that a name cannot be deleted when it is part of an
access list.

Table 30: Your Network settings

3.12 Clustering

You can create a cluster made up of multiple IKARUS security.proxy instances. Doing so will keep the config-
uration settings of all instances in sync. Note that a cluster must include at least two IKARUS security.proxy
instances; however, it is not important on which OS the proxy instances involved are running. For example,
creating a cluster containing Windows and Linux proxies at the same time is possible.

IKARUS Security Software GmbH ©2013 58,/100



3 CONFIGURATION

HKARUS

security.proxy

Note that entering the IP address of the local proxy is required in order to create a cluster. When using the
cluster functionality the default port for the remote manager (port 15639) must not be changed. Otherwise the
sync between the proxy instances does not work.

g} [KARUS security.pros guration Center 1.7.0 - Connected to “securityproxy.local’

| Clusteri ng

Several proxies can be combined to a cluster. The configuration file will then be synchronized ameng the members of the cluster,
You need atleast two proxies to form a cluster. Remark: Flease do not forget to add the IP of your proxy.

Max. number of unreachable hosts:

IP address:

Enable clustering

SIKARUS

Figure 36: Clustering

Item Description

Max. number of unreachable hosts

The maximum number of hosts in the cluster that
may be not reachable or have failed. When this
number has been reached, soft stopping the re-
maining IKARUS security.proxy instances is not
possible any more.

Members List of IKARUS security.proxy instances contained
in this cluster.

IP address IP address of the IKARUS security.proxy instance
to be added to the cluster.

Button "Add” Clicking this button adds the entered IP address to

the list of proxy servers.

Button "Change”

Allows for changing an IP address that has already
been entered.

Button "Enable clustering” / "Disable clustering” | Clicking this button enables or disables clustering.

Note that all changes become effective only after
saving them.

Table 31: Clustering
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3.13 WCCP

In an network with multiple instances of IKARUS security.proxy running, WCCP can be used to configure IP

package forwarding.

One instance has to be configured as being the Designated Web Cache. This one is repsonsible for distributing
the incoming traffic to all the other IKARUS security.proxy instances.

guration Center 1.7.0 - Cannected to “securityproxy.local

[T Enable WCCP

[ Designated web cache
IP address of proxy for WCCP

Redirection type

WCCP routers

Add

Delete

Wert Beschreibung

Enable WCCP

Figure 37: WCCP

Enable/disable WCCP.

Designated Web-Cache

Makes this instance of IKARUS security.proxy the
master.

This one is responsible for distributing packages to
all other instances.

IP address of proxy for WCCP

IP address of this instance. Has to be set to en-
sure matching of the connections IP address and
the public IP addess.

Redirection type

GRE: Forward packages to proxies using GRE

Layer2: Forward by rewriting the destination MAC
address

WCCP routers

List of WCCP routers to be connected

Table 32: WCCP
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3.14 Reporting

IKARUS security.proxy allows for creating graphical reports that provide information on your Internet activity
and the amount of your e-mail based on specific criteria.

Reports are configured in the Reporting dialog and can be displayed in the report-view window. In addition,
that dialog allows for configuring database settings.

The dialog provides four functionalities:

Configuring global reporting settings

Create and send reports automatically

Creating reports using templates

Editing existing reports

3.14.1 Global Settings

2 ARUS securtyprory Cor

Repeorting

Auto-Reporing
Cefined reports
L HTTP_Overview
L. SMTP_Overview

Export reporting data

Import reporting Data

SHKARUS

Figure 38: Reporting: Global Settings
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ltem Description

Enable Reporting

Enables IKARUS security.proxy reporting. If re-
porting is not enabled, no information will be logged.
Re-enabling the reporting function will restart log-
ging; this means that no data for the period of
time where reporting was disabled will exist on the
database.

Max. Database Size

Sets the database size (in MB) on your disk. When-
ever this amount is exceeded, the oldest 5 percent
of data will be deleted.”

Database Path

Sets the database location.

Exporting Report Data

Type

Determines the type of data to be exported.

Time Range

Sets the period of time for which data will be ex-
ported.

Button "Export”

Click this button to launch a Save dialog where you
can save the exported data in CSV format.

Import Reporting Data

Button “Import”

Click this button to import a CSV file to the database.
The CSV file must have the export structure.

Table 33: Reporting: Global Settings

* When deleting the oldest 5 per cent of data from the database, the program refers to the insertion date rather
than the actual date of the respective item. Therefore, imported data might be the last to be deleted. This
auto-delete approach might result in gaps when imported CSV files contain old records.
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3.14.2 Auto-Reporting

guration

Reporting

Global Settings
Defined reports
- HTTP_Overview
.. SMTP_Overview

[&] B-] [2-]

E-Mail Period

Mame:

[] Monday [T Frigay
] Tuesday [ saturday
] Wednesday [ Sunday

] Thursday

Change Delete

Figure 39: Reporting: Auto-Reporting

ltem Description

Name

The name for the Auto-Reporting entry.

Reports

A list of reports, that are to be created and sent auto-
matically. The reports can be chosen in a separate
dialog window, which can be accessed by clicking
on the "Edit” button.

E-Mail

Recipients for the automatically created reports.
The button "Edit’ opens a dialog window, where the
user can enter e-mail addresses.

Period

This drop-down list selects whether reports shall be
created and sent on days of a month or days of a
week.

Weekdays/Days of Month

Depending on the period setting, days of a week
(Monday-Sunday) or days of a month (1-31) can be
selected. Attention: No report will be sent on days
29 to 31 if the current month has fewer days than
that.

Time

Time of the day for the reports to be created and
sent.

Button "Add”

Adds a new entry with the given input data.

Button "Change”

Overwrites the selected entry with the given input
data.

Button "Delete”

Deletes the selected Auto-Reporting entry.

Table 34: Reporting: Auto-Reporting
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3.14.3 Creating a New Report

3 [KARUS security.prowy Configuration Center 1.7.0 - Connected to “securityproxy.local

Reporting

Global Settings
Auto-Reporting
L HTTP_Overview
L. SMTP_Overview

-

Report name

Template: [ STD_SMTP_Incomingiails

Create new report

Freview
This report shows the number of all incoming E-Mails per day.

Allincoming Mails Period:

This report shows Me number of last 14 Days
all incoming E-Mals per day.
Group by:

All mailboxes

Direction:
i I inbound

Filter:
all entries

Summarize by:
Mumber

Figure 40: Reporting: Create a new report

ltem Description

Report Name

Sets the name of the report to be created.

Template

Allows for choosing the desired template from a list.
The new report will be based on the template de-
faults, which can still be changed afterwards.

Button "Create New Report”

Clicking this button will create the new report and
add it to the list and the report-view dialog.

Preview

This area provides a graphical preview of the report
type and the filter defaults of the selected template.

Table 35: Reporting: Create new report

IKARUS Security Software GmbH ©2013 64/100



3 CONFIGURATION

HKARUS

security.proxy

3.14.4 Defined Reports

Reporting
Global Settings

Auto-Reporing
Defined reports

. SMTP_Overview

@] B-] 2]

Report name: HTTP_Owverview

Type: eb ¥ | | Report Sie

—
Reporttitle:  HTTP Overview

Upper lable: Lowser labie

Lower lable:

Size: 400 (5 pxox 400

Filter: Filter settings

Period:
last 30 Days
Report type:
All
Filter:
not blocked, blocked Infections, blocked URL.
Summarize by:
Mumber

SIKARUS

Figure 41: Reporting: Defined reports

Item Description

Report Name The report name (or the name of the report file)

Type Sets the report type (Web or Mail).

Chart Type Sets the chart type (bar, pie or line chart or as table).

Layout Sets the layout type of the chart. This depends on
the selected chart type (e.g. vertical bars).

Report Title This is the report header.

Upper Label Explanatory text to be displayed right above the re-
port

Lower Label Explanatory text to be displayed below the report

Edit Clicking this button will open a dialog for text editing.

Size Report size (width x height, in pixels)

Button "Filter Settings” | Clicking this button will open a dialog for editing the
filter settings of the selected report type. The list
below the button shows the current filter settings.

Button "Delete” Clicking this button will delete the selected report.

Table 36: Reporting: Defined reports

Newly generated and edited reports will be displayed in the report-view dialog only after saving. This is because
data collection and evaluation are proxy-based.
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Chart Types and Layout Types

Horizontal, single-
column or multi-
column

“Vertical, single-
column or multi-

Haorizontal, stacked

Vertical, stacked

column
¥ i

Hollow, exploded

Solid, exploded

Solid

Figure 42: Reporting: Chart types and layout types

Filter Settings for the Web Type

3 Filter settings
Period:
Report type:

Filter:
@ Filter group 1

B

ok

[] Time range | 7/ /2013 71 312013

[T] grouped hourly

[ -
10

blocked URL categories blocked Infections

blocked URLS

blocked Countries
blocked Continents

@ Filter group 2
blocked

not blocked

Summarize by:

@ MNumber

blocked Permission sets blocked transfer limit

blocked Contenttypes not blocked

() Filter group 3

all enfries

() Datasize |Megabyte

Figure 43: Reporting: Filter settings (Web)
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ltem Description

Period

Specifies the evaluation period. You can either en-
ter a number and select a unit (hours, days, weeks,
months, quarters or years) or specify a date range.
The maximum number that can be entered is 100.
"Week” refers to a calendar week. Units start at the
respective first unit (for example, the first day of the
month, or midnight as the first hour of a day).

Hourly Grouped

All items will be grouped by the hour, resulting in a
report where all items will be grouped and summed
up by the time they occurred (00:00-01:00, 01:00-
02:00, etc.).

Group By

There are different grouping options:
e Select all records.

e Group by permission set, source IP ad-
dress, domain, top-level domain (TLD), net-
work group or subnet using the respective pa-
rameter.

e Group by subnets in network groups, permis-
sion set, source IP address, domain, or TLD
based on the largest number of or the largest
data amount for requests. The top items will
be selected.

e Group by a specific permission set, source IP
address, network group or subnet (including
parameter). This option shows the domains
or TLDs that are most frequently listed or pro-
duce the largest amount of data.

e Group by customers per site (network group
or subnet), where a customer is defined as a
unique source IP address per hour.

Filter

Filter groups allow for narrowing selected data for
analysis. The total of all flags within a filter group is
always 100 %.

Filter Group 1

Allows for selecting and filtering by reasons for
blocking.

Filter Group 2

Provides a summary of all reasons for blocking.

Filter Group 3

No filtering will be performed. All items will be eval-
uated.

Summarize By

Select whether the summary will include the total
number of items or the total data volume (including
the unit—KB, MB, or GB).

Filter Settings for the Mail Type

Table 37: Reporting: Filter settings (Web)
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Period: 30 +| |Days -
[ Timerange | 7/ 32013 71 312013
[7] grouped hourly
Group by All mailboxes -
Direction: in-and outoound A
Filter: @ Filter group 1 ) Filter group 2
SPF blocked
Greylisted not blocked
SPAN
Possible SPAM
HAM
*) Filter group 3 *) Filter group 4
infected all entries
not infected
Summarize by: @ Number O Datasize |Megabyte
OK Cancel

Figure 44: Reporting: Filter settings (Mail)

ltem Description

Period, Hourly Grouped, Summarize By

Same as with the filter settings for the Web Type

Group By

There are three options:
e Select all records.
e Group by mailbox (including parameter).

e Group by mailbox based on the largest num-
ber of messages or the largest messages. The
top items will be selected.

Direction

Specifies whether incoming and/or outgoing mail
will be evaluated.

Filter

Filter groups allow for narrowing selected data for
analysis. The total of all flags within a filter group is
always 100 %.

Filter Group 1

Filters by message rating (i.e. blocking due to SPF
or greylisting, or by SPAM rating).

Filter Group 2

This group allows for distinguishing between
blocked and non-blocked messages. Note the
SPAM mail might be included in the Blocked cate-
gory if the SPAM settings configure deletion or redi-
rection of messages.

Filter Group 3

This allows for filtering by infected or non-infected
messages.

Filter Group 4

No filtering will be performed. All items will be eval-
uated.

Table 38: Reporting: Filter settings (Mail)
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3.15 Log Files

Select the Log Files item to access the IKARUS security.proxy log files.

Global: Content of the file splogfile.log
Web: Content of the file proxy.log

E-Mail: Content of the filemail.log
Update: Content of the file update.log

IKARUS secu Configuratio

Logfiles | Global

[03.07.2013 17:20:36]info
[03.07.2013 17:14:11]info
[03.07.2013 17:14:10%info
[03.07.2013 17:13:22]info
[03.07.2013 17:13:22]info
[02.07.2013 17:12:22]info
[02.07.2013 17:13:21]info
[023.07.2013 16:52:47]info
[03.07.2013 16:52:43]info
[03.07.2013 16:42:54]info
[03.07.2013 16:49:53]info
[03.07.2013 16:42:05]info
[03.07.2013 16:42:05]info
[02.07.2013 16:48:05]info
[03.07.2013 16:42:04]info
[02.07.2013 16:48:00]info
[03.07.2013 16:48:00]info
[03.07.2013 16:47:59]inf0
[03.07.2013 16:47.57]info
[03.07.2013 16:46:37]info
[03.07.2013 16:43:24]info
[02.07.2013 16:42:24]info
[02.07.2013 16:43:34]info
[02.07.2013 16:43:31]info
[03.07.2013 16:34:27]info
[03.07.2013 16:34:26]info
[03.07.2013 16:33:39]info
[03.07.2013 16:33:39]info
[03.07.2013 16:33:29]info
[02.07.2013 16:32:27]info

N7 N7 2042 482228 infn

Remate-Managerroot@127.0.0.1]: Logged in
Remote-Manager{root@127.0.0.1: Logged in
Remote-Managerroot@127.0.0.11: Logged in
SMTP-Forwarder listening on 0.0.0.0:25
Remaote-Managerroot@127.0.0.1]: changed the configfile
SP-control: Reloading configuration
Remaote-Manager{root@127.0.0.1]: Logged in
Remaote-Manager{root@127.0.0.1]: Logged in

SP-control: Reloading configuration
Remote-Manager{root@127.0.0.1: Logged in
Remote-Managerroot@127.0.0.11: Logged in
SMTP-Forwarder no longer listening on 0.0.0.0:25
Remaote-Managerroot@127.0.0.1]: changed the configfile
SP-control: Reloading configuration
Remaote-Manager{root@127.0.0.1]: Logged in
SMTP-Forwarder fjstening on 0.0.0.0:25
Remate-lanager{root@127.0.0.1]: changed the configfile
SP-control: Reloading configuration
Remote-Managerroot@127.0.0.11: Logged in
Remote-Managerroot@127.0.0.1]: Logged in
SMTP-Forwarder no longer listening on 0.0.0.0:25
Remaote-Managerfroot@127.0.0.1]: changed the configfile
SP-control: Reloading configuration
Remaote-Manager{root@127.0.0.1]: Logged in
Remaote-Manager{root@127.0.0.1]: Logged in
Remote-Manager{root@127.0.0.1: Logged in
SMTP-Forwarder listening on 0.0.0.0:25
Remote-Managerfroot@127.0.0.1]: changed the configfile
SP-control: Reloading configuration
Remaote-Manager(root@127.0.0.1]: Logged in

QUMTE Coaruardnr na lanane lictanina an 000 008

Search l:l& Next 4 Previous Highlight

The following items are available:

Figure 45: Log files

3.16 Config File

Select this item to view and edit the securityproxy.conf file. You can manually retrieve and edit all
configuration parameters that can be set in the IKARUS security.proxy Configuration Center.

Only make changes to the configuration file if this is crucial; editing the securityproxy. conf file manually
should normally be avoided. You should rather use the IKARUS security.proxy Configuration Center for that
purpose because it allows for managing all options safely and conveniently.
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i configuration file for IKARUS security proxy

TMPPATH tmp/
# path for sglite database files
STOREPATH stare/

# Path used for storage when savetoquarantine in a scan-setting is set
QUARANTINEPATH quarantine/

=CLUSTER=
# Setto yes to enable cluster support
EMABLE no
# Specify memoers of the cluster per IP address, this host must
# beincluded, and the members must be able to reach each other
# on the specified addresses on TCP port 15639
MEMBERS
HOSTS_DOWRN_LIMIT 1
=/CLUSTER=

=L0G=
#sizes are in KB unless specified otherwise (KM.G.T)
=LOG_GLOBAL=
# maximum size of logfile
MAXSIZE 10M
# maximum size of all logfiles in directary
MAXDIRSIZE 20481
# path where logfiles are stored
PATH logiglobal
TIMESPAN
=ILOG_GLOBAL=

Search I:l# Next 4 Previous Highlight
A _[I.l.l.l.._

CIKARUS

Figure 46: Configuration file

3.17 Virus List

IKARUS security.proxy monitors all incoming data (HTTP, SMTP, POP3, etc.) and includes all malware it has
found into this list. Double-click any entry to view relevant details.

Viruslist

Date Server Source Destination Virusname Location

27.08.2012 12:04:53  hitp_8081 172.17.15.63 91.212136.20  Virus.DOS. April_1st hitp:iiwww.ikarus. at:80/expor
20.01.2013 09:59:57  hitp_2080 127.0.01 188.40.238.250 EICAR-ANTIVIRUS-TES..  hitpiiwww.eicar.org:B0/down...
30.01.2013 10:01:19  hitp_8080 127.0.01 1588.40.238.250 EICAR-ANTIVIRUS-TES..  hitpihwww.eicar.org:B0/down...
30.01.2013 10:01:37  hitp_8080 127.0.01 188.40.238.250 EICAR-ANTIVIRUS-TES..  hitpiiwww.eicar.org:80/down...
30.01.2013 10:01:40  hitp_8080 127.0.01 188.40.2328.250 EICAR-ANTIVIRUS-TES http:ifwww eicar.org:80/down
30.01.2013 10:02:31  hitp_8080 127.0.01 91.212.136.200  Virus.DOS April_1st hitp:ifaww.ikarus. at20filead...
21.02.2013 16:54:32  hitp_8080 127.0.01 1588.40.238.250 EICAR-ANTIVIRUS-TES..  hitpihwww.eicar.org:B0/down...

SHKARUS

Figure 47: Virus List
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3.18 Activity Monitor

The IKARUS security.proxy allows you to overview the activities of its users. You can monitor the mailing and
surfing behaviors of the users.

With the button shown in the bottom line of the IKARUS security.proxy Configuration Center you
can activate the ActivityMonitor.

This dialog can be shown while using the IKARUS security.proxy Configuration Center, but it will get closed
if the IKARUS security.proxy Configuration Center does.

2% IKARUS security.proxy Configuration Center Activitymonitor | e S

Web-Protocolls
HTTP proxy
200 -
FTP proxy
200 -

Mail-Protocaolls
SMTP
200 -

1000

1000

1000

1000

s AutoScale X-axis Y [1 = s | Close |

Figure 48: ActivityMonitor

Only activated protocols can be monitored, inactive protocols will be disabled.

For a better usage this monitors can each be scaled on X axis and y axis or simply use the auto scale func-
tionality.
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3.19 Show Reports

This dialog allows you to show the reports you configured and saved in the configuration file.

You can open this dialog in two ways:

1. Use the shown button in the bottom line of the IKARUS security.proxy Configuration Center: -'

2. Use the Reporting-button in the Login dialog. You need a valid user and password to use this.

Both methods will open the following dialog in which the reports can be shown:

’smtp_overview v] | Show Report

Mail Overview

| 5PF

M Greylisted
| SPAM

M| Possible SPAM
W HAM

Figure 49: Show Report
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Iltem Description

Button "Show Report” | The report chosen in the drop down list will be
shown in the empty field below.

Button "Print ..” Opens the Print dialog.
Button "Close” Closes the dialog.

Table 39: Show Reports
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4 Using the IKARUS security.proxy

4.1 Using IKARUS security.proxy as an MX Gateway
4.1.1 Overview

IKARUS security.proxy can be used as Mail Exchange (MX) Gateway, thus allowing for receiving incoming
e-mail with no viruses or spam. This type of application requires you to run your own DNS server in your
domain for making the necessary MX entry. In addition, we assume that a dedicated mail server exists in your
internal corporate network.

e Internet

IKARUS
security.proxy

Firewall

Figure 50: Overview MX Gateway

4.1.2 Prerequisites

The MX entry of your domain must be configured to point to the externally accessible IP address of IKARUS
security.proxy. When setting up your firewall, ensure that IKARUS security.proxy can be accessed from the
Internet.

41.3 Settings in IKARUS security.proxy

In this section, we assume that the SMTP service in IKARUS security.proxy has been disabled.

1. For using IKARUS security.proxy as an MX Gateway, the IP address used for access from the Internet
needs to be bound. For this purpose, you need to provide either the IP address of the network adapter or
0.0.0.0 if you want IKARUS security.proxy to listen to all network interfaces available (this is the default
setting). Be sure to use the SMTP default port 25 for MX-gateway operation.

2. Next, you need to define routes for incoming e-mail. In doing so, you configure how to handle incoming
mail. For instance, if your internal mail server is named exchange . example. com and the domain to
be monitored is @example . com, provide the following settings:

(a) Type: Target Domain / E-Mail. Enter the target domain (example.com) into the text box.
(b) Select the scan rule to be applied.
(c) Direction: Inbound.
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(d) Select whether to apply greylisting or SPF1.
(e) Action: Select the host and provide the computer names or the target-server IP address. The target
server must be a SMTP server bound to port 25.

3. Click the Add button to add the newly created route setting to the Routes list. If necessary, you can now
change the priorities of the supplied routes.

4. Select the SMTP node from the overview tree. A red indicator shows that the SMTP service is currently
disabled.

Disabled

SMTP a ’

5. Click the SMTP button. The indicator will turn yellow to show the upcoming status change of the service.

Enabled

SMTP o ’

6. Next, click the button. This will enable the SMTP service with the selected settings. If SMTP is
successfully enabled, the indicator will turn green.

SMTP 9
Enabled

4.2 Using IKARUS security.proxy as a Mail Relay
4.2.1 Overview

IKARUS security.proxy can also act as a relay server for outgoing e-mail. This ensures that outgoing e-mail,
too, is checked for spam and malware.

) Wi Internet

S

Exchange Firewall IKARUS

security.proxy

Figure 51: Overview Mail Relay

4.2.2 Prerequisites

The internal firewall of your organization must be configured to allow all computers that send e-mail to access
IKARUS security.proxy. In addition, changes to the configuration of your internal mail server may be required
to enable relaying of outgoing e-mail over IKARUS security.proxy. Refer to the documentation of your mail
server.
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4.2.3 Settings in IKARUS security.proxy

In this section, we assume that the SMTP service in IKARUS security.proxy has been disabled.

1. For using IKARUS security.proxy for relaying e-mail, the IP address used for accessing the service
needs to be bound. For this purpose, you need to provide either the IP address of the network adapter or
0.0.0.0 if you want IKARUS security.proxy to listen to all network interfaces available (this is the default
setting). Note: For security reasons, be sure not to bind 0.0.0.0 when using IKARUS security.proxy as
an outgoing relay only.

2. Next, you need to define routes for outgoing e-mail. In doing so, you configure how to handle outgoing
mail. For example, if your internal mail server has the IP address 10.0.0.10 and you want to relay e-mail
from that server only, make the following settings in the Settings / Routes form:

(a) Type: Client IP Mask. Enter the IP address of the internal mail server (10.0.0.10/32) into the text
box.

(b) Select the scan rule to be applied.

(c) Direction: Outbound

(d) Action: Mail routed to the Internet requires the MX action to be selected. This way, IKARUS secu-
rity.proxy can forward the e-mail messages to the appropriate target server.

3. Click the Add button to add the newly created route setting to the Routes list. If necessary, you can now
change the priorities of the supplied routes.

4. Select the SMTP node from the overview tree. A red indicator shows that the SMTP service is currently
disabled.

Disabled

SMTP a ’

5. Click the SMTP button. The indicator will turn yellow to show the upcoming status change of the service.

SMTP 9
Enabled

6. Next, click the button. This will enable the SMTP service with the selected settings. If SMTP is
successfully enabled, the indicator will turn green.

SMTP 9
Enabled

If there are multiple computers that you want to use for transmitting e-mail over IKARUS security.proxy on
the internal network, you can either add them separately or, if they all belong to the same subnet, provide the
network address and the subnet mask (e.g. 192.168.0.0/24).

4.3 The URL Filter

IKARUS security.proxy s URL filter allows for "administering” the Internet by subjects or sites.
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4.3.1 How to Configure the URL Filter?
The URL filter currently handles three main areas:

e URL categories
e Country filters

e Continent filters

Setting up the filter is the same for all of the three categories:

e Open a permission set.

e Make a selection in the type drop-down menu.

3 IKARUS securityprovy Contg

Web Settings

i HTTP proxy
. FTP proxy
Mext proxy

Based on Permission set: [<I’\IONE>

=] Scan settings Treat executable files as virus: [disahle
& Lists
& Browser list Treat encrypted files as virus: [disahle

& URL list

[ File list
& Contenttype list
FENLEIIIE . URLFilterCategory arinudes,porm
permission_example
Access list

Transfer limit:

Browser list Time control

4 |¥ | Priority

@ Deny ) Allow

Type: URLFilterCategory ~| arnudes,porn
) Al -

Conditions: URL list

URL
Add Content type list
File list

File/Extension SIKARUS
URLFilterCategory .

Canntry rnda

Figure 52: URL filter

e Click the appropriate button on the right.

[ categories | | [ countries | | [ continents |

e Check the desired categories, countries, or continents in the list, then click OK. Below is a sample of URL
filter categories:
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URLFilterCategory
[ abortion

[ ads

[ adutt

[7] aggressive

[ alcohal

[C] antispyware
7] art

[] artnudes

[ astrology

[] audio-ideo
[ audio-video_ip
[7] automobile

[F] banking

[T] beerliquorinfo
] beerliquorsale
[T blog

[7] books

Description

Abortion

Advert servers and banned URLs

Sites containing adult material such as swearing but not pom

Sites of obvious aggressive content. This covers hate speech and all kinds of racism
Sites about alcohol

Sites that remove spyware. General information about malware, spyware ,adware r...
Art, culture, museums

Art sites containing artistic nudity

Astrology websites

Sites with audio or video downloads

ip-urls with audio or video downloads

Sites with Information about automobiles

Banking websites

Sites with information only on beer or liquors

Sites with beer or liquors for sale

Journal/Diary websites

Sites containing information for books

ol

I

DeselectAll

Ok ][ Cancel ]

Figure 53: URL filter categories

e Next, add the desired permission.

Web Settings

HTTP proxy
FTP proxy
Mext proxy
Scan settings
Lists
- Browser list
. URLlist
[ File list
-[3 Contenttype list
Permissions
perm n_all
H permission_example
Access list

Example:

Based on Permission set: [<NONE>

Treat executable files as virus: [disahle

Treat encrypted files as virus: [disahle

Transfer limit:

Browser list Time control

URLFilterCategory artnudes,porn

4 |¥| Priority

@ Deny ) Allow

URLFillerCategory | artnudes porn

Type:

Categories
Edit

Conditions:

[ ada || change |

CIKARUS

Figure 54: Permissions

IKARUS Security Software GmbH ©2013

78/100



4AHKARUS

4 USING THE IKARUS SECURITY.PROXY security.proxy

2.2 IKARUS securty.proxy Configur:

Web Settings

i HTTP proxy
. FTP proxy

et proxy
=] Scan settings Treat executable files as virus: [disable
S Lists
g 5__@ Browser list Treat encrypted files as virus: [disable

~[& URL list
[y Filelist
[ Contenttype list Access |Type |Name |Bmwser||st |T|rne control
- Permissions @  URLFilterCategory artnudes,porn

[v] Continent code EU

permission_example @  Countrycode us

Access list
- Jo ! | | |

Based on Permission set: [<I’\IONE>

Transfer limit:

[«] [*] Priority

@ Deny © Allow
Type: All

Conditions:

[ g |[ change |

GIKARUS

Figure 55: Permission sets

The above permission set has the following effects:

All URLs from the "artnudes” and ”"porn” categories are blocked.
e All URLs from the European Union (except for those from the above categories) are allowed.

The same is true for all URLs from the United States of America.

All other traffic will be blocked.

As a result, all URLs except from those from US and the EU that are not from the “artnude” and “porn’
categories will be blocked.

4.3.2 Branding

IKARUS security.proxy shows different web sites whether the user signs in for web access or wenn er sich
fir den Internetzugang anmeldet, oder der Zugriff auf eine bestimmte Seite geblockt wird.

These web pages can be designed individually for different network providers. Such a set of individual designs
will be referred to as "branding”.

The HTML templates for the different brandings are placed in subfolders of conf named according to the
branding.

conf/
messages/
filialel/
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lockpage.html
filiale2/
lockpage.html

Access to the ressources referrenced in these templates (CSS, Images, etc.) must be ensured by the web
server’s configuration.

By setting the branding for entries in the access list (see 3.9.5) they apply for the selected IP address, or
subnet, respectively.

4.4 Sending E-Mail over TLS

4.41 Overview

IKARUS security.proxy is capable of sending and receiving encrypted e-mail using the Transport Layer Se-
curity (TLS) protocol.

4.4.2 Prerequisites

You do not need to make any configuration settings for enabling TLS but just a key file and a certificate file. You
may create the two files yourself, for example, using OpenSSL. The certificate file requires a signature either
from yourself or from a certificate authority (CA).

You may refer to one of the myriads of tutorials on the Web for information on how to create self-signed
certificates. However, for security reasons, certificates for use in production environments should be issued by
a recognized CA.

Be sure to store the key and certificate files in the following subdirectory of the IKARUS security.proxy instal-
lation folder:

/IKARUS/security.proxy/conf/certs

While you can assign any name to the files, be sure to use the CRT and the KEY file extensions for the
certificate file and the key file, respectively.

After storing the files and restarting the SMTP service, IKARUS security.proxy is ready for sending and
receiving e-mail over TLS.

e E-mail will automatically be transmitted over TLS if the target server supports TLS. In any other case,
unencrypted e-mail will be sent.

e E-mail reception over TLS depends on whether the sending server supports TLS and initiates e-mail
transmission over TLS.
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4.4.3 How to Verify if TLS is enabled

To verify if the key and certificate files have been applied properly, establish a Telnet connection to IKARUS
security.proxy:

Client (C): telnet <servername> 25
Server (S): 220 <servername> \isp SMTP-Server ready
C: EHLO foo
S: 250-<servername>
250 STARTTLS
C: QUIT
S: 221 closing connection

Verify that IKARUS security.proxy responds to the EHLO command with "250 STARTTLS". This indicates that
the server is ready to accept TLS connections. If OpenSSL is installed on your system, you may also check for
the TLS handshake using the following command on the command line:

% openssl s_client -starttls smtp -crlf -connect <servername or IP-Address>:25

4.5 How to Configure for LDAP Authentication

4.5.1 Overview

This tutorial describes how to configure IKARUS security.proxy in conjunction with an LDAP server (e.g.
Windows Active Directory). The setup allows for authenticating domain users when using the HTTP proxy.

The Lightweight Directory Access Protocol (LDAP) allows for querying and editing a directory service over an
IP network. Active Directory from Microsoft is probably the best-known directory service. It is part of Microsoft
server products including Windows 2008, Windows Small Business Server, etc.

LDAP provides for authenticating Active Directory users and groups using IKARUS security.proxy. This way,
you can configure, for example, specific permission sets based on the groups a user belongs to. Users log
in to IKARUS security.proxy using their domain-user ID and password and will then be granted appropriate
web-browsing rights based on their group memberships.

4.5.2 Prerequisites

The following prerequisites must be met for using IKARUS security.proxy with LDAP:

¢ A configured LDAP server (for example, a Windows domain controller) must be available and accessible
to IKARUS security.proxy.

¢ You need to specify a domain user for querying LDAP information. (Essentially, any domain-user account
can be used for that purpose; however, for security reasons, we recommend creating a dedicated user.)
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4.5.3 LDAP Path Settings

For establishing the connection between IKARUS security.proxy and the LDAP server, you need to provide
the LDAP path. The setting is found in the Global menu.

Globals

Tmp-path: tmp/
Quarantine-path quarantine/
DB files path: store/
E-Mail server:

Postmaster:

Listen-on address:
Rematecontrol: o .0 .0 .0

LDAP:

LDAP Path: Idap:/fao.localiDC=ik DC=local?sAMAccountName mema|

| | Defauttpath

Figure 56: Definition of LDAP path

The LDAP path has the following structure:

ldap://foo.local/DC=ik,DC=local?sAMAccountName ,member0f?sub? (objectClass=person)

Note: Be sure to replace foo.local with the actual domain name.

Tip: We recommend using LDAPS for secure LDAP-data transmission. For this purpose, change 1dap://
at the beginning of the LDAP string to 1daps://. However, you first need to make sure that you are LDAP
server supports LDAPS.

If you configure IKARUS security.proxy using the IKARUS security.proxy Configuration Center and the
server where IKARUS security.proxy is installed is a member of a domain, just click the "Default Path” button
to provide the correct LDAP path.

IKARUS security.proxy offers two ways of authenticating with the LDAP server:

¢ Anonymous authentication (if the LDAP server supports this)

e Simple authentication (you require a valid domain-user ID and password)

Click the *Check’ button to verify the accuracy of your entry befor saving it.
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4.5.4 Creating Permission Sets for LDAP Groups

Next, you create permission sets for LDAP groups in the Web Settings. This section describes how to do this
in a Microsoft Windows 2008 sample environment.

Let us assume that you have three organizational units: Finance, Sales, and Management. You have created
a group with the respective name for each of the three units. The next step is to create a specific permission
set for each of the groups. Each permission set will reflect the browsing permissions of the associated group.

First, create a permission set for each of the groups. The group names must exactly match the respective
Active Directory group names; however, they must be prefixed to ensure that IKARUS security.proxy correctly
matches them correctly. We recommend using a meaningful prefix such as group_.

Now, create the group_finance, group_sales, and group_management permission sets, and configure appropri-
ate permissions (e.g. URL filters, virus protection, etc.) for each group.

2% IKARUS security.proxy Config

Web Settings

.. HTTP proxy

@ FTP proxy
Mext proxy

= Scan settings permission_example

- Lists group_Accouting

- [ Browserlist group_Management

i -[B URLIist

|5 File list

- [& Contenttype list

. permission_all
permission_example
group_Accouting
group_Management
group_Sales

Access list

Permission set

permission_all

group_Sales

MNew Permission set:

SHKARUS

Figure 57: Creating permission sets for LDAP groups

Save your changes.

4.5.5 Creating Access Lists for LDAP Authentication

Finally, you need to create access lists for using LDAP. For each access list, define network settings and
access permissions as appropriate and select the LDAP Authentication option from the Authentication drop-
down menu. Enter group_%g into the Permissions Set per Mask field. Complete the operation by clicking the
’Add’ button.
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T s sy o GO

Web Settings

R IP/Subnet | 172.168.0.1132 LDAP authentication | group_%g
Mext proxy

= Scan settings

S Lists

- E Browser list

© e URLlist

[ File list

-[3 Contenttype list

Permissions
permission_all
permission_example
group_Accouting
group_Management
group_Sales 4| ¥ Priority Type llPaddress!subnetmask v]l 172 168 . 0 .

Access list

CH| 1]

Router | ]

Access: @ allow ® deny

Authentication method: [LDAP authentication

Permission setpermask  group_%g

Branding:

GIKARUS

Figure 58: LDAP access list

Save your changes.

IKARUS security.proxy is now ready for using LDAP.

4.5.6 Using LDAP Authentication in Your Browser

If the browser of your choice has been configured for use with IKARUS security.proxy, the user will be
prompted for entering an ID and a password whenever he or she tries to access a web page for the first time
after launching the browser. Here, the user needs to enter the same ID and password used for logging in at
the Windows domain.

4.6 Safe Web Browsing with IKARUS security.proxy

IKARUS security.proxy can be used as a HTTP filter and therefore allows for browsing the Web safely. Please
note that IKARUS security.proxy allows unlimited HTTP access when using the default configuration.

4.6.1 How to Browse the Web using IKARUS security.proxy

To use IKARUS security.proxy with the default configuration, enable the HTTP service if necessary (enabled
by default) and enter the proxy server into your browser.

To enable the HTTP service in IKARUS security.proxy, click the button, and then store your changes.
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[ n IKARUS security.proxy Configuration Center 1.2.0 - Connected to “securityproxy.local” l = | & g

Web Settings

EJ H

= WHTTP proxy

@ FTP proxy

Mext proxy

Scan settings
Lists

[ Browser list

[ File list

-[3 Contenttype list
2 Permissions
Access list

HTTP proxy -]
Disabled
Connection Settings
Listen-on address: Port:

o .0 .0 0 8080 %
Response message Description | | |
404 html default s -
destcontinent.html default s | (2
destcountry.html default )
fileblocked. html default )
ftp.html default =)
generic.html default )
infected htrml default s -

FTP over HTTP login

Anonymous passwaord:

nobody@example.com

Use outgoing passive

CIKARUS

Figure 59: HTTP proxy settings

HTTP proxy
Disabled

HTTP proxy
Enabled

o =>=:>

HTTP proxy
Enabled

If you prefer not to use the default configuration, follow the steps below to create a permission set and add it to

the access list.

Creating a permission set:
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Web Settings

@ HTTP proxy
.. FTP proxy
Mext proxy
O Scan settings permission_example
B Lists
5[ Browser list
... msie
i msie_6.0_xpsp2
[ URLlist
[ File list
. .[ Contenttype list
5
L permission_all
permission_example
Access list

Permission set

permission_all

New Permission set:

CIKARUS

Figure 60: Creating permission sets

Adding the permission set to the access list:

Web Settings

@ HTTP proxy
.4 FTP proxy
Mext proxy
[ Scan settings
g Lists
| BB Browser list
: msie
msie_6.0_xpsp2
B URLIist
4 File list
: ‘.. Contenttype list
~. Permissions
: permission_all LNl ]
permission_gxample
4] ™| Priority Type lIF‘ address/subnetmask

IP/5ubnet | Mame Authentication Permissio

0.0.0.0/0 no authentication permissic

Router | ] ] ] i

Access: @ allow ) deny

Authentication method: [no authentication

use Permission set: [permission_all

Branding:

[ a0 | [ change |

$IKARUS

Figure 61: Setting Access list
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4.6.2 How to Set up a Permission Set
Follow the steps below to allow or deny URLSs, files, content types, and browsers:
1. Create a new list of the appropriate type.
( n IKARUS security.proxy Configuration Center 1.2.0 - Connected to "securityproxy.local” E@g
Web Settings
@ HTTF proxy Name Type
@ FTP proy B msie Browser list
Mext proxy ) )
o Scan settings B msie_6.0_xpsp2 Browser list
- B example URL list
& Browser list [5 fileexample File list
i msie
- Msie_B.0_xpsp2
& URL list
. @Xample
[ File list
- fileexample
[ Contenttype list
= Permissions
i permission_all
Access list
Add new list:
‘E{owseﬂist vi
Add URL list
File list
Content type list

Figure 62: Configure permission set

2. Fill in the required information (e.g. URLS).
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n IKARUS security.proxy Configuration Center 1.2.0 - Connected to “securityproxy.local”

Web Settings

i HTTP proxy

Entries

. FTP proxy
Mext proxy
Scan settings
Lists
B Browser list
msie
msie_6.0_xpsp2
[ URL list
[& File list
E fileexample
.. Contenttype list
Permissions
i permission_all
Access list

(=]

L

*.example.com

Add new listitem:

CIKARUS

3. Add the list to your permission

Figure 63: Configure URL list

set.

ﬂ IKARUS security.proxy Configuration Center 1.2.0 - Connected to “securityproxy.local”

Web Settings
@ HTTP proxy
@ FTP pro
. — Based on Permission set: [<NONE> -
Mext proxy
- SCan setlings Treat executable files as virus:
=] Lists
| =B Browserlist Treat encrypted files as virus:
msie
m%le_ﬁ 0_xpsp2 Access |Type |Name |Bmwser||sl |
=-E URLlist -
T @  URLIlist example
- RXAMPlE
& File list V) File list fileexample
... fileexample v Content type list contenttypeexample msie
[& Contenttype list
2 Permissions
permission_all
Access list
B w | Priority
I Only relevant if the following list contains the browser | msie v]l
@ Allow () Deny
Type A [contenttypeexamnle -
All
AdURL list

URL
File/Extension

$IKARUS

URLFilterCategory
Countriecode
Continentcode

Figure 64: Use URL list in permission set

You may also add URLs and files directly to your permission set:
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[ ﬂ IKARUS security.proxy Configuration Center 1.2.0 - Connected to “securityproxy.local” Elﬂlg
Web Settings
i HTTP proxy
el BUIF R Based on Permission set: [<NONE> -
e NEXE PrOXY
B SR EEITEE Treat executable files as virus:
& Lists
Bl% Browser list Treat encrypted files as virus:
msie
m.3|e_6.0_xps;)2 Access |Type |Name |Elrowser|isl |
i~ URLlist -
H— @ URL list example
H example L
E||§ File list (V] File list . fileexample
@[ Contenttype list
a Permissions
S v mission_il
Access list

E] | Priority
Only relevant ifthe following list contains the browser

@ Allow © Deny

Type: |All - [co ntenttypeexample v]

ACURL list

RL
Content type list _An
o SIKARUS

ile/Extension

URLFilterCategary
Countriecode
Continentcode

Figure 65: Use URLs/files in permission sets

4.6.3 How to Allow or Deny Specific Pages, Domains, or URLs

This section explains how to specify URLs and domains.

To specify a domain:
WwWw.example.com

To specify a domain and all its subdomains:
.example.com

To specify only the subdomains of a domain:
*.example.com

To specify a URL and all its sub URLs:
www . example.com/example

Follow the instructions in section 4.6.2 using this notation technique.

4.6.4 How to Allow or Deny Specific Files

Follow the instructions in the section 4.6.2 above.
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4.6.5 How to Allow or Deny Specific Contents

Follow the instructions in the section 4.6.2 above.

4.6.6 What is the Purpose of Browser Lists?

Using browser lists, you can allow or deny global Internet access (or access to specific URLs) from specific
web browsers. This functionality allows for controlling the web pages that can be accessed from a specific
browser.

How to use this feature

Create a new list as described in the section 4.6.2 above, and then enter the user-agent string of the desired
browser.

For example, you could implement the following security settings:

¢ A non-Microsoft browser (Mozilla Firefox, Opera) is required for accessing any web pages.

However, since Microsoft requires the use of the Internet Explorer for accessing Microsoft Updates, you
may add an appropriate exception.

The banking website of your organization’s bank is not displayed properly in one of the non-Microsoft
browsers. Therefore, you may allow access to the banking pages using the Internet Explorer.

Access to any other URLs is allowed using non-Microsoft browsers only.

g} IKARUS security.proxy Configuration Center 1.2.0 - Connected to “securityproxy.local” E@g
Web Settings
- HTTP proxy
@ FTP
“ — Based on Permission set: [<NDNE> -
- Mext proxy
£ Scan seftings Treat executable files as virus:

Lists

Browser list Treat encrypted files as virus:

msie

msie_B.0_xpsp2

Access |Type | Name Browser list
(v ] URL update.microsoft.com msie
example
@ URL update microsoft.com
. fileexample (v] URL hitps:/lebanking. meinebankat msie
[ Contenttype list @ A msie

Permissions
i permission_al
Access list

& | |w | Priority

[T only relevant ifthe following list contains the browser | msie

@ Allow ) Deny
[ add || change |

$IKARUS

Figure 66: Configure Browser list

A
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4.6.7 How to Use the Permission Set Properly

You assign the permission set with IP addresses or a network group using the Access List dialog.

1. Select the IP range or network group from the Type list.
2. Enable the Allow option.
3. Choose the appropriate authentication type.

a
b
C
(d

No Authentication (i.e. no password protection for the Internet access)
Proxy Internal Authentication (uses the IKARUS security.proxy internal user administration)
LDAP Authentication (uses Active Directory users)

(
(
(

—_ = = =

NTLM/Kerberos Authentication (uses Active Directory users)
4. Select the permission set to be used, or enter a permission-set mask.

5. Click the Add button.

4.6.8 How to Use the Custom Permission Sets

Let us suppose you have created one permission set for each of a number of users. The usernames are
"user1”, "user2”, and "user3”.

ﬂ IKARUS security.proxy Configuration Center 1.2.0 - Connected to “securityproxy.local” E@g

Web Settings

~-@ HTTP proxy Permission set
@ FTP proxy e <
MNOME=
e permission_all
o Scan settings permission_user1 =MNOMNE=
B Lists permission_user2 =MNONE=

- Browser list
- URL list
@[ File list
| @[ Contenttype list
o
‘e permission_all
permission_user

permission_user3 =MNOMNE=

permission_user2
permission_userd
Access list

New Permission set:

Add

GIKARUS

Figure 67: Custom Permission Sets

The access-list entry should look like this:
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E IKARUS security.proxy Configuration Center 1.2.0 - Connected to “securityproxy.local” @M
Web Settings |E| IR
- HTTF proxy Type IP/Subnet |Mame  |Access |Authentication Permission set
@ FTP -
v Nen‘:}r:]xx‘; IP/Subnet | 0.0.0.000 @  noautentication permission_all
=] Scan settings IP/Subnet 0.0.0.0/0 @  proxyinternal authenti.. permission_%u «G= 1
Epoo Lists IP/Subnet 0.0.0.0/0 @  LDAP authentication permission_%u «f= 2
i - Browser list
-[E URL list
4 File list
| @[ Contenttype list
=} Permissions
: permission_all
permission_user
permission_user2
permission_userd
) & | |v | Priority
Type [IF‘addressn‘subnetmask -] | . . . !
Access: @ allow () deny
Authentication method [no authentication -]
use Permission set [permission_all v]
[ agg | [ change |
i
r CIKARUS

Figure 68: Configure permission set

1. Select Proxy Internal Authentication when you have defined passwords for your permission sets (IKARUS
security.proxy user administration).

2. Select LDAP Authentication when using Active Directory or a similar directory service with domain users
and passwords.

3. Select NTLM/Kerberos Authentication when using Active Directory or a similar directory service with
Kerberos tickets.

Be sure to replace %u with the appropriate user name in the Permission Set column.

4.7 Greylisting

The term greylisting denotes a method for detecting mail transfer agents (MTAs) who are used for delivering
spam e-mails. Mail traffic will only be forwarded, if the MTA passes the greylisting check.

Trustwhorthy MTAs are expected to work according to RFC821. This means that the sender tries to resend
e-mails within a certain time span in case they are rejected by the receiver.

If an MTA can be regarded as trustworthy, its IP address can optionally be added to a temporary whitelist.

Besides that there also exists a permanent whitelist. MTAs having their IP address on this list will not have to
pass the greylisting check. Their traffic will be forwared instead.

If temporary whitelisting is enabled, the sender’s IP address will be added to this list if the connection has
passed the greylisting check. So, traffic from this IP address will also be forwarded for a certain period of time.
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Remark: Temporary whitelisting is enabled if the period of time mentioned above is set to a value greater than
zero (see 3.10.2).

After this period has expired, the MTA has to pass the greylisting check again to be added to the temporary
whitelist.

4.8 Reporting

IKARUS security.proxy supports creating reports on your e-mail and web activities. Use the IKARUS secu-
rity.proxy Configuration Center for creating and viewing those reports.

4.8.1 How to Create a Report

1. Launch the IKARUS security.proxy Configuration Center and select the "Reporting” item from the
menu.

Server Information -~

Server Information

Globals
Alerts

Auto update
Logaging

User Administration »
Web Settings

E-Mail Settings

Your Network
Clustering

Reporting

Logfiles >
Configfile
Viruslist

Figure 69: Reporting menu

2. Next, select the "Defined Reports” item, then choose a template from the list. This template will be the
basis of your report. The preview area below the template list will show the default settings of the selected

template.
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2.2 IKARUS security.proxy Cc
Reporting

Global Settings

Auto-Reporting
L HTTP_Overview Report name
... SMTP_Overview

Template [STD_SMTP_IncomingMa\Is

Create new report

Preview
This report shows the number of all incoming E-Mails per day.

All incoming Mals Period:
This report shows fie number of last 14 Days
all ncoming E-Mais per day.
Group by:

All mailboxes

Direction:
II inbound

Filter:
all enfries

Summarize by:
Mumber

CIKARUS

Figure 70: Reporting: New report

3. Enter a name for your new report, then click the "Create New Report” button.

4.8.2 How to Edit a Report

1. Select the report to be edited from the tree on the left. This will display the report settings on the right.
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( n IKARUS security.proxy Configuration Center 1.3.1 - Connected to “securityproxy.local” l o | & g

Reporting

Global Settings
Auto-Reporting

Report name: smip_overview
Defined reparts
- hitp_overview Type: ll'u'lail v] Regort e
o= Chart type: ’F'ie '] sl

Layout: lsliced "]

Reporttile:  SMTP Overview

Upper lable:

Lower lable:

Size: GO0 | px ox 400 3 px

Filter: Filter settings

Period:
last 30 Days
Group by:
All mailboxes
Direction:
in- and outbound
Filter:
SPF, Greylisted, SPAM, Possible SPAM, HAM
Summarize by
Mumber

SIKARUS

Figure 71: Reporting: Edit

2. Settings that can be changed include:

the report type

the chart type (bar, pie, or line chart)

the report title plus any explanations or additional texts
the chart size

3. Use the "Filter Settings” button to configure what exactly the report will display. Refer to chapter Reporting
for information on the various fields.

4. When your edits are complete, store your report.

4.8.3 How to View a Report

Launch the report-view dialog.

Select the desired report from the list, then click the "Show Report” button. The report will be generated and
be displayed.
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’sn‘ltp_wemiew v] | Show Report

Mail Overview

| 5PF

M Greylisted
| SPAM

| Possible SPAM
W HAM

Figure 72: Reporting: Show

4.8.4 How to Send a Report automatically

Select "Auto-Reporting” from the tree on the left. Here you can define, when to send which reports to whom at
what given time.
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% IKARUS securty 1o GOty

Reporting

Global Settings
Defined reports
L HTTP_Overview
... SMTP_Overview

MName:

[] monday [ Friday
] Tuesday [ Saturday
] Wednesday ] Sunday
[7] Thursday

Change Delete

GIKARUS

Figure 73: Reporting: Auto-Reporting

1. First enter a name for the Auto-Reporting entry.
Then select reports for this entry by clicking on the "Edit” button next to the "Reports” text box.
Enter the recipients in the next step by clicking on the "Edit” button next to the "E-Mail” text box.

Choose the days of a week or the days of a month at which reports shall be generated and sent.

o M 0D

Furthermore select the time of the day for the report creation and delivery. The best choice is a time with
low load on the IKARUS security.proxy (for example in the middle of the night).

6. Finally add the entry by clicking on the "Add” button and save the configuration. From now on the selected
reports will be created and sent to the chosen recipients on selected days at a certain time.
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5 IKARUS security.proxy FAQ

I cannot install IKARUS security.proxy on a Microsoft Windows system.
Make sure to use the correct setup package for your platform. In addition, you need administrative rights
on the target system. There are setup executables for 32-bit and 64-bit systems.

e | cannot install IKARUS security.proxy on a Linux system.
Make sure to use the correct setup package for your platform. In addition, you need administrative rights
on the target system. There are setup executables for 32-bit and 64-bit systems.

I cannot connect from the Management Console to IKARUS security.proxy.

Verify that the IKARUS security.proxy service is running. Make sure that the TCP ports have been
properly assigned. The HTTP port defaults to 8080 and the remote-management port to 15639. Confirm
that your firewall does not prevent access.

After launching, the IKARUS security.proxy service appears not to run.

Check the splogfile. log file in the IKARUS security.proxy”log” directory to ensure that the service
has started correctly. Installing IKARUS security.proxy on a system where other services (such as
proxies, mail-relay agents, etc.) exist may result in port conflicts. This means that a TCP port assigned
during the IKARUS security.proxy installation may conflict with an existing port, or may later conflict
with a subsequently assigned port. Conflicts prevent assigning the appropriate TCP port to the IKARUS
security.proxy service. Search the above log file for relevant error messages.

e IKARUS security.proxy does not start update processes and does not receive updates. In addi-
tion, I cannot connect to the Internet over the proxy.
Depending on the settings, IKARUS security.proxy may require appropriate Internet access. This is
because IKARUS security.proxy acts as a proxy, i.e. it receives data coming in from the Internet on
behalf of the system. Update files take the same path — they arrive from the Internet in HTTP format.
Therefore, it is important to allow the server to send a number of protocols from inside the firewall to the
Internet. Protocols required by the application include all of the following: HTTP, FTP, HTTPS, POPS3,
IMAP, and NNTP. In addition, DNS servers must be entered on the system before installing IKARUS
security.proxy. This means that the firewall must allow DNS lookups issued by the system.

e When calling a web page, a message is displayed that the license has expired or is invalid.
The license either has expired or has not yet been added. Add the license using the Management
Console or the command line.

e How can I ensure that | use IKARUS security.proxy with gateway-antivirus features for Internet
access?
Be sure to make the appropriate proxy settings in your web client (for example, Microsoft Internet Ex-
plorer, Mozilla Firefox, Opera, Google Chrome, or Safari). In addition, always use the port indicated in
the HTTP-proxy portion of IKARUS security.proxy for web browsing.

e Does IKARUS security.proxy support retrieving web pages encrypted using HTTPS?
Yes. Again, use the HTTP-proxy port for this purpose. IKARUS security.proxy tunnels the HTTPS
stream to the target system. Note that content filtering and virus protection are not available for encrypted
client/server connections; therefore, you need to make sure that the client runs a local antivirus solution;
for example, the IKARUS anti.virus endpoint solution.
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e Can encrypted (HTTPS) traffic be checked for malicious contents?
This requires the use of additional configuration settings and optional software components. Please
contact IKARUS if you want to secure HTTPS traffic.

e Can Microsoft Internet Explorer be used for accessing an FTP server?
Yes. Make sure you have defined the HTTP proxy settings of IKARUS security.proxy in for HTTP and
FTP connections from Internet Explorer. Next, access the FTP server using an appropriate link (for
example, ftp:/ftp.example.org/). You might then be prompted to enter your user ID and password to
authenticate to the FTP server.

e Can I reset the password for the user ROOT?
Yes. Passwords are encrypted and stored on the IKARUS security.proxy server in the file conf\passwd.
If the line starting with root: is deleted in this file, the root user can log on again using the default
password “root”. Important: It is up to the system administrator to restrict access to the server’s file
system. After the password is reset, it must be changed as soon as possible.
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6 Glossary

Term Description

IKARUS AntiSPAM Engine | The IKARUS AntiSPAM Engine uses the AntiSPAM
database to verify whether incoming messages are
spam.

AntiSPAM database (SDB) | IKARUS automatically forward their AntiSPAM
database to the SIS Scan Center. The IKARUS An-
tiSPAM Engine uses the database for differentiating
between spam and non-spam.

IKARUS Scan Engine The IKARUS Scan Engine checks incoming traffic
for malicious contents.

Virus database (VDB) The IKARUS Scan Engine uses the VDB as a
source of information on known malware.

Proxy A service acting as an intermediary for requests
from clients seeking resources from remote sources

SSL Secure Socket Layer

HTTP Hypertext Transfer Protocol

FTP File Transfer Protocol

HTTPS Hypertext Transfer Protocol using SSL encryption

SMTP Simple Mail Transfer Protocol

POP3 Post Office Protocol 3

IMAP Internet Message Access Protocol

NNTP Network News Transfer Protocol

Table 40: Glossary
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