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AUTOMATIC DOWNLOAD PROVISIONING 

COPYRIGHT NOTICE 

A portion of the disclosure of this patent document con 
tains material Which is subject to copyright protection. The 
copyright oWner has no objection to the facsimile reproduc 
tion of the patent disclosure, as it appears in the Patent and 
Trademark O?ice patent ?les or records, but otherWise 
reserves all copyright rights Whatsoever. 

REFERENCE TO A COMPUTER PROGRAM 

A computer program listing Appendix A is submitted on a 
compact disc and the material (including Appendix A.txt 
Which contains the folloWing softWare components: main.c, 
main.h, main.c, dWpacct.h, dWpacct.c, doWnload.php, and 
Webpage.htm) on the compact disc is herein incorporated by 
reference. 

The single compact disc (submitted in duplicate) includes 
a single ?le (Appendix A.txt, Jul. 8, 2006, 42 KB) With 
portions of an exemplary computer code implementing one 
preferred embodiment of the present invention. 

BACKGROUND OF INVENTION 

The present invention is directed to automatic doWnload 
provisioning. 

Internet Service can be de?ned as a data or voice service 
that is accessed through the Internet. One class of Internet 
Service exists that can be used from a Web broWser Without a 
separate softWare doWnload of an Application that connects 
to and operates the Internet Services. Another class of Internet 
Service exists that requires a separate software doWnload of 
an Application that connects to and operates the related Inter 
net Services. Although there are many reasons for requiring a 
separate software doWnload of an Application, the main rea 
sons generally relate to performance, persistence, hardWare 
integration, feature requirements, and/ or technical and non 
technical reasons. 

Service Provisioning is the process of creating an account 
on an Internet service provider’s netWork to alloW a user to 
use the Internet Service. Methods exist in Which a Website 
performs Service Provisioning and transmits UserInfo 
(Which is the data that is speci?c to a particular user) either by 
displaying the UserInfo on a Web page (of the Website) or by 
sending the UserInfo via email. The Application is transmit 
ted in a separate doWnload. The user must type in or paste the 
UserInfo manually. 

Conventional methods cannot embed UserInfo into a 
doWnloadable softWare program that connects to and oper 
ates a data or voice service that is accessed through a netWork 
(e.g. Internet Services). One reason that conventional meth 
ods cannot accomplish this is because the softWare program 
that is to be doWnloaded is actually an Installer. Conventional 
Installers are not designed to have data Written into them at 
doWnload time. Attempting to do so Would overWrite critical 
code or data, and break (e.g. corrupt) the Installer. 

BRIEF SUMMARY OF THE INVENTION 

The present invention is directed to an automatic doWnload 
provisioning system and method that includes appending an 
Installer into a Loader, gathering UserInfo, injecting the Use 
rInfo into the Loader, and using the Loader to Write the 
UserInfo into a Registry of a user computer. 
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2 
One preferred embodiment of the present invention is a 

method providing an automatic doWnload provisioning sys 
tem for doWnloading an Application that connects to and 
operates a data or voice service. This embodiment is at least 
partially implemented on a Web Server for access by at least 
one user computer having a Registry. Preferably, this method 
includes the steps of appending an Installer to a Loader hav 
ing a Static Buffer, posting the Loader on the Web Server, 
gathering UserInfo, injecting the UserInfo into the Static 
Buffer, and transmitting the Loader to the user computer. This 
method may also include the steps of receiving the Loader 
from the Web Server on a user computer, extracting the 
Installer from the Loader, Writing the UserInfo into the Reg 
istry of the user computer, and/or installing the Application 
onto the at least one user computer. 

Another preferred embodiment of the present invention is 
an automatic doWnload provisioning system for doWnloading 
an Application that connects to and operates a data or voice 
service. The system may be at least partially implemented on 
a Web Server accessed by a user computer having a Registry. 
In this preferred embodiment, the system includes means for 
receiving a Loader having a Static Buffer and an appended 
Installer, means for gathering UserInfo, means for injecting 
the UserInfo into the Static Buffer, and means for transmitting 
the Loader to the user computer. This system may also include 
means for appending the Installer into the Loader, means for 
Writing the UserInfo into the Registry of the user computer, 
means for extracting the Installer onto the user computer, and 
means for installing an Application onto the user computer. 

The foregoing and other objectives, features, and advan 
tages of the invention Will be more readily understood upon 
consideration of the folloWing detailed description of the 
invention, taken in conjunction With the accompanying draW 
1ngs. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

FIG. 1 shoWs an exemplary empty Loader having a Static 
Buffer. 

FIG. 2 shoWs an exemplary Loader having a Static Buffer 
and an appended Installer. 

FIG. 3 shoWs an exemplary loader having UserInfo 
inserted into a Static Buffer and an appended Installer. 

FIG. 4 is a How chart illustrating one preferred embodi 
ment of the automatic doWnload provisioning system and 
method of the present invention. 

FIG. 5 illustrates a preferred computer environment for 
implementing the automatic doWnload provisioning system 
and method of the present invention. 

FIG. 6 is an exemplary simpli?ed screen vieW of an Inter 
net Service Web page accessed by a user. 

FIG. 7 is an exemplary simpli?ed screen vieW of a user’s 
desktop in Which the Application has been installed. 

FIG. 8 is an exemplary simpli?ed screen vieW of the user’ s 
computer running the Application With user information that 
is automatically included. 

FIG. 9 is a How chart illustrating a ?rst exemplary preferred 
embodiment of using an automatic doWnload provisioning 
system and method of the present invention With security 
mechanisms. 

FIG. 10 is a How chart illustrating a second exemplary 
preferred embodiment of using an automatic doWnload pro 
visioning system and method of the present invention With 
security mechanisms. 
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DETAILED DESCRIPTION OF THE INVENTION 

As discussed above, conventional methods cannot embed 
UserInfo into a downloadable program that connects to and 
operates a data or voice service that is accessed through a 
network (eg the Internet). 
One potential approach to embedding UserInfo into a 

downloadable program (Application) would be to send the 
UserInfo in a ?le separate from the Application. But there are 
two critical problems with this approach. First, a single down 
load offers a simpler user experience (with far less chance for 
error). Second, the Application would have no feasible way to 
determine where the UserInfo ?le was placed within the 
Application. 

Another approach to embedding UserInfo into a down 
loadable program (Application) would be to download a 
small dedicated program that would then make its own con 
nection to the server to download the Installer and UserInfo. 
The problem with this approach is that this dedicated program 
would not have access to the web session, and thus the Web 
Server could not trust the dedicated program to receive the 
UserInfo. This dedicated program could be run days or weeks 
after download. In this approach, authentication is an intrac 
table problem. 

The present invention is directed to an approach to auto 
matic download provisioning. Automatic download provi 
sioning uses a Loader 10 (shown as 10a, 10b, and 100 in 
FIGS. 1-3 respectively) having a Static Buffer 12 (into which 
UserInfo 14 may be injected) and an appended Installer 16 to 
install an Application (the code for which is included in the 
Installer and shown as Application Code 18). Automatic 
download provisioning injects and/or embeds UserInfo 14 
into a downloadable software program (an Application) used 
to connect to and operate Internet Services. Using the present 
invention, the UserInfo 14 does not have to be input by the 
user. The present invention is for use with Internet Services 
that require an Application to be downloaded due to perfor 
mance, persistence, hardware integration, feature require 
ments, and/ or other reasons. 

As shown in FIG. 4, there are six steps in the process of the 
present invention: Appending 20, Posting 22, Gathering 24, 
Injecting 26, Installing 28, and Running 30. These steps are 
performed in an environment such as that shown in FIG. 5 that 
includes a developer’s computer 32, a Web Server 34, a net 
work 36 (e. g. the Internet), and a user’s computer 38 having a 
Registry 39. FIGS. 6-8 are exemplary simpli?ed screen views 
of how a user would utiliZe the present invention. 

For the purpose of describing the present invention, the 
following de?nitions will be used: 

Application: The software program used to connect to and 
operate Internet Services. 
Injecting UserInfo 14 into a downloadable 
program (Loader) for installing anApplication. 
A program that performs one or more ofthe 

following steps: present con?guration options to 
the user; check the user’s computer 38 for older; 
incomplete; or corrupt versions; extract and 
decompress one or more Application ?les; Write 
the Application ?les to a folder; Write 
con?guration information to the Registry 39; 
display the “readme” ?le; launch 
the Application; and provide a convenient 
way to uninstall the Application later 
(required for Microsoft WINDOWS ® 
logo certi?cation, for example). 

Download Provisioning: 

Installer 16: 
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-continued 

Internet Service: A data or voice service that is accessed through 
a network 36 (eg the Internet). The Internet 
Service may be provided from a server that may 
be the Web Server 34, or it may be one or more 
separate servers. 
The program, generally implemented in software 
that, in its “?nal format” (shown as Loader 10c 
in FIG. 3), contains the UserInfo 14 and the 
Installer 16. The Loader 10 also includes the 
means to write the UserInfo 14 to the Registry 
39 and to extract and run the Installer 16. 
A place (eg a persistent data store such as a 
hard drive) where con?guration information and 
UserInfo 14 is stored on the user’s computer 38. 
The Registry 39 may be the WINDOWS ® 
registry, any system-wide database, or a ?le in 
an appropriate memory location. 
Creating an account on an Internet Service 

provider’s network to allow a user to use the 

Internet Service. 
A blank buffer or reserved memory inside the 
Loader 10 that is large enough to contain the 
UserInfo 14. 
The data that is speci?c to a particular user, 
including but not necessarily limited to 
timestamp of download, account name 
and password, serial number or ID from 
the user’s computer 38, credit card number, 
name and address, etc., typically used for 
copy-protection, authentication, access 
to personalized web pages, and account 
information (e. g. billing). 
At least one processor accessible via a network 

36. In one preferred embodiment, the Web 
Server 34 is a computer that is responsible for 
accepting HTTP requests from clients (e. g. Web 
browsers), and serving the Web pages (e.g. 
HTML documents and linked objects (images, 
etc.)) to clients. 

Loader 10: 

Registry 39: 

Service Provisioning: 

Static Buffer 12: 

UserInfo 14: 

Web Server 34: 

The six steps shown in FIG. 4 can be further de?ned as 
follows: 

Appending 20: The ?rst step is to append an Installer 16 to the 
Loader 10. Although shown as appending the 
Installer 16 to the end of the Loader 10, it should 
be noted that “appending” (or “append,” 
“appends” or “appended”) is meant to include 
any method of embedding the Installer 16 to any 
location (eg beginning, middle, or end) ofthe 
Loader 10. This step would typically be 
performed by a utility program run by the 
developer at the time he builds the Application 
(the code 18 ofwhich is shown in FIG. 2) and 
Installer 16. 
The second step is posting or placing the Loader 
10 on aWeb Server 34 along with a script (e.g. 
download.php) that can gather and/or create the 
UserInfo 14. This step may be performed by the 
Internet Service provider. 
The third step is to gather information to create 
the UserInfo 14 collection of data. This step 
would be automatically performed by the script 
(e. g. download.php) implemented on a Web 
Server 34. 
The fourth step is to inject the UserInfo 14 into 
the Loader 10. Although shown as injecting the 
UserInfo 14 into Static Buffer 12 of the Loader 
10, it should be noted that “injecting” is meant to 
include any method of embedding the UserInfo 
14. It should also be noted that although the 
Static Buffer 12 is shown in the middle of the 
Loader 10, the Static Buffer 12 may be at any 

Posting 22: 

Gathering 24: 

Injecting 26: 
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-continued 

location (eg. beginning, middle, or end) ofthe 
Loader 10. This step would be automatically 
performed by the script (e. g. download.php). 
The ?fth step is when the user runs the Loader 
10 after the Loader 10 is downloaded to the 
user’s computer 38. The Loader 10 Writes the 
UserInfo 14 to the Registry 39. The Loader 10 
then extracts and runs the Installer 16. 
The sixth step is the running of the Application. 
The Application reads the UserInfo 14 from the 
Registry 39. The Application may then use 
information from UserInfo 14 to connect to the 
Internet Service, authenticate the Application 
and/or user computer 38 to the Internet Service, 
and use (or allow the computer user to use) the 
Internet Service. The Application does not 
require the UserInfo 14 to be input by the user. 

Installing 28: 

Running 30: 

The steps of the process of the present invention may be 
performed at different chronological times (i.e. there may be 
time gaps between the steps) and in different physical loca 
tions. For example, the step of Appending 20 may be per 
formed by the developer in advance (eg. when he builds the 
Application and Installer 16) on his own computer 32. The 
step of Posting 22 may be performed by the Internet Service 
provider in advance when he posts the Loader 10 and script on 
a Web Server 34, which may be physically distinct from the 
developer’s computer 32. The steps of Gathering 24 and 
Injecting 26 may be performed by the Web Server 34 just 
prior to downloading the Loader 10 from the Web Server 34 
to the user’s computer 38. The steps of Installing 28 and 
Running 30 are performed after downloading. For example, 
during the step of Installing 28, the UserInfo 14 may be 
written to the Registry 39 and the Application may be 
installed on the user’ 5 computer 38 substantially immediately 
after downloading or at a later time at the request of the user. 
The step of Running 30 the Application so that the user can 
use the Internet Service may be performed on the user’s 
computer 38 (but accessing an Internet Service over the Inter 
net 36) substantially immediately after downloading and/or at 
a later time at the request of the user. 

The steps can be thought of as being divided into the 
broader categories of Preparation 40, Actuation 42, and Use 
44. The steps of Appending 20 and Posting 22 are in the 
Preparation 40 category in which the Loader 10 is prepared 
and made available to a user. The steps of Gathering 24, 
Injecting 26, and Installing 28 are in the Actuation 42 cat 
egory in which the Loader 10 is actuated and implemented. 
The steps in the Actuation 42 category generally happen 
automatically when the user requests access to the Internet 
Service. It should be noted, however, that some steps in the 
Actuation 42 category may be designed to allow and/or 
require additional user intervention. For example, the Install 
ing 28 step may require that the user “click” a box con?rming 
that the user wants to install the Application, agrees to a 
license, or agrees to terms of service. The step of Running 30 
is in the Use 44 category in which the user can use the 
Application. 
As set forth above, the Preparation 40 category includes the 

steps of Appending 20 and Posting 22. During Preparation 40, 
the Loader 10 is prepared and made available to at least one 
user via his user computer 38. 

FIG. 1 shows an exemplary empty Loader 1011 (eg. a 
Loader suitable for running on WINDOWS®) that includes 
the code for the Loader 10. The empty Loader 1011 also 
includes a blank buffer (shown as Static Buffer 12) inside it. 
The Static Buffer 12 should be large enough to contain the 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

6 
UserInfo 14. The Loader 1011 also includes any code neces 
sary to run. Exemplary code is shown in FIG. 1 as the WIN 
DOWS® EXE (executable) stub and the header. Code for an 
exemplary empty loader can be found at loader\main.c. 
The developer creates the Installer 16 as a step in develop 

ing the Application. A utility program executed by the devel 
oper appends the Installer 16 into the Loader 10 in the 
Appending 20 state. Code for an exemplary utility program 
for appending can be found at tag\main.c: Function AddFile 

ToResource( ). 
FIG. 2 shows an exemplary Loader 10b having a Static 

Buffer 12 and an appended Installer 16.At this point the Static 
Buffer 12 is still “empty” (or contains unusable, or unneces 
sary data), but the UserInfo 14 will be written here later. It is 
in this format that the Loader 10b is uploaded to the Internet 
Service provider’s website or Web Server 34 in the Posting 22 
step. The Posting 22 step may also include posting a special 
script (eg. download.php) to the Internet Service provider’s 
website or Web Server 34. 

It should be noted that the developer and the Internet Ser 
vice provider have one or more means for transmitting (in 
cluding means to send, transmit, upload, and/or otherwise 
transfer) the Loader 10b to the Web Server 34. These means 
for transmitting may include any means by which programs 
and/or data may be transmitted including, but not limited to, 
manual input (eg. typing), transferring from other memory 
(eg. from a ?oppy disk or from a networked hard disk), 
downloading via the Internet, and any other I/O mechanisms 
known or yet to be discovered. It should be noted that the 
means for transmitting may be carried out in multiple steps 
where the ?rst step is to transmit the Loader 10b to the 
Internet Service provider and the second step is to post (eg. 
the Posting 22 step) the Loader 10b to the Web Server 34. It 
should also be noted that the Web Server 34 has means for 
receiving the Loader 10b. These means for receiving may 
include any means by which programs and/ or data may be 
received and stored including, but not limited to, manual 
input (eg. typing), storing from other memory (eg. from a 
?oppy disk or from a networked hard disk), uploading via the 
Internet, and any other I/O mechanisms known or yet to be 
discovered. 
As set forth above, the Actuation 42 category includes the 

steps of Gathering 24, Injecting 26, and Installing 28. During 
the Actuation 42 category, the Loader 10 is actuated and 
implemented. 

After the user accesses the web page (eg. FIG. 6) on the 
Web Server 34 for performing Service Provisioning and ?lls 
out a series of questions, the user con?rms that he wants to 
install the Application. 
At this point, the process of the present invention enters the 

gathering 24 step. A special script (eg. download.php) gath 
ers user input information (eg. name, address, credit card 
number), determinable information (eg. an email address 
that may be determinable by the Internet Service without the 
user having to enter the information), and generated informa 
tion (eg. access codes and/or a username). Some, but not 
necessarily all, of this information is assembled into the Use 
rInfo 14. Exemplary code for assembling can be found at 
webpage.htm. 

In the Injecting 26 step, the script makes a “copy” of the 
Loader 10b with the Installer 16, and writes the UserInfo 14 
into the Static Buffer 12 of the “copy.” Code for an exemplary 
injecting step can be found at download.php: Functions 
injectdownload( ), InjectString( ), and LocateInj ection 
Point( ). It should be noted that the “copy” may be the version 
read into memory by the Loader. Alternatively, the script may 
simply inject or overwrite the Static Buffer 12 of the original 
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Loader 10b With the UserInfo 14. The ?nal Loader 100 looks 
like FIG. 3. FIG. 3 shows an exemplary loader having Use 
rInfo 14 injected into a Static Buffer 12 and an appended 
Installer 16. 

It should be noted that the Web Server 34 has means for 
transmitting (including means to send, transmit, upload, and/ 
or otherWise transfer) the Loader 100 to the user’s computer 
38. These means for transmitting may include any means by 
Which programs and/or data may be transmitted including, 
but not limited to, transferring from other memory (e. g. from 
a networked hard disk), doWnloading via the Internet, and any 
other I/O mechanisms knoWn or yet to be discovered. It 
should also be noted that the user’s computer 38 has means 
for receiving the Loader 100. These means for receiving may 
include any means by Which programs and/or data may be 
received and stored including, but not limited to, storing from 
other memory (eg from a netWorked hard disk), uploading 
via the Internet, and any other I/O mechanisms knoWn or yet 
to be discovered. 

The Installing 28 step may be automatic or may require that 
the user con?rm that he Wants to doWnload and/ or install the 
Application. The Loader 10, hoWever, is doWnloaded to the 
user’ s computer 38 and then the Application is installed on the 
user’ s computer 38 using the code 18. The exemplary code for 
this can be found in DoWnload.php: as indicated, function 
linktopage( ) and class DoWnloadObj. 

During the Installing 28 step, the Loader 10 Writes the 
UserInfo 14 to the Registry 39. Exemplary code for Writing 
UserInfo to the Registry can be found at loader\main.c: Func 
tions ProcessBuffer( ), SetShellRegBin( ), SetShellRegVal( ), 
SetShellRegText( ), SetRegBinary( ), and SetRegString( ). 
Loader 10 Writes the UserInfo 14 to the Registry 39 using 
means for Writing (including, but not limited to, an executable 
code from the Loader 10 directing the Writing of the data) and 
any Writing means knoWn or yet to be discovered. Then, the 
Loader 10 extracts the Installer 16 using means for extracting 
such as copying or an extraction algorithm. Once extracted, 
the Installer 16 uses means for installing the Application onto 
the user computer 38. Exemplary code for installing (e.g. 
extracting and executing) can be found at Loader\main.c: 
Function LaunchResourceApp. Speci?cally, the Installer 16 
extracts all of the ?les required by the Application, Writes 
them to the appropriate folder(s), and optionally Writes addi 
tional information or con?guration parameters to the Registry 
39 or other appropriate place(s). During the Installing 28 step, 
the Application may read some or all of the UserInfo 14. 
As set forth above, the Use 44 category includes the step of 

Running 30. During the Use 44 category, the user can use the 
Application. 

During the Running 30 step, the Application reads the 
UserInfo 14 from the Registry 39. Also, the Application can 
connect to the Internet Service Without any input required 
from the user. During the Running 30 step, the Application 
may read some or all of the UserInfo 14. This creates an easy, 
pleasurable experience for the user using the Internet Service. 

FIGS. 6-8 are exemplary simpli?ed screen vieWs of hoW a 
user Would utiliZe the present invention. Speci?cally, a user 
Who desires to use an Internet Service Would access the Inter 
net Service Web page and ?ll out a series of questions such as 
those shoWn in FIG. 6. Upon completion of the questions, the 
user Would “click” a box con?rming that the user Wants to 
install the Application. Although not shoWn in the ?gures, the 
user might see an hour glass indicating the passage of time, 
one or more status bars shoWing the progress of the “instal 
lation” process, and/or content (e. g. a short instructional 
video or advertisements) While he Waits. The user might also 
be separately prompted to con?rm that he Wants to install the 
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Application on his computer 38. Once the Application is 
installed, the user might see an icon (FIG. 7) on his desktop 
that he could “click” to use 44 the Application. When running 
the Application, the user may notice that his user information 
Was automatically included Without having to separately 
input this information (FIG. 8). 

It should be noted that the present invention may be used in 
conjunction With digital certi?cates, electronic signatures, 
cryptographic protocols, or other security mechanisms 
designed to provide secure communications and data transfer 
over a netWork. These security mechanisms may provide 
security by providing authentication services, preventing 
eavesdropping, preventing tampering, preventing message 
forgery, preventing introduction of viruses, and otherWise 
increasing security. Exemplary security mechanisms include, 
but are not limited to authentication certi?cates provided by 
THAWTETM and VERISIGN®. These exemplary security 
mechanisms use Secure Socket Layer (SSL) to provide end 
point authentication and communication privacy using a pub 
lic key encryption-based key exchange and certi?cate-based 
authentication to transfer records. The exemplary security 
mechanisms use a signature algorithm With a complementary 
veri?cation algorithm. The output of the signature algorithm 
is called a digital signature. Each record can be optionally 
compressed, encrypted, and packed With a message authen 
tication code (MAC). As shoWn in FIG. 9, one exemplary 
method by Which the present invention is able to Work in 
conjunction With security mechanisms calculates the signa 
ture (e. g. runs the signature algorithm) after the UserInfo 14 
has been injected into the Static Buffer 12. FIG. 9 shoWs this 
by adding the steps of executing a ?rst part of a security 
mechanism 50 (eg a signature algorithm), downloading a 
secured loader 52, and executing a second part of a security 
mechanism 54 (eg a veri?cation algorithm). In this case, 
these three steps 50, 52, 54 are performed after the Injecting 
26 step. As shoWn in FIG. 10, a second exemplary method by 
Which the present invention is able to Work in conjunction 
With security mechanisms excludes the Static Buffer 12 When 
calculating the signature. As With FIG. 9, FIG. 10 shoWs this 
by adding the steps of executing a ?rst part of a security 
mechanism 60 (eg a signature algorithm), doWnloading a 
secured loader 62, and executing a second part of a security 
mechanism 64 (eg a veri?cation algorithm). HoWever, in 
this case, the step of executing a ?rst part of a security mecha 
nism 60 excludes the Static Buffer 12 and may be preformed 
prior to the Injecting 26 step. It should be noted that the step 
of executing a ?rst part of a security mechanism 60 could also 
be preformed earlier in the process (eg before the Gathering 
24 step). 

It should be noted that the present invention may be imple 
mented using one or more softWare programs or using a 
plurality of modules of a single softWare program. Aspects of 
the present invention may also be implemented using other 
means for directing a processor (e.g. ?rmWare). It should be 
noted that the term “computer” is meant to include any pro 
cessing device including, but not limited to a personal com 
puter, a laptop computer, a server, a smart phone, a personal 
data assistant, or a hybrid device. 
Appendix A is a source code for an exemplary program as 

described above, Which contains the folloWing softWare com 
ponents: main.c, main.h, main.c, dWpacct.h, dWpacct.c, 
doWnload.php, and Webpage.htm. These softWare compo 
nents are included on the tWo identical CDs that are submitted 
With this application, and this material on the CDs is incor 
porated into this speci?cation by reference. 

The terms and expressions that have been employed in the 
foregoing speci?cation are used as terms of description and 
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not of limitation, and are not intended to exclude equivalents 
of the features shown and described or portions of them. The 
scope of the invention is de?ned and limited only by the 
claims that folloW. 

What is claimed is: 
1. An automatic doWnload provisioning method, said 

method comprising the steps of: 
(a) appending an Installer into a Loader; 
(b) gathering UserInfo; 
(c) injecting said UserInfo into said Loader; and 
(d) transmitting said Loader to a user computer, Where said 

Loader Writes said UserInfo into a Registry of said user 
computer, 

Wherein said UserInfo is injected into said Loader prior to 
said transmitting of said Loader to said user computer. 

2. The method of claim 1, Wherein said step of appending 
further comprises the step of appending an Installer into a 
Loader having a Static Buffer, and said step of injecting 
further comprises the step of injecting UserInfo into said 
Static Buffer of said Loader. 

3. The method of claim 1, further comprising the further 
steps of said Loader extracting said Installer onto said user 
computer and said Installer installing an Application onto 
said user computer. 

4. The method of claim 1, Wherein said step of appending 
further comprises the step of appending an Installer of an 
Application into said Loader, said method further comprising 
the step of said Application reading said UserInfo. 

5. The method of claim 1, Wherein said step of injecting is 
performed by a Web Server. 

6. The method of claim 1, further comprising the step of 
doWnloading said Loader from a Web Server to said user 
computer prior to Writing said UserInfo into said Registry. 

7. The method of claim 1, further comprising the steps of: 
(a) executing a ?rst part of a security mechanism to create 

a secured Loader; 
(b) doWnloading said secured Loader; and 
(c) executing a second part of said security mechanism. 
8. The method of claim 7, Wherein said step of executing a 

?rst part of a security mechanism to create a secured Loader 
is performed after said step of injecting said UserInfo into 
said Loader. 

9. The method of claim 7, said step of injecting further 
comprises the step of injecting UserInfo into a Static Buffer of 
said Loader, and said step of executing a ?rst part of a security 
mechanism to create a secured Loader excludes said Static 
Buffer. 

10. An automatic doWnload provisioning system for doWn 
loading an Application that connects to and operates a data or 
voice service, the system implemented on a Web Server 
accessed by a user computer having a Registry, said system 
comprising: 

(a) means for receiving a Loader, said Loader having a 
Static Buffer and an appended Installer; 

(b) means for gathering UserInfo; 
(c) means for injecting said UserInfo into said Static Buffer 

of said Loader; and 
(d) means for transmitting said Loader to said user com 

puter, 
Wherein said means for injecting said UserInfo is con?g 

ured to inject said UserInfo into said Static Buffer of said 
Loader prior to transmitting said Loader to said user 
computer. 
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11. The system of claim 10, further comprising means for 

appending said Installer into said Loader. 
12. The system of claim 10, further comprising means for 

Writing said UserInfo into said Registry of said user com 
puter. 

13. The system of claim 10, further comprising said Loader 
having means for extracting said Installer onto said user com 
puter and said Installer having means for installing an Appli 
cation onto said user computer. 

14. The system of claim 10, further comprising means for 
said Application reading said UserInfo. 

15. The system of claim 10, Wherein said Web Server 
implements said means for injecting said UserInfo into said 
Static Buffer of said Loader. 

16. The system of claim 10, further comprising: 
(a) means for executing a ?rst part of a security mechanism 

to create a secured Loader; 
(b) means for doWnloading said secured Loader; and 
(c) means for executing a second part of said security 

mechanism. 
17. A method for providing an automatic doWnload provi 

sioning system for doWnloading anApplication that connects 
to and operates a data or voice service, said method at least 
partially implemented on a Web Server for access by at least 
one user computer having a Registry, said method comprising 
the steps of: 

(a) appending an Installer to a Loader having a Static 
Buffer; 

(b) posting said Loader on said Web Server; 
(c) gathering UserInfo; 
(d) injecting said UserInfo into said Static Buffer; and 
(e) transmitting said Loader to said at least one user com 

puter, 
Wherein said UserInfo is injected into said Static Buffer 

prior to said transmitting of said Loader to said user 
computer. 

18. The method of claim 17, further comprising the steps 
of: 

(a) receiving said Loader from said Web Server; and 
(b) extracting said Installer from said Loader. 
19. The method of claim 18, further comprising the step of 

Writing said UserInfo into said Registry of said user com 
puter. 

20. The method of claim 18, further comprising the step of 
installing said Application onto said at least one user com 
puter. 

21. The method of claim 17, Wherein said step of gathering 
is implemented by said Web Server. 

22. The method of claim 17, Wherein said step of inj ecting 
is implemented by said Web Server. 

23. The method of claim 17, further comprising the steps 
of: 

(a) executing a ?rst part of a security mechanism to create 
a secured Loader; 

(b) doWnloading said secured Loader; and 
(c) executing a second part of said security mechanism. 
24. The method of claim 23, Wherein said step of executing 

a ?rst part of a security mechanism to create a secured Loader 
is performed after said step of injecting said UserInfo into 
said Loader. 

25. The method of claim 23, Wherein said step of executing 
a ?rst part of a security mechanism to create a secured Loader 
excludes said Static Buffer. 

* * * * * 


