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Chapter 1

OpenVPN overview

This chapter describes the basics of OpenVPN.

1.1 VPN basics

VPN tunnels are secure connections between two computers on the Internet. All data in this tunnel are encrypted
and therefore not visible to outsiders. This is important because Internet itself is a hostile environment.

The most typical use for VPN is to connect two separated networks together. These networks usually locate
in different physical locations and are connected to a public Internet. Secure VPN connection is then formed
between two hosts.

VPN setup can also be configured to have one server and multiple remote clients. This way one VPN server
is configured to handle the connections from many clients. The server is located on fixed address (both IP and
physical) and the clients are located on the field on large geographical area.

1.2 OpenVPN features

e Many options for authentication and encryption

e Uses only single UDP port for many remote connections

Can be configured to use compression and traffic shaping

e Works over NAT and firewalls

GUlIs for easy configuration on different operating systems

Client to client connectivity possible

1.3 OpenVPN on M2M Gateway

OpenVPN on M2M Gateway is designed for server-client operation. Server running on M2M Gateway is usually
located in central management station and the clients are distributed to remote monitored stations.



Chapter 2

Configuring OpenVPN server on M2M
Gateway

This chapter describes how to configure OpenVPN server on Viola M2M Gateway.

2.1 Quick reference
Here are brief instructions how to set up a server. For more detailed instructions, please read the whole chapter.

1. Create a new certificate authority if not exist.

2. Create a new server key.

3. Create a new server configuration. Select server name and tunnel network.
4. If you need to configure routing, define routing parameters. See section 2.7.
5. Save new server configuration and start server.

6. Add clients to server.

2.2 Requirements
OpenVPN server requires

e Configured M2M Gateway on fixed IP address. Refer to Viola M2M Gateway User Manual for more
information about configuring M2M Gateway.

e Web access to M2M Gateway.
e Correct date and time configuration on M2M Gateway.

e Open port in firewall for M2M Gateway (OpenVPN uses UDP 1194 by default).

2.3 OpenVPN configuration screen on M2M Gateway

Login to M2M Gateway and from the main menu go to OpenVPN configuration screen. Select Open VPN with
certificate-based authorization from two choices (pre-shared keys method is not described in this document).
See figure 2.1 for more detailed explanation.
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0 Viola M2M Gateway @ System @ Networking @ Others

Viola M2M Gateway |

x | ,gl x B x g
wham 827 w'ssy
L2TP-VPN Configuration Network Configuration OpenVPN Configuration SSH-VPN configuration
% <.
Viola M2M Backup Viola M2M Supportlog
[3] Log out:

OpenVPN Administration )

OpenVPN is an easy way to connect workstations to the M2M Gateway securely. This OpenVPN module
offers two different ways to set up tunnels.

0 OpenVPN with pre-shared keys

” Using a pre-shared secret key is the easiest way to set up an OpenVPN connection. Both
g tunnel endpoints use the same key for the encryption.

¢ OpenVPN with certificate-based authorization
, # The setup here uses public key exchange. Computer authentication is done by RSA-based
pornd o public (certificates) and private key-pairs.

Figure 2.1: Finding OpenVPN configuration screen on M2M Gateway

OpenVPN main configuration screen is displayed on figure 2.2.
OpenVPN Administration \

VPN server list

Hame CA proto port local Actions
testiserverl testicertifikaatti uclp 1194 ALL Log adddist clients Dizakle Femaoyve Start
testizerver2 testicertifikaatti uclp 11595 ALL Log addlist clients Dizakle Fermawe Start

Certification Authority (CA) |testicertifikaatti |~ |
CREATE anew VPN Server
Hew VPN server Select the Certification Authority and click Mew WPM server

Certification Authority (CA) [ testicertifikaatti |~

CREATE, REMOWE, EXFORT servericlient key(s)
] Select the Certification Authority and click administration servericlient key

[ Server/Client key administration

Borin = - _
[ Mew Cedification Authority ] CREATE a new Certification Authority (CA) to sign servericlient certificates

Remove CA | cp,; |testicertifikaatti | v | REMOVE Certification Autharity. Select the Certification Authority and click Remave Cas key

Figure 2.2: OpenVPN main configuration screen on M2M Gateway
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2.4 Create new certificate authority

Each key needs a certificate authority. This certificate authority is used to create the actual keys.
From the OpenVPN configuration screen, click New Certificate Authority button. Configuration screen
appears, see figure 2.3. Change the values to suit your preferences.

Mew Certification Authority

Mame of Certification Authority changeme
ey size (it} 1024 |~
Expiration time of Certification Authority key (days) 3650
Country Coce (2 letters) [{]

Fravinee F

City Turku
Organization My Org
Email mezmy.org

Figure 2.3: New certificate authority configuration

Note: Country and Province fields should be only two characters long upper case.

When you are ready, press Save button. The next phase takes a while to complete, so be patient. When the
certificate is created, press back button on the bottom of the screen.

|openssl dhparam -out ‘etc/openvpnkeystestea/dh1024. pem 1024

Generating DH parameters, 1024 bit long safe prime, generator 2
This is going to take a long time
+

+ +
+ +
R -+ A

|openssl dhparam -out ‘etc/openvpn/keystestcadh1024.pem 1024 OK ‘

|fu5n‘binfupenssl req -batch -days 3650 -nodes -new -x509 -keyoul "ca.key" -out "ca.crt” -confiy /etc/openvpn/openvpn-ssl.onf

Generating 2 1024 hit RS54 private key
LR

IR

writing new private key to ‘cakey'

|fusn‘bin/openssl req -batch -days 3650 -nodes -new -x509 -keyout "ca.key" -ont "ca.crt” -config ‘etc/openvpn/openvpn-ssl onf OK ‘

|f'usr.v‘hinfnpenssl ca -gencrl -keyfile "cakey" -cert "ca.crt” -out "erd pem" -config sete/openvpnopenvpn-ssl.onf ‘

Using configuration fram jetciopenypniopenvpn-sst.enf

|fu5n‘binfupenssl ca -gencrl -keyfile "cakey" -cert "ca.crt” -out "crl pem" -config Jetc/openvpn/openvpn-ssl.cnf OK ‘

Figure 2.4: New certification authority creation

Note: Internet Explorer does not show any progress on this creation page. The text will appear only at
the end of the certificate creation, which could take a while. If you run to any problems, please use other
browsers, for example Mozilla Firefox.

Usually these problems are caused by invalid characters or too long texts in configuration fields.

Now you should have a certificate authority created. You usually need only one certificate authority per
M2M Gateway.

2.5 Create new server key
To create an OpenVPN server key.

1. Server always needs a key. To create a key, select Server/Client key administration button on the Open-
VPN main configuration screen.

2. Key configuration screen appears. This screen lists all the keys for a specific Certificate Authority on the
top and has configuration fields for a new key on the bottom.
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3. To create a new server key, enter your correct values to configuration fields. Do not forget to select server
key from the Key Server list. See figure 2.5.

Hew key to Certification Authority: testicertifikaatti
Key name changeme

Key password (optional, min 4 chars)

Key Server client |~
Gererate exportable PECS#12 key no -
Fassword for exporting PEKCS#1 2 {min 4 chars)

ey expiration time {days) 3650
Country Code {2 letters) Fl

Frovince Fl

City Turku
Organization My Ory
Organization Lnit Office

Ernail MEe@my.org

cac

Figure 2.5: New server key configuration

2.6 Create new server configuration
Now that the keys are configured, new server can be created.

1. Select New VPN Server button on the OpenVPN main configuration screen.

2. Server configuration screen appears. See figure 2.6. Fill in server name and select correct key (the key
you created in previous step).

3. Configuration field server - Net IP assigns determines what IP address to be assigned to OpenVPN tunnel.
This has to be a network which does not overlap with any other network in current setup.

4. If you need to access IP addresses behind OpenVPN client, enter its network information to route config-
uration. See section 2.7.

5. When you are ready, press Save button.Now this new server should be listed on the main page.

Hew VPH server

Tarme changeMe

port {Part) 1194

ca f{ Certification Authority ) testicertifikaatti

Choose key server | ¥

Certificate Server autamatic

Fey Server antomatic

Diffie-Hellman random file ch1024 pern

enable TLS and assume server role during TLS handshake no -

server - Met IF assigns etwork: etmiask:
route network: netmask:
max-clients - Limit server to a maximum of n concurrent clients 100

keepalive Fing: 10 Fing-Restart; 120

= advanced |

Figure 2.6: Server configuration screen
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2.7 Server routing configuration

Server route parameter describes the network that is being routed to the specific OpenVPN server interface. If
the M2M Gateway has multiple OpenVPN servers, all the servers must have specified server route parameters
in order to have working routing.

Server route parameter is related to client iroute parameter. All the clients configured to specific server
must have their client iroute parameters fit in the server route address space. See figure 2.7 for example.

172.16.1.0
255.255.255.0

=0T

: Public IP .- A\
Private IP —"" OpenVPN

=1 on eth0 -
on ethl Ee e client 1
—_— S
e\ S =

\.
Viola ~ T~ —
S RN =
M2M Gateway N =
\\

10.10.10.0
255.255.255.0

172.16.2.0
255.255.255.0

OpenVPN
OpenVPN server route: . client 2
[172.16.0.0/255.255.0.0 ] \‘~
-
All clients have same push route: 10.10.10.0/255.255.255.0 E 172.16.3.0
Client 1 iroute: 172.16.1.0/255.255.255.0 m 255.255.255.0
Client 2 iroute: 172.16.2.0/255.255.255.0 OpenVPN
Client 3 iroute: 172.16.3.0/255.255.255.0 client 3

Figure 2.7: OpenVPN routing example 1

In this exemple, the clients are configured to small 172.16.x.0/255.255.255.0 networks that fit inside the larger
server route address 172.16.0.0/255.255.0.0. The clients tell their addresses to server with iroute parameters.
The clients are also told that the ethl address on the M2M Gateway is reached via the OpenVPN tunnel by
defining push route parameters. If the clients would use OpenVPN as their default gateway, push route would
not be needed.

See section 3.5 for client route configuration.

2.8 Start server
Server can be started by selecting Start text on its status line from the OpenVPN main configuration screen.
OpenVPN Administration

VPN server list

Name CA proto port local Actions
testiserverl testicertifikaatti udp 1194 ALL Log add/list clients Disable Remove Start
testiserver2 testicertifikaatti udp 1195 ALL Log add/list clients Disable Remove Start

Certification Authority (CA) [ testicertifikaatti *
CREATE a new VPN Server

Select the Certification Authority and click New VPN server

Figure 2.8: Server start button



Chapter 3

Adding client configuration to server

This chapter describes how to add client configurations to OpenVPN server running on Viola M2M Gateway.
For information about configuring clients, refer to following chapters.

3.1 Quick reference

Here are brief instructions how to set up a client. For more detailed instructions, please read the whole chapter.

1. Create a new server if not exist.
2. Create client key.
Create a new server configuration. Select client name and tunnel endpoint IP address.

If you need to configure routing, define routing parameters. See section 3.5.

ook W

Save new client configuration and export configuration to client machine.

3.2 Requirements
Requirements are

e Network diagram. Write down a network diagram describing exactly what kind of a network you are
building.

Configured OpenVPN server running on M2M Gateway with fixed IP address.

e Web access to M2M Gateway.

Open port in firewall for M2M Gateway (UDP 1194 by default, can be changed).

Client with network connectivity to M2M Gateway. Can be tested with ping from client to M2M Gateway
IP address.

3.3 Create client key
To create an OpenVPN client key.

1. Client always needs a key. To create a key, select Server/Client key administration button on the OpenVPN
main configuration screen.

2. Key configuration screen appears. This screen lists all the keys for a specific Certificate Authority on the
top and has configuration fields for a new key on the bottom.

3. To create a new client key, enter your correct values to configuration fields. Do not forget to select client
key from the Key Server list. See figure 3.1.

10
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Mew key to Certification Authority: testicertifikaatti

Key name changeme
Fey password (optional, min 4 chars?)

Key Server client |+
Generate exportable PECS#1 2 key no -

Pagswaord for exporting PECS#12 {min 4 chars)

Key expiration time (days) 3650
Country Code (2 letters) Fl

Province Fl

City Turku
Organization My Org
Organization Unit Office

Ernail MeEmy .ong

coe

Figure 3.1: New client key configuration

PEM keys are not currently supported.

Note: Do not specify a password unless you are generating PKCS#12 keys as well. Password enabled

3.4 Create new client

Now that the keys are configured, new client can be created.

1.
2.

From the OpenVPN main configuration screen, select add/list clients text on the server status line.
Select New VPN Client button on the OpenVPN main configuration screen.

Client configuration screen appears. See figure 3.2. Fill in client name and select correct key (the key you
created in previous step).

Configuration field ifconfig is the address of OpenVPN tunnel endpoint on client side. This should be
next value from server side IP address.

Configuration field remote is the address of OpenVPN server (public IP address of M2M Gateway which
the clients have access to).

. If you need to access IP addresses behind OpenVPN server, configure push route and iroute parameters.

See section 3.5.

. When you are ready, press Save button.Now this new client should be listed on the client list under specific

server.
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Hew VPH Client testiserver2

Marne clientl |~

proto (Protocal )y ucp

Device tun |~

ca { Certification Authority) testicertifikaatti

Choose key automatic (= name)

cert {Client Certificate) autormnatic

key {Client Kew) automatic

Diffie-Hellman random file dh1024 pem

Server settings retwork: 172.40.40.0 netmask @ 255.255.255.0
ifconfig (Transport network) loeal ; automatic peer :

remote (Femote IF) IP server: Port server: 1195
remate (Fernote IF)- Backup IF server: Port server: 1195
push route - Add route to routing table after connection is established ST Detnask:

iroute retwarkiIF: retmask:
keepalive Fing: 10 Ping-Restart: 120

Figure 3.2: Client configuration screen

3.5 Client routing configuration

Client route configuration has two parameters: push route and iroute.

12

Client push route is added to clients routing table after the OpenVPN connection is initialised. It tells the
client that there is a specific network behind the OpenVPN tunnel and that network can be reached via the

tunnel. This parameter can be left unused and configure the client to use OpenVPN tunnel as default gateway.

Client iroute parameter describes the network that is being routed to the specific OpenVPN client. It tells

the OpenVPN server what network belongs to each client.

Client iroute parameter is related to server route parameter. All the clients configured to specific server

must have their client iroute parameters fit in the server route address space. See figure 3.3 for example.

g

==

il

192.168.100.0
255.255.255.252

Public IP

Private IP -
. OpenVPN
on ethl % on eth " crIJient 1
172.16.0.0 — &
255.255.0.0 T —
Viola ~N. T~ B
M2M Gateway “\ = 192.168.100.4
. 255.255.255.252
£\
N OpenVPN
OpenVPN server route: *. client 2
192.168.100.0/255.255.255.0 \
-
A
All clients have same push route: 172.16.0.0/255.255.0.0 E 192.168.100.8
Client 1 iroute: 192.168.100.0/255.255.255.252 W‘D‘ 255.255.255.252
Client 2 iroute: 192.168.100.4/255.255.255.252 OpPN
Client 3 iroute: 192.168.100.8/255.255.255.252 client 3

Figure 3.3: OpenVPN routing example 2

In this exemple, the clients are configured to small 192.168.100.x/255.255.255.252 networks that fit inside
the larger server route address 192.168.100.0/255.255.255.0. The clients tell their addresses to server with iroute
parameters. The clients are also told that the ethl address on the M2M Gateway is reached via the OpenVPN
tunnel by defining push route parameters. If the clients would use OpenVPN as their default gateway, push

route would not be needed.
See section 2.7 for server route configuration.
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3.6 Export client configuration files

Client configuration has to be exported to actual client machine before the OpenVPN connection could be made.
This can be done by selecting Add/list clients on the server list and then selecting either Ezport or View text
on the client status line.

e FEzxport creates a compressed package with all client files which can be downloaded to client.

& 172.16.6.1 - Kongueror

Open 'hitps:# 72.16.6.1 Lient=exampleclient'?

@ Matme: exampleclienttyz

Type: application/octet-stream

[} Do nat ask again

| Sawe As. | [ Dpen With... l [ cancel l

Figure 3.4: Export client configuration

e View allows user to view individual configuration files for copy-pasting them to client. Select file from
dropdown list and press Show button to view file.

View files of exampleclient
Choose a file

client

proto udp

dev tun

©a CaCHt

ch dh1024 pem

cert exampleclient.crt
key examplecient key
remote 172.16.6.1 1194
werh 1

rute 10

keepalive 10 120
comp-lzo

persist-key
persist-tun
resaly-retry infinite
nohind

Figure 3.5: View client configuration files

The actual client configuration is described in the following chapters.



Chapter 4

Configuring Windows client

This chapter describes how to configure OpenVPN client running on Windows.

4.1 Requirements

Requirements are

e OpenVPN software installed from download page http://openvpn.net/index.php/downloads.html. It

is recommended to use 2.1 version or later because it has better Windows Vista support and it has
OpenVPN GUI in the same installation package.

e Network connectivity from client to M2M Gateway.

e OpenVPN client configured to M2M Gateway. See chapter 3.

4.2 Export client configuration

Connect to M2M Gateway user interface from the client. Export client configuration like described in section
3.6. Extract the package to OpenVPN config folder.

With default OpenVPN installation the config folder is C:\Program Files\OpenVPN\Config\

4.3 Connect to server using OpenVPN GUI

Start OpenVPN GUI and select the application icon from the Windows status bar with right-click of the mouse.
Select the configuration you want to use and press Connect. If you have only one connection on your client, the
screen shows like in figure 4.1.

The log screen appears for a while and displays the connection creation status. The screen closes when the
connection is made and the application gives a notification message.

The tunnel should now be up and running.

T — » 5 accessories 4
] Micrasoft Excel
) @ Documents s Openven & penven GLI
I% ot ' (5 ccleaner 4 Di — ;
ettings [SEOMES
i 3
E @ WinPcap Sty Status
. % Search v b s i
2 " Wiews Log
4 b
;)] S Help Edit Config
Change Password
Run... Proxy Settings
; 1‘ Shut Down,., Lo

Exit

HTLAOLBR =

OpenyPh GUT

I MTLRNOLE =

[dRstart || & @

Figure 4.1: Connecting Windows client
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Configuring Arctic 3G client

This chapter describes how to configure OpenVPN client running on Arctic 3G product. For more detailed
description about Arctic 3G product, refer to Arctic 3G User Manual.

This documentation is written for Arctic 3G firmware version X.Y.
5.1 Requirements
Requirements are

e Configured Arctic 3G Gateway or Router.

e Correct date and time configuration both on Arctic 3G and M2M Gateway.
e Network connectivity from client to M2M Gateway.

e OpenVPN client configured to M2M Gateway. See chapter 3.

Note: Make sure Arctic 3G has date and time set correctly and check that the imported certificates

have correct valid from/to dates. Otherwise the OpenVPN connection fails to initialise because of invalid
certificates.

5.2 Import Trusted CA

First step is to import a Certificate Authority from M2M Gateway to client. This can be done in the Arctic 3G:

1. Login to Arctic 3G. Navigate to VPN-> Certificates page (select from left menu). Select Trusted CA page.
Press Import New button to import new certificate. See figure 5.1.

Local Identity Trusted CA

The Certification Authority is 2 "trusted third party” who guarantees the identity of a remote host. The identity is
guaranteesd by digitally signing the remote host certificate. When knowing the certificate of the CaAit can be used to verify

the hiost certificate to be wvalid. The advantage of relying to Cais that you do not need to import any separate host
certificates {Trusted Hosts™ signed by that CA.

Trusted Certification Authorities

Hame Type Issued To Issued By Valid From. Valid To Hote
ca.crt #.509 CERTIFICATE | My Org My Org Jur 26 06:38:02 2008 GMT E E
{SELF SIGMED) Juk 24 08:38:02 2018 GMT

Irpart Mew

Figure 5.1: Trusted CA page on Arctic 3G

2. Copy and paste certificate (ca.crt) from M2M Gateway to Arctic 3G Certificate screen. See figure 5.2.

15
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Local Identity Trusted CA Trusted Host

Impart new trusted CA identity either by pasting the identity in FER format ar from file.

Import Identity From File

Specify the location of the Certificate or FSA key file. The File must be in one of the following formats:

« #5049 Certificate {FEM/Base-B4 encoded )

[ (2]

vely paste the identity in PEM {Base-64) encoded format, The "BEGIMN" and "EMD" tags must be
ncluded.

Hame [Examplel:A ]

Deszcription [

Identifying name for the CA certificate

] Free text

Certificate

A0guASS7 1w SGRAIDAQDABDS Gy MIGsMBOGA! UdDg QWEBEBQu+0EF=280eWd 01 Ly oD Fia

H3 11 giB9 By NYHSMEdiBEOg B Qu+0EF=250eWd 01 Lyl oD RaH3 U gyFZpFeuw WTELMAKG

A1 UEBhMCRRkx CzAJ By MNVEAATAR Z I G4w DAVDWERHEw W Ud S Jrd TEFMADGAT UEChMG
Trkg T3k Fore Py ko £ Ihve MAGKEFglt 2 U Bte S5vome CAGw DAY DWROTEA L oy EB
fzAMNBgkohki GIw0BALDGFAADBY QBE2ct05fbMNAMRR M OSWet Dr RaSEdu3pLUF3MMIES
zUtMAtLRcTh Ty ZT5B503 1vES P GIkAJS Zenr 2+ Je HEHSz M+iFAg 1 POF4YW T

vdlopoiEBHEVRD Ryt 3d+h D4 UK Tun EYWEkh Z 2 ZSBTA kAR Ze BrkiMdgxiauob3
20Gr ZFur==

[

Figure 5.2: Import Trusted CA on Arctic 3G
3. Press Submit button to save copied Certificate Authority.

5.3 Import Local Identity

Second step is to import a client certificate from M2M Gateway to client. This can be done in the Arctic 3G:

1. Navigate to VPN->Certificates page on Arctic 3G. Select Local Identity page. Press Import New button
to import new certificate. See figure 5.3.

Local Identity Trusted CA

The local identity is used to prove our identity to other parties . The remote party either heeds to khow our identity
(zelf-signed certificate or public key ) beforehand and treat us as "trusted host”. In this caze you need to manually export
our identity to the ather party. Scalable approach is to use a Certification Authority {Ca)as a “trusted third party ™ which
has sigred our certificate request. In this case both parties needs to know the CA certificate.

Local Identity

HName Type |

d To | d By Valid From/Valid To HNote
exampleclient | w509 CERTIFICATE| exampleclient | My Org Jun 26 063934 2008 GMT E Q
Jun 24 06:39:34 2018 GMT

Irnport Mess

Figure 5.3: Local Identity page on Arctic 3G

2. Select Identity type as Complete certificate (PEM).

3. Copy and paste certificate (client.crt) and key file (client.key) from M2M Gateway to Arctic 3G Certificate
screen. See figure 5.4.

16
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Local Identity Trusted CA Trusted Host

Imnport new Local Identity either by pasting the Identity in PEM format or from File. Both public certificate and private key are needed.
Basic Information

Marme Example ldentity Identifying name for the local identity. Leave empty to use the certificate filename.
Description Free text

Import ldentity From File
Specify the location of Certificate file. The File must be in one of the following formats:

+ #.509 Certificate {PEM/Baze-64 encoded )

Specify also the location of Private Key file. The File must be in one of the following formats:

+ RS54 Private Key (PEM/Base-54 encoded)

[ |7

Altematively paste the iden n PEM (Base-64) encoded Format. The
Certificate

cGWULH MMIEdibmi Ay R RIZCE DZ X J0aW Zp V2 FOZTAd By MY HG4 EFg QUoSgids ZAVAE B
ED7pSdbxhon3 0 fUYDWRN EHYwdlALILvi B Body KHINTESEta A WhET MY Eh'WaR
MFUxCzAJBgNVEAYTARZ M Qsw CAYDVREIEwGSTEOMAW GA1 UEExMPWVHWYaS Uk Dzl
BgMVEADTEK1SIESY Z2EYMEY G SqG S h3DAEJARY bW ahkub3Ingg EAMANGC Sq G
Sh3DOEBBAUALY GEAJCT+U+HGo VI 0dWVIKTNY 2ksd S 5+A8koyirdaBn Byroh

+HbtIF FhpTohy weekhtAdo FUORS CkCobim 1 KMESWsFE2 L pE 260 ZaGIC GLS+r 5y

6 MNsPT22NFZw Kfkik1x 5 CED Hurww2who Chli 09zl+uv R LZh M GP EShvp+ T =
----- EMND CERTIFICATE----- '

IFER MJE FtvBdw JEANSENMRGE ENKe1iNSz+adMM B CHRDPr2m3Usd4c HG4 Ggstir [=]
MpEVwkSwTETiskxhInA7 fnByd 00 S5HSUS CQAHFSs1 P4nShSogWs MCpBaeib Hy B+

5aC HaNhOHk ZegwBiu M. GsS MIFGE GLIRFFITOR-+ 598 K ivafouah KsL QFX0C GACE

ntWilllg GAsHBake Pkau+da+gzol mts X BLAKY Geb LyvufOskr P Kixr2 KIQQIZfMynd

{9 sy i Gii S+ T2 Liv Ak EAJJe Mz Jh T DP1 7 Glavw+ I NFIDAG GmyU+BAC3DISS

43 0FtPAYYSaYS Rr i VRV Zwoam AdaT LAHWAYKITD 2 K==

----- END RS PRIVATE KEY---- <

Figure 5.4: Import Local Identity on Arctic 3G

4. Press Submit button to save copied certificate.

Note: If you have troubles importing local identity files, check if they have been created with password
enabled. Currently only PKCS#12 certificates have password support.

5.4 Create client settings
Third step is to create client configuration on Arctic 3G:

1. Navigate to VPN->OpenVPN page on Arctic 3G. Press Create New button to create new configuration.
See figure 5.5.

2. Give name to client (can be any name), set M2M Gateway IP address, select certificate files. If you want
to route all traffic thorough the OpenVPN tunnel, set Routing to Default route. See section 3.5 on client
routing configuration.

3. Press Submit button to save configuration.

Note: If you receive error messages about LZO compression during OpenVPN connection start up, set
Limit MSS to no.
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Client Settings Common Settings

These settings define Open’'PM client configuration.
Basic Information

Lz Ves | w Eriahle to use this Open'/PN client

Hame [ExampIeCIient ] Identifying name for the connection

Description [ ] Free text

Interface [Any' WA { Default Foute ) | ,] “hich Interface to use for connection

Server IP Port [62.238.1 50.175 ] [1 185 ] (Dd;z?;u\;'tPﬁ gir)ver IF address and the port server listens
Mext hop [ ] Fossible gateway |F address used to reach the Remote
Transport [ UDP | v] Uzually UDF. Must match the type of server.

Tunnel Type IF Turinel - Euild either |F or Ethernet {bridging tunnel. kust match the

type of server.
Routing and Addressing
Routing n Type of network available behind the WER

Rernote Metwork ,r[ ] Cefine the remaote host or netwaork (when "Host " or "Met™)

Interface Addresses [ ] .l’[ ] Usually pushed by server. If not define the lacal and remote
wirtual acdresses.

Authentication and Encryplion

Local Certificate Examplelderntity cert - Our identity. kust be imported on “Certificates™

Trusted CA [ ExampleCA, v] LA certificate which has signed our identity. Must be inported

on "Certificates”

Username [ ] Additional authentication username if required by the server
Pazsword [ ] Additional authentication password if reguired by the server
Encryption [_ - - Try Every Supported - - - v] Specify if fized encryption method is required

Hash [_ - - Try Every Supparted - - - v] Specify is fized hash method is recuirec

Figure 5.5: OpenVPN client configuration page on Arctic 3G

5.5 Test connectivity

18

Enable client from the M2M Gateway and restart Arctic 3G. Wait for the connection to come up. Figure 5.6

shows syslog messages from Arctic 3G when the OpenVPN connection is properly configured.

Jul 14 09:40:47 localhost daemon hotice Exarple Client [774]: TUMTAP device ¢_tunl opened

Jul 14 09:40:47 localhost daemon hotice Exarple Client [774]: fshindfoonfiy c_tun0 192 1681502 pointopaoint 192168 1501 mtu 1500

Jul 14 09:40:47 localhost daemon notice Exarnple Client [774]: fshinfroute add -net 192 165 1500 netrask 255 2552550 gw 19216815001
Jul 14 09:40:47 localhost daemon hotice ExampleClient [774]: GID s&t to nokbody

Jul 14 09:40:47 localhost daemon hotice Example Client [774]: UID set to nokbody

Jul 14 09:40:47 localhost daemon hotice Exarple Client [774]: Initialization Seqguence Completed

Jul 14 09:40:47 localhost user notice opervpnc: primary clisnt Example Clisnt ug

Figure 5.6: OpenVPN client syslog messages on Arctic 3G

OpenVPN connection status can be checked from the front panel LED. See Arctic 3G user manual for more

information.
e If the VPN LED blinks, the connection is being initialised
e If the VPN LED is lit, the connection is up and running

When the OpenVPN connection is up, the network status screen on the Arctic 3G shows tun interface. See

figure 5.7.

System Status information.
General Settings

Time ¢_tund Link encap:UNSPEC HWaddr 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00
Status inetaddr:192.168.100.2 P--P:192.168.100.1 Mask:255.255.255.255
UP POINTOPOINT RUNNING NOARP MULTICAST MTLU: 1500 Metric:1
Network RX packets:0 errors:0 dropped:0 overruns:Q frame:0
Ethermet WAN TX packets:0 errors:0 dropped:0 overruns:0 carrier:Q
Mobile WAN (3G) collisions:) tiqueuelen: 100
WAN Failover RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

Figure 5.7: Arctic 3G network status screen with OpenVPN connection up



Chapter 6

Troubleshooting

6.1 Routing problems

If you want to access the Ethernet address of Arctic 3G, you have to set up routing on the M2M Gateway. See
sections 2.7 and 3.5 for more information about routing.

6.2 Client connection problems

If the OpenVPN client fails to connect the server the problem usually pins down to certificate vadility. Check
that both the server and the client have correct date and time set up. Also check the certificate for correct
validity dates. If the certificate has incorrect dates, it has to be recreated.

If Arctic 3G clients connection fails with LZO compression errors, set Limit MSS to no.

6.3 Certificate handling problems
If you have problems importing local identity files to client, check if you have passwords enabled on certificates.

See section 5.3 for more details.
If you have troubles creating new certificate authority on M2M Gateway, see notes on section 2.4.

19



Chapter 7

Technical Support

7.1 Contacting Technical Support

Phone: +358 20 1226 226

Fax: +358 20 1226 220

E-mail: support@violasystems.com

On-line http://www.violasystems.com

7.2 Recording Product Information
Before contacting our Technical Support staff, record the following information about your product:

e Product name.:

e Serial no.:

Note the status of your product in the space below before contacting technical support. Include information
about error messages, diagnostic test results, and problems with specific applications.
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