h
QSAR TOOLBOX e

into Categories

User manual

Toolbox 3.2 Client-Server
Configuration



QSHAR TOOLBOX QSAR Toolbox User Manual
Toolbox 3.2 Client-Server Configuration

Document history

Version 1.0 30/10/2010, First version
Version 1.1 31/01/2011, Domain controller setup
Version 1.2 16/02/2010, Minor update on server side configuration
Version 1.3 03/06/2011, Trouble shooting section
Version 1.4 05/03/2012, Updated for Toolbox 2.3
Version 1.5 05/10/2012, Updated for Toolbox 3.0
Version 1.6 17/10/2013, Updated for Toolbox 3.2
Issue date: October 2013
Language: English

If you have questions or comments that relate to this document, please send them to

ehscont@oecd.org or visit the QSAR Toolbox discussion forum at

https://community.oecd.org/community/toolbox forum.

Document Version 1.6 Page 2 of 21
October 2013


mailto:ehscont@oecd.org
https://community.oecd.org/community/toolbox_forum

AR TOOLBOX QSAR Toolbox User Manual
Toolbox 3.2 Client-Server Configuration

Table of Contents

1  Introduction ....c.ciciciiiiiieiirsre e s 4
2 PrerequisSites ...cciiiciiiiiiiiiirn i i i i r s ra e ra s rra s rE R EEasEEasEERsEERSERRSERRREE 4
2.1.1 Hardware requirements .....c.cciiiiimiiimi i r s s s s sss s ssassasnsssanssnssnsnnsnnnsans 4
2.1.2 Software requUIremMeNnts ...c.c.ciiiiiiiiiire e nas 4
3 Installation of the ToolboX Server .........cocvvrmreraririsimrrsr e s 5
3.1.1 Server Firewall settings: ....c.ccicviirmiirisirsrsrs s s s s s s n s s s s s s a s nnn 5
3.1.2 Server DCOM configuration: ....c.ccvcvmvramiersmserassessnserassassnsasassassnsasassasansasassassnsans 5
3.1.3 Server running domain controller DCOM configuration: .......c.ccvcrmverumseraniaransans 8
4 Installation of the Toolbox Client ........cccocvireriririnrrsra e s 13
4.1 Configuration of the Toolbox Client computer........c.ccicverimrierierareesanns 13
4.1.1 Client Firewall settings ......c.ccvcrimirimrmrim i is s s sn s s s n s e s s s s a s nn 13
4.1.2 Client DCOM configuration: .....c.icverierriemernerariesssesassessssasassassssasassassnsasassasnsass 13
4.2 Configuration of the client application.......ccicricrieric e e i i sre v v v srasas 15
4.3 Connecting to the ToolboX Server ........cccciiciiririerie i i s s s s s s snasas 17
4.3.1 Non Domain client.....cccciiiii i s s s s rrnmamnnn e 17
4.3.2 Domain Client ... s rr 17
4.4 Troubleshooting DCOM .....cccvrvemmammammanmansanssnssnssassassassnssassnssnssnnsnnsnnsansnnss 18
4.4.1 Configuration check list ........cccuiiiiirarineira i s s s s s s s s s snanansans 18
4.4.2 COMMON EFFOKS 1uuutueiarasrasssnsssssa s ns rs s st rs s st tssaasa st aasaasasnasasnasasnassnsasnsnnsnnsnss 19
Document Version 1.6 Page 3 of 21

October 2013



QSHAR TOOLBOX QSAR Toolbox User Manual

Toolbox 3.2 Client-Server Configuration

1 Introduction

The Toolbox Server is distributed as a Windows MSI package. It contains the files
comprising the Toolbox Server and a Database to be used by the client Toolbox
installations. The installation procedure performs only basic COM registration and does
not perform any setting up of security permissions/policies needed for the working of the

server.
The administrator of the server has the responsibility for configuring the security
permissions used for the server’'s communication.

2 Prerequisites

2.1 Hardware requirements

The computer hosting Toolbox server must have at least:
RAM: 2 GB (recommended 4 GB)
Hard disk space: 12 GB (recommended 20 GB)

CPU: Dual core processor 2Ghz or greater, 32 or 64 bit architecture (recommended

quad-core CPU)

Network adapter 100 Mbps (recommended 1Gbps)

2.2 Software requirements

Firebird 2.1 32 bit and 64bit* installation.

* Toolbox uses native client library (fbclient.dll) provided within the firebird installation
as the Toolbox server as a 32 bit application is able to load only 32 bit client library to
access the firebird server. To be able to use 64 bit server you should provide 32bit

version of fbclient.dll.
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3 Installation of the Toolbox Server

Please unzip the Toolbox Server installation package on your local disk and run the

Startlnstall.exe

3.1 Configuration of the Toolbox Server computer

The Toolbox server is a Distributed Component Object Module (DCOM) automation
server. In this respect all common rules for the DCOM applications are also valid for the

Toolbox server.

3.1.1 Server Firewall settings:

Add Toolbox Server application (TBServerV30.exe) to the exceptions list.

Add TCP port 135 to firewall exceptions list.

3.1.2 Server DCOM configuration:

oAuthentication policy:

Define a single user on the server machine that all client applications then use to
authenticate themselves to the server machine’s operating system. For the purpose of

this document this user will be called "ToolboxSvr”.

1. Start DCOMCNFG utility

=T Run &1

= Type the name of a program, folder, document, or
~—— Internet resource, and Windows will open it for you.

[o]s M D COMCNFG -

e This task will be created with administrative privileges.

o [ coneet | [ rowe |

Note: For the 64bit versions of the Windows please use Start -> Run -> mmc

comexp.msc /32 to run DCOM configure utility in 32bit mode.
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2. Select properties from the popup menu for "My Computer”.

Sl ol

(1 Console Roat My Computer 4

=8 Component Services
© = & & 2
- y COM+ DCOM Config  Distributed Running
Services (Local) Applications Transacti... Frocesses

3. Go to the "DCOM config” item on the left-hand side tree-view, right click on the

“ToolboxServerV32"” and select Properties.

5 B B B 5 -3 3 z
St & & & & 9 9 % &
£ Com+ sy RDSHost Reg3py Cli Regsi Reemots RemoteProx...  Removal b Removat bl bl
ations. Storage Re... Class Storage Storage 5. Storags
Event Viewer (Local) RepDoseMDB  SCPlugn  Secur SecueStors... SecueStors... SENSLogon  SENSLogon2 SENS Nietwork
Services (Local) Ohject Events Events Events
SEMS Onblow SENS Servicel Layer Setup SharedAccess SkypeDialog  SkypelEPlugin SkypelEPl.
Events Subscriber . Controller 12
Skypehames2  SkypePNR  SmartcardM... SMMPBCom... SonicHTTP... Soniclicens, Sound SsoProsy
Recorder
sllssvr Synchan  ta_product... TdmiconOv... Tdmbames... ThirdPartyE... ThirdPartyE... ThirdPartyE..
Syncstatus
Tt Tk Ths  Tosbeien.. TookPlugin ToxTresToo...  TPMPlughn
Obiect
ey | & f@ ) 2 ) <) [ & =

4. On the Security tab select "Customize” and click on the Edit button for the “Launch
and Activation Permissions” section. Add ToolboxSvr to the list and check Allow for

“"Remote Launch” and "Remote Activation” permissions for the user.
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5. On the security tab section select “"Customize” and click on the Edit button for Access
Permission section. Add ToolboxSvr to the list and check Allow for "Remote

Activation” permission for the user.

6. From the Identity tab select "The interactive user”. These are the recommended

settings. The different Identity settings are explained bellow.

. Component Services E@
%. File Action View Window Help - =
e=s|aE XD HE
(2 Console Root % % % » [ Actions
a % Component Services ﬁ' DCOM Co.. v
4 ] Computers ThirdPartyE... ThirdPartyE... Thumbnail timedate. cpl [EEITET TrayDeskt..
a & My Computer Cache Out .. rV32
| COM-+ Applications )
< ocomCenfiy ¥ @ %’ & 3’ &
| Running Processes Trusted TSTheme  TSWbPrxy. ULAutomat... UNS
_| Distributed Transaction Coo||  Install... exe Class
+ ] Event Viewer (Local)
%, Sevices (Local) @& @& - g - s - s - g
updaterAct.. upnpcont.  UPnPConta.. UPnPConta.. upnphost User
exe Metification
User Profile  Virtual Disk  Virtual Disk Virtual Virtual Virtual
Service DC... Service ServiceL..  Factoryf.. Factoryf.  Factoryf..
Virtwal Virtwal Virtual Virtual Virtual Vista _|
Factoryfo.. Factoryf.. Factoryf. Factoryf.. Factoryf.. Elevated ..
Volume  VssEvent  WatAdmin  Watson  WesPlugin.. wercplsup...
Shadow C... Service subscrib... dil
1 D & F & & &

The interactive user: server is started in the session of the current user logged onto

the system.
pros: Application is started with user interface.

cons: If there is more than one logged user the server is not able to start. The

logged user may not have the security rights to activate or access the server.

The launching user - not recommended to use

This user - server is started in separate session of the specified user
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cons: The user interface is not accessible.

3.1.3 Server running domain controller DCOM configuration:

Domain User who will use the server should be added to the “Distributed COM Users”

group. The domain is tested on windows 2008R2 Server.

From “Administrative tools” open “Active Directory Users and Computers”.

On the right tab select “"Users”

In the left tab select user and click on right mouse button

On appeared context menu select "Add to a group” menu item.

B Active Directory Users and Computers

Flle Action View Help

oz 7F| 40 Rz HE| a5 TE%

| Active Directory Users and Computers [Zulu.int

_| Saved Queries

[ E3 intranet.oasis4me.org

| Builtin
_| Computers

| Users
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=" Domain Controllers
_| ForeignSecurityPrindpals
" | Managed Service Accounts

52, Cert Publishers

52, DnsAdmins
Q{DnsUpdabeProxy
2, Domain Admins
.ﬂDuma\n Computers
.ﬂDuma\n Controllers
52, Domain Guests
.!?‘Dnma\n Users
Q{Enterprisa Admins

82, Group Policy Creator O
3; Guest
B RAS and 1AS Servers

52, 5chema Admins
?_, Stanislav Temelkov
?_, test acount

Move...

Send Mail
All Tasks

Cut
Delete
Rename

Properties

Help

Reset Password. ..

Open Home Page

.!PJAIIuwed RODC Password Replication Group

.QiDemEd RODC Password Replication Group

_'ydEnterprlsa Read-only Domain Controllers

Wners

%Readﬂn\y Domain Controllers

Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...

User

Security Group ...
Security Group ...
Security Group ...

User

User

MName | Type | Desaription
;_, Acount for Toolbox User this accountis intended t...
?_, Administrator User Built-n account for admini...

Members in this group can...
Members of this group are...
Members in this group can...

DMS Administrators Group

DMS dients who are permi...
Designated administrators...
All workstations and serve. ..
All domain controllers in th...

Al domain guests
All domain users

Designated administrators...
Members of this group are...
Members in this group can...
Built-in account for guest ...
Servers in this group can ...
Members of this group are...
Designated administrators...
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4. Enter “Distributed COM Users” in the edit box and then click on “OK” button.

Select this object type:

IGmups or Builtin security principals Object Types...

FErom this location:

Iirrtl—clne‘t.uasis-lmc.urg Locations... |

Enter the object names to select (examples):

Distributed COM Users| Checlc Mames

Advanced... | QK I Cancel |

5. Repeat steps 3 and 4 for all users which have to access the Toolbox server.

6. Start DCOMCNFG utility Start->RUN ->DCOMCNFG.

Note: For the 64 bit versions of the Windows please use Start -> Run -> mmc

comexp.msc /32 to run DCOM configure utility in 32 bit mode.

Document Version 1.6 Page 9 of 21
October 2013



QSHR TOOLBOX QSAR Toolbox User Manual
Toolbox 3.2 Client-Server Configuration

7. Expand Component Services, expand Computers, and right-click My Computer. Select

Properties.

{*) Component Services

. File Action View Window Help

€ HE( X0 0 | B0 [
(L7 Console Root

B & Component Services
= || Computers

= i Wby Refresh all components
| COM
| Dcor View *
" Runn Mew Window from Here
“| Distri

{2] Event Viewer (Lo ExportList...
&, Services (Local) Properties

Help
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My Computer Properties |
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General I Cptions | Default Properties
Defaut Protocols COMSecuty | MSDTC

— Access Permissions

You may edit who is allowed default access to applications. You may
also set limits on applications that detemine their own permissions.

Caution: Modifying access pemissions can affect the ability
I_ ., of applications to start, connect, function and./or run

~ securely.

Edit Limits...

— Launch and Activation Pemissions

fou may edit who is allowed by default to launch applications ar
activate objects. You may also set limits on applications that
detemine their own permissions.

Caution: Modifying launch and activation pemmissions can
I_ \, affect the ability of applications to start, connect, function
— and/or un securehy.

Edit Limits... Edit Default...

Leam mare about setting these properties.

QK Cancel Apply
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9. Under Default Access Permissions click Edit Default. Make sure “Distributed COM

Users” and provide all have Local and Remote Access permissions.

Accesspermisson K|
Default Security |

Group or user names:

5% SELF

52 SYSTEM

3; Acount for Toalbex (ToolboxSvr@intranet .oasisdmec .ong)
"i?,Administlators (INTRAMET Administrators)

EDistributed COM Users (INTRAMET Distibuted COM Users)
Add... | Bemove |
Pemissions for Distibuted COM
Users Allow Deny
Local Access O
Remaote Access O

Leam about access control and pemissions

QK I Cancel

10. Under Default Access Permissions click Edit Limits. Make sure “Distributed COM Users”

and provide all have Local and Remote Access permissions.

11. Under Default Launch Permissions click Edit Default. Make sure Distributed
COM User ” and the user whose authentication credentials will be used to access the
COM application all have Local and Remote Launch permissions, as well as Local and

Remote Activation permissions.

12. Under Default Launch Permissions click Edit Limits. Make sure Distributed COM
Users” and the user whose authentication credentials will be used to access the COM
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application all have Local and Remote Launch permissions, as well as Local and

Remote Activation permissions

4 Installation of the Toolbox Client

Standalone version of the toolbox can be also used a Toolbox client.

Please unzip the Toolbox installation package on your local disk and run the

StartInstall.exe.

4.1 Configuration of the Toolbox Client computer
4.1.1 Client Firewall settings

Add Toolbox 3.2 application (Toolbox 3.2.exe) to firewall’s exceptions list.

Add TCP port 135 to firewall exceptions list.

4.1.2 Client DCOM configuration:
1. Start the DCOMCNFG utility (Start Menu -> Control Panel -> Administrative tools ->

Component Services or invoke "DCOMCNFG” from the Start Menu’s Run menu item)
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2. Right click on "My Computer” and select Properties from the popup menu.

5 ol
@ Ele  Action  View dow  Help

e~ |[B[E| X e @m0
[ Console Root

My Computer
BB Component Services
i =0 Computers

Event Yiewer {Local) oM+
Services (Local) Applications

DCOM Config  Distributed

RUnning
Transacti,..

Processes

3. Go to "COM Security” tab and from the “"Access Permission” section use the “"Edit

Default...” and “Edit Limits...” buttons to change the permissions for security principal
“Everyone” and "ANONYMOUS LOGON".

4. Check “Local Access” as well as “"Remote Access” for “Security Limits”.

Access Permission

Security Limits ]

Graup or user names:

ﬁANDNYMDUS LOGOM

ﬁ E vemone

Add... | Remove |
Permissians far Everyone Allaw Deny
Local Access O
Remote Access il
Ok | Cancel

5. Check “Local Access” as well as "Remote Access” for “"Default Security”.
Document Version 1.6
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Access Permission

Default Security l

Group or user names:

!ﬁ Everyone
€5 SELF
€7 SYSTEM
Add... | Remove |
Pemizzions for Everone Allova Denp
Local Access O
Remote dccess O
QK | Cancel

4.2 Configuration of the client application

The Toolbox standalone application can also act as a Toolbox client application.
Configuring this requires the Toolbox to have “Remote connect” set instead of the default
“Local connection” in the Toolbox options. When “Remote connect” is selected for the
Database the user needs to specify the name or address of machine where the Toolbox

Server is installed. After this change Toolbox needs to be restarted.

When Toolbox is started as client application the database importing features are

disabled. These functions are delegated to the Toolbox server only.
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Data matrix Chemical browser Structural space mode
Title column width 350
Column count 5 = @ 2D (ignore stereo information)
Cell width 130 = Font...
Depiction height 100 = (7 2.5D (preserve stereo information)
I Database
Ll () Local Connect Database in use(D: \TEDBs{TB3.2_14. 10,2013 TR sets Abouts,FDB =
| (@) Remote Connect Server
" [7] Assign Data by SMILES [[]use Inventories in chemical input Pass progress object to server
L
Folder for user models
C:\Users\dab\Documents\QSAR Toolbox\QSAR Toolbox 3.0UserDir',
Calculations Data format Warning messages
[IDonotuse plarameter cache List separator Range separator [T when define chemical group
Memory cache size (values/calcuiator) . - B - When define chemical group with inventories
5,000 = [T]wihen gather data
Count of digits 3 =
Max count of tautomers for parameter [C] when execute query tool
caloulation and profiling When profiling with metabolism
100 z
Max SMILES length for 30 calculations
&0 z
[ o OK ] ’ X cancel l E" Restore default
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Connecting to the Toolbox Server
After the client side DCOM is properly set up the Toolbox Client application only needs

the IP address (or name) of the Toolbox server.

4.2.1 Non Domain client:

When the Toolbox starts the user is asked to provide credentials for the Toolbox server.
Select “"As User” and enter username and password of the account who have defined
access to the Toolbox Server application on the remote machine for this presentation is

the ToolboxSvr.

Remote Toolbox server 172.17.84.248
Server Identity

X

{:} A5 current user (%) s User

Username: | |

Passwiord; | |

7o

4.2.2 Domain Client

On the Toolbox remote wizard leave the selection “"As current user” and then click "OK”

the current user will be used to log to the server.
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4.3 Troubleshooting DCOM
4.3.1 Configuration check list

Common for domain and non domain configurations:

DCOM is enabled on both client and the server

The Toolbox Server is configured to run in “Interactive mode” (it is possible to define it

“as user” but the user interface will not be accessible).
The Firewall does not block connections on both client and server.

On the client the firewall is configured to allow the Toolbox application inbound and

outbound connections and TCP/IP port 135 is open for outbound connections.

On the server the firewall is configured to allow ToolboxServer application inbound and

outbound connections and TCP/IP port 135 is open for outbound connections.

When in Non-Domain configuration:

There is a defined user account (for instance “ToolboxSvr”) on server and client with

same name and password.
The Toolbox account ("ToolboxSvr”) is logged into the server.

Toolbox account has privileges in the DCOM configure section to access, launch and

activate ToolboxSvr object on both client and the server.

Clients connecting to the server provide user name and password.
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When in Domain configuration:

All domain users have granted DCOM access, launch and activation rights.

The server object runs under an account granted with access, launch and activate rights.

Clients access the server from Toolbox start-up screen as “current user”.

4.3.2 Common errors

Error Possible Issues Solution
The RPC server The computer really doesn't Add Toolbox server
unavailable exist. application(TBServerV3.exe) to

The Windows Firewall on the the firewall’s exceptions list and

server is blocking the connection. open TCP/IP port 135.

Access denied DCOM is not enabled. 1. Check if server and client

. ) . firewalls allow connections.
Client firewall blocks connection.

The user does not have remote 2. Check if server runs under

access to the computer through account that has DCOM rights.

DCOM.
Client is compiled The client and server versions Update Toolbox server and
with different server | does not match. Toolbox Client to the latest
access library... version.
Interface not The implementation Toolbox Update Toolbox server and
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supported Server interface of the server Toolbox Client to the latest
differs from the client version.

implementation or the client.

Unable to bind client | Client does not allow callbacks Grant access, launch and activate
ITBNotify callback from the server. The server runs |permissions to the server’s user
interface to the under user account with no account on the client.
server defined granted DCOM rights on

the client.
The server process There is no logged user on the Option 1 :

could not be started |server or the logged user does Change the settings of the

because the not have granted DCOM rights on Toolbox server object from

configured identity is the Toolbox Server. DCOMCNFG to work “as user”

incorrect. Check the from the identity.

User name and

Password.
Option 2: Grant DCOM access,
launch and activate to the
current user logged the system.
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