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Foreword

Explanation of the signals

In order to let you set up and use this product correctly, please pay attention when reading or browsing
the manual as you see these signals listed below.

Warning/ Danger
Users should read the explanation carefully and understand it completely, otherwise

A users might be in danger or even be injured.

Caution/ Be Careful
Remind users to be careful when setting up the product and to avoid damaging the
product or its system programs.

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant
to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses and can radiate radio frequen-
cy energy and, if not installed and used in accordance with the instructions, may cause harmful interfer-
ence to radio communications. However, there is no guarantee that interference will not occur in a par-
ticular installation. If this equipment does cause harmful interference to radio or television reception,
which can be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compli-
ance could void the user's authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled environ-
ment. To maintain compliance with FCC RF exposure compliance requirements, please avoid direct con-
tact to the transmitting antenna during transmitting.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.
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Chapter1
Introduction of MZK-W04NU

Introduction

Thank you for purchasing Wireless USB Broadband Router MZK-W04NU. This router is a multi-func-
tion device which provides shared broadband Internet access for all LAN users, 4-Ports switching
hub for 10/100 Base-T connections and an additional USB port.

MZK-W04NU has embedded with IEEE802.11b/g and 802.11N Draft 2.0 wireless communication stan-
dard. All the PCs and network devices, including PDA, mobile phone, game console and other digital
appliances, with wireless functions can surf online wirelessly through MZK-WO04NU wireless broadband
router. Cooperate with 802.11N Draft 2.0 wireless adapter, MZK-WO04NU can let data transmission rate
up to 300Mbps! It also has the built-in WPS function. All you need to do is to press a button and then you
can easily setup up wireless Internet and security settings. (Only Windows XP and 2000 OS support
WPS function.)

MZK-W04NU incorporates many advanced features, and it was designed to provide sophisticated but easy
to use functions. MZK-W04NU has a built-in Web server, thus you can access its settings through Web
browsers, such as IE, Netscape, Firefox, and so on. You can set up and configure the settings easily and
completely and enjoy the convenience instantly.

MZK-WO04NU has an USB port and supports BitTorrent download, iTunes Server, DLNA and NAS func-
tions. With all these features, MZK-W04NU must be the best solution for both beginners and advanced
users.

Special Features

> Compatible with IEEE802.11n Draft2.0

Itis compatible with the regulation of next generation of high speed wireless LAN IEEE802.11n Draft2.0.
At maximum, 300Mbps throughput can be achieved. It can also build steady connections at isolated
place or blocked dead spot by using multiple antenna.

> Support WPS (Wi-Fi protected setup)
You just need to push a button to setup wireless Internet and security setting.

> BitTorrent supported

MZK-W04NU supports BitTorrent for efficient file downloading in narrow/broad band. BitTorrent is the
large file distribution system. One of the assets of this BitTorrent is that downloading will be more efficient
and fast as the file become popular and popular.

> iTunes Server supported to share the music
MZK-W04NU supports (Only FAT32 format supported) iTunes Server, and all the computer under the
same LAN can share music easily.



> DLNA (Digital Living Network Alliance)

As long as connect MZK-W04NU to digital multimedia equipment which supports DLNA (Digital Living
Network Alliance), it does not need miscellaneous settlement. It can broadcast the digital contents stored
in NAS easily, and let you easily build your digital home easily.

> Serves as NAS with additional hard disks

MZK-WO04NU is equipped with one USB 2.0 port, and supports NAS (Network Attached Storage). The
product serves as network storage when a USB hard disk is attached to it, and files in the hard disk can
be shared throughout the network via the router. The product also supports USB flash memory.

> 3dBi powerful antenna
The 3dBi antenna increases the connection distance and provides steady connection for wireless LAN.

1. Contents of Package

After purchasing MZK-W04NU Wireless Router from a distributor or an agency, please open the pack-
age and check that all the components listed below are included. If there is any item missing or dam-
aged, please contact with the distributor or the agency at once.

o MZK-W04NU x 1

+ 3dBiAntennax 3

+ User’s Manual x 1

+ AC Adapter x 1

+ RJ-45Cablex 1

+ CD (with Addons included) x 1

If plug the AC adapter which includes in the product package into a socket with different
voltage power supply, it will cause damage and that is not included in warranty.



2. Product Functions

Front Panel—LEDs

LEDs Status Meaning

Power On/Off When starting up MZK-W04NU, the Power LED will be on.

AP/Router | On/Off When switching to Router mode, the Router LED will be on. When
switching to AP mode, the AP LED will be on instead.

USB On/Off When connecting with a USB storage device, the LED will be on.

Wireless Blinking The LED will be blinking steadily while the wireless reception is fine.

LAN On/Blinking | When the connection is established between MZK-W04NU and a host,
the LAN LED will be on. And the LAN LED will be blinking when trans-
mitting or receiving data via LAN port.

WAN On/Off When the connection is established between MZK-W04NU and a
modem, the WAN LED will be on. And the WAN LED will be blinking
when transmitting or receiving data via WAN port.

Status On/Off When starting up MZK-W04NU, the Status LED will be green.

WPS On/Off Press the WPS button and the LED will be on.




Back Panel—Ports

-
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Ports | Function
USB Connect a USB storage device with MZK-WO04NU through USB port, and then users can
share files on the network.
LAN Use standard LAN cables (RJ45 connectors) to connect your PCs to these ports.
Any LAN port can be connected with another hub, if required.
WAN Connect a DSL or Cable Modem to the WAN port and link to the internet. If your modem
came with a cable, use the supplied cable. Otherwise, use a standard LAN cable.
Power | Plug the power cord into this port and the other side of the adaptor should be plugged into
the socket.
Button Function Usage
Reset Reset to default Press and hold the reset button for 20 seconds, and release
the button. All the settings will be reset to default value after 1
minute. Note: During the resetting process, do not unplug
MZK-W04NU’s power cord.
WPS Build wireless Press the button and build a connection between MZK-WO04NU
connection and a station (adapter).




Button Function Usage

AP/Router|  Shift between two | Shift between AP and router modes by switching the switch.
modes AP (Access Point) Mode: MZK-W04NU’s DHCP server will be
disabled; you will not be able to make WAN settings anymore.
Also, MZK-WO04NU's IP address will be changed to
192.168.1.250.

Router Mode: MZK-W04NU’s DHCP server will be enabled; you
can make WAN settings under this mode. Also, MZK-W04NU’s
IP address will be changed to 192.168.1.1.
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How to Set Up MZK-W04NU

D)

PCINB

Internet

( N\
e |
L

Modem

04

PCNE

—t
10/100Mbps
LAN port x 4

Router / AP
switching

Support DLNA products

i

USB 2.0

I t
:L_J por

Unwrap the package of MZK-W04NU Wireless Router and check if the components are complete
and without missing anything.

Choose an Installation Site.
Select a suitable place on the network to install MZK-WO04NU Wireless Router. And make sure that

the Wireless Router and the DSL/Cable modem are not powered on yet.

Connect LAN Cables.
Use standard LAN cables to connect PCs to the switching hub ports on MZK-W04NU. Both 10 Base-T

and 100 Base-T connections can be used simultaneously.

. Connect WAN Cable.

Connect the DSL or Cable modem to the WAN port on MZK-W04NU.

. Power On.

Power the DSL or Cable modem on, and connect the adapter with MZK-WO04NU and plug the other
side of the power cord into the power socket to power on it. While detecting, the Power LED will be
on, and LAN LEDs will be blinking for a while and then the MZK-WO04NU will be ready in a short time
when the Status LED is on.



Plug the AC Adapter which comes with MZK-WO04NU in a different voltage power supply
will cause damage on MZK-WO04NU, and it is not included in warranty.

System Requirements

> Windows, Macintosh, or Linux-based Operating System with an installed Ethernet adapter
> Network cables. Use standard 10/100 BaseT network (UTP) cables with RJ45 connectors.

> TCP/IP protocol must be installed on all PCs.
> For Internet Access, an Internet Access account with an ISP, and either of a DSL or Cable modem

(for WAN port usage)
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Chapter2
Setup & Configuration

1. Client’s Computer Setup

The computers on your LAN need to be set up to cooperate with MZK-W04NU Wireless Router.

Please make sure that your operating system already enabled your interface card on the host and con-
nected to one of the LAN ports on MZK-W04NU through Cat.5 cable. Be sure that LEDs on MZK-
WO4NU are already on and the LED corresponds with the port which you connected. If you switch on
MZK-WO04NU for the first time, owing to the default status, it will automatically enable the embedded
DHCP server and start to distribute IP to your host. In addition, the default IP address of MZK-W04NU is
“192.168.1.1.” (Note: if the AP/Router switch has been switched to AP mode, MZK-W04NU’s IP
address will be 192.168.1.250.) If your operating system is Windows 98/2000/XP, you may be able to
use command of “ipconfig” to inquire whether you have the correct IP address or not. If you are using
Linux/Unix-Like system, you can use “ifconfig” to check your NIC (Network Interface Card) address.
The instructions are as follows:

¢ Windows98

1. Click “Start = Programs = MS-DOS” or “Start = Run...” and type in “command.exe” and then
press enter.

2. “MS-DOS” window will appear.

3. Type “ipconfig” after the command of “c:>” and then press enter.

4. MS-DOS will appear your NIC address in the window, please take notice of the value of “IP Address”
and “Default Gateway.”

5. The value of “Default Gateway” is the IP address of MZK-WO04NU.

*  Windows2000/XP

1. Please make sure that you do have the authority to access as an “Administrator” or you are already
one of the “System Administrators.”

2. Click “Start = Programs = Accessories = Command Prompt” or “Start = Run...,” and then
type in “cmd.exe” and press enter.

3. It will appear a “MS-DOS” window.

4. Type “ipconfig” after the command of “c:>" and then press enter.

5. MS-DOS will appear your NIC address in the window, please take notice of the value of “IP Address”
and “Default Gateway.”

6. The value of “Default Gateway” is the IP address of MZK-WO04NU.

If you can get “IP Address” and “Gateway,” normally, it means that you may use web browser to config-
ure MZK-WO04NU. Type your destination—"http://192.168.1.1" (default IP Address of MZK-WO04NU)
(Note: if the AP/Router switch has been switched to AP mode, MZK-W04NU'’s IP address will be
192.168.1.250.) on the Address Bar in the web browser. If you have changed the default IP Address of
MZK-WO04NU, please type in the new address on the address bar.

12



2. Web Configuration

The MZK-W04NU Wireless Router contains an HTTP server. This enables you to connect the router, and
configure it by using your web browser.

Before attempting to configure MZK-W04NU Wireless Router, please ensure that your PC can establish
a physical connection to the Wireless Router. The PC and the MZK-W04NU Wireless Router must be
directly connected with each other (using the LAN ports on MZK-W04NU) or on the same LAN segment.
Besides, the MZK-W04NU Wireless Router must be set up and powered on.

The MZK-WO04NU Wireless Router's default IP Address is “192.168.1.1." (Note: if the AP/Router
switch has been switched to AP mode, MZK-W04NU’s IP address will be 192.168.1.250.) If the IP
address has already used by another device, the other device must be turned OFF until MZK-W04NU is
allocated a new IP Address.

Using Web Browser

To establish a connection between your PC and the MZK-WO04NU Wireless Router:
1. Start the WEB browser.

2. In the Address box, enter http://192.168.1.1 (Note: if the AP/Router switch has been switched to
AP mode, MZK-W04NU’s IP address will be 192.168.1.250.) which is the default IP Address of the
MZK-WO04NU Wireless Router. Press “Enter” on your keyboard, and the pop-up will ask you to enter
the User Name and Password to get into the program.

‘. Blaih Paga - Windows lintei nel Explaiai

W S| Ocoveae.. o] G- 8 - @ Gk

[ e |2

Connect to 192 160.1.1

Thes seever 192, 168001 0t - requines. & usermames o
plrierd.

WiTeng: This snve i necueting that yous Lssnane ard
parkiword b gank in a0 insecune manner {basic suthentcation
wihout 3 Becure conneckion).

i [T |
Bmsswnd: {
[l asmember my pasmwsord

o] (e ]

Waitiesy o itk (Y52 168L1.4).. [a 1| i@ Irmmet oo =
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3. Enter the default User Name “admin” and Password “password” and then click “OK” to enter the
system. You can also put a check in the “Remember my password” check box, and next time you
do not need to enter password to enter the system.

Connect to 192, 168.1.1

The server 152, 168,1.1 8t . requires & ussrname and
passwarnd,

‘Warnirg: Thes server is neguesting that your ussrmame and
pesswond be sent in an insecure menner (hasic authentication

without & secure
Bassward: [aesenaes |
Cleemember my passwond

)=

4. After entering the system, MZK-WO04NU will show you the homepage. During configuration, you can
use the tabs on the top of the page to navigate. Besides, it is necessary that, after configuring, you
should click “Apply” to enable the settings you've made.

MZK-WO4NU 0]
Stius Management || Network Advanced Firewall Wireless LAN use Log

Model Hame MZKAVI4NL
FAW Viersion 1,03.11
Wireless LAN Buibd Datee  Fri Mar 6 14:02:49 15T 2005

L iI

web configuration page, please follow the steps below to check if there is any problem:
1. Make sure that MZK-WO04NU Wireless Router is properly installed and powered on,
and LAN connection is O.K. You can test the connection by using “Ping” command:
* Open MS-DOS window or click “Start = Run...” on the desktop to show the com-
mand prompt window.
* Enter the command: ping 192.168.1.1
« If it shows the message of “Request time out,” the problem can be either disorder of
connection, or the conflict between your PC’s IP address and the router’s IP address.

2 If your MZK-WO04NU Wireless Router does not response, and you cannot enter the

14



192.168.1.2~192.168.1.254, in order not to occupy the MZK-WO04NU’s default IP
address “192.168.1.1.” In addition, the subnet mask must be “255.255.255.0.” To
know more details of your PC and Internet connection, please check the TCP/IP set-
tings on your PC.
3. You have to make sure that your PC and MZK-W04NU are on the same segment.
4. Note: if the AP/Router switch has been switched to AP mode, MZK-W04NU’s IP
address will be 192.168.1.250.

2 2. If your PC uses static IP address, the IP address must between in the range of

3. Switching Language

You can set the language of MZK-WO04NU’s configuration web page to your preference. Please click the
scroll-down menu in the upper-right part, choose the language you prefer, and then click “OK”.

Mr’lllillapmm
Chinese

Model Hama MIH-ANIEHU
FiW¥ Warssen 103 11
Build Dats  Fro Mar § 180049 JST 2009




4. Setup Wizard

After you login the configuration utility, you can click “Setup Wizard” on the upper left of the page to start
setting up MZK-WO04NU. You can finish setting up the router and begin to connect Internet just through a
few simple and easy steps. Please follow the instructions below to set up MZK-W04NU.

MZK-WO4NU Enginh__ sl

Status Managemant Hetwork Firewall Wireless LAN usa Log

Mool Nasma WIS WL
FAW Warsion 18311
Buald Date  Fn Mae § 140243 J5T 7009

4.1. Enter Setup Wizard

The followings are the most common used connection types: Static IP Address, DHCP, and PPPoE. If
you want to know more about the other types of WAN configurations, please refer to “Network — LAN
Setup” configuration page.

MZK-WO04NU will automatically detect your WAN connection type.
[ SewpWinrd (Sepd)

Aakgenpta Salaclion of the inlamal CoANACHos Typs i Shared

Piease connect the intemet connection cable with the WAN port, and click the Mt bution,
O, please chick the “Skip' bufon 1o cancel aulomalic defection

+ Skip: the automatic detection process and choose the WAN type manually.
+ Next: Start automatic detection.

System Message

Detecting... Please wait for a while. 27

Setup Wizard (Step 2)

The type of the Intemet connection is PPPIE.
Setting the PPPoE’ connection. Please click the Mext’ button.

+ Next: Click this button to start configuring your WAN connection.

16



4.2. Broadband Type & IP Address Info

Please set up your WAN connection mode accordingly.

4.2.1. Static IP Address

> Step 1
If you have already had a Static IP address, you can choose this entry and use the wizard to configure.
Click “Static IP Address” to proceed.

@

Hetwork Advanced Firewall Wireless LAN uss

Setup Wizard [Step 2)

© DHCP
O PPPoE

> Step 2
The following are the WAN settings; please configure the settings according to the real environment.

Setup Wizard (Step 3)

Static IP Address

Pasaess o Jo Jo o |
SubnetMask [0 |0 [fo lo |
et Goteway 00|
ons Semer o Jio o o |
DNSSever [0 |0 |0 fo |

+ |P address: Enter the IP address provided by your ISP.

+ Subnet Mask: Enter the Subnet Mask address provided by your ISP.

+ Default Gateway: Enter the Default Gateway address provided by your ISP.
+ DNS address: Enter the DNS IP address provided by your ISP.

+ Finish: After finishing setting up, you may click here.

17



4.2.2. DHCP
> Step1
If you use cable modem, you may choose this entry and use the wizard to configure. Click “DHCP” to
proceed.
| Engish__ i} OK]

Hetwork Advanced Firewall Wireless LAN use
Setip Wizard [Step 2)

O Static IP Address

> Step2
The following are the WAN settings; please configure the settings according to the real environment.

Satup Wizard [Step 3|

DHCP

Change MAC Address [JEnsble = = m = = &

* Change MAC address: The default MAC address of MZK-W04NU is the Network Interface Card’s
(NIC) MAC address on the WAN side. If you were asked to use the NIC provided by the ISP, you may
click “Enable” and enter the MAC address of NIC provided by the ISP. We do not suggest you to
change the default MAC address, if your ISP does not ask you to change it.

* Finish: After finishing setting up, you may click here.

18



4.2.3. PPPoE
> Step1
If you use PPPoE, you may choose this entry and use the wizard to configure. Click “PPPoE " to pro-
ceed.
Eogisn 0¥

Network Advanced Firewall Wirebess LAN use
Setup Wizard | Step 2)

O Static IP Address.

O DHCP

> Step2
The following are the WAN settings; please configure the settings according to the real environment.

Setup Wizard [Step J)

PPPoE
USER 10 |
Password —— |
Confirm Password (asssssss

* USER ID: Enter the User Name provided by your ISP. (The ID must be alphanumeric characters and
case sensitive.)

* Password: Enter the Password provided by your ISP. (The password must be alphanumeric charac-
ters and case sensitive.)

* Confirm Password: Enter the Password again for verification.

* Finish: After finishing setting up, you may click here.

19



5. Status

5.1. System
After entering the configuration homepage of MZK-W04NU, please click “Status” on the upper left cor-
ner of the page. This page shows the general current system status.

MZK-WO4NU | Engish__ s [{OK]

Status Management Hetwork Advanced Firewall Wireless LAN usg Lag

Modal Hame MEWIHHL

FAN Version 103 11
e T— i Dt b 140248 5T 2008

5.2. LAN

Click the link of “LAN” on the left side of the page, it will show you the current settings of Local Area Net-
work.

MZK-WO4NU
$tatus " Metwark A Firewall | | Wireless LAN use Log

P Addmes T2 18811
Subnet Mask 255 285 285 0
DHCP Server Ensble

MALC Addross 00900 M:0a 18

5.3. WAN

Click the link of “WAN” on the left side of the page to check the current Internet connection status of
MZK-W04NU.

Conmectsn Typs DHCR
Clonnect alahm, Cecormes

P Addmss o

Submet Mazk 3800

Dutalt Gabewary 3000

DS Servnr atog

NS Serves a0

MALC Addowsa 30 BhccM 8210
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5.4. Wireless LAN

Click the link of “Wireless LAN" on the left side of the page to check the current WLAN settings of MZK-
WO04NU.

MZK-WO4NU o<}

Status Management Network Advanced Firewall Wireless LAN usB Log

AP/Router Router Mode
Wireless Mode 802.11 BIGIN
Access Point 1 SSID

planexuser
Access Point 2 SSID_ planexuser2

Access Point 3 SSID 0030CCF49A18
Access Point 4 SSID

Wireless LAN

Channel 1
MAC Address(BSSID) 00:30-cc:f4:9a:18

» Refresh: Press this button and refresh the webpage.
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6.

Management

You can configure many things through Management functions, such as

Remote Management

Password

Time Zone and NTP (Network Time Protocol)
Firmware Update

Save & Load Settings

Load Default & Reboot

6.1. Remote Management

MZK-W04NU Wireless Router can be managed by any PC from your LAN. If the router has connected to
the Internet, the administrator can also configure it via the Internet. Owing to the security, however, you
should have a static IP before performing remote management.

22

MZK-WO4NU e Engiish _ v
i
Status Management Network Advanced Firewall Wireless LAN USB Log

e e

Remote Management

EaTo Remote Management []Enable

Date & Time Management host IP E“Z“EHZ'

Firmware Management Port

e s Change of the Port setting is applied after rebooting.

Load Default & Reboot

Reply ping [JEnable

Remote Management: Click the check box to enable remote management function.

Management host IP: Enter the IP address of the remote management interface.

Port: Enter the connection port number for Remote Management. The default value is 80. The
changes you made here will be applied after MZK-W04NU rebooting itself.

Reply ping: Ping is a common and useful tool to know the connection status of a specified remote
network device, but some malicious intruder will try to fill your network bandwidth with a lot of PING
request data packet, to make your internet connection become very slow, even unusable. Check this
box and the router will reply all inbound PING request, and when you activate this function, not only
you but all the users will be able to ping your router from Internet.

Apply: Click this button to save the settings.

Clear: If there is anything wrong with the settings you made, you can click “Clear” to configure the
page again.



6.2. Administrator

The default USER ID of MZK-WO04NU Wireless Router is “admin” and Password is “password.” It is rec-
ommended that you should change the default password to have better protection over the router and
the LAN. You must memorize the password set by you to enter the system; otherwise, you have to
restore the whole systems and then configure the settings again.

MZK-WO4NU

* Current Password: Please enter the current password of administration.

* USERID: Enter the current USER ID of the administration. (It has to be alphanumeric characters and
case-sensitive.)

* New Password: Enter a new Password of the administration. (It has to be alphanumeric characters
and case-sensitive.)

* Confirmed Password: Please enter the password again for confirmation.

* Apply: Click this button to save the settings.

* Clear: If there is anything wrong with the settings you made, you can click “Clear” to configure the
page again.
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6.3. Date & Time

You can set the system date and time according to the time zone where you locate now.

24
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NTP: Click to enable the Network Time Protocol function.

Timezone: Scroll the list to choose the time zone for MZK-WO04NU.

NTP Server 1/2: You can enter the Internet address of an NTP(Network Time Protocol) Server for
your system to synchronize with.

Time: Here shows the current date and time.

Apply: Click this button, the system will save the settings and synchronize with NTP Server.

Clear: If there is anything wrong with the configuration, you can click “Clear” to configure the page
again.

Refresh: Click this button to update to the latest date and time.



6.4. Firmware Management

You can upgrade the firmware of MZK-WO04NU via Web Browser.

Be sure that the downloaded firmware is stored in your PC’s disk and then click “Browse..." to search for
the firmware file which you just downloaded. Click “Open” to use the firmware and then go back to the
configuration page, and click “Firmware Update” to start upgrading immediately. It is recommended that
you should save the settings before upgrading the firmware.

turn off the power of MZK-W04NU. After finishing upgrading, MZK-WO04NU will restart

c It takes about 2~3 minutes to upgrade the firmware. When upgrading, please do not
automatically.

Firmware Management

Firmware Updata | Browse, Firmmware Update ]

Firmware Management

Firmware Update [F-\Capture&Manual\Route|

MZK-WO4NU
| Management |

Spn-imrhm.mmﬁ!lvﬂmn
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6.5. Save & Load Settings

Before upgrading, you can use this function to save current system settings or upload the previous set-
tings after upgrading the firmware.

> Save Settings to file
You may click “Save Settings to file” button to save current system settings to your local disk. (The for-
mat will be “*.bin” file)

Save Settings 1o file U Save Settings o file _i)
Load Settings from file | |[(Erowse. | [ Load Settings romfile |

E;wumwmﬁﬂn.ﬂhamnﬁumm

Hame: cfg.bin
Tepe: Lnknown Fils Type, 1256E
Foom  192.168,1.1

[ B Gove | Cacet |

your compuber, |F pou donot ingst Bhe sowrcs, do not fnd &
progrém to oper this e or sarve this fle. What's the risk?

> Restore Settings

Make sure the saved system setting file is in the local host disk and then click “Browse..." to search for
the saved system setting file. Click “Open” to select the system setting file that you want and then click
“Load Settings from file” to start restore the settings.

Save Seftings fo file |  Save Settingstofile |

Load Settings from file | iﬂ%ﬁ" ‘!’ Load Sellings from fle
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6.6. Load Default & Reboot

> Load Default
Click “Load Default” and then the system will restart to the factory default value afterward. After suc-
cessfully restoring, the system will automatically go back to the homepage.

Syssem ks restarting now, Flease wait for 3 white. 73

> Reboot

Go to the “Load Default & Reboot” configuration page, and then click “Reboot” to restart the system. It
may take some time to complete the process, please don't turn off the power of the router before the
process is completed.

MZK-WO4anNU

Status Firewall Wirgless LAN WEB Log

System is revtarting s, Plezse wail e o while. 73
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7. LAN Setup

On the LAN Network Settings page (Network -> LAN Setup), you can set up LAN IP address; moreover,
you can enable DHCP Server function to assign IP addresses to users on the LAN.

DHCP stands for Dynamic Host Control Protocol. MZK-W04NU Wireless Router has a built-in DHCP
server which can automatically assign an IP address to those computers/devices on the LAN/private net-
work. If you enable DHCP server, the client device will obtain an IP address automatically. Whenever you
turn on the computer, the client device will automatically load the proper TCP/IP settings from MZK-
WO04NU. The DHCP server will allocate an unused IP address from the IP address pool to the requesting
computer, but you must specify the beginning and ending address of the IP address pool.

MZK-WO4NU

SEatus MNetwark Agvanced Firgwall Wirsless LAN WUEE Log

WAN Setup W agdren [w2[[valt [ |
Sutet Mask (798|209 28 ][0 |
DHCP Server  [7] Esabis
Stan Addness (152|108 |[1 |20 |
End Addrose 152108111 [/
LANIP

* IP address: Here is the IP address of the LAN side of MZK-W04NU. It is usually the default gateway
of the client's PC. The default IP address is “192.168.1.1".
* Subnet Mask: The Subnet Mask of the LAN side of MZK-WO04NU is “255.255.255.0”.

DHCP Server

» DHCP Server: Click to “Enabled” the DHCP server of MZK-W04NU.

+ Start Address/End Address: Please enter the first and the last IP addresses which MZK-W04NU
distribute IP addresses to. The IP addresses in this range can get assigned IP addresses from MZK-
WO04NU. (However, all the PCs on the same LAN should use the same subnet mask.)

* Apply: Click this button to save the settings.

+ Clear: If there is anything wrong with the settings you made, you can click “Clear” to configure the
page again.

Note: if the AP/Router switch has been switched to AP mode, MZK-W04NU’s IP address will be

192.168.1.250, DHCP will be disabled, and you will not be able to make any changes to the WAN
connection.
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8. WAN Network

In the WAN Network settings (Network -> WAN Setup), MZK-W04NU Wireless Router provides many
kinds of access. You can configure the WAN side according to the real environment.

8.1. Static IP Address

If you do not need to make a dial-up connection, and your ISP provides you a static IP address, please
choose “Static IP Address”.

MZK-WO4NU

s

waddess o 1o o Jp |
Subeet Mask [0 0|0 |0
Detaut Gateway [1_|5_|[o_|[o_|
PPP ons Sever o 1o |fo |fo ]
PPPOE oNsSever 0|0 ][0l

* |P Address: Enter the IP address provided by your ISP.

* Subnet Mask: Enter the Subnet Mask address provided by your ISP.

+ Default Gateway: Enter the Gateway address provided by your ISP.

» DNS Server 1/2: Enter the DNS Server’s address provided by your ISP. Enter the second DNS
address, however, this is option and you may leave it blank.

* Apply: Click this button to save the settings.

+ Clear: If there is anything wrong with the settings you made, you can click “Clear” to configure the
page again.
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8.2. DHCP

If you automatically get the IP address from your ISP or use the Cable Modem, please choose “DHCP’.

MZK-WO4NU 0K

Metwark Advanced Firewall Wireless LAN use Lag

Change MAC Address [JEnaess (00 00 |lec [ [loa |[10 |

* MAC address: The default MAC address of MZK-W04NU is the Network Interface Card’s (NIC) MAC
address on the WAN side. If you were asked to use the NIC provided by the ISP, you may click
“Enable” and enter the MAC address of NIC provided by the ISP. We do not suggest you to change
the default MAC address, if your ISP does not ask you to change it.

* Apply: Click this button to save the settings.

» Clear: If there is anything wrong with the settings you made, you can click “Clear” to configure the
page again.
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8.3. PPPoE

If your ISP assigns a new IP address for you whenever you login, please choose “PPPoE (Point to Point
Protocol over Ethernet)” from the above page.

MZK-WO4NU

‘Static 1P Addrass [ [——
DHCP T R L —
PPPdE ML 1254
PPPoE
Unrumbered rgiigioadl.
PPPoE Multisessian et il -
Auitn Recomnact 7]
Auth Type Ao OPAP O CHAP
Diok Stotus  Dacoanse
[toar]

* USER ID: Enter the User Name provided by your ISP. (The ID must be alphanumeric characters and
case sensitive.)

+ Password: Enter the Password provided by your ISP. (The password must be alphanumeric charac-
ters and case sensitive.)

» Confirm Password: Enter the Password again for verification.

¢ MTU: MTU means Maximum Transmission Unit, the largest physical packet size, measured in
bytes, that a network can transmit. The default value is 1454. Please set up the MTU according to
your system environment. Only enter a new MTU when your ISP requires, otherwise, please leave it
as the default setting. When using PPPoE connection, you may need to change MTU settings to
maintain the connection with your ISP, however, if the incorrect value was entered, you may be
unable to access certain websites. Reducing the packet size can help connecting to certain websites
or speeding up the transmission rate.

+ Dial-On-Demand/Silent Timeout: You may disconnect the connection when there is no activity for a
period of time and set the Silent Timeout in the next field. Silent Timeout means a period of idle time
before you go offline. Enter a maximum period of time (minute) to define the maximum idle time. If the
silent time is above the defined maximum idle time, it will go offline immediately. You can set the val-
ue to be 0 or Auto Reconnect to disable this function. If you check the check box of Dial-On-Demand,
MZK-WO04NU will dial automatically whenever there’s Internet movement (ex. Opening an IE).

* Auto Reconnect/Connect/Disconnect: If you choose Auto Reconnect, MZK-W04NU Wireless
Router will automatically reconnect to your ISP when you restart the system or the connection is
stopped. To enable “Auto Reconnect” you must set “Silent Timeout” to be 0 or leave the field blank;
otherwise there might be a warning message. Click “Connect” to manually make a connection or click
“Disconnect” to disconnect the connection.

 Auth Type: You may choose PAP or CHAP authentication to enhance the security of data transmission.
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» PAP -Short for Password Authentication Protocol, the most basic form of authentication, in
which a user's name and password are transmitted over a network and compared to a table of
name-password pairs. Typically, the passwords stored in the table are encrypted. The Basic
Authentication feature built into the HTTP protocol uses PAP. The main weakness of PAP is that
both the username and password are transmitted "in the clear" -- that is, in an unencrypted form.

« CHAP -Short for Challenge Handshake Authentication Protocol, a type of authentication in
which the authentication agent (typically a network server) sends the client program a random
value that is used only once and an ID value. Both the sender and peer share a predefined secret.

Apply: Click this button to save the settings.

Clear: If there is anything wrong with the settings you made, you can click “Clear” to configure the

page again.

Refresh: Click this button to update to the latest status.

33



8.4. PPPoE Unnumbered

Unnumbered PPPoE can let you manage a range of IP addresses but only need to dial once. When

an IP address is received at the gateway, the driver will use network mask to configure the subnet mask
of ASIC. At the server side, you must delete the corresponding hot route and add a new network route so
that the packets can be correctly routed to gateway.

MZK-WO4NU or]
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» USER ID: Enter the User Name provided by your ISP. (The ID must be alphanumeric characters and
case sensitive.)

» Password: Enter the Password provided by your ISP. (The password must be alphanumeric charac-
ters and case sensitive.)

+ Confirm Password: Enter the Password again for verification.

* IP Address: Please enter the IP address provided by your ISP.

+ Subnet Mask: Please enter the subnet mask address provided by the ISP.

¢ MTU: MTU means Maximum Transmission Unit, the largest physical packet size, measured in
bytes, that a network can transmit. The default value is 1454. Please set up the MTU according to
your system environment. Only enter a new MTU when your ISP requires, otherwise, please leave it
as the default setting. When using PPPoE connection, you may need to change MTU settings to
maintain the connection with your ISP, however, if the incorrect value was entered, you may be
unable to access certain websites. Reducing the packet size can help connecting to certain websites
or speeding up the transmission rate.

+ Dial-On-Demand/Silent Timeout: You may disconnect the connection when there is no activity for a
period of time and set the Silent Timeout in the next field. Silent Timeout means a period of idle time
before you go offline. Enter a maximum period of time (minute) to define the maximum idle time. If the
silent time is above the defined maximum idle time, it will go offline immediately. You can set the val-
ue to be 0 or Auto Reconnect to disable this function. If you check the check box of Dial-On-Demand,
MZK-WO04NU will dial automatically whenever there’s Internet movement (ex. Opening an IE).
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Auto Reconnect/Connect/Disconnect: If you choose Auto Reconnect, MZK-W04NU Wireless

Router will automatically reconnect to your ISP when you restart the system or the connection is

stopped. To enable “Auto Reconnect” you must set “Silent Timeout” to be 0 or leave the field blank;

otherwise there might be a warning message. Click “Connect’ to manually make a connection or

click “Disconnect’ to disconnect the connection.

Auth Type: You may choose PAP or CHAP authentication to enhance the security of data transmission.

» PAP -Short for Password Authentication Protocol, the most basic form of authentication, in
which a user's name and password are transmitted over a network and compared to a table of
name-password pairs. Typically, the passwords stored in the table are encrypted. The Basic
Authentication feature built into the HTTP protocol uses PAP. The main weakness of PAP is that
both the username and password are transmitted "in the clear" -- that is, in an unencrypted form.

« CHAP -Short for Challenge Handshake Authentication Protocol, a type of authentication in
which the authentication agent (typically a network server) sends the client program a random
value that is used only once and an ID value. Both the sender and peer share a predefined secret.

Apply: Click this button to save the settings.

Clear: If there is anything wrong with the settings you made, you can click “Clear” to configure the

page again.

Refresh: Click this button to update to the latest status.
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8.5. PPPoE Multisession

Using Multiple PPPoE, you can login to the different ISP concurrently and connect to the Internet.
MZK-W04NU provides two connections: PPPoE 1 and PPPoE 2.

MZK-WO4NU

Status Management Network

English ,v;

Advanced Firewall Wireless LAN

UsSB Log

PPPoE Multisession

|~

CAN Setup) PPPGE 1
WAN Setup o

Static [P Address USER ID | |
DR Password |-------- |
PPPoE

Confirm Password [ssssssss |
PPPoE
Unnumbered IP Address E“ZHZ' El
PPPoE Multisession Subnet Mask

MTU

Dial-On-Demand []

Silent Timeout

Auto Reconnect

Auth Type @ Auto OPAP O CHAP

it St iscomect
DHCP PPPoE 2
PPPoE

USER ID I |

PPPoE
Unnumbered Password ‘........ |
PPPoE Multisession Confirm Password ‘

IP Address

Subnet Mask

uy
Dial-On-Demand [
Silent Timeout
Auto Reconnect

Auth Type @Aute OPAP O CHAP

Network 1 [Disable 9]

Network 2 |Disable >

Network 3 | Disable |

Network 4 | Disable >

Dial Status Di Connect

* USER ID: Enter the User Name provided by your ISP. (The ID must be alphanumeric characters and

case sensitive.)

» Password: Enter the Password provided by your ISP. (The password must be alphanumeric charac-

ters and case sensitive.)

+ Confirm Password: Enter the Password again for verification.
*  MTU: MTU means Maximum Transmission Unit, the largest physical packet size, measured in
bytes, that a network can transmit. The default value is 1454. Please set up the MTU according to
your system environment. Only enter a new MTU when your ISP requires, otherwise, please leave it
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as the default setting. When using PPPoE connection, you may need to change MTU settings to

maintain the connection with your ISP, however, if the incorrect value was entered, you may be

unable to access certain websites. Reducing the packet size can help connecting to certain websites
or speeding up the transmission rate.

Dial-On-Demand/Silent Timeout: You may disconnect the connection when there is no activity for a

period of time and set the Silent Timeout in the next field. Silent Timeout means a period of idle time

before you go offline. Enter a maximum period of time (minute) to define the maximum idle time. If the
silent time is above the defined maximum idle time, it will go offline immediately. You can set the val-
ue to be 0 or Auto Reconnect to disable this function. If you check the check box of Dial-On-Demand,

MZK-W04NU will dial automatically whenever there’s Internet movement (ex. Opening an IE).

Auto Reconnect/Connect/Disconnect: If you choose Auto Reconnect, MZK-W04NU Wireless

Router will automatically reconnect to your ISP when you restart the system or the connection is

stopped. To enable “Auto Reconnect” you must set “Silent Timeout” to be 0 or leave the field blank;

otherwise there might be a warning message. Click “Connect” to manually make a connection or
click “Disconnect” to disconnect the connection.

Auth Type: You may choose PAP or CHAP authentication to enhance the security of data transmission.

+ PAP -Short for Password Authentication Protocol, the most basic form of authentication, in
which a user's name and password are transmitted over a network and compared to a table of
name-password pairs. Typically, the passwords stored in the table are encrypted. The Basic
Authentication feature built into the HTTP protocol uses PAP. The main weakness of PAP is that
both the username and password are transmitted "in the clear" -- that is, in an unencrypted form.

+ CHAP -Short for Challenge Handshake Authentication Protocol, a type of authentication in
which the authentication agent (typically a network server) sends the client program a random
value that is used only once and an ID value. Both the sender and peer share a predefined secret.

Network 1~4: When using NAPT LAN type, you may do the following settings.

+ Disable: Choose this to disable the function.

+ IP Address: Please enter the range of IP addresses provided by your ISP.

+ Domain Name: You can set a domain name as the transmission rule. For example, entering
“conrad.com.tw” in this column, it means the packets which use conrad.com.tw as destination
will be delivered through this segment.

Apply: Click this button to save the settings.

Clear: If there is anything wrong with the settings you made, you can click “Clear” to configure the

page again.

Refresh: Click this button to update to the latest status.
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Chapter3
Advanced Setup & Configuration

1. Advanced
1.1. DHCP Server

Dynamic DNS can let you connect with one or more DDNS services to update your current dynamic IP
address. DHCP stands for Dynamic Host Control Protocol. MZK-W04NU Wireless Router has a built-
in DHCP server which can automatically assign an IP address to those computers/devices on the
LAN/private network. If you enable DHCP server, the client host will obtain an IP address automatically.
Whenever you turn on the computer, it will automatically load the proper TCP/IP settings from MZK-
WO04NU. The DHCP server will allocate an unused IP address from the IP address pool to the requesting
computer, but you must specify the beginning and ending address of the IP address pool.
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DHCP Server Setting

» DHCP Server: Click to enable the built-in DHCP server, it will automatically distribute IP addresses to
the devices which send request to it.

+ Start Address/End Address: Please enter the first and the last IP addresses which MZK-W04NU
distribute IP addresses to. The IP addresses in this range can get assigned IP addresses from
MZK-W04NU. (However, all the PCs on the same LAN should use the same subnet mask.)

+ 1st/ 2nd WINS Server: If you already set and need the WINS server, you can fill in the IP address of
the WINS server in the columns.

+ Apply: After finishing setting up DHCP server, click this button to save the settings.

+ Clear: If you want to clear the settings you just made, click this button.
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Static DHCP Leases

+ MAC address: Enter the MAC address of the PC or network device.

+ |P address: Enter the IP address you want to assign to the PC or network device.

+  Apply: After entering the MAC address and IP address, click this button to save the settings.
¢+ Clear: If you want to clear the just entered MAC address or IP address, click this button.

DHCP Lease Status

+ DHCP Lease Status: If you already set a range of IP addressed for the DHCP server to distribute,
the clients who get the IP addresses will be listed here.

+ Refresh: Click this button to update to the latest status.

Note: if the AP/Router switch has been switched to AP mode, MZK-W04NU’s IP address will be

192.168.1.250, DHCP will be disabled, and you will not be able to make any changes to the WAN
connection.

39



1.2. UPnP

If your Windows Operating System supports UPnP service, when you enable the UPnP service and the
MZK-W04NU Wireless Router is connecting with the computer, the task bar will show the icon of MZK-
WO04NU to inform you that a new device is found and inquire you whether if you want to set a shortcut on
the desktop.

* Enable: If your operating system supports this function, you may check to enable it.

* Apply: Click this button to save the settings.

* Clear: If there is anything wrong with the settings you made, you can click “Clear” to configure the
page again.
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1.3. Dynamic DNS

Dynamic DNS can let you connect with one or more DDNS services to update your current dynamic IP
address. To make a WEB server publicly accessible on the Internet, a static global IP address needs to
be assigned to MZK-WO04NU. Even when there is an always-on connection, however, disconnection
does occur and the IP address may dynamically change after reconnection. When Dynamic DNS is
enabled, the IP address of the product is reported to a Dynamic DNS server at regular intervals so that it
can use the same static host name even after IP has changed.

MZK-W04NU supports www.dyndns.org, cybergate.planex.co.jp and MyDNS.jp Dynamic DNS services.
www.dyndns.org, cybergate.planex.co.jp and MyDNS.jp are free services. Before enabling DDNS con-
figuration on the product, be sure to access either of the former websites and register your user name,
password, host name, and so on.

CyberGate -DDNS-

CyberGate -DONS- [)Enable
Last Updated Hone

Subdomain
Domain Iuna, ddns.ve v!
Password - |

Confirm Password sessssss |

Interval 1Day ™ i

Off Line B

CyberGate -DDNS-

¢+ CyberGate -DDNS-: You may choose a DDNS provider and then click to enable DDNS function. The
default status is Disabled.

+ Last Updated: Show the status of last update.

* Subdomain: Enter the sub-domain which you registered on CyberGate website.

» Domain: Select the Domain Name which you registered.

» Password: Enter the Password or Key which you use to login the service.

* Confirm Password: Enter the Password again for verification.

+ Interval: Choose an interval to renew DNS information. You can choose: 1 Day, 3 Days, 5 Days, 1
Week, or 2 Weeks.

+ Off Line: Click to be off-line.

41



DynDNS

DynDNS [ Enasle

Last Updated None

USER ID | |
Password  [E— |

Confirrn Password | ssssssss |

Hosiname | [[ ath.cx .
Interval [10ay |

Wildeard |

Mail Exchanger |

DynDNS
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DynDNS: You may choose a DDNS provider and then click to enable DDNS function. The default
status is Disabled.

Last Updated: Show the status of last update.

User ID: Enter the User ID which you registered on DynDNS website.

Password: Enter the Password or Key which you use to login the service.

Confirm Password: Enter the Password again for verification.

Hostname: Enter the Hostname which you registered on DynDNS website.

Interval: Choose an interval to renew DNS information. You can choose: 1 Day, 3 Days, 5 Days, 1
Week, or 2 Weeks.

Wildcard: When setting the alias of sub-domain name, please click to enable this function. For
example, sub-domain of www.planex.dyndns.org, ftp.planex.dyndns.org and etc., can use the same
IP address with the host name of planex.dyndns.org.

Mail Exchanger: Enter the transferring setting of the mail server set with the host name on DynDNS
website.

MyDNS.JP
MyDHS JP [JEnable
Last Updated Hene
USER ID | |
Password [snannnnn |

Confirm Password [ssssssss .

Inbasrval [1Day

[Aeply| [Clear| | Rekesh |




MyDNS.JP

MyDNS.JP: You may choose a DDNS provider and then click to enable DDNS function. The default
status is Disabled.

Last Updated: Show the status of last update.

User ID: Enter the User ID which you registered on MyDNS.JP website.

Password: Enter the Password or Key which you use to login the service.

Confirm Password: Enter the Password again for verification.

Hostname: Enter the Hostname which you registered on DynDNS website.

Interval: Choose an interval to renew DNS information. You can choose: 1 Day, 3 Days, 5 Days,
1 Week, or 2 Weeks.

Apply: Click this button to save the settings.

Clear: If there is anything wrong with the settings you made, you can click “Clear” to configure the
page again.
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1.4. Static Routing

This section describes how to manually add routing information.
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» Destination IP/Netmask: Enter the IP address of packet destination and Netmask of packet desti-

nation.

* Gateway: Enter the address of the first gateway through which the target network is reached.
* Metric: Enter the hop count number (the number of gateways used between the product and target

network).

* Interface: Select the interface for which static routing is configured.
* Enable: Put a check in the check box to enable each route.

*  Apply: Click this button to save the settings.

* Clear: If there is anything wrong with the settings you made, you can click “Clear” to configure the

page again.

44



1.5. IPv6 Bridge

MZK-WO04NU supports IPv6 Bridge function, which can connect between LAN and WAN in Data. By
using this function, you can connect to computers on your network through PPPoE connection.

*As for IPv6 clients setting, please refer to OS manual.
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* Enable: Click to enabledIPv6 Bridge function.
* Apply: Click this button to save the settings.
* Clear: If there is anything wrong with the settings you made, you can click “Clear” to configure the

page again.
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2. Firewall

MZK-WO04NU has three kinds of firewall functions which are Local Server, DMZ, and IP Filtering.

2.1. Local Server

Local Server configuration is used to i) make a server on LAN publicly accessible via the Internet and ii)
access applications including online games and chat programs. Some services and applications used on
the Internet have been already registered in the product to simplify Local Server configuration. You may
set 32 sets of servers.
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* Protocol: Select to use “TCP” or “UDP” protocol.

* WAN Port Range: Enter the source port number for the service or application.

» Server IP: Enter the IP address of the PC that serves as local server.

+ Server Port Range: Enter the destination port number for the service or application.

+ Enable: Put a check in the check box to enable each server.

* Apply: Click this button to save the settings.

» Clear: If there is anything wrong with the settings you made, you can click “Clear” to configure the
page again.
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2.2. DMZ

If your computer cannot use Internet applications or cannot provide services to remote users when
applying MZK-W04NU at the same time, you can let the host which wants to access to the Internet using
DMZ function. Enter the host’s LAN IP address to enable this function, but be aware that one MZK-
WO4NU can only correspond to a single DMZ host.

DM Host EIEﬂaﬂg [¥] ] [¥] ]
e &=

* Enable DMZ: Check this box to enable DMZ function, uncheck this box to disable DMZ function.

+ Client PC IP address: Please enter the private IP address that the Internet IP address will be
mapped to.

* Apply: Click this button to save the settings.

+ Clear: If there is anything wrong with the settings you made, you can click “Clear” to configure the
page again.

worm attacks because of unrestricted Internet access; therefore, only use this option
as the last means. Besides, before using DMZ function, you should update the up-to-
date settings of security system and virus signatures on the host.

c Adding a client host to DMZ might expose it to a variety of danger such as virus or
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2.3. IP Filtering

The built-in IP filter of MZK-WO04NU applies pre-configured filter rules to packets received as well as
packets transmitted by the product. Filter rules include IP filtering and Port filtering. You may set 32 sets
of filter rules.
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+ Action: “Drop” means drop the packets to filter. “Accept’ means accept all packets related to this session.

* Protocol: Choose to filter “TCP” or “UDP” protocol.

* Source IP/Netmask: Enter the Source IP address which you want to filter and it's Netmask.

* Source PORT: Specify the Source PORT which you want to filter.

+ Destination IP/Netmask: Enter the Destination IP address which you want to filter and it's Netmask

* Source PORT: Specify the Destination PORT which you want to filter.

* Apply: Click this button to save the settings.

+ Clear: If there is anything wrong with the settings you made, you can click “Clear” to configure the
page again
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2.4. Firewall Settings

MZK-WO4NU oK
Firewall Wireless LAN use Log

Drop NetBIOS packets: Click “Enable” and enable the Drop NetBIOS packets function.

Apply: Click this button to save the settings.

Clear: If there is anything wrong with the settings you made, you can click “Clear” to configure the
page again.
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3. Wireless LAN

If your computer, PDA, game console, or other network devices which is equipped with wireless network
interface, you can you can use the wireless function of this router to let them connect to Internet and
share resources with other computers with wired-LAN connection. You can also use the built-in security
functions to protect your network from being intruded by malicious intruders.

MZK-W04NU can simulate four different Access Points (APs), so you can have four different APs with
different settings. You can configure these four access points by clicking the “Wireless LAN” tag on the
upper part of the webpage.

Access Point 1 supports WDS (Wireless Distribution System), and Access Point 2 supports WPS (Wi-Fi
Protected Setup), while Access Point 3 and Access Point 4 only support MAC Filtering function.

Please configure your wireless LAN by the following steps.
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3.1. Common Settings

Wireless LAN [¥] Enable
Wireless Mode | 802 11 BIGN |w
Channel 1 |

Frequency Bandwidth | 20MHz »
11G Protection ] Enable
[Aeply| [Sae] [Clear]

+ Wireless LAN: Click the check box to enable the Wireless function. The default value is “Enabled”.
After modifying the settings, please click “Apply” to save the settings and restart the system.

* Wireless Mode: Scroll down the list to choose a band width. There are six kinds of modes: B/GIN,
GIN, B/G, B, G, and N.

* Channel: Here shows the channels provided by the local wireless connection. The setting of the
channels of the wireless network should be the same as the wireless APs.

* Frequency Bandwidth: Choose a kind of frequency bandwidth: 20MHz or 20/40MHz.

* 11G Protection: Enabling this setting will reduce the chance of radio signal collisions between
802.11b and 802.11g wireless access points.

* Apply: Click this button to save and apply the settings you just made. MZK-WO04NU will reboot and
apply all the changes you made.

+ Save: Click this button to save the settings you made and returns to the current page. MZK-W04NU
will not reboot, and the changes you made will not be applied just yet.

+ Clear: If there is anything wrong with the settings you made, you can click “Clear” to configure the
page again.
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3.2. Basic Settings

Basic Settings pages for Access Point 1~4 are slightly different. Here we use Access Point 1's Basic
Settings page as demonstrating example.
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SSID: Every SSID is unique in the WLAN (SSID can be 16-digitASCII characters and case-sensi-
tive). SSID can prevent two nearby WLAN from combining to be one. You can give BLW-54MF an
SSID, and only whose SSID is the same with it can connect with it. The default SSID is “con-
raduser”. Notice: When entering your SSID, please don't use special characters such as "@",
AT, %N, A, &N, ™ (", and )", Using special characters or symbols could cause wire-
less connection difficulties. You can click “Enable” check box to enable the Access Point.

Hide SSID: If you check the check box of “Hide SSID,” SSID of MZK-W04NU will not appear on the
other PC’s wireless network list. Therefore, the Wireless Router/AP can block the users without
authentication.

LAN Blocking: Click the check box to enable LAN Blocking function.

Internet Blocking: Click the check box to enable Internet Blocking function.

SSID Blocking: Click the check box to enable SSID Blocking function.

Wireless Separating: Enable this function to discard the packets between wireless adapters.
Authentication: Please refer to 3.3 Security below and setup your wireless LAN securities.

Apply: Click this button to save and apply the settings you just made. MZK-W04NU will reboot and
apply all the changes you made.

Save: Click this button to save the settings you made and returns to the current page. MZK-W04NU
will not reboot, and the changes you made will not be applied just yet.

Clear: If there is anything wrong with the settings you made, you can click “Clear” to configure the
page again.



3.3. Security

In this page, you can configure the security of your wireless network. Selecting different method can
make different levels of security. However, no matter what kind of authentication or encryption you use to
prevent data packets from being eavesdropped by people without authentication, it may cause decrease
of the data throughput of the wireless connection.

Authentication and Encryption

There are several kinds of authentication of MZK-W04NU wireless Router. After selecting the authenti-
cation mode, it has to cooperate with the encryption type. The settings of authentication on the destina-
tion network must be the same with MZK-WO04NU.

Open System -If enabling this mode, there is no need authentication to access AP or wireless NIC.
Pre-Shared Key -Only those who are sharing the same key with the AP can connect with it.

WEP -WEP is short for Wired Equivalent Privacy, a security protocol for WLANSs defined in the 802.11b
standard. WEP is designed to provide the same level of security as that of a wired LAN. WEP aims to
provide security by encrypting data over radio waves so that it is protected as it transmitted from one end
point to another. There are two kinds of WEP encryption: 64 bit and 128 bit. 64 bit needs 10 hex charac-
ters to be the key and 128 bit needs 26 hex characters.

WPA - is short for Wi-Fi Protected Access. It was designed to improve upon the security features of
WEP. The technology is designed to work with existing Wi-Fi products that have been enabled with WEP.
Through the data encryption, access control and authentication, it provides better protection over data
transmission. WPA uses 128-digit keys to ensure the wireless network privacy and security.

WPA2 - is short for Wi-Fi Protected Access 2. It is the follow on security method to WPA for wireless net-
works that provides stronger data protection and network access control. It provides enterprise and con-
sumer Wi-Fi users with a high level of assurance that only authorized users can access their wireless
networks. There are two versions of WPA2: WPA2-Personal, and WPA2- Enterprise. WPA2-Personal
protects unauthorized network access by utilizing a set-up password. WPA2-Enterprise verifies network
users through a server. WPA2 is backward compatible with WPA.

WPA-PSK - is short for Wi-Fi Protected Access-Pre-Shared Key. WPA-PSK uses the same encryption
way with WPA, and the only difference between them is that WPA-PSK recreates a simple shared key,
instead of using the user’s certification.

TKIP - is short for Temporal Key Integrity Protocol. TKIP scrambles the keys using a hashing algo-
rithm and, by adding an integrity-checking feature, ensures that the keys haven't been tampered with.

AES - is short for Advanced Encryption Standard. AES is a symmetric 128-bit block data encryption
technique. It has a fixed block size of 128-bits and a key size of 128, 192, or 256-bits.

Pass Phrase - Pass Phrase also named Shared Secret which is used only when enabling WPA-PSK
authentication. A passphrase is a string of characters longer than the usual password (which is typically
from four to 16 characters long) that is used in creating a digital signature (an encoded signature that
proves to someone that it was really you who sent a message) or in an encryption or a decryption of a
message. It is applicable only when you select WPA-PSK authentication. You will need to enter an 8~63
characters password to start the encryption process, which will generate four WEP keys automatically.
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RADIUS - is short for Remote Authentication Dial-In User Service, an authentication and accounting
system used by many Internet Service Providers (ISPs). RADIUS setup is used to set up additional para-
meters for authorizing wireless clients through RADIUS server. The RADIUS setup is required when you
select to use Open System with 802.1x or WPA authentication.

Encryption WEP Key 1~4 Passphrase
Open System or Shared Key
WEP64 (bit) 10 hex characters Null
WEP128 (bit) 26 hex characters Null
Open System
WEP64 (bit) 10 hex characters Null
WEP128 (bit) 26 hex characters Null
Open System with 802.1x

WEP64 (bit) Null Null
WEP128 (bit) Null Null

Shared Key
WEPG4 (bit) 10 hex characters Null
WEP128 (bit) 26 hex characters Null

WPA/WPA2
TKIP Null Null
AES Null Null

WPA-PSK/WPA2-PSK

TKIP Null 8-63 characters
AES Null 8-63 characters
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Authentication: There are 10 kinds of authentication types? Open System or Shared Key, Open
System, Open System with 802.1x, Shared Key, WPA, WPAPSK, WPA2, WPA2PSK, WPAWPA2,
WPAPSK/WPA2PSK.

Encryption: There are four types of encryption settings, please set the key depending on the real

environment. According to the type and length, there are four Key types:

*  64-bit — Enter 10-digit Hex values or 5-digit ASCII values as the encryption keys. For example:
“0123456aef” or “Guest.”

« 128-bit — Enter 26-digit Hex values or 13-digit ASCII values as the encryption keys. For example:
“01234567890123456789abcdef” or “administrator.”

« TKIP - It is short for Temporal Key Integrity Protocol. TKIP scrambles the key using a hashing
algorithm and, by adding an integrity-checking feature, ensures that the keys haven't been tam-
pered with.

« AES - Short for Advanced Encryption Standard, a symmetric 128-bit block data encryption
technique. It works at multiple network layers simultaneously and has a fixed block size of 128-
bits and a key size of 128, 192, or 256-bits.

Pass Phrase: It's also named Shared Secret which is used only when enabling WPA-PSK/WPA2-

PSKauthentication. A passphrase is a string of characters longer than the usual password (which is

typically from four to 16 characters long) that is used in creating a digital signature (an encoded sig-

nature that proves to someone that it was really you who sent a message) or in an encryption or a

decryption of a message. It is applicable only when you select WPA-PSK authentication. You will

need to enter an 8~63 characters password to start the encryption process, which will generate four

WEP keys automatically.
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Default Key: You can enter four WEP keys and select one of them as default key. Then the router
can receive any packets encrypted by one of the four keys. Only the key you select it in the "Default
key" will take effect.

WEP Key 1~4: The WEP keys are used to encrypt data transmitted in the wireless network. Fill the
text box by following the rules below. 64-bit WEP: input 10-digit Hex values (in the "A-F", "a-f" and "0-
9" range) or 5-digit ASCII character as the encryption keys. 128-bit WEP: input 26-digit Hex values (in
the "A-F", "a-f" and "0-9" range) or 13-digit ASCII characters as the encryption keys.

RADIUS Server IP: Please input the IP address of your RADIUS authentication server here.
RADIUS Port: Please input the port number of your RADIUS authentication server here. Default set-
ting is 1812.

RADIUS Pass Phrase: Please input the password of your RADIUS authentication server here.
Apply: Click this button to save and apply the settings you just made. MZK-W04NU will reboot and
apply all the changes you made.

Save: Click this button to save the settings you made and returns to the current page. MZK-W04NU
will not reboot, and the changes you made will not be applied just yet.

Clear: If there is anything wrong with the settings you made, you can click “Clear” to configure the
page again.



3.4. MAC Filtering

If you set MAC Filtering, only those whose wireless MAC addresses listed on the Device List can or can-
not connect with MZK-W04NU. The default mode is that all the wireless stations are allowed to access
MZK-W04NU. Up to 20 MAC addresses can be assigned by using this function.

MAC Filtering

MAC Filtering

Action | Disable |

[2eply| [Save] [Ciear]

Device List

Mo. Comment MAC Addrass

1 |

[Aoply| [Sawm] |Cloar]

¢ Action: Choose an action from the list. The default value is Disable.
+ Disable — Choose this function to disable MAC filtering function. This means all the users may
connect with MZK-04G without limitation.
+ Allow - Choose this function to let users only whose MAC addresses were added to the Device
List can connect with MZK-04G and eliminate other users.
+ Deny -Choose this function to deny those users whose MAC addresses were added to the
Device List cannot connect with MZK-04G, while other users can connect with it.
+ Comment: Enter any text to describe the MAC address which you want to allow or deny. It can be 16
alphanumerical characters at most.
* MAC address: Enter the MAC address of your wireless devices here.
* Apply: Click this button to save and apply the settings you just made. MZK-WO04NU will reboot and
apply all the changes you made.
+ Save: Click this button to save the settings you made and returns to the current page. MZK-W04NU
will not reboot, and the changes you made will not be applied just yet.
+ Clear: If there is anything wrong with the settings you made, you can click “Clear” to configure the
page again.
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3.5. WDS

Wireless Distribution System uses wireless media to communicate with other APs, like the Ethernet
does. To do this, you must set these APs in the same channel and set MAC address of other APs which
you want to communicate with in the table and then enable the WDS.

MZK-WO4aNUu

+ WDS: MZK-W04NU supports the following mode for WDS settings.
+ Disable: Disable WDS function.
+ Root: In this mode, MZK-WO04NU becomes the only connection between the wireless LAN and
Ethernet/Internet.
+ Bridge: Connect MZK-W04NU with another wireless router, to expand the range of the network.
+ Repeater: Connect MZK-W04NU with up to four other wireless routers, to expand the scope of
network.
* MAC address: Enter the MAC address of the wireless AP here.
* Apply: Click this button to save and apply the settings you just made. MZK-WO04NU will reboot and
apply all the changes you made.
+ Save: Click this button to save the settings you made and returns to the current page. MZK-W04NU
will not reboot, and the changes you made will not be applied just yet.
+ Clear: If there is anything wrong with the settings you made, you can click “Clear” to configure the
page again.
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3.6. WPS

Use the unique WPS (Wi-Fi Protected Setup) function to insure your wireless security, and you may
complete the setup of wireless configuration and encryption within a simple click on a button. However,
this function only works on Windows 2000 and XP OS.

MZK-WO4NU | Engist_w [{OK]

g virelessLan [l vsa | Log

| SowpWird

hccess Paint 1 wes FIEnable
Basic Sertings Made [Regar 8
MAC Fiftsring (eriy]

Wos
; — Dévice PIN code 60302328

Basio Sexings Enter PiN coda |

MAC Filtering Status Het Configured
WPS

Ftatus

» WPS: Click this check box to enable the WPS function.

* Mode: You can click the scroll-down menu to choose the “Registrar” mode or “Enrollee” mode.

+ Device PIN code: This field shows the PIN code of MZK-W04NU.

* Enter PIN code: You can enter the PIN code of the client device, and click “Start” to start WPS con-
nection. After clicking the “Start” button, you have 2 minutes to get to the client device and press its
WPS button.

+ Status: You can click “Initialize” button to start WPS connection. You have 2 minutes to go to the
wireless device you would like to connect. After clicking the “Initialize” button, you have 2 minutes to
get to the client device and press its WPS button.

* Apply: Click this button to save and apply the settings you just made. MZK-WO04NU will reboot and
apply all the changes you made.

» Save: Click this button to save the settings you made and returns to the current page. MZK-W04NU
will not reboot, and the changes you made will not be applied just yet.

+ Clear: If there is anything wrong with the settings you made, you can click “Clear” to configure the
page again.

Note: You can push the “WPS” button on the upper part of MZK-W04NU to start WPS connection
as well. You have 2 minutes to get to the client device and press its WPS button.
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4. USB

When a USB storage device is attached to the product, it can serve as a file server. The attached USB stor-
age device can also be used as a publicly accessible HTTP server on the Internet. This chapter first
describes how to attach a USB storage device to the product, and then shows how to use it as a file server.

When a USB storage device is connected to the product, it serves as a file server. The following sum-
marizes the steps required to use a USB storage device via the product.

1. Connect a USB storage device to the product

2. Upload the Addon files in order to activate all the USB storage device management functions.

4.1. USB Device

Note: the hard disk formats supported by the product are FAT32 and EXT3 only.
1. Connect a USB storage device to the product, MZK-WO04NU will detect the device and show its Total
Size, Free Size, Description, Format Type, and Status.

MZK-WO4NU Engish [ OK]

Status g LAM UsE Leg
. e 5 6 —
USB Device.

[Fre Total Size 2420 MBytes

Froe Size 2269 MBytes

Doscription  KINGSTON USE DRIVE
KINGSTON US8

Format Type FATIZ
Halus Mounted

* Unmount: Click this button to unmount the USB storage device you plugged into MZK-W04NU's
USB port.

+ Format: Click this button to format the USB storage device you plugged into MZK-W04NU's USB
port to FAT32 format. Note: All the files in the USB storage device will be erased after format-
ting.

+ Refresh: Click this button to refresh this webpage.
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2. In order to upload the Addon files for your MZK-W04NU, please click on the “Addons” on the left side
of the configuration page.

MZK-WO4NU

5. You can find the Addon files in the CD which is provided in the product package, and those files’ for-
mat are “*.pkg’. Please copy the Addon files to your computer, and click “Browse”.

Firewail Wireless LAN use Log
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6. Choose the file you want to upload, and click “Install”.

MZK-WO4NU

7. Addons will be shown on the configuration page. You can configure different USB storage device set-
tings here.
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4.2. File Server Settings

Although the product serves as a file serve when a USB storage device is attached to it, a workgroup
and user accounts need to be configured to access the partitions created on the storage device.
This section describes how to configure/create a workgroup and a user account.

4.2.1. Basic Settings

MZK-WO04NU must be in the same workgroup with the computer to let users access the file server
through network.

Basic Settings

File Sharing [JEnable
Workgroup Name |H'E.'|I'u'IE

Server Name |router

* File Sharing: Click to enable File Server function.

*  Workgroup Name: Enter the name of workgroup which has already been configured on your com-
puter. For example, “Workgroup” on your computer, the Workgroup Name on MZK-W04NU must be
“Workgroup”, too. If a different workgroup name is used, the file server icon will not be displayed on
My Network window of the computer.

+ Server Name: Give your File Server a distinguishable name or leave it as default.

¢ Apply: Click this button to save the settings.

+ Clear: If there is anything wrong with the settings you made, you can click “Clear” to configure the
page again.

4.2.2. User Settings

Atfter configure the Basic Settings of MZK-W04NU, you'll have to create user accounts to let users share
files on the network.
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* User Name: Enter an alphanumeric name and its case-sensitive. You can set 16 sets of user
accounts.

» Password: Enter a case-sensitive alphanumeric Password which correspond to the User Name.

* Allow Read: Users with this permission will be allowed to read data from the file server.

* Allow Write: Users with this permission will be allowed to both i) write data to the file server and ii)
delete data in the server.

* Apply: Click this button to save the settings.

* Clear: If there is anything wrong with the settings you made, you can click “Clear” to configure the
page again.

users with either i) Read permission only or i) Read and Write permissions.
2. Before using MZK-WO04NU'’s Bit Torrent function, you MUST set an account with
Read/Write permission.

C 1. Users with Write permission need to have Read permission as well. Be sure to have

64



4.3. Bit Torrent

MZK-WO04NU supports BitTorrent for efficient file downloading. If you want to use BT download, please
follow the steps below:

1. Set a user who can read and write to manage the BT files.

1 |[1234 |[ennsnnns |
2 || |[ensennse | O O
3 || |[ensennss | O O
4 || |[sesssnes | O O
5 || |[ensennse | O O

2. Open a web browser and enter “\192.168.1.1" on the address column to enter the file server of
MZK-W04NU.

elus.ise1.1 ) #[2][x] [somze |2l

G e- .
W | kpae [ 8- 8 @ rew Gk 7
& Internet & 100% - |

3. Enter the User Name and Password which you set on the User Settings of File Server.
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4. After entering the file server of MZK-WO04NU, you will see a folder which is named after the USB port.
Double click on the icon of the USB port which connects the storage device.

5. After entering the storage device, first, you have to add a new folder, and then name the folder as
“Torrent” (case-sensitive).

? ll';||[|-|[1| on FileServer |'|‘;‘.7".1-."|::'|.I.'Ir
Bl Edt Wew Favoites ook teb L

Qe - © - (F | Poeacn [ roaes | [T
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66



6. Copy the BT seed file on your hard disk and then paste the file into the “Torrent” folder.

= Torrent

e i R
Qo - © - (¥ | Psower [ rosms |7
Agddress |23 11192, 1681, 1 \ushport | Tormenk v B
Y -,
| o
@l
(46.7KB G Inkernet ~

7. Go back to the “USB = Bit Torrent” configuration page of MZK-W04NU. If you successfully put the
BT seed file into the Torrent folder, Bit Torrent configuration page will show the details of BT seed on
Torrent File List. Click “Start” to begin downloading the file.

Free Size | 52 GBytes

| eevomm oo jon|i _joowjomed] (S) [(O)|
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8. When MZK-WO04NU starts downloading the file, you may click “Detail” on Torrent File List to check
the download status of the file.

o ——

9. After successfully downloading the file, you may go to “Download” folder on the file server to look for
the downloaded file.
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4.4. iTunes Server

MZK-W04NU supports iTunes Server function to share the music. (Please download the iTunes on
Apple's Website before using this function.)

Once saving the music to the HDD Enclosure and put it to the router through USB port, other com-
puters can also enjoy the music saved in the USB storage device. In this way, you do not need to
save the music you want to listen on each computer one by one.

As long as you connect the iPod to the USB port of the router, the router will immediately enables
users which are on the same LAN to enjoy the music saved in the iPod.

Please follow the steps below to use iTunes Server function:

1.
2.

3.
4.

Save the music into the USB connection storage device.

Enable the “iTunes Server” function on the configuration page of the router. And give your MZK-
WO04NU a distinguishable Server Name.

Using the iTunes on computer, the router will automatically add the music to its library.

And all you need to do now is to choose the music you like to play.

MZK-WO4NU

Status Managemant Matwork Advanced Firawall Wireless LAN usa Log

USB Device
Addons iTimws Server []Enable

iTunes Server: Click to enable iTunes Server function.

Server Name: Give your iTunes Server a distinguishable name or leave it as default.

Apply: Click this button to save the settings.

Clear: If there is anything wrong with the settings you made, you can click “Clear” to configure the
page again.
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4.5. DLNA Media Server

MZK-W04NU supports DLNA (Digital Living Network Alliance) Media Server function. This function
has to cooperate with PS3™ to make DLNA Media Server work.

DLNA media server function only works on firmware version of 1.80 or above of

2 If plug the AC adapter which includes in the product package into a socket with different
PS3™. So, please upgrade the firmware of your PS3™ before using this function.

If you want to see any pictures or listen to music through PS3™, first, you'll have to connect PS3™ with
MZK-W04NU through LAN port and build a connection. And then insert a USB storage device which has
photos or music on the USB port of MZK-WO04NU. After that, “Enable” DLNA Media Server function to let
PS3™ find the server (which the default name is “router”) on its list. Enter the Media Server and then
you may find the photos or music in each folder which is sorted by PS3™.

MZK-WO4NU y {Engish_ »J{0K]

Status Management Hetwork Advanced Firewall Wireless LAN use Log

_USB Device
Addons

* DLNA Media Server: Click to enable DLNA Media Server function.

* Media File Path: If you want to give Media Server a specific folder which will be shown as a sub-folder
of User Files on PS3™, you will need to set the path as “/XXXX” (a forward slash with the folder name).
Or if you don’t want to specify a folder, you'll just need to set /" (a forward slash) to make all the media
files show on PS3™.

+ Server Name: Give your DLNA Media Server a distinguishable name or leave it as default.

* Apply: Click this button to save the settings.

+ Clear: If there is anything wrong with the settings you made, you can click “Clear” to configure the
page again.
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5. Log

After entering the Log page of MZK-WO04NU, this page shows the general current system log.

5.2. System Log

System Log records every events happened on the MZK-W04NU Wireless Router. These data are use-

ful for troubleshooting.

aes.info kesnel:
waer. tafe karmel:
user.info kernel:
user. infe beznel:
sez._infe kermel:
aser.info kesnel:
ser.tafe bereel:
user.infe kermel:
aer. infe kesnel:
maer. infe kermel:
user.info kermel:
user. info kezmel:
maex. info bermels
laser.info bernel:
msey.info barnel:
user.infe permel:
asex.inlc keznel:
mser infc kernels
waser. info kesnel:
aser.info keznal:
maer info kesmels
aser.info kernel:
maer_ infn bermel:
ser. info kermel:
saex.infc keznel:
nser_ info kernel:
mser.info kemnel:
aser.infpo kernsl:
nsEr_info Kermel:

EEEEEEEEEEEEEEEEEEEEREEEEREREE

£ user.infe kermel: arSiléReser Sectimg CFG Oxide !I

Hewl Reviales 10 Oxb5

Feroe rf pid desymdiv va 1em 2412 1 0)

=«BF 825416IniclaerIeTrings ahp=)ah misckocs Jxs
BrS4leReset Sertisg CFO Oalis

Hewl Reviales 1D Oxns

Force rf_pwd_jcaysdiv va 1 en 241F {1 0)

==AF Broilelaiclaerdettings ahp-|ah miscHose Ois
arSiléReser Seccisg CFO Oaida

Hewl Reviales 10 Ixb5

Force rf_pwd icsymdiv va 1em 3412 (1 O

==BF 8r5416IniclserIerings ahp=)ah mischoce Q1o
erSdleRases Sgrcing CTO Qulds

Howl Revisies ID OxnE

Force rf pwd lcayzdiv re 1on 2412 (1 O)

--AF BrSA16IairlserSertings shp-|ah miscHods Ou=
arSileReser Seccisg CFG Oxlds

Howl Reviales 1D Dxb5

Force TE_pud leaymdiv To 1 em 2412 (1 0)

==RF ar5416IniclaerSecrings ahp-)ah misckode 0xs
BrciliResec Seccimg CFO Oalos

Howl Revisies ID OxbE

Force rf_pwd icayzdiv to Lon 2433 {1 0)

--RP BTSR1EIa4 g ah 3
arciléReser Sercimg CFG Oxlds

Howl Reviales 1D Dxb5

Ferce Pf_pwd iesysdiv va 1 em 2412 (1 0)

==RF BrS4l6InirlserSerrings ahp-|sh mischsce 0xo
Brcilépsser Sectimy CFO Oxlcs

Hewl Revisics ID O¥bS

* Refresh: Refresh the System Log to get the latest status.
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6. Declaration of conformity (DOC)

We, Conrad Electronic, Klaus-Conrad-Strasse 1, D-92240 Hirschau, Germany, hereby declare that this

product complies with the fundamental requirements and the other relevant provisions of Directive
1999/5/EC.

@ The declaration of conformity of this product is available at www.conrad.com
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