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Chapter 1 — Internet Banking

1.1 Enabling your Token

Enablement: (Please note that these steps MUST be completed even if you only login to the

remote deposit program.)

1: Open Internet Explorer and navigate to www.ridgestone.com.

Il Ridgestone
i Online Banking

[@Fersonal Access 10:

| it Log Ini
(MCommercial Access (D:

2: Enter your Access ID under Commercial Access ID and select login.

Passward; |lu"l-u|

e[

BT | Conbactls || Your Pruecy |

El 2001 - 2010 Fisery, Inc, or its affiliabes.

4: The Token Enablement screen will appear.

Log Cgk |

Tokan Sarial Number: |

one Time Passweord: I

PON: |—

[PIN is reguired to be 4 digits in length.)

Email Address: I' staridoestons.com
Secret Qusstion: I'J.'h-:lt 15 my pet's nams=7
Sacret Answar: [wse

MEMEBER @
ic |52
’| [ Sontast Us

& 2001 - 2010 Fisare, Ine. or its affiliatas,
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http://www.ridgestone.com/

The Token Serial Number is the 10 digit number found on the back of token above the barcode
(do not include hyphens).

Click the Grey button on the front of the token to produce a one time passcode, enter it in the
“One Time Passcode” box.

The PIN is a number of your choice that will be used to login going forward. Please choose
something that you can remember.

Please enter in your email address, a secret question and the answer to the secret question. These
will help us verify who you are if you need to call the bank for online assistance.

Once you have entered in all the information, click Submit.

5: You will be taken to the online banking home screen and will receive a message that the
token has been enabled successfully.

T T |
[Summary | Aceounts | Funds Management | Filz Menapement | Frint |

Enraliment Succs ssful

MEMEER "@“

Hom e FDE

202001 - 2010 Fisery, Ine or it affiliabe s,

Contoct Us | Tour Privacy

**A fee will be assessed to replace a lost token.**
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1.2 Logging into Online Banking:
With Token

1: Open Internet Explorer and Navigate to www.ridgestone.com.

2: Enter your Access ID under Commercial Access ID and select login.

Ridgestone
Online Banking

Personal Access I

3: Click the grey button on your token to produce a one time passcode. Enter this passcode,
followed by your 4 digit PIN into the password box and click Log In.

Password! | 157429221234

4: The Site Authentication Screen will appear. Click the grey button on your token again to
produce the Site Authentication Value. If the value on the token matches what has been
produced on the screen, click submit. (If they do not match, do not continue with login and call
the bank for assistance.)

Step 2; Authenticate site

Site Authentication

Site Authentication Value: 1368

5: You are now successfully logged in to Internet Banking.


http://www.ridgestone.com/

Without Token:

1: Open Internet Explorer and Navigate to www.ridgestone.com.

2: Enter your Access ID under Comm

| gestone
| Online Banking

ir=st Log In|
| WCormmercial Access 1D:

3: Enter your password and click Login.

Passward; |lu"l-u|
i@
[ fome | Lo four Privacy

£ 2001 - 2010 Fissry, Inc, or its affiliabes,
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1.3 Online Banking Overview

Use the Options

link to change your The Accounts Tab
password or

) e ey e ey el W | AOW Y OU
epima Dalize §askong - 'Wizdes Inte-at Esplens

ﬁ]efncrl:n"gjnn apesrorvmi s eriengeen ki e ACCESS 10 all =E N B0 Eera— 0

- . accounts set up in

. _lintemet Banking.

The File
- walcom bo Ridgestone Exprass Online Bayking -- Managerﬂent Tab
by remnnaga bk upchatesd LD Juby 2007 IS used tcl Sme“
- ACH batches
gtﬁcrr?gr;h‘?ab to l::r_eated using the
display an The Funds Ridgestone
' Express ACH
overview of all of Management Tab Module
your accounts. is used to access | - a
Transfers between
accounts,
Ridgestone
Express ACH

Module and the

|
= e NS s e
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1.4 Make a Transfer

1. From the Homepage, click on Funds Transfer and select Transfer List.
[—options |

e ———————————————————
Date Last Log In: 7/30/2010 3:06 en Lser

2. Check the box(es) next to the transfer that you would like to make and enter in the amount that
you would like to transfer and click Submit.

1 EC Ck=RC MK EC Checiong
C EC MM tp BT Cig B Monew Market
F BB Ckto RO Ck 2 BCE Checking 073042010 | T |
) =HIL O BBk Bl Checking
r RCE MM 1 3C Cic 7 BCE Morey Market
r ECE MM=RCE Ck ECE Money Market
r EOC MMET TO BDC CE EC Monew Markat
1 Total: 500

| Suomit |
MEMBER | +

3. Review the transfer information for accuracy and click Submit. You will then be given a
confirmation number that you should retain for your records.

@ (L |

Preview: Transfers

ck 2 Trangfesr Summany

07 302000 | Hurmnber of Transfer Items: 1
Transfer &m 50| Total of Transfer Amounts: 50
Fram Account: Important: Pleess Review Carefuly. Clhick "Submit”
To Aczount: to Subrit the Transfes(s].
Submit I Cancel I
MEMBER
] _
[ Fome | —— [our Privacy |
Transfers: Confirmation of Transfer(s) as of 07,/30/2010 3:47 PM
RCE Ce to BC Ck 2
Transfes Date: 073002010
Transfer Amourt: .Sl
From Account:
To Accourt:
Confirmation Number: 119017375
Status: Approved
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Chapter 2 — Merchant Information and Responsibilities

2.1 Workstation Requirements

Disk Space
e 10 GB of available disk space on the system drive recommended

Hardware
e 2.0 GHz (or higher) processor recommended
e 2 GB of RAM (or higher) recommended (1 GB minimum)

Operating System
e Windows XP Service Pack 3, Vista (32 bit or 64 bit), and Windows 7 (32 bit or 64 bit)
e Note — Macs are not compatible with SCO Merchant Capture

Software

e Microsoft Internet Explorer 7.0, 8.0, and the 32-bit version of 1E9.0

e Appropriate Ranger Device Driver — varies depending on the scanner in use and will be
obtained from the UFS SCO Drivers Link

Note: * The workstation (and server if applicable) on which Branch Source Capture is
installed must be defined as a trusted site: https://sco-web.ufsdata.com

* User must be a Local Administrator on the PC when installing SCO Merchant
Capture

* Internet connection/Wired Ethernet Network Interface Card connection/DSL,

ASDL, Cable, T-1 (with Internet access of 1.5 megabits per second (MBPS)

connection or higher) Internet access

* If client PC must connect to the Internet through a corporate firewall, the

firewall must be configured to allow HTTPS requests (port 443) to the Merchant

Capture web server and receive corresponding HTTPS responses. This is a secure

Internet connection over port 443 using 128 bit encryption.

* If a proxy server is being used, it may need to be configured to allow access for

the Merchant Capture application.

*Uninstall third party toolbars such as Yahoo, Google, Bing, etc. they have

caused issues in installing the merchant capture software

*If problems arise during installation, it may be necessary to disable spyware or

antivirus temporarily

11
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2.2 Qualified Scanners

Listed below are all scanners qualified for SCO Merchant Source Capture.

Vendor

Unisys®

Yoz,

Panini®

Unisys®

Model

SmartSourceTM

My Vision XTM

Vision XTM series scanners

Smart Source Micro

12



2.3 Scanner Maintenance

Scanner MUST be cleaned weekly to ensure proper images and ease of scanning.

To Clean the Scanner:

el NS =

6.
7.

Remove both top covers of the scanner.

Use canned air to blow out the track that the check travels through the scanner.

Identify the scanning panel (near the end of the check track)

Using the tab with the green dot, gently open the scanning panel to reveal both front and
back panels.

Using a cotton swab dipped lightly in rubbing alcohol, wipe down both scanning panels
and let air dry.

Once dry, close the scanning panels.

Replace both covers.

The scanner is now clean and ready to scan!

**Note: Keep scanner covered when not in use to avoid excess dust exposure**

13



2.4 Remote Deposit Capture Security Requirements and Recommendations

The following security requirements and recommendations have been compiled from industry
best practices and the Payment Card Industry Data Security Standards. We recommend
consideration and implementation of the following to help safeguard the integrity,
confidentiality, and availability of the information and information systems.

Physical Security - REQUIRED

1.

Restrict physical access to workstation and scanner. Locate workstation and scanner,
where feasible, in an area that has restricted traffic flow. Ideally, the equipment would be
in an office with access by only those authorized to access the application.

Secure physical checks prior to, during, and post scanning and transmission. Physical
security over the checks should include limited access and protection from unauthorized
access to the checks prior to being scanned. If the scanning process is interrupted, the
checks should physically be secured and the user logged out of the application. Once the
scanning process is complete and the files have been transmitted, the checks should be
stored in a secure (under lock and key) location under dual control until they are
destroyed.

The physical items are to be shredded under dual control after 30 days. An audit log that
records the date of destruction, batch numbers, and initials of those performing the
shredding should be maintained.

The detailed reports retrieved from the SCO system should be kept either secured with
the physical checks or in a secured file on the computer. The detailed reports need to be
destroyed, if physical, and removed from the system, if electronic, after 30 days.

The detailed reports must be kept and destroyed in the same manner as the checks. They
contain sensitive information that must be handled securely.

Logical Security — Recommended

To achieve logical security, it may be necessary to engage an outside network consultant to
configure network and workstation security.

1.

Install and maintain a firewall on the network. Consideration should also be given to
installing a personal firewall on the workstation or enabling the Windows firewall if
utilizing a Windows operating system. The firewall should be configured to disallow
traffic from untrusted networks and restrict inbound and outbound Internet traffic. Direct
public access must be prohibited. The firewall should be kept up to date and monitored.
Ensure the firewall has audit logging capabilities.

Install and maintain anti-virus and anti-spyware tools on the workstation. The tools
should be kept up to date and are capable of generating audit logs.

If wireless networks are deployed, must ensure wired equivalent privacy (WEP) is
enabled, default service set identifier (SSID) broadcasts are disabled, and vendor default
settings are changed. WiFi protected access (WPA and WPAZ2) encryption and
authentication should also be enabled.

14
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10.
11.

12.
13.

14.

15.

16.

17.

18.
19.

20.

Restrict use of peer to peer (P2P) networks and file sharing capabilities.

Restrict remote access, if remote software is installed ensure it is secure or prohibit
installation — PC Anyware, GoToMyPC, etc.

Do not allow outside software to be loaded on the workstation, restrict or prohibit
Internet downloads.

Vendor supplied default system passwords must be changed. This includes Windows and
RDC application software.

Ensure that each user of the system has their own ID and password, log on credentials
should never be shared since it negates any audit trail.

Strong password parameters are encouraged — minimum length of 8 characters and must
include alpha/numeric and special characters for both the network and RDC application.
Network passwords should expire within 30 to 60 days.

Network settings should log users off after 10 minutes of inactivity. Ideally the
workstation should have a password protected screen saver enabled.

Consider multi-factor authentication by installing biometric readers.

Network and workstations should have the latest vendor supplied security patches
installed. Industry practice is to install relevant security patches within one month of
release (or sooner, following testing to ensure interoperability [Windows updates should
be researched prior to installation]); however, anti-virus, anti-spyware, and firewall
definitions should be automatically installed immediately upon release .

Establish a process to identify newly discovered security vulnerabilities: subscribe to
alert services available on the Internet, run an automated application on the network to
identify vulnerabilities.

Consider annual penetration testing.

Limit Internet access and restrict webmail access for added protection against potential
viruses, Trojans, and key loggers.

Review system event logs and user activity logs, especially those with administrator
profiles.

Maintain system backup.

Consider segregation of duties between initial scanning of items, edits to images, and
transmission of the files.

At a minimum, a review of all manual adjustments to check images should be reviewed
by someone other than the person making the changes to ensure accuracy.
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This section provides information about the Incident Response Plan and is not intended to be a
definitive guide to responding to a breach. The merchant should tailor the plan to their business

2.5 Incident Response Plan
Guidance for RDC Merchants

and use their own judgment about how to handle their own breaches.

An Incident Response Plan defines the response to a security incident such as viruses, malicious
code, network intrusion, abuse of a computer system or other situations. The plan should define

the information flow to the appropriate personnel, assessment of the incident, minimizing
damage and response strategy, documentation, and preservation of evidence. The incident

response plan should define areas of responsibility and establish procedures for handing various

security incidents. This document discusses the considerations required to build an incident
response plan

Incident Response Goals

ONoa~wONE

Verify that an incident occurred.

Maintain or Restore Business Continuity.

Reduce the incident impact.

Determine how the attack was done or the incident happened.
Prevent future attacks or incidents.

Improve security and incident response.

Prosecute illegal activity.

Keep management informed of the situation and response.

Incident Definition

An incident is any one or more of the following:

CoNoR~LNE

Loss of information confidentiality (data theft)

Compromise of information integrity (damage to data or unauthorized modification).
Theft of physical IT asset including computers, storage devices, printers, etc.
Damage to physical IT assets including computers, storage devices, printers, etc.
Denial of service.

Misuse of services, information, or assets.

Infection of systems by unauthorized or hostile software.

An attempt at unauthorized access.

Unauthorized changes to organizational hardware, software, or configuration.

10 Reports of unusual system behavior.
11. Responses to intrusion detection alarms.

16



Incident Planning
In the incident response plan, do the following:

1. Define roles and responsibilities
2. Establish procedures detailing actions taken during the incident.
1. Detail actions based on type of incident such as a virus, hacker intrusion, data
theft, system destruction.
2. Procedures should consider how critical the threatened system or data is.
3. Consider whether the incident is ongoing or done.
4. Implement policies with security tools including firewalls, intrusion detection
systems, and other required items.
Post warning banners against unauthorized use at system points of access.
Establish Response Guidelines by considering and discussing possible scenarios.
7. Train users about computer security and train IT staff in handling security
situations and recognizing intrusions.
8. Establish Contacts - Incident response team member contact information should
be readily available. An emergency contact procedure should be established.
There should be one contact list with names listed by contact priority.
9. Test the process.
3. Discovery - Someone discovers something not right or suspicious. This may be from any
of several sources:
Intrusion detection system
A system administrator
A firewall administrator
A business partner
A monitoring team
A manager
The security department or a security person.
An outside source.
4. Notlflcatlon The emergency contact procedure is used to contact the incident response
team.
5. Analysis and Assessment - Many factors will determine the proper response including:
1. s the incident real or perceived?
2. s the incident still in progress?
3. What data or property is threatened and how critical is it?
4. What is the impact on the business should the attack succeed? Minimal, serious,
or critical?
5. What system or systems are targeted, where are they located physically and on the
network?
6. Isthe incident inside the trusted network?
6. Response Strategy - Determine a response strategy.
1. s the response urgent?
2. Can the incident be quickly contained?
3. Will the response alert the attacker and do we care?

o o

PN~ LNE
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7.

8.

10.

11.

12.

13.

14.

Containment - Take action to prevent further intrusion or damage and remove the cause
of the problem. May need to:
1. Disconnect the affected system(s)
2. Change passwords.
3. Block some ports or connections from some IP addresses.
Prevention of re-infection
1. Determine how the intrusion happened - Determine the source of the intrusion
whether it was email, inadequate training, attack through a port, attack through an
unneeded service, attack due to unpatched system or application.
2. Take steps to prevent an immediate re-infection which may include one or more
of:
Close a port on a firewall
Patch the affected system
Shut down the infected system until it can be re-installed
Re-install the infected system and restore data from backup. Be sure the
backup was made before the infection.
5. Change email settings to prevent a file attachment type from being allow
through the email system.
6. Plan for some user training.
7. Disable unused services on the affected system.
Restore Affected Systems - Restore affected systems to their original state. Be sure to
preserve evidence against the intruder by backing up logs or possibly the entire system.
Depending on the situation, restoring the system could include one or more of the
following
1. Re-install the affected system(s) from scratch and restore data from backups if
necessary. Be sure to preserve evidence against the intruder by backing up logs or
possibly the entire system.
2. Make users change passwords if passwords may have been sniffed.
3. Be sure the system has been hardened by turning off or uninstalling unused
services.
4. Be sure the system is fully patched.
5. Be sure real time virus protection and intrusion detection is running.
6. Be sure the system is logging the correct items
Documentation - Document what was discovered about the incident including how it
occurred, where the attack came from, the response, whether the response was effective.
Evidence Preservation - Make copies of logs, email, and other documentable
communication. Keep lists of witnesses.
Notifying proper external agencies - Notify the police if prosecution of the intruder is
possible.
Assess damage and cost - Assess the damage to the organization and estimate both the
damage cost and the cost of the containment efforts.
Review response and update policies - Plan and take preventative steps so the intrusion
can't happen again.
1. Consider whether an additional policy could have prevented the intrusion.

el A
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Consider whether a procedure or policy was not followed which allowed the
intrusion, then consider what could be changed to be sure the procedure or policy
is followed in the future.

Was the incident response appropriate? How could it be improved?

Was every appropriate party informed in a timely manner?

Were the incident response procedures detailed and cover the entire situation?
How can they be improved?

Have changes been made to prevent a re-infection of the current infection? Are all
systems patched, systems locked down, passwords changed, anti-virus updated,
email policies set, etc.?

Have changes been made to prevent a new and similar infection?

Should any security policies be updated?

What lessons have been learned from this experience?

19



2.6 RDC Merchant Continuity Plan Outline

In the event that the merchant experiences an adverse event that precludes it from continuing
normal remote deposit capture operations, an alternative plan for processing should be
established.

An adverse event can include the failure to scan and transmit images from any of the following
categories (but not limited to these events):

e Natural event
o Hurricane
o Tornado
o Snow storm
o lce storm
o Earthquake
o Flood
e Technical event
o Loss of the Internet
o Malfunction of the equipment (scanner and/or PC)
o Loss of electricity
o Virus, malicious code infestation
e Human error
e Environmental issue
o Fire
o Evacuation due to circumstances outside of the companies control

Alternate methods of processing may include:
o Physically taking deposits to the bank
o Going to a remote location to scan and transmit

In the event an alternate location is used the merchant should ensure that security over the
physical documents and the transmissions is maintained. Transmissions should never be sent
over unsecure wireless or using a public Internet connection.

Written procedures for processing at an alternate site need to be developed which include
security procedures.

Notification or Calling Tree
e (Customer’s management
e Financial Institution
e Law enforcement
e Employees

20



Chapter 3 — Installing Source Capture Optimization (SCQO) Remote
Deposit System

3.1 Customer Workstation Configuration

This must be completed on the workstation that will run the SCO Software.
1. Open Internet Explorer and select “INTERNET OPTIONS” from the Tools Menu.

2. The Internet Options box is displayed.
Select the “SECURITY” tab, highlight “TRUSTED SITES” and click the “SITES” button.

Internet Options ﬂ
Generl Prirvvacy I Conkent I Connections I Programs I Advanced I

Select a zone ko view or chang

@ Y| v |0

Internet Local intranet] JEVEGHEEEE | Restricted
sites

I

Trusted sites
,'? This zone contains websites that you
"% trust not ko damage your computer ar
wour files,

—Security level For this zone

Custom
Cuskorn settings.
- To change the settings, click Custom level,
- To use the recommended settings, click Default level.

Custom level... Default level I

Reset all zones to default level |

(0]4 I Cancel I Al I

3. The Trusted sites box is displayed. Enter the website shown below and click the “ADD” button.
Click “CLOSE”.

https://sco-web.ufsdata.com

Trusted sites

47 ‘ou can add and remave websites From this zone. All websites in
L this zone will use the zone's security settings.

Add this website to the zone:
I https: ffmybank.com add

Remove |

Wehsites:

V¥ Require server verification (https:) For all sikes in this 2one

Close |

4. The Internet Options box is again displayed. Click the "Custom Settings" button.

21
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The Security Settings — Trusted Sites Zone box is displayed. Change the following:

Automatic Prompting for ActiveX controls -- Select the "Enable” option.
Download signed ActiveX controls -- Select the "Prompt™ option.

Security Settings - Trusted Sites Zone

—Setkings

|#| Activer controls and plug-ins ;I
@] Allow previously unused Activer controls to run without pror
) Disablz
{® Enable J
|| Allaw Scriptlets
{® Disablz
O Enable
) Prompt
¥ Automatic prompting For ActiveX controls
Q) Disablz
®
LJ) ISR I.m ar
Q) Administrator approved
) Disable
{® Enable

| 41 icrlan vidan and arimation ona .Mnl-ln;mn that dres rnk :TLI
4 3

*Takes effect after vou restart Inkernet Explorer

—Reset custom settings

Resetto:  [vedium (default) | Reset... |
oK I Cancel |

Security Settings - Local Intranet Zone

—Setkings

Q) Disablz ;I
{®) Enable

|| Display video and animation on a webpage that does nat use
{®) Disable

|

|#| Download signed Activel controls
Q) Disable
O Enable
{® Prompt
|#| Download unsigned Activer controls
{®) Disable
O Enable
Q) Prompt
|#| Initialize and script Ackives controls nat marked as safe For s
{® Disablz

™ Friahla hd
a| | 3

*Takes effect after wou restart Inkernet Explorer

—Reset custom settings

Besetto:  Imedium-low (default) j Reset. . |
OFK I Cancel |

22



5. A Warning box is displayed. Click “YES”.

Warning!

|ﬁ Are you sure you want ta changs the settings For this 2one?
k.2

6. The Internet Options box is again displayed. Select the PRIVACY tab. Verify that the Pop Up
Blocker is not turned on. If this box is checked, uncheck the box. If you would prefer to keep the
Pop Up Blocker turned on for all sites except SCO Merchant Capture, proceed to Step 8.

Internet Options

General | Security | Privacy | Content | Connections | Programs | Advanced

Settings
g: To set a standard privacy level instead of using custom
<q®> settings, click the Defaulk button,
Custom
- Advanced or imparted settings
[ Sites ] [ Import ] [ advanced ] [ Default

Pop-up Blocker

i Prevent most pop-up windows Fram
* appearing.

[ Turn on Pop-up Blocker

7. Click “OK”.
8. If you would prefer to keep the Pop Up Blocker turned on for all sites excluding SCO Merchant
Capture, click on the Settings button under Pop Up Blocker.

Internet Options E| g|

General | Security | Privacy | Conkent | Connections | Programs || Advanced

Settings

°,-_ To set a standard privacy level instead of using custom

@ settings, click the Default button,

Custom

- Advanced or impaorted settings

[ Sites ] ’ Impaort ][ Advanced ][ Default ]

Pop-up Blocker

)| Prevent most pop-up windaws from Settings
*) appearing. k

Turn on Pop-up Blocker
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9. When the Settings screen appears, add the following site https://sco-web.ufsdata.com to the
Address of website to allow and click “ADD”. Then select “CLOSE”. This means that for only
these sites listed will Pop Ups be allowed. For all other sites, they will be blocked.

Pop-up Blocker Settings f'5_<|

Exceptions
Pop-ups are currently blocked. vou can allow pop-ups from specific
# 1 websites by adding the site ta the list below.
Address of website to allow:
|https:Hfsco-web.ufsdata.con’l | [ Add ﬂs

Allowed sites:

1000104 =
1000104 b’
1000121

1000125
1000129

10000123 =
1000134

1000134

1000141
1NN n144 A

10. The Internet Options box will be displayed. Click on “APPLY”. Then select “OK”.
11. Close the Internet Explorer window.
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3.2 Installing the Scanner

User MUST have Administrative Rights on the workstation that is being used.

**Please note that if the computer you are attempting to access the drivers on has Winzip,
a trial version of Winzip, or no Winzip at all, the procedures below may vary slightly. The
procedures below are as if the computer has Winzip installed.**

1. Open Internet Explorer and access the following page:
https://sco-web.ufsdata.com/drivers/

2. Select the appropriate driver by clicking on the description or picture of the scanner your

customer is using.
3. When asked “Do you want to open or save this file,” choose SAVE.

File Download X]
Do you want to open or save this file?

:\:L Mame: RangerForMyi.zip
= Type: WinZip File, 11.7MB

Fram: sco-web.ufsdata.com

Open ] [ Save ] [ Cancel

Llwayz azk before opening this type of file

While files from the Internet can be useful, some files can potentially

l.al harm pour computer. If you do not trust the source, do not open or
= save this file. What's the risk?

4. Choose a location on the PC to save the driver where it will be easily accessible.
5. Click Save and close the web page.

Download complete

w‘-}t@'
e Download Complete
RangerForlay, zip from sco-web, ufsdata, com
(FESRReESSRRRNNSNRRNNNNSSRRNRSRRRNNESRRRAE 3
Downloaded: 11.7ME in ¢ sec
Dovnload bo; Z\Documents | ARangerForkiy, zip
Transfer rate: 2.93MB|Sec
[] Cloge this dialog bow when download complstes
Open l l Open Folder l I Cloze %J
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6. Access the location on your PC that you saved the driver. Open the folder containing the zipped
driver.
a. Note: The location listed below is for example purposes only. You may not have saved in
a similar location.

= C:\Documents and Settings\andreaz\Desktop\SCOADRIVER

File Edit VYiew Favorites Tools Help

eBack - © lj: /'__‘J Search || Folders = | B x n '

: Address |L’f} Ci\Documents and SettingstandreaziDesktopl SCO\DRIVER

Tame Size | Type Date Modified
@RangerForMV&zip 12,016 KB WinZip File 12/29f2009 :47 AM

7. Right click on the zip file and choose WinZip — Extract to here.
a. NOTE: Ifthe PC does not have Winzip, then you should see an option to “Extract All.”

& C:\Documents and Settings\andreaz\Desktop\SCO\DRIVER

© File Edit View Favortes Tools  Help L
: 1 =y - T,
: - ) b -
: @Back </ lﬁ P Search | Falders = (¥ x n
: Address |L’f} C:iDocuments and SettingstandreaziDeskiopSCOVDRIVER v '—) Go
Mame Size  Type Date Modified

'.-",F!.aru;Er'Fn:nrl"-' 12,016 KB WinZip File 12/29/2009 5:47 AM

Open with WinZip

Print

Crnd Prompt here

Explore

@ Scan for threats...

) WinZip 3 i Extract to...

Open With 3] c3 Extract to here

) Extract ta folder C:\D Jhand. . \Des,, A\SCOYDRIVER R angerFortyy
Send To

3 Extract ko Folder »
Cut ) E-Mail RangerFarMyy, zip
Copy 3 Encrypt

3 Create Self-Extractor {Exe)
Create Shorkout )

3 Configure

Delete

8. After the zip file has extracted the contents to the path you indicated, you should now see the
folder which will contain the executable file (.exe) that you will use to launch the installation of
the driver

9. Choose the Executable file (.exe) for the scanner being installed.

& W:\ScannerDrivers\RangerForMVX_2 2 72 1

File Edit WYiew Favarites Tools Help

eBack < \_) lﬁ /-._‘J Search 0 Folders |'$ Ljf- x n v

Address |@ Wil ScannerDrivers\FangerForMyy_2_2 72 1

Mame Size | Tvpe Date Modified
@ Installation Instructions. kxk 1 KB Text Document 6/19/2009 12:49 PM

mil RangerFort Z_1.exe 12,084 KB  Application 6/19/2009 12:49 PM
:gRangerFDrM'\l'X_Z_Z_?Z_l \zip 12,016 KE  WinZip File 61902009 12:49 PM
Setup.dat 1KE DATFile 6/19)2009 12:49 PM
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10. Follow the prompts to complete the installation.

E Ranger for MVX v2.2.72.1 Setup

Welcome to the Ranger for MVvX
¥2.2.72.1 Setup Wizard

This wizard will quide wou through the installation of Ranger
for MW w2.2.72.1,

It is recommended that you close all other applications
before starting Setup. This will make it possible bo update
relevant system files without having to reboot your
computer,

Click Mesxt bo continue.

License Agreement

Please review the license terms before installing Ranger For My
e, 2,721,

Press Page Down to see the rest of the agreement.,

SILYER BULLET TECHMOLOGY IP SIMULATCOR AND SOFTWARE RELATED COMPONENTS, A

EMD-USER. LICENSE AGREEMENT FOR SILVER BULLET SOFTWARE

IMPORTAMT-READ CAREFULLY: This Silver Bullet Technology End-User License

Agreement ("EULA") is a legal agreement between you {either an individual or a single
entity) and Silver Bullet Technology, Inc. Far the Silver Bullst Technaology software
product(s) identified above which may include associated software components, media,
printed materials, and "online" or electronic documentation ("SOFTWARE PRODUCT™), By
installing, copying, or otherwise using the SOFTWARE PRODUCT, you agree ko be bound

by the terms of this EULA. IF wou do not agree to the kerms of this ELLA, do not install or s

If you accept the terms of the agreement, click I Agree to continue. You musk accept the
agreement to inskall Ranger For My w2.2.72.1,

 e—
[ < Back I I Agree I [ Cancel ]

E Ranger for MVX v2.2.72.1 Setup

Choose Install Location
Choose the Folder in which ko install Ranger For My v2,2.72.1,

Setup will install Ranger For MY w2,2,72.1 in the Following Folder. To install in a different
folder, click Browse and select another Folder, Click Install to start the installation.

Ranger Install Direckary

Browse,.,

Space required: 19.6MEB
Space available: 76,3GE

 pe—
[ < Back I[ Install l] [ Canicel ]

11. When installation is complete, select “FINISH”. Plug in the scanner and proceed to the Launch
Web Capture documentation.
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3.3 Uninstalling the Ranger Driver
It is possible that you may need to uninstall your ranger driver at some point. Please do not do
this unless absolutely necessary.

1. Go to Control Panel

2. Double Click on Add or Remove Programs

Fle Edt View Favorites Tooks Help aw

(et ) B D [ rokes [

address | B Control Panel

Control Panel d‘?’ §

B

D 2 &R ¥ 2 @

g

accessibilty  Add Hardware admiistrative  Automatc  DateandTme  Display  Folder Options  Fonts Game
@ Switch to Category View Optians Tools Controllers
= T @ b @ % 4
see also 2
Intelif) GMA  Internet keyboard Mouse Metwork  Phone and  Porkable Media Power Options  Printers and

R viindows Update Driver Options

@) Help and support Q ﬂ]]

Connections  Modem

2 9 9

Livi E
Vi the portable media devices connected to your computer

&

Quicklime RealtekHD  Regionaland Scannersand  Scheduled  Securty  Soundsand  Spesch System  Taskbar and
Sound EFf...  Language ... Cameras Tasks Center Audio Devices Start Menu
8 0 e <
User Accounts  Windows Windows Wireless
CardSpace Firewal  Network Set...

3. Scroll Down to find the Ranger Driver for...(will vary depending on which scanner you have
installed)

B Add or Remove Programs

S — O] sowipens Sy

Change or

-~
Remove i8] bicrosoft .NET Framenork 3.5 5P1 Siee  ZB.0EMB
Programs

[Z] Microsoft Office Live Meeting 2007 See  51.71MB

- §5) msxmL 4.0 5Pz (KEG36181) Size  2.62MB

add ew 15 MM 4.0 5P2 (KESS4430) Ske 267V
Programs

15 ML 4.0 5Pz (kEST3658) Ske  2.77MB

§5) MSKML 4.0 5P2 Parser and SDK Sie  1.23MB

sddfRemave | [ MSHML 6 Service Pack 2 (KB9S4459) Se  1.30MB
Windows

Componeres |29 Premier Adriristrator - PRII701 Ske  6.53ME

& Propalms Connection Manager Sige  374VE

@ $ QuickTime. See  74.35ME

Set Pragram

ccess and
Defauits

Change/Remove

Sze  D.63ME

ﬁl REALTEK GbE & FE Ethernet PCI-E NIC Driver
$8d Realtek High Defintion Audio Driver

Ske  47.64MB

4% SNMP Informant Agent (Standard Edition) Sige  2,30MB

I 5peling Dictionaries Support For Adobe Readsr Sbe 3254
Sy 5ybase 56U Anywhere 5.0 See  B.40MB
3@ Trend Micra Client/Server Securicy Agent Sie  452.00MB
§5) Tumbleweed SecureTransport FileTransfer(Englsh)

15 visionik Sze 33418

V2 ¥NC Free Edition 4.1.2 See  1.59MB

@ tebEx

% Windaws Driver Package - CTS Electronics, Inc (LS100UD) USE (07/18/2007 01,00.00.02)

§5 windows ¥P Service Pack 3 :

4. Click Change/Remove and follow the instructions to complete the uninstall.
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Chapter 4 — Making a Deposit

4.1 Creating a Deposit

Be sure the scanner is plugged in and the drivers installed before completing these steps.
Also, be sure that the Pop Up Blocker is turned off when running Merchant Capture.

1. On the merchant capture workstation, open Internet Explorer and open the following link:
https://sco-web.ufsdata.com/WebCaptureWeb/MerchantCapture.do?appld=EBI1450&FID=075912819

**You MUST copy and paste this link, typing it in will not allow you to properly login! **

2. Our recommendation is that you add the above site to your internet favorites and name it
“Ridgestone Deposit”. (in Internet Explorer, Click on Favorites and select Add to Favorites)

3. The Merchant Capture Login box is displayed. Enter your Premier Ecorp Access ID and (Token
Number+PIN) and click “LOGIN™.

(1 Ridgestone Bank

Making success happen.
?

User Id:

Password:

VERSION -2.2.1.8 Build - 1

4. The scanner will turn itself on and the Silver Bullet window is displayed. (this will be displayed
every time you login)

"Ranger Compatible”

Licensed to: CheckFree

Thezqzoo7 o002
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5. After login, the screen below will appear. Click “OK”.

= Web Capture - Windows Internet Explorer
& - e fodata.comjwebC 5P
Links & Ecom Test (& | Ecorp Test

% e [gwwcapture 17]

fl3 Ridgestone Bank SitelD:111111118-5576

Help Contents
After you have run "SetupZiptre exe”, please click OK.

g

6. The Home Screen is displayed. Select the “Create Deposit” tab..

g Switch To: Classic View

rl-'j RidgeStone Bank Merchant Capture Solution

W G
Making success happen. Welcome, Georgia Peach

Home. User Audit Help ~ Logout
[« View Deposits View ltems Reports
Sledie Deposit Fending Deposits O All Deposits Rows perpage: |10 |w.
Start a new deposit by clicking t
Create Deposit button below, Search v
enter specifics on youpdpfsit,
then click Continue. [l Depostid~ Account#  Account Name Processing Date  Status Deposit Total (5)  Actions
Create Deposit
Training v
Messages A
News/Promotions v
No deposits to display Page| 1]of1

Em
7. The Create New Deposit box is displayed. Enter the deposit amount and select the appropriate
deposit account. Click the “Continue” button.

Create Deposit

* Required Fields
Deposit Armount®

Salect Account® POD account- ****=+q&0

Store Mumber
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8. Place your checks to be scanned in the scanner and click the

button in the lower

left corner of your screen (you may need to scroll down to locate the SCAN button). Let the
check(s) scan. When finished click “Capture Complete”.

ﬁ.'j Ridgestone Bank
g Making success happen.
Home
[«] Item # & Check #
Deposit 1D 301975
AccountNo.: 160
AccountName: POD account
More Details
[BrportAS | Defee Depost
Training v
Messages A
News/Promotions v
No of tems:0 Error:0 Deposit Totat$1.00
Scan
Detect Double-Feed

Merchant Capture Solution

Switch To: Classic View

Welcome, JERRY VAN ESS

User Audit Help -~ Logout

Error Amount Actions

Difference:$0 Checks Total:S0

Please Fix Errors
then Submit

Your image(s) will appear as they are scanned, notice the virtual endorsement. There is no longer

a need to endorse the back of your checks.

e Pl it e Ep A1k

ACEOUNT S S B

_..Lfb!’ufq{-r e, 25?{5‘“
1810

sowane B BT

W, Pidbtton, fone-
Dy Doty 5 “hoo
‘IgRialgesLaneBu.nk
P e

"

——
Mo
ession Started @ 11:47:13 AM ltams Scanned: O |Ibsms Processed: 0

k
T
S B

1Dore

=] Trusted shes

9.1f there are no exceptions, click on Submit Deposit, and your deposit is complete and you will

return to the main screen.

To log out, click on Logout on the information bar.
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4.2 Exception items

It is possible that when a check is scanned, for some reason there might be an image quality
error. This can be caused by the check being torn, bent, busy background, dust, etc. If you
receive an Image Quality exception, you will see a red “X” with a pink background letting you
know that there was an issue with the image was that scanned. Click on the check in the list to
view the document.

Upon reviewing the image, if it is straight and legible, click on Accept Image.

1 ] | R et | ] 1T addind ] ]

Delete Item Accept Image |

Update Item
Detect Double-Feed W |

ReScan(d)

The screen will refresh itself approving the image quality and allowing you to continue with your
deposit.

If the dollar amount is not read correctly, enter in the correct amount in the bottom right hand
box that is highlighted pink and hit Enter. (The dollar amount is the only amount that you can
change. If any other information is incorrect, it will be fixed during processing)

) o —
i . = e
" ' ! [ U e I
— | e (27503 " [
] it — S
OV —— 5_  dgasios Prak ) _,;,(.rf}. \
fraising - Bavioie qidde . ndl Al N i
W EESIgEE i | Ridgestons: Bank
Y e v e ad A '
AANL .-I.J‘I_ﬂ..‘_,\:::__l -
GOTSTMEAIAE  ~5O0=E 60 - !

Bl Trawvsil Aoount [Twn, ST
RS A 3

M Pr oo lica v ik [ T—

Now that there are no exceptions, you can continue with your deposit as normal and submit the
deposit.
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4.3 Duplicate Items

The system will automatically check for duplicate check entries. If you happen to scan a
duplicate item, the View Exceptions tab will be highlighted pink and you will also see that the
item you scanned will be highlighted in pink indicating that this might be a duplicate deposit
item.

1. If you wish to accept the item (only accept the item if you have verified that the check has not
been deposited in a previous deposit), click Accept Duplicate and proceed with the deposit as
normal.

I I | 075512818 I . 500232 I | 10.00 ||

Updaba Tbsmi [(Ceri+U) | Dalate ftem (O] | Accapt Duplicate (Cel+Shik-+a) [0} Dretail Bhowing 1 ta 2 of 2
Itemn Mumber- Auwux On-Us- RIC- Ry Western Aux - Accounts PC- Check #: Amount: Item Type: Image Qualitys Doplicabe -

10.00 Debit
|  10.00] Debit| |

S002332
| sopaaz]

073912819
| o7so1zB10]

1 Q003076302
= ooosoreaos|

2. If you choose to delete an item, make sure that you highlight the correct check
3. Click on Delete Item.
4. Once you hit Delete Item, the system will ask verify that you really want to delete this item.

5. Click OK.
S - _IS@.@@—} ‘ ‘Mrrh::uf'::::ss_ :

S

ide oK ] | i
icate tam Suspact

ibmrn Aune: Ao cEIHTTE e el L B

6. The screen will refresh and the duplicate item will be removed. Continue as many times as
necessary. Once you have removed all the necessary items, proceed with your deposit at normal.
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4.4 Deleting a Check

While scanning a deposit, it is possible that you will have to delete a check that you have
scanned. Please follow the direction below to do so properly.

1. While in the View All Items screen, Click the red X in the same line as the check you wish to
delete.

2. A box will pop up verifying that you really want to delete this item, if you do, click Yes.

3. You can then finish your deposit.

Click this
red X to
delete a
check

Proanpl [ =]

Are yau sura jou war o deleba fhis dem?
‘\y 05407

Yeg Mo
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4.5 Deleting a Deposit
**|f you are not going to Submit your deposit, for any reason, it MUST be deleted!**

1. Select the deposit you wish to delete from the deposit list by checking the box next to the
deposit.

2. Click the Remove button.

J 1 3
“J Rldge.stgne Ba"_nk B
Depacit Capture | Guory Extrcts | Holp | Logout

Fending liems 0l Depasiis

T pww & Fomamon | Ta amount
Sita ID: 075912812-100 Caplure Usar:
Account

[secsion started & 0113336 b [tieme Scarned: © [imms Frocesend:
e

Bar T T Tamed shes N

OR

User Audh  Help  Logout

E|| wview Deposits | \iewltems | Raports
Greate Deposit C Panding Deposts @ A Deposis Rows 0erpags 10 |

Searcn v

O oo i
Create Depost - aanres Ches ;mzsaT
20718 w0424 ROBChecking 2012427 SUSPENDED
Training L]
Messages -
Hews Promotions v

3. A box will pop up verifying that you want to delete the deposit. If you do, click OK.

Windows Intemet Euplorer x|

A ?’] B oy aae wo wenk bo delele tis deposi 7. 51022

[ oe ] cond |

4. Once you click OK, you will be taken back to the Home screen.
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4.6 Switching between Classic and Contemporary View

The latest upgrade to Merchant Capture allows for you to choose which view you prefer. In

order to switch back and forth, simply click on the link in the upper right hand corner. Below are
examples of the home pages of each view.

Contemporary View

Swiich To Clasgio Wew
fISEW Merchant Capture Solution

e linime, Token Ugar2

L=er Audi Help - Logout

| | wiew Depostts | \iew lems Raparts

Greaiw Deposit 3 Panding Deposis (3 All epasits Fows par pags. [0 |w
Elarl @ new deposk by cicking e

Create Depasi bulion balaw, Search

&
antar 0BG on pour deposil
then click Cantinue From Dk . 3312_03_2?:lr-3ljale' m12_ua_2'faﬁom Amount Tio AL

= Advan g Sagnch @
Training X Depesit I = Account? | Acceuni Hame FrocessingDete  Fialis Depesii Talal (3} | Actions
Messages _|I= ssoTez| e 0624 RCHChecking 2012027 SUBMITTED 5% B @
Hews/Promotions v

Diplyying 11011 Page 1ar1

Sespion Startad @ 11:18:35 AM [Ikems Scanned: 12 |ltemns Processed: 12

Classic View

Svrineh To: Commy ¢ View
(13 Ridgesipne Banls - _
Depuslapare | Usery bavesie |WeblLaal .-
Pereding Deposits Al Deposits

Creation Date

Frange From: ZM2HT = Ta [rzmz | From amount T Amaunt: ]
Staiug: | P =T e | Capiura Liger
Depoanio: | | Arcount rciude Deletes: [
Page(s) 1011 Total Rows: 1
Lazn
— = Depoxid | Bepoxi Capiure | Created | Proceseing | Submit - Deposit
- - W -
Solact | Site D8 0O | umee Aot ) | Aect |“:|:b':a ter @ | Time B | nate © Tiwe Sanes B | mems G Tolul © Artinn
OTSHIBIR L Test . RCE . 320837 o EHZEIT
T BTl VIR oy s mhser TG 12082 e SUBMITTED 12 65¢ Wiz Subind

Cacdinn Srastad #h 1117035 AM (Teme Seanne: d: 17 | e Proemesed: 17
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Chapter 5 — Reporting

5.1 Detail Deposit Reports — Classic View

1. On the Home screen click on the Deposit ID number

/= ¥eb Capture - Windows Internet Explorer =[8l x|

E@ ~ [i&] hpi110.0.0.56 fwebCapturewebiFrametome. do7methodaflaximize E E]

(iJ Ridgestone Bank

SiteID:00013

From Deposit
2 o [ amount: | status: | =l

Captre |
User

) o) )

Account: [

075909945~ Wsswsls 2010-01-05  2010-01-05 Shnw
bt 2483 TRSIE  TRE1S  §iisie jpamer 20100105 SUBMTTED ZTOW 2.00 2.00 00

3

| EOE®HS wmm

4
Risart| | ] @ € |[@ 4 tnternet Ex... - |03 Microsoft offi.. <| | sco-roc | £35c0Roc | 51 print cff top shee...

2. Click on the Detailed Reports tab, you will see four reporting options (Described on next
page). You can print or Save any of the reports.

(1 Ridgestone Bank S
Deposit Capture | Quary Extracts | Help | Logout 9@

All zms (Cl=A] [y raptions [Crl-£)

,  Geserote POF Repcrt

[ " Girerale FOF Repod 4 Images
Wikor Hyp: | Generahe C5W Repert

Cepnet Status; [ EMrec] Imeges

Cepast Aecnunk: 510232

Pumizer of Hemes: il Excepions: 0

Phamcer of Checkz: 0

Coepast Tobst 5 1.00 Cheshs Taes B D
Cftererce: F -1 0

Aux On-Us: AIC: RT: WEstESn ALK: ACoount: PCi Chack #£: Amount:
|

1 O I—

Update
Item Number -

Itern [Ced+Li

Aux On-Us -

1A Dietn

Crr
RIC- RT=

Western Aux+- | Accounts PC- Check £+ Amount- Itkem Type- Image Quality- Duplicates
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Option 1: Generate PDF Report — This report will list all of the checks in your deposit.

Option 2: Generate PDF Report with Images — This report will list all of the checks in your
deposit along with images of each check.

Option 3: Generate CSV Report — this report will extract all the individual check information in a
format that can be uploaded into other programs.

Option 4: Extract Images — This report will only pull the images of every check in the deposit.
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5.2 Detail Deposit Reports — Contemporary View

1. On the Home screen, check the box next to the deposit(s) you would like to report on.

Home Userfudi Help o Logout
= Wiew Deposits Wiew Ibems Raports
Create Deposit T ¥
(@ Dapost Quary Raport C bam Sy Repor Fows per page.  |1g e
Elarl @ now deposd b
Craata Depash bution slow, Po— -
aniar spaclios oF WuT depos
thien click Camtrus _
Create Deposit | Depesi B = suni Riars Erocesgng Dabe Shaies Deg| - P
T [+ apore2 =024 RCB Cheching 2012-5-7 SUERITTED R
v
aning [=] ML Esdrect
Me ssage s L - DCemposk Delad Repori
HewsFromofions ¥

2. Click on the Export As tab, you will see four reporting options (Described below). You can
print or Save any of the reports.

Option 1: Generate PDF Report — This report will list all of the checks in your deposit.

Option 2: Generate CSV Report — this report will extract all the individual check information in a
format that can be uploaded into other programs.

Option 3: XML Extract — This report will only pull the images of every check in the deposit.
Option 4: Deposit Detail Report — This report will list all of the checks in your deposit along
with images of each check
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5.3 Retrieve a Specific Check — Classic View
1. On the Home Screen, click on Query and select Item Query.

2 Web Capture - Microsoft Internet Explarer

Depoth Sek sy _

(19 Ridgestgne Bank
—————

|

SIRITIF12E15-100

—

2. You will be taken to the item query screen. Enter in the dates you would like to search and
any other identifying check information. Amount and account number are the best.

3. Click Search. This will bring up a list of checks.

3 Web Capture - Microsoft Internet Explorer

Fram From T Deposit
10031 : 003 = -
o famoasar oo foas @, Mo Y[ ey
Site: 075312815100 C Aeeount
User.
T f e OO
Page(s) 1 of2 Totai Rows: 1
Depostt| Aczourt | Aceours | L0 Depomit [ s Cout | Deposit [mem | Beposit
1@ | mmber | name ©| o) Cntn@| 1o @ Totn @) perence q
NI N0 . Snow
e WS g susEwe oL WA MR MA A
M08 0o Show
T IS oo suewTiED T L 1m m om
008 200508 e SOW
TR RS oo suwEwe e L WA MR MR A
WOB08 200526 READY FOR Shaw
"o s 0P pacual Tansscions I 0D nED
. WDIOE0S 2000505 - Show .
or 000305 20001 woses  SUsPEIRED S wa W owm e
WO305 00305 o
, DIOE0S WOTLE omoes suwBce Tom o wA WA NA A
ON0004 20100304 - Snow
o L SO g susewe SO L WA Mmoo WA A

X]
L
4™
(b] Ridgestone Bank Stai075512015-180
Wiokng Success havoen.
(v z Q@)
("Se
from oo | [wioozzs =, 7 [oon |, T oo | site: orsatz81g-100 CRLE
Date Amount Amount User.
Ascount Routing ttem
Aoz | [ | s | ]| | C
e
Page(s) 1 or 1 Total Rows: 1
Show - Western A Hem Type
2 [rolormo 5 |- lve 5 |me e s[5
® s 1200487302 wrsarsia — 000 Detit
e Bl 3t B 0
-“C’Wum# 22077
e, Pidgin aor— 18100
,,TJQIAL, Doliar &l I PP S
) Ridgestone Bank -
Mgy Sy I 2
Session Started @ 11:47:13 AN |tems Seanned: 0 [Itemns Processed: 0
] pone

T start

4. Click on the check in the list to display the image.
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5. If you need to print the check, Right Mouse Click on the Image and select print.

) Web Capture - Microsoft Internet Explorer

Fraorm To From To ) Capture
oo fososon [E 00 Eeoass [E] T oo | aroary 000 | site 075312818000 R [oustomer

Al
on-Us |
Humber.

Account |
Humber:

Routing
Rumber.

GEa) @D 00 ety

Iterm

1Sh: | | Troe:

e ————

Pageis) 1 of 1 Tatal Rows: 1

Show - Aux On-Us Western Aux tem Type
T el N N il e e e il

I B30 1200467902 075912819 A00-233 oo Dehit

e ekl st e B N

o -

Save As...

Fielgeitune. Bone—
i, Dol X Pligo . Negative Image
(D] Ridgestone Bank Crientation

v Smooth Image

s
..,.Ju e o Size

Zoom Image Size
Page

Mouse Mode:

More Setkings

MOTE9a2BAE 500w 23

Tools

AlternaTIFF Home Page
About

Session Started @ 11:47:13 AM [Items Scanned: 0 Items Processed: 0

14 start Sl lof

|2
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5.4 Retrieve a Specific Check — Contemporary View

1. From the home screen, click on the tab labeled “View Items”.
2. Click on the + next to the check that you would like to view.

Elarl @ new depost by cicking e

Cramba Dapasi buton balow, Bearch ¥
Ble EpRolice: O Wur Jepagil
then click Cartinus

User Audl Help o Logout

[

Create Deposit Riows par pags 11

Deposi D i=mE  Traesn Acrown [= = amounl | Acdions
Create Deposit ] 20702 10538308 TRO2310 BO0-B2E 400 3

380762 10s3E304 75012810 SO0-E2E 1.50 !

Training v - p— -
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Chapter 6 - Troubleshooting

6.1 Troubleshooting FAQ

Submit Deposit Button does not
appear.

After ALL Exceptions have been
corrected, click on the Update Item
button. The Submit Deposit button
should appear.

Verify with an Account Owner that you
have been given access to submit
deposits, if you have, contact Deposit
Operations to verify your user settings.
You may need to scroll down using the
left hand scroll bar to view the Submit
Deposit Button.

When | try to login, the webpage
closes.

Verify that you are running Internet
Explorer 6 or 7. This is a common
problem when IE is upgraded to Version
8.

Consult your IT Provider to verify that
your Virus Protection will allow the SCO
program. (some security programs need to
be disabled during install).

It is possible that a Google or Yahoo
toolbar is blocking pop-ups. Consult your
IT provider to uninstall these toolbars.

| receive a CHECK JAM error
message when trying to scan certain
checks.

When you are in the scanning screen,
uncheck the Detect Double Feed button
(located next to the green SCAN button).
Verify that there are no bent edges or tears
on any of the checks that are being
scanned.

Clean Scanner and check to make sure no
paper or any other foreign object is not
lodged in the scanning track.

Scanner will not Power ON.

Scanner will not Power ON.

If you have a Unisys Smart Source
scanner, check that the power button,
located on the back of the scanner, is in
the ON position.

Check to make sure that the power cord is
securely plugged into the wall and the
back of the scanner.

Verify that the 2 parts of the power cord
(the box and the plug) are correctly
attached.

Make sure that the USB cord is securely
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plugged into the computer and the
scanner.

The user that installed the scanner driver
must be a local administrator on the
computer (refer to Section 2.1 — System
Requirements).

| receive multiple exceptions when
scanning checks.

The scanner is designed to read each
number dollar amount, if the check is dark
colored or the amount is skewed, the
scanner may not properly read the check.
Clean the scanning panels as indicated in
Section 2.3 — Scanner Maintenance.

SCO takes a long time to open.

Check your internet connections and
make sure that it complies with Section
2.1 - Workstation Requirements.

When I sign in, a pop-up appears
telling me that my Silver Bullet
License is going to expire.

This message appears when the drivers
were not properly “unzipped”. Refer to
section 3.4 for help on uninstalling and
3.2 for reinstalling the Ranger Driver.

When I sign in a pop-up appears
and asks me for a product/serial
number for Silver Bullet.

This message appears when the drivers
were not properly “unzipped”. Refer to
section 3.4 for help on uninstalling and
3.2 for reinstalling the Ranger Driver.

| am not able to install the Medical
Informatics Engineering Program.

Verify that your Internet Explorer settings
match those specified in Section 2.1 —
Customer Workstation Configuration.

It is possible that a Google or Yahoo
toolbar is blocking pop-ups. Consult your
IT provider to uninstall these toolbars.

| am receiving an error message that
says “Transport API is dead.”

e If you have a Unisys Smart Source
scanner, check that the power button,
located on the back of the scanner, is
in the ON position.

e Check to make sure that the power
cord is securely plugged into the wall
and the back of the scanner.

e Verify that the 2 parts of the power
cord (the box and the plug) are
correctly attached.

e Make sure that the USB cord is
securely plugged into the computer
and the scanner.

e The scanner driver may need to be
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reinstalled. Refer to Section 3.4
Uninstalling Ranger Driver and 3.2
Installing the scanner.

I am receiving the error “Ranger cannot
connect to API”

The scanner driver may need to be
reinstalled. Refer to Section 3.4
Uninstalling Ranger Driver and 3.2
Installing the scanner.

When | click the “Scan” button, a box
pops up that says “Uploading” and will
not go away.

Refer to Section 2.1 Workstation
requirements to ensure that your
internet connection is the correct
speed.

Refer to Section 3.1 Customer
Workstation Configuration to ensure
that you have properly configured the
Internet Explorer settings.

| receive the prompt to run
“SetupZiptrc.exe” every time I login.

To prevent this message from
appearing upon login, access the SCO
drivers link at https://sco-
web.ufsdata.com/drivers/ and select
the following: “SCO1251 Install
Documentation” and “SCO1251
Install Package”. The install
documentation will provide the
instructions for running the SCO1251
Install package.

| receive the following pop-up after
installing the scanner driver and

logging in.
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This pop-up means that you attempted
to install the driver without extracting
the driver from the zip file.

To correct, uninstall the driver.
Extract the contents of the zip file and
make sure that the executable file and
the .dat file are present in the same
folder. Then reinstall the driver.

When | try to open SCO, | get an error
that “Internet Explorer cannot display
the webpage”

In Internet Explorer, click on Tools —
Internet Options. Click on the
Advanced Tab. Under the “Security”
section, either check or uncheck the
box next to “Do not save encrypted
pages to disk”. If the option is
checked, uncheck it. Ifitis
unchecked, check it.
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