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1 About M+Quarantine

M+Quarantine is a web-based application that allows end users to access and manage their quarantined email from
anywhere in the world through the Internet. A component of the M+ Guardian Extreme Email Firewall,
M+Quarantine allows end users to see how many email messages containing viruses, spam, blocked
attachments or other filtered mail is being trapped by M+ Guardian, and how effective M+Guardian is at
protecting the organization’s email and messaging collaboration system.

1.1 About this User Guide

This user guide is intended for the M+Quarantine end user and assumes that you have a working knowledge of
your computer and its operating system. The guide is structured in a series of tasks to help you learn the
M+Quarantine application as quickly as possible. The guide will walk you through each of the tasks you can
perform in M+Quarantine.

1.1.1 Style Conventions

The following style conventions are used in this guide:
* The names of files, directory paths, and guides appear in italics. For example,

* The data is stored in the sample.xml file.
* The file is located in your C:\Program Files\Messaging Architects folder.
* Please refer to your M+Guardian Administration Guide.
* Menus and commands that you need to choose are displayed in the form
Menu > Command. For example, File > Save means click the File in the menu bar, then click Save in the
menu that appears.

* The names of keys are displayed in small capital letters, such as CTRL key.
* Aplus (+) sign is used to indicate combinations of keys and/or mouse operations. For example:

* CTRL+C means to hold down the CTRL key while pressing the C key.
* SHIFT+click means to hold down the SHIFT key while you click an item with the mouse.

1.1.2 Symbols

Throughout the guide, you will sometimes see special symbols in the margins. The symbols are intended to
supplement the information in the section where they are found. These symbols serve different functions based
on the icon used to represent them. The types of symbols are:

Note: This symbol provides supplemental information and/or configuration tips. Look for this symbol if you
want to find additional information for the subject that is being discussed.

L3

Important: This symbol indicates that the information described in the corresponding section is important.
Pay attention to this symbol when you encounter it.

©

Warning: This symbol lets you know when something requires caution. The goal of this symbol is to let you
know about the potential errors into which you might run when using the function in question.

X

Tip: This symbol provides additional configuration tips. Look for this symbol if you want a tip on how to
accomplish something.

-0
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2 Introducing M+Quarantine

The Quarantine Reports feature of M+Guardian allows system administrators to create policies that automatically
send customized Quarantine Reports containing event information to end users in the form of an administrator-
sent email message. When new mail is quarantined, M+Guardian automatically sends email messages in the
form of Quarantine Reports to your mail client. To access your quarantined email, simply click the URL link
contained in the body of the Quarantine Report to automatically launch the M+Quarantine application, or use the
available actions in the Quarantine Report. For more information on Quarantine Reports, see “Reviewing
Quarantine Reports” on page 15.

2.1 Launching M+Quarantine

To start a M+Quarantine session:

1 Clickthe URL link contained in the body of the Quarantine Report or follow the URL link provided by your system
administrator.

? You can also start a M+Quarantine session yourself at any time by opening a standard web browser and
entering the URL provided by your system administrator directly in the address bar.

2 On the M+Quarantine login screen, enter your email address and corresponding password in the available
text boxes.

3 Under Language, choose the language, or leave the default setting at Auto detect to automatically detect
your browser’s language setting.

4  (Click Log In.

&) M+ - Mozilla Firefox

Ble Edit Vew Hglory Bookmarks Tools Hep

Usemame

Password

Language
Auto detect £

=T Messaging Architects.

Figure 2-1: M+Quarantine login screen
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@ M+ Quarantine supports Internet Explorer 6.0 and higher, Mozilla Firefox 1.5 and higher, Netscape 7.1 and
higher and Safari 3.0 and higher. Messaging Architects recommends Mozilla Firefox for enhanced
performance.
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3 M+Quarantine User Interface

M+Quarantine filters incoming email messages to determine whether the messages contain viruses, spam,
blocked file attachments or other forbidden content. The main M+Quarantine interface displays the name and
email address of the sender and the subject of the message. You can also open an email message in quarantine
and view header details such as the sender of the message and the date and time the message was received in

quarantine.

3.1 Navigational Tabs

To start navigating through M+Quarantine, use the navigational tabs on the left of the interface to open the

corresponding category.

Delete Al
From Subject
Al 53 pansy_huffmanwnifoneli: Lose'WeightFaAST! Grder Discount
Spam 53 > rentie” r794@WHITECLUB rerepuce
Attachment o gnifoogl1?@accessorizei gnisuor-
Virus o orangeroct@wildmail.com 55520 bonus
serviceteam.refDP443244 HSBC Bank Customer Service: Service
Content o

AntonioplateonHendersor Receive funds in as little as 5 days

system-messageHsE9451¢ important account notice [message id:

nicole_blankenshipld@my vour wifefoid will SCREAMMMII claim

Figure 3-1: M+Quarantine, Navigational tabs

Datew

Monday, January 28, 2008 (s
Monday, January 28, 2003
Monday, January 28, 2008
Sunday, January 27, 2008
Sunday, January 27, 2008
Saturday, January 26, 2008
Saturday, lanuary 26, 2008
Saturday, January 26, 2008

By default, every time you start a new quarantine session, the Spam tab is displayed.
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Freferences

Log Out debbi

From Subject

Date

| el 53 pansy_huffmanwn@onel: LoseWeightFASTI Order Discounk Monday, January 28, 2008
| Spam 5 rentie” rP9A@WHITECLUB rerepuce Monday, January 28, 2008
Attachment o gnifaogl 17 @accessonze gnisuar- Monday, January 28, 2008
Virus o orangeroot@wildmail.com 55520 bonus Sunday, January 27, 2008
Cantent o serviceteam refDP443244 HSBC Bank Customer Service: Service  Sunday, January 27, 2008

AntonioplatoonHendersor Receive funds in as little as 5 days
system-messageHsa45 1t important account notice [message id:
nicale_blankenshipld@my your wife/girl will SCREAMMMI| claim
ittivgnutcnpniPHassmersk itiguent

raplevribqud@abbaloos.u razorsha

lietsgs5@thunderbay.ca lieztno

Saturday, January 26, 2008
Saturday, January 26, 2008
Saturday, January 26, 2008
Friday, January 25, 2008
Friday, January 25, 2008
Thursday, January 24, 2008

garchitects.com

wednesday, January 23, 2008
wednesday, January 23, 2008
Wwednesday, January 23, 2008

sales@esker.com Live Webcast: How you can e-invoice
csteam.refF513535286.bi HSEC Bank reminder: please update
Imamalpdzibdragonballye [bourie

yserkani@gailanas-garter yritt{ny Wednesday, January 23, 2008
GeraldinefumbDickinson@b certified online pharmacy wednesday, January 23, 2008
jbenitezjr@barb.com Deep Discount Vicodin & Hydrocodone  Wednesday, January 23, 2008
admin@\iagra.com SALE 73% OFF on Pfizer wednesday, January 23, 2008 3

=T Messaging Architects

Figure 3-2: M+Quarantine, Spam tab

Allowr Domaln

The Spam tab displays a list of email messages tagged as spam in your quarantine. To view a complete list of
email messages from all categories, click the All tab.

Messaging Architects



[(an 284
Spam 283 |
Attachmant o
Wirus 1
Content o

| Twpe

Spam
Spam
Spam
Spam
Spam
Spam
Spam
Spam
Spam
Spam
Spam
Spam
Spam
Spam
Spam
Spam
Spam
Spam

From Subject

faganbutul®wappi.com Good Day Sir, Your urgent assistance
International Premier CONGRATULATIONSEII
vickor_wileyes@access.co 1 865 Cheaper than Original Price:

MR MACK PETER ATTENTION. 100%.RISK FREE
post.serviceBGE0531208. Customer Alert »
horton_vo@csc.oom your wife/girl will SCREAMMMII daim

AntonioplatoonHendersor Receive funds in as litte as 5 days
service@intd.paypalcom  PayPal - Critical Account [nformation
info@mail2.fastsearch.cor FASTforward 08 - Experience Search &
Digiumen?S.com MNew Asterisk Training Program
mail_servernkB816773311 Important Banking Mail! (Fri, 25 Jan
cid=80-nd=11268_-mid= s Apple Full of Hot Air?
cd=80-uid=456343_-mid Exclusive Offer: Here's your chance to
ugyoigwiools.com A choice for each style
Dell_Small_Businessi@em: $399 Notebook. Two days only, while
brfzzmmizjha@abercromb Physician Contact List in America

a Ziff Davis Enterprise A Special Offer for You: Complimentary
a Ziff Davis Enterprise A Sperial Offer for You: Complimentary

| 4

E."" "-'-':c-ﬂ B ﬂ E., e T, “";J — '

Figure 3-3: M+Quarantine, All tab

The All tab displays a complete list of email messages in your quarantine by category. Email messages are

quarantined into the following categories under the corresponding category tab:

Spam There are 7 categories of spam that can be filtered into quarantine. These categories and the level of
spam filtering applied to each category is determined by the system administrator.

Attachment A blocked file attachment is any file type that is identified as a threat by the system administrator.

Virus A virus is any suspect email that is trapped by the dedicated anti-virus engines.

Content Forbidden content is any type of prohibited content containing words or expressions that the system
administrator has banned.

3.2 Reviewing Your Quarantine

You can review your quarantined email messages directly from the quarantine by selecting or highlighting the
message in the list and clicking the appropriate message action icon that appears at the bottom of the interface.

A Filter option is also available to allow you to filter items in quarantine by subject or date.

The available message actions include:

3.2.

1 Release

This option allows you to release the message from quarantine to your Inbox. Click Release to transfer the email
message out of quarantine to your Inbox. This option is only available from the Spam tab.

: your Inbox. Only email messages considered spam can be released from quarantine.

Email messages containing blocked file attachments, viruses, and forbidden content cannot be released to

Messaging Architects
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3.2.2 Allow

This option allows you to add an email address to your Allow List directly from the Spam tab. To add an address to
your Allow List, highlight the message in the message list, and click Allow. You can add individual email addresses
to your Allow List, or you can add the entire domain. If you want to add both the email address and the domain to
your Allow List, choose Allow Domain. Email from addresses and domains on your Allow List will always be sent
to your Inbox.

Dretete All

From Subject Date +
Al 5 Bast of Wab Buyer's The Best of Web Buyar's Guida This Saturday, January 26, 2008
Spam 5 ) Best of Web Buyar's The Best of Web Buyer's Guide This Saturday, Yanuary 26, 2008
Attachment o Secure Computing SecurafMaws from Secure Computing - Thursday, January 24, 2008
Virus o RN The page at hitp://mplus1.messagingarchitec... |'5< King Thursday, January 24, 2008
Contont a Phaotoshao) Thursday, January 24, 2008

The sslected sender has been sdded to the alow lst.

Lo ]

Figure 3-4: M+Quarantine, Allow

3.2.3 Allow Domain

This option allows you to add an entire domain to your Allow List directly from the Spam tab. To add a domain to
your Allow List, highlight the message in the list, and click Allow Domain. Email from any domain on your Allow
List will always be sent to your Inbox.

m Preferences Log Out debbich® sagingarchitects.com

Delite Al Fiter I

From Subject Date |
All 4 CRESERY The pape at http:/implus 1.messagingarchitec. .. ['5_c'l Saturday, January 26, 2008
Spam 4 > Best of W Saturday, January 26, 2008

T I a Secure Cf -_r- The selected domain has been added to the lowlet. B 55 ooy Tanuary 24, 2008
Vinis o cid=80-ui king Thursday, January 24, 2003

Contant o E

Figure 3-5: M+Quarantine, Allow Domain

3.2.4 View

This option allows you to safely view email directly from any of the navigational tabs. To safely view a message in
your quarantine, highlight the message in the list, and click View. The message is displayed onscreen. You can
then decide what message action you want to take. Use the message actions at the bottom of the message to
navigate through messages by clicking Prev to view the previous message in the list or Next to view the next

Messaging Architects



message in the list. Other message actions including Release, Allow, Block and Delete may also be available,
depending on which message category you are viewing.

From: Pragmatic Marketing
<ESCL1101917992695_1101471130510_ 1818 1@in.constantcontact.com>
Subject: Pragmatic Marketing January 2008 Update
Date: Friday, January 18, 2008

January 2008

Pragmatic Marketng Update

A newsletter for technology product managers and marketers
In This Issue

Mare Results from the Product Managment and Marketing Survey
Scaling agile Processes! Five Levels of Planning

Latest Seminar from Pragmatic Marketing

The Pragmatic Marketer Magazine

Community Highlights

Upcoming Webinars

Upcoming Seminars

Fragmatic Marketng Consulting Services

ittt

Quick Links

4

Figure 3-6: M+Quarantine, View Message

? To view the message full-screen, click the icon E at the top to message window.

3.2.5 Report

This option allows you to forward a copy of an email message to the system administrator directly from the Spam,
Attachment and Content tabs. Occasionally, messages may inadvertently be identified as spam. These messages
are known as false positive messages. False positive messages can be released to your Inbox and reported to the
system administrator. To report a message to your system administrator, highlight the message in the message

list, and click Report. The system administrator may then review and report this message as a false positive and
update the M+Guardian spam definitions. To reduce the amount of false positive messages you receive, you may

also add the email address or domain name to your Allow List so that messages from this source will not be

quarantined in future.

You can also use the Report option to notify the system administrator that a message containing blocked content
or an attachment that you require has been quarantined, so that the system administrator can review and release
the message to your Inbox.

Messaging Architects
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Typa From Subject Datew

| an 4 2 Spam de This
Spam '] Spam & Thiz
Attachment o Spam

Wirus u Spam

Content i

Figure 3-7: M+Quarantine, Report to Administrator

3.2.6 Block

This option allows you to add an email address to your Block List directly from any of the navigational tabs. To add
an address to your Block List, highlight the message in the list, and click Block. You can add individual email
addresses to your Block List, or you can add the entire domain. If you want to add both the email address and the
domain to your Block List, choose Block Domain. Email from addresses or domains that appear on your Block
List will never be sent to your Inbox or to your quarantine.

Preferences  Log Out dabbisl

” Date
[an 3 p
Spam 3 Spam J,  The selacted sender has been sdded ta the black kst. |- Guide TI'!IS
Attachment 0 Spam {2 e Computing -
Virus ]
Coment 0 Lo ]

Figure 3-8: M+Quarantine, Add to Block List

3.2.7 Block Domain

This option allows you to add an entire domain to your Block List directly from any of the navigational tabs. To add
a domain to your Block List, highlight the message in the list, and click Block Domain. Email from any domain on
your Block List will never be sent to your Inbox.

Messaging Architects



Preferancaz Log Out dabbish@mescagingarchitectzs.com

'?U'—' ijh.ltc: -
[ 3 P SPAM| i, The selected doman has been sdded to the bockst. er's Guide This
Spam 3 Spam| &5 ar's Gunde This
Attachment o spam kure Computing -
Virus 1] [E
Content 1]

Figure 3-9: M+Quarantine, Block Domain

3.2.8 Delete

This option allows you to delete the message. To delete a message in the message list, highlight the message in
the list, and click Delete. To delete multiple messages in your message list, use CTRL+click or SHIFT+click to
select the messages you want to delete from your quarantine, and click Delete.

3.2.9 Delete All

This option allows you to delete all the email messages in your quarantine with one click of your mouse. The
Delete All option is available from the Spam, Attachment, Virus and Content tabs.

3.3 Reviewing Quarantine Reports

The Quarantine Reports feature of M+Guardian allows system administrators to create policies that automatically
send customized Quarantine Reports containing event information to end users in the form of an administrator-
sent email message. When new mail is quarantined, M+Guardian automatically sends Quarantine Reports to
your mail client. Typically, these reports are sent daily, however you will only receive a Quarantine Report if you
have email messages in quarantine at the time M+ Guardian generates the reports.

Messaging Architects 15
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Quarantine Report

J New Nessages
You have 15 1olal messages in your quaranting
lick here to man: ur quarantin
Spam: 3 Viruses: 0 Files: 0 Content: 0

Spam incoming Delete Al

From Subject

“Phaotashop Wordd™ Fre-Con Warkshops - &n Exra Belease Feped Aoy Delaby

<PRotashap\W el @ mail 160 subscribemail come Opparunily 1 Leam Alicny Domain  fHoch  Bleck Domain

“White Paper Spotight ﬁm;ﬁ;::;::?ﬁ:ﬁ:“m Helease Hepor Alow Delats

swgbbuyersquide@enlerpriseannounce com:s CuoMaboration Stralegy Sl Domain  Blach  Block Domain
i . Securebews rom Secure Belnaye Meport Atiow Delte

TR G T NON g TR A KEY RO S LI COIOUNILCON: Computing - January 2008 Alicw Domain  Bipok  Block Domais

Files outgoang Delate A

From Subjed

Ganarated by M+ Guardian Mesgaging Firewall

Figure 3-10: Quarantine Report

A Quarantine Report displays information about the email that has been sent to your quarantine since your last
report, as well as details about the email that is currently in quarantine.

There are several message actions which you can perform directly from the Quarantine Report.

To perform an action on a quarantined message:

1 Open the email containing your Quarantine Report.

2 Click the hyperlink directly in the Quarantine Report for the message action you want to perform on the
quarantined message.

* Release Releases the email message to your Inbox.

* Report Sends a copy of the message to your system administrator for review.
* Allow Add the email address to your Allow List.

* Delete Delete the email from your quarantine.

* Allow Domain Add the domain to your Allow List.

* Block Add the email address to your Block List.

* Block Domain Add the domain to your Block List.

16 Messaging Architects



4 Specifying Preferences

With M+Quarantine, you can choose the Preferences link located at the top of the M+Quarantine to specify
advanced preferences for your quarantine. Use the navigational tabs on the left of the interface to open the
corresponding category.

4.1 Policies

The Policies tab allows you to choose custom actions for managing and reviewing your quarantined email.
Depending on the permissions or user rights you have been granted by the system administrator, some of the
following options may not be available to you. To begin choosing custom actions, click the Policies tab.

Incoming Spam Action

|Euaran11na “'!

Policies

Allow List
Black List Outgoing Spam Action

[Riow W]

Incoming Virus Action
I Default Action \':
Outgoing Virus Action

Delalticion )

Incoming Content Action
O

o Offensive Words Quarantine
L Incoming Attachment Action

Offensrve Waords Subject Tag

Figure 4-1: M+Quarantine, Options tab

G) A Default Action option may also be available to end users from any of the drop down lists. Messaging
Architects provides suggested system defaults that may not have been disabled by the system
administrator.

4.1.1 Incoming Spam Action

The Incoming Spam Action option allows you to specify what you want to do when M+Quarantine encounters
messages containing spam. If the system administrator has enabled this feature for you, you can use the drop
down list to select from the following incoming spam actions:

Allow This option delivers messages containing spam to your mailbox.
Quarantine This option sends messages to your quarantine for review and deletion.
Delete This option deletes messages containing spam.

Messaging Architects 17



Add X-SPAM Header Line & Deliver to Mailbox This option adds a spam X-Header to messages and delivers
messages containing spam to your mailbox.

Tag Subject & Deliver to Mailbox This option adds custom text to the subject line and delivers messages
containing spam to your mailbox.

The names of policies and the text of the actions available to you in the drop down list may vary slightly. The
text available here is customized by the system administrator in the M+ Administration Console to
implement corporate-wide email security policies.

4.1.2 Outgoing Spam Action

The Outgoing Spam Action option allows you to specify what you want to do if M+Quarantine discovers outgoing
messages containing spam in your mailbox. If the system administrator has enabled this feature for you, you can
use the drop down list to select from the following outgoing spam actions:

Allow This option delivers messages containing spam to the recipient’s mailbox.
Quarantine This option sends messages containing spam to your quarantine for review.
Delete the Message This option deletes messages containing spam.

Add X-SPAM Header Line & Deliver to Mailbox This option adds a spam X-Header to messages and delivers
messages containing spam to the recipient’s mailbox.

Tag Subject & Deliver to Mailbox This option adds custom text to the subject line and delivers messages
containing spam to the recipient’s mailbox.

The names of policies and the text of the actions available to you in the drop down list may vary slightly. The
text available here is customized by the system administrator in the M+ Administration Console to
implement corporate-wide email security policies.

4.1.3 Incoming Virus Action

The Incoming Virus Action option allows you to specify what you want to do when M+Quarantine encounters
messages containing viruses. If the system administrator has enabled this feature for you, you can use the drop
down list to select from the following incoming virus actions:

Clean This option attempts to clean messages containing viruses before delivery to your mailbox. If a message
cannot be cleaned, then the message is automatically deleted.

Delete This option deletes messages containing viruses.

The names of policies and the text of the actions available to you in the drop down list may vary slightly. The
text available here is customized by the system administrator in the M+ Administration Console to
implement corporate-wide email security policies.

4.1.4 Outgoing Anti-Virus Action

The Outgoing Anti Virus Action option allows you to specify what you want to do if M+Quarantine discovers
outgoing messages containing viruses in your mailbox. If the system administrator has enabled this feature for
you, you can use the drop down list to select from the following outgoing virus actions:

Clean This option attempts to clean messages containing viruses before delivery to a recipient’s mailbox. If a
message cannot be cleaned, then the message is automatically deleted.

Delete This option deletes messages containing viruses from your mailbox.

The names of policies and the text of the actions available to you in the drop down list may vary slightly. The
text available here is customized by the system administrator in the M+ Administration Console to
implement corporate-wide email security policies.

4.1.5 Quarantine Report Action

The Quarantine Report Action option allows you to specify when you want quarantine reports delivered to your
mailbox. If the system administrator has enabled this feature for you, you can use the drop down list to select how
often you want to receive quarantine reports or if you do not want to receive quarantine reports at all.

Messaging Architects



Even though you may select to receive a quarantine report every day, or the administrator has elected to
send quarantine reports daily, you will only receive a report if you have email messages trapped by the
M+ Guardian Extreme Email Firewall and quarantined.

4.2 Allow List

The Allow List tab allows you to create custom Allow Lists, or manage existing lists. Allow Lists contain domain
names and email addresses of senders from whom you always want to receive messages. To create custom Allow
Lists, or manage existing lists, click the Allow List tab.

Allowed Domains
Paolices
Allowr List 'manairine com
Block List 'Wnlg-cgm
bounce mi2net

Allowed Addresses

ian.peruma@manolrmc.com
direct (@adobesyslems.com
mman@ gatools com
gamithB@massagingarchitecls.com

PholeshopSaminars @maill 6l subscnbemail com

—

Figure 4-2: M+Quarantine, Allow List tab

4.2.1 Allowed Domains and Allowed Addresses

This feature allows you to create custom Allow Lists of domain names and email addresses that should be
allowed to bypass the anti-spam scanning engines. Enter either domain names or specific email addresses, and
click Add. Wildcard entries, such as *@domain.com, are supported.

(D Allow Lists may only bypass the anti-spam scanning engines if the system administrator has enabled this
option for end users in the M+ Administration Console.

4.3 Block List

The Block List tab allows you to create custom Block Lists, or manage existing lists. Block Lists contain domain
names and email addresses of senders from whom you do not want to receive messages. To create custom Block
Lists, or manage existing lists, click the Block List tab.
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Pabcies
Allow List
| Block List

Blocked Domains

[ o ‘

newsleters online com
*iwmmmailsve com
“ivnlmadsve.com |
exgculive.com
eybl-intemational. com

Blocked Addresses

*@eximoorg

@ em.ong

*@ nytimes com
irs@executive com
zpmdEaybl-intemational com

Cancel

Figure 4-3: M+Quarantine, Block List tab

4.3.1 Blocked Domains and Blocked Addresses

This feature allows you to create custom Block Lists of domain hames and email addresses that will be
permanently blocked by the M+Guardian Extreme Email Firewall. Email messages from addresses on your Block
List will always be blocked, no matter what the content. Enter either domain names or specific email addresses,
and click Add. Wildcard entries, such as *@domain.com, are supported.

4.3.2 Managing Lists

You can manage existing Allow and Block Lists by selecting or highlighting the domain name or email address in

the list and clicking Remove.

If you remove entries from your Allow List, email from that domain or email address may be trapped by the
anti-spam filter in future. If you remove entries from your Block List, email from that domain or email
address may appear in your quarantine in the future.

4.4 Log Out

The Log Out link allows you to close the quarantine and log out of the M+Quarantine application.

20
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Appendix A: Accessing Live Quarantine via IMAP

End users can access their live quarantine mailboxes via IMAP by creating a new IMAP account in their mail client
and pointing the mail client to the M+Guardian server.

The following procedures describe how to create a new IMAP4 account in Outlook Express, GroupWise and
Thunderbird, but these procedures can be modified to create a new IMAP4 or POP3 account in any mail client.
Before adding a new IMAP account, you need to know your account name and password, and the name of the
incoming and outgoing mail servers. If you do not know this information, contact your system administrator.

To configure Microsoft Outlook Express to access your live quarantine mailbox:
1 Start Outlook Express.

2 If you already have an existing Outlook Express account, click Tools > Accounts > Add, then select Mail to
start the Internet Connection Wizard.

[215)
e F{u tomsi
A [Mal | Nows | Orecioy Sevos [
Tl Tnbone (1) Account Type Connection | Remove Elrcctory Servict..
@S Cutbon o] ||S@tctive Drmctoy  drecioryservice Local ivea etwork T refteday
2 Sent Ites. Bigfioot Itemet .. dreclory senvice Local Area Network l—J
(@ Deleted Items VieriSign Itemet . dinectory senace Local Area Network Sai 23 D © | If you receive e-mail from
5 Drafts WhoVWhars Infer,.  dinciony sanvics Local Amea Netwod multiple atcaunts, anly one
[—] your default account for
et = ding rmail.
Export... Tao send e-rmail using an
He| ascount ather than yaur
dafault, selact the othar
account fram the From: fie
[ setorer.. at the top of the new
message.
Sontacts = x|ca [ ]
There are na ontacts bo desplay. Chek
o Contacts t9 geate  new cantact. B open the Address Book...
m Find People..
[T wWhen Outlask Exprass starts, go directly ta my [nbsoc, _

B yorking Oriine
Figure 4-4: Adding an Account

3 The Internet Connection Wizard prompts you for your name.
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Internet Connection Wizard

Wher yeu serd e-mad, your name will appear in the From fisld of the cutgoing messags.
Type your rrss s you would Boe @ 1o sopesr.

Displayrame: | John Smih
For example: John Smih

[ hees | [ cones

Figure 4-5: Configuring your Display Name

4  Type your name as you would like it to display on your messages, then click Next.

Internet Connection Wizard

Internet E-mail Address e

Your a-mad addess i the address cther peopls uss Lo send &mad messages Lo you.

E-mal addmess: |Jnh'| Smith@messagngarchiects com
Fior example: someons Emicrosoft com

[:Budallumc:}][&md

Figure 4-6: Configuring your Email Address

5 Type your email address, then click Next.
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Internet Connection Wizard

E-mail Sexver Names
My incoming mad senver is & TS | sarver.
Incoeming mad (POP3, IMAP or HTTF) senver;
|molus messagingsener.com
An SMTF senver is the server that is used for your cutgeing e-mal

Outgoing ma (SMTF) server:
|redus messagingsane con

[(Badi"ﬂﬂd}i[tﬂ'nﬂ

Figure 4-7: Configuring the Incoming and Outgoing Mail Servers

6 From the drop-down list box, select POP3 or IMAR, depending on the agents that are available on your

messaging server.

7 In the Incoming mail server field, specify the host name of the server where the POP or IMAP Agent is

running.

click Next.

In the Outgoing mail server field, specify the host name of the server where the SMTP Agent is running, then

Depending on the configuration of your system, the incoming mail server and outgoing mail server can be

the same or different messaging servers.

Internet Connection Wizard

Intemnet Mail Logon

Type the Becound navms and passwond your inbemel senicoe provider has given you.

Benount rams: Join Samith
Password: |pemnnns
[7] Remambar password

¥ your Intemet senvice provider requires you bo use Secuns Password Authentication
[5PA) e access your mal account, select the ‘Log On Using Secure Password
Aaghenticaton (SPAJ chesk box

[ Ly om using Sacurs Passwaord Authantication (SPA)

[<Budi|!ﬂmc}][l:ﬂ'nd

Figure 4-8: Creating an Account

9 Type your POP or IMAP account name and password, then click Next.
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Internet Connection Wizard

Congraiulations N

Yeu have succassuly antersd al of the infamation requined Lo 58t up your account.
Te sawe thess seitings. chick Firish.

[ cBack J[ frish | [ Concdl |

Figure 4-9: Account Setup Complete
10 Click Finish.

The folder you created should now be visible in Outlook. The first time you access your live quarantine, you may

be prompted to enter the password you regularly use to login to your mail client.

To configure GroupWise to access your live quarantine mailbox:

1 Launch GroupWise mail client.

2 Choose Accounts > Account Options.

& Account Setup = Add, remove or change the properties of accounts
Ble Edt Wew fctions Toos | accounts Window el
Mallboy, || 2erdfetieve TContacts
Eetriove Sefectad [heme.,,

(g redessiook [5] & b fpgt = || Mo Tack = | )
"_aﬂcmotcv | e Madbos
74} Gee Suith Home: [ From

= [l ]

b, Sert Itame

@[T Calonder

B corkacts
* " Documents:

o Chackist

7 Work [n Progress
+ Cabinet

Trash

Figure 4-10: Account Options
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3 In the Accounts dialog box, choose Add.

Accounts E|
|
Marked & | Accourt T Icorming 5
Nowell iy Glmp\#m%... A LI

Resmorve I
Ercpecties |

Figure 4-11: Adding an Account

4 In the Create Account dialog box, enter a name for your new account, such as M+Quarantine. Under
Account Type, choose IMAR and then click Next

ﬁu

Tpse thes riame o wll uss bo rafer Lo et secounl Olllen, pecpds use the nams
of ther Inteiret Sendse Providen, however wou may use sy neme you would ke,

Aiccount name; |Hr|]unlrﬁr¢

Selec] what bepe of account wour [remet Service Provider has given wou
Agcount e [IMAPY =

i Bk Hest Cancel

Figure 4-12: Create New Account

5 In the Create Internet Account dialog box, enter the following information:

* Under Incoming mail server, enter the location of your incoming IMAP mail server, such as
mplus.messagingarchitects.com.

* Under Login name, enter the login name you use to log in to your mail client and access your GroupWise
mailbox, following by your email address, such as maxm@messagingarchitects.com

* Under Outgoing mail server, enter the location of your outgoing SMTP mail server, such as
mplus.messagingarchitects.com.

* Under Email address, enter your email address, such as gsmith@messagingarchitects.com. If this field is
already pre-populated for you, make sure that the address that appears in the field is correct.
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* Under From name, enter a display name, and then click Next to continue.

Create Internet Account _El

Contact peut |rbetnat S envicos Provider for el seros indaimation and fod pout
logn name. ou can &g kyps the nams bo daplay in the Fiom b when pou
send messagss fom ths sceount.

Irecoering mal sesver [IMAFS}

Ouigoing mal seaver [SMTRL
|
E-mai address

Erom name:;
IG:eg Srith

< Pack et » Cancel |

Figure 4-13: Configuring Incoming and Outgoing Mail Server

6 In the Create Internet Account dialog box, select the Connect through my local area network (LAN)
option, and then click Next.

Create Intemmet Account ﬁl

“low can autamatically cornact bo pour Stetlnl Lting yous modam and phane
e, O, if pon are shesdy connsched bo 4 Locsl fues Mebeork (LAN] that iz
cornacad b the Inlemsl, pou can socess pour sccount that wey,

v [Connact thicugh my Ibcal sea nebwer: [LAN]
I wuwwmdmwnl'mh

DhiatUp Methwatking cornechion bo use:

Hew Fioprrtins

< Back Bled Cancal

Figure 4-14: Selecting Connection Options

7 Inthe Create IMAP folder, provide a description of your IMAP folder (optional), and then click Finish.
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Figure 4-15: Create IMAP Folder

The M+Quarantine folder you created should now be visible in GroupWise. The first time you access your live
quarantine, you may be prompted to enter the password you regularly use to login to your mail client.

To configure Mozilla Thunderbird to access your live quarantine:

1 Start your Thunderbird client.

2 Choose Tools > Account Settings, and then click Add Account.

3 To set up your new accounts, select Email account, then click Next.

Account Wizard
ST Hew Account Setup
D=k Spd
Junk 5 pacnia cas
Retun En order to receive messages, you first need to set uo a Mad or
Sansit Newsgroup account. [ 1
=l Local Folde This Wizard will collect the information necessary to st up a Mol or = S
Hewsgroup account. 1F you do not know he information requested,
s S please contact your Syrbem Administrator or Enternet Servoe Provider. | 1
Junk 56 Select the type of acccunt you weuld B to st up: —
Outgong S
(=] Emad mocount
) RSS Mews & Blogs
O Gmal
O N s x pr Card. ..
-
hcenttes.
[ 2d}
Eemove ACoount ]

Figure 4-16: Add Account Setup

4 In the Your Name field, type your name as you would like it to display on your messages.

5 In the Email Address field, enter your email address, and then click Next.
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Account Wizard EJ

Tdentity

Each account has an idenkty, wiich is the information that identifies
o 1 athers when they necsive your messages.

Enter the name you would B to sppesr in the From” feld of your
outgoing messages (for example, “John Smith’).

Your Hame: ||

Enber your emal sddress. This i the sddress others will uss b sand
emal to you [for example, “user §example. net”).

Emad Address: |

[ <gosk | [[tiet> | [ cance |

Figure 4-17: Configuring User Settings

6 Select POP3 or IMAR, depending on the agents that are available on your messaging server.

7

Account Wizard EJ

In the Incoming Server field, specify the host name of the server where the POP or IMAP Agent is running,

and then click Next.

Server Information

Select the type of incoming server you are Lsing.
@[eof O e
Enter the name of your imcoming server [for example,
“mad.ecampbe, nat ).
Incoming Server:

Unichack this checkbax to store mail for this sccount inits own
directory. That will make: this account appear a5 a top-evel account.
Qtherwise, it will be part of the Local Polders Global Inbox account.

[] uz= Glabal Eabea: (s2a0e mal in Lecal Faldars)

Your axieting oulgsing server (SMTP), "smin.example.net”, will be
usad, You can madify autgoing server sattings by chocsing Account
Sattings from tha Tools menu,

[ <gesx | [ pext> | [ coancel |

Figure 4-18: Configuring Server Information

8

In the Incoming User Name field, enter your incoming user name, and then click Next.
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Account Wizard EJ

User Names

Enter the incoming user name given to you by your emad provider (for
Examge, it

{ncoming User Hame: :|

Your existing cuhgoing (SMTF) username, “deblbeeh”, vl be used. You

can modify cutgoing server settings by chodsing Account Settings from
the Tocls meny,

[ <pss | [Ltiext> | [ canea |

Figure 4-19: Configuring User Names
9

Account Wizard EJ

Account Name

Enber the name by which you would Be ko refier ko Bhis account [for
examghe, Werk Acoount”, Home Account” or Tews Account’.

Account Mame:

[ <gsk | [[pea> | [ conca |

Figure 4-20: Creating Account Name

10 \Verify your configuration settings and then click Finish.
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In the Account Name field, enter the name of the account, such as M+Quarantine, and then click Next.
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Account Wizard EJ

Congratulations!

Flease verify that the information below is oomect.

Account Blame: Work Account
Emad Address: user Sexample net
Inecirandg Liser Mame: BN

Incoming Sarver Namea: el B st
Incoming Server Type: FOPT

Quigeing User flame: debbich

Qukgoing Server Mame (SHTF):  smipomample.net

Chick Finish 1o save thess settings and exit the Account Wizard,

[coeck | [ Frn | [ conce ]

Figure 4-21: Account Wizard Complete

The folder you created should now be visible in Thunderbird. The first time you access your live quarantine, you

may be prompted to enter the password you regularly use to login to your mail client.
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Glossary

Allow List

Allows end users to designate email addresses and domain names from which all mail will be accepted, even if
individual messages earn high spam ratings.

Blocked Attachment
Any file type attached to an email message that is identified as a potential threat.

Block List
Allows end users to designate email addresses and domain names from which no mail will be accepted.

Browser (also Web Browser)

This is a software application that allows you to view (or “browse”) and interact with websites on the Internet.
Some of the most common web-browsing software applications are Microsoft Internet Explorer, Netscape
Navigator, Mozilla Firefox, Opera and Safari.

Browser Compatibility

The term browser compatibility refers to the fact that web-browsing applications from different companies
sometimes display the same web pages with different formatting. This is to say that they interpret the code
behind a web page (code which consists of HTML tags) differently. Sometimes these differences are minimal, but
unfortunately these interpretational differences can sometimes also mean that you simply cannot view some
parts of a website that have used particular HTML code tags because your web browser does not know how to
display those parts (which use specific HTML tags).

Content Filtering
Scans plain text for key phrases and/or regular expressions that indicate that the message is spam.

False Negative

A false negative is an email that is spam, but was not identified as spam by the anti-spam scanning engines and
was released to your Inbox as legjtimate email.

False Positive

A false positive is a legitimate email that was incorrectly identified as spam by the anti-spam scanning engines
and withheld from your Inbox.

Quarantine

To quarantine an email message is to isolate an email message suspected of containing a threat such as a virus
or a suspicious file attachment so that the message cannot be opened.

Quarantine Report

A quarantine report is an administrator-sent email message that allows end user to see how many email
messages containing viruses, spam, blocked attachments or other filtered mail have been withheld from the end
user’s Inbox. The quarantine report contains a URL link in the body of the email message to allow end users to
manage their own quarantined email in the web-based M+Quarantine application.

Server

A computer that runs administrative software (for the purposes of this user guide, a server is a computer on the
Internet that runs an email exchange program).

Spam
Unsolicited, unwanted, bulk, commercial e-mail.
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URL (Universal or Uniform Resource Locator)
An Internet address used by web browsers for a specific computer or a document (resource).
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