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Notice

VeriFone, Inc. provides this publication “as is” without warranty of any kind, either
express or implied, including, but not limited to, the implied warranties of non-
infringement, merchantability or fitness for a particular purpose. Some states do not
allow disclaimer of express or implied warranties in certain transactions; therefore, this
statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes
are periodically made to the information herein; these changes will be incorporated in
new editions of the publication. VeriFone may make improvements and/or changes in
the product(s) and/or the program(s) described in this publication at any time without
notice.

Copyright 2008, VeriFone Inc. All rights reserved. PCCharge Payment Server,
PCCharge Pro, PCCharge DevKit, and IPCharge are trademarks; and PCCharge is a
registered trademark of VeriFone, Inc.

Microsoft is a registered trademark and Windows is a trademark of Microsoft
Corporation. Other brands and their products are trademarks or registered trademarks
of their respective holders and should be noted as such.

© VeriFone, Inc.

8001 Chatham Center Drive

Suite 500

Savannah, GA 31405

IPCharge Technical Support: (800) 839-0947
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Service Agreement

NOTICE: THIS IS AN AGREEMENT BETWEEN YOU (“MERCHANT”) AND
VERIFONE, INC. (“VERIFONE"). PLEASE READ THIS AGREEMENT CAREFULLY.
BY USING VERIFONE'S PAYMENT GATEWAY SERVICES (“SERVICES”),
MERCHANT ACCEPTS ALL OF THE TERMS AND CONDITIONS OF THIS
AGREEMENT, INCLUDING, IN PARTICULAR, THE WARRANTY AND LIABILITY
LIMITATIONS IN SECTIONS 4 AND 5.

1.

SERVICES. As long as Merchant complies with the terms of this Agreement,
VeriFone grants to Merchant a non-exclusive, non-transferable license to use the
Services. Merchant agrees that VeriFone may do all such acts that are reasonably
necessary in order to provide the Services. VeriFone may modify the Services from
time to time in its reasonable discretion, provided that such modifications shall not
materially diminish the functionality of the Services.

. OBLIGATIONS OF MERCHANT. Merchant agrees that: (a) it shall be solely

responsible for establishing and maintaining the appropriate and necessary
connection between the Merchant web site(s) and the Services; (b) all
representations and statements made by Merchant or on Merchant’'s behalf in
connection with this Agreement or Merchant’s use of the Services are and will be
true, accurate and complete in all material respects; (c) Merchant is engaged in a
lawful business, is duly licensed to conduct such business and shall fully comply with
all applicable laws and regulations in connection with the operation of its business
and its use of the Services; (d) Merchant shall be liable for the accuracy and
legitimacy of all orders and information provided to VeriFone; (e) Merchant may not
process orders on behalf of any other entity or individual and agrees that the use of
the Services for more than one merchant account may result in additional fees and
charges and/or the revocation of the right to use the Services and termination of this
Agreement; and (f) Merchant will be considered in default when any applicable
charges have not been paid when due and Merchant may be subject to a
reactivation fee if the Services are disconnected. Merchant agrees to pay all costs
and expenses of whatever nature, including attorneys' fees and other legal
expenses, incurred by or on behalf of VeriFone in connection with the collection of
all unpaid charges and fees.

INTELLECTUAL PROPERTY. All title to any intellectual property provided in
connection with the Services resides and remains in VeriFone and its suppliers.

WARRANTY. VeriFone warrants that at the time of purchase and for sixty (60) days
thereafter, the Services will materially conform to the accompanying documentation
provided by VeriFone. Where a material nonconformity exists, and written notice has
been given to VeriFone during the warranty period, VeriFone will, at its option and as
its sole and exclusive liability, correct the nonconformity or refund Merchant the



amount paid to VeriFone for the Services. VeriFone does not warrant that use of the
Services will be uninterrupted or error-free. EXCEPT FOR THE WARRANTY
PROVIDED HEREIN, THE SERVICES ARE PROVIDED "AS IS" AND, TO THE
MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, VERIFONE DISCLAIMS
ALL WARRANTIES REGARDING THE SERVICES, EXPRESSED OR IMPLIED,
AND INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

. LIMITATION OF LIABILITY. VERIFONE AND ALL PARTIES INVOLVED IN THE

CREATION OR PROVISION OF THE SERVICES TO MERCHANT SHALL HAVE
NO LIABILITY TO MERCHANT OR ANY THIRD PARTY FOR SPECIAL,
INCIDENTAL, INDIRECT, EXEMPLARY, AND CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, LOSS OF PROFITS, GOODWILL OR
SAVINGS, DOWNTIME, DAMAGE TO OR REPLACEMENT OF DATA) ARISING
FROM CLAIMS BASED IN WARRANTY, CONTRACT, TORT OR OTHERWISE,
RELATING IN ANY MANNER TO THE SERVICES, EVEN IF VERIFONE HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH CLAIM OR DAMAGE.
MERCHANT AGREES THAT VERIFONE SHALL NOT BE LIABLE FOR, AND
HEREBY RELEASES VERIFONE FROM, ANY AND ALL LIABILITY, LOSS OR
EXPENSE RESULTING FROM ANY CARD ASSOCIATION DOWNGRADES OR
FINES IMPOSED IN CONNECTION WITH MERCHANT'S USE OF THE
SERVICES. IN ANY CASE, VERIFONE'S ENTIRE LIABILITY RELATING IN ANY
MANNER TO THE SERVICES, REGARDLESS OF THE FORM OR NATURE OF
THE CLAIM, SHALL BE LIMITED TO THE AMOUNT ACTUALLY PAID BY
MERCHANT FOR THE SERVICES DURING THE SIX (6) MONTHS PRIOR TO
THE CLAIM ARISING. ANY WRITTEN OR ORAL INFORMATION OR ADVICE
GIVEN BY VERIFONE'S DEALERS, DISTRIBUTORS, AGENTS OR EMPLOYEES
WILL IN NO WAY AFFECT THE SCOPE OF THIS LIMITATION OR INCREASE
VERIFONE’S LIABILITY. MERCHANT ACKNOWLEDGES THAT IF THE ABOVE
LIMITATION WERE NOT INCLUDED HEREIN, VERIFONE WOULD NOT ENTER
INTO THIS AGREEMENT OR OFFER THE SERVICES ON THE TERMS HEREIN,
AND ACCORDINGLY MERCHANT COVENANTS THAT IT WILL MAKE NO CLAIM
IN EXCESS OF THIS LIMITATION.

. INDEMNIFICATION. Merchant will defend, indemnify and hold harmless VeriFone
from and against any and all claims, proceedings, losses, damages, liabilities,
penalties, and fees (including reasonable attorneys' fees) arising in connection with
any violation by Merchant of this Agreement or arising or resulting from any
negligence, dishonesty, willful behavior or failure to act by Merchant or any of
Merchant employees or agents. VeriFone shall give Merchant prompt written notice
of any such claim, shall tender to Merchant the defense or settlement of such claim
at Merchant’s expense and shall cooperate with Merchant, at Merchant’s expense,
in defending or settling such claim.

. TERM/TERMINATION. This Agreement shall have an initial term of six (6) months
from Merchant’'s purchase of the Services and shall automatically renew for



successive periods of six months each unless one party gives the other party written
notice, not fewer than thirty (30) days prior to the date of renewal, of its intent not to
renew. Notwithstanding the foregoing, VeriFone has the right to terminate this
Agreement immediately if Merchant fails to comply with any term hereof. Upon the
expiration or termination of this Agreement, Merchant shall immediately discontinue
any use of the Services.

8. MISCELLANEOUS. This Agreement constitutes the entire agreement between
VeriFone and Merchant and it supersedes all prior or contemporaneous
communications and proposals, whether electronic, oral or written that relate to its
subject matter. This Agreement will be governed by the laws of the State of Georgia
without regard to its conflict of law provisions. Each party consents to the exclusive
jurisdiction and venue of the appropriate courts in Chatham County, Georgia, for all
disputes arising out of or relating to this Agreement. The prevailing party in any
action or proceeding to enforce its rights hereunder shall be entitled to recover
reasonable attorneys' fees and other reasonable costs incurred in the action or
proceedings. The failure of a party to exercise or enforce any right or provision of
this Agreement will not constitute a waiver of such right or provision. This Agreement
is between independent contractors. Merchant may not assign this Agreement, in
whole or in part, without VeriFone’s prior written consent. If any provision of this
Agreement is found by a court of competent jurisdiction to be invalid, the parties
nevertheless agree that the court should endeavor to give the maximum effect to the
parties' intentions as reflected in the provision, and that, in any event, the other
provisions of the Agreement shall remain in full force and effect. VeriFone will not be
liable for any performance or non-performance of the Services beyond its
reasonable control. In addition to those obligations that have accrued prior to
termination, Sections 3 through 8 shall survive any termination of this Agreement. All
notices, demands, or consents required or permitted hereunder shall be in writing
and shall be delivered in person or sent via overnight delivery or certified mail to the
respective parties at the addresses set forth herein or at such other address as shall
have been given to the other party in writing. Such notices shall be effective upon
delivery. All notices to VeriFone shall be sent to the attention of VeriFone's
Executive Vice President with a copy to the attention of VeriFone’s Legal
Department, at the following addresses.

VeriFone, Inc.
8001 Chatham Center Drive, Suite 500
Savannah, GA 31405

VeriFone, Inc.

2099 Gateway Place, Suite 600
San Jose, CA 95110

Attention: Legal Department
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Introduction

Congratulations on setting up an account with IPCharge--the most advanced online
payment solution available for processing credit cards and debit cards over the Internet.
This service provides you with a fast, reliable, and secure way to process credit card
transactions in an easy-to-use online environment.

System Requirements

IPCharge requires an Internet-ready PC and Microsoft's Internet Explorer 5.5 or higher.

We recommend a screen resolution of 1024 x 768.

Using This Manual

As you use this manual, you may encounter the following text boxes. These are meant
to draw your attention to certain concepts, and are easily identifiable by their icons.

* Simple Explanation: The simple explanations found in this manual will

provide you with an easy-to-digest summary of the information in that
section. If you want to get through the manual as quickly and easily as
possible, pay special attention to the simple explanations.

o Note: A note is important information that either helps to explain a concept
or draws attention to ideas that should be kept in mind. We recommend that
you carefully review the notes you encounter.

WARNING: We HIGHLY recommend that you read ALL warnings in the
sections of the manual that you read. These warnings will help to prevent
serious issues from occurring.

@ ———mp

@ Technical Details: These technical details give more in-depth explanations
of concepts described in this manual. These extra bits of information are
often useful, but are not necessarily pertinent to all users.

Comments And Suggestions

Please direct any comments or suggestions regarding your IPCharge documentation to
documentation@verifone.com. Please note that this address should not be considered
to be a source for technical support. Any such requests should be directed to the normal
support channels.
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Important Security Notice

Introduction and Scope

PABP / PCI Requirements: In June 2001, Visa mandated its Cardholder Information
Security Program (CISP). This program has progressed to the current Payment
Application Best Practices (PABP). PABP is a standard for securing cardholder data,
wherever it is located. Visa requires current PABP / PCl compliance of all entities that
store, process, or transmit Visa cardholder data. This includes merchants, Integrators
and Resellers who use IPCharge to process transactions. The Payment Card Industry
(PCI) Security Standards Council is an open global forum for the ongoing development,
enhancement, storage, dissemination and implementation of security standards for
account data protection. PCI offers a single approach to safeguarding sensitive data for
all card brands. The information below gives you further detail on PABP / PCI
requirements and what you must do to be compliant. These requirements also include
that Microsoft Windows OS restore points be disabled when you are using a Microsoft
Windows system to process transactions.

What are Payment Application Best Practices?

The Payment Application Best Practices (PABP) is a set of security standards that were
created by VISA to guide payment application vendors to implement secure payment
applications.

Distribution and Updates

This VeriFone PABP Implementation guide will be disseminated to all relevant
application users including merchants, resellers and integrators. It is updated with each
version release and annually to reflect changes in the PABP standard. The annual
review and update will include new software changes (when applicable) as well as
changes in the PABP standard. Updates to the PABP Implementation guide can be
obtained by going to the VeriFone website. In addition, VeriFone support will publish
updates and update notifications as needed.

Versions
This PABP Implementation guide references both the PABP and PCI requirements.
The following versions were referenced in this guide.

e PABP version 1.4

e PCIDSS version 1.1

11



Application Best Practices

Merchant Applicability

No sensitive Authentication data can be stored. It is the merchant’s responsibility to
remove any magnetic stripe data, card validation values or codes, PINs or PIN block
data, cryptographic key material, or cryptograms stored by previous versions of the
Product software. Removal of this prohibited historical data is required for PCI
compliance.

Protect Stored Data

2.2.1 Mask Account Numbers when Displayed. All account numbers are masked
when displayed after entry.

2.2.2 Render Sensitive Cardholder Data Unreadable. All sensitive cardholder data is
rendered unreadable in IPCharge logs and database.

2.2.3 Protect Encryption Keys against disclosure and misuse. Encryption keys are
obfuscated to prevent detection and provide encryption.

Secure Deletion Instructions

The following instructions can be used to securely delete prohibited historical data. All
sensitive data is masked. The data at deletion can have a null value written in place of
the data and then deleted. Cryptographic must be removed by a secure delete. Any
data deleted from the database is done via a stored procedure using a SQL DELETE
command. This includes the historical data that must be removed (magnetic stripe data,
card validation codes, PINs, or PIN blocks stored by previous versions of the software).
The removal of this data is required for PCI compliance. This policy is to be reviewed at
least annually and updated as the environment changes.

The PABP Requirements Reference:

1.1.4 Securely delete any magnetic stripe data, card validation values or codes, and
PINs or PIN block data stored by previous versions of the software. (PABP 1.1.4)

1.1.5 Securely delete any cryptographic key material or cryptogram stored by previous
versions of the software. This could be a cryptographic key used for computation or
verification of cardholder data or sensitive authentication data. (PABP 1.1.5).

Reseller/Integrator Applicability
It is the responsibility of the reseller or integrator to follow the following guidelines.

e Resellers/integrators must collect sensitive authentication only when needed
to solve a specific problem.

e Resellers/integrators must store such data only in specific, known locations
with limited access.
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e Resellers/integrators must collect only the limited amount of data needed to
solve a specific problem.

e Resellers/integrators must encrypt sensitive authentication data while stored.

e Resellers/integrators must securely delete such data immediately after use.

PABP Requirements Reference:

1.1.6c Securely delete any log files, debugging files, and other data sources received
from customers for debugging or troubleshooting purposes, to ensure that magnetic
stripe data, card validation codes or values, and PINS or PIN block data are not stored
on software vendor systems. These data sources must be collected in limited amounts
and only when necessary to resolve a problem, encrypted while stored, and deleted
immediately after use. (PABP 1.1.6.c)

Password and Account settings

Access Control

Merchants, resellers and integrators are advised to control access, via unique
username and PCIl DSS compliant complex passwords and the granting of restricted
user access rights, to any PCs, servers, and databases with payment applications and
cardholder data. All activity is logged. This covers all transactions attempted and
completed. Audit reports should be run at the end of a shift / end of day to verify all valid
and invalid user authentications

Passwords
The following guidelines should be followed.

e Customers and resellers/integrators are advised against using administrative
accounts for application logins (e.g., don’t use the “sa” account for application
access to the database). (PABP 3.1c)

e Customers and resellers/integrators are advised to assign strong passwords to
these default accounts (even if they won’t be used), and then disable or do not
use the accounts. (PABP 3.1c)

e Customers and resellers/integrators are advised to assign strong application and
system passwords whenever possible. (PABP 3.1c)

e Customers and resellers/integrators are advised how to create PCl DSS-
compliant complex passwords to access the payment application, per PCI Data
Security Standard 8.5.8 through 8.5.15. (PABP 3.1c)

e Customers and resellers/integrators are advised to control access, via unique
username and PCIl DSS-compliant complex passwords, to any PCs, servers, and
databases with payment applications and cardholder data. (PABP 3.2)

Passwords should meet the requirements set in PCI DSS section 8.5.8 through
8.5.15, as listed here.

¢ Do not use group, shared, or generic accounts and passwords. The username
must be unique. Passwords are to complex (min. of 7 characters including 1
capital letter, 1 number and 1 special character)
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Change user passwords at least every 90 days

Require a minimum password length of at least seven characters

Use passwords containing both numeric and alphabetic characters

Do not allow an individual to submit a new password that is the same as any of

the last four passwords he or she has used

e Limit repeated access attempts by locking out the user ID after not more than 6
attempts

e Set the lockout duration to thirty minutes or until administrator enables the user
ID

e [f a session has been idle for more than 15 minutes, require the user to re-enter

the password to re-activate the terminal

PABP Requirements Reference:

3.1 Application must require unique usernames and complex passwords for all
administrative access and for all access to cardholder data.

3.2 Access to PCs, servers, and databases with payment applications must require a
unique username and complex password.

Logging

Merchant Applicability

Currently, for Payware Transact, end-users are allowed to configure logging settings to
better fit their production needs. Use the following guidelines and instructions to
configure log settings for Payware Transact 3.1.

PCI Guidelines for Logging
Implement automated audit trails for all system components to reconstruct the following
events:
e Allindividual accesses to cardholder data.
All actions taken by any individual with root or administrative privileges.
Access to all audit trails.
Invalid logical access attempts.
Use of identification and authentication mechanisms.
Initialization of the audit logs.
Creation and deletion of system-level objects.
Record at least the following audit trail entries for all system components for each event:
User identification.
Type of event.
Date and time.
Success or failure indication
Origination of event.
Identity or name of affected data, system component, or resource.
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Configuring Log Settings
The Payware Transact 3.1 User's Manual provides guidance on Configuring the Log
Settings.

PABP Requirements Reference:

Testing Procedure 4.2b If application log settings are configurable by the customer
and resellers/integrators, or customers or resellers/integrators are responsible for
implementing logging, examine PABP Implementation Guide prepared by the vendor to
verify that customers are instructed on how to set PClI DSS-compliant log settings, per
PCI Data Security Standard 10.2 and 10.3.

Wireless networks

Merchant Applicability

If the merchant implements the payment application into a wireless environment, or
implements wireless networking into a payment application environment, configure the
wireless environment to adhere to PCI requirements 1.3.9, 2.1.1, and 4.1.1.

PCI Requirements

(PCI 1.3.9) Installation and configuration of personal firewalls on employee-owned
computers with direct connectivity to the Internet which are used to access the
organization's network

(PCI 2.1.1) Modify default wireless settings, including:

Change wireless equivalent privacy (WEP) keys

Change default service set identifier (SSID)

Change default passwords

Change SNMP community strings

Disable SSID broadcasts

Enable WiFi protected access (WPA and WPAZ2) technology for encryption and
authentication when WPA-capable.

(PCI 4.1.1) For wireless networks transmitting cardholder data, encrypt the
transmissions by using Wi-Fi protected access (WPA or WPA2) technology, IPSEC
VPN, or SSL/TLS. Never rely exclusively on wired equivalent privacy (WEP) to protect
confidentiality and access to a wireless LAN.

15



If WEP is used, do the following:

e Use with a minimum 104-bit encryption key and 24 bit-initialization value

e Use ONLY in conjunction with Wi-Fi protected access (WPA or WPA2)
technology, VPN, or SSL/TLS

e Rotate shared WEP keys quarterly (or automatically if the technology permits)

e Rotate shared WEP keys whenever there are changes in personnel with access
to keys

e Restrict access based on media access code (MAC) address

PABP Requirements Reference:

Testing Procedure 6.1.c If customer could implement the payment application into a
wireless environment, examine PABP Implementation Guide prepared by vendor to
verify customers and resellers/integrators are instructed on PCI DSS-compliant wireless
settings, per PCI Data Security Standard 1.3.9, 2.1.1 and 4.1.1.

Network segmentation

Merchant Applicability

Any machines that can store credit card data should not be directly connected to the
Internet. For example, web servers and database servers should not be installed on the
same server. A DMZ must be set up to segment the network so that only machines on
the DMZ are Internet accessible.

PABP Requirements Reference:

Testing Procedure 9.1b If customer could store cardholder data on a server connected
to the Internet, examine PABP Implementation Guide prepared by vendor to verify
customers and resellers/integrators are told not to store cardholder data on Internet-
accessible systems (e.g., web server and database server must not be on same
server.)

Secure remote software updates

Merchant Applicability

VeriFone, Inc. uses remote connectivity to deliver patches of IPCharge to merchants.
Merchants should develop an acceptable use of critical employee-facing technologies
policy as per the guidelines below. If merchant is receiving updates via modem, the
modem should only be activated when downloads are needed.
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Acceptable Use Policy
The merchant should develop usage policies for all modems, wired and wireless
devices, as per PCI requirement 12.3. These usage policies should include:

Explicit management approval for use

Authentication for use

A list of all devices and personnel with access

Labeling the devices with owner

Contact information and purpose

Acceptable uses of the technology

Acceptable network locations for the technologies

A list of company approved products

Allowing use of modems for vendors only when needed and deactivation after
use

e Prohibition of storage of cardholder data onto local media when remotely
connected

Personal Firewall

Any "always-on" connections from a computer to a VPN or other high-speed connection
should be secured by using a personal firewall product per PCl Data Security Standard
1.3.9.

Remote Update Procedures
IPCharge does not have Remote Update functionality.

PABP Requirements Reference:

10.1 If software updates are delivered via remote access into customers’ systems,
software vendors must tell customers to turn on modem only when needed for
downloads from vendor, and to turn off immediately after download completes.
Alternatively, if delivered via VPN or other high-speed connection, software vendors
must advise customers to properly configure a personal firewall product to secure
“always-on” connections.

Remote Access

Merchant Applicability

If Product can be accessed remotely, all network connectivity should be performed
using, at minimum, two-factor authentication that supports encrypted communications
per PCI requirement 8.3. This is for all remote access to the network by employees,
administrators, and third parties. Use technologies such as remote authentication and
dial-in service (RADIUS) or terminal access controller access control system (TACACS)
with tokens; or VPN (based on SSL/TLS or IPSEC) with individual certificates. All
servers and network devices, whether managed by employees or by third parties, must
be built and deployed in accordance with this policy. Exemptions from this policy will be
permitted only if approved in advance and in writing by the Chief Security Officer.

17



Remote Access Software Security Configuration
Implement the following applicable security features for all remote access software used
by the merchant, reseller or integrator.

e Change default settings in the remote access software (for example, change

default Passwords and use unique Passwords for each customer)

Allow connections only from specific (known) IP/MAC addresses.

Use strong authentication or complex passwords for logins.

Enable encrypted data transmission.

Enable account lockout after a certain number of failed login attempts.

Configure the system so a remote user must establish a Virtual Private Network

(“WPN”) connection via a firewall before access is allowed.

Enable the logging function.

e Restrict access to customer Passwords to authorized reseller/integrator
personnel.

e Establish customer Passwords according to PCI DSS requirements 8.1, 8.2, 8.4,
and 8.5.

PABP Requirements Reference:

11.2 Remote access must be authenticated using a two-factor authentication
mechanism.

11.3 If vendors, resellers/integrators, or customers can access customers’ applications
remotely, the remote access software must be implemented securely.

Encrypting network traffic

Transmission of Cardholder data
Any transmission of cardholder data over public networks should be encrypted.
Encryption solutions such as SSL/TLS or IPSEC should be used.

Email and Cardholder data
Product does not natively support the sending of email. As per PCI requirement 4.2,
cardholder data should never be sent unencrypted via email.

Non-Console administrative access
All non-console administrative access of the application or operating system should be
encrypted. Use technologies such as SSH, VPN or SSL/TLS where applicable.

PABP Requirements Reference:

12.1 Use strong cryptography and security protocols such as secure sockets layer
(SSL) / transport layer security (TLS) and Internet protocol security (IPSEC) to
safeguard sensitive cardholder data during transmission over open, public networks.
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Examples of open, public networks that are in scope of the PCI DSS are the Internet,
Wi-Fi (IEEE 802.11x), global system for mobile communications (GSM), and general
packet radio service (GPRS).

12.2 The application must never send unencrypted PANs by e-mail.

13.1 Encrypt all non-console administrative access. Use technologies such as SSH,
VPN, or SSL/TLS for web-based management and other non-console administrative
access.

Training and Communications Program

Overview

VeriFone Inc. has created a training program, per PABP requirement 14.2, to train
resellers and integrators on how to implement IPCharge into a production environment
in a PABP compliant manner.

Vendor Responsibility
VeriFone, Inc. will review and update the training materials annually and after new
software versions are released.

Materials
All parties interested in the reseller and integrator training program should contact
VeriFone, Inc. Sales for further information.

PABP Requirements Reference:

14.2 Develop and implement training and communication programs to ensure software
resellers and integrators know how to implement the application software and related
systems and networks in a PABP-compliant manner. Update the training on an annual
basis and whenever new software versions are released.

American Express CAPN

CAPN is a program launched by American Express to allow Amex and its merchants to
take advantage of new technology and to expand capabilities for future growth. CAPN
aims to deliver a more flexible, adaptable and efficient card processing infrastructure for
all of the American Express core payment systems — authorization, submission, clearing
and settlement. Payment processors that process American Express cards are required
to comply with the new processing requirements.

CAPN benefits are designed to:

e Simplify processing by aligning more closely with bankcard data requirements

e Enhance confirmation, tracking and resolution of disputes and other submission
issues.

e Reduce fraud by providing enhanced authorization data.

e Allow the authorization and submission of transactions greater than $99,999.

e Provide the opportunity to enable multi-currency submission for Processors with
global presence (varies by processor and certification).
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More Information

VeriFone, Inc. highly recommends that merchants contact the card association(s) or
their processing company and find out exactly what they mandate and/or recommend.
Doing so may help merchants protect themselves from fines and fraud.

For more information related to security, visit:

http://www.pcisecuritystandards.org
http://www.visa.com/cisp
http://www.sans.org/resources
http://www.microsoft.com/security/default.asp
https://sdp.mastercardintl.com/
http://www.americanexpress.com/merchantspecs
CAPN questions: capninfocenter@aexp.com
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Using IPCharge

*

Simple Explanation: The following sections describe the standard usage of
IPCharge for a typical merchant. Using the test credit card numbers that we
will provide, you will be able to perform test transactions without actually
having to withdraw money from your account or your customers' accounts.

The following instructions will explain how to perform some basic functions:

Creating an easy-to-access desktop shortcut
Logging in to this payment processing service
Understanding and using the interface
Processing a Sale transaction

Viewing a report

Settling a transaction

Note: We strongly suggest that you use this section to familiarize yourself
with payment processing before you actually work with real credit cards and
actual fund transfers. As long as you only use the test credit card numbers
that we provide, no money will be transferred to or from your account.

0 ——mp

WARNING: This section—Using IPCharge—contains essential information
on how to process credit card transactions. Even if you read nothing else in
this manual, you should at least read this section.

@ ———mp

WARNING: As with other applications, use caution when working with
IPCharge drop-down lists in conjunction with your mouse scroll wheel.
When the focus is on a drop-down field and you use your mouse scroll wheel
to scroll down the page, the scroll may take effect at the drop-down field and
inadvertently change the selected value. Always review your selections
before saving them.
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Accessing IPCharge

* Simple Explanation: This section describes how to set up an easy-to-
access Windows shortcut icon to IPCharge. You only have to do this once,
and you will have a shortcut added to your desktop for future use.

If you would rather just manually enter the Web address into your browser,
do so now. Then continue on to the next section, Logging In.

1. Press and hold the Windows key (E) on your keyboard (near the bottom-left, next

to the Ctrl and Alt keys). Continue holding the Windows key, and then press the "D"
key. Release both keys. You should now see the Windows desktop.

LiE -

P | B

2. Move your mouse pointer over a blank area (without any icons or shortcuts). Single-
click the right mouse button, and a small menu will appear. Left-click the word New,
and then left-click the word Shortcut.

Active Deskiop 3

Arrange Icons 3
Line Up Icons
Refresh

Paste
Paste Shiorkeut
Undo Delete Ctrl+Z ] Eolder

¥l & Shorkcut

Properties | Text Dacument
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3. Windows will prompt you to enter a Web address. Left-click inside the box labeled
Type the location of the item: Type in the Web address provided to you, and then
click the Next button (Example: www. 1pcharge.com).

Create Shorktcut =

This wizard helps you to create shortcuts to local or
network programs, files, Folders, computers, or Internet
addresses,

Tyvpe the location of the item:

Browse... |

Click Mext ko continue,

= Back | [dext = I Cancel I

4. Windows will prompt you to enter a name for this shortcut. This name should be
something easy for you to recognize. Enter it now, then left-click the Finish button.

Select a Title for the Program =

Tvpe a name For this shorkout:
Mew Internet Shorkout
Click Finish to create the shorkout,

< Back I Firish I Cancel |

5. Windows will return you to the desktop. You should now see a new shortcut icon
with the title you specified in the previous step.

2w Inkernek
Shortcut

6. This completes the setup of your shortcut. You can double-click this icon whenever
you want to access IPCharge. Double-click it now and continue to the next section,
Logging In.
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Logging In

*

Simple Explanation: You can either complete the following detailed
instructions, or you may simply enter the login information you received upon
signing up for IPCharge.

Login Credentia

Merchant Code: |

zername: |

Password: |

JFooin |

You should have received a Merchant Code, Username, and Password when you

signed up for this payment processing service. If not, contact your Sales Representative
or Technical Support Representative.

1. Type in the Merchant Code provided to you. This number identifies you as a
merchant registered with IPCharge.

Type in the Username provided to you (may be described as Login or Login

Name). This login identifies you as a user representing this merchant. IPCharge
allows for multiple users per merchant.

Type in the Password associated with the Username specified in step two. Enter

the password exactly as it was provided to you.

o Note: The Password field is case-sensitive, so make sure you use
uppercase and lowercase letters as necessary.
o Note: IPCharge requires ‘strong’ passwords. See next page for

requirements.

Click the Login button. If your login credentials are correct, you will proceed to the

Merchant Management Console. If not, double-check your information and re-
attempt the login.

@ ———mp

WARNING: Your user ID will be temporarily locked if there are three
unsuccessful login attempts. Only a user who has access to the User
Manager window can unlock a locked user (see page 125).
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WARNING: IPCharge requirements for ‘strong’ passwords:
e Must be minimum of eight alpha/numeric characters in length and
maximum of 14 alpha/numeric characters in length
Must differ from the previous six password submissions
Must be case sensitive
Must contain at least two upper case characters
Must contain at least two numeric characters
Must contain at least one special character (e.g., @, $, %, etc.)
Must not contain repeating characters of the same case and/or
numeric value (e.g., AA, aa, 22)
e Must not contain any group of 3 sequential numbers or characters
within the same case (e.g., 234, fgh, ABC, etc.)
e Passwords expire after 90 days, including a 10 day warning period

@ ——mp

o Note: If you are an Administrator user and have been locked out of your
account, you must either call your IPCharge Reseller or wait thirty minutes
for the account to unlock. If you cannot contact your IPCharge Reseller, you
may contact IPCharge Technical Support.

If you lose your Administrator password, it must be reset by your IPCharge
Reseller. IPCharge passwords are encrypted and cannot be retrieved—a
new password must be generated. If you cannot contact your IPCharge
Reseller, you may contact IPCharge Technical Support.

WARNING: If you receive a newly generated password, you must change it
immediately upon login. Once the password is changed via the User
Manager window (see page 125), transactions may be processed.

0 ——mp

5. Continue to the next section, Merchant Management Console.
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Merchant Management Console

* Simple Explanation: The Merchant Management Console is your
interface to IPCharge. It allows you to process transactions, view reports,
settle batches, administer your account, and access help information. Each
button describes its function, so you can either read the more detailed
descriptions given below, or skip ahead to the next section, Web Terminal.

Every payment processing function available to you can be accessed through the
Merchant Management Console.

Pa Verifone.  IPChar ge

T HE WA Y TO P A YY"

Merchant Management Console

1. The six tabs in the Merchant Management Console's tool bar allow you to access
specific functions within IPCharge.

e Transaction Processing — Allows you to process transactions using the Web
Terminal, perform Tip Adjustments, and perform Completion Adjustments

e Reports — Allows you to access the different reporting functions (reports are
detailed records of the transactions you have processed)

e Recurring Billing — Allows you to set up customers for recurring or installment
billing

e Settlement — Allows you to access the different settlement functions (the
settlement process is explained later in this manual)

e Account Admin — Allows you to view/edit information specific to your account(s)

e Help — Allows you to access help information

o Note: If you are a merchant who accesses IPCharge via another application,
you will be prompted to have your account activated for Application Program
Integration (API) the first time you log in. You will not have access to the
Web Terminal function until the API is activated. To activate the API,
contact VeriFone Technical Support at the phone number listed.
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2. The login information in the top-right corner of the Merchant Management Console
consists of your Username, your Merchant Code, and your Company Name. The
Username and Merchant Code are the same as what you entered in the Login
Credentials window (already described in the section Logging In). The Company
Name should already be set up for you (this value can be edited and is described
later in this manual). Clicking Log Out will return you to the Login Credentials
window. You can click Log Out whenever you want to exit IPCharge or log in using
a different Merchant Code or Username.

27



Transaction Processing

*

Simple Explanation: The IPCharge Transaction Processing tab provides
you with the virtual terminal for processing transactions, as well as the Tip
Adjustment window and the Completion Adjustment window.

o Note: The following directions will instruct you on how to perform a test
credit card Sale transaction. You must complete these instructions to verify
that your account is properly set up.

o Note: These instructions refer to "customers" and their "accounts". This is

hypothetically speaking, since you will only be working with a test credit card
during this tutorial.

Web Terminal

@ ———mp

WARNING: The following instructions will provide you with a test credit card
number. However, before using IPCharge to do actual "live" business, we
highly recommend that you process at least one sale transaction using a real
credit card number—preferably your own. You should then attempt to settle
that transaction (using the process given below) and then check with your
bank to be sure your funds have been applied -correctly. This
recommendation applies to all new IPCharge merchant accounts.

Remember: the actual transfer of funds can take several business days
(depending on processing company, merchant bank, etc.).

Performing A Test Credit Card Transaction

1. To access the Web Terminal, move your mouse pointer over the Transaction
Processing tab (near the top-left of the interface). A menu will appear. Click on Web
Terminal.
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T HE W oA Y TO P A ¥"

Merchant Management Console

ransaction Frocessing 1

Tip Adjustment

Completion Adjustment

2. The Web Terminal will appear onscreen. This window allows you to perform several
types of credit card transactions; detailed descriptions for each transaction type are
provided later in this manual (see page 41). For now, we will just perform a credit
card Sale transaction (the most common type of transaction).

Merchant Management Console

Payment Terminal

{Fields marked as Bold are required)

®5ae  C Pre Auth 1 yioice Auth " Completion " Credt " add Tip

Card Holder Mame: I

Account Numher:l

Expiration (MM\"I"):I
Trans Amount:l

Street Address: I

Zip Code: I
W2 I

Invvoice Number: I

Server IDn I
Mark For Recurring: [

3. Make sure the option Sale is selected. This is the type of transaction we will
process.

®cale Cpresuth  Cvoice auth O Campletion  © Credit © Add Tip
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. Move your mouse pointer over the box to the right of the words Card Holder Name
and left-click inside it. Type in the name John Doe. Make sure that you enter it
exactly as shown.

Card Holder Mame: I..ll:uhr‘l Doe

. Move your mouse pointer over the box to the right of the words Account Number
and left-click inside it (or you can press the Tab button on your keyboard to move
between fields). Type in the number 4012888888881. Make sure that you enter it
exactly as shown, without any spaces or dashes.

Account Number: IJlI:I1 28833855581

. In the box next to the words Expiration (MMYY), type in the number 0114. This
represents the two-digit month number (January, in this case) followed by the last
two digits of the year (2014, in this case).

Expiration {MMYY): |D1 14

. In the box next to the words Trans Amount, type in the number 100. Do not enter a
dollar symbol or a decimal point (a period)—IPCharge will automatically insert the
decimal and does not require a dollar sign. This number represents the amount you
are going to charge the customer (one dollar, in this case). It is important to always
remember that you have to specify the cents amount. Typing in 100 does not equal
$100.00, as you can see.

Trans Amount: |1 o

. In the box next to the words Street Address, type in 8320 MAIN ST. This is the
cardholder's street address. This is a way of helping to verify that the person holding
the card is actually the owner of the card (or an authorized user).

Street Address: IBSED kAN ST

o Note: The three boxes previous to this one (Account Number, Expiration
(MMYY), and Trans Amount) are required to process a Sale transaction.
The other fields—including this Street Address field—are not strictly
required to process a Sale transaction, but we highly recommend that you
always enter all transaction data unless you have a good reason for not
doing so. Entering this information will often get you a better per-transaction
rate (costing you less to process transactions). Some processors require the
Server ID field to be populated, depending on your industry code
classification.
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*

Simple Explanation: The boldface fields are required to process a
transaction. Fields that are not boldface are not required.

9. In the box next to the words Zip Code, type in the number 85284. This is the
cardholder's ZIP code. This is another way of helping to verify that the person
holding the card is actually the owner or an authorized user of the card.

Fip Code: IBEEBfl

10.10.In the box next to the words CVV2, type in the number 999. This number is a
security number found on the back or front of a credit card, depending on the card
type. CVV2 is another way of helping to verify that the person holding the card is
actually the owner or an authorized user of the card.

Cyyz o |999

Note: For Visa, MasterCard, and Discover credit cards, look on the back of
the card. The last three digits of the string of numbers below the magnetic
strip are the numbers you would type into the CVV2 field. For American
Express credit cards, look on the front of the card. The four-digit number
above the account number is what you would type into the CVV2 field (called

CID by American Express).

ciD
y |

123N

| 1111 2222 3333 4444 555 | 0000 0DDODO OOOO

7

CVVvICVC

11.In the box next to the words Invoice Number, type in the number 12345. This
number is an identifier that you can use to keep track of this transaction. Since this is
only a test transaction, we are just using a made-up number. When processing real
transactions, many merchants use this field to enter an invoice or tracking number.

Irvoice Number: |1 2345

12.You may choose to leave Server ID blank, or populate for this test.

Server IDn I
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13.Make sure that the box next to the words Mark for Recurring is unchecked. A
recurring transaction uses the same credit card number for the same dollar amount
on a regular basis. The credit card used is present for the first transaction, but any
subsequent transactions do not require the card to be present. Since the credit card
you are processing is not used in recurring payments, leave this box unchecked.

Mark For Recurring: [

14.Click the button labeled Submit. IPCharge will connect to the payment processing
company associated with your account, and the transaction will be processed.

Jioeni Jince |

o Note: If you have been using the Tab key on your keyboard to move
between boxes, you can press it one more time to move "on top of" the
Submit button. When you see a dashed line surrounding the button, you
may press the Enter key on your keyboard to Submit the transaction.

15.After a moment, IPCharge will display the results of the transaction and an on-
screen receipt. The receipt contains all of the standard information you would expect
to find in a receipt, including merchant information, transaction information, signature
line, etc. To print out this receipt, click the Print button at the bottom of the receipt
window or press the Ctrl and P keys on your keyboard. You will see a printer
window. Make sure the printer you want to use is selected, and then click the Print
button.

WARNING: You must disable any pop-up blockers that you have active, or
the on-screen receipt may not display properly (if at all).

@ ———mp

16. After you have closed the receipt window, you will return to the main IPCharge
interface. IPCharge will display the transaction information followed by the
transaction's result. Each Item is a "section" of the transaction results, and there is a
Response for each Item.

Item Response
Result: CAPTURED
Result Code: 4
Response Text: ZIP MATCH
Termination Status: SUCCESS

e Result — The Result shown for this transaction is CAPTURED. This means that
the transaction was successfully processed. Result messages will vary, but are
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usually fairly self-explanatory. For example, NOT CAPTURED simply means that
the transaction was not successfully processed.

Result Code — The Result Code is a numeric representation of the Result. Most
of the time, you will not have any reason to use this number. However, if you
have a technical support issue, it may be necessary to supply this information to
the support representative.

Response Text — The Response Text is usually detailed supplemental
information. In this example screenshot, the Response Text is ZIP MATCH. This
means that the ZIP Code matched but the other AVS data did not.

Termination Status — The Termination Status is the outcome of an attempt to
send a transaction to your processing company. SUCCESS indicates that the
transaction was successfully transmitted to a processing company. Anything
other than SUCCESS means that some sort of error was encountered during the
transaction, resulting in a failed attempt.

o Note: Depending on the transaction processed and your payment

processing environment, the actual information you will see on a daily basis
may vary.

17.Click the Back button to return to the Web Terminal window. This concludes our

test transaction. The following steps will describe how to use the IPCharge reports to
view the transaction you have just processed.

Viewing The Reports

o Note: Reports specific to POS can be found in Appendix A.

1.

To access the Open Batch Summary report, move your mouse pointer over the
word Reports (near the top-left of the interface).

2. A menu will appear. Click the words Open Batch Summary.
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mMerchant Management Console

Transaction Search
Transaction Detail
Open Batch Summary
Reprint Receipt
Unsettled Transactions

Pre Settlement

3. IPCharge will display the Open Batch Summary report. If this is the first transaction
you have processed, only one transaction will be displayed in the Count column,
and the Amount displayed is $1.00. The Open Batch Summary report is a simple
summary of the transactions you have processed today, listed by transaction type
and media type. For a more detailed report, continue on to the next step.

Merchant Code Merchant Info Report Date / Time
000DO0o000 Sally's Flower Shop 31472005 4:11:37 P
123 Main 5t
HI, 30001
Transaction Type Count Amount
SALE 1 $1.00
Totals 1 41.00
Media Type Count Amount
Totals 1 $1.00

4. Move your mouse pointer over the word Reports (near the top-left of the interface).
A menu will appear. Click the words Unsettled Transactions.

Merchant Management Console

Transaction Search
Transaction Detail
Open Batch Summary

Reprint Receipt

Unsettled Transactions
Pre Settlement
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IPCharge will display the Unsettled Transactions report. Select to pull data for All
or Past 2 Days and click View. If this is the first transaction you have processed,
only one transaction will be displayed (since you only processed one Sale test
transaction). This report also displays:

e The Date the transaction was processed
e The Time the transaction was processed
e The Type of transaction processed (Sale, Pre Auth, Completion, etc.)
e The last four digits of the credit card Account number used for the transaction
e The Amount of the transaction
e The Auth Code of the transaction (authorization code, generated by the
processing company to identify the transaction).
e The Tran ID of the transaction (this is an internally generated number that
IPCharge uses to keep track of every single transaction processed).
Current Transactions Awaiting Settlement as of 3/27/2008 2:24:12 PM
Merchant Code Merchant Info Report Date / Time
00000000000 Sally's Flower Shop 32772008 2:21:41 PM
123 Main Street
HI, 30001
. _ Coall
Display Unsettled Transaction:
' Past 2 Days
¥ Indicates signature Capture Image is available. 35 Records
03/27/2008 Z:07:42 AM SALE " D ks bk bk kb 5 B $75.00 TAZ905 6772910 |~
03/27/2008 210742 AM SALE Sk skopk bk bk G B $75.00 TAS904 6772911
03/27/2008 210742 AM SALE T R L $75.00 TAS906 772912

6. One difference between this report and the Open Batch Summary report is the

amount of detail present in the Unsettled Transactions report. More importantly,
the Unsettled Transactions report only lists those transactions that have not
been "settled". Settlement is the next step in payment processing. Unless
transactions are settled, the funds will not actually transfer between your
customers' accounts and your account (if you were processing ‘"live"
transactions). The following steps will describe how to settle the transaction you
have processed.
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Settlement

* Simple Explanation: When the batch shown in the previous window was

originally processed, the payment processing company authorized the
transfer of funds between the customers' accounts and your account.
However, there is a second step that must be performed to finalize the
transfer of funds: settlement.

o Note: VeriFone’s host based processor certifications do not allow for the
initiation of settlement from IPCharge. IPCharge will default every host
based processing account to auto close @ 11:59:59 PM. You must have
auto close set up with your processor to settle your batch daily. Once this is
set up, you must find out what time they will close your batch each day and
set your auto close time accordingly.

1. To access the Manual Settlement window, move your mouse pointer over the word
Settlement. A menu will appear. Click the words Manual Settlement.

Merchant Management Console

Settlement Search

Settlement Error Report

2. IPCharge will allow you to specify a Cutoff Date and Cutoff Time. The manual
settlement request will include any transactions that were processed prior to the
specified time and date. For this test settlement, enter today's date as the Cutoff
Date and the current time as the Cutoff Time.

Select Date and Time Cutoffs for Transactions in Settlement

Cutoff Date (e fdd fveyyd ID?H 352005
Cutoff Time (hhimmiss): IAZDDZDD P

Submit I

Click the Submit button. IPCharge will display the Manual Settlement window. This
window displays transactions that have not been "settled". Settlement is the next step in
payment processing. Unless transactions are settled, the funds will not actually transfer
between your customers' accounts and your account (if you were processing "live"
transactions).
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A1 SALE $1.00

3. You will see the number of unsettled transactions displayed in the Count column,
the type of transaction in the Command column, and the amount in the Totals
column. If there are multiple transaction types in the batch, they will be displayed in
separate rows. You can sort by clicking the desired column header.

4. Click the small plus button at the left of the row (next to the number 1 in the Count
column), and IPCharge will display an expanded record of the transaction. Since the
card number was manually entered, this transaction is blue. If the card had been

passed through a card swipe device, this transaction would be black.

= Nk SALE $1.00

11:45:51 aM [WVISA 12345 gpbdkkEkrkEragg] $1.00 i

5. By expanding the SALE row, you can see the Time, Media, Invoice, Acct, Amount,
and TroutD for each Sale transaction in this "batch" (group of transactions).

Time — The time of day the transaction was processed.

Media — The payment type used to process the transaction.

Invoice — The invoice number specified in a transaction (if any).

Acct — The credit card account number used to process the transaction.

Amount — The dollar amount of the transaction.

TroutD (a.k.a. TransID) — The unique transaction routing identifier. IPCharge
uses the TROUTD to group related transactions together (such as an original
Sale transaction and an Add Tip transaction that has been added to it). Using
this unique identifier, merchants can easily access the entire history for a chain of
transactions and can use this information as a defense against charge backs.

If there were other Sale transactions in this batch, they would also be in the
expanded section of this row. If there were other transaction types in this batch,
each would have its own row.

o Note: Now that we have reviewed the Unsettled Transactions report and
closely examined the details of the Manual Settlement window, we can
actually request that IPCharge initiate settlement of the batch and finalize the
transfer of funds between the customers' accounts and your account,
provided the processor is terminal based.

6. Once you are satisfied, click the button labeled Submit for Manual Settlement
(near the bottom of this window). IPCharge will schedule a connection to the
payment processing company, who will finalize the transfer of funds between the
customers' accounts and your account. After a moment, you will receive a response
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confirming that the settlement has been scheduled. Click Back to return to the
Manual Settlement Submit window.

r

Note: If you have access to the IPCharge Settlement tab, you will have the
ability to automatically schedule batch settlement at a configurable time of
day, rather than doing it manually. This functionality is described later in this
manual.

r

Note: If this were a "live" environment using real credit card transactions, the
funds would be present in your account after about two business days
(varies by situation).

7. Now that your settlement has been scheduled, IPCharge will send out an email
providing the status of your batch's settlement attempt. This email will be sent to the
Settlement Email address specified by whoever set up your IPCharge account.

r

Note: In many instances you should receive an email soon after submitting a
settlement request. However, the time it takes to receive notification via
email will vary according to several variables, including: system activity,
batch size, and Internet traffic.

8. Click the Log Out link (near the top-right of this window). IPCharge will log you out
and return you to the Login Credentials window. Exit out of your Web browser.
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WARNING: You should always log out and shut down your Web browser
when you are finished using IPCharge. This helps to prevent unauthorized
persons from looking at your processing history.

You have completed a typical day of payment processing. For some users, these few
steps will represent almost all of the steps that will be performed on a day-to-day basis.
However, this payment processing service can provide you with a great deal more
power and flexibility when it is used to its fullest extent. Continue reading this manual to
learn more about the following:

e All About Credit Card Processing — This section contains detailed information
on how to process the different types of credit card transactions accessible within
this payment processing service, including (but not limited to): Sale, Pre Auth,
Voice Auth, Completion, Credit, and Add Tip transactions.

e All About Debit Card Processing — This section contains detailed information
on how to process debit card transactions.

e |PCharge Reports — This section includes a review of IPCharge's reporting
functionality, including the powerful Transaction Search feature.
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e Settlement — This section includes a review of IPCharge's settlement
functionality, including the Automatic Settlement feature. This section is not
available to all users.

e User Administration — This payment processing service can support multiple
users, each with different levels of access. You can create cashier-level access,
manager-level access, or any other type of access that you design.

e Credit Card Processing Checklist — This is a printable guide that can be used
by most merchants to keep track of the basic payment processing functions that
should be performed on a daily basis.

o Note: Some of the functionality described above may not be applicable to
your business environment. However, we highly recommend that you review
these sections to determine what is available to you.

o Note: Some report descriptions and menu descriptions appear in the
Appendices. The reports and menus that are available depend upon the
service type used; not all customers require access to all options.
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All About Credit Card Processing

you can perform using this payment processing service.

* Simple Explanation: This section provides some detailed information on
credit card processing. You may not use all of the functions available on a
daily basis, but it is best to have a general understanding of what functions

so now, before you attempt to process "live" credit cards.

o Note: If you have not already completed a test transaction as described in
the previous section—Using IPCharge—we highly recommend that you do

Background Information

When you perform a Sale transaction, that credit card's credit limit is reduced by that
amount. Next, the processing company authorizes the transfer of those funds from the
cardholder's account to your account. However, the funds are not moved to your bank
account at that time. Any transactions you have processed throughout the day still need
to be re-transmitted to the processing company as a batch. In IPCharge, this re-
transmission process is called settlement and can happen in one of two ways, provided

you are using a terminal based processor:

1. Your account can be set up for Automatic Settlement. At a configurable time
each day, IPCharge will look for any authorized unsettled transactions. If you
have transactions waiting for settlement, they will automatically be settled at or

around the specified time.

2. Your account can be set up for Manual Settlement. Unsettled transactions that
have been authorized will not be settled until you manually initiate the settlement
of your batch (as described with the test transaction performed in the section

Using IPCharge).
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batch daily.

WARNING: Unless you settle your batch (or set up IPCharge to initiate the
settlement automatically or have your credit card processor auto-close), you
will not receive your money. We recommend that you settle or close your

bank, the payment processing company, the Federal Reserve, etc.).

o Note: Even after settlement, your money will not immediately be transferred
to your account. The transfer process will usually take between 2-5 business
days. However, it can take longer (depending on your bank, the customer's
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Credit Card Transaction Types

Sale — A Sale transaction authorizes the transfer of funds from a customer's
account to your account. Consult the section Performing A Sale to learn how to
process a Sale transaction (see page 43).

o Additionally, IPCharge can process commercial card transactions.
Commercial cards (also known as corporate cards or purchasing cards)
are special credit cards that are given to employees of businesses,
governments, etc., for company purchases. Commercial card transactions
record a customer code and a tax amount. Consult the section
Performing A Commercial Card Transaction to learn how to process a
Commercial Card transaction (see page 61).

Pre Auth — A Pre Auth reduces a card's credit limit just like a Sale does, but the
Pre Auth does not actually request the transfer of funds. A Pre Auth can be
used in situations where the final total can be estimated, but cannot yet be
precisely stated. A Pre Auth cannot be settled until a Completion transaction is
performed on the original Pre Auth transaction. Consult the section Performing
A Pre Auth to learn how to process a Pre Auth transaction (see page 46).

o Note: There is a time limit on a Pre Auth's usability—usually 7-10
business days. If a Completion transaction is not performed by that
time, the Pre Auth "fades away" and the transaction amount is
restored to the card's credit limit.

Voice Auth — A Voice Auth transaction in IPCharge is actually a continuation of
a transaction that happens outside of IPCharge. If you are ever unable to access
IPCharge, you can call your processing company and verbally request approval
for a credit card transaction. If the card is approved, you will receive an "auth
code" (authorization code). As soon as you are able to access IPCharge, process
a Voice Auth transaction and enter this auth code into IPCharge. A Voice Auth
cannot be settled until a Completion transaction is performed on the original
Voice Auth transaction. Consult the section Performing A Credit Card Voice
Auth to learn how to process a Voice Auth transaction (see page 49).

o Note: If a Voice Auth transaction has been completed using the Mark
for Completion box, then that Voice Auth transaction will appear as
a Post Auth in the IPCharge reports.

o Note: If a Voice Auth transaction has not been completed using the
Mark for Completion box, then that Voice Auth transaction will
continue to appear as a Voice Auth in the IPCharge reports until a
Completion is performed.
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o Note: If a Voice Auth transaction has not been completed using the
Mark for Completion box—but has been completed using the
Completion transaction—then that Voice Auth transaction will appear

as a Completion in the IPCharge reports.

Completion — A Completion transaction "completes" a Pre Auth or Voice Auth
transaction; it makes the Pre Auth or Voice Auth available for settlement. A Pre
Auth or Voice Auth combined with a Completion is similar to a Sale
transaction. Consult the section Performing A Credit Card Completion to learn
how to process a Completion transaction (see page 52).

o Note: The dollar amount of a Completion transaction can be less
than or slightly more than the dollar amount of the original Pre Auth
transaction. This is useful in situations where the final total can be
estimated, but cannot yet be precisely stated.

The actual amount that a Completion can exceed the original Pre
Auth depends on your particular situation and your payment
processing company. This is intended to allow for additional charges
that are relatively minor, such as shipping, handling, etc.

Credit — A Credit is the opposite of a Sale transaction. It authorizes the transfer
of funds from your account to a customer's account. You can use this transaction
type if a Void is not possible for a given transaction. Consult the section
Performing A Credit Card Credit to learn how to process a Credit transaction
(see page 55).

Add Tip — An Add Tip transaction adds a tip to an existing Sale transaction. This
transaction type is only available to you if your processing company classifies
your merchant account as a restaurant account. Consult the section Performing
A Credit Card Add Tip to learn how to process an Add Tip transaction (see
page 57).

Void — A Void "erases" a Sale transaction so that no funds will be transferred.
You can use the Void transaction to correct mistakes and remove same-day
transactions. However, a Void can only be performed before the batch that
contains the Sale is settled. If the Sale has been settled, you can do a Credit
transaction instead. Consult the section Performing A Credit Card Void to learn
how to process a Void transaction (see page 60).
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How To Process Credit Card Transactions

* Simple Explanation: The following sections give detailed information on
how to perform the various credit card transaction types available in
IPCharge.

Performing A Credit Card Sale

* Simple Explanation: A Sale transaction authorizes the transfer of funds
from a customer's account to your account.

1. Click the words Transaction Processing in IPCharge. A drop-down menu will
appear. Select Web Terminal. Choose the Sale option on the top row.

Merchant Management Console

Payment Terminal

(Fields marked as Bold are required)

* Sale  Pre Auth " yoice Auth " Completion  Credit  add Tip

Card Holder Mame: I

Account Numher:l

Expiration (MM‘H):I
Trans Amount:l

Street Address: I

Zip Code: I
W2 I

Irwvoice Murmber: I

Server ID: I
Mark for Recurring: [~

2. Fill out each field with all the information you have available for the transaction. In
order to process a Sale transaction, you must (at least) fill out the fields Account
Number, Expiration (MMYY), and Trans Amount. It is not required that you fill out
the fields Card Holder Name, Street Address, Zip Code, CVV2, Invoice Number,
and Mark for Recurring in order to process a Sale transaction.
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o Note: It is not strictly required that you fill out the optional fields in order
to process a transaction, but we highly recommend that you always enter
all available transaction data—unless you have a good reason for not
doing so. Entering this information will often get you a better per-
transaction rate (costing you less to process transactions).

o Note: Some processing companies require an Invoice Number and/or a
Server ID.

Card Holder Name — Enter the full cardholder name exactly as it appears on the

credit card.

Account Number — Enter the credit card number without spaces or dashes.

Expiration (MMYY) — Enter the two-digit month of the credit card's expiration

date immediately followed by the last two digits of the year of the credit card's

expiration date. Do not use a space, a slash (/), or a hyphen (-). Example: For

August 2012, enter 0812.

Trans Amount — Enter the dollar amount of the transaction immediately followed

by the cents amount of the transaction. Do not enter a dollar symbol or a decimal

point (a period). Examples: Enter 425, not $4.25. Enter 500, not 5.

Street Address — Enter the cardholder's street address as it would appear on

that credit card's billing statement.

Zip Code — Enter the cardholder's ZIP code, as it would appear on that credit

card's billing statement.

CVV2 — This number is a security measure used to make sure the customer

actually has the card in hand.

o For Visa, MasterCard, and Discover: On the back of the customer's credit
card, there will be a long number below the magnetic strip. Enter the last
three digits of that number into the CVV2 field.

o For American Express: On the front of the customer's credit card, there will
be a four-digit number near the credit card number (not the expiration date).
Enter this four-digit number into the CVV2 field.

Invoice Number — This is a number you can use to keep track of this

transaction. Use an invoice number or some other internal tracking number.

Server ID — Enter a server ID, if required.

Mark for Recurring — A recurring transaction uses the same credit card number

for the same dollar amount on a regular basis. The credit card used is present for

the first transaction, but any subsequent transactions do not require the card to
be present. For example, a recurring transaction could be used by a health club
to charge a member $35.00 a month on the same credit card.

o Note: Checking the Mark for Recurring box does not cause
IPCharge to automatically process a transaction on a regular basis.
Checking this box will only transmit a recurring flag to the processor if
we have been certified to do so.
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o Put a check in this box if this is a transaction that is performed on a regular
basis (or will be performed on a regular basis). You must type in the credit
card number and check the box each time you process a recurring
transaction. Example: Check this box in a situation similar to the health club
example given above.

o Leave this box unchecked if the credit card you are processing is normally
used for recurring payments, but on this occasion it is not. Example: Uncheck
this box if a member (usually charged per-month) wants to buy a gym bag.

o Leave this box unchecked if the credit card you are processing is not used in
recurring payments. Example: Uncheck this box if a non-member wants to
buy a gym bag.

3. After you have entered this information, click the Submit button. IPCharge will
connect to the payment processing company. After a moment, IPCharge will display
the results of the transaction and an on-screen receipt.

4. The receipt contains all of the standard information you would expect to find in a
receipt, including merchant information, transaction information, signature line, etc.
To print out this receipt, click the Print button at the bottom of the receipt window or
press the Ctrl and P keys on your keyboard. You will see a printer window. Make
sure the printer you want to use is selected, and then click the Print button.

WARNING: You must disable any pop-up blockers that you have active,
or the on-screen receipt may not display properly (if at all).
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5. After you have closed the receipt window, you will see the transaction's result in the
main IPCharge interface. Each Item is a "section" of the transaction results, and
there is a Response for each Item.

Item Response
Result: CAPTURED
Result Code: 4
Response Text: ZIP MATCH
Termination Status: SUCCESS

e Result — The Result for a successfully processed Sale transaction is CAPTURED.
This means that the transaction was successfully processed. Result messages
will vary, but are usually fairly self-explanatory. For example, NOT CAPTURED
simply means that the transaction was not successfully processed.

e Result Code — The Result Code is a numeric representation of the Result. Most
of the time, you will not have any reason to use this number. However, if you
have a technical support issue, it may be necessary to supply this information to
the support representative.
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e Response Text — The Response Text is usually detailed supplemental
information. In this example screenshot, the Response Text is ZIP MATCH. This

means that the ZIP Code matched but the other AVS data did not.

e Termination Status — The Termination Status is the outcome of an attempt to
send a transaction to your processing company. SUCCESS indicates that the
transaction was successfully transmitted to a processing company. Anything
other than SUCCESS means that some sort of error was encountered during the
transaction, resulting in a failed attempt.

o Note: Depending on the transaction processed and your payment
processing environment, the actual information you will see on a daily basis
may vary.

Performing A Credit Card Pre Auth

* Simple Explanation: A Pre Auth reduces a card's credit limit just like a
Sale does, but the Pre Auth does not actually request the transfer of funds.
A Pre Auth can be used in situations where the final total can be estimated,
but cannot yet be precisely stated. A Pre Auth cannot be settled until a
Completion transaction is performed on the original Pre Auth transaction.

o Note: There is a time limit on a Pre Auth's usability—usually 7-10 business
days. If a Completion transaction is not performed by that time, the Pre
Auth "fades away" and the transaction amount is restored to the card's
credit limit.

1. Click the words Transaction Processing in IPCharge. A drop-down menu will
appear. Select Web Terminal. Choose the Pre Auth option on the top row.
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Cgale & Pre Auth " yigice Auth " Completion ™ Credit " add Tip

Card Holder Marne: I

Account Numher:l

Expiration (MM‘l"‘l"):I
Trans Amnunt:l

Street Address: I

Zip Code: I
(e tH I

Irveoice Murmber: I

Server ID: I

Mark For Recurring: [~

g =

2. In order to process a Pre Auth transaction, you are only required to fill out the fields
Account Number, Expiration (MMYY), and Trans Amount. You may choose to fill
out the fields Card Holder Name, Street Address, Zip Code, CVV2, Invoice
Number, and Server ID, but it is not required that you do so.

o Note: It is not strictly required that you fill out the optional fields in order
to process a transaction, but we highly recommend that you always enter
all available transaction data—unless you have a good reason for not
doing so. Entering this information will often get you a better per-
transaction rate with your bank/merchant service provider (costing you
less to process transactions).

o Note: Depending on industry code, some processing companies require
an Invoice Number and/or a Server ID.

o Note: Consult the field descriptions in the section Performing a Sale for
examples of when it would be appropriate to put a check in the box
labeled Mark for Recurring (see page 43).

3. After you have entered this information, click the Submit button. IPCharge will
connect to the payment processing company. After a moment, IPCharge will display
the results of the transaction and an on-screen receipt.
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WARNING: You must disable any pop-up blockers that you have active,
! or the on-screen receipt may not display properly (if at all).

4. The receipt contains all of the standard information you would expect to find in a
receipt, including merchant information, transaction information, signature line, etc.
To print out this receipt, click the Print button at the bottom of the receipt window or
press the Ctrl and P keys on your keyboard. You will see a printer window. Make
sure the printer you want to use is selected, and then click the Print button.

5. After you have closed the receipt window, you will see the transaction's result in the
main IPCharge interface. Each Item is a "section" of the transaction results, and
there is a Response for each Item.

Item Response
Result: APPROVED
Result Code: 5
Response Text: ZIP MATCH
Termination Status: SUCCESS

e Result — The Result for a successfully processed Pre Auth transaction is
APPROVED. Result messages will vary, but are usually fairly self-explanatory. For
example, NOT CAPTURED simply means that the transaction was not
successfully processed.

e Result Code — The Result Code is a numeric representation of the Result. Most
of the time, you will not have any reason to use this number. However, if you
have a technical support issue, it may be necessary to supply this information to
the support representative.

e Response Text — The Response Text is usually detailed supplemental
information. In this example screenshot, the Response Text is ZIP MATCH. This
means that the ZIP Code matched but the other AVS data did not.

e Termination Status — The Termination Status is the outcome of an attempt to
send a transaction to your processing company. SUCCESS indicates that the
transaction was successfully transmitted to a processing company. Anything
other than SUCCESS means that some sort of error was encountered during the
transaction, resulting in a failed attempt.

o Note: Depending on the transaction processed and your payment
processing environment, the actual information you will see on a daily basis
may vary.
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WARNING: A Pre Auth cannot be settled until a Completion transaction is
performed on the original Pre Auth transaction. At that time, the successfully
processed Completion transaction will authorize the transfer of funds from
the customer's account to your account.

Performing A Credit Card Voice Auth

*

Simple Explanation: A Voice Auth transaction in IPCharge is actually a
continuation of a transaction that happens outside of IPCharge. If you are
ever unable to access IPCharge, you can call your processing company and
verbally request approval for a credit card transaction. If the card is
approved, you will receive an "auth code" (authorization code). As soon as
you are able to access IPCharge, process a Voice Auth transaction and
enter this auth code into IPCharge. A Voice Auth cannot be settled until a
Completion transaction is performed on the original Voice Auth transaction.

1. Click the words Transaction Processing in IPCharge. A drop-down menu will
appear. Select Web Terminal. Choose the Voice Auth option on the top row.

Cssda  ©Pra fash  \ipice Auth ™ Complation 1 Cracht ™ tadd Tip

CordHolder Mara: [
Aeciunt b '—
Fupiration (Meek
Trans amountz[
adhcode|
Sirest .'-WHS![—
mwoes
L: \-!'.-':I_

v Murber: |

SErwd DG

Pk o Pasgurring: [~

Mark For Crmyabation: [~

2. In order to process a Voice Auth transaction, you are only required to fill out the
fields Account Number, Expiration (MMYY), Trans Amount, and Auth Code. You
may choose to fill out the fields Card Holder Name, Street Address, Zip Code,
CVV2, Invoice Number, and Server ID, but it is not required that you do so.

o Note: It is not strictly required that you fill out the optional fields in order

to process a transaction, but we highly recommend that you always enter
all available transaction data—unless you have a good reason for not
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doing so. Entering this information will often get you a better per-
transaction rate with your bank/merchant service provider (costing you
less to process transactions).

o Note: Depending on industry code, some processing companies require
an Invoice Number and/or a Server ID.

o Note: Consult the field descriptions in the section Performing a Sale for
examples of when it would be appropriate to put a check in the box
labeled Mark for Recurring (see page 43).

3. The box labeled Mark for Completion is used to indicate that a transaction should
be settled by your payment processing company.

If you want IPCharge to include this transaction in the next group of transactions
to be settled, put a check in this box. Example: You are a mail-order/telephone-
order company. You are performing Voice Auth transactions because your
Internet connection was down. Now, you are ready to process these transactions
and ship the goods to the customer. In this situation (or a similar retail situation),
you should put a check in this box.

If you do not want IPCharge to include this transaction in the next group of
transactions to be settled, leave this box unchecked. Example: You are a mail-
order/telephone-order company. You are performing Voice Auth transactions
because your Internet connection was down. Now, you are ready to process
these transactions... but you are not ready to ship the goods to the customer
today. In this situation (or a similar retail situation), you would not put a check in
this box. When you are ready to deliver the goods to the customer, you would
perform a Completion transaction on this original Voice Auth transaction.

o Note: If a Voice Auth transaction has been completed using the Mark
for Completion box, then that Voice Auth transaction will appear as
a Post Auth in the IPCharge reports.

o Note: If a Voice Auth transaction has not been completed using the
Mark for Completion box, then that Voice Auth transaction will
continue to appear as a Voice Auth in the IPCharge reports until a
Completion is performed.

o Note: If a Voice Auth transaction has not been completed using the
Mark for Completion box—but has been completed using a
Completion transaction—then that Voice Auth transaction will appear
as a Completion in the IPCharge reports.
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4. After you have entered this information, click the Submit button. IPCharge will
connect to the payment processing company. After a moment, IPCharge will display
the results of the transaction and an on-screen receipt.

WARNING: You must disable any pop-up blockers that you have active,
or the on-screen receipt may not display properly (if at all).
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5. The receipt contains all of the standard information you would expect to find in a
receipt, including merchant information, transaction information, signature line, etc.
To print out this receipt, click the Print button at the bottom of the receipt window or
press the Ctrl and P keys on your keyboard. You will see a printer window. Make
sure the printer you want to use is selected, and then click the Print button.

6. After you have closed the receipt window, you will see the transaction's result in the
main IPCharge interface. Each Item is a "section" of the transaction results, and
there is a Response for each Item.

Item Response
Result: APPROVED
Result Code: 5
Response Text: APPRCOVED
Termination Status: SUCCESS

e Result — The Result for a successfully processed Voice Auth transaction is
APPROVED. This means that the transaction was successfully processed. Result
messages will vary, but are usually fairly self-explanatory. For example, NOT
CAPTURED simply means that the transaction was not successfully processed.

e Result Code — The Result Code is a numeric representation of the Result. Most
of the time, you will not have any reason to use this number. However, if you
have a technical support issue, it may be necessary to supply this information to
the support representative.

e Response Text — The Response Text is usually detailed supplemental
information. In this example screenshot, the Response Text is APPROVED. This
means that the Voice Auth transaction was approved.

e Termination Status — The Termination Status is the outcome of an attempt to
send a transaction to your processing company. SUCCESS indicates that the
transaction was successfully transmitted to a processing company. Anything
other than SUCCESS means that some sort of error was encountered during the
transaction, resulting in a failed attempt.
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WARNING: A Voice Auth cannot be settled until a Completion transaction
is performed on the original Voice Auth transaction (unless Mark for
Completion was checked during the transaction). After the Completion
transaction has been successfully performed, the funds will be authorized for
transfer from the customer's account to your account.
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o Note: Depending on the transaction processed and your payment
processing environment, the actual information you will see on a daily basis
may vary.

Performing A Credit Card Completion

* Simple Explanation: A Completion transaction "completes" a Pre Auth or

Voice Auth transaction; it makes the Pre Auth or Voice Auth available for
settlement. A Pre Auth or Voice Auth combined with a Completion is
similar to a Sale transaction. A Completion may also be performed on a
Sale or other Completion transaction in order to change the transaction
amount.

o Note: The dollar amount of a Completion transaction can be less than or
slightly more than the dollar amount of the original Pre Auth transaction.
This is useful in situations where the final total can be estimated, but cannot
yet be precisely stated.

The actual amount that a Completion can exceed the original Pre Auth
depends on your particular situation and your payment processing company.
This is intended to allow for additional charges that are relatively minor, such
as shipping, handling, etc.

1. Click the words Transaction Processing in IPCharge. A drop-down menu will
appear. Select Web Terminal. Choose the Completion option on the top row.
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2.

CBale Cpresuth  Cvoice suth ® Completion © Credit © Add Tip

09/09/2005 1:57:27 FM 302 PRE_ALUTH | S4***5454 $1.00 $0.00 $1.00
09/09/2005 1:55:23 FM 303 PRE_AUTH | S4#**5454 $1.00 $0.00 $1.00
09/09/2005 1:55:53 FM 304 PRE_ALUTH | S4***5454 $1.00 $0.00 $1.00

Transaction ID: I Search |

IPCharge will display your Pre Auth and Voice Auth transactions that have not yet
been completed. Select to view the details for any transaction listed by clicking its
row. The row will turn blue. Next, click the pencil icon on the left side of that row.
IPCharge will display the details for that transaction. Click the Close Window button
after you are finished viewing the details for that transaction.

If you wish to perform a completion on a previous Sale or Completion transaction,
you can directly enter that transaction’s ID in the Transaction ID box.

After you have selected the desired transaction, click the Search button. IPCharge
will locate the transaction and display the following screen:

Csse T P auth  winken sauth ® Compiation © Craot = add Tip

Ol Cominand; SALL

Card Holder Name:

Traersse i T 21705 Search |
Trans Ansound: Ceiginal mgunt: §5.00

Trwveicm Hapsier: |

Sarvre [D:

e |

The Account Number and Transaction ID fields (required to process a
Completion transaction) will already be present, since you provided them in the
original Pre Auth or Voice Auth transaction. You must enter a Trans Amount. The
Card Holder Name, Invoice Number, and Auth Code fields may be present, if
they were provided in the original Pre Auth or Voice Auth transaction. You may
choose to fill out those fields, but it is not required that you do so.
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o Note: The Trans Amount can be altered to be less than or slightly more
than the dollar amount of the original Pre Auth transaction.

The actual amount by which the Trans Amount may exceed the original
Pre Auth depends on your particular situation and your payment
processing company. This is intended to allow for additional charges that
are relatively minor, such as shipping, handling, etc.

5. Click the Submit button when you are ready to process the Completion transaction.
IPCharge will connect to the payment processing company. After a moment,
IPCharge will display a summary of the transaction data and the results of the
transaction.

6. The summary simply restates the transaction information that was sent to the
processing company. Below that, you will see the transaction's result. Each Item is a
"section" of the transaction results, and there is a Response for each Iltem.

Item Response
Result: CAPTURED
Result Code: 4
Response Text:

Termination Status: SUCCESS

e Result — The Result for a successfully processed Completion transaction is
CAPTURED. This means that the transaction was successfully processed. Result
messages will vary, but are usually fairly self-explanatory. For example, NOT
CAPTURED simply means that the transaction was not successfully processed.

e Result Code — The Result Code is a numeric representation of the Result. Most
of the time, you will not have any reason to use this number. However, if you
have a technical support issue, it may be necessary to supply this information to
the support representative.

e Response Text — The Response Text does not always apply to Completion
transactions.

e Termination Status — The Termination Status is the outcome of an attempt to
send a transaction to your processing company. SUCCESS indicates that the
transaction was successfully transmitted to a processing company. Anything
other than SUCCESS means that some sort of error was encountered during the

transaction, resulting in a failed attempt.
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o Note: Depending on the transaction processed and your payment
processing environment, the actual information you will see on a daily basis
may vary.

Performing A Credit Card Credit

* Simple Explanation: A Credit is the opposite of a Sale transaction. It

authorizes the transfer of funds from your account to a customer's account.
You can use this transaction type if a Void is not possible for a given
transaction.

1. First, obtain the Transaction ID of the original Credit transaction. You can find this
information by using the IPCharge Transaction Search report to look up the
transaction (see page 69).

NN

Next, click the words Transaction Processing in IPCharge. A drop-down menu will
appear. Select Web Terminal. Choose the Credit option on the top row.

Cgale CPreauth  ©waoice suth  C Completion # Credit  © Add Tip

" No Transaction ID available for this credit.

Transaction ID: | Search |

3. You can either apply a Credit to an existing transaction (as in a product/service
return), or you can perform a new Credit that is not related to any existing
transaction.

e If you enter a Transaction ID in the field provided, you can apply a Credit to an
existing transaction. You can find this information by using the IPCharge
Transaction Search report to look up the transaction (see page 69). Click Search
after entering the Transaction ID.

e |If want to perform a new Credit that is not related to any existing transaction, put
a check next to No Transaction ID available for this credit.

4. IPCharge will display the following screen. You are required to fill out the fields
Account Number, Expiration (MMYY), and Trans Amount. If you provided a
Transaction ID, some or all of these fields will already be filled out for you (taken
from the original transaction). You may choose to fill out the fields Card Holder
Name, Auth Code, and Invoice Number, but it is not required that you do so.
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Coda O Pre Auth " Vaice Auth  Complation & Crade " pdd T

™ e Transaction 1D avaltable lor this credit,
CudHadersome:[
Account mamber: BT 5058
EBupeation (M|
Transaction 10 [SET0005 [Seacch |
Trans MHHH.E'—
Sale R.nmuﬂ.:r

Tp A ﬁ
Taitak: 500

Ttrevce B -

Server 10

|

Note: If you provided a Transaction ID, the Account Number shown
will be partially obscured by asterisks (***). This is a security feature; the
full account number will still be transferred to the processing company.

Note: It is not strictly required that you fill out the optional fields in order
to process a transaction, but we highly recommend that you always enter
all available transaction data—unless you have a good reason for not
doing so. Entering this information will often get you a better per-
transaction rate (costing you less to process transactions).

-

Note: Depending on industry code, some processing companies require
an Invoice Number and/or a Server ID.

5. After you have entered this information, click the Submit button. IPCharge will
connect to the payment processing company. After a moment, IPCharge will display
the results of the transaction and an on-screen receipt.

¢ ——mp

WARNING: You must disable any pop-up blockers that you have active,
or the on-screen receipt may not display properly (if at all).

6. The receipt contains all of the standard information you would expect to find in a
receipt, including merchant information, transaction information, signature line, etc.
To print out this receipt, click the Print button at the bottom of the receipt window or
press the Ctrl and P keys on your keyboard. You will see a printer window. Make
sure the printer you want to use is selected, and then click the Print button.
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7. After you have closed the receipt window, you will see the transaction's result in the
main IPCharge interface. Each Item is a "section" of the transaction results, and
there is a Response for each Item.

Item Response
Result: CAPTURED
Result Code: 4
Fesponse Text:

Termination Status: SUCCESS

e Result — The Result for a successfully processed Credit transaction is
CAPTURED. This means that the transaction was successfully processed. Result
messages will vary, but are usually fairly self-explanatory. For example, NOT
CAPTURED simply means that the transaction was not successfully processed.

e Result Code — The Result Code is a numeric representation of the Result. Most
of the time, you will not have any reason to use this number. However, if you
have a technical support issue, it may be necessary to supply this information to
the support representative.

e Response Text — The Response Text does not always apply to Credit
transactions.

e Termination Status — The Termination Status is the outcome of an attempt to
send a transaction to your processing company. SUCCESS indicates that the
transaction was successfully transmitted to a processing company. Anything
other than SUCCESS means that some sort of error was encountered during the
transaction, resulting in a failed attempt.

o Note: Depending on the transaction processed and your payment
processing environment, the actual information you will see on a daily basis
may vary.

Performing A Credit Card Add Tip

* Simple Explanation: An Add Tip transaction adds a tip to an existing Sale
transaction. This transaction type is only available to you if your processing
company classifies your merchant account as a restaurant account.

o Note: An Add Tip transaction may be performed on a Sale transaction that
has not yet been settled. You may modify the tip of an existing Add Tip or
Completion transaction prior to settlement.
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3.

. First, obtain the Transaction ID of the original Sale transaction. You can find this

information by using the IPCharge Transaction Search report to look up the
transaction (see page 69).

Next, click the words Transaction Processing in IPCharge. A drop-down menu will
appear. Select Web Terminal. Choose the Add Tip option on the top row.

Cale Cpretuth  Cvoice suth C Completion O Credit & add Tip

09/09/2005 1:55:37 PM 300 SALE 40***3g51 $1.00 $0.00 $1.00
09/09/2005 1:56:08 PM 301 SALE S4HHHFE454 $1.00 $0.00 $1.00
12/09/2005 2:06:10 PM 43080 SALE 40***3551 $1.00 $0.00 $1.00

Transaction ID: I Search |

IPCharge will display your Sale transactions (and Add Tip or Completion
transactions, if any) that have not yet been settled. To view the details for any
transaction listed here, first click that transaction's row. The row will turn blue,
indicating that it has been selected. Next, click the pencil icon on the left side of that
row. IPCharge will display the details for that transaction. Click the Close Window
button after you are finished viewing the details for that transaction.

After you have located and selected the desired transaction, click the Search button.
IPCharge will locate the transaction and display the following screen.

™ Sala P Auth " weaen Suth © Camgietion ™ Cradt " 24 T

Card Holder Marme:
Account Mamber:

Transaction ik | S ih
Suabe Al

Tig Amount

Totak

v M

Server D

5. The Account Number, Transaction ID, and Sale Amount fields (required to

process an Add Tip transaction) will already be present, since you provided them in
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the original Sale transaction. The Card Holder Name, Auth Code, and Invoice
Number fields may already be filled out (if they were provided in the original Sale,
Pre Auth, or Completion transaction. You may choose to fill out those fields, but it
is not required that you do so.

o Note: Some processing companies require a Server ID.

o Note: The Account Number shown will be partially obscured by
asterisks (***). This is a security feature; the full account number will still
be transferred to the processing company.

. After you have entered the Tip Amount, click the Submit button. IPCharge will
connect to the payment processing company. After a moment, IPCharge will display
a summary of the transaction data and the results of the transaction.

. The summary simply restates the transaction information that was sent to the
processing company. Below that, you will see the transaction's result. Each Item is a
"section" of the transaction results, and there is a Response for each Item.

Item Response
Result: TIP MODIFIED
Result Code: 17

Response Text:

Termination Status: SUCCESS

e Result — The Result for a successfully processed Add Tip transaction is TIP
MODIFIED. Result messages will vary, but are usually fairly self-explanatory. For
example, TIP MODIFIED simply means that the Add Tip transaction was
successfully processed.

e Result Code — The Result Code is a numeric representation of the Result. Most
of the time, you will not have any reason to use this number. However, if you
have a technical support issue, it may be necessary to supply this information to
the support representative.

e Response Text — The Response Text does not always apply to Add Tip
transactions.

e Termination Status — The Termination Status is the outcome of an attempt to
send a transaction to your processing company. SUCCESS indicates that the
transaction was successfully transmitted to a processing company. Anything
other than SUCCESS means that some sort of error was encountered during the
transaction, resulting in a failed attempt.
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o Note: Depending on the transaction processed and your payment
processing environment, the actual information you will see on a daily basis
may vary.

Performing A Credit Card Void

* Simple Explanation: A Void "erases" a Sale transaction so that no funds

will be transferred. You can use the Void transaction to correct mistakes and
remove same-day transactions. However, a Void can only be performed
before the batch that contains the Sale is settled. If the Sale has been
settled, you can do a Credit transaction instead. Consult the section
Performing A Credit to learn how to process a Credit transaction (see page
55).

1. First, you will need to access the Unsettled Transaction report. Move your mouse
over the word Reports. Click the words Unsettled Transactions.

2. IPCharge will display the Unsettled Transactions report. Select All or Past 2 Days,
then select View. IPCharge will display the transactions awaiting settlement. Locate
the original Sale transaction you want to void. Click its transaction ID (found in the
Trans ID column).

3. IPCharge will display the Transaction Details for the transaction you selected.
Make sure that this is the transaction you want to void.

4. Once you are ready to void the transaction, click the Void button. IPCharge will ask
you to confirm that you wish to void the transaction.

5. After a moment, IPCharge will display the results of your request.

Item Response
Result: WOIDED
Result Code: 7
Response Text:

Termination Status: SUCCESS

e Result — The Result for a successfully processed Void transaction is VOIDED.
Result messages will vary, but are usually fairly self-explanatory. For example,
VOIDED simply means that the Void transaction was successfully processed.

e Result Code — The Result Code is a numeric representation of the Result. Most
of the time, you will not have any reason to use this number. However, if you
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have a technical support issue, it may be necessary to supply this information to
the support representative.

e Response Text — The Response Text does not always apply to Void
transactions.

e Termination Status — The Termination Status is the outcome of an attempt to
send a transaction to your processing company. SUCCESS indicates that the
transaction was successfully transmitted to a processing company. Anything
other than SUCCESS means that some sort of error was encountered during the
transaction, resulting in a failed attempt.

r

Note: Depending on the transaction processed and your payment
processing environment, the actual information you will see on a daily basis
may vary.

Performing A Credit Card Commercial Card Transaction

*

Simple Explanation: Commercial cards (also known as corporate cards or
purchasing cards) are special credit cards that are given to employees of
businesses, governments, etc., for company purchases. Commercial card
transactions record a customer code and a tax amount.

A commercial card transaction is processed almost the same way as a standard credit
card transaction. IPCharge recognizes commercial cards when they are entered into its
interface, and will allow you to include a customer code and a tax amount. The rest of
the commercial card transaction is processed just like a standard credit card
transaction.

\

Technical Details: The customer code is the code that is assigned to that
cardholder (by his/her company), and is typically used for accounting within
the cardholder's company. The tax amount is the portion of the total amount
that is attributed to tax. It is also kept separate for accounting purposes. The
tax amount you enter will not be added to the transaction amount you enter.
Rather, the tax amount specified is merely recorded as being that part of the
total amount.
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Performing A Tip Adjustment

* Simple Explanation: A Tip Adjustment transaction allows you to add a tip
to an unadjusted transaction, or to adjust the tip amount on a transaction to
which an Add Tip has already been performed.

1. To perform a tip adjustment, move your mouse pointer over the words
Transaction Processing in IPCharge. A menu will appear. Click on Tip
Adjustment. The Tip Adjustment Statistics window will appear.

Tip Adjustment Statistics

Sub-Total: $9,857.67 Un-Adjusted Count: 395
Tips: $0.00 Adjusted Count: o
Total: $9,857.67
" Dpen Batch All Transactions ' Dpen-Tab Unadjusted Tip only Server IDs:| ALL j

@ Activate Percent Tip Threshold ¥alidation [~ Maximum Tip Percent:l 50,00 %

Details Sub Total Tip Amt Total Tran ID Tip Status Update Status
Invoice: 12345 0.00 -
Acch: gObdddddbdds G851 $1.00 $1.00 BFEZ6ET
Name: John Doe
Invoice:
Aok gesesentt G551 $1.00 $0.00 $1.00 6FTEETS
Name:
Invoice:
Acch: Sobikdddkdd 5454 $1.00 $0.00 $1.00 GFF7EE6
Name:
Invoice:
Acch: Sobikdddkdd 5454 $1.00 $0.00 $1.00 GFTF4577
Name:
Invoice:
LY o T R 5454 $47.00 $0.00 $47.00 6774316

Name:

2. By default, all Unadjusted (Tip Amt = 0.00) transactions available for an Add
Tip transaction will be displayed. You may also select Open Batch All
Transactions to include those to which an Add Tip has already been performed.
You can choose to select a particular Server ID from the drop-down menu, or
leave it at the default to include ALL Servers.

Tran ID= a.k.a. TROUTD, identification number assigned to a transaction within
IPCharge

Total = Original Sale amount + Current Tip amount

Tip Status = blank, if unadjusted

Columns may be sorted by clicking on the column header.

Tip Amt is the only editable field. Click on the dollar amount listed below the Tip
Amt column heading and enter the tip amount to be added to the selected
transaction. Navigate away from the box to send the transaction. You can do this
by clicking on the next row with your mouse, or by pressing the <Tab> key.
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o Note: The tip will be processed immediately after you enter in the Tip Amt

and navigate away from the box. Make sure you have entered the correct
Tip Amt before navigating away.

) activate Percent Tip Threshold Yalidation [~ Maximum Tip Percent:l 50.00 %

" Dpen Batch &ll Transactions % Dpen-Tab Unadjusted Tip only Server IDs:| AL j

Invoice:
Acct:
Name:
Invoice:
Acct:
Name:

Details Sub Total Tip Amt Total Tran I Tip Status Update Status
12345 ;I
g wHEEEREERRAR] $1.00 $0.00 $1.00 6782627 J
John Coe
Ik ToToh $1.00 $0.00 $1.00 67785874

o Note: You may indicate the maximum allowable tip percent to be charged by

filling in the Maximum Tip Percent box. You may activate the Tip Percent
Threshold by clicking the check box. If checked, a warning mechanism is
enabled for tips entered that exceed the threshold. A confirmation box will
appear requesting the user to click OK or Cancel. Click the question mark
symbol for an explanation of this feature.

Merchant Management Console

Tip Adjustment Statistics

Sub-Total: $393.00 Un-Adjusted Count: 13
Tips: $2.20 Adjusted Count: 3
Total: $395.20
%
¥ Dpen Batch All Transactions " Dpen-Tab Unadjusted Tip only Server IDs:| AL j
(@) activate Percent Tip Threshold ¥alidation |7 Maximum Tip Percent:l 20,00 %
Details Sub Total Tip At Total Tran ID Tip Status Update Status
Invoice: 304084345000006 1=
Acch: gp¥wdddsrdrsgnig @ $10.00 $2.00 $1z.00 6E01062 Tip: Adjusted Last £ Approved
Name:
Invoice: 304084345000005 Tip: Adjusted
Acch: gp¥wdddsrdrsgnig @ $1.00 $0.10 $1.10 GE00522
Name: Last Amt: $0.10
Invoice: Tip: Adjusted
Acch: 1Z¥wddddddddo) oy @ $10.00 $2.00 $1z.00 6799072
Name: Last Amt: $2.00
Invoice:
Acch: Sg¥kddddkdttoang $47.00 $0.00 $47.00 6795550
Name:
Invoice:
Acch: Sg¥kddddkdttoang $47.00 $0.00 $47.00 6795570
Name:

If Open Batch All Transactions is selected, the transactions to which a tip has been

added

include an option to view the history.

Click on the line item icon to view the transaction history. %
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A pop-up window showing the history for this Trans ID will appear, listing the Trans ID,

encrypted Account number, Payment Media and Payment Type, as well as the Tip
Adjustment history.

HISTORY FOR TRANS ID: 6799072 X

Transaction T Payment [Payment ﬂ
1D Media Type

799072 |lotekkkkekg) 23 | LIME i CREDIT

Detail

Tip Amount

£003,03.28 14:01:46 Z.00
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Performing A Completion Adjustment

* Simple Explanation: A Completion Adjustment transaction allows you to
add/change information to an unadjusted transaction, or to adjust information
on a transaction to which a Completion has already been performed.

. To perform a completion adjustment, move your mouse pointer over the words
Transaction Processing in IPCharge. A menu will appear. Click on Completion
Adjustment. The Completion Adjustment Statistics window will appear.

Completion Adjustment Statistics

Original Total: $9,602.25 Un-Adjusted Count: 387
Completed ¢ Difference: $0.00 Adjusted Count: 1
MNew Totai: $9,602.25

Transaction Type: SALE -

@ Activate Percent Threshold Yalidation [ Maximum Overage Completion Percent:l 50,00 %

Details Sub Total  Mew Amount Tip amt Total Tran IO Completion Status  Update Status

Invoice: 345alice -~
Acch: Sobikdddkdd 554 $5.00 $0.00 $0.00 $5.00 6754599 .
Name: L
Invoice: 12345 SN
ACct: gObwsstdbt 551 $1.00 $0.00 $0.00 $1.00 BYSZ6E27
Name: John Doe

2. Select the Transaction Type that you would like to perform a completion upon

from the drop-down list. You can choose among COMPLETION, CREDIT, and
SALE. All transactions, adjusted and unadjusted, for the selected transaction type
will be displayed. Click on the dollar amount listed below the New Amount
column heading and enter the new transaction amount for the selected
transaction. Navigate away from the box to send the transaction by pressing the
<Tab> key twice, or by clicking on the next Acct line with your mouse. If the
transaction is approved, a new Total will be displayed and the Completion
Status will show as adjusted.

o Note: You cannot add a tip to a CREDIT; you can only enter a new amount.
An example would be if you meant to credit 50.00, but typed 5.00 instead.

o Note: You may indicate the maximum allowable overage completion percent
to be charged by filling in the Maximum Overage Completion Percent box.
You may activate the Percent Threshold Validation by clicking the check
box. If checked, a warning mechanism is enabled for New Amounts entered
that exceed the threshold. A confirmation box will appear requesting the user
to OK or Cancel the submission. Click the question mark symbol for an
explanation of this feature.
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All About Debit Card Processing

* Simple Explanation: This section provides some detailed information on

debit card processing. You may not use all of the functions available on a
daily basis, but it is best to have a general understanding of what functions
you can perform using this payment processing service.

o Note: Debit card processing is currently available via API integration, or via
an IPCharge-certified terminal using the IPCharge “On the Spot” service.

Background Information

Processing debit transactions is fairly straightforward. There are three important points
to remember:

1. There are two types of debit cards:
e Online -- Online debit refers to debit card processing that requires you to
enter a PIN when processing a transaction.
e Offline -- Offline debit refers to a check card that has a VISA or MasterCard
logo on the card. Offline Debit cards can be processed as credit cards.

2. Online debit transactions require you to have a card reader and PIN pad
attached to your computer.

3. Online debit transactions can only be performed in a Retail or "face to face"
environment. If you are a Mail Order type business, you cannot perform online
debit transactions.

As with credit card processing, debit processing is a two-step process. Debit processing
requires re-transmission of information, referred to as Closing/Settlement. Typically,
debit card processing companies are host based. That means the information to be re-
transmitted is stored on the host's computer system or the processor's computer
system. You can be set up one of two different ways.

If you are processing credit card transactions as well as debit transactions, the debit
transactions will be closed at the time you settle your credit card transactions.

There is only one type of debit card transaction currently available to IPCharge
merchants: a debit card Sale transaction.
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1. Sale -- This action decreases the cardholder's limit to buy. It authorizes a transfer of
funds from the cardholder's account to your account. It is very similar to a credit card
Sale transaction.

WARNING: With terminal based processors, unless you settle your batch (or
set up IPCharge to initiate the settlement automatically), you will not receive
your money. We recommend that you settle or close your batch daily.

@ ———mp

o Note: Even after settlement, your money will not immediately be transferred
to your account. The transfer process will usually take between 2-5 business
days. However, it can take longer (depending on your bank, the customer's
bank, the payment processing company, the Federal Reserve, etc.).

Debit Card Transaction Types

e Sale — A Sale transaction authorizes the transfer of funds from a customer's
account to your account.
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Reports

* Simple Explanation: The IPCharge reports provide you with easy access to

your important historical data. All reports display your Merchant Code, your
Merchant Info, and the Date / Time that the report was generated (near the
top of each Report window).

Report Types

Transaction Search — This report is a list of transactions based on search
criteria that you specify (see page 69).

Transaction Detail — This report is a detailed list of the transactions you have
processed within a specified time frame (see page 72).

Open Batch Summary — This report is a summary list of the transactions you
have processed today (see page 72).

Reprint Receipt -- This option allows you to reprint the receipt for a specified
Transaction ID (TROUTD,).

Unsettled Transactions — This report is a list of those transactions that have not
been settled, either manually (by you) or automatically (by your processing
company) (see page 75). This description applies to merchants using terminal
based processors. Merchants that are set up for Retail or Direct
Marketing/MOTO using host based processors will see all transactions, because
IPCharge cannot initiate the settlement file for these accounts. These accounts
will need to set up for Auto Close with their processor to ensure settlements are
taking place.

Pre Settlement— This report is a condensed version of the Unsettled
Transactions report. IPCharge will generate a categorized summary of those
transactions that have not yet been settled, either manually (by you) or
automatically (by your processing company) (see page 78). This report is only
available for terminal based processors.

POS Reports — These reports will only be accessible if you have POS devices
configured. The POS Reports are further described in the POS Report Types
section (see page 161).
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e Site/Term Summary — This report is a detailed list of the transactions processed
by each IPCharge Site and Terminal associated with your company's account
(see page 81). This report will only be accessible if there are IPCharge sites or
terminals associated with your company's account.

How To Use Reports

* Simple Explanation: The following sections give detailed information on
how to view and use the various report types available within this payment
processing service.

o Note: Some report descriptions appear in the Appendix. The reports that are
available depend upon the service type used; not all customers require
access to all reports.

Transaction Search

* Simple Explanation: This report is a list of transactions based on search
criteria that you specify.

1. Move your mouse pointer over the word Reports. A menu will appear. Click the
words Transaction Search. The Transaction Search report window will appear.

rMerchant Management Console

“Transaction Processing Reports  Recurring Billing  Settlement  Account Admin  Help

Transaction Detail
Open Batch Summary
Reprint Receipt

Unsettled Transactions

Pre Settlement

2. The Transaction Search window allows you to enter search criteria into one or
more of the following fields. You do not have to complete every field to have
IPCharge search for a transaction—you can search using just one field.

e Start Date (mm/dd/yyyy)/Time: — Use this field (in combination with the End
Date field) if you want to search for transactions within a date range. Enter the
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beginning date in "mm/dd/yyyy" format. IPCharge will automatically insert the
forward slashes where needed. Example: For August 15", 1967, you would
enter 08151967. Enter the starting time in “hh:mm:ss AM/PM” format. IPCharge
will automatically insert the colons where needed.

End Date (mm/dd/yyyy): — Use this field (in combination with the Start Date
field) if you want to search for transactions within a date range. Enter the ending
date in "mm/dd/yyyy" format. IPCharge will automatically insert the forward
slashes where needed. Example: For October 9" 1974, you would enter
10091974. Enter the ending time in “hh:mm:ss AM/PM” format. IPCharge will
automatically insert the colons where needed.

Transaction Search

Start Date (mm/ddAyyy: |1DI1EI2I]DB hd |12:E|D:EID A
End Date {rmm/dd Ay |1DI1EI2I]DB b4 |1 1:59:59 PM
Card Type: IAII Cards j
Transaction Type: |AII Transactions j
Cardhalder Name: | #*

Transaction ID: |

Card Mumber {Last 4 Digits): I

Invoice Mumber: |

Armount: I

lser 10 |

Max # Records o Return: ISD j

* Partial name is ok

Card Type: — Select an option from this drop-down box if you want to search for
transactions processed using a certain card type.

Transaction Type: — Select an option from this drop-down box if you want to
search for a certain type of transaction.

Cardholder Name: — Use this field if you want to search for transactions

processed using a certain cardholder name. It is not necessary to type in the
person's full name.
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e Transaction ID: — Use this field to search for transactions with a certain
Transaction ID.

e Card Number (Last 4 Digits): — Use this field to search for transactions by card
number (using the last four digits of the card number).

e Invoice Number: — Use this field to search for transactions processed using a
specific invoice number.

e Amount: — Use this field to search for transactions processed for a specific dollar
amount. Enter the dollar amount of the transaction immediately followed by the
cents amount of the transaction. Do not enter a dollar symbol or a decimal point
(a period). Examples: Enter 425, not $4 .25. Enter 500, not 5.

e User ID: — Use this field to search for transactions processed by a specific
IPCharge user (who was created using the Account Admin features).

e Max # Records to Return: — Select an option from this drop-down box to specify
how many search results you want returned.

After you have filled out the Transaction Search window with your desired search
criteria, click the Search button. IPCharge will generate results for your search.

Transactions Search Results

Merchant Code Merchant Info Report Date / Time
000o000a0aa Sally's Flower Shop 104172008 10:20:46 A
500 Main Street
Cantan, OH 45125

Start Dater 10/16,/2008 End Date:
) ) ) ) oo 10f16f2008 Card Type: All Cards
% Indicates signature Capture Image is available. Search Criteriat 1,0 bion Twpe: 8l Transactions
¥p

Max Recards: B0

1041642008 ADD_TIP TIP MODIFIC|S4#kskdttkdtdogng (£1 50 3455 “I
10/16/2008 aDD_TIP SETTLED DepkbdEkAR AR ELACL [£2.00 3458
10/16/2008 ZALE TIP MODIFIC| Ga***t#ststsngng (£1.00 3458
10/16/2008 SALE SETTLED DepkkkEkA KA ELACS (£1.00 3458
10/12/2008 ZALE SETTLED DekkEEkEREREOACS [$1.00 3393

w,
1| | »

[Click Tram ID to wiews details - Click column header ta sort)
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4. You can sort the data by any of the columns displayed here. Example: Click the
column-heading Amount. Your results will be re-ordered by Amount (lowest dollar
first). Click Amount again, and the order of the Amount column will be reversed
(highest dollar first).

5. To view the detailed information for a particular transaction, hover over the Tran ID
number or click that transaction's transaction ID (displayed in the Tran ID column).
IPCharge will display the Transaction Details window for that transaction. You will
have the option to Reprint Receipt. When you are finished viewing the Transaction
Details, you may click the Back button to return to the Transaction Search Results
window.

6. You can print this data by clicking the Print button or you can choose to export this
data to an Excel spreadsheet by clicking the Export button.

Transaction Detalil

* Simple Explanation: This report is a detailed list of the transactions you
have processed within a specified time frame.

1. Move your mouse pointer over the word Reports. A menu will appear. Click the
words Transaction Detail. The Transaction Detail report window will appear.

rMerchant Management Console
“ransaction Processing Reports | Recurring Billing  Settlement  Account Admin  Help |

Transaction Search

Open Batch Summary
Reprint Receipt

Unsettled Transactions

Pre Settlement

2. The Transaction Detail report is a detailed list of the transactions processed for the
time frame specified. Enter a Start Date/Time and End Date/Time. Next, choose
either PDF to view with options to save or print the report in PDF format or Export to
view with an option to Export to Excel.
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Transaction Detail Report

Start DatefTime: |5@JQDDB w |12:EIEI:EID A

End Date/Time: |5@JQDDB w |1 1:59:59 P

[T Show User Defined Data

EDF Jport |

o Note: If checked, the Show User Defined Data box will allow the display of
additional fields available to merchants using IPCharge through integration.
These additional fields will only be displayed only if you choose Export as
your report display option.

P -~
I C i,] al gj e FrintDate: 52002008
Brint Time: 2:31:23AM
Transaction Detail From Date: D50E/2008
ToDate: 050008
Sally's Flower Shop
CO0000I000 Tatal Transaction Amaunt: #10.00

500 Main Strest Total Transaction Court: 1
Canton, OH 45125

Trans Trare Paymant Tranz
Time 1D Imwaice Number Arcount Numper Medla Command Carmhalder StatusCone Amoaunt
2002.06.08
MG
034345 169534 SarTEARY WG SALE CAPTURED 10,00
1 MC Transaction 1000
1 Transaction en 2003.05.09 $10.00

10,00
- Mark=g ransachions are rsiated 1o a inal ransachon and not ¥

Inciuded In the monstany total.
= - Payment Madla Deb® incudes VISA and M transactions
= - Payment Madla VISA ang M does not Incude Debl transacions

Transaction Detail Report -- PDF Format
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Open Batch Summary

* Simple Explanation: This report is a summary list of the transactions you
have processed today.

1. Move your mouse pointer over the word Reports. A menu will appear. Click the
words Open Batch Summary. The Open Batch Summary report window will
appear.

mMerchant Management Console

ransaction Processing Reports ecurring
Transaction Search

Transaction Detail

Open Batch Summary
Reprint Receipt

Unsettled Transactions

Pre Settlement

2. The Open Batch Summary report is a simple list of the transactions you have
processed today. It should only be used as a quick reference to your daily
transaction activity. For a more detailed report, we recommend that you use the
Transaction Search, Transaction Detail, or Unsettled Transactions report.

Opon Batch Susnmary

Merchani Code Merchant Inle Repen Dale / Time
Lo Saly's Flower Shap E02008 B 4214 AM
500 Main Sreet

Canton, OH 4312%

SLat Oy T S w |12:00:00 &k
Ernd Dty Tirreer: SEUR008 ¥ 115558 PM

Totals 43 $7E6.5

i Typir | Crtimt | Ao
= 7 §35.50
VISA 34 $717.00
Totals 43 §TEE.EH
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Reprint Receipt

* Simple Explanation: This option allows you to reprint the receipt for a
specified Transaction ID (TROUTD).

1. Move your mouse pointer over the word Reports. A menu will appear. Click the
words Reprint Receipt. The Reprint Receipt window will appear.

merchant Management Console

“Transaction Processing  Reports  Recurring Billing  Settlement  Account Admin  Help

Transaction Search

Transaction Detail

Open Batch Summary

Reprint Receipt

Unsettled Transactions

Pre Settlement

2. Enter a valid Transaction ID and Click the View button.

Reprint Receipt

Transaction 1D (TROUTDY: 1258034

Receipt iz a pop-up window, please
rmake sure pop-up's are allowed for
thiz site.

3. A copy of the receipt will appear as a pop-up window. (See next page.)
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3 popRecpt - Microsofk I

S00

Merchant Code:

Client ID:
Transaction ID:
User ID:
Invoice #:

Card Type:

Approval Code:

Base Amount:

Total:

{Sigm

Test Merchant 2

HMain Street

Canton, 0OH 45125

1500010001

Transaction Type: SALE

1258034

634631

2007.05.08 16:03:32

MC
Gk dehdokdddhd 5154

$1.00

51.00

I AGREE T0 PA&Y ABOVE AMOUNT ACCORD ING
TO CARD ISSUER AGEEEMENT (MERCHANT
AGREEMENT IF CREDIT WOWCHEER)

Print Receipt

4. Click on Print Receipt to print a copy of the receipt.
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Unsettled Transactions

* Simple Explanation: This report is a list of those transactions that have not
yet been settled, either manually (by you) or automatically (by your
processing company).

1. Move your mouse pointer over the word Reports. A menu will appear. Click the
words Unsettled Transactions.

merchant Management Console

Reports
Transaction Search
Transaction Detail
Open Batch Summary

Reprint Receipt
Unsettled Transactions
Pre Settlement

2. IPCharge will display the Unsettled Transactions report. Select to pull data for All
or Past 2 Days and click View.

Current Transachons Awalting Sattement & of 15252005 10:44:17 aM

Merchani Code Merchant Info Beport Date ! Time
LLELLELL ) Salty"s Flower Shop NSNS 10,4407 AM
123 Man 34
GA 2

& Al
o Ungettied Transaction
uplay © Past 2 Days

¥ Inddicates sanatre Capturd Do i ek,

Mo Data To Display

(ks Tosrs I by wiasr el < Chokt ool haadars o sosd)
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Current Transactions Awaiting Settlement as of 1/25/2005 10:44:18 AM

Merchant Code Merchant Info Report Date / Time
Ooo000oo00 Sally's Flower Shop 1/25/2005 10:44:17 A

123 Main St

i34, 30001

17 Records
01/05/2005 4:42:43 PM |SALE A RERN 19 | £3,00 WITAL3Z 34771 =
01/05/2005 |4:56:44 PM [SALE qppkskkkEkEk 10| £3,00 WITALS 34776
01/13/2005 [11:45:51 AMCREDIT Aok T 205 | £1,00 35029
01/14/2005 |4:02:37 PM [SALE qpdskdrdkEkgag] 1$1.00 WITALZ 35055
01/14/2005 |4:04:58 PM [SALE qpeckkkikgagd 141,00 WITALD 35062
01/14/2005 (4:05:58 PM |SALE Ak Rkktg g | 41,00 WITAL3Z 35063
01/14/2005 |4:09:58 PM [SALE qpkwkkrEkEkaag] | $1.00 WITALZ 35065
01/14/2005 (4:11:23 PM |SALE Ak 881 | £ 00 WITALS 35069
01/14/2005 |4:13:29 PM [SALE qpedwskkEkEkgagd | $1.00 WITALT 35070 B
01/18/2005 |3:24:38 PM [SALE 4kt gagd | £1,00 WITALS 35215
01/18/2005 |3:26:52 PM [SALE qpdwkdndkEkgag] 1$1.00 WITALZ 35234
01/18/2005 |3:31:41 PM [SALE B bebioiorkdk k02 06 | 1,00 WITALSZ 35236 ~|
(lick Tran ID to wiew details - Click column headers ta sort)

o Note: As described in the section Performing A Void (see page 60),
you can click the Tran ID for a particular transaction to view its
Transaction Details window. You may also perform a Void transaction
from the Transaction Details window, and reprint the receipt.

3. By default, IPCharge displays the results as ordered by Date (oldest first). However,
you can sort the data by any of the columns displayed here. Example: Click the
column-heading Amount. Your results will be re-ordered by Amount (lowest dollar
first). Click Amount again, and your results will be re-ordered by Amount (highest
dollar first).

Pre Settlement

* Simple Explanation: This report is a condensed version of the Unsettled

Transactions report. It is a categorized summary of those transactions that
have not yet been settled, either manually (by you) or automatically (by your
processing company)

o Note: If you are using a host-based processor, your processor will close your
batch for you. You must set up auto close with your processor to ensure your
transactions settle.

1. Move your mouse pointer over the word Reports. A menu will appear. Click the
words Pre Settlement. The Pre Settlement window will appear.
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Merchant Management Console

“Transaction Processing Reports  Recurring Billing  Settlement  Account Admin  Help |

Transaction Search
Transaction Detail

Open Batch Summary

Reprint Receipt

Unsettled Transactions

Pre Settlement

2. The Pre Settlement report will display a summary of the unsettled transactions that
were processed prior to the specified time and date. The Cutoff Time and Cutoff
Date fields allow you to specify that time and date.

Pre Settlerment Report

CUtDfF Date (rom/ddfyyyy):|01/01/2005
Cutnff Time (hhummess):[17:00:00

Cutoff Date (mm/dd/yyyy): — Enter the cutoff date in "mm/dd/yyyy" format. Do
not enter forward slashes--IPCharge will automatically insert them as needed.
Example: For August 15", 2005, you would enter 08152005.

Cutoff Time (hh:mm:ss): — Enter the cutoff time in 24-hour "hh:mm:ss" format.
Do not enter colons--IPCharge will automatically insert them as needed.
Example: For 7:30:00 PM, you would enter 193000.

3. Click the View button. IPCharge will display a summary of the unsettled transactions
that were processed prior to the specified time and date. You may also choose to
PDF or click on the Export button to export your data to an Excel spreadsheet.
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Pre Settlement

Merchant Info
Sally's Flower Shop
123 Main St

HI, 30001

Merchant Code
Q000000000

Command
CREDIT

Count

Report Date / Time
3/31/2005 5:22:14 PM

Totals
$2.00

EN 2
=N 15

|saLe |

Settlement Total:

$25.00

$27.00

4. These are the details of the transactions processed for your IPCharge account. You
will see the number of unsettled transactions displayed in the Count column, the
type of transaction in the Command column, and the amount in the Totals column.
If there are multiple transaction types in the batch, they will be displayed in separate

roOws.
| Count Command

A1 SALE

Totals

$1.00

5. Click the small plus button at the left of a row, and IPCharge will display an
expanded list of the transactions of that type. You can sort the data by any of the
columns displayed here. Example: Click the column-heading Amount. Your results
will be re-ordered by Amount (lowest dollar first). Click Amount again, and your
results will be re-ordered by Amount (highest dollar first).

Time Media Invoice Amount TROUTD
34525 PM | MC Qo kbbb bk koo, $1.00 37922
2:02:26 PM | MC B ok skkokk sk ok kO O $1.00 37935

6. In the preceding screenshot, you can see the Time, Media, Invoice, Acct, Amount,

and TROUTD for the unsettled Sale transactions.

¢ Time — The time of day the transaction was processed.

e Media — The payment type used to process the transaction.

Invoice — The invoice number specified in a transaction (if any).
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e Acct — The credit card account number used to process the transaction.

e Amount — The dollar amount of the transaction.

e TROUTD (a.k.a. Tran ID) — The unique transaction routing identifier (also known
as transaction ID). IPCharge uses the TROUTD to group related transactions
together (such as an original Sale transaction and an Add Tip transaction that
has been added to it). Using this unique identifier, merchants can easily access
the entire history for a chain of transactions and can use this information as a
defense against charge backs.

If there are transaction types other than Sale in your batch, they will be listed in their
OWN rows.

Site/Term Summary

* Simple Explanation: This report is a detailed list of the transactions

processed by each IPCharge Site associated with your company's account.
This report will only be accessible if there are IPCharge sites associated with
your company's account.

1. Move your mouse pointer over the word Reports. A menu will appear. Click the
words Site/Term Summary. The Site/Term Summary window will appear.

Merchant Management Console
“Transaction Processing  Reports  Recurring Billing  Settlement  Account Admin  Help

Transaction Search

Transaction Detail
Open Batch Summary
Reprint Receipt
Unsettled Transactions

Pre Settlement

Site/Term Summary

2. The Site/Term Summary window allows you to specify a date range for the
historical activity you want to view.
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Site/Terminal Summary

Stark Cuabe (rm/dd s IDZI"] 452004
End Drate (rmm/dd vy IDZI"] 452004

e Start Date (mm/dd/yyyy): — Use this field (in combination with the End Date
field) if you want to search for transactions within a date range. Enter the
beginning date in "mm/dd/yyyy" format. IPCharge will automatically insert the
forward slashes where needed. Example: For August 15", 1967, you would
enter 08151967.

e End Date (mm/dd/yyyy): — Use this field (in combination with the Start Date
field) if you want to search for transactions within a date range. Enter the ending
date in "mm/dd/yyyy" format. IPCharge will automatically insert the forward
slashes where needed. Example: For October 9", 1974, you would enter
10091974.

3. Click the Search button. IPCharge will display the historical merchant activity within
the specified date range. Click the small plus button at the left of an account's row,
and IPCharge will display an expanded list of that account's transactions, if it is not
already expanded.

Sita/Tarninal Surmmary Detal

Murchant Code Blerchant Infa Raspont Dave § Time
OO0 Sally's Flower Shop 12502005 104417 A
123 Mam 31
HI, 0005

Managed Soraces Tast
Managed Sarncas Tast

LT, 750,09
bril oz ns §49.395.9%
(§84.68)

Managed Sarvoes Tast
Managed Servces Test e 4
Managed Servces Tast mes Soott
Managed Services Test Sie 6 Scokt

Grard Totall  §505,317.95
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Recurring and Installment Billing

Disclaimer: The Recurring and Installment Billing chapter of this manual is for
general information only and is subject to change. The Recurring and Installment Billing
feature of IPCharge is not yet available in general release.

* Simple Explanation: The Recurring Billing feature of IPCharge allows you
to automatically bill customers on a recurring or installment basis.

o Note: Approximately every 15 minutes, the system will perform a check to
see if any payments are due to be processed.

General Navigation

* Simple Explanation: The following sections describe general navigation
within the Recurring Billing Dashboard.

To access the Recurring Billing Dashboard, move your mouse pointer over the words
Recurring Billing. A drop-down menu will appear. Select Dashboard.

Active, Suspended, Canceled, Completed, and Add-on

Contracts
|

* Simple Explanation: This section describes the general navigation of the
Active Contracts, Suspended Contracts, Canceled Contracts, and
Completed Contracts tabs.

To group contracts by a particular column (e.g., Name, Next Payment Date, Paid to
Date, etc.), drag that column to the designated gray area where you see the words
“Drag a column to this area to group by it”.

Drag a colurmn to this area to group by it

% CustID Cont ID Name Interval Next Payment Date Next Payment # Payment Paid to Date

To return to the default view, simply drag the column out of the gray area and back to its
original location.

The flags on the left side indicate the status of the contract: Suspended, Canceled,

Active Contracts with an end date, and Active Contracts that are continuous. See Grid
Legend on the lower left side of the window.
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To search within any of the column headings, type a full or partial name or dollar
amount into the Search box and press Enter. The system will pull up any items that
contain the search criterion. To return to the Contracts screen, remove the data from
the Search box and press Enter again.

You may use the arrows at the bottom of the window to move from page to page, or to
jump to the very last or the very first page.

14 4 Ei ) 3 4] Page 1 of 1 (2 items)

Double click on a particular contract’s line to pull up the customer’s record. Use the
steps in the Contract Name, Contract Details, Contract Status, and Contract
History sections below to locate the information needed.

Customer Name, Contract Details, Contract Status, and
Contract History

* Simple Explanation: This section describes the general navigation of the
Customer Name, Contract Details, Contract Status, and Contract
History tabs.

o Note: You may click on Dashboard at any time to return to the original
Recurring Billing view.

Click on the tab to view: Customer Name, Contract Details, Contract Status, or Contract
History.

["\\‘?USTDWEF Mame | Contract Details || Contract Status || Contract History

The Customer Name tab allows you to view or update customer information. Save
changes by clicking the Update Customer Data button.

The Contract Details tab allows you to view or update contract information for the
customer. Save changes by clicking the Update Contract Data button.

The Contract Status tab allows you to view or update contract status information for
the customer. Save changes by clicking the Update Contract Data button.

The Contract History tab allows you to view a history of the installments or recurring
payments which have been processed for an account.
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Dashboard Maintenance

* Simple Explanation: The Maintenance area of the Dashboard allows you
to manage customers and their corresponding contracts that have been set
up for Recurring Billing in the IPCharge system.

o Note: You can see contracts with declined payments by accessing the
Dashboard view. If any exist, a link will appear at the top of the page:

Alert: Declined Contracts click here to review.

Click on the Alert link to access the Declined Contracts Transactions list.

Creating a New Customer

* Simple Explanation: The New Customer button allows you to set up a
new customer for recurring billing and specify the billing details for the
contract.

1. To create a New Recurring Billing customer, move your mouse pointer over the
words Recurring Billing. A drop-down menu will appear. Select Customer MGR.
The Customer MGR button is also accessible from the Dashboard view. Next, click
the New Customer button. IPCharge will display the New Customer window.

Mew Customer

Bold - Required Fields

Customer ID: Company Mame:
Salutation: Address:
First Name: Address (Cont):
Middle Initial: City:

Last Name: State: Choose State
Zip Code:
Primary Contact: Alternate Contact:
Primary Phone: Alternate Phone:
Primary Emai: Alternzate Email:

[ Save H Cancel ]

e Customer ID — Enter the customer ID. The customer ID must be unique.
e Salutation — Enter the salutation, if desired (e.g., Mr., Mrs., Dr., etc.).
e First Name — Enter the customer’s first name. This field is not case-sensitive.
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https://ipcharge.com/MC2/RB_DeclinedReview.aspx

e Middle Initial — Enter the customer’'s middle initial. This field is not case-
sensitive.

Last Name — Enter the customer’s last name. This field is not case-sensitive.
Primary Contact — Enter the primary contact name.

Primary Phone — Enter the primary contact phone number.

Primary Email — Enter the primary contact email address.

Company Name — Enter the company name.

Address — Enter the company address.

Address (Cont): -- Enter the company address line two, if applicable.

City — Enter the company city.

State — Enter the company state.

Zip Code — Enter the company zip code.

Alternate Contact — Enter the alternate contact name.

Alternate Phone — Enter the alternate contact phone number.

Alternate Email — Enter the alternate contact email address.

2. After you have entered the data, click Save to save the newly created customer
entry.

o Note: You may go to the Config MGR view to activate a feature that
automatically displays the Add Contract window once a new customer is
created.

Editing Customer Data

1. To edit Recurring Billing customer data, move your mouse pointer over the words
Recurring Billing. A drop-down menu will appear. Select Customer MGR. The
Customer MGR button is also accessible from the Dashboard view. To select the
customer you want to edit, double click on that customer’s row. You may also
highlight the row and click the Edit Customer button on the left side of the window.

2. The Customer MGR view allows you to view or edit contact, contract, contract

status, or contract history information for the customer. Click Save to save the
updated customer entry.
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Adding a New Contract

* Simple Explanation: The Add Contract button allows you to add a contract
to an existing or newly created customer’s record.

o Note: Once the initial payment has been made on a contract, you will be able
to edit the payment amount for that contract, if needed, within the Contract
Details window.

o Note: When you set up a new contract and the Payment Due Dates are in
the past, the system will run the transaction for the first past due date within
15 minutes, then any remaining past due dates in approximately 15 minute
increments thereafter.

1. Once a customer has been entered into the system, move your mouse pointer over
the words Recurring Billing. A drop-down menu will appear. Select Customer
MGR. The Customer MGR button is also accessible from the Dashboard view.

2. Select the desired customer by clicking on that customer’s row. The row will then

turn orange. Next, click the Add Contract button on the left side of the window.
IPCharge will display the Contract Details window:
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Add Contract

Custarer

Customer ID: 12713
Bob Smith

300 Cak Street
Cakton, OH 45154

Bold - Fequired Fields, others depending upon selections made.
Load Termplate: hd

Contract ID: Payment Type: O Recurring O Instalment O Add-On

<L

Contract Motes:

Card Type:
Primary Account: Expiration: {rmfyy)
Alternate Account: Expiration: rmfyy)
Lsg Alternate account: [
Approval Emall:| First Test Termplate v Dedling Email| First Decline Email v
Contract Document:| Select Contract hd
[ Save l [ Cancel ]

e Contract ID — Enter the contract ID to be used. If a Contract Template has been
chosen, then the Contract ID will default to the Contract Template name. You
may change the default.

e Payment Type — Select Recurring or Instaliment.

e Credit Limit — Enter the credit limit.

e Initial Payment Date — Select the start date of the contract from drop-down
calendar.

e Cutoff Date — This field will appear if Recurring is selected. The cutoff date
allows a client to set an end date on a recurring customer’s contract.

e Contract Total — This field represents the total dollar amount to be collected for
the installment payment plan you are setting up.

e Standard Interval — Select a standard interval (e.g., Annually, Monthly, etc.), if
applicable, from the drop-down menu

e Initial Payment Amount — Enter the initial payment amount.

e Custom Interval (days) — Enter the number of days to pass until billing occurs.
This field will only display if Custom Interval is selected.

e Payment Amount — Enter the regular recurring or installment amount. This field
can be modified, as needed, if changes occur to the customer contract.

e Final Payment Amount — This field will be automatically calculated once the
Contract Total, Initial Payment and the Payment Amount fields are populated.
This field will only appear if Installment has been selected.
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Time of Day — Enter the time of day.

Number of Payments — This field will be automatically calculated once the Initial
Payment and the Payment Amount fields are populated. This field will only
appear if Installment has been selected.

Purge Acct Data on Complete— Check this box if you want to purge the account
data once the contract is complete.

Card Type — Enter card type.

Primary Account -- Enter the primary account for billing and the Expiration.
Alternate Account — Enter the alternate account for billing, if supplied, and the
Expiration.

Use Alternate Account — Check this box if alternate account is to be used
Approval Email — Select this template to send a standard email response to a
customer if their recurring or installment charge was successful.

Decline Email — Select this template to send a standard email response if a
credit card is declined.

Contract Document — Select this template to send a standard contract
document email to a customer.

o Note: For help with setting up Approval Email, Contract Document, and

Decline Email templates, please consult the Template MGR section.

3. After you have entered the data, click Save to save the newly created contract.

Editing a Contract

1.

To edit Recurring Billing contract data, move your mouse pointer over the words
Recurring Billing. A drop-down menu will appear. Select Customer MGR. You can
also click on the Customer MGR button within the Dashboard view. To select the
customer contract you want to edit, click on the plus sign (+) to the left of the
customer’s row. The selection will expand to show any contracts currently in place
for that customer. Click on the contract you wish to edit. The row will then turn
orange. Next, click the Edit Contract button on the left side of the window.

. The Customer Name window will display. Select the Contract Details tab to view
or edit contract information for the customer. Click Update Contract Data to save
the updated contract data. You may edit the actual contract ID, if needed.
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Checking the Status of a Customer Contract

* Simple Explanation: The Contract Status tab allows you to check and
update a customer’s current contract status whether it is active, suspended,
completed, or canceled.

1. To check the status of a customer’s Recurring Billing contract, move your mouse
pointer over the words Recurring Billing. A drop-down menu will appear. Choose
Customer MGR from the drop-down menu. To select the customer contract you
want to edit, click on the plus sign (+) to the left of the customer’s row. The selection
will expand to show any contracts currently in place for that customer. Click on the
contract you wish to view. The row will then turn orange. Next, click the Edit
Contract button on the left side of the window.

The Customer MGR button is also accessible from the Dashboard view. To select
the customer you want to check on, click on that customer’s row. The row will then
turn orange. Next, click Edit Customer and select the Contract Status tab from the
Dashboard to access the status of a customer’s contract.

Customer Name || Cortract Details | Contract Status | Contract History

Last Installment Collected:0
Total Collected:50.00
Mext Payment Date:

Contract Notes:
Contract Completed:
Suspend Contract: []
Suspend Interval Count:0

Cancel Contract: []

Cancel Notes:

[ updste Contract Data

Dashboard View

e Last Installment Collected -- This field allows you to view the number of the last
installment collected.

e Total Collected -- This field allows you to view the total amount collected on the
contract.

e Next Payment Date-- This field allows you to view the date of next payment.

e Contract Notes — Any contract notes will be displayed. You may enter new
notes into this area.

e Contract Completed — Check this box once the term of the contract has expired.
If the term has not expired, the box will be grayed out and unavailable.
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e Suspend Contract — Check this box to suspend the contract. The date will
automatically display.

e Suspend Interval Count — This field allows you to view the number of recurring
or installment payments that have been missed since the contract was
suspended.

e Cancel Contract — Check this box to cancel the contract. The date will
automatically display.

e Cancel Notes — Any cancel notes will be displayed. You may enter new notes
into this area.

2. Click Update Contract Data or Save to save any changes.

Checking a Contract’s Transaction History

* Simple Explanation: The Contract History tab allows you to view the
history of recurring or installment transactions by Customer.

Customer Mame | Contract Details | Contract Stahus | Contract History

1/9/2007 4:07:49 480 4 DECLIMNED 430430 $160.00 Sg ¥tk dkdkdngog
1/9/2007 2:17:02.980 4 DECLIMED 429857 $160.00 Skt bok okt R 54 B4
1/9/2007 1:13:56.873 3 CAPTURED TAS532 429352 $3.00 S sk bk sk sk D O
1/9/2007 11:57:05.63 2 CAPTURED TaS143 428878 $3.00 D sk bk sk sk D B
1/9/2007 11:40:15.27 1 CAPTURED TAS005 428661 $8.00 G bbbk bk kb D Do

Within this tab, you can view each transaction’s Date and time, the Installment number
associated with the transaction, the Result Code, Auth Code, TROUTD (transaction
[ID), Amount Collected, and a portion of the credit Card Number.

Accessing Declined Contract Transactions

* Simple Explanation: The Declined Transaction list provides you with a list

of contracts that include declined transactions. Once the cause of the decline
is determined, you can re-submit the transactions for approval directly from
this list.

Click on the underlined Alert link at the top of the Dashboard view. The Declined
Contracts window will be displayed.
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Drag a column header here to group by that column

D Mame Install # Amount Account Used Pri Acct. MM YY Alt Acct. MM YY Alt Re-Sub
CTIDOL Cuskamer NO 1 4 160,00  ***5454 #HHEAG R =Tt L Il Il
CTIDOZ Customer NO 2 4 $160.00  ***5454 HAHLASE #h ok kekoqcg WD 1 ]
CTIDOZ Customer MO 3 4 $160.00  *++5454 *AHEAEY R T L F &
CTIDOL4 Customer MO 14 4 $160.00  FHro4ng FHFGYG R - 1T ok ] ]
CTIDO1S Cushomer NO 15 4 $160.00  *+*5454 FAREAY *E HE dRRgang LA |
CTIDOLE Customer NO 16 4 $160.00  #*+54Ed HHHEAEL L P LT wE 1 ]
CTIDOLT Cuskamer NO 17 4 $160.00  #*5dog HAREAE LT T LA |
poiLy Test Company 1 40,00 HHHEACY HHACACA TEH R TEE R ] ]
TEST Blark.  Test Compary 1 $0.00 HiHE4 D #HHEACY i | sk wik | sk Il Il

To resubmit a transaction for a particular Contract ID, double click on that row. An
Account Information box will appear, displaying partial credit card information for the
Primary Account and any Alternate Account. Modify account information, if needed,
by clicking on the appropriate field(s). After you have entered the data, check the Re-
Submit Current Account box and click OK. The transaction will be resubmitted.

Account Information
Confract ID:

Primary Account: |*'*"’5f154
Primary Expiration:  ponth; I“_ Year: I“_

Alernate Account: |*'*"’5f154
Alternate Expiration:  month: I*”_ Year: I“_

Use Alternate Account: [T
Re-Submit Current dccount: [

e Cancel

o Note: Any new data entered in the Account Information box will also
update the Contract Details tab.

Active Contracts

The Active Contracts window will list all active contracts. A blue flag to the left denotes
a continuous contract; a white flag to the left denotes a contract with an end date. See
previous sections for information on navigating within this window.
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Suspended Contracts

The Suspended Contracts window will list all contracts that you have suspended. A
green flag to the left of the contracts denotes suspension. See previous sections for
information on navigating within this window

To cancel a suspended contract:
e Place a check in the Cancel Contract box.
e The date will automatically be populated.
e Enter any cancellation notes.
e Click on the Update Contract Data button to process the cancellation.

Cancelled Contracts

The Cancelled Contracts window lists all of the contracts that have been cancelled. A
red flag to the left of the contracts denotes cancellation. See previous sections for
information on navigating within this window.

Completed Contracts

The Completed Contracts window lists all of the contracts that have been completed.
See previous sections for information on navigating within this window.

Alternate Payment

* Simple Explanation: The Alternate Payment button allows you to accept
payments from a method other than credit card (e.g., Check, Cash, etc...)

1. To accept an alternate payment method, move your mouse pointer over the
words Recurring Billing. A drop-down menu will appear. Select Dashboard.

2. To select a contract for alternate payment, double click on that Customer’s row.
The row will turn orange. Next click the Alt Payment button on the left side of
the Active Contracts window. IPCharge will display the Collect Alternate
Payment window.
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3. The Current Installment Number and Current Due Date will be listed for the
contract. Select the Payment Method to be used from the drop-down menu:

e Cash
e Check
e Gift Card

4. Enter the Number of Payments to be made by this method.

5. Based upon the Number of Payments entered, the Total Amount to Collect as
well as the Next Payment Date will be displayed.

6. Click Process to accept the payment(s). If successful, the message “Payments
Applied” will be displayed.

Add-On Transactions

* Simple Explanation: Add-On transactions are transactions in addition to

those of the standard monthly billing contract. This feature is made available
within the Recurring Billing Dashboard view to make running additional
transactions more accessible. If you prefer, you can run these additional
transactions via Web Terminal.

Adding on a Sale or Pre-Auth Transaction

* Simple Explanation: The Sale/PreAuth tab allows you to add a Sale or
Pre-Auth transaction to an existing customer’s contract.

1. To add transactions to the installments already running, move your mouse pointer
over the words Recurring Billing and select Dashboard. To select the customer
you want to add a transaction for, simply click on that customer’s row. The row will
then turn orange. Next, click the Add-on Trans button on the left side of the
Customer List window. IPCharge will display the Sale/Pre-Auth tab by default.
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Customers Customer: 112 Name: Bill Mahogany Current Status: Active

LEASALLE LA LS Sale/Pre-Auth Woid Completion Credit / Return Tranzaction History

@ Sale " Pre-Auth

Dashboard Invaice: I

Reference: I

Transaction Amount: I

Arcount Murnber: Mo Card Prasent  Primary ™ Alternate

Transaction Motes: ;l

Send Email: @ primary  © Alternate
Email: steve_p3@verifone. com

Process Transaction

Bold - Required figlds

e Sale or Pre-Auth — Select whether you wish to add a sale or a pre-auth
transaction.

e Invoice — Enter the invoice number, if applicable.
e Reference —. Enter the reference number, if applicable.

e Transaction Amount — Enter the transaction amount, including the decimal
place.

e Account Number — Select Primary or Alternate account number.

e Transaction Notes— Enter any transaction notes.

e Send Email — Select to send an Email to either the Primary or the Alternate
contact.

2. After you have entered the data, click Process Transaction to process the
transaction.

Adding on a Void Transaction

* Simple Explanation: The Void tab allows you to add a Void transaction to
an existing customer’s contract.

1. To void a transaction, move your mouse pointer over the words Recurring Billing
and select Dashboard. A window will appear. To select the customer you want to
void a transaction for, simply click on that customer’s row. The row will then turn
orange. Next, click the Add-on Trans button on the left side of the Customer List
window. Click on the Void tab.
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. Locate the transaction you wish to void, and then click the Void button on the right

side of the window.

A pop-up message will display, asking if you wish to proceed with the void
transaction. Click OK to void the transaction.

. Tab T1 will display the original Sale transaction. Tab T2 will display the voided

transaction.

Adding on a Completion Transaction

* Simple Explanation: The Completion tab allows you to add a Completion
transaction to an existing customer’s contract.

. To complete a transaction, move your mouse pointer over the words Recurring

Billing and select Dashboard. A window will appear. To select the customer you
want to add a completion transaction for, simply click on that customer’s row. The
row will then turn orange. Next, click the Add-on Trans button on the left side of the
Customer List window. Click on the Completion tab.

. Locate the transaction you wish to complete. The transaction amount will be

highlighted in yellow, Change the dollar amount, if needed, then click the Complete
button on the right side of the window.

A pop-up message will display, asking if you wish to proceed with the completion
transaction. Click OK to complete the transaction.

Tab T1 will display the original transaction. Tab T2 will display the completed
transaction.

Adding on a Credit/Return Transaction

* Simple Explanation: The Credit/Return tab allows you to add a
Credit/Return transaction to an existing customer’s contract.

1.

To process a credit or return transaction, move your mouse pointer over the words
Recurring Billing and select Dashboard. A window will appear. To select the
customer you want to add a transaction for, simply click on that customer’s row. The
row will then turn orange. Next, click the Add-on Trans button on the left side of the
Customer List window. Click on the Credit/Return tab.
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Customer: 112 Mame: Bill Mahogany

Sale/FPre-futh

Current Status: Active

Completion Credit / Return Transaction History

Transaction 10 I23636

Invoice: |1 23
Reference: ||

Credit Armount: I $100.00

ACcount Nurnber: TTTTTTREA54

& primary  © alternate

Credit Motes: =1

Send Email: = Primmary O Alternate
Email: steve_p3@verifone.com

Process Transaction |

AUTH_CODE
CMRCL_FLAG
CMRCL_TYPE
INTRN_SEQ_NUM
PAYMENT_MEDIA
REFERENCE
RESPONSE_TEXT
RESULT
RESULT_CODE
TERMINATION_STATUS
TRANS_DATE
TRANS_SEQ_NUM

TAS33E

u]

u]

23636

M
629917501170
APPROVAL TAS33S
CAPTURED

4

SUCCESS
2006.10.26
1583

TRANS_TIME 13:40:34
TROUTD 23636

T1

Transaction ID — Enter the transaction ID, if applicable.

Invoice — Enter the invoice number, if applicable.

Reference —. Enter the reference number, if applicable.

Credit Amount — Enter the transaction amount, including the decimal place.
Account Number — Select Primary or Alternate account number.

Credit Notes— Enter any notes regarding the reason for the credit.

Send Email — Select to send an Email to either the Primary or the Alternate
contact.

2. After the data has been entered, click Process Transaction to process the credit.

Viewing Transaction History

* Simple Explanation: The Transaction History tab allows you to view a list
of previously processed transactions.

1. To view a history of recurring billing and add-on transactions, move your mouse
pointer over the words Recurring Billing and select Dashboard. A window will
appear. To select the customer you want to view a history for, simply click on that
customer’s row. The row will then turn orange. Next, click the Add-on Trans button
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on the left side of the Customer List window. Click on the Transaction History
tab.

2. When you are finished viewing the transaction history, click Dashboard to return to
the main Customer window.

Dashboard Managers

Reports

o Note: The reports listed in this section are used for Recurring Billing only.
Transaction details for recurring billing payments will also appear in the
IPCharge console’s main Reports section that includes Transaction Search,
Unsettled Transactions, etc.

1. Click on the Reports button to display a list of reports available and select the
desired report by clicking on its row. The row will highlight. Key in your Start Date
and End Date parameters, or select them from the drop-down calendars. Complete
any additional parameters such as Cardholder name, Card Number (last 4 digits),
Result and dollar Amount. Parameters will vary according to the report:

Completed Contracts — This report displays a list of completed contracts for the time
frame specified.

Customer List — This report displays a list of customers.

Customers With No Contracts — This report displays a list of customers without a
contract.

Expired Credit Cards — This report displays a list of expired credit cards.

Pending Contracts — This report displays a list of contracts that have not yet been
charged for their first recurring or installment payment.

Periodic Payments by Customer ID — This report displays payment details by
Customer ID for a specified time range. Such details include company name, customer
name, start date of contract, the payment interval (e.g., monthly, weekly, open ended,
etc.) and the transaction details.

Periodic Payments by Result -- This report displays payment details based upon the
transaction result (e.g., declined, approved, etc.) for a specified time range.
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2. After all of the data has been entered, click on the Printer icon button to display the
report in .PDF format and print or save as needed. Click on the Disk icon button to
display the report in Excel format and export as needed.

Customer MGR

* Simple Explanation: The Customer MGR button allows you to set up new
customers, edit existing customers, and make changes to contract data. See
previous sections for details.

Template MGR

* Simple Explanation: The Template MGR button allows you to customize
email and document templates that you can choose to send to the
customers in your database.

o Note: Email templates will be sent out automatically.

Email Template -- Set up email templates to use when corresponding to your client

Contract Document Template — Use our text editor to create a standard Legal contract
to supply to your merchants. The editor allows you to automatically select which
contract/customer fields you want to be populated in your document and where you
want them populated.

Contract Details Template — Use this template to create the most common contract
types you will offer to your clients (e.g., a $25.99 monthly plan or a $65.77 monthly plan)

il
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New Template

1. Move your mouse pointer over the words New Template. A small menu will appear.
Left click to select one of the following templates:

Email template
Contract Document template
Contract Details template

Below is an example of the Contract Document template:

Coniract Document Trenplaies Hew Coréract Dncument Template

Cofitract Docurmant Tamplale Ll-ruru.;!lullil
E ) : Drag kam to Dogument
-.-'-';}f:.n]m"l B 5 % L O3 900 EFIANE ERE ==
E ' ' it AZ.0.00 LK @ M 4L veebe )8 b D
:‘ﬂ:ﬂ:&lml Font w Gize w Formatting  w Style w |Insert w
L d -~ [
]
M Dashbaard ‘
. ‘ Cugtomer MGR
.’i il‘ Tamplate M(.Hl

|2 Dopsi | B HTML

Gave | Cancal |

2. Add any text and graphics, such as company logo, that you want to appear in the
template. You can drag any form fields you wish to have inserted (e.g.,
[InstallAmount], [InvoicelD]) from the left side of the screen to the
appropriate place within the body of the template. The system will fetch the data
from the IPCharge database to fill in the fields for each customer.

If you are familiar with writing HTML code, you may click HTML on the lower part of
the screen to create a custom template.

3. After you have completed your template, click Save.
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Edit Template

1. Select a template to edit by clicking on its row. The row will turn orange. Click on
Edit Template to make changes.

2. After you have completed your template, click Save.

Delete Template

1. Select a template to delete by clicking on its row. The row will turn orange.

2. Click on Delete Template to delete.

Import

* Simple Explanation: The Import button allows you to import customers

from the PCCharge database into the IPCharge recurring billing database.
Importing customers from PCCharge is done on a case-by-case basis.
Please contact IPCharge technical support for more information.

o Note: Imported files are delayed for 24 hours before they are put into the
billing cycle. This delay is in place in case you inadvertently import files you
did not wish to import or you discover something about the imported file that
needs to change before billing occurs.

Import Customers

1. Browse to locate the file to Import, and then click Upload File. If the Validate
Only box is checked, IPCharge will look at the file and validate it for structure
and content. If any errors exist, IPCharge will send back up to 100 errors
explaining the nature of the error. If the Validate Only box is unchecked,
IPCharge will perform the same validation as above, and if no errors are present,
IPCharge will write/update the IPCharge database with the data from the
imported file.
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2. Click Dashboard to navigate back to the Active Contracts window.

Reports

o Note: The reports listed in this section are used for Recurring Billing only.
Transaction details for recurring billing payments will also appear in the
IPCharge console’s main Reports section that includes Transaction Search,
Unsettled Transactions, etc.

As an alternative way to access Recurring Billing Reports, move your mouse pointer
over the words Recurring Billing. A drop-down menu will appear. Choose Reports.
See previous Reports section for more details.

Customer MGR

* Simple Explanation: The Customer MGR allows you to set up new
customers, edit existing customers, and make changes to contract data.

As an alternative way to access Recurring Billing Customer MGR, move your mouse
pointer over the words Recurring Billing. A drop-down menu will appear. Choose
Customer MGR. See previous Customer MGR section for more details.

Template MGR

* Simple Explanation: The Template MGR allows you to customize email
and document templates that you can choose to send to the customers in
your database.
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As an alternative way to access Recurring Billing Template MGR, move your mouse
pointer over the words Recurring Billing. A drop-down menu will appear. Choose
Template MGR. See previous Template MGR section for more details.

Config MGR

* Simple Explanation: The Config MGR allows quick access to maintain
your contact email information and default email templates. The Config
MGR can also enable the ability to do a Postback.

1. To access the Config MGR, move your mouse pointer over the words Recurring
Billing. A drop-down menu will appear. Select Config MGR from the drop-down

menu.

2ecurting Billing Configuration
* - Required Fields
Primary Contact: Imar\,r Do PostBack: [T

Primary Cantact Emal: jmary@abe.com PostBack URL: |

alternate Contact: [iohn

Alternate Contact Email [john@abce.com Time Zone: I Eastern Time j

Approved From Email: |fred@\,r0urc0mpany.cum

Declined From Email: |b0ris@yuurc0mpan\;.c0m

Default Approved Email; | Select Approval Email j

Default Declined Emai: | Select Decling Email j

Default Receipt Emai. I Select Receipt Email j

Default Contract Document: I Select Contract j
[ Save ] [ Cancel ]

e Primary Contact — This field is pulled from the Account Info tab of the
IPCharge console.

e Primary Contact Email - This field is pulled from the Account Info tab of the
IPCharge console.

e Alternate Contact: - This field is pulled from the Account Info tab of the
IPCharge console.

e Alternate Contact Email - This field is pulled from the Account Info tab of the
IPCharge console.

e Approved From Email — This is the email address that will appear in ‘From’
when you send your Approved template emails to your customers.

e Declined From Email — This is the email address that will appear in ‘From’ when
you send your Declined template emails to your customers.
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e Default Approved Email — Select the default Approved email template to be
sent to your customers upon receipt of an approval for their recurring charge.

e Default Declined Email — Select the default Declined email template to be sent
to your customers upon notification of a decline for their recurring charge.

e Default Receipt Email — Select the default Receipt email template to be sent to
your customers once their charge is approved.

e Default Contract Document — Select the default Contract to be used for your
customer base.

o Note: Email and contract templates may be specified within an individual
customer’s maintenance window.

e Do PostBack — Check this box to enable unattended postback to your server
using SSL. Non-sensitive data returned with the response is posted back to
https on one of your servers, in the form of Name Value Pairs. You can then
collect and write to a file, a database, or whatever format you choose. You can
use the language of your choice to read the data, providing ‘platform
independence’.

e Postback URL — Enter the URL where you would like IPCharge to post non-
sensitive response data.

Name Value Pairs provided by IPCharge:

Field Name Description

RB_Invoice_ID Unique Invoice Key (Recurring Billing)
AUTH_CODE Authorization Code

CLIENT_ID Client ID

CMRCL_FLAG Commercial Flag

CMRCL_TYPE Commercial Type

COMMAND Command

INTRN_SEQ_NUM
INVOICE
PAYMENT MEDIA
PAYMENT _TYPE
REFERENCE
RESPONSE_TEXT
RESULT

RESULT CODE

TERMINATION_STATUS

TRANS_AMOUNT
TRANS_DATE
TRANS_SEQ_NUM
TRANS_TIME
TROUTD

Internal Sequence Number
Invoice

Payment Media

Payment Type

Reference Number
Response Text

Result

Result Code

Termination Status
Transaction Amount
Transaction Date
Transaction Sequence Number
Transaction Time
Transaction Routing Number

2. After you have completed your changes, click Save.
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Settlement

*

Simple Explanation: As IPCharge processes transactions throughout your
business day, authorizations are being obtained for your transactions. This
means that the transaction amounts have been authorized for eventual
transfer from your customers' accounts to your account.

At the end of the day, this "batch" of transactions must be "settled".
Settlement is a process that initiates the transfer of funds from your
customers' accounts to your account.

IPCharge allows for either manual batch settlement (by you) or automatic
batch settlement (initiated by IPCharge).

0 ——mp

WARNING: Batch settlement is a necessary part of payment processing,
regardless of whether your batch is manually or automatically settled. If your
batch is not settled, funds will not transfer from your customers' accounts to
your account (and vice versa).

Note: VeriFone’s host based processor certifications do not allow for the
initiation of settlement from IPCharge. If you utilize a host based processor
and your industry type is Retail or Direct Marketing-MOTO, then you must
have your processor set your transactions to auto close daily. Once this is
set up, you must find out what time they will close your batch each day and
set your auto close time accordingly. IPCharge will default every host based
processing account to auto close @ 11:59:59 PM.
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Settlement Functions

*

Simple Explanation: The following sections give detailed information on
how to perform the various settlement functions available within this payment
processing service.

How To Set Up And Use Settlement

*

Simple Explanation: You can set up your account for either automatic
settlement or manual settlement.

. If you choose to set up your account for Automatic Settlement,
IPCharge will initiate the settlement of your batch for you daily at a time
that you specify. The advantage of automatic settlement is that you will
not need to remember to settle your batch on a daily basis.

. If you choose to set up your account for Manual Settlement, you will
be responsible for settling your batch. The advantage of manual
settlement is that you can settle your batch at any time of day, or
multiple times per day.

@ ——mp

WARNING: We HIGHLY recommend using the default Administrator User
ID to set up automatic settlement.

Note: Whether you use Automatic Settlement or Manual Settlement, you

must first access the Settlement Setup window. You must specify an email
address in order to receive notifications from IPCharge indicating settlement
success/failure for both automatic and manual settlements.

o Note: VeriFone’s host based processor certifications do not allow for the

initiation of settlement from IPCharge. If you utilize a host based processor
and your industry type is Retail or Direct Marketing-MOTO, then you must
have your processor set your transactions to auto close daily. Once this is
set up, you must find out what time they will close your batch each day and
set your auto close time accordingly. IPCharge will default every host based
processing account to auto close @ 11:59:59 PM. .
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Automatic Settlement

1. Move your mouse pointer over the word Settlement. A menu will appear. Click the
words Settlement Setup. The Settlement Setup window will appear.

Merchant Management Console
“Transaction Processing  Reports  Recurring Billing  Settlement  Account Admin  Help |
Settlement Setup
Manual Settlement

Settlement Search

Settlement Error Report

2. The Settlement Setup window allows you to configure the settings for automatic
batch settlement. To enable automatic settlement, put a check in the box next to the
words Enable Auto Settle.

3. Using the drop-down boxes next to the words Settlement Time, specify the time of
day that you want automatic settlement to occur. Time can be specified in 10-minute
increments. Next, select either am or pm.

Settlement Setup

Enable Auto Settle: W

SettlementTime:|11 Y”SD Yl am & pm

Emnail Farmat: & HTML ¢ Text

Successful Settlement

Primary Email: hohn@work.cum

CC Email: I Add | Delete

Unsuccessful Settlement

Prirnary Ermail: Ijohn@work.cum

CC Email: I Add | Delete

B Jowca

o Note: IPCharge will default every host based processing account to auto
close @ 11:59:59 PM.
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4. Additionally, IPCharge can automatically notify you after each automatic settlement.
« Select the desired Email format of HTML or Text.

« Type in the Primary Email for both successful and unsuccessful notifications.
You can specify multiple email addresses in each field if you separate each email
address with a semicolon (;). Example: John@work.com; mary@work.com

. If needed, type in CC Email addresses. Once you type in a CC Email address,
click the Add button. The CC Email will appear in the box below where the
address was originally entered. If you need to enter additional cc emails, do so
one at a time, remembering to hit Add after each one.

If you wish to delete a cc email, highlight the email address in the box. It will turn
blue. Click Delete. The system will ask for confirmation that you want to delete
the selected email. Click OK.

. After you are finished adding the primary and cc emails, click Update, at the
bottom of the page, to save your additions/changes.

. If an automatic settlement is successful, IPCharge will send a notification to the
Primary Email and CC Email addresses specified, if any. The Primary Email
address is the main addressee, and the CC Email addressee(s) will receive a
"carbon copy" (CC).

Example (HTML):

Pra. VeriFone IPCharge

THE W oA Y TO PAY"

Merchant Information Settlement Summary

Client ID: S620001 0001 Successful Batch Segment

Merchant Mame: TestCo004 RESLLT SETTLED
krocessarkiama! i _ RESPOMSE TEXT 014 ACCEPTED

pHRAHSSIORRETH) BATCH SEQUENCE HUMEER 14

Stheduled By: David FIRST TRANSACTION 1

Cut-OFf Date: 2008.04.18 LAST TRANSACTION 1

Cut-Off Time: 16.36.33 BATCH TRANSACTION COUNT 1

BATCH BALANCE $1.00

If an automatic settlement is not successful, IPCharge will send out a notification to
the Primary Email and CC Email addresses specified (if any).

o Note: Even if you have set up your account for automatic settlement, you
can still use manual settlement. This would allow for multiple batch
settlements per day (while still providing for a "final" automatic settlement
every day).
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Manual Settlement

o Note: You are not required to uncheck Auto Settle in order to run a manual
settlement. You can choose to run a manual settlement prior to a scheduled
automatic settlement. After manual settlement has finished, automatic
settlement will resume as usual.

1.

Move your mouse pointer over the word Settlement. A menu will appear. Click the
words Manual Settlement. The Manual Settlement window will appear.

Merchant Management Console
ettlemen .

Settlement Setup

Settlement Search

Settlement Error Report

IPCharge will allow you to specify a Cutoff Date and Cutoff Time. The manual
settlement request will include any transactions that were processed prior to the
specified time and date.

Select Date and Time Cutoffs for Transactions in Settlement

Cutoff Date (mmiddfere) IDT” 3£2005
Cutoff Time thhimmess): I-l'lDDDD P

Submit |

e Cutoff Date (mm/dd/yyyy): — Enter the cutoff date in "mm/dd/yyyy" format. Do
not enter forward slashes--IPCharge will automatically insert them as needed.
Example: For August 15", 2005, you would enter 08152005.

e Cutoff Time (hh:mm:ss): — Enter the cutoff time in "hh:mm:ss XX" format. Do
not enter colons--IPCharge will automatically insert them as needed. Example:
For 7:30:00 PM, you would enter 073000PM.

Click the Submit button. IPCharge will display the Manual Settlement window. You
will see the number of unsettled transactions displayed in the Count column, the
type of transaction in the Command column, and the amount in the Totals column.
If there are multiple transaction types in the batch, they will be displayed in separate
rows. You can sort by clicking the desired column header.

+ ADD_TIP $20.50
+ = CREDIT $15.00
+ 1 POST_AUTH $1.0]
e SALE $1,385.87
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4. Click the small plus button at the left of a row, and IPCharge will display an
expanded list of the transactions of that type. If the card number used for a
transaction was manually entered, that transaction will be blue. If the card used for a
transaction was passed through a card swipe device, that transaction will be black.

= = aDD_TIP $20.50.~
P CREDIT 415,00
EE FOST_AUTH $1.00
NS SALE 1,385 .67

L Si1Z2i17 AMO|VISA L 1566 $1.00 6794937
L 52T AM VISA Ll 111 $1.00 6794943
L Sil4:i10 AM | VISA L 1566 $1.00 6794944
o 511410 AM [ MC S bbbk habok bk D Oy $1.00 6794945 ;‘

Transaction Count: 53 Settlement Total: $1,392.37

Submit For Manual Setdement |

5. In the example above, you can see the Time, Media, Invoice, Acct, Amount, and
TroutD (a.k.a. Tran ID) for this unsettled Sale transaction. If there are other
transaction types in your batch, they will be in their own rows below the Sale row.

Time — the time of day the transaction was processed.

Media — The payment type used to process the transaction.

Invoice — the invoice number specified in a transaction (if any).

Acct — the credit card account number used to process the transaction.

Amount — The dollar amount of the transaction.

TroutD (a.k.a. Tran ID) — The unique transaction routing identifier. IPCharge
uses the TROUTD to group related transactions together (such as an original
Sale transaction and an Add Tip transaction that has been added to it). Using
this unique identifier, merchants can easily access the entire history for a chain of
transactions and can use this information as a defense against charge backs.

6. Once you have reviewed the transactions in the batch, click the button labeled
Submit for Manual Settlement. After a few moments, IPCharge will notify you that
your settlement has been successfully scheduled.

o Note: When the batch shown in the previous window was originally
processed, the payment processing company authorized the transfer of
funds between the customers' accounts and your account. However, there is
a second step that must be performed to finalize the transfer of funds:
settlement.

Now that we have reviewed the Unsettled Transactions report and closely
examined the details of the Manual Settlement window, we can actually
request that IPCharge initiate settlement of the batch and finalize the transfer
of funds between the customers' accounts and your account.
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7. Once you are satisfied, click the button labeled Submit for Manual Settlement

(near the bottom of this window).

IPCharge will schedule a connection to the payment processing company, who will
finalize the transfer of funds between the customers' accounts and your account.
After a moment, you will receive a response confirming that the settlement has been
scheduled. Click Back to return to the Manual Settlement window.

Now that your settlement has been scheduled, IPCharge will send out an email
providing the status of your batch's settlement attempt. This email will be sent to the
Settlement Email address specified by whoever set up your IPCharge account.

e |If the settlement was successful, you can expect to have the funds transfer from
your customers' accounts to your account. This usually takes between 2-5
business days. However, it can take longer (depending on your bank, the
customer's bank, the payment processing company, the Federal Reserve, etc.).

e If the settlement was not successful, IPCharge will give you an error message
informing you of the reason for the rejection. This message is usually self-
explanatory and can be resolved within a few moments; however, it may be
necessary to contact Technical Support to resolve the issue.

o Note: IPCharge will not allow you to settle a new batch until your pending
batch has been settled (if one exists). If you attempt to settle a batch and
you already have another batch currently scheduled for settlement,
IPCharge will display a Delete Current Schedule button. If you click this
button, IPCharge will cancel the existing settlement request and allow you to
replace it with your new batch.

o Note: In many instances you should receive an email soon after submitting a
settlement request. However, the time it takes to receive notification via
email will vary according to several variables, including: system activity,
batch size, and Internet traffic.

How To Search For A Previously Settled Batch

* Simple Explanation: This feature allows you to look up batches that have
already been settled, and to view some information about the transactions
within those batches.

1.

Move your mouse pointer over the word Settlement. A menu will appear. Click the
words Settlement Search. The Settlement Search window will appear.
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Merchant Management Console

Settlement ]

Settlement Setup

Manual Settlement

Settlement Search

Settlement Error Report

2. To search for a previously settled batch of transactions, enter the approximate Start
Date. Next, enter the approximate End Date on which you think the batch was
actually settled.

Example: For a Start Date of January 1%, 2001, enter 01012001. IPCharge will

automatically insert the forward slashes where needed. The same data format
applies to the End Date field.

Settlement Search

Start Date {mm/ddfyyyy): I
End Date {mm/ddfmyyy: I

3. Click the Search button after you have specified a Start Date and an End Date.
IPCharge will generate a list of all batches settled within the time range that you
have specified. If more than one batch is found in the time range you have specified,
each batch will be listed in its own row.
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Settlement Search Details

0000000aco

Merchant Code

Merchant Info
Sally's Flower Shop
100 Main Lane
Anytown, [D 93745

K Indicates that the settlement contains rejected transactions.

Count

Report Date / Time
B/26/2007 1:14:20 PM

Count

Batch Count
27 03/26/2007 (027 ACCEPTED $18,171.25 | 352 £0.00 o $0.00 o
28 03/27/2007 (028 ACCEPTED $5,744.71 |10 +0.00 1] $0.00 1]
29 03/28/2007 029 ACCEPTED $7.00 1 £0.00 1] $0.00 1]
3n 03/29/2007 | 030 ACCERPTED $2.50 2 £0.00 ] $0.00 ]
w3 03/30/2007 | 031 ACCEPTED $74.07 g £1.03 1 $0.00 0
32 03/30/2007 (032 ACCEPTED $27.00 3 £0.00 o $0.00 o
33 03/31/2007 (033 ACCEPTED $7.00 1 +£0.00 1] $0.00 1]
34 04/01/2007 (034 ACCEPTED $7.00 1 £0.00 1] $0.00 1]
35 04/02/2007 | 035 ACCERPTED $17.00 2 £0.00 ] $0.00 ]
36 04/03/2007 | 036 ACCEPTED $10.00 1 £0.00 0 $0.00 0
37 04/03/2007 (037 ACCEPTED $25.00 3 £0.00 o $0.00 o

(Click. colurnn header to sort)

Additionally, you may click a batch's row to view the details for that settled batch. If
you click on a batch that contains rejected transactions, details of the rejected
transactions will be shown separately from the accepted transactions. See next

page.
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Batch — The batch number (internal to IPCharge)
Date — The date the batch was settled
Code — The result code generated by the payment processing company
Sale Total — The total dollar amount for the Sale transactions in the batch
Sale Count — The total number of Sale transactions in the batch
Credit Total — The total dollar amount for the Credit transactions in the batch
Credit Count — The total number of Credit transactions in the batch
Void Total — The total dollar amount for the Void transactions in the batch
Void Count — The total number of Void transactions in the batch




Merchant Code Merchant Info Report Date / Time
0000000000 Sally's Flower Shop B/26/2007 1:20:59 PM

¥ Indicates signature Capture Image is available, Search Criteria:

03/z29/z007 SALE SETTLED gEekdkdekEtk Cog 141,00 915784

Transaction Detail for Batch # 31

100 Main Lange
Anytown, 1D 93745

03/29/2007 SALE SETTLED Dej#dwmkEEEXEN206 | $7.00 915843
n3/z9/z007 CREDIT SETTLED gkt Cog 1$1,03 915878
03/30/2007 SALE SETTLED gEkkkdkkk k] Cag 141,00 921679
03/30/z007 SALE SETTLED gtrkEdErErr cng | $1.01 921705
03/30/2007 SALE SETTLED G ¥skskkokedokkkoqcd 1 $3.00 921713
03/30/z007 SALE SETTLED Sy HEEEE LR EOADS | $6.00 921731
03/30/2007 SALE SETTLED G tsksbksbsk bk o | 45,00 921748
03/30/z007 SALE SETTLED Dej##wrkE LA ELADS | $50.06 921754
A | i

REJECTED |03/297/2007 CREDIT CAPTURED 4pdekkdREES £1.00

[Zlick Tram ID bo wiew details - Click colurmn header ba sart)

Transactions Rejected or Mot Settled.

How To Search For A Settlement Error

*

Simple Explanation: The Settlement Error Report allows you to search for
any settlement errors that occurred during a specified time range.

1. Move your mouse pointer over the word Settlement. A menu will appear. Click the
words Settlement Error Report. The Settlement Error Report window will appear.

Merchant Wanagement Console

ettiemen 4

Settlement Setup

Manual Settlement

Settlement Search
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2. To search for a settlement error, enter the Start Date of the time range you wish to
search. Next, enter the End Date of the time range you wish to search. Example:
For a Start Date of January 1%, 2001, enter 01012001. IPCharge will automatically
insert the forward slashes where needed. The same data format applies to the End
Date field.

Settlement Errors Search

Start Date (mm/ddAneyy): I
End Date {mm/ddfaryy: I

Click the Search button after you have specified a Start Date and an End Date.

IPCharge will generate a list of all the settlement errors that occurred within the time
range that you have specified. If more than one batch settlement error is found in the
time range you have specified, each error will be listed in its own row.

Date — The date of the attempted batch settlement
Time — The time of the attempted batch settlement

Processor — The payment processing company that attempted to settle the
batch

Error Code — The error code generated

Settlement Errors
Merchant Code Merchant Info Report Date / Time
000000000 Sally's Flower Shop 712872005 10:13:33 AM

100 Main Lane
Letsgo, ID 55745

01/10/2005 (14:42:34 #rER 3605 Empty batch
011342005 [11:23:42 #rER 3605 Empty batch
01/13/2005 [11:25:08 #rER 3605 Empty batch
01/13/2005 [11:26:14 #rER 3605 Empty batch
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Account Administration

*

Simple Explanation: The Account Administration features of IPCharge
can help you to maintain a secure payment processing environment. Of
course, you will still be responsible for limiting physical access to sensitive
material (both printed information and software documents).

@ ———mp

WARNING: This section of the IPCharge manual gives instructions on the
administration of your account's security (passwords, configurable levels of
access, etc.). We highly recommend that you carefully review the
information presented in this section. Visa's CISP requirements specifically
refer to password protection:

Visa recommends the use of complex passwords to facilitate a secure
environment. Complex passwords are longer than 6 characters and use a
combination of alphanumeric and non-alphanumeric characters.

Consult the section Important Security Notice to learn more about this
security program and its requirements (see page 11).
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Administrative Functions

*

Simple Explanation: The Account Administration features of IPCharge
apply to all subscribers of this payment processing service, even if you plan
to be the only user accessing the service.

@ ——mp

WARNING: We highly recommend that all account administrators review all
the administrative functions described below. An example of an account
administrator would be a high-level executive or a trusted senior employee.
You must make a business decision regarding which employee(s) will be the
administrator(s) of your account.

User Management

*

Simple Explanation: The User Management section of IPCharge allows
you to manage the users for your merchant account. In IPCharge, a user is
defined as an individual who has been given a configurable level of access
to your IPCharge merchant account.

Each IPCharge merchant account comes with one administrator-level user
by default—this user has complete access to IPCharge. Naturally, you may
not want all users to have full access. The following User Management tools
will allow account administrators to create, edit, deactivate, reactivate, and
unlock IPCharge users.

Creating A User

1. To create a new IPCharge user, move your mouse pointer over the words Account
Admin. A menu will appear. Click the words User Manager. The User
Search/Maintenance window will appear.

Merchant Management Console

cCcoun min ]

ser Manager
Security
Account Info

Web Console Settings

Payment Acceptance Levels

Site Console

POS Device Maint
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2.

If you have not yet created a user, there should only be one user shown in the table:
the default Administrator-level user provided to you when you subscribed to this
payment processing service. We recommend that this main Administrator-level
user ID not be used for general transactions.

b EHBEE

User ID: |

Full Name: |

User Search/Maintenance

john John Thomas administratar 7/15/20058 3:133:29 PM

Click the button labeled New. IPCharge will display the Create New User window.

Lck and Del — Lck and Del fields are not applicable when creating new users
and are explained later in this section.

User ID — Enter the desired user name for this user (maximum length of eight
characters). This field is not case-sensitive.

Full Name — Enter the user's full name: first name, then a space, and then the
last name. This field is not case-sensitive.

Password — You may either create your own password, or you can have
IPCharge randomly generate a password for you. Whichever option you select,
make sure to note this information for distribution to the user.

(0]

(0]

Whether you create a password or have IPCharge generate one, please
note that this field is case-sensitive, so MyPassWord is different from
MYPASSWORD.

If you create your own password, it must meet these requirements:

- A password must be at least eight characters in length

- A password must contain at least three uppercase characters

- A password must contain at least three lowercase characters

- A password must contain at least two digits

If you want IPCharge to randomly generate a password for you, click the
Generate button. Next, click the Save button and continue on to step 4.

(Re-Key) Password — If you created your own password re-enter it here to
make sure it is correct.
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Create Mew Uzer

User ID: W
Full Mame: IAIice TestZ
Passwiord: Im—‘m
(Re-Key) Password: Ixxxxxxxx—

Enable Debit: [
Ruole: I,ﬂ\dministratnr j

Enable Devices

[T 1000se - PINpad 1000se
["! sC 5000 - PIN Pad with Card Reader

Select Payment Types

[T Pre-suth
[ sale

[T credit

M void

I Post-2uth
[ Completion
I Commercial
[ werify

[T add Tip

[T Reset Tip
[T waice-suth
[ Inquiry

[ Settle

e Enable Debit — put a check in this box to allow this user to process debit card
transactions.

e Role — Select the desired level of access for this user. By default, only the
Administrator level of access is available. If you want a different level of access
for this user and it does not yet exist, just save the user as it is. You can modify
the user's Role setting later, after you have created a new Role (described in the
section Creating A Security Level, see page 131).

e Enable Devices — All devices available with your service type will be listed.
Choose the devices you wish to be available to this user.

e Select Payment Types — Select the payment types you want to be available to
this user.

. Click the button labeled Save. IPCharge will create the new user, then return to
the User Search/Maintenance window.
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Finding An Existing User

* Simple Explanation: You may eventually have so many users that it is
difficult to keep track of them all. To accommodate this scenario, we have
developed user search functionality.

1. To find an existing IPCharge user, move your mouse pointer over the words
Account Admin. A menu will appear. Click the words User Manager.

erchant Management Console

User Manager

Security

Web Console Settings
Payment Acceptance Levels
Site Console

POS Device Maint

2. The User Search/Maintenance window will appear. Any existing IPCharge users
will be listed in this window, alphabetically ordered by User.

User ID: |

Full Name: |

User Search/Maintenance

New Full Name Security Role Last Login
m john John Thomas administratar 7/15/20058 3:133:29 PM
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3. You can find a user by User ID or Full Name.
. To find a user by User ID, enter the User ID into the field labeled User ID, and
then click the Search button.
. Tofind a user by Full Name, enter the first few characters of the user's full name
is into the field labeled Full Name, and then click the Search button.

4. IPCharge will display any or all users that match your search criteria. After finding
the desired user, you can edit the user by following the instructions given in the
following section, Editing A User.

Editing A User

1. First, you will need to select the desired IPCharge user from the User Manager
window. To access the User Manager window, move your mouse pointer over the
words Account Admin. A menu will appear. Click the words User Manager.

Merchant Management Console
fransaction Processing | Reports | Recurring Billing | Settlement  Account Admin | melp
User Manager

Security

Account Info

Web Console Settings

Payment Acceptance Levels

Site Console

POS Device Maint

2. The User Search/Maintenance window will appear. Any existing IPCharge users
will be listed in this window, alphabetically ordered by User.

User ID: |

Full Name: |

User Search/Maintenance
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3. Each user is listed in a separate row. To select the user you wish to edit, simply click
on that user's row. The row will then turn blue. Next, click the Details button on the
left side of the User Manager window. IPCharge will display the Edit User window.

Edit User

User ID: I
Full Mame: I
Role: IAdministrator j
Enable Dehit: -

Enable Devices

[” 1000se - PINpad 1000se
[” 5C 5000 - PIN Pad With Card Reader

Select Payment Types

[~ Pre-suth
[ sale

™ Credit

™ void

™ Post-auth
[ Completion
™ Commercial
™ werify

[ add Tin

[ Reset Tip
I voice-auth
™ Inguiry

™ settle

Jcte Jgncel

4. The Edit User window allows you to modify the Full Name, Payment Types, and
Role for the displayed user. You do not have to edit every field; you may edit only
those fields you wish to modify.

User ID —The User ID is permanent and cannot be edited

Full Name — Enter the user's full name: first name, then a space, and then the
last name. This field is not case-sensitive.

Enable Debit — put a check in this box to allow this user to process debit card
transactions.

Role — Select the desired level of access for this user. By default, only the
Administrator level of access is available. If you want a different level of access
for this user and it does not yet exist, just save the user as it is. You can modify

122



the user's Role setting later, after you have created a new Role (described in the
section Creating A Security Level, see page 131).

e Enable Devices — Select the devices you want to be available to this user to
process debit card transactions.

e Select Payment Types — Select the payment types you want to be available to
this user.

5. After you have made the desired changes to the user, click the Update button.
IPCharge will save your changes and return to the User Manager window.

Deactivating A User

* Simple Explanation: When a user is no longer needed, IPCharge allows
you to deactivate it. Deactivation does not permanently remove a user.
IPCharge will allow you to reactivate a user.

1. First, you will need to select the desired IPCharge user from the User Manager
window. To access the User Manager window, move your mouse pointer over the
words Account Admin. A menu will appear. Click the words User Manager.

erchant Management Console
fransaction Processing | Reports | Recurring Billing | Settlement  Account Admin | melp

User Manager
Security
Account Info

Web Console Settings

Payment Acceptance Levels

Site Console

POS Device Maint

2. The User Search/Maintenance window will appear. Any existing IPCharge users
will be listed in this window, alphabetically ordered by User.
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User IO |

Full Mame: |

User Search/Maintenance

3. Each user is listed in a separate row. To select the user you wish to disable, simply
click on that user's row. The row will then turn blue. Next, click the DeActivate
button on the left side of the User Manager window. IPCharge will ask you to
confirm deactivation.

4. IPCharge will display an "x" in the Del column for that user, indicating that this user
was deactivated. You may reactivate a user by following the instructions in the next
section, Reactivating A User.

Reactivating A User

1. First, you will need to select the desired IPCharge user from the User Manager
window. To access the User Manager window, move your mouse pointer over the
words Account Admin. A menu will appear. Click the words User Manager.

¥erchant Management Console

Account Admin elp
User Manager
Security
Account Info
Web Console Settings
Payment Acceptance Levels
Site Console

POS Device Maint

2. The User Search/Maintenance window will appear. Any existing IPCharge users
will be listed in this window, alphabetically ordered by User.
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User ID: |

Full Mame: |

User Search/Maintenance

john John Thomas administrator 7415/2005 313329 PM

b EHHEE

3. Each user is listed in a separate row. IPCharge will display an "x" in the Del column
of the users that have been deactivated. To select the user you wish to reactivate,
simply click on that user's row. The row will then turn blue. Next, click the Activate
button on the left side of the User Manager window.

4. IPCharge will remove the "x" from the Del column for that user, indicating that this
user was reactivated.

Unlocking A User

* Simple Explanation: If a user has made three unsuccessful attempts (in a
row) to enter his/her password into the Login Credentials screen, IPCharge
will lock that user.

Only an Administrator can unlock a locked user. You must make a
business decision on when/if it is appropriate to restore access to a user.

o Note: If you are an Administrator user and have been locked out of your
account, you must either call your IPCharge Reseller or wait thirty minutes
for the account to unlock. If you cannot contact your IPCharge Reseller, you
may contact IPCharge Technical Support.

If you lose your Administrator password, it must be reset by your IPCharge
Reseller. IPCharge passwords are encrypted and cannot be retrieved—a
new password must be generated. If you cannot contact your IPCharge
Reseller, you may contact IPCharge Technical Support.

125



1. First, you will need to select the desired IPCharge user from the User Manager
window. To access the User Manager window, move your mouse pointer over the
words Account Admin. A menu will appear. Click the words User Manager.

Merchant Management Console

m Account Amln F p

User Manager

Security
Account Info

Web Console Settings

Payment Acceptance Levels

Site Console

POS Device Maint

2. The User Search/Maintenance window will appear. Any existing IPCharge users
will be listed in this window, alphabetically ordered by User.

User ID: |

Full Mame: |

User Search/Maintenance

3. Each user is listed in a separate row. IPCharge will display a lock symbol in the Lck
column of the users that have been locked. To select the user you wish to unlock,
simply click on that user's row. The row will then turn blue. Next, click the Unlock
button on the left side of the User Manager window. IPCharge will ask you to
confirm that you want to unlock the user.

4. IPCharge will remove the lock symbol from the Lck column for that user, indicating
that this user is unlocked.
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Changing A User's Password

1. First, you will need to select the desired IPCharge user from the User Manager
window. To access the User Manager window, move your mouse pointer over the
words Account Admin. A menu will appear. Click the words User Manager.

Merchant Management Console

m Account Amln F p

User Manager

Security
Account Info

Web Console Settings

Payment Acceptance Levels

Site Console

POS Device Maint

o Note: If you are receiving a password expiration warning (i.e., you are within
the ten day warning period), you may wish to skip to the more specific
scenarios following this section.

2. The User Search/Maintenance window will appear. Any existing IPCharge users
will be listed in this window, alphabetically ordered by User.

Uear 10y I
Full Hame: I
Usar Saarch/Maintenance

k| D 1 0 Ful Ser
i |.1:hhn Thomas Adrmirastrator TALSAIO05 333020 PM

EEEREE

3. To select the user whose password you want to change, simply click on that user's
row. The row will then turn blue. Next, click the Pwd button on the left side of the
User Manager window.

Change Password

User 1D |
Password: | iGenerate |
(Re-Key) Password: |
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4. IPCharge will display the selected user's User ID, followed by fields labeled
Password and (Re-Key) Password.

e User ID —The User ID is permanent and cannot be edited

e Password — You may either create your own password, or you can have
IPCharge randomly generate a password for you. Whichever option you select,
make sure to note this information for distribution to the user.

o0 Whether you create a password or have IPCharge generate one, please
note that this field is case-sensitive, so MyPassWord is different from
MYPASSWORD.

o If you create your own password, it must meet these requirements:

A password must be at least eight characters in length

A password must contain at least three uppercase characters

A password must contain at least three lowercase characters

A password must contain at least two numeric characters

A password must contain at least one special character

A password must not contain repeating characters of the same case or
numeric value

A password must not contain any group of three sequential characters
of the same case nor any group of three sequential numeric characters
A password must differ from the previous six password submissions

All passwords expire after 90 days, including a 10 day warning period

Note: As you are keying in a new password, the red X’s next to each
password policy requirement listed on the right side of the screen will change
to green checks as the requirements are satisfied. All requirements must
have green check marks beside them before the new password will be
accepted.

o If you want IPCharge to randomly generate a password for you, click the
Generate button. Next, click the Save button and continue on to step 5.

e (Re-Key) Password — If you created your own password, re-enter it here to
make sure it is correct.

5. After you have made the desired changes to the user, click the Save button.
IPCharge will save your changes and return to the User Manager window.

-

Note: If, for any reason, a reseller or support technician changes your
merchant password, you will be able to sign on to your console, but you will
not be able to run any transactions or settlements until you reset your
password. This is an added security measure.
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Changing a User’'s Password within the ten day warning
period

1. If you are within ten days of your password expiring, a form similar to the following
will appear:

B8 e T - et e e by Dt = [ES——)
R e ez g o |
AP — e
:.Jvﬁl 8 vt Termanmi L s R R R

Warning Password Expares in 1 Day

Paniweri] Hepaemeniis
K Lo Case st

M g Cass oot

K turwrs cound

W gl Charicter cound

MMM

M he Bapmatng (o actar

M Mo Secuenhul Chractiey

M Pasyeord must difier ko iPe Lt B subTsons

Fars Paveored
Ewtvps Paioword

Changs

e B Tesshed st | Pestected Made: DN Sa0e% -

2. At this point, you may choose to click Skip and change your password later, or you
may begin to key in a new password. If the password change is skipped, an icon will
appear a the top right of the page heading on the console that can be clicked on at
any time during the session to change the password:

[

3. As you key in a new password, the red X’s next to each password policy
requirement will change to green check marks as the requirements are satisfied. All
requirements must have green check marks beside them before the new password
will be accepted, as in the example below. Click Change to change your password.

Password Has Expired And Must Be Changed

Password Requirements
& Lower La9a count

o Lppnr Core count

" NUmErc count

" Specid Character count
o Min [ iae Void

" Mo Repesting Charactens
" Mo Sequantid Characters

o Pumswnncd et citfer fnorm the Lel & sofrnksione

L LU S

Fhirwr Pursword: | DAV

Retype Password: DAVda|

Password meet's requerements
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Changing a User’s Password that is expiring this session or
has already expired

1. If your password is expiring on the day of access, or if it has already expired, a
screen similar to the following will display:

8 Wt T e i o i
7 [ v oy gy | p— 2]
Il.hmm1um ——--—g:_-i—‘—:._.—-—.i
| e Temnal Epow B = il Page ) Tewn = |

¥ Pasword mut difer fom e et & submesons

Hers Preeced:
Ritpinr Puniwecrd:
[ Ehange |

T b

Dene B Teated 1ot | Frotected Wsde O e -

2. At this point, the password must be changed, or you can go no further within the site.

3. As you key in a new password, the red X’s next to each password policy
requirement will change to green check marks as the requirements are satisfied. All
requirements must have green check marks beside them before the new password
will be accepted, as in the example below. Click Change to change your password.

Password Has Expired And Must Be Changed

Password Requirements

W Lower Cage oount

o Lppnr Core count

" Mumeric count

" Specid Charscter count
o Min [ iae Void

+* Mo fepeating Charachers
W Mo Sequentidl Charactars

o Pumswnncd et citfer fnorm the Lel & sofrnksione

[ U T

Fhirwr Pursword: | DAV

Retype Password: DAVda|

Password meet's requerements
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Security Maintenance

* Simple Explanation: The Security Maintenance section of IPCharge

allows you to manage the security levels for your merchant account. In
IPCharge, a security level is defined as a configurable set of permissions
specified for a group of users.

o Note: Each IPCharge merchant account comes with one security level by
default: the Administrator level. Users in this group have complete access
to IPCharge. Naturally, you may not want all users to have full access. The
following tools will allow account administrators to create, edit, and
deactivate IPCharge security levels.

Creating A Security Level

1. Move your mouse pointer over the words Account Admin. A menu will appear.
Click the word Security. The Security Maintenance window will appear.

Merchant Management Console

Account Admin ’
User Manager
Security
Account Info
Web Console Settings
Payment Acceptance Levels
Site Console

POS Device Maint

2. Any existing IPCharge security levels (except Administrator) will be listed here,
alphabetically ordered by Role.

Security Maintenance

.
m Adrmin Admin Role

Cashier General Cashier
@ General general funchions

m Perm testin(testing

New
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3. To create a new IPCharge Security Level, click the New button. IPCharge will
display the Create New Role window. Enter a name for the security level into the
field labeled Role Name. You must also enter a description for the security level into
the field labeled Description.

Create Mew Role

Role Mame: I

Drescription:

KIS I

Jave Jincel |

4. Click the button labeled Save. IPCharge will create the new Security Level, then
return to the Security Maintenance window.

o Note: By default, new security levels have no access to any IPCharge
features when created.

o Note: Role names are static and cannot be changed.

5. Continue on to the next section, Editing A Security Level, to learn how to configure
a security Level.

Editing An Existing Security Level

1. Move your mouse pointer over the words Account Admin. A menu will appear.
Click the word Security. The Security Maintenance window will appear. Any
existing IPCharge security levels (except Administrator) will be listed here,
alphabetically ordered by Role.

Security Maintenance

Admin Admin Role
Cashier General Cashier

General general functions

HHEE

Perm testinltesting
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2. To select the Security Level you want to edit, simply click on that level's row. The
row will then turn blue. Next, click the Details button on the left side of the Security
Maintenance window.

3. IPCharge will display the Edit Role window. The selected Role Name will appear,
followed by the role's Description. Below those fields, you will see a table listing
Features. Each row represents a different IPCharge feature, and each row has two
checkboxes: one to Allow users to access that feature, and one that limits that
feature to ReadOnly access.

o Note: If ReadOnly is checked next to a feature, Allow must also be checked
next to that same feature. This will Allow the user to have ReadOnly
access.

4. Some features expand into sub-features. To grant access to a sub-feature, you must
first put a check in the Allow column of that sub-feature's "main" feature to allow
access to that page. You may then specify Allow or Allow/ReadOnly access for
each sub-feature under the main feature.

o Note: ReadOnly access to a main feature will override the options selected
for a sub-feature. For example: if Allow and ReadOnly are both checked for
a main feature, all sub-features will be accessible as ReadOnly (regardless
of what is checked next to each sub-feature).

Edit Role

Role Name: IAdmin

Admin Role ;l
Description:

-Manual Settlemeant

[»

= Site/Tarm Summary
ﬁﬁccuunt Info
ﬁSecuritv

ﬁUSEr Manager

= Web Console Settings

L Pos Device Maintenance

= RFecurring Billing Configuration

- Fecurring Billing Customer Manager

= Fecurring Billing Reports

mlimlinlinlinlinlinlinii=iiniin
mlinlinlinlinlinlinli=ii=iinin

= Recurring Billing Template Manager

e Reurce
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Feature Description

Manual Settlement

Provides access to the Manual Settlement window (see page
109).

Site/Term
Summary

Provides access to the Site/Term Summary report (see page 81).

Account Info

Provides access to the Account Information Maintenance
window. Click this row's plus sign to access the fields for this
window. The descriptions for these fields can be found in the
section Account Information Maintenance (see page 137).

Security

Provides access to the Security Maintenance window. Click this
row's plus sign to access the fields for this window. The
descriptions for these fields can be found in the section Security
Maintenance (see page 129).

User Manager

Provides access to the User Search/Maintenance window. Click
this row's plus sign to access the fields for this window. The
descriptions for these fields can be found in the section User
Management (see page 117).

Web Console
Settings

Provides access to the Web Console Settings window (see page
138).

POS Device
Maintenance

Provides access to the POS Device Maintenance window (see
page 155).

Recurring Billing
Configuration

Provides access to the Recurring Billing Configuration window
(see page 103).

Recurring Billing
Customer
Manager

Provides access to the Recurring Billing Customer Manager
window (see page 85).

Recurring Billing
Reports

Provides access to the Recurring Billing Reports (see page 98).

Recurring Billing
Template Manager

Provides access to the Recurring Billing Template Manager
window (see page 99).

Recurring Billing

Provides access to the Recurring Billing Dashboard (see page 83).

Dashboard

Payment Provides access to the Payment Acceptance Levels window (see
Acceptance page 140).

Levels

Invoice Search

Provides access to the Invoice Search window (see page 149).

Reprint Receipt

Provides access to the Reprint Receipt window (see page 75).

Transaction Detail
Report

Provides access to the Transaction Detail report (see page 72).

Settlement Error
Report

Provides access to the Settlement Error report (see page 114).
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Feature Description

Settlement Errors
Search

Provides access to the Settlement Errors Search window (see
page 114).

Settlement Search

Provides access to the Settlement Search window (see page
111).

Auto Settlement
Setup

Provides access to the Settlement Setup window. Click this row's
plus sign to access the fields for this window. The descriptions for
these fields can be found in the section Automatic Settlement
(see page 107).

Site Console

Provides access to the Site Console Login window (see page
153).

Web Terminal

Provides access to the Payment Terminal window (see page
Error! Bookmark not defined.).

Open Batch
Summary

Provides access to the Open Batch Summary report (see page
72).

Transaction
Search

Provides access to the Transaction Search window. Click this
row's plus sign to access the fields for this window. The
descriptions for these fields can be found in the section
Transaction Search (see page 69).

Transaction
Search Results

Provides access to the Transaction Search Results. Click this
row's plus sign to access the fields for this window. The
descriptions for these fields can be found in the section
Transaction Search (see page 69).

Transaction Detail

Provides access to the Transaction Details window. This window
will display the details of a transaction. It can be accessed for a
particular transaction by clicking that transaction's Trans ID found
in the IPCharge reports (see page 69).

Unsettled
Transactions

Provides access to the Unsettled Transactions report (see page
77).

5. After you have made any desired changes, click the Update button. IPCharge will
save your changes and return to the Security Maintenance window. Click the
Cancel button to return to the Security Maintenance window without saving your

changes.
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Deactivating A Security Level

1.

Move your mouse pointer over the words Account Admin. A menu will appear.
Click the word Security. The Security Maintenance window will appear. Any
existing IPCharge security levels (except Administrator) will be listed here,
alphabetically ordered by Role.

Security Maintenance

ey |
m Admin Admin Role

. Cashier General Cashier
M General general functions
m Perm testin{testing

To select the Security Level you want to deactivate, simply click on that level's row.
The row will then turn blue. Next, click the Deactivate button on the left side of the
Security Maintenance window. IPCharge will ask you to confirm deactivation.

IPCharge will display an "x" in the Del column for that Security Level, indicating that
this Security Level was deactivated. You may reactivate a Security Level by
following the instructions in the next section, Reactivating A Security Level.

Reactivating A Security Level

1.

Move your mouse pointer over the words Account Admin. A menu will appear.
Click the word Security. The Security Maintenance window will appear. Any
existing IPCharge security levels (except Administrator) will be listed here,
alphabetically ordered by Role.

Security Maintenance

JiEw |
m Adrmin Admin Role

: Cashier General Cashier
M General general funchions
m Perm testin(testing
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2. To select the Security Level you want to activate, simply click on that level's row.
The row will then turn blue. Next, click the Activate button on the left side of the
Security Maintenance window.

3. IPCharge will remove the "x" from the Del column for that user, indicating that this
user was reactivated.

Account Information Maintenance

* Simple Explanation: The Account Information Maintenance section of
IPCharge allows you to manage your merchant account information. This
includes the address and contact information for your account.

o Note: You will need to log out and log back in before your login information
(near the top-right of the IPCharge window) will be updated.

Editing Your Merchant Account Information

1. Move your mouse pointer over the words Account Admin. A menu will appear.
Click the words Account Info. The Account Information Maintenance window will
appear.

rerchant Management Console
T Transaction Processing | Reports | Recurring Billing | Settlement  Account Admin | Help |
User Manager

Security

Account Info

Web Console Settings

Payment Acceptance Levels

Site Console

POS Device Maint

2. After you have made the desired changes to your account information, click the
Update button. IPCharge will indicate that your account has been updated (update
notice will be displayed above the words Account Information Maintenance).
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Web Console Settings

Account Information Maintenance

Address Information

Company Mame: I

Address: I

address {cont): I

City: |

State: |

Zip: I
Contact Information

Phone: |

Fa}{:l

Contact Name: |

Contact Email: |

Billing Marme: I

Billing Email:l

*

Simple Explanation: The Web Console Settings window allows you to
configure your IPCharge interface. These settings will affect all of your
IPCharge account users.

Editing Your Web Console Settings

1. Move your mouse pointer over the words Account Admin. A menu will appear.
Click the words Web Console Settings. The Merchant Settings window will

appear.

Merchant Management Console

m Account Arnln F p

138

User Manager
Security
Account Info

Web Console Settings

Payment Acceptance Levels

Site Console

POS Device Maint



2. In the section Current Configuration, IPCharge will display:
e Current User — This is your account login.
e Default Page on Login — This is the name of the page that all users will see
as they login.
e Web Terminal Receipt is Turned — This indicates whether IPCharge will
display an onscreen receipt after a transaction is processed.

Merchant Settings

Current Configuration

Current User: alice
Default Page on Login: Default
web Terminal Receipt is Turned:  OH

Edit Defaults

Change Default Page: | Default j
Web Terminal Popup Receipt: ¥ (Check for On | UncChecked for Off)

From Date/Time: |T|:||:Ia§,r j |12:DD:EIEI A
To Date/Time: [Today =l |11:59:59 P

Processor Specific Settings

Processor:
Card Reader / Track Data Settings
Set Card Reader o: |Track 182 j

Update Settings |

3. In the section Edit Defaults, IPCharge will display:
e Change Default Page — Allows you to select the page that all users will see
as they login. The following choices are available
o Account Info — A description for this window can be found in the
section Account Information Maintenance (see page 137).
o Default — Allows you to return to the original default page.
o Pre Settlement Report — A description for this window can be found in
the section Pre Settlement (see page 78).
o Settlement Search — A description for this window can be found in the
section How To Search For A Previously Settled Batch (see page
111).
o Web Terminal — A description for this window can be found in the
section Web Terminal (see page Error! Bookmark not defined.).
e Web Terminal Popup Receipt — Uncheck this box if you do not want
IPCharge to display an onscreen receipt after a transaction has been
processed.
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4. In the section Report Defaults, IPCharge allows you to configure From Date/Time
and To Date/Time defaults for reporting purposes. The drop-down choices for the
From Date and To Date fields are: Today, Yesterday, Last Week, Beginning
of Month, and Prior Month. Enter the Time fields in “hh:mm:ss AM/PM” format.
IPCharge will automatically insert the colons where needed.

5. In the section Processor Specific Settings, IPCharge will display options related to

your payment processing company. Configure the settings as desired, and then click
the Update Settings button.

Payment Acceptance Levels

* Simple Explanation: Some payment processing companies allow for the

configuration of certain fraud prevention options. Depending on which
payment processing company you have selected, some of the following
options may or may not be available.

Editing Your Payment Acceptance Levels

1. Move your mouse pointer over the words Account Admin. A menu will appear.
Click the words Payment Acceptance Levels. The Payment Acceptance Levels
window will appear.

werchant Management Console

Account Admin
User Manager
Security
Account Info
Web Console Settings
Payment Acceptance Levels

Site Console

POS Device Maint

2. By default, IPCharge will display the options for your account's AVS Acceptance
Levels. You can select a different type of Payment Acceptance Level by clicking
the small arrow to the right of the drop-down box. The following sections explain
each of the types of Payment Acceptance Levels.
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AVS Acceptance Levels

WARNING: These settings only apply to merchants who process MOTO and
eCommerce Pre Auth transactions. These settings do not apply to Sale
transactions for any company type.

@ ———mp

You can always refer to IPCharge's transaction results to view the
Response Text for that transaction (which includes the AVS response). You
can still make a business decision on whether you want to manually Void
the transaction.

* Simple Explanation: The AVS Acceptance Level window allows you to set

up AVS (address verification service) filtering for your credit card processing
account. If you manually enter a credit card's information during a Pre Auth,
AVS helps to reduce fraudulent Pre Auths by comparing that information to
what is on record for that credit card.

If you put a check next to an AVS response, IPCharge will allow a
transaction to be processed if the Pre Auth returns that AVS response.
Otherwise, that Pre Auth will automatically be declined.

o Note: If necessary, you may put a check next to multiple options.

o Note: Duplicate checking takes place prior to CVV2 checking, and CVV2
checking takes place prior to AVS checking. Example: If a Pre Auth does
not meet the duplicate settings you have defined, then the transaction never
advances to the point of having the CVV2 settings checked.

What is AVS?

Address Verification Service (AVS) is a fraud prevention service for card-not-present
environments or non-swiped transactions. During a transaction, AVS compares the
address information that the cardholder gives you to what is on record for that credit
card number.

IPCharge receives the AVS response and displays it after the transaction is processed.
You can either make business decisions on individual transactions, or you can use the
AVS Acceptance Level window and configure IPCharge to automatically filter out
those Pre Auth transactions whose AVS responses are unacceptable to you.
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Payment Acceptance Levels

IAVS Acceptance Level j

¥ all response values accepted
- Mon-response accepted
I- Service nok supported

™ Mot a mailfphone order
™ Issuer system unavailable
I address unavailable

I Mo address or zip match
- S-digit zip match only

- 9-digit zip match only

™ address match only

™ Exact match 5 digit zip

[ Exact match @ digit zip

Update |

All response values accepted — This filter instructs the system to allow
transactions that return any AVS response. As long as the authorization request is
accepted (the card is good and the purchase amount is available), then the
transaction will be accepted regardless of the AVS result codes.

Non-response accepted — This filter instructs the system to allow transactions even
if no AVS response is returned.

Service not supported — This filter instructs the system to allow transactions that
return this response. In some instances, AVS is not supported. For example,
Canada is a country that does not support AVS; therefore, the AVS response would
indicate that AVS is not supported.

Not a mail/phone order — Instructs the system to allow transactions when the
issuer system responds that the transaction is not a MOTO (mail order/telephone
order) transaction and is therefore ineligible for AVS check.

Issuer system unavailable — Instructs the system to allow transactions when the
issuer system is not available to make a comparison.

Address unavailable — Instructs the system to allow transactions when the AVS
system is unavailable for verification.

142



e No address or zip match — Instructs the system to allow transactions that fail
address and zip code matches.

e 5-digit zip match only — Instructs the system to allow transactions that return a 5-
digit zip code match (but not an address match).

e 9-digit zip match only — Instructs the system to allow transactions that return a 9-
digit zip code match (but not an address match).

e Address match only — Instructs the system to allow transactions that return an
address match (but not a zip code match).

e Exact match, 5-digit zip — Instructs the system to allow transactions that return an
exact 5-digit zip code match.

e Exact match, 9-digit zip — Instructs the system to allow transactions that return an
exact 9-digit zip code match.

After you have finished modifying your AVS Acceptance Levels, click the Update
button.

CVV2 Acceptance Levels

WARNING: These settings only apply to merchants who process MOTO and
eCommerce Pre Auth transactions. These settings do not apply to Sale
transactions for any company type.

@ ———mp

You can always refer to IPCharge transaction results to view the Response
Text for that transaction (which includes the CVV2 response). You can still
make a business decision on whether you want to manually Void the
transaction.

* Simple Explanation: The CVV2 Acceptance Level window allows you to

set up CVV2 filtering for your credit card processing account. Card
verification is typically used in card-not-present situations (like Mail
Order/Telephone Order and eCommerce) to help verify that the customer
actually has the card in hand (even though you do not).

You can navigate to select CVV2 Acceptance Level by clicking the small
arrow to the right of the drop-down box in the Payment Acceptance Levels
window.

If you put a check next to a CVV2 response, IPCharge will allow a
transaction to be processed if the Pre Auth returns that CVV2 response.
Otherwise, that Pre Auth will automatically be declined.
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o Note: If necessary, you may put a check next to multiple options.

o Note: Duplicate checking takes place prior to CVV2 checking, and CVV2
checking takes place prior to AVS checking. Example: If a Pre Auth does
not meet the duplicate settings you have defined, the transaction never
advances to the point of having the CVV2 settings checked.

What is CVV2?

CVV2 (Visa's Card Validation Value), CVC2 (MasterCard's Card Verification Code), and
CID (American Express' and Discover's Card Identification) are fraud prevention
services for card-not-present environments or non-swiped transactions. During a
transaction, the 3- or 4-digit security code that you manually enter into IPCharge is
compared to what is on record for that credit card.

IPCharge receives the CVV2 response and displays it after the transaction is
processed. You can either make business decisions on individual transactions, or you
can use the CVV2 Acceptance Level window and configure IPCharge to automatically
filter out those Pre Auth transactions whose CVV2 responses are unacceptable to you.

For Visa, MasterCard, and Discover credit cards, look on the back of the card. The last
three digits of the string of numbers below the magnetic strip are the numbers you
would type into IPCharge during a transaction. For American Express credit cards, look
on the front of the card. The four-digit number above the account number is what you
would type into IPCharge during a transaction.

CcID
S

123N

0000 ODOOO oooo

| 1111 2222 3333 4444 555 )

7

CVVvICVC
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Payment Acceptance Levels

ICW’Z Acceptance Level j

¥ all response values accepted

r Mon-response accepted

[ Issuer nat certified I not provided encryption keys
[~ Merchant indicated Cvvz nat present on card

[ mot processed

[ cwwz Mo Match

I vz Match

Update |

All response values accepted — This filter instructs the system to allow
transactions that return any CVV2 response. As long as the authorization request is
accepted (the card is good and has the purchase amount available), then the
transaction will be accepted regardless of the CVV2 result codes.

Non-response accepted — This filter instructs the system to allow transactions even
if no CVV2 response is returned.

Issuer not certified / not provided encryption keys — This filter instructs the
system to allow transactions even if the issuer has not certified for CVV2 or Issuer
has not provided Visa with the CVV2 encryption keys

Merchant indicated CVV2 not present on card — This filter instructs the system to
allow transactions even if the issuer indicates that CVV2 data should be present on
the card, but the merchant has indicated data is not present on the card.

Not processed — This filter instructs the system to allow transactions even if the
issuer did not process CVV2 check.

CVV2 No Match — This filter instructs the system to allow transactions even if the
issuer indicates that CVV2 data on record does not match CVV2 data provided by
merchant.

CVV2 Match — This filter instructs the system to allow transactions if the issuer
indicates that CVV2 data on record matches CVV2 data provided by merchant.

After you have finished modifying your CVV2 Acceptance Levels, click the Update
button.
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Duplicate Acceptance Levels

*

Simple Explanation: If duplicate checking is enabled, IPCharge will
automatically decline a transaction request if a duplicate transaction already
exists in the open batch. In IPCharge, a duplicate transaction is a transaction
that was processed using the same payment media (credit card, debit card,
etc.) for the same dollar amount and cents amount within the same batch of
transactions.

You can navigate to select Duplicate Acceptance Level by clicking the
small arrow to the right of the drop-down box in the Payment Acceptance
Levels window.

If you put a check next to a duplicate check condition, IPCharge will decline
future transactions that match that condition in the open batch.

This feature helps to prevent a single transaction from accidentally being
submitted multiple times. We recommend that you enable this feature unless
you predict that you will frequently need to process duplicate transactions
(same dollar amount, same card number, etc.).

Note: If necessary, you may put a check next to multiple options.

Note: Duplicate checking takes place prior to CVV2 checking, and CVV2
checking takes place prior to AVS checking. Example: If a transaction does
not meet the duplicate settings you have defined, the transaction never
advances to the point of having the CVV2 settings checked.
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Payment Acceptance Levels

IDupIicate Acceptance Lewel j

v Duplicate Checking Disabled
™ CREDIT Account Mumber
™ CREDIT Amount

[ CREDIT Invoice

I DEBIT Accaunt Mumber
™ DEBIT Amount:

[ DEEIT Inwoice

I EBT Account Mumber

I EBT Amount

I EBT Invaice

™ GIFT Account Mumber
[ GIFT Amount

™ GIFT Irvoice

™ CHECK Account Mumber
I cHECK Amount

™ CHECK Invoice

Update |

Duplicate Checking Disabled — Put a check next to this option to completely
disable this feature. If this option is checked, IPCharge will attempt to process any
duplicate transaction requests.

CREDIT Account Number — Put a check next to this option if you want IPCharge to
decline a transaction request if the same credit card account number is already
present in the open batch.

CREDIT Amount — Put a check next to this option if you want IPCharge to decline a
transaction request if the same credit card amount is already present in the open
batch.

CREDIT Invoice — Put a check next to this option if you want IPCharge to decline a
transaction request if the same credit card invoice number is already present in the
open batch.

DEBIT Account Number — Put a check next to this option if you want IPCharge to

decline a transaction request if the same debit card account number is already
present in the open batch.
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e DEBIT Invoice — Put a check next to this option if you want IPCharge to decline a
transaction request if the same debit card invoice number is already present in the
open batch.

e EBT Account Number — Put a check next to this option if you want IPCharge to
decline a transaction request if the same EBT account number is already present in
the open batch. Slated for future enhancement.

e EBT Amount — Put a check next to this option if you want IPCharge to decline a
transaction request if the same EBT amount is already present in the open batch.
Slated for future enhancement.

e EBT Invoice — Put a check next to this option if you want IPCharge to decline a
transaction request if the same EBT invoice number is already present in the open
batch. Slated for future enhancement.

e GIFT Account Number — Put a check next to this option if you want IPCharge to
decline a transaction request if the same gift card account number is already present
in the open batch. Slated for future enhancement.

e GIFT Amount — Put a check next to this option if you want IPCharge to decline a
transaction request if the same gift card amount is already present in the open
batch. Slated for future enhancement.

e GIFT Invoice — Put a check next to this option if you want IPCharge to decline a
transaction request if the same gift card invoice number is already present in the
open batch. Slated for future enhancement.

e CHECK Account Number — Put a check next to this option if you want IPCharge to
decline a transaction request if the same check account number is already present
in the open batch. Slated for future enhancement.

e CHECK Amount — Put a check next to this option if you want IPCharge to decline a
transaction request if the same check amount is already present in the open batch.
Slated for future enhancement.

e CHECK Invoice — Put a check next to this option if you want IPCharge to decline a
transaction request if the same check invoice number is already present in the open
batch. Slated for future enhancement.

After you have finished modifying your Duplicate Acceptance Levels, click the Update
button.
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IPCharge Invoice Search

* Simple Explanation: This feature allows you to look up IPCharge invoices
and to view information about the invoice.

The IPCharge Invoice Search option is not available to all merchants.

How to Search for an IPCharge Invoice

1. Move your mouse pointer over the words Account Admin. A menu will appear.
Click the words IPCharge Invoice Search. The IPCharge Invoice Search window
will appear:

Merchant Management Console
T Transaction Processing | Reports | Recurring Billing | Settlement  Account Admin | Help |
User Manager

Security

Account Info

Web Console Settings

Payment Acceptance Levels

IPCharge Invoice Search

API Key Management

2. To search for an invoice, enter the approximate Start Date. Next, enter the
approximate End Date for the invoice.

Example: For a Start Date of January 1%, 2001, enter 01012001. IPCharge will
automatically insert the forward slashes where needed. The same data format
applies to the End Date field.

(See next page.)
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Irvoice Search

Start Date {mm/ddAnyy: IDEJ‘DEJ‘QDD?

End Date {mm/ddfvyyy): |Df1th1a"2EIDE|

Ma Data To Digplay

* Click a row o open the invoice in a new window, Pop-Ups must be allowed.

3. Click the Search button after you have specified a Start Date and an End Date.
IPCharge will generate a list of all invoices within the time range that you have
specified. If more than one invoice is found in the time range you have specified,
each invoice will be listed in its own row. (See next page.)
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Invoice Search

Start Date (rmrm/ddAnney |EIE:"EIE:"2EID?

End Date {mm/ddfneyyd: IDA‘UDA‘UEDDB

Imvoice Date Oracle [mvoice |FCharge [nve Approval Date Auth Code  Invoice Amou

Q80272007 2560 =
Q9022007 2789
104022007 3073
110272007 3373
120022007 3749
010212008 4182
Q2i02/2008 4657
030212008 4998 |
Q04/0272008 0349 hd

* Click a row to open the invoice in a new window, Pop-Ups must be allowed,

Invoice Date — The date of the invoice.

Oracle Invoice — The Oracle invoice number.

IPCharge Invoice — The IPCharge invoice number.
Approval Date — The approval date of the invoice.

Auth Code — The authorization code for the transaction.
Invoice Amount — The total dollar amount of the invoice.

4. Additionally, you may click an invoice’s row to view the details for that invoice. (See
next page.)
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IPCharge Invoice

VT Monthly Senvice
T Aoditional Transacton Fae

P ~k - INVOICE
- =
i (,lic_iF{_g{_,
~
=11} Bliing Perod
From To
| 11022007 || 120172007
Orace SChange Approva AT nvolce Tatal Trane Tl
nvolce Date Invole # mvolo2 7 Date Code Amaunt Trans Count nolded  Trans Biled
120272007 3361 200 3161
WFI Charge Detal Cuarthy Uni Price SubTotal
WT Meschant S2tup Chargs 0000 0000
30000 §0000
£0.0000 $0U00
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Site Console Login

* Simple Explanation: The Site Console Login window allows you to login

to another site without entering a username or password. You can “switch
back” in the same manner. Please note: This report will only appear if you
have multiple sites set up.

Switching To A Different Site

1. Move your mouse pointer over the words Account Admin. A menu will appear.
Click the words Site Console. The Site Console Login window will appear:

Site Consale Lagin

400020001 Site 1 Tim
13400030001 Site 3 Tim
13400040001 Site 4
18400050001 Site 5 Scott
15400060001 Site 6 Scott

2. 2. Click the row of the desired Site. Next, click the Login button. IPCharge will
switch you over to the selected Site and display some text confirming the switch.
Additionally, the Login Information in the top-right corner of the IPCharge window
will be updated with your newly selected Merchant Code.

3. You may now resume your normal payment processing activities. You'll be logged

into the selected site account, and your IPCharge operations will be associated with
that account.
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Credit Card Processing Checklist

* Simple Explanation: A typical day of processing credit card transactions
generally consists of five simple steps. You can print out or copy this page
for use as a daily checklist.

o Note: This is typical day of processing credit card transactions. These
instructions may not apply to your specific payment processing environment.

1. Process whatever credit card transactions you need to process.

2. After you have completed processing transactions for the day, view your Open
Batch Summary report (see page 72). Now, examine the report.

Does the report look correct?
Do the totals look correct?
Does the number of transactions look correct?

If your numbers do not seem correct, view or print out your Unsettled
Transactions report (see page 75). You can click the Tran ID for each
transaction to get detailed information for that transaction. If necessary, contact
Technical Support to resolve any possible issues. You should try to resolve any
discrepancies you find before settling your batch.

3. Is your account set to automatic settlement or manual settlement (see page
106)? If you are set up for automatic settlement, you are finished with transaction
processing for today. IPCharge will initiate batch settlement for you at the time
you specify.

If you are set up for manual settlement, use your mouse to click the word
Settlement in IPCharge, and then click the words Manual Settlement Setup.
Review the totals and number of transactions listed here. If necessary, contact
Technical Support to resolve any possible issues. You should try to resolve any
discrepancies you find before settling your batch.

4. Click the Submit for Manual Settlement button when you are ready to schedule
the settlement of your batch. After a few moments, IPCharge will notify you that
your batch has been successfully scheduled.

5. Soon after that, IPCharge should notify you that your batch was successfully
settled. You will then be finished processing credit card transactions for the day.
If you get an error message, contact Technical Support. If you do not receive an
email notice in a timely manner, navigate to Settlement Search, found under the
Settlement tab, and enter the date range of the settlement you seek.
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Appendix A — POS Devices

POS Device Maintenance

* Simple Explanation: If you do not have a POS Device, you can safely
ignore this section.

This tool allows you to set up and maintain certain information associated
with your POS Device.

POS Device (“On the Spot”) Helpdesk: (888) 318-5889

o Note: You will need to run an admin packet on the POS device after any of

the following:
e |If a change is made to Card Types to be Accepted from the Reseller
Console

e |If the Debit Flag for your merchant account has been checked from
the Reseller Console

e |If the Disclaimer, Header, or Footer information for register receipts
has been changed from the Merchant Console

Setting Up A New POS Device

1. Move your mouse pointer over the words Account Admin. A menu will appear.
Click the words POS Device Maint. The POS Device Maintenance window will
appear, and any existing POS devices will be listed.

sterchant Marnaguement Consoke

PR Devior Maintonance

m Group Term Name Serial Mumber Device Key

m i alics Elialaluliiinln) SOaCRSWGF23WH LTl B aTe bt R
] IPC RED 30000 D00 0000 HE LABK SOTAMNT dalP2aca0GP k2

m # Fob 300-001-18 000000000

[Resc: Fob_RO_Wiffi | 000000000 UDrmS L TgRyul I EgAM K Mw
& Dp Task Lilicalalalicilalu] WEASK 2 bl gl yOELOSI2SWrlh e

m &|FDMS Demo |2 Luliilalaliiala] X126050Fkudasd AW 04X I 6o
@|FDMS Dema | FOMS Demo 001000030 SRSk Qe pa 3y JpdmtERMEcL'wHLMY
&|Messave Tast O0I0000a0
# Michela Tarminal 1 [nlvalalulutsluln] yxhkch TS vk YOOOHTEASEhAUT | =

@ actvatad

# Sot for Re-Sync
@ Dewice Not Actwated Perform Admin Transaclion
@ Disabklad
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2. Click the New button. The Add New ServPOS Device window will appear:

Add Mew ServP0S Device

Device Type: |2159 j

Serial Mumber: |

Group Mame: I

Terminal Name: |

Device kKey: Ij‘v’dWII:lW1Q1WSk4T204E1dequeW138824821qJWIJg_iQTfODmAEOyXDRSFNUC:

Parameters

Disclaimer

Disclaimer

Disclaimer

Disclairmer

Footer

Footer

Footer

Footer

Header

Header

LR o T e T O e T i W O R T T

Header

5

P P
AEdUET

3. Select your Device Type from the drop-down list, and enter the Serial Number of
the device. Enter a Group Name and a Terminal Name. [IPCharge will
automatically generate a Device Key that is unique to the device. Both the Serial
Number and the Device Key of the device will be sent with each transaction
submitted.

4. The Parameters table allows you to provide optional Disclaimer, Header, and

Footer information to print out on the register receipt. Click inside the Value box of
the Parameter you wish to add, and enter up to 42 characters per line.

156



Add Mew ServPOS Device

Device Type: |V}{5?D j

Serial Mumber: |

Group Mame: I

Terminal Mame: |

Device Key! Ij\/dwlhmG1WSk4T204E1hEdqueWHBSEdBMwaIJgj@TfODmAeOy)(oRsFNUcz

Parameters

Disclaimer 20 day return policy on all purchases

Disclaimer

Disclaimer

Disclaimer

Footer Thank you for your patronage.

Footer

Footer

Footer

Header

Header

Header

5 O T I S O T o T I I

Header

5. Once you have entered all of the information for the POS device, you may click
Save to record your settings or click Cancel to return to the POS Device
Maintenance window.

Editing an Existing POS Device

1. From the POS Device Maintenance window, click on the row of the device that you
need to edit, and then click Details. The Edit ServPOS Device window will appear.
The setup information for the selected POS Device will appear, followed by the
check boxes for Allow Resync and Device De-Activated and the receipt
Parameters. You can modify the Group Name, the Terminal Name, either of the
check boxes or the Parameters, but the Device Type and Serial Number cannot
be modified.

You may generate a new Device Key, if necessary. See Step 2.
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Edit ServP0OS Device

Device Type: |V}{5?D
Serial Number: |000000000

Group Mame: IGrnup A

Terminal Name: |ﬂ~DDEI1
Device Key: |051bWQSIEQx}{}{xx}{x}{xx}{xx}{x}{xx}{xx}{xx}{x}{xx}{xx}{x}{x}{}{EImLH}{._IF'EIrIIvfaER m

™ allow Resync

[ Device De-Activated
Parameters

Disclaimer

Disclaimer

Disclaimer

Disclairner

Footer

Footer

Footer

Footer

Header Qn The Spot

Powered by IPCharge

Header

Header

S PV S e S P e T S

Header

2. The Allow Resync and Device De-Activated boxes are added to the console for
extra security.

Once the Allow Resync box is checked, the newly generated Device Key will
automatically be sent down with the next transaction.

o Note: Allow Resync should only be used on subsequent keys, not on the
initial key.

If you wish to disable a device entirely, check the Device De-Activated box found
under the Edit ServPOS Device window.

3. You may now click Save to record your settings, or click Cancel to return to the POS
Device Maintenance window.
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Deleting A POS Device

1.

Move your mouse pointer over the words Account Admin. A menu will appear.
Click the words POS Device Maint. The POS Device Maintenance window will
appear, and any existing POS devices will be listed.

From the POS Device Maintenance window, highlight the device that you wish
to delete, and then click the Delete button on the left side of the POS Device
Maintenance window.

A “POS Device ‘XXXXXX' has been deleted” confirmation message will display at
the bottom of the screen.

Resetting A POS Device

* Simple Explanation: A Reset is required if the key has been cleared from a

POS device for some reason (e.g., when new software is installed). A Reset
from the console allows an Admin Packet to be run from the device. Once
the Admin Packet is run successfully, the console will send the key back to
the device.

For Reset to work, the device cannot contain a key.

1.

Move your mouse pointer over the words Account Admin. A menu will appear.
Click the words POS Device Maint. The POS Device Maintenance window will
appear, and any existing POS devices will be listed.

From the POS Device Maintenance window, highlight the device that you wish
to reset, and then click the Reset button on the left side of the POS Device
Maintenance window.

A “POS Device XXXXXX' has been reset. Please run an Admin Packet’
confirmation message will display at the bottom of the screen. (The Admin
Packet sends all of the headers, footers, card types, etc.)
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Copying A POS Device

*

Simple Explanation: The Copy button can be used to copy Disclaimer,
Header, and Footer information from one POS device to another. This
feature is especially useful when setting up multiple devices.

1.

Move your mouse pointer over the words Account Admin. A menu will appear.

Click the words POS Device Maint. The POS Device Maintenance window will
appear, and any existing POS devices will be listed.

From the POS Device Maintenance window, highlight the device that you wish

to copy, and then click the Copy button on the left side of the POS Device

Maintenance window.

Merchant Management Console

m | Group Term Name Serial Number Device Key

m |‘ [ | Alice Test 088889598 OyD1vCt4aphM]3niCIcTkrgrpat)St8Ga7SsT702R
@ I |county 670 321321321 1CQesME3wDEWfxyS68dGmIfSQtpagCtyx70rCsp

m @ [T |SERVPOS Test |Terminal 1 £88888888 Olvew 4iRZkbos IyHmMDWe Y WHhh 7L EymFTCSDC el

=t |

pecey |

POS Device Maintenance

lPIease select the devices to copy source parameters to and click Copy again.

& Activated

» Set for Re-Sync

@ Cevice Not Activated Perform Admin Transaction
@ Disabled

3. The row of the selected device will turn green. Click to check the box next to the
device you wish to copy source parameters to, and then click the Copy button
again.

(See next page.)
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terchant Management Console

POS Device Maintenance

Group Term Name Serial Number Device Key
@ ™ |alice Test 9953559898 OyD 1¥CH46phMi3njCIcTkrgrpet0StaGE75sT7o2H
@ [ |county &70 321321321 1CQesMEZIwil 2y SE23dGmifSOtpagChyr FOrCsph
o

HEEEE

IPlease select the devices to copy source parameters to and click Copy again.

& Activated

» Set for Re-Sync

@ Device Mot Activated Perform admin Transaction
@ Dizabled

4. All Disclaimer, Header, and Footer information will be copied from the source
device to the target device.

Merchant Management Console

POS Device Maintenance

m Group Term Mame Serial Number Device Key
m @ 2lice Test 033550598 0yD 1vCHl46phMi3niCIcTkrgrp6t05t8GE 755 T702RE

@ county G670 321321321 1CQesMEZwO2WfuwS62dGmifSOtnag Chyx 7OrC sphild
m @|SERVPOS Test |Terminal 1 888988888 DIvewd4iR2Zkbos LyHmDWxywa4bh 7 SrLEymFTCSDC DO
Jitesat |
F€opy |

ICopy Completed

@ Activated

» Set for Re-Sync
@ Device Mot activated Perform Admin Transaction

@ Cisabled

5. Once you see Copy Completed in the message box, you can view the Details
of the target device and see that the Disclaimer, Header, and Footer data
mirrors that of the source device.
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POS Report Types

*

Simple Explanation:
If you do not have a POS Device, you may ignore this section.

The POS Device reports provide you with easy access to your important
POS Device historical data. All reports display your Merchant Info, and the
Date / Time that the report was generated (near the top of each Report
window). You will be given two options: PDF to view the report and generate
a PDF containing the report, or Export to send the report data to Microsoft
Excel.

Discount Tip — This report is a list of transactions showing the total tip amount
minus any discount tip taken before paying the server (see page 163).

IRS Tip — This report provides an assessment of the tips generated from credit
card sales for each of your servers (see page 165).

Open Tab — This report is a list of Pre Auth transactions that have not yet been
completed (see page 167).

Server Details — This report is a detailed list of the transactions processed by
each Server associated with your company’s account for a specified date and
time range and/or a specified Server (see page 169).

Server Totals — This report lists the totals of the transactions processed by each
Server associated with your company’s account for a specified date and time
range and/or a specified Server (see page 171).

Unadjusted Tip — This report lists all transactions in which the server has not
applied a tip (see page 173).
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Discount Tip

* Simple Explanation: This report is a list of transactions showing the total tip

amount minus any discount tip taken before paying the server. This report
will only be accessible if there are POS Devices associated with your
company's account.

1. Move your mouse pointer over the word Reports. A menu will appear. Click the
words Discount Tip. The Discount Tip report window will appear.

Fecurring Briling
Transaction Search
Transaction Detail
Open Batch Summary
Reprint Receipt
Unsettled Transactions
Pre Settlement
Site/Term Summary
Discount Tip
IRS Tip
Open Tab
Server Details

Server Totals

Unadjusted Tip

2. The Discount Tip window allows you to enter search criteria into one or more of the
following fields:

e Start Date/Time: — Use this field (in combination with the End Date field) if you
want to search for transactions within a date range. Enter the beginning date in
"mm/dd/yyyy" format. IPCharge will automatically insert the forward slashes
where needed. Example: For August 15", 1967, you would enter 08151967.
Enter the starting time in “hh:mm:ss AM/PM” format. IPCharge will automatically
insert the colons where needed.

e End Date/Time: — Use this field (in combination with the Start Date field) if you
want to search for transactions within a date range. Enter the ending date in
"mm/dd/yyyy" format. IPCharge will automatically insert the forward slashes
where needed. Example: For October g 1974, you would enter 10091974.
Enter the ending time in “hh:mm:ss AM/PM” format. IPCharge will automatically
insert the colons where needed.
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e Server: -- Use this drop-down list to select a specific Server/Clerk ID. If you do
not select a Server, all will be listed, sorted by Server ID.

e Discount: -- Use this field to enter a specific Discount tip amount. The discount
tip amount provided will be repeated for you within the report.

Discount Tip

Discount Tip Report details the fee amount that the clerk/server
established for payment on tips of credit card sales. Report also
includes number of unadjusted tips, tip per sale, and total tips.

Start Date/Time: |5/2/2008 v [12:00:00 AM
End Date/Time: |5/3/2008 v [11:59:59 P
Server . I j
Discount: | 0.00

3. After you have filled out the Discount Tip window with your desired search criteria,
select PDF to view the report, or Export to send the report data to Excel. Totals of
each column will be provided on the last page of the report pulled.

) Pt D RURCO0R
IPCharge e
Cuscount Tip Repord
Eally's Flower Shap From Cosder (LT 200 scount o0
Sharst 10 G000 S —
123 Maan St
GA. 20001
Ferver
o ol Te e Teew
g - e e .. Cuscount Wl T Ancrat
e L]
LLE 2] B — po b s bl i B000 3000 bl
I— Tearstacten, Court Sor 006 (6 (72 1 i a e e i
B A
T 1 0 o0 B0 )
(LB -] F1 08 {1 il ¥i 6
T i W30 B0 8000 ¥
Bk A3 i a0 o0 B0 #
(L3 B ] o o ol i) 1o nm
[ 1im [T [ [T
F AR )
LLALES ] A0 o i L) §000 bl
[UE P 0 o0 000 ¥
e FiL fo, po0 #0000 ¥
Fam e e so.pn i
fol LA
O 8 32 11IM o h el (-1 {lilo) o
LEF ] na Eal p ol el Lot nm
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L0 1 F o 0 - il Hm
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IRS Tip

* Simple Explanation: This report provides an assessment of the tips

generated from credit card sales for each of your servers. This report will
only be accessible if there are POS Devices associated with your company's
account.

1. Move your mouse pointer over the word Reports. A menu will appear. Click the
words IRS Tip. The IRS Tip report window will appear.

Fecurring Biling
Transaction Search
Transaction Detail
Open Batch Summary
Reprint Receipt
Unsettled Transactions
Pre Settlement
SitefTerm Summary
Discount Tip
IRS Tip
Open Tab
Server Details

Server Totals

Unadjusted Tip

2. The IRS Tip window allows you to enter search criteria into one or more of the
following fields:

Start Date/Time: — Use this field (in combination with the End Date field) if you
want to search for transactions within a date range. Enter the beginning date in
"mm/dd/yyyy" format. IPCharge will automatically insert the forward slashes
where needed. Example: For August 15", 1967, you would enter 08151967.
Enter the starting time in “hh:mm:ss AM/PM” format. IPCharge will automatically
insert the colons where needed.

End Date/Time: — Use this field (in combination with the Start Date field) if you
want to search for transactions within a date range. Enter the ending date in
"mm/dd/yyyy" format. IPCharge will automatically insert the forward slashes
where needed. Example: For October g™ 1974, you would enter 10091974.
Enter the ending time in “hh:mm:ss AM/PM” format. IPCharge will automatically
insert the colons where needed.

Server: -- Use this drop-down list to select a specific Server/Clerk ID. If you do
not select a Server, all will be listed, sorted by Server ID.

165



e Cash Tip — If you select a server, the Server ID will be populated along with a
blank field for Cash Tip. If any cash tips were collected for this server during the
specified time range, double-click in the Cash Tip box and type in the dollar
amount, including the decimal point. Example: 25.00.

IRS Tip

The IRS Tip Report records tip activity for each clerk/server. Provides number of
unadjusted tips, tip totals and average tip %.

Start Date/Time: | 10/1/2007 v 120000 AM

End Date/Time: |54’9f2008 v |1 1:59:59 P
Server: |A5 j

Server_ID CashTip

FDF _Jipor |

3. After you have filled out the IRS Tip window with your desired search criteria, select
PDF to view the report, or Export to send the report data to Excel.

IPCharge e
IRS Tip Report
gl?!nyflg%np From Date:  04407/2008
123 Man 5t TaDate: CEDGE006
A, 30001
Tbsn:': T Tip Cﬂ;: Total
Amourt Amount Percant Amourt Tips
Seruer |0 - 123 Transsction Court: 1 35,00 $0.25 5.00% 5200 §7.25

Sigristure:

A signature line is provided so that you may have the Server sign for confirmation that
the tip amount listed is what they made during the time period specified.
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Open Tab

* Simple Explanation: This report is a list of Pre Auth transactions that have

not yet been completed. This report will only be accessible if there are POS
Devices associated with your company's account.

1. Move your mouse pointer over the word Reports. A menu will appear. Click the
words Open Tab. The Open Tab report window will appear.

Transaction Search
Transaction Detail
Open Batch Summary
Reprint Receipt
Unsettled Transactions

Pre Settlement

Site/Term Summary

Discount Tip
IRS Tip

Open Tab
Server Details

Server Totals

Unadjusted Tip

2. The Open Tab window allows you to enter search criteria into one or more of the
following fields:

Start Date/Time: — Use this field (in combination with the End Date field) if you
want to search for transactions within a date range. Enter the beginning date in
"mm/dd/yyyy" format. IPCharge will automatically insert the forward slashes
where needed. Example: For August 15", 1967, you would enter 08151967.
Enter the starting time in “hh:mm:ss AM/PM” format. IPCharge will automatically
insert the colons where needed.

End Date/Time: — Use this field (in combination with the Start Date field) if you
want to search for transactions within a date range. Enter the ending date in
"mm/dd/yyyy" format. IPCharge will automatically insert the forward slashes
where needed. Example: For October 9", 1974, you would enter 10091974,
Enter the ending time in “hh:mm:ss AM/PM” format. IPCharge will automatically
insert the colons where needed.
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Open Tab

Open Tab Report details transaction number, card
account number, and total for each open tah,

Start Date/Time: |11/5/2007 v [12:00:00 AM

End Date/Time: |5/9/2008 v [11:59:59 PM

JEDF Jpor |

After you have filled out the Open Tab window with your desired search criteria,
select PDF to view the report, or Export to send the report data to Excel.

IPCharge T

Open Tab Report

Sally's Flower Shop From Date:  2007-11-05 0000000
0000100000 To Cate:  200E-05-09 2358750

E00 Maln Strest
Carion, OH 43125

SarveriD -
Total

Time Tickst Invoice Account Amaurit
20080507
16:51:53 S 5452 §1.10
1.1
Trangaction Count 1 '
Taolal Transaztion Count: 1 $1.10
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Server Details

* Simple Explanation: This report is a detailed list of the transactions

processed by each Server associated with your company’s account for a
specified date range and/or a specified Server. This report will only be
accessible if there are POS Devices associated with your company's
account.

1. Move your mouse pointer over the word Reports. A menu will appear. Click the
words Server Details. The Server Details report window will appear.

Reports

Transaction Search
Transaction Detail
Today's Summary
Reprint Receipt
Unsettled Transactions
Pre Settlement
SitefTerm Summary
Discount Tip

IRS Tip

Open Tab

Server Details
Server Totals

Unadjusted Tip

2. The Server Details window allows you to enter search criteria into one or more of
the following fields:

e Open Batch: -- Check this box to view all transactions currently not settled (i.e.,
in the “open batch”).

e Start Date/Time: — Use this field (in combination with the End Date field) if you
want to search for transactions within a date range. Enter the beginning date in
"mm/dd/yyyy" format. IPCharge will automatically insert the forward slashes
where needed. Example: For August 15", 1967, you would enter 08151967.
Enter the starting time in “hh:mm:ss AM/PM” format. IPCharge will automatically
insert the colons where needed.
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End Date/Time: — Use this field (in combination with the Start Date field) if you
want to search for transactions within a date range. Enter the ending date in
"mm/dd/yyyy" format. IPCharge will automatically insert the forward slashes
where needed. Example: For October 9", 1974, you would enter 10091974.
Enter the ending time in “hh:mm:ss AM/PM” format. IPCharge will automatically
insert the colons where needed.

Server: -- Use this drop-down list to select a specific Server/Clerk ID. If you do
not select a Server, all will be listed.

Server Details

The Clerk/Server Detail Report details the activity for each clerk. This
includes number of sales, total sales, and tip total,

Open Batch: [~

Start Dats/Time: | 11/5/2007 v [12:0000 AM
End Date/Time: |5/2/2008 v |11:59:58 PM
Server: | j

3. After you have filled out the Server Details window with your desired search criteria,

select PDF to view the report, or Export to send report data to Excel.

i PP R
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Server Totals

* Simple Explanation: This report lists the totals of the transactions

processed by each Server associated with your company’s account for a
specified date range and/or a specified Server. It is an overview of the
Server Details report. This report will only be accessible if there are POS
Devices associated with your company's account.

1. Move your mouse pointer over the word Reports. A menu will appear. Click the
words Server Totals. The Server Totals report window will appear.

F.ecurring Biithing

Transaction Search
Transaction Detail
Today's Summary
Reprint Receipt
Unsettled Transactions
Pre Settlement
Site/fTerm Summary
Discount Tip

IRS Tip

Open Tab

Server Details

Server Totals
Unadjusted Tip

2. The Server Totals window allows you to enter search criteria into one or more of the
following fields:

Open Batch: -- Check this box to view all transactions currently not settled (i.e.,
in the “open batch”).

Start Date (mm/dd/yyyy): — Use this field (in combination with the End Date
field) if you want to search for transactions within a date range. Enter the
beginning date in "mm/dd/yyyy" format. IPCharge will automatically insert the
forward slashes where needed. Example: For August 15", 1967, you would
enter 08151967. Enter the starting time in “hh:mm:ss AM/PM” format. IPCharge
will automatically insert the colons where needed.

End Date (mm/dd/yyyy): — Use this field (in combination with the Start Date
field) if you want to search for transactions within a date range. Enter the ending
date in "mm/dd/yyyy" format. IPCharge will automatically insert the forward
slashes where needed. Example: For October 9" 1974, you would enter
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10091974. Enter the starting time in “hh:mm:ss AM/PM” format. IPCharge will
automatically insert the colons where needed.

e Server: -- Use this drop-down list to select a specific Server/Clerk ID. If you do
not select a Server, all will be listed.

Server Totals

Clerk/Server Report provides consolidated
overview of all clerk's/server's activity. This
includes number of sales, total sales, and tip

total,

Open Batch: [~

Start Date (mm/dd/pyyy): | 11/5/2007 v [12:00:00 Am
End Date (mm/dddyyyy): | 5492008 v [11:59:58 P
Server I j

JFOF_Jgport

After you have filled out the Server Totals window with your desired search criteria,
select PDF to view the report, or Export to send report data to Excel.

IPCharge pe
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Unadjusted Tip

* Simple Explanation: This report lists all transactions for which the server
has not applied a tip. This report will only be accessible if there are POS
Devices associated with your company's account.

1. Move your mouse pointer over the word Reports. A menu will appear. Click the
words Unadjusted Tip. The Unadjusted Tips report window will appear.

Transaction Search

Transaction Detail

Today's Summary

Reprint Receipt
Unsettled Transactions
Pre Settlement
Site/Term Summary
Discount Tip

IRS Tip

Open Tab

Server Details

Server Totals

Unadjusted Tip

2. The Unadjusted Tips window allows you to enter search criteria into one or more
of the following fields:

e Start Date/Time: — Use this field (in combination with the End Date field) if you
want to search for transactions within a date range. Enter the beginning date in
"mm/dd/yyyy" format. IPCharge will automatically insert the forward slashes
where needed. Example: For August 15", 1967, you would enter 08151967.
Enter the starting time in “hh:mm:ss AM/PM” format. IPCharge will automatically
insert the colons where needed.

e End Date/Time: — Use this field (in combination with the Start Date field) if you
want to search for transactions within a date range. Enter the ending date in
"mm/dd/yyyy" format. IPCharge will automatically insert the forward slashes
where needed. Example: For October g 1974, you would enter 10091974.
Enter the ending time in “hh:mm:ss AM/PM” format. IPCharge will automatically
insert the colons where needed.
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Unadjusted Tips

Unadjusted Tip Report lists all unadjusted tips by merchant

account,
Start Date/Time: | 11/5/2007 v [12:00:00 Am
End Date/Time: |5/3/2008 v [11:59:59 PM

JFDF Jport

3. After you have filled out the Unadjusted Tips window with your desired search
criteria, select PDF to view the report, or Export to send report data to Excel.

I PC ha r e Frint Dase: 3252008
g Erint Tima:  1T2E12EFM
Unadjusted Tip Report
Sally's Flower Shop
et O - DOCOICOOD From Date: 027222008
173 Wi Shrewsi To Date: 03252008
Hi 30001
—EBrvar - 14 Unacuctsd Tips
Card
Time: Tickel Tabie Invglce Tiee Account Total
r2008.03.28
WA F1.00
WA F1.00
L] F1.00
WA F1.00
L] 47.00
MC J£7.00
MC J£7.00
MC J£7.00
C F47.00
WERA 31.00
BT F47.00
BT F47.00
BT F47.00
UNEW 123 510.00
#8100
58100
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Appendix B — Payment Server API

APl Key Management

* Simple Explanation: If you use IPCharge directly (as opposed to using
another application that interfaces with IPCharge), you can safely ignore this
section.

In order to send transactions to an application that is integrated with
IPCharge (via the API), it is required that a merchant key be transmitted
along with the transactions. This key is used to authenticate that the
transactions are legitimate/valid.

o Note: If you are a merchant who accesses IPCharge via another application,
you will be prompted to have your account activated for Application Program
Integration (API) the first time you log in. You will not have access to the
Web Terminal function or to processing transactions via the API interface
until the API is activated. To activate the API, contact VeriFone Technical
Support at the phone number listed.

Generating A New Key

1. Move your mouse pointer over the words Account Admin. A menu will appear.
Click the words APl Key Management. The Key Management window will appear.
Any existing authorization keys will be listed in the Key History table.

o Note: The Key History table lists all previously used keys along with the
start and end dates of the time they were used. This historical data can
serve as a tracking device/audit trail.
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Key Management

Current Authorization Key
| Select Key to Copy |

Generate Mew ey |

Key History
Authorization Key

Start Date End Date

2. 2. Click the Generate New Key button on the left side of the Key Management
window.

-

Note: If you need to copy this key to another location (i.e., another
application), click the Select Key to Copy button. The key will turn blue,
indicating that it has been selected. Right-click the key and select Copy from
the menu that appears. You may then Paste this key into your application or

wherever you need it.

3. An authorization key will appear in the box above the Generate New Key button,
and a Save button will appear. Click Save to save the newly generated key.
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