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Scope of This Document

Thisisaquick start reference to orientate afirst time user to the basic concepts and operations of
Outpost firewall software.

It also gives some of the primary ways a user might want to customize Outpost to fit hisor her
preferences.

Further Reading

A much more detailed reference to Outpost is the User Guide.

Copyright © 2001 by Agnitum, Ltd. All rights reserved.
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Some Background

Internet Basics

The Internet is interactive, which simply means that when a computer is connected to the Internet,
data can be sent and received from one’s own computer to other computers on the Internet. This
inter-activity is built into the Internet and is afundamental part of it.

To see aweb site on the Internet, your computer basically asksthat site for itsfiles. The site's
computer (server) then sends (serves) those files to your computer. For the files to get from the
server al the way through the Internet over to your computer, your computer must give the site's
server your computer’ s address. This addressis unique. No other computer on the Internet has
this same address.

The Internet uses what’ s called a server-client way of doing things. Web sites use serversto
supply its web pages and people use their computers as clients that are served those pages. The
vast mgjority of information on the Internet goes from the servers to the clients, from the web
sites to the desktop computer. Very little information goes from your computer back to the server.

Why Outpost is Needed

The only reason Outpost is heeded is because a small percentage of Internet users are destructive.
These people are called hackers or crackers. Traditionally a hacker is an accomplished computer
programmer who is expert in networks. A cracker isthe term for someone who gains
unauthorized access to a computer or system. The news media has blurred these definitions and
refers to anyone who breaks into other people’ s computers as a hacker.

It used to take some skill to crack into a system but nowadays there are programs that can do it
automatically. Children without much training or expertise can use them. These programs can be
gotten from the Internet without much trouble. Many of these programs are sent around the
Internet haphazardly as attachments to e-mails. Once the program is running on a user’ s machine,
it “callshome’ to a central site and reports whereiit is. The hacker can then control that user’s
machine remotely without the user even being aware of it. The hacker can record all the keyboard
actions and mouse movements of the user’s computer so can capture credit card data and
passwords with ease. Sounds like science fiction but it is very much acold, hard fact.
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Another undesirable element of the Internet is the ever-present threat of computer viruses that are
disseminated through email. These are so numerous that if something goes wrong with a
computer the first thing suspected (and often discovered) isavirus.

Advertiser tracking of your surfing habits and interests has recently become a concern of privacy
advocates. Advertisers use the data they gather on you to push specific ads cal culated to increase
your purchasing.

The Main Threats

= Someone on the Internet thousands of miles away can access your computer and personal
files more easily than your neighbor down the street.

= Once your computer is accessed, all of itsfiles can be viewed, copied and erased.

= Your computer can be used to attack other innocent user’ s computers without your
knowledge.

= A hacker can very easily make your Internet connection totally unusable just for kicks.

= Your passwords, credit card info, house address can all be obtained remotely very easily.

= Unscrupulous advertisers can track your surfing habits, your interests and your locale,
then target specific ads at you.

= Persona info about you can be collected for various reasons, all without your knowledge
or consent.

How QOutpost Works

Outpost is afirewall, the technical name for a barrier between your computer and the rest of the
Internet. 1’ slike the locks on the doors of your home. Most of your neighbors can probably be
trusted not to walk into your home and vandalize it or steal from you. There' s only afraction of
your neighbors who are untrustworthy. But, if you live in a populated neighborhood, thereisa
greater number of dishonest people around.

The Internet is similar except your immediate neighborhood consists of hundreds of millions of
people. Even the small percentage of those people who have a destructive bent is alarge number
of people.

Outpost not only locks your computer’s “doors’, it makes your computer invisible on the Internet.
Y our computer normally is letting other Internet users know its address. It’ s like the address sign
of your home or the license plate of your car. Y our computer’s addressis plainly visible. Outpost
prevents your computer from broadcasting its address unless specifically authorized by you.
Hackers are not just kept out; they can't tell your computer isthere.
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Outpost’s Features

= Starts protecting immediately after being installed.

= Hasdefault configuration settings for new users.

= Can be customized in detail by advanced users.

= Makesyour computer invisible on the Internet.

= Locksyour computer’s“doors’ (Internet ports) against intrusion.

= Let’syou decide how much an application should be trusted.

= Advises new users with each selection they make.

= Advanced users can extend Outpost’ s capabilities.

= Usesplug-insto increase its power while keeping the same familiar interface.

= Stops Internet ads from distracting you or slowing your browsing.

= Prevents ad tracking of your surfing habits and interests.

=  Prevents your computer from being controlled remotely.

= Notifiesyou of any hidden software attempting to “ phone home” to a hacker.

» Usesall versions of Windows so can still be used if you upgrade.

= Usesvery little system resources so does not noticeably affect your computer’s
performance.
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Getting Started

Installing Outpost

VERY IMPORTANT WARNING! Shutdown any other firewall software beforeinstalling
Outpost on your computer. Trying to install afirewall over other running firewall software will
crash your computer. Like a car with two drivers, each firewall tries to steer and the computer
runsinto a pole!

Once you are certain no other firewall is operating on your computer, install Outpost by running
outpost.exe. It is recommended that you use the default settings when the installation utility asks
you to confirm its choices if you are not an advanced user.

Running and Shutting Down

Outpost starts automatically as soon asitisinstalled. It is already configured to work best for
most users so it is perfectly safe just to close its window and let it do itsjob of guarding your
computer.

One of Outpost’s default settingsisfor it to run automatically when you start up Windows. This
ensures your computer is protected at all times. Y ou can change this setting so Outpost does not
start up automatically if you prefer. In this case, you will need to start Outpost manually each
time to have it guard your computer.

To start Outpost manualy:
1. Click on the Windows' Start button.

2. Move the cursor to Programs.
3. Select the folders Agnitum, then Outpost Firewall 1.0.
4. Click on Outpost Firewall.

To shutdown Outpost:
1. Right-click the & icon on the taskbar.

2. Select Exit and Shutdown Outpost.
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Initial Options

Language
If you prefer alanguage other than English, the first thing to do is:

1. Double click the @ icon on the taskbar. Outpost’s main window is displayed and looks
likethis:

:_ Fynad i Dubpost Frewall - confsgurationely

2] ads -
Congratulstion on o deckion bouss Oulpost Fresasl,
- Conbent waich QRS e of pind [rom oy Chresis bey Cookies, -
E DG Cache Aaki, E el “om ik, S, Cradkars, Bebvaare aiwd
Artiee Congent vartushy evary intemet derger

'\-\.\______'
g""‘-‘""“‘*"“’ Pl bty confiquration & ressdied, Culpost starts
Inbnesmn e becbion probedrg againe o kinds of sifecks & 0on & i’

[ E

“Pous e esde Hhe prefadt choles for probeding yourself
&l increasing the conmedtion speed of woar compuber Content Fibering Sek b

Parvaralr , Culpial o Ui il pirsonal feval Arkive Conbenk

deveiopsd with Open Srchitechrs so svervors can

crashs his or har o phag-es. Thast mesns o can E-mad Attachments Fiber
ewtend Cafpoet copshdbies bot kewsp the sares, Fardiar Ink rusion [efeckion

[ii gl

Thank vou For choceng Agnitum Outpost!

Y
p,l

Remeinbeer, Ootprst i thee Prst peraoral Finessll with Open: St iatir s S0 S0 Can sweibs hes o her owen Dlgeine. That
W viny can e berad Cutperet’s capabidas Bk boes the e nbeelaca.

Aty e I, Wb D G Rubes Wizend 4

2. Click on the View menu at the top of this window.

3. Select Language from this menu.
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4. Choose your language from the list that’ s displayed.

Y ou will see this message informing you that you' [l need to reboot your computer before the new
language takes effect:

Outpost Firewall X|

& The language will be changed after reboat,

Operational Modes

Outpost gives awide choice of protection levelsall the way from totally blocking all Internet
access of every application on your computer to allowing full access to every application. For
your convenience, Outpost has different operational modes to conform to the protection level
you prefer.

The operational modes are:
€3 Block all—All network connections are disabled.
@ Block most—AIl network connections are disabled except those apps you enable.
@ RulesWizard—You enable or disable apps when they are first run.
@ Allow most—All network connections are enabled except those apps you disable.
) Disable mode—All network connections are enabled.

The default mode is Rules Wizar d. The Outpost icon on the taskbar shows which mode is set.
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To change the operational mode:
1. Right click on the taskbar icon (either &2, &, @ & or O)

2. Thefollowing menu appears. Select the operational mode by clicking on it.

Show Outpost Firewall

Disable mode

Allow most mode
v Rules Wizard
Block most mode

Stop all

Cpkions. ..
Always on top

about,

Exit
Exit and Shukdawn Cukpast

e i
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Rules Wizard

Rules Wizard is the operational mode that |ets you decide each application’s permissions to use
the Internet. Outpost asks you whenever an app first triesto send or receive data. Rules Wizard is

the default operational mode and is recommended for most users.

Y ou can choose to make arule for an app or not. If arule is made then Rules Wizard is not
displayed again for that app. If no rule is made for an app then Rules Wizard will display again
the next time that app tries to send or receive data.

Don't be concerned about setting rules for apps. Y ou can change or delete an app’srules very

easily whenever you want.

Thisisthe Rules Wizard dialog:

Create rule for IEXPLORE.EXE

E Internet Explorer requesting an outgoing connection
with

Remate service:  HTTP [TCP:20]

Remaote address:  wisns agritunm, comm

Outpost Firewall zhould:

= Allow all activities for this application

£~ Block all activities for thiz application

£+ Create niles using preset I Internet Explorer

Al Once | Block Once |

It shows you the application (Internet Explorer, in this example), whether the app wants to send
or receive data, the type of service the app is attempting to establish and the address the datais

about to go to or be received from.

Y ou are then given the following choices:

= Allow all activitiesfor this application—For applications you trust completely. The
application isthen included in the Trusted applications list. (See Options menu,

Applications tab.)
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= Block all activitiesfor thisapplication—For applications you know should not to have
network access. The application isincluded in the Blocked applications list. (See Options
menu, Applications tab.)

= Createruleusing preset—For applications you trust or distrust about the same as
another app you have already set rules for. The application will be included in the
Partially allowed applications list. (See Options menu, Applications tab.)

= Allow Once—For applications you are doubtful of. The next time this application tries to
establish a network connection, the same warning is displayed. No ruleis created for the
application.

= Block Once—For applications you distrust but are uncertain of. The next time this
application tries to establish a network connection, the same warning is displayed. No rule
is created for the application.

Automatic Updates

Outpost can update itself automatically from Agnitum’s web site. This ensures that you get
maximum protection from the latest threats discovered to be going around. Once a day, Outpost
checks the site for an updated version of itself and if thereisoneit is downloaded and installed on
your computer. Y ou are notified each time this happens and can cancel the update if you prefer.

If for some reason you need to turn off automatic updating, click on Outpost’s Help menu then on
Automatically check for Update to remove the checkmark.

Y ou can manually check for an update at any time by clicking on Run Update in the right-side
panel or on the # button on the toolbar.
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Whether checking manually or automatically, if thereis an update, Outpost displays this dialog:

+* Agnitum Products Update i =10 x|

Welcome to Agnitum Products Update

|
=
: s
\ ‘ Thiz program will help you update vour zoftware
*

# n Fleaze select the type of update.

|Jpdate Type

' Automatic [Fecommended)

' " Custam
@

Priowsy Settings. .. | ¢ Back I Hewt > I Cancel

Automatic—all new modules are downloaded and installed. Thisis recommended for maximum
protection.

Custom—you can specify the modules you want updated.
If you select Custom before clicking the Next button you will see this dialog:

+* Agnitum Products Update =10 x|

\% BN
. ' - [l outpost_main.zip [513.3 Kb]

-- Agnitum Update [125.0 Kb]

Frosy Settings. .. | ¢ Back I Hewt > I Cancel
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Check-marked items ¢ will be updated and unchecked items LI will not be. Clicking on the box
toggles the check-mark on and off. This applies only to the black check boxes. A red check box
shows the modules that will be downloaded with a checked item.

If updates are available the next screeniis:

+* Agnitum Products Update =10 x|

|
| 1' Downloading components.
e
\ = Progress
a |

- lll

E stimated time left; 5 min 30 sec
Total zize: 786 Kb
Downloaded: 12% [98.9 Kb)

Frosy Settings. .. | ¢ Back i [ | Cancel I

then:

+* Agnitum Products Update =10 x|

|
-: Update Success
e
y \ B efore pou can use the updated program, pou must

restark pour carmplter.

' %es, | want to restart my computer now.

' = Mo, | will restart my computer later,

Frosy Settings. .. | ¢ Back I Finizh I Cancel
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If no updates are found or none are requested thisis displayed:

+* Agnitum Products Update =10 x|

Your verzion iz up-to-date.

"We have determined that the latest version
aof Agnitum zoftware and its componentsz are
already inztalled.

Pleaze check again later. e recommend
that you check for updates at least once a
ek,

Frosy Settings. .. |

¢ Back I Hewt > I Cancel
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Advanced Settings

Safeguarding Your Files

Trojan horses are the most dangerous threats to your computer files and your confidential
information such as your passwords, credit card data and personal correspondence. A Trojanisa
program installed on your computer that gives full accessto hackers. The same Trojan can be
used secretly by many hackers. It’s not just one Trojan to one hacker. It’s one Trojan to many
hackers.

A Trojan on your computer can let a hacker view, copy or erase any folder and any file on your
computer just as though he or she were sitting at your computer using its keyboard and mouse.
Any file on your computer can also be sent to any e-mail address or posted on the Internet.

There are many ways a system can be infected with a Trojan and because a Trojan is not the
same as a virus (a self-replicating program segment) it is not always detected by anti-virus
software. Outpost was designed to nullify Trojans.
Outpost’ s settings for maximum protection from Trojans:
* RulesWizard modeinforms you of any program trying to send data from your computer.

= Stop all mode effectively disconnects your computer from the Internet, which can be set
very easily whenever you are not working on the Internet.
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= Make your computer invisible to hackers. Click on the Options menu, then on the System
tab. Select Stealth in the Answer Type field.

Generall Application  System I Policy I F'Iug-lnsl

MHetBios
] 'ﬁ*" [T Allow NetBins communication
=] .
Settings... |

ICHP

Bl Click here ta change ICMP zettingz
I,—_' 1 5
= Settings... |

Anawer Type

g? £+ Stealth. Do not notify source via ICMP meszsage.

E £ Mormal. Send usual ‘port clozed' ICMP messzage to the source.

Other System Settings

% Click here to allow/deny svstem traffic
Settings... |

)4 Cancel | Apply |

= Ensure NetBiosis unchecked unless your computer ison alocal network and needsto
shareitsfiles. If you need to use NetBios check thisfield and click on its Settings...
button to get the following dialog:
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MetBIOS Address

Pleaze zelect the remote address

£ Domain name (Intemet connection needed)
% |P Nurnber and Subnet Mask

Example: 195.168.1.0 [255.255.255.0)

192 1.8, 0 _ 0 256 255 | 285

1592.168.0.0 [255.255.255.0]

2l x|

&dd

b cdify

ik

Remove

The IP address in the default list (shown in this picture) is the usual number and subnet mask
of alocal network. Outpost specifically trusts any items on thislist. All other requests for a

NetBios connection are blocked.
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= In Options, click on the Plug-Instab and select Intrusion Detection. Click on the Select
button then set the options as you seefit in this dialog:

2] >]
Protect I
Alarm lewvel
E@,\r Move the slider to zet the alert level.
= I - Mormal
W arn whet multiple ports or ports with particular
K numbers are scanned
Block, intruders
f v Elock all traffic for |1 0 3: minutes
rrrrygl
v Block intruder's |P for IEEI Eﬁ mirtes
[T &lzo block intruder's subnet mask
Denial af Service [DOS] Attack
¥ Elock local port if DOS attack detected
OF. | Cancel | Apply |

Note: You can see the DNS or | P address to which a suspect program tries to send info by
examining the logs. The categories of logs are listed in the |eft panel of Outpost’s main window
(Incoming, Outgoing, Allowed, Blocked and Reported). The Users Manual coverstheselogsin
detail.
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A Web Site’s Hidden Programs

A web site can use programs to make its pages more interesting or useful. Examples include
animations, calendars, specialized calculators and helpful menus. Most of the time these
embedded programs perform a useful or aesthetic function.

However, some hackers found ways to make embedded programs destructive so Outpost gives
you the option of disabling each questionable component individually.

Todothis:

1. Double-click theicon & on the taskbar to display Outpost’s main window.

2. Right-click on Active Content to show its menu, which looks like this:

El;ﬁ F‘Eg-lns

..... Ads

----- &+ Content

- f5 DNS Cache

g Attachm ¥ Enable Web Blocking

o Intrusion e I [ v Enable
Cookies Prompk
Referers Disable

Java, Yisual Basic Scripk
Pop up windows
Java applets

k
k
[
2
2

Properties. ..
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Clicking on Properties shows the same options organized differently:

v Enable Web Blocking
»

Ackiver Controls
Cookies

Referers

lava, Yisual Ba:
Pop up windowe
lava applets

Web |

¥ Enable active content blocking

=1 E-Mail ActiveX controls -
= News O Dizable
@] Web Pages ) Prompt
----- g, e ample. com (=) Enable
----- v, Example. com Cookies
e e, eRampled.com O Dizable
) Prompt
(=) Enable
Heferers
() Disable
() Enable
Java and ¥B Scripts
O Dizable
(=) Enable —
Popup windows
| O Dizable
Add Femove () Enable
Jdawa annlake ;I

Properties. ..

] | Cancel | Apply |

The image shows three web sites listed under Web Pages (www.example.com,
www.example2.com and www.example3.com). These sites can be configured individually by
highlighting each one and setting its options.

To add anew address to thislist, click the Add button and enter the new address.

@ Iwww.agnitum.mn‘l j

] I Cancel |
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E-Mail Threats

Active content can be embedded in e-mails as easily asit can in web pages. Disabling these
components for your e-mail is done the same as with web pages. See previous section for how

thisis done.

Another threat e-mail can bring to your computer are programs disguised as innocent e-mail
attachments. Thisis avery common way of installing a Trojan horse, a seemingly helpful
program that opens your computer system to direct hacker control. To safeguard against this, you
can specify how Outpost should handle each type of file attachment. Thisis done by right-
clicking on Attachments Filter and selecting Propertieslikethis:

!l Agnitum Outpost Firewall - configuration.cfg

File Wiew Tools Options Help

=T

o = -

Y K - B9

EZI-- All Connections (7)
----- %] Allowed

----- % | Blocked

R i | Reported

=269 Plug-Ins

..... Ads

----- & Content

----- J DNS Cache

Q Active Content

Attachments Filte

&= Attachments Filter

Elﬁ My Inkernet

DateITime

= "
----- Intrusion Detectig ¥ Enable files guard
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This gives you the following dialog:
options 2x]
E -mail &ttachments Filker I

1. Specify the File tupe for your rule

|2]wEScript Seript File

Remowve

Drefault

=
]

2. Select the Action far yaur rule

Fename It And Scan For Wiz
Repart [t

3. Rule Description

If e-mail containz YBScnpt Script File
Rename and zcan for wirug uzing Taugcan, exe

and Repaort [k

)4 | Cancel | Apply

In section 3 Rule Description, you can specify the anti-virus software to be used by clicking on its
name (in this example, it is called Tauscan.exe).
The New button lets you add file types to be inspected by Outpost and gives you this dialog:

Specify file type;
-
Dreszcription:

|ves.:ript Script File

k. I Cancel
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Ad Blocking

Advertising pays the expenses of many web sites so they can give their info or software away for
free. However, often ads greatly slow down the connection, are offensive and/or smply irritating.

To have Outpost block ads on the web pages you are browsing, right-click on Ads under Plug-Ins
in the left panel. Then select Propertiesto get the following dialog:

2 x|

HTML String | Image Size |

¥ Enable HTHL ad sting blocking
[ Show Ad Trashcan on vour desktop

%~ The graphics and advertizing that contain a matching sting
are removed from the page by Outpost Fireveall before the

page iz dizplayed in the web browser.

IﬂELink fadd

_ Remave
H23CLink,

E2Fads%ZE !
%3F ad2E odil
.&aadu:.l_ Drefault
.ads.

adszd

.anm

click2net. com/

.het-on.com

reklamald

webconnect net ;I

il

(] | Cancel | Apply

Ensure the Enable HTML ad string blocking checkbox is checked.

To add an address to the list of ad servers, enter it in the field above the list and click the Add
button. To edit an address, select it on thelist, then edit it in the field above the list and click the
M odify button. To delete an address, select it and click the Remove button.

The Default button restores the list to what it was when Outpost was first installed.
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To prohibit ads of specific sizes click the Image Size tab to get this dialog:
2l x|

HTML Sting  Image Size |

¥ Enable blocking by image-zize

N Any graphics or advertizing image that matches the size you
enter will be blocked by Outpost Firewall before the web page
iz dizplayed.

Wwidth: |100 Height: 100 Add

100 =100 Remove |
125x125

463 » B0 fadify |
470 % B0

23w E0

120 %20
88 x 3

)4 | Canicel Apply

This dialog works similarly to the previous.

Note: Blocking ads by image size blocks the display of all images having the specified sizes that

arelinks (i.e. within <atags), whether they are linked to another site or a page within the web
Site.
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Content Blocking

Outpost can block specific web sites as well as any web page that contains aword or phrase you
specify.

To have Outpost block objectionable content:

Right-click on Content in the left panel of Outpost’ s main window, then select Parameters to get
thisdialog:

2 x|

Blocked Words | Blacked Sites |

[¥ Enable contert blacking

When you access a web site, Outpost Firewall can look for
m’ strings having the following words. Pages containing any of
theze words are not displayed in the web browser.

Ie:-:plcnsivesi Add

Remove

hme-made bombs

il

fl mddify

(] Cancel | Apnply |

This dialog works very similarly to the ad blocking dialogs.
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To block specific web sites click on the Blocked Sitestab for this dialog:
2lxi

Blockedwiords  Blocked Sites |

[¥ Enable site blocking

m Outpozt Firewall will block accezs to the siteg listed below,

Iwww.new-site-being-entered.u:u:um Add

i nesw-zite-being-entered. com
vy, zite_to_be blocked. com

Remove

il

fl mddify

] | Cancel | Apply |

This dialog works similarly to the ad blocking dialogs.
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Setting a Password

If you have children and don’t want them to change the settings you made, you can set a
password for Outpost.

Thisis done from the General Options dialog as shown here:

General |.-’-‘-.|:||:|Iin::ati-:|n| Systeml Palicy I F'Iug-lnsl

Fazsword protection

Set pazzword to protect your zettings
{* Enable

Pazswiords

Log file farmat
Enter the old pazswaord

: Click here to char % Il
=3,

Enter the new pazsword

Miscelaneous ———— I
I% ¥ Fun automatic Re-enter the new pazsword
[ Apply rules witl I
v Hinimize tc

OF. I C |
¥ Cloze butt Anee |

] | Cancel | Apply |

Skip the field Enter the old password if you have not already set one. Thisisused only if you
are changing passwords.
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Trusted Zone

Y ou can specify sites that you trust so Outpost does not block their traffic or ask you each time
for your permission. Examples of trusted sites would be other computers on your local corporate
or home network.

To specify atrusted site or computer click on Options, then on the Policy tab to get this dialog:
2l

Generall .-’-‘-.pplin::ati-:nnl Syztemn  Policy |F'Iug-|ns|
Pleaze select the firewall policy:

o @ @ O

Allow riozt kEgs]l  Elock most Stop all mode Dizable mode

Rulesz Wizard

[Guides you through the process of creating a rule for any twpe of
communication that haz not been covered by current firewall rules.
Once a rule iz made, the firewall applies it to future communicationg
automatically.

Trusted Fone

Pleaze enter the truzted computer's P addresz.
Cutpozt will not block communications to ar from
theze |P addreszes. An example iz other computers

an a home or corporate nebwork.
Change... |

W

(] Cancel | Apply |

Click the Change... button to get the following dia og:
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Pleaze zelect the remote address

£+ Domain name [Intemet connection needed)
= IP Murnber and Subnet Mask

Exarnple; win. domain, com

LA, -0t n-webisite. com Add

b cdify

i

Hemove

s | Cancel |

This dialog works similarly to the previous dial ogs with the addition of the subnet mask.

For more in-depth information about Outpost, please see the User Manual.



	Some Background
	Internet Basics
	Why Outpost is Needed
	The Main Threats
	How Outpost Works
	Outpost's Features

	Getting Started
	Installing Outpost
	Running and Shutting Down

	Initial Options
	Language
	Operational Modes
	Rules Wizard
	Automatic Updates

	Advanced Settings
	Safeguarding Your Files
	A Web Site's Hidden Programs
	E-Mail Threats
	Ad Blocking
	Content Blocking
	Setting a Password
	Trusted Zone


