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1. Introduce of WIFI module

1.1 Introduce

Almost all communication devices including PC are using serial transmission. In this type,
devices send and receive data in the order of each byte. The serial communication is quite
simple to implement but has weaknesses such as short distance and hard maintenance.

USR-WIFIMOD-II lets the serial devices connect to the WIFI mobile or Internet via
wireless LAN (IEEE802.11b/g). To communicate with mobile phone or on Internet, devices
should use TCP/IP protocol, so USR-WIFIMOD-II processes the converting serial data to
TCP/IP.

WIFIMODII support HTTP server functions and provides web configuration interface.

Additionally, it provides 1 Mega Bytes user space, which can be used to store page files.
User can easily upload custom pages to USR-WIFIMOD-II module.

In addition to traditional UDP\TCP Client \TCP Server Net to Serial usage.
USR-WIFIMOD-II support SWEB (serial to web)mode, which provide a very handy way for
controlling serial port via java script in web pages.

_____“

“"+ *‘*

I > STcp$ mode
9o
On
15
P STcpC mode
I Serial
I Port
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1.2 Parameter detail

1. IEEE 802.11b/g, support Ad-hoc point to point (no need to use AP).
2. Support for security standards WEP64/128, WPA/RSN(WPA2)PSK
3. Static IP setup, DHCP, Auto IP

4. Serial2Net transparent work mode: TCP Server, TCP Client , UDP , support DNS for
domain target

5. Handy SWEB mode, 1Mega bytes storage, and Communication via HTTP Post

6. Support download user data and documents from serial port , support browser to
up\download the serial data, support AJAX

7. 1M Bytes user flash space for user web page and data

8. Can work with wireless router(Infrastructure)

9. RS232 baud rate 1200~115200, Data bits and parity can be set

10. Setup all parameters via HTTP web page, there are password for page login for Security.
11. Support online upgrade, operated in browser.

12. Provide SWEB page design example,10+ templates.

1.3 Led status

NET&SERIAL LED blink in every 2seconds means it is work in factory default setting.

LED Notes

POWER Power status

Indicate wireless connection.
WLAN Blinks means trying.
On means connected.

Indicate TCP connection status.
Blink means receiving data.

NET

Indicate Serial is opened
Blink means receiving data.

SERIAL
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1.4 Power supply

Input power input is DC 5V~16V, maximum current is about 300mA, so the power
adapter current should not less than 300mA.

Try to use high-quality power adapter supply to make sure the system work ok.
We supply one 110~220AC to 5V DC power adapter, positive outside and negative
inside.
1.5 Packet list
1. USR-WIFIMOD-II WIFI to RS232 convert module * 1
2. AC to DC Power adapter * 1
3. Female to Female Serial cross cable * 1

4. CD with user manual and software * 1
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2. Configure and use USR-WIFIMOD-II

2.1 Connect to WIFI module
In factory state(initial configuration), USR-WIFIMOD-II behaves as below:

B It's NET&SERIAL LED Blink in every 2seconds.

m |t will work in ADHOC mode,whose SSID is “wifimodli@192.168.1.254”
B [t holds a static IP address “192.168.1.254”

B [t works in Udp2Serial mode, and serial access port is 55555.

. wifimodll@192 1¢g
IPr-t' 5555500
KXZdGZPJ)44 :R\

Factory State

You can use laptop(with WIFI adapter) Ipad or Iphone to connect to WIFIMODII. with IP
address properly set to same subnet (such as 192.168.1.105), you can use web browser to
access the module.

Steps:

Power on the USR-WIFI-mod-Il, the two leds serial and net flash every 2 seconds, show
the WIFI module work in factory setting.

Find one PC with WIFI support, open your PC wireless network manager, Refresh
network list, you can see "wifimodli@192.168.1.254" as follow picture. It is a
computer-to-computer network, now connect to it.
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159 Wireless Network Connection £|
Network Tasks Choose a wireless network
g Refresh network list Click an ikern in the lisk below ko connect bo a wirgless netwark in range ar to get more
information.
<2 Set up a wireless netwark, (@) TP-LINK_14D24E Connected i‘f ]
fFor & home or small office i
k_rJ. Security-enabled wireless network (WPA2) IIII!
Related Tasks {{i)} A
@ Learn about wireless Unsecured wireless network I“!“
networking
CMCC
({*))] 4
iﬂi’ “hange the order of [l =
preferred networks Unsecured wireless netwark II["]
"&lﬂ “hange advanced {{ }:j g
setkings
Unsecured wireless network I“[I[l

wifimodII®192.168.1.254

Then it shows Acquiring network address.
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15" Wireless Network Connection

Network Tasks Choose a wireless network

g Refresh network list Click an ikern in the lisk below ko connect bo a wirgless netwark in range ar to get more
infarmmation,

wifimodIIi@192.168.1.254 Acquiring network 3¢

< Sek up a wireless network
o address

fFor & home or small office

IUnsecured computer-to-computer net

Related Tasks onnected bo this network, To disconnect From this nety

.j,.l Learn about wireless

networking
hange the order of TP-LINK_14D24E Automatic fy
preferred networks (“ﬂ})
@ change advanced "_E' Security-enabled wireless network (WPA2) Ill!l
setkings CMCC
(“ﬂ})
Unsecured wireless nebwork, Il.l][l
0
(“ﬂ?')
Unsecured wireless nebwork, Il.![l
A
(“i'?')
lh

Disconneck

As you can see , this link can not auto get IP address, so set one IP by your self, Wireless
Network Connection status -> Properties -> Internet properties(TCP/IP)-> fill the tables like
follow picture.
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Internet Protocol (TCP/IP) Properties

eneral

Y'ou can get IP zettings azsigned automatically if pour nebwork, suppaorts
thiz capability. Dthemnwize, you need to azk vour nebwork, administrator for
the approprate IP zetlings.

() Obtain an IP address automatically
(&) Uze the following IP address:

|P address: 192 168 . 1 105
Subnet mask: 25285 0285 0
Default gatewsay: 192 168 . 1 . 254

(%) Usze the following DNS server addresses:

Preferred DMS zerver:

Alternate DMS server:

[ OF. ][ Cancel ]

After all OK, you can confirm the new IP setting, just use a command "ipconfig" in
cmd.exe

C:AWINDOWS\system32\cmd. exe

C:sDocuments and Settings>comd
Microsoft Windows HP [UVersion 5.1.26881]
CC» Copyright 1985-2801 Microsoft Corp.

C:s»Documents and Settings>ipconfig

Windows IP Configuration

Ethernet adapter Wireless HWetwork Connection:

Connection—specific DHS Suffix
IP Address. . . . .
Subnet Mask . . . .
Default Gateway . .

192.168.1.185
255 255 .255.8
192.168.1.254

C:~Documents and Settings>
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Now you can use Internet Explorer Browser to visit the web page in WIFIMOD-II, type
http://192.168.1.254 .

You will be asked to login, fill User name and Password both with "admin”, the default
setting for WIFIMOD-II.

Connect to 192.168.1.254

wifirmodII login:

Lser narme: | £ admin w |

Password! | senes |

[ ]Remember my password

[ Ok, l [ Cancel

After login, you can change to the english version page, on the page you can visit and
change and save settings.
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2 wifimodIl - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

eBack - gl lﬂ @ _h }__‘J Search \‘:‘\'{Favurites {‘3 E':' :; ‘5

Address |:§’| http: {192, 168.1.254/index_en.htma# v| Go  Links *
s
ifimodII
wF:.E"'EE'_'-E-.I"_.'IIIIJF lI:f'Eﬁp'."‘ "
Status
Thanks for choosing wifimodIl! IP addr:192.168.1.254
Wifimodll lets the serial devices
connect to the wifi mobile or Internet via Group name:
wirgless LAN (IEEES02.11b/g). To wifimodIIGroup
communicate with maobile phone or on Module name:
internet, devices should use TCR/IP wifimodll
protocel, so wifimodIl processes the RAM:
converting serial data to TCR/IP. Curri44% Max: 68%
wifimodIl support HTTP server CcPL:
functions and provides web configeration (1 3E O EEE I
interface. MAC addr:
40:2C:F4:94:28:F7
Additionally, it provides 1 MegaBytes :
N Run time:
user space, which can be used to store A erm
page files.User can easily upload
customized pages to wifimodIl module., Sk
0000100121001057
In addition to traditional UDFYTCPCATCRS Net2Serial usage. wifimodll Vi
support SWEB {serial to web)mode, which provide a very handy way for 2.4.5
controlling serial port via javascript in web pages.
Fresh [ T -auto v

@ & Internet
12 i ")Emﬂl“ % 5:20PM

2.2 WIFI network mode choose

As you can see i 2.1, USR-WIFIMOD-II network is work at computer-to-computer (Ad-hoc)
mode at default factory setting, it can also work at Infrastructure mode with wireless router.

WIFIMODII supports IEEE802.11b/g. The IEEE802.11b and IEEE802.11g support
11Mbps and 54Mbps transmission rate respectively. There are two types of wireless LAN
networks — ad-hoc and infrastructure.

Basic Requisite
SS/D

It is an identifier to identify the particular wireless LAN. So the same SSID should be
configured to all stations to communicate in the same wireless network. In case of
infrastructure mode, user has to set his station’s SSID as same as AP’s. The maximum value

of this parameter is 31 bytes.
Channe/

IEEE802.11b/g wireless LAN stations communicate through the ISM (Industrial, Scientific,
and Medical) band whose frequency is about 2.4GHz. IEEE802.11 specification divides this
band into 14 channels every 5MHz. If user installs more than one wireless LAN networks in
the same area, the channels should be apart more than 4 channels to avoid interferences.

WIFIMODII module can arrange channels automatically.
Authentication and Security

Authentication

Page 11 of 41 freda@usr.so
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A wireless LAN station should get authentication from the AP inthe infrastructure
mode. There are the Open system and the Shared key for the authentication methods.

WEP (Wired Equivalent Privacy)

The WEP is a secure protocol for wireless LAN. There are two kinds of WEP method — 64
bits and 128 bits key.

WPA (Wi-Fi Profected Access)

WPA s a security standard for users of device equipped with Wi-Fi wireless connection. It
is an improvement on and is expected to replace the original Wi-Fi security standard, Wired
Equivalent Privacy (WEP). There are two modes about the user authentication in WPA
security. The one is Enterprise which has authentication server and the other one is PSK
(Pre-Shared Key) which does not have any server. WIFIMODII supports WPA-PSK (TKIP).

WFPA 2

To final security of Wireless LAN, IEEE 802.11i, a standard about Wireless LAN, has
suggested the Counter Mode with Cipher Block Changing Message Authentication Code
Protocol (CCMP) for replacing the TKIP. CCMP uses Advanced Encryption Standard (AES), it
is the WPA 2 that adopts the using the method. WPA 2 has also both Enterprise and PSK
mode. WIFIMODII supports WPA2-PSK (AES).

WIFIMODII supports WEP, WPA-PSK (TKIP) and WPA2-PSK (AES)

2.2.1 Ad-hoc Mode

Wireless stations communicate each other without the AP. So user can make a system
more simply. It is proper if there’s no wired LAN requirement and it is a small network. Some
people call it peer-to-peer mode.

/ N

Figure 2-1 ad-hoc
Key feature:
B AP not essential, low cost.
B More than one node can join in.(but limited)
B Static IP needed (if DHCP server unavailable)
[

Only WEP security supported.
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2.2.2 infrastructure Mode

or -
Figure 2-2 infrastructure

The wireless LAN stations communicate through an Access Point (AP). So, at least one
AP is needed to make the infrastructure network. The wireless LAN station can talk to wired

network hosts because AP relays between wireless LAN stations as well as between wireless
LAN station and wired LAN (Ethernet) host.

Key feature:

B AP needed, more range covered & transmission stable.

B More than one node can join in.(but limited)

B Dynamic IP can be used (Most AP have DHCP server function)
[

WEP\WPA\RSN security supported.

— —

Figure 2-3 Wireless distribution system

2.3 Configurate module

Module provide web interface for configuration.On setup page, “save” button will submit
user’s configuration, and save it to file system as a file.

Module will read user configurate file ONLY when it boot up. So a reboot is necessary
after click the “save” bottom on setup page.

Jinan USR IOT Technology Co., Ltd. Page 13 of 41 freda@usr.so
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All the following settings can be found on the setup web page.

2.3.1 wireless setting

Network name SSID
link mode Ad-Hoc or Infrastructure
RSSI low limit [1]

Encryption settings | According to destination AP security settings.

[1] In circumstances with more than one AP having same SSID, module select AP with
best signal strength.When association complete,module bound to this AP(by AP mac add). If
Roaming enabled,module keep checking AP signal all the time. When this value drop below
user defined threshold, module start to rescan in background(lead to some performance
loss),until it find a new AP(same SSID)with better signal. So, if not in a multi-AP
environment,and module is not keep moving, do not enable it.

TIP: WLAN LED blinks means that it is trying to associate to wireless
network.When it keeps on, means module is on-line.

2.3.2 Work mode setting:

Work mode Module’s service selection.
UDP/TCPS/TCPC [1)/SWEBI[2])/UDPro(test)[3]

Destination IP [4]

Destination domain When in tcpc mode, dest IP set to 0.0.0.0, this will
indicate tcp connection destination.

e.g. “www.domain.com”

Destination port [4]

After TCP connect [5]

Ping IP [6]

[1] TCP Client mode: module try to connect to Destination IP after link to WIFI network, in
the first 10 times, every 15 Seconds try to connect if not connected, after the 10 times, the
retry Frequency change to every 60 Seconds. if connection is Disconnected, it will retry
connect. Destination IP and Destination Port is the target for TCP Client to connect, if

Jinan USR IOT Technology Co., Ltd. Page 14 of 41 freda@usr.so
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Destination IP set to 0.0.0.0, WIFIMODII will Resolve the target domain. this is based on DNS
setting.

[2] SWEB mode: see details in "SWEB" section.

[3] UDP_Pro mode: UDP_Pro is an advanced UDP mode, the data segment exchanged
on serial port include 16 bytes head, having IP\Port\length info.

[4] Dest IP & Dest Port, play a role in specifying or filtering the target.
In UDP mode: if destination IP and Port be set,module will bounded to the target. If dest IP or
dest Port be set to 0,it means any IP or any Port can sent data to module's serial port.To some
extent,dest IP&Port can be used as a filter. If one of them is 0,the module will record every
access to serial port, and data from serial port will be forwarded to the most recent visitor.
In TCP Server: WIFIMODII work as a TCP Server, if the Destination Port set to 0, it allow any
IP connect to it, else specified allowed only.

[5] In TCP Client mode, module will send its name&group name just after connection
established.This can be used by server to identify module.

[6] When specified, "ping keep-alive" function will be enabled. Module will periodically
ping the specified IP (router's IP recommended), if the other did not respond within 1 minute,
the module will reset itself. This feature is used to keep wireless connection for long time
work.

Details for destination setting:

UDP mode
DestiP  :192.168.1.5
DestPort: 55555
>
DestP :192.168.15
DestPort: 55553 DestiP :192.168.1.20
X\ DestPort: 55555
O o e
< N

When destination been set explicitly

Jinan USR IOT Technology Co., Ltd. Page 15 of 41 freda@usr.so
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DestiP :192.168.1.9

DestPort: 55599
m
DestiP :0.0.0.0
DestPort: 55555 DestiP :192.168.1.20
DestPort: 55599
\

e L[]

When destination IP not limited

“With explicit N\
destination N
)
! DestPort: 55555 :
"DEF" : — ! Dst:192.168.1.5 /55555
! »_DEF E g
; )(4 mpe~ § Sre:192.168.15/54321
: T -Srcportisnot " 55555
M ! $rc:192.168.1.50 /55555
; i “SrcIPis not*192.168.15"
S - $rc:192.168.1.5 /55555
< 1BC j <Mt j
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With PORT f ilter \
SerialDevice PPN
SNt

DestiP :0.0.0.0
DestPort: 555595

*No explicit lles'!ination >><

NETClient

$rc:192.168.1.5 /54321

x< "ABC"

*Srcportisnot " 53559'

ppn g " $rc:192.168.1.5 /55555
<—HBE <
—_— - $rc:192.168.1.50 /55555
oGl <
*WithIP filter X\
SerialDevice  ; i NETClient
i DestP :192.168.15 |
E DestPort: 0 E
KKK ; i
*No explicit de.":tinalion >>< i
; wgRI® 4 SY€:192.168.150 /55555
; X' : *SrcIPisnot"192.168.15"
mpr wppn  § Sre:192.168.1.5 /55555
P[] : PRI :
ppn | e+ SIG:192.168.1.5 /50321
<o e

Jinan USR IOT Technology Co., Ltd.
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‘With dest f ilter S\
Serial Device ! an ! NET Client
1 1
\  DestiP :0000 |
: DestPort: 55555 :
XK 1 !
| ]
*No explicit desllinalion >>< :
1 |
1 1
llnBcll : ‘ "lnc LU} : src:lgz.]ﬁa-]-ﬁ I55555
l 1 1
" w 1 " " 1 nsl:192.168-1-5 I55555
DEF : > DEF : >
1 1
< B i "GH1" i $rc:192.168.1.50 /55555
g 1 wypw I Dst:192.168.1.50 /55555
IKL : > KL : >
| 1
| |
"MNO" i "MNO" E $r¢:192.168.1.5 /55555
"pAR" 1 "OR" I $r¢:192.168.1.50 /55555
POR POR
< i < i
1 1
||sl|ll'l| : ’ lls'l'llll ! nsl:lgz.lﬁ&]-ﬁn I55555
1 |
—— Wy Dst:192.168.1.50 /55555
VWX : > VWX : >

2.3.3 Network setting

IP mode

How to set module’s IP address

Module IP

Used if static IP mode is selected.

Subnet mask

Gateway IP

DNS

DNS IP

Jinan USR IOT Technology Co., Ltd.
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2.3.4 Serial port setting

Module Port on TCPIP Net port used to access module’s serial port.[1]

Receive free time (HoldTime) [2]

Receive packet size(LoadMax) | [2]

Baud rate

data bits If Parity set to EVEN or ODD,this should be set to 9bits
stop bits

Data Parity

Data flow control If use RS485, here must choose RS485 control.

[1] In most cases,there is no need to change this parameter.If you need to change, be
sure NOT set to 12345, this is used for node discovery protocol. Also avoid 4530 or 4540, if
you do not use silver light or Flash socket technology. In TCP server mode, set this to 4530,
will enable Silver Light Socket authentication mechanism. This is used to support user's silver
light program using TCP socket to connect module.Port 4540 is the same,but for Flash XML
Socket authentication.

[2] Module keep caching Serial input data until 2 conditions occur. First,incoming data
interval longer than Hold Time; Sencond, cached data longer than Load Max. These two
conditions will lead cached data packing and forwarding.

Load Max & Hold Time details:

TimeOut!
Herewego -

0 <—Senal Byte Stream

r T1==HoldTime ’I
Hﬂ B8 Hﬂ B8 )) B8l [88
LoadMax =16 LoadMax =16

NetPackets

If serial RX cache hold data exceed Hold Time...

Jinan USR IOT Technology Co., Ltd. Page 19 of 41 freda@usr.so
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Fullload!
Go~
|< T2 <HoldTime ’I (0 <4— Serial Byte Stream
1188 .
. )) ? LoadMax =16
)

If serial RX cache get enough data...

Jinan USR IOT Technology Co., Ltd. Page 20 of 41 freda@usr.so
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2.4 Recover to factory settings
Factory default mode:

WIFIMODII initial wireless mode is AD-HOC, user can connected to module and
configurate it in web browser.

 wifimodll@192 1g
P - 55555

PO rc: ia - AD- HOC ﬁ f hitp://192.168.1.254/setup.htm

When in default mode, module open 55555 port for UDP to Serial service
Deaf state:

Module may enter into DEAF state if configurate improperly, in this state, user can not
connect to module wireless,and can not access module’s setup page.

Y

By sending specific string to module’s serial port,user can restore module to the factory
default state. This will be described in detail.

User defined state:

If properly configurate, module will work in required mode, and user could access module
wireless.

Jinan USR IOT Technology Co., Ltd. Page 21 of 41 freda@usr.so
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config config
improperly properly

Factory State

N

Recovery ~ A
szi Procedure ‘ ~—
config
Deaf State properly User Def State

config
improperly

There are two ways to reset module to factory default state:
B By sending specific string via serial port

By sending “wifimod:RSTOR”(without quotes) to module’s serial port, module will boot in
factory default mode. And remember,these must be done within 3 seconds after its
reset(or Power on).

Deaf State Factory State

The restore procedure just boot module in default mode, giving user a chance to
re-configurate it.But configurate information is not modified.Without saving,a reboot will lead
module to the last configurate state.
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Deaf State Factory State

%

Reset PPN
S’

new configuration must be saved before reset.

N TifimodIT recover tool

Serial:
||:nm1| ] Upen COM Click me in 3 seconds
1152|:||:| n, 8, after reboot

Restore tool
® By control module’s specified Pin
By LED_NET signal(core module pin), user can reset system to factory default state.

Keeping this signal low for 3 seconds when power on or reset, module will boot to factory
default mode.

(Please refer to detailed module-related guide)
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3. Work mode settings
3.1 UDP mode

3.2 TCP Server mode

3.3 TCP Client mode

3.4 SWEB mode

STEP1: Get Page

e

BT ® IAD #
< O MR G Prx Jrumx 5
wlllmod“ @) [ hep://152.168.1.90/status.ben B

@)
I -"‘“‘ I GET /xx.htm

: i::fDl
zu%

\_____J

lISEH DEY| I

CEE
00000
0000
— —
— —
2 S5

| POST "stat”

(—

«————-n

STEP2: AJAX

f—mm—“

w
k_____J

Ok IS:

Send("stat",Recu);

func Reculdata){
handle(datal;

}
3.5 Virtual COM Port mode
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4. Use sample test

4.1 UDP communication test ( it is factory mode)
Test require:

B Module in factory default state with it's serial port Rx (DB9:Pin2) & Tx (DB9:Pin3)
short connected.

Laptop connected to module(See above section).
Using TCP/IP debugging tools in UDP mode, send any text to 192.168.1.254:55555

ﬁ-l]SR—TCP232—Test E5232 to Ethernet Conwert tester
File(F) Options (0) Help(H)

COMSettings
Farttun |EDM1 ﬂ

Baudr (179200 -
DPaity |NONE =
DataB |8 bit ot

MHetwork data receive

[Receive from 192 168, 1.254 : 55555] :
http:/fwww. usr. en

COM port data receive MHetSettings

(1) Protocol
(2) Local host IP

kL.

{31 Local host part

Stoph 1 bit -

@ Open

Recw Options

[ Receive to file. ..

[v £dd line retuwrn
[ Receive As HEX

[ Receive Pause

Save. . . Clear

Send Options

[” Data from file ...

[~ Auto Checksum
7 Auto Clear Input
[~ Send As Hex

@ Disconnect

Recw Options

[ Receiwe to file...
[v #dd line return
[ Receiwe As HEX

[~ Receiwe FPause

Save.. . Clear

Send Options

[~ Data from file ...
[~ huto Checkzum

7 huto Clesr Input
[ Send b= Hex

RemoteIP:|192.168. 1 254 Port: 55595

[~ Send Recyele [~ Send Recyele

Interval 100 ms A AR AR E hittp: ffwww. usr. on Interval |100 ms=
Send Send
Load. .. Clear Load. .. Clear
[& Ready! Send: 0 Recv: 0 Feset | [& Ready! Send: 17 Recv: 17 Feset

4.2 Virtual COM Port test
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4.3 SWEB Test

N 19:210 ]

@ 192.168.1.254: wifi... | r——
e

B3N MRS SEEE b WF

P BN
mode, 081
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5. WEB Server in WIFIMODII

5.1 Sweb summary

Web server is an important part of WIFIMODII design,which has made the full display on the
device homepage, status and function, reflecting its effect and function.In addition, WIFI also
make many test and optimization to support WIFI mobile device browser, mobile phones can
also get the same effect as PC.

L N 19:2100 @ (™
192.168.1.254: wifi... wiflmodit
b
- - ; e
| S ]
= L e
= 3 « > OF /
] ©®_ ®®
4 L]

The provide of user storage space makes it possible for some applications to custom page, to
write JS script logic, to place Flash, to deploy Java Applet, and sweb model makes the page
logical access come into reality.

The natural principle of this Web interface application is that the server (module) disposably
provides interface framework (HTML\CSS\IMG), logic (js), and many times provides dynamic
data (ajax mode).

Users need to connect hardware equipment serial ports; prepare static data (design web
pages and pages logic JS), plan dynamic data format (serial equipment plan command
protocol). As below:
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SWEBAPPLICATION DEMO

_____“

(
|
|
|
!
|
|
el

Working mode as below:
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STEP1: Get Page

e

| -.

Sweb mode

.

\_____J

»

N

GET /xx.htm

[E
0
H

A M/ ER - Nicrosoft Internct Explorer
THO @EE FEQ @G TAQ BB
< O MR G P v 3L
Q)| hery /192,185 1.9 status hin

[ e g

STEP2: AJAX

(=

wifimodil

_ @/
«———n

Sweb mode

|- o

k_____J

3 S EH - Nicrosoft Internet Explo

plorer E
XtE SO SEQ KRE TAQ WBHY o

| POST "stat”

I twar i
I & © Tnternet

[ R IS:
| Send("stat" Recv);

func Reculdata){
handle(datal;

}

WIFIMODII In "/ SWEB" directory supplies the SWEB function demo page, at the same time
provides serial simulation program written by VB, used for the simulation of a serial users’ port
equipment, the user can view the code, to understand SWEB agreement is simple and easy
to fitin.
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w ¥ifimodII SwebBAFRLE M=
Serial: ’ ——
Com1 ~|  Jszo0mE gk {uERR Rk EI JH/OFF
#w=| Qo0 osom0 o o FEE
of | Tx o Bz o o
o o [o [0 -1
Sweb Serwer Root: H H H N
chili fimodTTvwmii bt ool sh ow il E E E E [ 3
P T
Swdb recw log i i E E [ 5
[ B
wr — {wolt_wal™: 0, "meter_wal®:0, “oda
Iﬁ i ,ﬁ: Yg N E _wal™: 0, "progress_wal™: 0, "line_w
v 21":0, "oneff wal”:
% ﬁ ﬁ [falze, false, false, false, falze, £
alze, falze, falze]}

5.2 Sweb mode core knowledge
€ Sweb mode is a web server monopoly serial work mode
€ The browser through the "/ sweb/" path can access to user file. (2.1.19 version)
€ Whether sweb mode, the user can access "/ sweb" directory file;

€ Sweb mode, the browser on the equipment IP access will redirect to/sweb/index.
HTML file.

€ Sweb mode, the browser through the "/ sweb. cgi" access com. For example, visit
"http://192.168.1.254/sweb.cgi", page will return the com cache data;

€ Support three parameters: "file" requested file; "Wait" set serial waiting time. "Clean"
instructions to empty serial receive buffer; (later details)

€ GET the default used for file data, if don’t set wait parameters, will use the
parameters in the configuration of the default HoldTime instead; POST usually is used to send
data, not setting the wait parametric representing not read serial port, if setting wait = 0 means
not waiting, the cache is directly read after sended;

Clean parameters used for empty serial receiving cache, setting clean parameters can
eliminate the influence of clutter data before, it is suitable for "command, answer" work style,

The exact process: clear the cache; Send tip; Wait for receiving; Read the cache;Return
to the page;

Wait parameter is used to specify the time of waiting for the serial port, the unit is ms.
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5.3 Page views of sweb mode

WIFIMODII provide storage space that can be used to store user page file; In addition to
read local data, but WIFIMODII also support from the serial port for file.

Visit the home page:

The WIFIMODII Sweb mode, the default home page (http:/IP) visit will redirect to user
space "/ sweb/index HTM.". The user can modify the page to realize custom user interface.

If it is not sweb mode, the default home page is the device page itself, equivalent to
"http://192.168.1.254/index.htm"

Access to user space files:

The user space(/sweb directory)files can be visited through the way like
"http://192.168.1.254/sweb/abc.xyz".

Through the serial port to the requested page:
Customers in the browser to com request file, link forms such as:
http://192.168.1.254/sweb.cgi?file=usr.htm&clean=1&wait=2000

"File = usr. HTM" indicating request file named "usr HTM." (can contain path).
"Clean = 1" instructs before the feedback of the serial port, empty receiving cache first;

"Wait = 2000" parameter indicates after outputting message, com idle waiting for the
longest time is 2000 ms;

In the browser address bar input the address above, WIFIMODII will empty serial
receiving buffer, and output "swebget usr. HTM \ r \ n" string from the serial port (" \ r\ n "for
the new line operator), after that,the data serial port receives will be returned to the browser,
until in 2000 ms no more data be received
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Pay attention to the browser's cache mechanism:

The default browser cache has visited pages, this feature can greatly reduce the number

of the same file request; Especially sweb mode through the serial port users requests file,
using the cache mechanism can reduce redundant data volume, speed up the browser's

reaction speed.

WIFIMODII can realize this feature with the browser support, in sweb mode, the browser
from serial requests the same file will be circular to use cache pages, in order to reduce
serial be taken up; For this reason, when debug sweb mode, the browser refreshes user
page in the serial port may not be requested information, if the file changes, you need to
read the data, can use the Ctrl + F5 (IE) or Shift + F5 (Fire Fox) to force the page to
refresh. The details in the page based on serial port development need to be paid
attention to; In normal use, because the customer file generally does not change, the
cache mechanism will not cause problems.

Sweb.cgi request a document with suffix name, to access to other format files, wifimodll
reimbursement data, the browser will make different treatment according to different suffix,
such as HTM, JPG and so on pages elements will be directly displayed, if rar, hex and so on
suffix will prompt to download.

With the aid of this process, it can realize directly saving the com back data to local files
through the browser downloads.

5.4 Upload files to serial port

Sweb mode can upload through the form to com file, the form is submitted in the POST
way.

As following form code:

<form action="sweb.cgi" enctype="multipart/form-data" method="post">
Select upload files

<input type="file" name="files">

<input type="submit" value="Send">

</form>

The page will display:

M bt | [ 0%, .. || send

Attention:
Form form, action target must be set as "sweb. cgi";
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Form form, "enctype =" multipart/form - data "method =" post "" two attributes can't be
changed;

Form form, only allow one type = "file" document control and submit control, cannot
contain other input control;

5.5 Interact with serial data

Under sweb mode exchanging data with serial port is mainly through js script
programming mode, using the method of AJAX + POST, in the browser background control
data sending and receiving, and in the foreground to show. This way exchange data, will not
be effected by the browser cache mechanism.

Quick access:

€ AJAX’s way to exchange data will not refresh the page, js script can completely
control data exchange process, partly change page content after processing;

€ AJAX requests must be launched by the browser, similar to a "command, answer"
interactive way;

@ The browser uses POST way to sweb. cgi to launch request to the implementation
of the AJAX process, WIFIMODII will respond, on the one hand, the request processing
request data (forward to com), on the other hand according to the parameters set to return
data;

¢ AJAX transmission data, default encoding is utf-8, Chinese will be sent to the serial
port in utf-8 coding form, if the serial port terminal does not support utf-8 decoding display,
it will appear messy code; If the terminal can receive save as files,open in the "Windows
notepad" way, can normally display("Windows notepad "support utf-8 decoding);

@ Similarly, if the Chinese character inputted in the terminal is not sent out in utf-8
coding, the data browser receives also can appears messy code. If the end support to
send the file, then it can try to send a utf-8 code files, so that the browser end to analyze
the Chinese.

€ Utf-8 in ASCII character is still single-byte and codes the same, but the Chinese
character use 3 bytes;

In order to facilitate users to use, WIFIMODII factory has packed the ajax process, saved
as sweb. Js file stored in/ sweb directory.

Which has been defined function is as follows:
function sweb_send_utf8(dat, cb_ok, cb_err)
Dat: send string;

Cb_ok: callback functions after sent successfully;

Cb_err: callback functions after failing to send;
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This function will ask WIFIMODII just to send data to the serial port, directly back not to

stay. Note that this function sends data in UTF8 coding, characters that can be printed in
ASCII table is sent to the serial port in single-byte encoding,can’t send pure binary data flow.

function sweb_send_read_utf8(dat,wait,clean, cb_ok, cb_err)

Dat: send string;

Wait, wait for time parameter, the unit is ms

Clean: before send data to serial port,whether clear the receiving cache;
Cb_ok: callback functions after sent successfully;

Cb_err:callback functions after failing to send;

This function will ask WIFIMODII to send data to the serial port, waiting for the specified

time, return to com to receiving data.

Such as:

/Isend requested string“This is request!”

sweb_send_read_utf8(“This is request!”,500,0,cb _ok,cb _err);

function cb_ok(data)

{

}

function cb_err()

{

alert(dat); //Prompt com to receive data;

alert ("---Connection Break! ---"); //1f the error, indicating that the disconnect

function sweb_send_read_utf8(dat,wait,clean,cb_ok,cb_err)

Dat: send string;

Wait, wait for time parameter, the unit is ms

Clean: before send data to serial port,whether clear the receiving cache;
Cb_ok: callback functions after sent successfully;

Cb_err:callback functions after failing to send;
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This function will ask WIFIMODII to send data to the serial port, waiting for the specified
time, return to com to receiving data.

Such as:

/[send requested string“This is request!”, clear previous cache, wait for 100ms
sweb_send_read_json(“This is request!”,100,1,cb_ok,cb_err);
/[serial return json form data string, such as “{“val”’:100}”
function cb_ok(ret)
{

alert(“ret value:” + ret. val);

/IRet is parsed object, can directly through the "ret. Val" access val members
}
function cb_err()
{

alert ("---Connection Break! --- "); //If the error, indicating that the disconnect
}

5.6 Interact with serial binary data

Due to the AJAX process uses utf8 encoding mode for characters user input , so, we
can't follow one's inclinations send the binary data we often use to the module of the serial
port, in order to solve this problem, can use WIFIMODII built-in URL Code codec to complete
the work.

URL Code coding method is very simple, it is similar to a character substitution
mechanism. "" (space) replace with"+", English letters, Numbers, "-", ". ", " ", "~" as usual,
besides all the other characters, use "% XY" manner directly set its hexadecimal code value.

For example, "hello China" code as "hello +%e4%b8%ad% e5%9b %bd".

WIFIMODII module support URL decoding, using this function can send arbitrary binary
data between the browser and serial transmission.

Do not use URL Code mode data interaction process as follows:

Browser sending bar | Utf8 encoding | —| WIFIMODII network reception | Serial output

6162 63 (abc) 616263 61 62 63
Abc Chinese E4 B8 AD (") | — E4 B8 AD E4 B8 AD
E6 96 87 (30) E6 96 87 E6 96 87
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The way of URL Code data interaction process as follows:

Browser sending bar | Utf8 encoding | —| WIFIMODII network reception | Serial output

“Q, 0, 0,
“94E4%B8%AD %E4 E‘;BS oA “0 E4%B8%AD E4 B8 AD
—
%EB6%I6%S7” - %E6%96%87” E6 96 87

Browser sending bar | Utf8 encoding «— | WIFIMODII network reception | Serial input

“%00%01%02 “%00%01%02 | « “%00%01%02 00 01 02
%03%04%FF” %03%04%FF” %03%04%FF” 03 04 FF

Set req = 20, like: "sweb. cgi? Req = 20", can activate WIFIMODII built-in URL Code
codec.

Module in the network side receives the data will be as URL Code coded data decoding,
and then sent to the serial port;

Data receives from a serial port will go through URL Code coding and sent to the
browser.

Because URL Code code characters totally are ASCIl and UTF8 of intersection character
part, so we can in the browser side send any binary data to the serial port module, serial port
and any data can also be transmitted to the browser.

Shall be taken into consideration:

€ In order to realize arbitrary binary data forwarding, URL Code coding former one
byte of data into three bytes, increase the transmission burden.

€ Users need to ensure that string sent to the module URL Code normative, otherwise,
the module may output abnormal data;

€ Users in the web side need to analytic string received similar to "% 01% FF" ,then
can obtain the binary data. (can use the transition function provided by sweb.Js)

Sweb.js API:

function sweb_send_urlencode (dat,cb_ok,cb_err)
Dat: send string;

Cb_ok: callback functions after sent successfully;
Cb_err:callback functions after failing to send;

This function will prompte wifimodll receive URLCode data and send the data decoding
forward to serial ports, directly back not to stay. The user can according to need send pure
binary data flow to the serial port.

Such as:
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//Send request URLCode coded binary string "%00%FFabcd",clear the cache before,
waiting for 100 ms

Sweb_send_read_urlencode (" % 00% FFabcd ", cb_ok, cb_err);
/Iserial will output 0x00 OxFF 0x61 0x62 0x63 0x64

function cb_ok(ret)

{
alert(“send ok!™);
}
function cb_err()
{
alert ("---Connection Break! --- "); //If the error, indicating that the disconnect
}

function sweb_send_read_urlencode (dat,wait,clean,cb_ok,cb_err)

Dat: send string;

Wait, wait for time parameter, the unit is ms

Clean: before send data to serial port,whether clear the receiving cache;
Cb_ok: callback functions after sent successfully;

Cb_err:callback functions after failing to send;

This function will ask WIFIMODII to analytic URL Code data, and then move to serial

ports, waiting for the specified time, module will coding com return data, transmitted to the
browser.
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Such as:

/Isend requested string”%00%FFabcd”,clear cache before,wait for 100ms
sweb_send_read_urlencode (“%00%FFabcd”,100,1,cb_ok,cb_err);
/Iserial will output 0x00 Ox FF 0x61 0x62 0x63 0x64

/lif serial input 0x00 0x01 0x02 0x03 in 100ms

function cb_ok(ret)

{

alert(“ret value: ” + ret);

[iwill output “ret value: %00%01%02%03”
}
function cb_err()
{

alert ("---Connection Break! ---"); //If the error, indicating that the disconnect
}

Application:

Send static binary data 0 x11 0 x22... 0 x99 0 x00:

function SendBinVal ()

{
sweb_send_urlencode(“%11%22%33%44%55%66%77 %88%99%00”);;

}

Binary string expressed as url list of the most simple way is add a character percent
before every two Hex, that is sent "%"
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Send the dynamic adjustment of binary data:

function SendBinVal (id, val)

{
var seg = new Array(3);
seg[0] = 170; //I0XAA
seg[1] = id; //no more than 255
seg[2] = val; //no more than 255
sweb_send_urlencode(array2url(seg));;

}

The function above has id, val two parameters, structure a 3 unit array, pay attention to
that each unit assignment can't be more than 255. Unit assignment, through the array2url ()
function (this function is sweb built-in API), the array changed into url string. Then send it out
through the sweb_send_urlencode () function .

Receiving binary data:

Note urlencode standard, characters the ASCII can display are not to be coded,
therefore,

Module serial port to receive:0x12 0x34 0x56 0x78 0x9A 0xBC 0xDE 0xF0
Forward to web pages will be:%124Vx%9a%bc%de%f0

0x34: ‘4’

0x56: ‘V’

0x78: ‘x’

This problem can use sweb the js url2array () function to solve, this function use url string
as input, output analytic array (unit for byte data), such as:

url2array(“%124Vx%9a%bc%de%f0”);

Returns an array, eight unit were 0x12 0x34 0x56 0x78 0x9A 0xBC 0xDE 0xFO
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5.7 Senior content MIME types

MIME type specified

Maybe you need to specify the serial data back to the HTTP response head indicating
MIME types, this request may realize through the designated req parameters, like: "sweb. cgi?
Req = xx", specify the type list as follows:

Req setting MIME type
1 application/json
2 text/xml
3 application/octet-stream
4 image/gif
5 image/png
6 image/jpeg
7 image/bmp
8 image/x-icon
9 application/x-javascript
10 audio/x-pn-realaudio
11 text/css
12 application/x-shockwave-flash

More content

WIFIIl module/sweb. HTM page includes the application of teaching, the user can step by
step according to the guidance of learn how to use sweb mode.

In addition, in/sweb directory, also had previously offers many sweb footholds, used to
display the function of all sweb mode, the user can refer to its source code.

In the "SWEB practice" section, the user can under the tutorial guidance gradually into
the web design process.

We can supply customer designing web function service.
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6. Contact us

Company: Jinan USR IOT Technology Co., Ltd
Address: 1-523, Huizhan Guoji Cheng, Gaoxin Qu, Jinan, Shandong, China
Tel: 86-531-55507297 86-531-88826739-803

Web: www.tcp232.net
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