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Model 3000 / Access 4000

BASIC PROGRAMMING
GUIDE

This Basic Programming Guide provides a step-by-step approach to programming
the general Alarm system and Access control features in the product.

For programming of additional features refer to the “ Applications Programming
Guide” section and/or the “Programming Reference” section.

For detailed explanations of individual programming options refer to the
“Programming Reference” section.
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SYSTEM PROGRAMMING

1VH3ANEO

Getting Started (General Options)

1. Power Up the System and check L AN communications

1.1  Check that al Terminals are operational and default messages are being displayed on the LCDs.

1.2 Check that all Modulesinstalled on the LAN are powered up and communicating with the Control Module.
i) Enter Module programming [MENU, 7, 2, ?] to select the Module type to check.

1=LCD Terminal  2=LED Keypad 3=Big Expander 4=Reader Module
6= Mini Expander 7=Expander 16 8=Intelligent Reader 9=Anaogue Module
0, 1=L AN Power Supply 0, 2=RF Expander Module

i) Press <ON> to display the “Module Present/Absent” screen.
iii)  Pressthe <DOWN> Arrow key to scroll through the module numbers and check for “Module Present - nnn”.

NOTES:

1) The number (nnn) indicates the number of times the module has failed to acknowledge a poll from the Control
Module sincethe last LAN Secure[MENU, 7, 8, 1] or LAN Initialize[MENU, 7, 8, 2] was performed.

2) Note that the “Fault LEDS’ on the Modules can be used to diagnose and rectify problems.
Seethe” Installation and Troubleshooting” section and/or the Installation manual/s supplied with each Module.

2. Note equipment details.

2.1  Notethe Address of any Expanders and Terminals on the system, and the purpose of any Zone Inputs & Auxilia-
ries connected to them. Note also any Control Module or Expander Sirens connected.

This information determines:

a) The Zone Inputs and System Inputs that will need to be programmed.

b) The Expanders, Terminals, Reader Modules, etc. that will need to be programmed.

) The Sirensthat are available for inclusion in any “Siren Lists’.

d) The Auxiliaries that are available and/or need to be programmed.

You may choose to record these items using copies of the Blank programming sheets found on the latest Resources CD-
ROM, or on the Advanced Technical Support section of the Web Site. (http://www.innerrange.com.au/techsupp.html)
These programming sheets are available in PDF format, and also as MS Excel spreadsheets.

Three separate files are provided:

RECORDS-V5_1-Acc Menu.PDF Contains programming records for all databases in the Access Menu. [MENU, 2]
RECORDSV5_1-Comms.PDF Contains programming records for all Comms Tasks. [MENU, 7, 3, 1]
RECORDSV5_1.PDF Contains all other programming records.

3. Default the Memory.

3.1 Inanew instalation, before any programming is done, you have the opportunity to ensure that the memory is
defaulted to factory settings and/or to choose the best Memory Configuration for the installation.

3.2 Determinethe Memory size fitted to the system and ensure it is appropriate for the system.
Press<MENU>, 2 (or just <MENU> if V2 or earlier). The memory information is displayed in the form:
Ram: 128K-00-03.01
Memory (RAM) size - Current Memory configuration option - Software version used when last configured.
Memory configuration options:
00 = Standard. 01 = Access. 02 = Enlarged. 03 = Apartments
04 = Access 2 05 = Special. 06 = Alarm 07 = XDoor (512k Only)

3.3  Using thetablesin the Memory Configurations section of the manual, choose the best configuration for this
system installation. “Standard”, “Access’, “Enlarged”, “ Apartments’, “Access2”, “ Speciad”, “Alarm” or
“XDaoor”.

Copyright exists on this manual. Unauthorised copying of this document is prohibited.
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34 Inthe Memory Defaulting programming option [MENU, 7, 5, 2], select the default option required using the
<RIGHT> Arrow key (usually “ Standard”), then Press <OK>. Press <9> to confirm the selection.
CAUTION: Note that thiswill clear any previous programming and program certain pre-set options to simplify
the programming procedure.

If the memory is being upgraded or re-configured in an existing system refer to “ Memory Defaulting” in the
Programming Reference section for procedures.

4. Program the General System options [MENU, 7, 5, 1]

41 ACFal Delay Time. IFyou do not want brief interruptions in the AC Mains supply to cause a Control Module
AC Fail dlarm , set an appropriate “ Power Fail Delay Time”. Thisisthetime, in minutes, that an AC Fall
condition must be present at the Control Module, before it will generate an alarm.

NOTE: AC Fail Delay Time for Universal Expander Modules is set with a DIPswitch option on the Module.

SW1, Switch 3. Off = 20 seconds. On = 255 seconds.

4.2 Program any of the Panel Optionsrequired. [N D FRf +1.] The more common options are:

-No Aux Off on Reset, |F Aux states are to be preserved after a System Reset.

-Detailed Review, |F you need highly detailed Review data for commissioning and program de-bugging.

(NOTE: Don't forget to turn Detailed Review Off again, for general system operation)
-Ignore AC Fail Inputs, IF the entire system is running on a separate DC Power supply.

4.4  |F Battery Testing isto be implemented, program a general Battery Test time. Thisisthe time period that will
be used to perform battery testing on the Control Module.

5. Program Times

51  Setthecurrent Timeand Date. [MENU, 5, 1]

5.2 IFany User operation isrequired to be restricted or altered according to specific time period/s, then TimeZones
[MENU 5, 2] need to be programmed (including a name), ready for use in the appropriate programming options.

5.3 If TimeZones areto take account of Holidays, program the Holidays[MENU 5, 3]. Holidays are specified in
Date/Month format and can be a single date or a Holiday period with a start and end date.

5.4  If Holidays are programmed, they each must have at least one Holiday “ Type” assigned (Usualy just Type 1).
Any TimeZone that is to be effected by Holidays must then have the appropriate Holiday Types assigned to it in
TimeZone programming [MENU 5, 2].

NOTE: One or more of the default TimeZones may already suit your application. There are four default TimeZones
with pre-programmed names and time periods. Y ou may find them useful as programmed, or simply adjust the
time periods to suit the system requirements.

Copyright exists on this manual. Unauthorised copying of this document is prohibited.
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Alarm Processing

1. Program thelnputs. [MENU 7, 0]

1.1  Program the Names of al Inputs[MENU 7, O] (Zone Inputs and System Inputs) present in your system, as
determined in Getting Sarted, Sep 2. (NOTE: System Input names are pre-defined)

1.2 Program any of the Input Attributes required for each input inthe system. [SCX SRANT]
The more common options are:

SINYVTV

-Swap Seal and Alarm. |F the Input device's contacts are normally Open and then Close on the Alarm condi-
tion. (The vast majority of devices are normally Closed, and go Open on an Alarm, so this option is normally
left at No)

-Allow Auto Isolate. |F the Input isallowed to Automatically Isolate if un-sealed when the Areais turned on.
-No Test on Exit. |F the Input islikely to be un-sealed when the Areais turned on, and an Exit delay is pro-
grammed for the Area. (e.g. A PIR in an Entry Foyer where the LCD Terminal is located)

2. Check/Program Process Group requirements. [MENU, 2, 4, 3]

21  |Fyour system has any Input Processing requirements not covered by the default Process Groups, you may need
to program additional Process Groups, and/or edit the default Process Groups asrequired. [MENU 2, 4, 3]

NOTE: The 14 Default Process Groups cover the majority of system requirements.

i.e.  BURGLARY BURGLARY DELAYED BURGLARY PRIMARY
LOCAL SILENT FIRE ZONE DURESS* AUTOMATION*
SYSTEM TAMPER SYSTEM SILENT SYSTEM LAN SYSTEM LOCAL
ACCESSLOCAL ACCESSALARM ACCESSSILENT

*V4.5 or later only.

3. Program any Siren Lists. [MENU 2, 3, 3]

3.1 Programthe Siren List/srequired. [MENU 2, 3, 3] A Siren List can be assigned to each Areato specify which
Sirenswill activate on relevant dlarmsin that Area. Use the details obtained in Getting Sarted, Step 2, to
determine the Sirens available.

NOTES:

1) Alarmsin different Areas can activate different Sirens (or combinations of Sirens) if required. Program a
different Siren List for each combination of Sirens.

2) Keep awritten record of Siren List programming details, as Siren Lists cannot be named in the on-board
memory.

Copyright exists on this manual. Unauthorised copying of this document is prohibited.
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4. Program the Areas. [MENU 7, 1]

4.1  Program the details of each of the Areas required in your system. [MENU 7, 1]

The following options are commonly programmed:

AreaName. (Should always be programmed)

Entry delay time. (seconds) Exit delay time. (seconds)

Siren Mode. (normally “Instant”) Siren List to sound. Siren Time. (minutes)

Open/Close Reporting options. [ OCA N2 S]
-Report: Openings/Closings/Openings only after Alarm/Not general Area/24 Hour Offs*/Area Still Open*
*|f intending to use, first check that the options are supported by the Comms format and the Central station.

4.2  Program the Auxiliariesto be activated. The following Auxiliaries are commonly used:

-Exit Auxiliary. |F reguired for Exit timer warning devices, etc.

-Entry Auxiliary. |F required for Entry timer warning devices, etc.

NOTE: AnLCD Terminal Beeper can be used as an Exit and/or Entry warning device by assigning the LCD

Terminal Beeper Auxiliary as the Exit and/or Entry Auxiliary in an Area.
Assign Txx:X05 for Continuous Beeeeeep.
Assign Txx:X04 for Pulsing Beeper. Elite Terminalsonly. “Pulse Beep” option needs to be enabled in
Terminal configuration options. To enter Terminal configuration mode, Hold down the <HEL P> key;
Short LK2 (RESET); Wait 2 seconds; then release the <HEL P> key.
Note: An Auxiliary Timer should also be programmed for that Auxiliary with atime period in seconds to
ensure that the Beeper will turn off again.

-Siren Auxiliary. IF required for additional Sounder device/sto follow Sirens.

-Close Auxiliary. IF required to indicate Area Closed (On)

-24Hr (Tamper) Auxiliary. |F required to indicate Tamper Alarm.

-Alarm 1 to Alarm 4 Auxiliaries. IF required Alarm indication such as Strobe, etc.

-Isolate Auxiliary. If required to indicate an I solate condition in the Areafor Mimic panels, etc.

NOTE: The24Hr, Alarm 1-4, and Isolate Auxiliaries will only be activated if enabled in the particular Process
Group/s assigned to the Input/sin this Area.

4.3  Assigntherelevant Inputsto the Area using an appropriate Process Group for each Input. Use the details
obtained in Getting Sarted, Sep 2, to determine the Inputs that need to be assigned to each Area.

4.4  Atleast one Areawill have System Inputs assigned. There are two ways of assigning System Inputs to Areas.
1) Individually in the same way that Zone Inputs are assigned.
2 Collectively by using the “Add System Inputs’ option viathe Area Default procedure. See below.

Add System Inputs.
In some systems all system inputs are simply assigned to a“ System Ared’. Alternatively, several different
Areas may be used for different types of System Inputs. e.g. Tampers, Power problems, Comms problems and
Access Alarms. Either option is simple to achieve with the “ Add System Inputs’ feature.

With this option, the installer chooses which type of system inputs are to be added, then the system will add
those inputs to the Area using appropriate Process Groups from the Default Process Groups available.
NOTE: Only System Inputs on Modules currently communicating on the LAN will be assigned.

i) Enter Area programming [MENU, 7, 1], select the Area number or name, then press <HEL P> 9.

i) Usethe <RIGHT> Arrow key to select “ Add Sys. Inputs, then press <OK >.

iii)  Select which types of System Inputs that you want to assign to this Area by setting the appropriate option/s to
[Y]es (9 key), then press <OK>.

iv)  Pressthe 9 (Yes) key to confirm the action.
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Module Programming

1.LCD Terminals [MENU 7, 2, 1]

11

12

13

14

15

16

17

18

Program the attributes required for each LCD Terminal in the system.

Adjust the LCD Terminal “Poll Time” and “LAN Priority” 1F thisis considered necessary. LAN Priority
programming is accessed by pressing the <ON> key when the “Poll Time” is displayed.

Adjust the “Default Display message” options | F the default settings are not suitable.
Select the mode of LED operation. (V2 or later. Elite LCD Terminals only.)

|F the LEDs are not used, OR will be programmed to follow Terminal Auxiliaries, set Lamp Modeto “None”.
IF the LEDs areto display Area Status, set Lamp Modeto “Area Array”.

S3TNAOIN

Assign an “Associated Area’ to the Terminal. An Associated Area must be assigned when:
-Lamp modeis set to “Area Array”
-Any “Single Area...”, or “Multiple Area...” options, are selected in the Default display message options.

IF the LCD Terminal isto be restricted to operations on the Associated Area only, in the Access options;
[TOA.ZS], setthe“S’ option (Single Area operations) to Yes.

|F access to specific information screens and control optionsis required without logging on to the Terminal, set
the required “Logged Off options’ toYes. [ATLRHC] (V3or later)

-Area Status Array.

-Area Status Text. 8 Areas beginning with the associated Area.

-View Latched Alarms.

-Alarm Review.

-Home Auxiliary Control.

-Air Conditioning Control.

|F access to Menu options is to be restricted or disallowed at an LCD Terminal, assign an appropriate “Menu
Group”. (Thisisusually unnecessary as a User’s Access to specific Menu optionsis already restricted by the
Menu Group assigned to their User Type.)

|F operations at an LCD Terminal are to be restricted to specific Areals, assign an appropriate AreaList in the
“ArealList Filter” option.

2. Big Expanders (32 Zone) [MENU 7, 2, 3] and 16 Zone Expanders[Menu 7, 2, 7]

21

22

Adjust the Expander “Poll Time” and “LAN Priority” |F thisis considered necessary. LAN Priority program-
ming is accessed by pressing the <ON> key when the “Poll Time” is displayed.

IF Battery Testing is to be implemented, Program the “Battery Test time” required for each Big Expander/16
Zone Expander in the system. A battery test time of 1 to 3 minutes will effectively test for battery presence.
Longer battery test times are preferrable, but must be carefully considered based on the current consumption of
the module and it’s peripherals. (V3 or later)

Copyright exists on this manual. Unauthorised copying of this document is prohibited.
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3. Mini Expanders (8 Zone) [MENU 7, 2, 6]

3.1 Adjust the Mini Expander “Poll Time” and “LAN Priority” IF thisis considered necessary. LAN Priority
programming is accessed by pressing the <ON> key when the “Poll Time” is displayed.

3.2  Check that Zone Typeis set to “Normal” for each Zone unless special functions for “Holdup”, “ Suspicion”, or
“Counter” are required.

3.3 Set Zone De-bounce to 300mS for each Zone unless faster de-bounce is required for specia applications.

4. Initializethe LAN

If all modules are connected and operational and the system is complete, perform the Secure LAN [MENU 7, 8,
1] or Initialize LAN [MENU 7, 8, 2] functions. (“Secure LAN" Initializesthe LAN and sets the Encryption)

Copyright exists on this manual. Unauthorised copying of this document is prohibited.
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Door Programming

1. Note Door details.

1.1  Planyour Door programming requirements. For each Door note the:
-Door number to be used. (D002, D002, etc.)
-Door name (location)
-Reader Module being used. (R001, R002, etc.)
-Reader Module Port that the IN and/or OUT Reader is connected to. (Rdr 1 or Rdr 2)
-LCD Terminal/s used and their position/s. (IN or OUT)
-“Inside” and/or “Outside” Area assigned.
IF required for: -Prevention of entry/exit into Areas that are turned On.
-Area Off and/or On control by access Readers.
-“ Anti-passhack” and “Wrong Ared’ processing.

-Tracking of User location.
-User counting in Aresas.

Sd00d

The diagram below illustrates the relationship between the Door, the IN and OUT devices and the Inside and
Outside Aress.

The table at the end of this section may be copied and used to record this information before programming is

commenced.
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2. Program the Reader Module/s [MENU 7, 2, 4]

11

12

13

14

15

16

17

18

19

Program the attributes required for each Reader Module in the system.

Adjust the Reader Module “Poll Time” and “LAN Priority” 1F thisis considered necessary. LAN Priority
programming is accessed by pressing the <ON> key when the “Poll Time” is displayed.

Check that the Reader Module Purpose is set to “Door Control”.
Assign the 1st Door to be controlled by this Reader Module.

1F the Reader Moduleisto be used in “2 Door” Mode;
Assign the 2nd Door to be controlled by this Reader Module.

Program the Reader Module Options. [CEX FWNT 2]

Comms (LAN) Fail Options:

-Backup Cards operate. The Backup Cards enrolled into the system will still access the Door/s controlled by this
Reader Moduleiif it is Offline.

-REN button (Reguest to Enter) operation. The REN button will operate if the Reader Module is Offline.

-REX button (Request to Exit) operation. The REX button/s will operate if the Reader Module is Offline.

-First 2 Backup Cards only. Only the first 2 Backup Cards will operate if the Reader Module is Offline.

Other Options:
-DOTL Warning. (V3 or later Controller F ware & V13 or later Reader Module F ware required)

Setto Yes|F aDOTL Pre-alarm warning isrequired: viaAux 2 (Rdr 1 Valid Aux) for 1st Door.
viaAux 5 (Rdr 2 Invalid Aux) for 2nd Door.
See Programming Reference section for more details.
-No Valid/Invalid LED control. Setto Yes|F the LED Auxiliaries need to be used for other purposes.
-Tongue Sensing. Set to Yes|F Zone 6 (1st Door) and/or Zone 7 (2nd Door) are used for Tongue sense.
-2 Door Mode. Set to Yes |F Reader Module isto be used in 2 Door Mode.

1F the Reader/s are to be used for turning an Area ON, (e.g. At an external door when the User isleaving the
building) choose the appropriate Reader “Arming Mode’. See Programming Applications Guide for details.

Set “Turn Off Extra Area” to Yes |F Auto Area Off isallowed at this Door (via Access Group programming)
and the User’s Extra Areaiis to be turned Off instead of the “Inside Area” assigned to the door.

Program the parameters for the first Reader (Rdr 1) connected to the Reader Module.

-Reader location. Outside (the Reader is used to Enter) or Inside (the Reader is used to Exit).

-Reader Format. Choose the correct Card dataformat. See Programming Reference section for details.

-Reader Mode. Credit Card/Direct Entry/Site Code/Any Card. See Programming Reference section for details.
-Keypad for PIN code Entry. 1F Door requires Card + PIN for access.

If “HID5355" is used, ensure Reader part number is 5355xxK00. The last 3 characters must be KOO for correct
keypad option and PIN code buffering. (xx = Revision and color options, and will not affect operation)

-Modulefor PINs. IF“LCD Terminal” is selected as the Keypad for PIN in the previous option, program the
module number (Txxx) of the LCD Terminal to be used.

Program the parameters for second Reader (Rdr 2) connected to the Reader Module.
Note: In2 Door Mode, Rdr 1 controls the 1st Door and Rdr 2 controls the 2nd Door.
Options are the same as those for the first Reader.

Copyright exists on this manual. Unauthorised copying of this document is prohibited.
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3. Program any L CD Terminalsused for Door Access Control. [MENU, 7, 2, 1]

Thefollowing isrelevant to LCD Terminals used to control DoorsviaaUser’'s PIN code only.
Note that the additional programming outlined below is not necessary if the LCD Terminal isonly used for PIN code
entry after a Card has been presented. i.e. Card + PIN operation.

Follow the instructions for general LCD Terminal Programming provided in the “Module Programming” section.
Additional programming for Door Access Control:

3.1 Assignthe Door to be controlled by the LCD Terminal.
3.2  Program the Door Accessoptions. [ OA . Z S]

-Terminal isInside. Setto Noif the LCD Terminal is Outside (used to Enter) or Yesif theLCD Termina is
Inside (used to Exit).

-OK key for REX. Setto Yes|F the OK key isto be used as REX (Request to Exit) button. (e.g. Terminal is
located Inside the Door, and PIN code is not required to exit.)

-Access Control Only. Setto Yes|F LCD Termina isonly to be used for Access Control.
CAUTION! Disables accessto al Menu options.

-Zone2 REX onlInside. Setto Yes|Fthe LCD Terminal islocated Outside the Door, and Zone 2 of the Termi-
nal iswired to a REX button on the Inside of the Door.

Sd00d

-Single Area operations. See LCD Terminals in the Module Programming section.

3.3 Toenable Zone 2 of the Terminal (Txx:Z02) to be used as a REX button, in the Extra Options;
[..... L N Z], setthe“Z” option (Zone 2 REX button enable) to Yes.

4. Check/Program Access Group requirements. [MENU, 2, 4, 2]

4.1  |Fyour system has any Door Access Control reguirements not covered by the default Access Groups, you may
need to program additional Access Groups, and/or edit the default Access Groupsasrequired. [MENU 2, 4, 2]
NOTE: The 3 Default Access Groups cover some basic Door access control requirements.

4.2 Program a name for any new Access Groups that you create.
4.3 |Fitis necessary to restrict the valid period of the Access Group, or provide an alternate set of Access Group
permissionsfor different times of day and/or days of the week, assign an appropriate TimeZoneto specify when the

Access Group is Valid.

4.4  If aTimeZoneisassigned, you may then specify an Alternate Access Group that will be used when the TimeZone
specified in the previous step is Invalid.

45  Program the Entry Parameters required.
-Entry Mode. PIN only / Card only / PIN or Card / Card AND PIN
-Entry Anti-passback Mode. None/ Soft / Hard

-Entry Options. [BL A D]
-REN Button operation.
-DeadL ock function. Disables REN button if Outside Areais On.
-Auto Area Off. If the Inside Areais On, alows the Areato automatically be turned off when the User
Enters. (Note: Areamust be in the Area Off List, in the User's User Type)
-Dual User. Setto Yes|F two User Codes/ Cards are required to allow entry.
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4.6

Program the Exit Parameters required.
-Exit Mode. PIN only / Card only / PIN or Card / Card AND PIN
-Exit Anti-passback Mode. None/ Soft / Hard

-Exit Options. [BL A D]
-REX Button operation.
-DeadL ock function. Disables REX button if Inside Areais On.
-Auto Area Off. If the Outside Areais On, allows the Areato automatically be turned off when the User
Exits. (Note: Areamust bein the Area Off List, in the User’s User Type)
-Dual User. Setto Yes|F two User Codes/ Cards are required to allow exit.

5. Program the Doors [MENU, 7, 6]

5.1

5.2

5.3

5.4

5.5

5.6

Program a name for each Door.

Assign an “Inside” and/or “Outside” Area.
1F required for: -Prevention of entry/exit into Areas that are turned On.
-Area Off and/or On control by access Readers.
-“ Anti-passback” and “Wrong Ared’ processing.
-Tracking of User location.
-User counting in Aresas.

Assign a suitable Access Group. Thiswill determine the way in which the Door is controlled.
Definethe Lock Auxiliary for the Door. Typicaly: Rxx:X01 for 1st Door on a Reader Module.
Rxx:X04 for 2nd Door on a Reader Module.
Txx:X01 for Door controlled by LCD Terminal.
Program the Lock Open Time. Default setting is 5 seconds.

Program the Maximum Door Open Time. Default setting is 30 seconds.

6. Assign the “ Reader for User Programming”’. [MENU, 7, 5, 1]

6.1

Reader Module #001 is normally used for Testing Cards, Enrolling User’'s Cards & programming Backup Cards.
1F another Reader Module is to be used for these purposes, program the Reader Module number in the “ Reader
for User Programming” option in the General System Options. [MENU, 7, 5, 1]

7. Program the Site Code/s. [MENU, 2, 5]

7.1

7.2

7.3

74

1F cards are to be entered into the system using the Site Code method, at least one Site Code will need to be
programmed. The Site Code method simplifies card programming, allowing cards to be entered without the
need to present the card at a Reader. Site Code method can be used with Inner Range Magnetic Swipe Cards, or
Wiegand Cards/ID Tokens with aformat in which the system supports Site Codes. e.g. 26 Bit Wiegand.
Program the Site Code in Hex or Decimal format.

Program a Card Offset if required.

Set “Site Code Present” to Yes.
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8. Enrol any Backup Cardsrequired. [MENU, 2, 6]

81

8.2

Up to 127 “Backup Cards’ can be enrolled into the system*. Backup card datais stored independently of the
normal User Database, and is also stored on-board each Reader Module. If allowed via Reader Module pro-
gramming, the Backup cards can continue to access Doors when the Reader Module is Offline.

Select the Backup Card number to program, then enrol each Backup Card when prompted by swiping/presenting
it to the designated Reader.

* The number of Backup Cardsis dependent on the Reader Module Type/Version and the Control Module
Firmware Version. See* Backup Card Programming” in the Programming Reference Section for details.

9. Initializethe LAN

10. Program Access Alarm processing

Whenever any programming is done that affects Module parameters, (especially Reader Modules, LCD Termi-
nals and Mini Expanders) the LAN must be initialized to ensure that all changes take effect.

If all modules are connected and operational, and the system is complete, perform the Secure LAN [MENU 7,
8, 1] or Initialize LAN [MENU 7, 8, 2] functions. (“Secure LAN” Initializesthe LAN and sets the Encryption)

10.1

10.2

Sd00d

When Access Control isimplemented in a system additional System Inputs are available to be processed and/or
monitored as required. e.g.

Reader Module System Inputs:

Cabinet Tamper, Low Volts, 1st/2nd Door Forced, 1st/2nd Door Open too Long, Illegal Card and LAN Comms.
LCD Termina System Inputs:

Cabinet Tamper, Panic, Door Forced, Door Open too Long, Operator Duress, Too many tries and LAN Comms.
These modules aso have spare Zone Inputs that may have been used for additional PIRs, etc.

I dentify the Access Control System Inputs that you wish to process and/or monitor in some way.

Return to “Alarm Processing”; Steps 1 (Program the Inputs), 2 (Check/Program Process Group Requirements),
and 4 (Program the Areas) to add the System Inputs and any additional Zone Inputs on Reader Modules and
LCD Terminals used for Access Control.

NOTE: You may chooseto simply use the “Add System Inputs’ default feature in Area Programming to add the
Access Control System Inputsto an Areaif this fulfils system monitoring requirements.

11. Automated Unlocking and/or L ocking of Door/s

111

11.2

At Specific Times and/or for Specified period/s of Time. Program TimeZone/s. [MENU, 5, 2]
Refer to the “ TimeZone Function” options under TimeZone programming in the Programmer’s Reference
section: Door Unlock/Lock

Door List Unlock/Lock

Asaresult of any event in the system that can control an Auxiliary.
e.g. Keyswitch, Area On/Off, Alarm, etc.
Program Calculated Auxiliaries. [MENU, 7, 5, 4]
Refer to the “ Calculated Auxiliary Action” options under Calculated Auxiliary programming in the Program-
mer’s Reference section:  Lock on +ON
Unlock on +ON
Lock on -OFF
Unlock on -OFF
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Door Programming Planning Sheet
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Basic Lift Programming

Lift control logic can be used to control Floor security for a number of Lift Cars. The security of up to 64 floors can be
controlled for amaximum of 32 Lift Cars depending on interface method used, memory size, memory configuration and
system traffic.

There are three methods of Lift Control available. All methods use a standard Reader Module normally mounted in each
Lift Car for interface to the Reader. An optional LCD Terminal may also be installed in each Lift Car if Card+PIN is
required for high security applications:

1

2)

3)

Floor Button Enable via simple Relay interface.
-Expander Module/s areinstalled in the Lift motor room to provide Auxiliary Outputs to enable/disable each Floor
selection button. (The Auxiliaries control Relays that provide the interface to the Lift Controller.)

-When aUser presentsavalid card at thereader in the Lift Car, the system checksthe User’ s“Lift Car List”, “Floor
List”, etc. and enables al the floor buttons for the floor/s alowed. The buttons are enabled for a fixed period of
time after the valid card has been presented.

-If aUser isalowed accessto more than one floor, it is possible for them to select multiple floors during the button
enabletime. While the “User access/denied at Lift Car ###" details are recorded to Review, there is no means of
recording the floor selected.

Floor Selection via Button Feedback. (V3 or later)
-Universal Expander Module/swith Lift Interface board/sfitted areinstalled inthe Lift motor room. These provide
an Isolated Zone Input and Relay output that are effectively connected in series with each Floor selection button.

See “ Lift Control with Button Feedback” in the Applications Programming Guide section.

High Level Interface viaRS232 UART Port. (V3 or later)

-A single RS232 connection is established between a UART Port fitted to the Control Module, and a High Level
Elevator Management System (EMS). Thisallows security mask information to be transferred to the EM Swithout
the need for Expander modulesto provide Auxiliaries and Zones for Button Inputs. At present the OTIS protocol
is supported with logging of lift buttons.

The High Level interface drastically reduces the amount of cabling and labour associated with the installation
which can also lead to a greater level of reliability.

See“ Lift Control with High Level Interface” in the Applications Programming Guide section.

Copyright exists on this manual. Unauthorised copying of this document is prohibited.
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Installation Notes:

1)

2)

3)

4)

5)

6)

7)

8)

CAUTION: If aControl Module is being upgraded from an earlier version firmwareto Version 3 or later for Lift
Control features, the Memory will beed to be re-configured as new Memory structures have been added.

State and/or National Building regulations may govern the type of Lift control allowed on any particular site.

The Lift Controller may already allow for security control of the floor selection buttons. Check if thisis the case,
and if so, ascertain the type of interface required.

Check that the button voltage and switched current value are within the specifications of the interface that you
proposeto use. i.e. Relays, Lift Interface board, etc.

The Reader, along with a standard Reader Module and Power Supply, are normally installed in the Lift Car.

i.e. Allow one Reader Module per Lift Car.

The Reader Module is connected to the LAN via twisted pair cable, preferably shielded, up the Lift shaft. It is
recommended that aLAN Isolator isinstalled in the Lift motor room to isolate the LAN cablein the Lift shaft from
therest of the LAN. One LAN Isolator will provide isolated LAN branches for two Lifts.

In some circumstances, the Reader Module can be installed in the Lift motor room, and provide the interface to
Readersin two Lift Cars. The following points must be noted:

-Thetotal length of trailing cable from the Reader to the Reader M odule must be within the maximum cable length
allowed as specified by the Reader manufacturer.

-The cable from the Reader to the Reader Module must be as specified by the Reader manufacturer. i.e. shielded
data cable and not twisted pairs.

-Only one of the two Readers can be processed at atime. i.e. While Lift buttons are enabled in one Lift Car, the
Reader in the other Lift Car will not accept cards.

When No Floor button feedback is required any Expander Module(s) with enough auxiliary outputs, in conjunc-
tion with the appropriate Relay interface board/s, can be used to control the necessary floor button enables.

Expander Type must be chosen to support the number of Floors required.

a) Mini Expander if up to 8 floors and no button feedback required.

b) Universal Expander configured as“E” Typeif up to 16 floors.

¢) Universal Expander configured as“B” Typeif up to 32 floors.

-Where less than 32 Floors are controlled, the Floor Auxiliaries (and Button Sense Inputs if required) must all
reside on the same Expander Module.

-Where more than 32 Floors are controlled, the Floor Auxiliaries (and Button Sense Inputs if required) must all
reside on two sequentially numbered “B” Type Universal Expander Modules.

-Expander Modules will be installed with the Lift Control equipment in the Lift motor room.

-If Button feedback is used, set Universal Expanders to 40mS (fast) Zone De-bounce. (SW1 switch 2 to ON)
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Terminology

The following terms are used in Lift control:

Lift Car. A Lift Car isthe actua lift which isto be “controlled” . The system may be configured to control a
number of individual lifts.

Floor A lift car is used to access floors. The number of floors may vary from lift car to lift car. At present the
maximum number of floorsis limited to 64 for any one lift car.

Lift Car List A particular User Type may be restricted as to what lift cars they are allowed to access at a particular
time. A lift car list specifieswhat lift cars are allowed.

Floor List A particular User Type may be restricted as to what floors they are allowed to access at a particular time.
A floor list specifies what floors are alowed. (Note that lift cars may aso be restricted as to what floors
they accessviaafloor list.)

Floor Area  Each floor for each lift car may be assigned an area if desired. This can be used to further restrict floor
access based on aress.

Access Group An Access Group is applied to alift car and determines certain access options such as whether two cards
arerequired.

Reader Module A reader moduleisaLAN module used to interface to actual readers (reader heads). A reader module
can be situated anywhere on the 4 wire LAN and can control up to 2 doors or 1 lift car viaup to 2 reader
heads.

Reader Head A reader head is used to describe the actual reader connected to the reader module. Examples of reader
heads are Swipe readers, Proximity readers, Smart Card Readers, etc. The reader module can support a
number of reader head interfaces including magnetic swipe and wiegand formats.
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Floor Auxiliary The system interfaces to the lift control system via auxiliaries connected viarelays. The floor button is
enabled when the auxiliary is off (relay off) and is disabled when the auxiliary is on (relay on).

Floor Button The system may read the state of alift car button viaazone input. When the button is pushed the zone
should seal. When the button is not pushed the zone should be in alarm. Electrical isolation should be
provided viarelays or opto-couplers. (As provided viathe Lift Interface board)

Free Access A floor isin free access when the floor auxiliary has been turned off by afloor control function. When a
floor isin free access the relevent floor auxiliary isleft off, allowing the lift button to signal the lift at any
time.

Secure Floor A floor is secure when the floor auxiliary has been turned on by afloor control function. When afloor is
secure the relevant floor auxiliary is normally on disabling the floor button. The auxiliary may be turned
off momentarily by avalid user.

Floor Control Function A floor can be placed in free access or secured by afloor control function. Floor control
functions are available as time-zone and calculated auxiliary functions, via the control menu at an LCD
Terminal and viathe interpreter connected to a PC control program.
(Notethat you can’t simply turn on/off the auxiliary asyou can do with door locks!)

1st Floor The first floor controlled by the system. This may be a basement Car park level or the “Ground” floor.

EMS Short for Elevator Management system. Can be connected to the Concept system via hard wired
auxiliaries and zones or viaa high level interface.

Note that at present stand aone terminals may not be used to control lift access, although an LCD terminal may be used
in conjunction with areader for the entry of a pin with card.
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Operation with No button feedback.

The sequence below shows the logic that the system appliesin determining what floor buttons to enable for a particular
lift car when acard is presented at areader.

. Process card according to reader format & mode.

. Check card exists in system. (Check Issue # if required)
. Check if card has an expiry date that has expired.

. Check if card is cancelled (User type = 0).

. Adjust user type by time-zoneif required.

. Check if time-zone has cancelled the user type.

. Turn on valid code Aux for this user type if programmed.

. Ensure that a lift car has been assigned to this reader.

. Check that lift car access group is not zero.

. Adjust access group by time-zone if required.

. Check that lift car access group not cancelled by atime-zone.

. Check that alift car list exists for this user type.
. Adjust lift car list by time-zoneif required.
. Check that lift car list not cancelled by atime-zone.

. If need dual user & no dua code over-ride & alowed to provide 1st user, then go get 2nd user.
. If need pin then wait for this users pin to be entered.

. Cancel user typeif required (“ Card Cancel” option)

. Check that user type floor list is not zero.

. Adjust user type floor list by time-zoneif required
. Set up required floor button list based on what floors are in the user type floor list. If time-zone disabled then no

buttons.

. If lift car floor list is defined then adjust for time-zone if required and remove any buttons from the button list
for any floors not in the lift car floor list. If time-zone disabled then no buttons.

. If auser type area off list is defined (non zero) then adjust arealist for time-zone if required and for every floor

inthislift car that has an area assigned to it that is not in the area off list remove the button from the button list.
If the floor has no assigned area then ignore.

. Check if got no buttons enabled and if so exit with review message.

. Check that lift car has Number of floors not set to zero.

. Check that 1st floor aux islegal and that all button enable auxes are also legal .

. Save review messages “Lift Access’ and “Buttons On”

. Turn off relevant auxes based on the button list for the button on time. (If user type has (d)isabled flag set then
used disabled button time.

. At end of button time set all auxes back to their secure/free access

. Save “free access’ review message.

Operation with Button feedback.

See “ Lift Control with Button Feedback” in the Applications Programming Guide section.
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Programming

1. Note Lift details.

11

Plan your Lift programming requirements. For each Lift Car note the:

-Lift Car number to be used. (LC002, LC002, etc.)

-Reader Module being used. (R001, R002, etc.)

-Reader Module Port that the Reader for each Lift Car is connected to. (Rdr 1 or Rdr 2)

-Any LCD Terminal/s used for Card + PIN accessin Lift Cars.

-Any restrictions on floors accessed by particular Lift Cars.

-Any Areas to be assigned to floors. 1F required for prevention of entry into Areasthat are turned On.

-The Expander Module Auxiliaries to be used for floor enable for each Lift Car.

Note: Where a smaller number of floors are used, the same Expander can be used for more than one Lift Car,
although this will compromise redundancy.

The table at the end of this section may be copied and used to record this information before programming is
commenced.

2. Program the Reader Module/s [MENU 7, 2, 4]

21

22

2.3

24

2.5

2.6

27

Program the attributes required for each Reader Module used for Lift Control.

Adjust the Reader Module “Poll Time” and “LAN Priority” 1F thisis considered necessary. LAN Priority
programming is accessed by pressing the <ON> key when the “Poll Time” is displayed.

Check that the Reader Module Purposeis set to “Lift Control”.
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Assign the 1st Lift to be controlled by this Reader Module.

1F the Reader Moduleisto be used in “2 Door/Lift” Mode;
Assign the 2nd Lift to be controlled by this Reader Module. (NOT RECOMMENDED)

Program the Reader Module Options. [CEX FW N T 2]

Comms (LAN) Fail Options:

Not relevant to Lift Control.

Other Options:

-No Vvdid/Invalid LED control. Setto Yes|F the LED Auxiliaries need to be used for other purposes.
-2 Door/Lift Mode. Set to Yes|F Reader Module isto be used to control 2 Lift Cars.

Program the parameters for the first Reader (Rdr 1) connected to the Reader Module.
-Reader location. Set to Outside (the Reader is used to Enter).

-Reader Format. Choose the correct Card data format.

-Reader Mode. Credit Card/Direct Entry/Site Code/Any Card

-Keypad for PIN code Entry. |F Lift requires Card + PIN for floor access.

-Modulefor PINs. 1E“LCD Terminal” is selected as the Keypad for PIN in the previous option, program the
module number (Txxx) of the LCD Terminal to be used.

Program the parameters for second Reader (Rdr 2) connected to the Reader Module.
Note: In 2 Door/Lift Mode, Rdr 1 controlsthe 1st Lift and Rdr 2 controls the 2nd Lift.
Options are the same as those for the first Reader.
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3. Initializethe LAN

Whenever any programming is done that effects Module parameters, (especialy Reader Modules, LCD Termi-
nals and Mini Expanders) the LAN must be initialized to ensure that all changes take effect.

If al modules are connected and operational, and the system is complete, perform the Secure LAN [MENU 7,
8, 1] or Initialize LAN [MENU 7, 8, 2] functions. (“Secure LAN" Initializes the LAN and sets the Encryption)

4. Program Access Groups. [MENU, 2, 4, 2]

4.1

4.2

4.3

4.4

4.5

4.6

It is recommended that one or more new Access Groups are programmed to define Lift Control requirements.
Program a name for any new Access Groups that you create.

1F it is necessary to restrict the valid period of the Access Group, or provide an aternate set of Access Group
permissionsfor different timesof day and/or days of the week, assign an appropriate TimeZone to specify when the
Access Group is Valid.

e.g. If “Card Only” operation is adequate during the day, but “Card+PIN" is required after hours.

If aTimeZone s assigned, you may then specify an Alternate Access Group that will be used when the TimeZone
specified in the previous step is Invalid.

Program the Entry Parameters required.
-Entry Mode. Card only / Card AND PIN. (“PIN only” & “PIN or Card” are not relevant for Lift Control)

-Entry Options. [BLAD]
-Dual User. Setto Yes|F two User Codes/ Cards are required to allow entry.

Program the Exit Parameters required.
-Exit Mode. Card only / Card AND PIN. (“PIN only” & “PIN or Card” are not relevant for Lift Control)

-Exit Options. [BL A D]
-Dual User. Setto Yes|F two User Codes/ Cards are required to allow exit.

5. Program Floor Lists[MENU 2, 3, 4]

1F any Lift Carsareto be restricted to servicing only specific floors, Floor List/s must be programmed to define the floors
allowed for each Lift Car.

5.1

5.2

5.3

5.4

Determine the Floor/s that different Lift Carswill be restricted to.
From thisinformation you can program the Floor Listsrequired [MENU 2, 3, 4].

1F it is necessary to restrict the valid period of the Floor List, or provide an alternate List of Floors for different
times of day and/or days of the week, assign an appropriate TimeZone to specify when the Floor List isValid.

If a TimeZone is assigned, you may then specify an Alternate Floor List that will be used when the TimeZone
specified in the previous step is Invalid.

Assign the Floor/s to each Floor List. A Floor List can support any number of Floors up to the maximum number
of Floors allowed in the Memory configuration.

Copyright exists on this manual. Unauthorised copying of this document is prohibited.



Basic Programming Guide - Rev 5.1 Page 23

6. Program the Lifts [MENU, 7, 9]

Each Lift Car to be controlled isindividually programmed.

6.1  Select the Lift Car number to program.

6.2 Assignasuitable“Access Group”. Thiswill determine the way that the Lift is controlled.
6.3  IFtheLift Car isto berestricted to servicing only specific floors, assign a“Floor List”.
6.4  Definethetotal “Number of Floors’ to be controlled in this Lift Car.

6.5 Definethe 1st Floor Auxiliary that will be used to control Floorsfor this Lift Car.
Floor button enable Auxiliaries start at this Auxiliary and run in sequence to the number of floors specified in
the previous step.
If the required number of Auxiliaries overruns the first module, the sequence automatically rolls over to Auxil-
iary 1 of the next module of the same type. (Only recommended if control of more than 32 floorsis required.)

6.6 Assignthe“Valid Auxiliary” for the Lift if required.
This Auxiliary isturned On for the “ button time” .
The Auxiliary specified may be a Reader LED control Auxiliary (e.g. Rxx:X02)

6.7 Ensurethe “Button Area’ issetto “None”. Thisis mandatory when button feedback is not used.

6.8  Program the “Button Time". Thisis the maximum time the floor buttons will remain active for a normal User.
Typically set to about 5 seconds.

6.9  Program the “Disabled Time”. Thisisthe maximum time the floor buttons will remain active for a“ disabled”
User. i.e. User Type with the “Disabled” option set to Yes.
Note: Disabled time does not operate with High Level Interface.
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6.10 Program the number of “Unused Floors’. If aLift Car starts at any Floor other than the 1st Floor that is control-
led by the system, program the number of floorsto be skipped. e.g. If the Lift Car starts at Floor15, then this
option should be set to 14.

This allows the unused Auxiliaries and Zones associated with this Lift Car to be used for other purposes.

6.11 Assignthe“Floor Areas’ if required. Normally left at “None” unless User access isto be restricted based on the
Area status and the User Type's Area Off permissions.

7. Program the General System Options. [MENU, 7, 5, 1]

7.1  “Reader for User Programming”. Reader Module #001 is normally used for Testing Cards, Enrolling User’'s
Cards & programming Backup Cards.
|F another Reader Module is to be used for these purposes, program the Reader Module number in the “ Reader
for User Programming” option in the General System Options.

e.g. Reader Module #001 may be used in a Lift Car making it inconvenient to use for testing and enrolling Cards etc.
Note: If Door Access Control is already programmed in the system, this option may already be programmed.
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8. Program the Site Code/s. [MENU, 2, 5]

8.1 IF cardsareto be entered into the system using the Site Code method, at least one Site Code will need to be
programmed. The Site Code method simplifies card programming, allowing cards to be entered without the
need to present the card at a Reader. Site Code method can be used with Inner Range Magnetic Swipe Cards, or
Wiegand Cards/ID Tokens with aformat in which the system supports Site Codes. e.g. 26 Bit Wiegand.

If Door Access Control is aready programmed in the system, the Site Code/s may already be programmed.

8.2  Program the Site Codein Hex or Decimal format.

8.3  Program a Card Offset if required.

8.4  Set“Site Code Present” to Yes.

9. Program Access Alarm processing

When Lift Access Control isimplemented in a system additional System Inputs are available to be processed
and/or monitored as required. e.g.

Relevant Reader Module System Inputs:

Cabinet Tamper, Low Volts, lllegal Card and LAN Commes.

Relevant L CD Terminal System Inputs:

Cabinet Tamper, Panic, Operator Duress, Too many triesand LAN Comms.

9.1 Identify the Lift Access Control System Inputs that you wish to process and/or monitor in some way.

9.2 Returnto “Alarm Processing”; Steps1 (Program the Inputs), 2 (Check/Program Process Group Requirements),
and 4 (Program the Areas) to add the System Inputs and any additional Zone Inputs on Reader Modules and
LCD Terminals used for Access Control.
NOTE: You may chooseto simply use the “Add System Inputs’ default feature in Area Programming to add the
Access Control System Inputs to an Areaif this fulfils system monitoring requirements.

10. Securing the Floors

When Lift Access Control operation is being commissioned the required Floors must be placed on security by a Floor
Control operation. This can be done via“Lift Control” in the Control Menu [MENU, 9, 4]

10.1 Select “Lift Control” in the Control Menu. [MENU, 9, 4]
10.2 Enter the Lift Car number to control. (“00" = All Lifts)
10.3 Enter the Floor number to control. (00" = All Floors)

10.4 Pressthe“7” (S) key to Securethe Floor/s. (The“1” (A) key isused to Access Floor/s)
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11. Automated Free Access and Securing of Floor/s

It may be necessary to have afacility to provide automatic “ Free Access’ and/or “ Securing” of Floors.

This can be a useful feature in sites where free access is required on specific floors during specified times and/or under
certain circumstances.

IMPORTANT NOTE:

When powered up, the system will normally turn Off all Floor Auxiliaries, thereby setting all floorsto free access. This
means that in the rare event of the Control Module being Reset (e.g. Due to having power and battery removed then
restored), all floorsfor all Lift Carswill be placed in free access.

To re-secure the required floors, the relevant Floor Auxiliaries must be turned On by a Floor Control operation.

This can be done:

-Manually via the Control Menu (MENU, 9, 4) as described in Step 13. (Requires a User operation)

-Automatically viaa Calculated Auxiliary “Secure on +ON” or “Secure on -OFF” action triggered by an Auxiliary that
isawaysturned On after a system Reset. To obtain an Auxiliary that turns On after a System Reset, assign a“Close
Auxiliary” to an Areathat is always On 24Hrs. This could be one of the Button Areasif Button feedback is used in the
system, or a“System” Area. (Any Areathat was On will automatically be turned On again after a Control Module is
Reset)

11.1 At Specific Timesand/or for Specified period/s of Time. Program TimeZone/s. [MENU, 5, 2]
Refer to the “ TimeZone Function” options under TimeZone programming in the Programmer’s Reference
section: Lift Car & Floor
Lift Car & Floor List
Lift Car List and Floor
Lift Car List & Floor List

11.2 Asaresult of any event in the system that can control an Auxiliary.
e.g. Keyswitch, Area On/Off, Alarm, etc.
Program Calculated Auxiliaries. [MENU, 7, 5, 4]
Refer to the “ Calculated Auxiliary Action” options under Calculated Auxiliary programming in the Program-
mer’s Reference section:  Secure on +ON
Freeon +ON
Secure on -OFF
Free on -OFF

S1411
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Lift Programming Planning Sheet - Basic Lift Control.
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User Programming

1. Menu Groups. [MENU 2, 4, 1]

11

12

13

14

15

2. Arealists. [MENU 2, 3, 1]

IF your system has any special User Menu Access requirements or Operational requirements not covered by the
default Menu Groups (M G001 to MG004), program the extraM enu Groups required, or modify the default Menu
Groups to suit your system requirements. [MENU 2, 4, 1]

Program a name for any new Menu Groups that you create.

Program the appropriate functional options allowed for each Menu Group. [RIDCSA M T]

-Remote Access. Setto YeslF User is allowed remote access via Upload/Download software.

-l solate on Exit. Setto Yes|F User isallowed to Isolate Zones on exit if they are un-sealed.

-Area Defer On. Setto YeslFE User will start Area Defer On Timer running on “Defer” Areas.

-Cancel Holdup. Setto YeslE Userisallowed to cancel a Holdup alarm before it reports.

-Sirens Off. Setto Yes|F User can turn Off Sirens that are operating in any Areawhen they logon to a
Terminal.

-Acknowledge Messages. Set to Yes|F User can acknowledge messages from any Area when they logon to a
Terminal.

-Multiple Areas. Setto Yes|F User can turn multiple Areas On/Off viaan AreaList.

-Tamper On/Off. Setto YesIF User can turn Off the 24Hour (or Tamper) part of any Areain their “ Area Off”
List.

Assign the Main Menu options that the Menu Group will allow accessto. [RA1Tt.SC]
Review & Information, Access, | solate, Test, times, Security and Control.

Assign the Sub Menu options that the Menu Group will allow accessto. [UTL GZRA]
User Codes, User Types, Lists, Groups, TimeZones, Review and Adjust Counters.

Sd3sn

21

Determine the Areals that different types of Users will be allowed to turn ON and OFF.
From this information you can program the Area Listsrequired [MENU 2, 3, 1], remembering that different Area
ON and Area OFF Lists may be assigned to each “User Type” if required.

NOTES:

22

2.3

1) Arealist/s may aso be required to:
-Restrict the Areas reported in a particular Comms Task.
-Restrict the Areas controlled from an LCD Terminal.

2) Default settings. (V5 or later Firmware only).

ArealList ALOOL hasthe following Factory Default settings:
ArealList Name: ALL AREAS

Areas assigned: All

Program a name for each Area List.

Assignthe Area/sto each AreaList. AnArealList can support any number of Areas up to the maximum number of
Areas alowed in the Memory configuration.
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3. Door Lists. [MENU 2, 3, 2]

3.1  IF the system incorporates Access controlled Doors, determine the Door/s that different types of Users will be
allowed to access. From this information you can program the Door Lists required [MENU 2, 3, 2].

NOTE: Default settings. (V5 or later Firmware only). Door List DL0OO01 has the following Factory Default settings:
Door List Name:  ALL DOORS
Doors assigned: All

3.2 Program aname for each Door List.

3.3 Assignthe Door/sto each Door List. A Door List can support any number of Doors up to the maximum number of

Doors alowed in the Memory configuration.

4. Floor Lists[MENU 2, 3, 4] and Lift Car Lists. [MENU 2, 3, 5]

4.1  |F the system incorporates Access controlled Lifts, determine the Floor/s that different types of Users will be
allowed to access. From thisinformation you can program the Floor Listsrequired [MENU 2, 3, 4].

NOTE: Default settings. (V5 or later Firmware only).
Floor List FLOO1 has all Floors assigned.
Lift Car List LLOO1 has all Lift Cars assigned.

4.2  Assignthe Floor/sto each Floor List. A Floor List can support any number of Floors up to the maximum number
of Floors allowed in the Memory configuration.

4.3  Determinethe Lift Car/sthat different types of Userswill be allowed to access.
From this information you can program the Lift Car Listsrequired [MENU 2, 3, 5].

4.4  AssignthelLift/sto each Lift Car List. A Lift Car List can support any number of Lifts up to the maximum number
of Lifts allowed in the Memory configuration.

5. User Types. [MENU 2, 2]

5.1 Categorize al the Usersin the system into a number of logical (and practical) “ Types’ according to the operations
that they may perform, and the Area/sthey are allowed to control. E.g. System Admin, Supervisor, Factory Staff,
Maintenance, Guard, etc.

From thisinformation program each of the User Typesrequired. [MENU 2, 2]

5.2  Program aname for each User Type.

5.3 IFitisnecessary to restrict the valid period of the User Type, or provide an aternate set of User Type permissions
for different times of day and/or days of the week, assign an appropriate TimeZone to specify when the User Type
isValid.

54 If aTimeZone is assigned, you may then specify an Alternate User Type that will be used when the TimeZone
specified in the previous step is Invalid.

5,5  Assign appropriate AreaListsto the“AreaOn List” and “ Area Off List” options.
Thiswill determine which Areals the User Type can control.

56  Assignasuitable Menu Group. Thiswill determine the Menu options allowed and some of the Operationsthat the
User Typeis allowed to perform.

5.7  |1F the system incorporates Access controlled Doors, assign an appropriate Door List to the User Type.
Thiswill determine which Door/s the User Type can access.
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58

59

|F the system incorporates Access controlled Lifts, assign an appropriate Floor List and Lift Car List to the User
Type. Thiswill determine which Floor/s the User Type can access viawhich Lift Car/s.

Program any of the User Type Options required for each User Typeinthesystem. [dDUA PC]

The User options are:

-disabled User. Setto Yes|F the User Type requireslonger Door Unlock and Lift Button selection times. (V3
or later)

-Dual Code Provider. Setto Yes|F thisUser Typeisalowed to present the first PIN Code/Card at any Door/s
where Dua User accessis required.

-Dual User Override. Set to Yes|F the request for Dual User Codes will be overridden for this User Type.
-Override Anti-Passback. Set to Yes|F Anti-passback ruleswill be overridden for this User Type.

-Cancel on PIN. Setto Yes|F the User Typeisto be assigned to single-use PIN code Users. When a User with
this option set to Yesin their User Typeis granted PIN code access through a Door, the User will be cancelled
by setting their User Type back to “None”.

-Cancel on Card. Setto Yes|F the User Typeisto be assigned to single-use Card Users.  When a User with
this option set to Yesin their User Typeis granted Card access through a Door, the User will be cancelled by
setting their User Type back to “None”.

6. Users. [MENU 2, 1]

6.1

6.2

6.3

6.4

6.5

6.6

6.7

6.8

User Codes programming may now be done utilizing the User Types just programmed. This may only be neces-
sary to provide the client with a Master User Code that will allow them to program in the rest of the Users them-
selves.

Program a name for each User.
Assign an appropriate User Type.

IF the User requires a PIN code to perform any operations, enter in aunique PIN code of 1 to 8 digitsfor the User.
A PIN code length of at least 4 digitsis recommended.

| the User requires a Card (or other type of ID token) to perform any operations, program the Card Type (Credit
Card, Site Code or Direct Entry) and the card ID (Account humber, Card number, or Raw Card Data depending on
Card Type chosen).

IF the User’ s PIN code/ Card is only to be valid up to a specific time and/or date, program the Expiry time and/or
date.

Sd3sn

Program any of the User Options required for each User inthesystem. [NDL EG]

The User options are:

-No message acknowledge. Set to Yes |F the User isnot alowed to acknowledge any alarm messages.
-Duress Code. Set to Yes |F this User Codeisto be used as a system Duress PIN code.

CAUTION. If thisoptionisset to Yes, DO NOT use any words in the User name (e.g. Duress, Holdup, etc.)
that indicate that a Duress code is being used, as the name will be displayed in the greeting when the User logs
on to the Terminal!

-Area List default. Setto Yes|F the Area List selection screen (rather than the Area selection screen) isto be
displayed when the User logs on to a Terminal.

-Extra Area Off. Access Control option.

-No Greeting. Set to Yes|F thelogon greeting (e.g. Good morning Jack Frost) is not to be displayed for this
User.

An “Extra Area’ may be assigned to the User:
-IF the User isrequired to have On/Off control of just one Area.
(No Area List would then be required in their User Type.
-IF the User isrequired to have On/Off control of one additional Areaaswell asthe Areal/s defined viatheir
User Type ArealList.
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Central Monitoring Station Communications

When the system is required to communicate to a Central Monitoring Station, a number of different Comms formats are
available. The most suitable format will be determined by the level of security required and the format/s capable of being
monitored by the Central Station.
1) Dailer formats.
Uses standard PSTN Telephone Line via on-board Dialer modem. (No additional hardware required).
Follow Steps 1, 2, 3, 6 (If Backup Comms Task isutilized), 7 (If Timereport isrequired), and 8 (If
Dialer Linetestingisrequired)
2) Securitel. (Australiaonly)
Uses standard PSTN Telephone Line where Securitel serviceisavailable. A 1, 2 or 4 Port UART board must
be fitted to the Control Module and connected to a Securitel Interface Unit (3rd Party item) using the
Securitel / SpreadNet® Interface Cable. (P/No: 993035)
Follow Steps4 & 5,and 1 & 6 (If Dialer Backup Comms Task isutilized).
3) Polled Network formats. Refer to Programming Reference section for programming details.
e.g. -Direct Line. Uses a private leased line via on-board modem. (V1 ot V4.9x only)
-Poll Data (V3 or later) / Inet (V3.5 or later). Uses RS232 based communications, which may in turn be
converted to another format (e.g. Ethernet) for communicating with the Central Station.
4) 8-Pin STU formats. Refer to Programming Reference section for details.
Uses 8 Auxiliary outputs for different alarm types and alarm confirmation to activate inputs on STU’ s that
can support 8 or more Pin inputs. (V5.1 or later)

1. Program Telephone Numbers. [MENU 7, 3, 2]

|F the system is communicating to a Central Station via the Main Comms Task or Backup Comms Task in any of the
Dialer formats, program the required “ Telephone Number/s’. 'Y ou may need to program one or more Telephone numbers.
eg. -A PABX Accesscode |F the system needs to access an externa line viaa PABX connection.

-The primary Central Station Telephone number.

-Secondary Central Station Telephone number/sif required. (Up to 3 alternate numbers per Comms Task)

1.1  Select a Telephone number (TNxxx) to program.
1.2  Program aname for each Telephone number that is entered.

1.3  Enter the actual Telephone number. (IE“*” &/or “#’ characters need to be used in the phone number viathe “0”
key, pressthe ON key for alpha-numeric mode before entering the number)

2. Program the Main Dialer Comms Task options. [MENU 7, 3, 1]

|F the system is communicating to a Central Monitoring Station in any of the Dialer formats, program the required Dialer
Comms Task.

21  Select a Comms Task (CTxxx) to program. Note that Comms Task CTO01 is pre-programmed by the system
defaults to PCDirect (V1 to V4.9x) or Insight (V5 or later). It is recommended that this Comms Task is not
changed. Select Comms Task CT002 or higher for Central Station reporting.

2.2 Select the Dialer Comms format required. IRfast / Contact ID / 4+2 Pulse/ SIA

2.3 Program the Dialer Comms Task Options. If programming from an LCD Terminal, with the Comms Task set to
“ldle”, press <HEL P>, 9 to program the options.

24  Enter the 4 digit “Client Code” supplied by the Central Monitoring Station.
Note that the SIA format requires “Prefix” + “Client Code” to make up the 6 digit SIA Client Code.

25 |Fthe SIA format is selected, program the SIA optionsrequired. [DNATO...]
25  |Fthe system needsto access an external line viaa PABX connection, assign the “PABX Telephone Number”.

2.6 Assignthe“1st Telephone Number”. Thisisthe primary telephone number used to dial the Central Station.
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2.7

2.8

29

2.10

211

212

Assign any of the“2nd, 3rd and 4th Telephone Numbers’ if required. These are alternate Telephone numbers that
may be used to dial the same Central Monitoring Station if the 1st or subsequent number is busy or faulty.

Program any of the Dialing optionsrequired. [PpDFTM . 6]

The options are;

-Pulse Dial Main Telephone numbers. Set to Yes IF the system is required to use Pulse (Decadic) dialing for the
main Telephone numbers. i.e. The 1<t, 2nd, 3rd and 4th Telephone numbers.

-pulse Dial PABX Telephone numbers. Set to Yes I F the system isrequired to use Pulse (Decadic) dialing for
the PABX number.

-Dumb Dial. Not normally required. Refer to Programming Reference section for details.

-Force 300 Baud. |F IR fast format is used, and communication difficulties are experienced at the default 1200
Baud comms speed, this option may be set to Y esto force commsto 300 Baud. (ONLY relevant to IRfast)

-Test Mode. Specia option. Not normally required. Refer to Programming Reference section for details.

-Maximum Count. |F setto Yes, alows the maximum call time in Contact 1D to be based on valid acknowl-
edgements received, rather than on time. Only used if problems are experienced with the Central Station
Receiver’s buffer overflowing when the system sends large amounts of data. e.g. During a site commissioning.
Not normally required. Refer to Programming Reference section for details.

-60 second Re-dail. Not normally required. Refer to Programming Reference section for details.

Program any of the Reporting optionsrequired. [MLGPND ..]

The options are;

-Multiple Area Client Codes. Set to Yes |F separate Client Codes are to be reported for some or all of the
different Areasin the system. If utilized, the Client Code for each Area must be programmed in each Area
database where the option isrequired. If set to No, only the Client Code programmed in step 2.4 will be used.

-Look Ahead. Setto Yesif new Alarms are to be reported with priority over multi-breaks on a Zone that has
already been reported. Refer to Programming Reference section for details.

-General Open/Close Reporting. Set to Yes | F the system is only required to Report “First Areato Open” and
“Last Areato Close”. If unique Open/Close reporting is aso required on some Areas, another Comms Task may
be programmed to report those Areas. Refer to Programming Reference section for details.

-Prevent Restores. Not normally required. Refer to Programming Reference section for details.

-No “Area Still Open” or “Area 24Hr (Tamper) Off” reports. Set to Yesif Comms format or Central Station
Automation system does not support these Areareports. Refer to Programming Reference section for details.

-Delayed Reporting. (V5 or later) Not normally required. Refer to Programming Reference section for details.

1F the Comms Task is to be restricted to reporting on alimited number of Areas, assign an Area List to the “Area
List Filter” option. (IF utilized, you may haveto program an Area List first)

1F only certain types of messages are to be reported by this Comms Task, program the “ Extra Filter” options.
[EOA..... ] -Enable the Extra Filter options. Set to Yes|F filtering isrequired.
-Open/Closes. Set to Yes|F Area Openings and Closing are to be sent.
-Alarmg/Tampers/Isolates.  Set to Yes |F Alarms, Tampers and | solates are to be sent.

Select the appropriate “ Contact ID Map” to be used for this Comms Task.

This option applies |F Contact ID format is used, or |F Contact ID information is sent with IR fast format.
Asthere are alimited number of pointsthat can be reported viathe Contact ID format, a Map can be chosenin
consultation with the Central Monitoring Station, that best suits the system configuration.

Refer to Programming Reference and Tables sections for details.

Copyright exists on this manual. Unauthorised copying of this document is prohibited.



Basic Programming Guide - Rev 5.1 Page 33

3. Program the Main Dialer Comms Task Special options. [MENU 7, 3, 1]

31

3.2

3.3

34

3.5

3.6

3.7

3.8

Program the Dialer Comms Task Special Options. If programming from an LCD Terminal, from the main Comms
Task options “ Client Code” screen, press <HEL P>, 9, to program the Comms Task Specia Options.

Thisisonly required | F:

-The default number of Dial attempts or Backup attempts needs to be changed.

-A “Backup Comms Task” needs to be specified. (Allows the system to report to an alternate Central Monitoring
Station if all attempts to communiate to the main Central Monitoring Station are unsuccessful.)

-Auxiliaries are required to indicate “ Seize” and “Pass’ states.

-Any default timing parameters need to be changed.

-Any special options are required when IRfast Format is used.

Maximum Attempts. Default is 8 attempts. Program only if a different number of attemptsis required.
Backup Attempts. Default is 4 attempts. Program only if adifferent number of attemptsis required.

Backup Comms Task. |F aBackup Comms Task is required, specify the Comms Task that will betriggered if this
Comms Task fails to communicate with the Central Station after the maximum number of attempts.

Seize Auxiliary and Pass Auxiliary. Assign an Auxiliary 1D if required.

Timing Parameters.

PABX Dia Wait. Default is 3 seconds.

Main Dial Wait. Default is 3 seconds.

Handshake Wait. Default is 30 seconds.

Maximum Online Time. Default is 10 minutes.

Line Test Count. Should beleft at “000” unless advised otherwise.

CAUTION: These parameters normally only changed if advised by Distributor Technical Support.
Refer to Programming Reference section for details before attempting to edit.

IF IRfast format is used, program any of the IRfast “ Special Options” required. [RCT..L1U]
These options should only be programmed if instructed to do so by the Central Monitoring Station.
-Review Text. Setto Yesif Review text isto be sent with each event reported.

-Contact ID string. Set to Yesif equivalent Contact ID String is to be sent with each event reported.

-Send Time/Date. Set to Yesif atext string of the Time/date the event was recorded is to be sent with each event
reported.

-Link to PC. If setto Yes, causes an FE100 Receiver to hang on to theline for ashort period to allow the Automa-
tion system PC to send commands back to the panel.

-Panel Information. Set to Yes if miscellaneous panel information such as serial number, firmware version and
security option settingsis to be sent at the end of each report.
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-Update Panel. If set to Yes, causes an FE100 Receiver to update the panels Time and Date before hanging up.

|F IRfast format is used, program any of the IRfast “Remote Control Options’ required. [IU...D X A]
These options should only be programmed if instructed to do so by the Central Monitoring Station.
-Installer Status. Set to Yesif Central Station isto have Installer Status for the purpose of Remote Control.
-User Status. Set to Yesif Central Station isto have normal User Status for the purpose of Remote Control.
-Door Control. Set to Yesif remote control of Doorsis allowed where the facility exists.

-AuXiliary Control. Setto Yesif remote control of Auxiliariesis allowed where the facility exists.

-AreaControl. Setto Yesif remote control of Areasis alowed where the facility exists.

Copyright exists on this manual. Unauthorised copying of this document is prohibited.



Page 34 Basic Programming Guide - Rev 5.1

4. Program the Securitel Comms Task options. [MENU 7, 3, 1]

1F the system is communicating to a Central Monitoring Station in the Securitel format, program a Securitel Comms Task.

4.1

4.2

4.3

4.4

4.5

4.6

4.7

4.8

4.9

Select a Comms Task (CTxxx) to program.

Note that Comms Task CT001 is pre-programmed by the system defaultsto PCDirect. It isrecommended that this
Comms Task is not changed. Select Comms Task CT002 or higher for Central Station reporting.

Select the “ Securitel” Comms format.

Program the Securitel Comms Task Options. If programming from an LCD Terminal, with the Comms Task set to
“Idle”, press <HEL P>, 9 to program the options.

Enter the 4 digit “Hard ID” supplied by the Central Monitoring Station.

Definethe UART “Port to Use” that the Securitel Interfaceis connected to. Must be Port 1to 4. Port O not allowed.
Program the Baud rate for communications between the UART Port and the Securitel Interface. Normally 9600.
Program any of the Reporting optionsrequired. [ML GPN .. .]

The options are;

-Multiple Area Client Codes. Set to No. Not used is this format.

-Look Ahead. Setto Yesif new Alarms are to be reported with priority over multi-breaks on a Zone that has
already been reported. Refer to Programming Reference section for details.

-General Open/Close Reporting. Set to Yes | F the system is only required to Report “First Areato Open” and
“Last Areato Close”. If unique Open/Close reporting is aso required on some Areas, another Comms Task may
be programmed to report those Areas. Refer to Programming Reference section for details.

-Prevent Restores. Not normally required. Refer to Programming Reference section for details.

-No “Area Still Open” or “Area 24Hr (Tamper) Off” reports.  Set to No. Not used is this format.

1F the Comms Task isto be restricted to reporting on alimited number of Areas, assign an Area List to the “Area
List Filter” option. (IF utilized, you may have to program an Area List first)

1F only certain types of messages are to be reported by this Comms Task, program the “ Extra Filter” options.
-Enable the Extra Filter options. Set to Yes|F filtering is required.

-Open/Closes. Set to Yes|F Area Openings and Closing are to be sent.

-Alarms/Tampers/Isolates.  Set to Yes|F Alarms, Tampers and |solates are to be sent.

5. Program the Securitel Comms Task Special options. [MENU 7, 3, 1]

5.1

5.2

Program the Securitel Comms Task Special Options. If programming from an LCD Terminal, from the main
Comms Task options “Hard ID” screen, press <HEL P>, 9, to program the Comms Task Specia Options.
Thisisonly required |F:

-Any default timing parameters need to be changed.

-A “Command back” Auxiliary output needs to be specified.

-A “Backup Comms Task” needs to be specified. (Allows the system to report to an alternate Central Monitoring
Station viaaDialer format if al attempts to communiate to the main Central Monitoring Station are unsuccessful.)

Timing Parameters.

Poll Wait. Default is 10 seconds.

CAUTION: This parameter normally only changed if advised by Distributor Technical Support.
Refer to Programming Reference section for details before attempting to edit.
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5.3  Command Back Auxiliary. Assign an Auxiliary ID if required.

54  Backup CommsTask. |F aBackup Comms Task isrequired, specify the Comms Task that will betriggered if this
Comms Task fails to communicate with the Central Station.

6. Program the Backup Dialer CommsTask. [MENU 7, 3, 1]

IF aBackup Comms Task was specified in Dialer Special Options, program the Backup Comms Task.
6.1  Select anew Comms Task (CTxxx) to program.

6.2  Select the Backup Comms format required. IRfast Backup.
Contact ID (CID) Backup.

6.3  Program the Backup Dialer Comms Task Options as per Step 2.

7. Program Time Report/sto the Central Monitoring Station.

IF aperiodic Test report is required to be sent to the Central Monitoring Station, program the “ Time Report” facility.

7.1 ProgramaTimeZone. [MENU 5, 2]
Select the TimeZone and program an appropriate name. e.g. “Time Report”

7.2 Program thefirst TimeZone period to define when the Time Report will be sent.

7.3  Program the Valid Days of the week for the first Period.
i.e. Days when the function is required to operate.

74  |Fthe TimeZone requirements are more complex, program the second (and any subsequent) “ TimeZone period”
and “Valid Days’ to define when the function will be triggered.
e.g. If the Time Report requirements differ from Day to Day.
7.5 Assignthe Holiday Typesto be obeyed. (If necessary)
e.g. Time Report to be sent at 3 AM every night.
1st Period:  03:00-t0-03:02
Days: SMTWTFSH all setto Yes.

Note: If the Time Report isrequired to be sent twice a day, two TimeZone periods can be programmed, using
the Start Times of the two periods to define the two report times.

7.6  Set TimeZone Function to “Trigger Time Report”.

<
O
<
—
®
.
=z
®

7.7  Set Control Optionsfor Trigger Time Report. [OFof ]
This detemines how the Time Report System Input will be triggered. (C01:S18)
-O. Time Report System Input On (Alarm edge) when TimeZone goes Valid.
-F. Not used for this function.
-0. Not used for this function.
-f. Not used for this function.
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7.8

Assign the Time Report System Input (C01:S18) to an Area. [MENU, 7, 1]
Assign the Input to a System Areathat is aways On with an appropriate Process Group. e.g. “System Silent”.

NOTE: If the“Add System Inputs’ Areadefault procedure is used, and the“S’ (System Silent) option set to
Yes, thisInput (C01:S18) is assigned to the Areawith the “ System Silent” Process Group.
See “ Programthe Areas’ (Step 4) in“ Alarm Processing” for details.

Note that the default “ System Silent” Process Group will generate an LCD Terminal message. Y ou may choose
to program a similar Process Group for this Input, but with al “Terminal message Types’ set to No.

[MENU, 2, 4, 3]

Alternatively you may choose to set “ Terminal message Types’ al to No in the “ System Silent” Process Group,
but thiswill effect other System Inputs and may not be appropriate in al applications.

8. Program Dialer Line Testing.

1F regular testing of the Dialer Lineisrequired, program the Line Test Facility. Thisallowsthe Control Moduleto test the
line frequently to detect a fault or tamper condition without having to dial.

It is recommended that this featureis utilized if the On-board modem is connected to a telephone line for any purpose.
i.e. Alarm reporting, remote control and/or Upload/Download.

8.1

8.2

8.3

8.4

8.5

Select anew Comms Task (CTxxx) to program;
OR If aComms Task is already programmed for “Insight Internal Modem” or “Answer Call”, select this Comms
Task. Note: “Insight Internal Modem” format in only availablein V5 or later.

Select the “Insight Internal Modem” or “ Answer Call” Comms format if a new Comms Task is being created.
Note: An “Internal Modem” and “Answer Call” Comms Task cannot be used in the same system. Select the
required format based on which Upload/Download software or reporting format/s you will be using with this
system. Insight &/or | Pfast: Internal Modem.

WnDirect or PC Direct: Answer Call.

Program the Comms Task Options. If programming from an LCD Terminal, with the Comms Task set to “Idle”,
press <HEL P>, 9 to program the options.

Program the “Line Test Time”. This option sets the time between automatic dialer line tests. The time can be
programmed between 1 and 255 minutes.

When tested, if line voltage is not detected the “Phone” System Input (C01:S22) will be set to the alarm condition.
If line voltage is detected, C01:S22 will be restored.

The default setting of “000" disables Line testing.

Assign the “Phone” System Input (C01:S22) to an Area. [MENU, 7, 1]
Assign the Input to a System Areathat is aways On with an appropriate Process Group. e.g. “ System Local”.

NOTE: If the“Add System Inputs’ Area default procedureis used, and the“L” (System L ocal) option set to
Yes, thisInput (C01:S22) is assigned to the Areawith the “ System Local” Process Group.
See “ Programthe Areas’ (Step 4) in“ Alarm Processing” for details.

Note that the default “ System Local” Process Group does not activate any Area Auxiliaries. If an Auxiliary
output is required (e.g. to activate alternative reporting method such as cellular interface) you may choose to
program a similar Process Group for this Input, but with one or more Area Alarm Auxiliaries set to Yes.
[MENU, 2, 4, 3]

A “Line Fault” System Input (C01:S12) is also provided. This System Input is set to the Alarm condition if line
voltage is not detected when the system attemptsto dial. Y ou may choose to process this Input in the same
manner as the “Phone” System Input.
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Remote Access and Remote Control

The system can be accessed by remote devices for the purposes of Upload/Download and Remote Control.
The following options are available:
Upload/Download and Remote Contral.

1) Control Module answers (or Calls back) PC via On-board modem.
Uses standard PSTN Telephone Line via on-board Dialer modem. (No additional hardware required).
Allows system Programming, Review monitoring and Remote Control using Upload/Download software, such
as Insight (V5 or later), WDirect (V3 or later) or PCDirect at up to 1200 Baud.
Follow Steps 1, 2, 3, 3a (If Insight software used) and 7.

2) Control Module answers PC via External modem.
Uses standard PSTN Telephone Line. A 1, 2 or 4 Port UART board must be fitted to the Control Module and
connected to a Dial-up modem (3rd Party item) using the Modem Interface Cable. (P/No: 993027)
Allows system Programming, Review monitoring and Remote Control using Upload/Download software, such
as WDirect (V3 or later) or PCDirect at up to 9600 Baud.
This option is useful if the On-board modem is used for Direct Line (e.g. EarthNet) reporting, or if the higher
Baud rateis required.
Follow Steps4, 5and 7.

Remote Control Only.

3) Control Module answers Touch-tone (DTMF) telephone via On-board modem.
Uses standard PSTN Telephone Line via on-board Dialer modem. (No additional hardware required).
Allows Remote Control of Areas and Auxiliaries using any Touch-tone (DTMF) telephone.
Follow Steps 2, 3, and 6.

1. Program Telephone Numbers. [MENU 7, 3, 2]

IF the system is required to Call back the PC following a successful logon sequence for added security, program the
required “ Telephone Number/s”.
NOTES: 1) Only available if using the On-board modem.
2) Not yet available for Insight.
Y ou may need to program one or two Telephone numbers.
-A PABX Access code | F the system needs to access an external line viaa PABX connection.
-The Telephone number of the PC’'s modem. (The “Call back” number)

1.1  Select a Telephone number (TNxxx) to program.

1.2 Program a name for each Telephone number programmed.
e.g. “Calback Number” and “C’ back PABX Acc” (If required)

1.3  Enter the actual Telephone number/s.

2. Program the“Insight Internal Modem” or “Answer Call” Comms Task options. [MENU 7, 3, 1]

|F the system isrequired to answer acall from a PC or Touch-tone phone via the On-board modem, program an “Insight
Internal Modem” Comms Task (If using Insight software with V5 or later ) OR an “Answer Call” Comms Task (If using
WDirect or PC Direct software). IMPORTANT NOTE: V5 or later. While WDirect/PC Direct can backup the entire
panel database, some programming options are not available to view or edit.

J0V 310N3d

21  Select anew Comms Task (CTxxx) to program.
OR If aComms Task is already programmed for “Internal Modem” or “Answer Call”, select this Comms Task.
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2.2

2.3

24

2.5

Select the “Internal Modem” or “Answer Call” Comms format.

Program the “Internal Modem” or “Answer Call” Comms Task Options. If programming from an LCD Terminal,
with the Comms Task set to “Idle”, press <HEL P>, 9 to program the options.

Enter the number of “Rings to Answer” between 001 and 019. Thisisthe number of rings required to be sensed
before the Control Module will answer the incoming call.

Program any of the Answer Call optionsrequired. [F3CT SD..]

The options are;

-Fax Bypass. (“Answer Call” only) Setto Yesif the Lineis shared with a Fax machine or similar device.
When set to Y es this option enables Fax Bypass by sensing if the phone stops ringing before the required
number of rings. If detected it will loop the linein parallel with the other device that answered the phone (e.g.
fax machine) and wait a pre-determined time for DTMF tone to be sensed from the PC.

-300 Baud only. (“Answer Cal” only) Set to Yesto force comms speed to 300 Baud irrespective of the modem
type. Only used if commsis found to be unreliable at higher baud rates due to a poor quality line.

-Cadll back only. (“Answer Cal” only) Setto Yes|F the Control Module is alwaysto Call back the PC after the
PC has dialed in and logged on successfully.

-Timed Bypass.
V1toV4.9x Must be set to No if DTMF Control mode is required.

Set to Yesto enable Timed Bypass. (Fax Bypass must also be set to Yes).
Allows the PC Operator to bypass the fax by dialing the system, aborting the call immediately after the fax has
answered, and then dialing the system again 1 minute later. The system will recognise the sequence and answer
on the 1st ring before any other device can answer.

V5.04 or later. This option enables Fax Bypass by sensing if the phone stops ringing within 5rings. 1f
detected, the Comms Task will start atimer running. If rings are sensed again after 60 seconds (but before 120
seconds) the panel will now answer on the first ring, thereby gaining the line before the fax/answering machine
can answer.

-Single DTMF Tone. (“Answer Cal” only) Setto YeslE DTMF Remote Control modeis required, AND *“Fax
Bypass’ issetto Yes.

-DTMF Control Mode. Setto Yes|F DTMF Control Mode is allowed when the Control Module answers acall
and the correct DTMF tone is detected.

3. Program the“Internal Modem” or “Answer Call” Comms Task Special options. [MENU 7, 3, 1]

31

3.2

3.3

Program the Special Options. If programming from an LCD Terminal, from the main Comms Task options“Rings
to Answer” screen, press <HEL P>, 9, to program the Comms Task Specia Options.
NOTE: Callback not yet implemented for Insight software.

Program any of the Dialing optionsrequired. [PpDFTM . 6]
The options utilized in the Internal Modem or Answer Call Comms Task are:

-Pulse Dial Main Telephone number. Set to Yes|F the system is required to use Pulse (Decadic) dialing for the
Call back Telephone number.

-pulse Dial PABX Telephone numbers. Set to Yes IF the system isrequired to use Pulse (Decadic) dialing for
the PABX number.

-Dumb Dial. Not normally required. Refer to Programming Reference section for details.

1F the system needs to access an external line viaa PABX connection, assign the “PABX Telephone Number”.
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34 Assignthe“Call back Telephone Number”. Thisis the telephone number used to dial the Computer.

35 Assign the “Customer Telephone Number”. This is the telephone number of the line connected to the Control
Module. Allowsthe Installer to have arecord of the number for reference purposes.

36  SeizeAuxiliary. Assignan Auxiliary ID if required.

3.7 Single DTMF Tone. Must be programmed if DTMF Remote Control is required.

This option selects the DTMF tones that will be used to:

-Initiate the modem answer sequence in Fax Bypass mode. (“Answer Call” only)
The programmed DTMF tone is used.

-Initiate DTMF Remote Control mode.
V5.1 or later: The programmed DTMF tone is used.
V3toV4.9x: The programmed DTMF tone plus oneis used.
eg. If DTMF digit “5” is programmed, this will be used as the Fax Bypass tone and digit “6” will
be used to initiated DTMF Control mode.

3.8  Timing Parameters.
DTMF Tone Wait. Default is 5 seconds.
Line Test Count. Should beleft at “000” unless advised otherwise.
Answer Wait. Default is 0 seconds.
CAUTION: These parameters normally only changed if advised by Distributor Technical Support.
Refer to Programming Reference section for details before attempting to edit.

3a. Program the“Insight” Comms Task options. [MENU 7, 3, 1]

|F the system is required to answer a call from a PC running Insight software, program an “Insight” Comms Task
(V5 or later only).

3al Select Comms Task #1 (CT001) to program. Comms Task CT001 must be used for the “Insight” Comms Task.
Note that the format for CT001 isset to “Insight” by default at the factory, or whenever the panel is defaulted, and
should not be changed. If the format has been changed, move the other format to another Comms Task, and elect
the “Insight” Comms format for CTOOL.

3a2 Program the Insight Comms Task Options. If programming from an LCD Terminal, with the Comms Task set to
“ldle”, press <HEL P>, 9 to program the options.

3a3 Enter the 8 digit “Panel ID”. This must match the Panel ID programmed for this Panel in the Insight software.
3a4 Program the Connection options for the “Internal Modem” (IntMod) communicationspath. [....1 ACE]

The relevant options are:

-Answer Insight. Setto Yes.

-Path Exists. Setto Yes.
3a5 |FanEncryption key isto be used, enter the 32 character Encryption key inthe“Insight A” (1st 16 characters) and

“Insight B” (Characters 17 to 32) screens. The Encryption key must match the Encryption key programmed for
this Panel in the Insight software.

4. Program the External Modem Comms Task options. [MENU 7, 3, 1]
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|F the system isrequired to answer acall from aPC viaan External modem, program an “External Modem” Comms Task.
IMPORTANT NOTE: Not currently available for Insight connection. (V5 or later)

41  Select anew Comms Task (CTxxx) to program.

4.2  Select the “External Modem” Comms format.
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4.3

4.4

4.5

4.6

Program the External Modem Comms Task Options. If programming from an LCD Terminal, with the Comms
Task set to “Idle”, press <HEL P>, 9 to program the options.

Enter the number of “Rings to Answer” between 001 and 019. Thisis the number of rings required to be sensed
before the Control Module will answer the incoming call.

Definethe UART “Port to Use” that the External Modem is connected to. Must be Port 1 to 4. Port 0 not allowed.

Program the Baud rate for communications between the UART Port and the External Modem. Normally 9600.

5. Program the External M odem Comms Task Special options. [MENU 7, 3, 1]

5.1

5.2

5.3

5.4

Program the External Modem Comms Task Specia Options. If programming from an LCD Terminal, from the
main Comms Task options “Rings to Answer” screen, press <HELP>, 9, to program the Comms Task Special
Options.

Program any of the Dialing optionsrequired. [PpDFTM . 6]
The options utilized in the External Modem Comms Task are:

-Pulse Dial Main Telephone number. Set to Yes|F the system is required to use Pulse (Decadic) dialing for the
Call back Telephone number.

-pulse Dial PABX Telephone numbers. Set to Yes IF the system isrequired to use Pulse (Decadic) dialing for
the PABX number.

-Dumb Dial. Not normally required. Refer to Programming Reference section for details.

Assign the “ Customer Telephone Number”. This is the telephone number of the line connected to the External
Modem. Allowsthe Installer to have arecord of the number for reference purposes.

Timing Parameters.

DTMF Tone Wait. Default is5 seconds.

Line Test Count. Should be left at “000” unless advised otherwise.

Answer Wait. Default is 0 seconds.

CAUTION: These parameters normally only changed if advised by Distributor Technical Support.
Refer to Programming Reference section for details before attempting to edit.

6. Program the DTMF Control. [MENU 7, 3, 3]

1F DTMF Remote control is required, the DTMF Control Code/s and Function/s must be programmed.

6.1

6.2

Select anew “DTMF Control” to program. (DCxxX)

Define the 4 digit “Control Code”.

If anumber of similar DTMF Remote Control functions are required, remembering the codes can be made easier by
defining the function of some of the digitsin a particular system.

e.g. If Remote On and Off Control of 4 Areasisrequired.

Thefirst 2 digits can be common digits (the same for all codes). e.g. 85. The 3rd digit could be used to define the
Areanumber and the 4th digit to select On (e.g. 6 - “N” key on phone) or Off (e.g. 3- “F’ key on phone).

So; 8526 = Area2 On. 8533 = Area 3 Off. etc.

Remember that once you have dialed in to the system and sent the DTMF Remote Control mode tone, you must
wait for the “Ready” tones before sending the Control Code.
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6.3  Select the DTMF Control “Function”.
-AreaOn.
-Area Off.
-Auxiliary On (seconds).  To turn an Auxiliary On without a timer, select this option and ensure that the
“Auxiliary Time" isset to“000".

-Auxiliary On (minutes).
-Auxiliary Off.

6.4 |FanAuxiliary Control funtion is selected, define the “ Output Auxiliary” to control.
Enter the Auxiliary 1D.

6.5 |Fan AreaControl funtion is selected, define the “ Areato Operate”.
Enter the Area number.

6.6 IFan“Auxiliary On” Control function is selected, and an On timeis required, program the “ Auxiliary Time”.
Enter the time period required. This will be in seconds OR minutes depending on the Auxiliary On function
selected.

NOTE: The table on the following page can be copied to record the system Telephone number, Control mode tone,
Control Codes and Functions. A similar tableis also provided at the rear of the Revision 3 User Manual.

7. Check/Program Menu Groups. [MENU 2, 4, 1]

Any User that is allowed to access the system remotely from a PC with Upload/Downl oad software must have permission
to do so viathe “Menu Group” assigned to their “User Type”.
Y ou will need to check that the appropriate Menu Group/s (if any) allow Remote Access.

Level of access once logged in will depend on User Number:

User 00001. All programming and all on/off control allowed. Must not be locked out by “Master User” (U00002)
User 00002. Some programming (no Installer Menu, etc.) and all on/off control allowed.

User 00003 and higher. No programming and some on/off control allowed.

11  Select aMenu Group to edit.

1.2 Program the appropriate functional options allowed for the Menu Group. [RIDCSA M T]

-Remote Access. Setto YeslF User is allowed remote access via Upload/Download software.

1.4  Assign the Main Menu options that the Menu Group will allow accessto. [RA1Tt.SC]
Review & Information, Access, | solate, Test, times, Security and Control.

15 Assign the Sub Menu options that the Menu Group will allow accessto. [UTLGZRA]
User Codes, User Types, Lists, Groups, TimeZones, Review and Adjust Counters.

J0V 310N3d
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DTMF CONTROL DETAILS

System Telephone NO: e

“Control Mode” Tone: e

Control Codes: Action.

(Depending on Memory sizefitted, either 8 or 16 Control Codes will be available)
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Miscellaneous Options

Control of “Common” Areas.

Program Areas. [MENU 7, 1]

An Areathat isto be automatically controlled by a one or more other Areas can be assigned to the other Area/sasa
“Sub Area’.

e.g. The“Foyer” Areais:
-automatically turned Off if the “Admin” OR “Sales” OR “ Showroom” Areais turned Off.
-automatically turned back On only when al of the other Areas are On.

In the Area programming for each of the three controlling Areas (Admin, Sales and Showroom), assign the “ Foyer”
Areaasthe “Sub Area’. No programming is required for the Foyer Area.

See” Programming Areas’ (MENU, 7, 1) inthe* Programming Reference” section for details of Sub-Area Programming.

Area Control via Zone |l nputs.

Program Function Zones. [MENU 7, 5, 3]

Function Zones provide for control of Areas or Area Lists by devices connected to Zone Inputs, such as:
-Keyswitches.
-Outputs from Remote Control Receivers.
-Outputs from other 3rd party equipment such as Building Management Systems.

See* Function Zones” (MENU, 7, 5, 3) in the Programming Reference” section for details of Function Zone Program-
ming.

Auxiliary Output Control via Zone |l nputs.

Program Function Zones. [MENU 7, 5, 3]

Function Zones provide for control of Auxiliaries by devices connected to Zone Inputs, such as:
-Keyswitches.
-Outputs from Remote Control Receivers. (e.g. Open Garage Door)
-Outputs from other 3rd party equipment such as Building Management Systems.
-Push buttons. (e.g. Activate Doorbell)

See* Function Zones” (MENU, 7, 5, 3) in the Programming Reference” section for details of Function Zone Program-
ming.

Auxiliary Output Control from LCD Terminals.

Program Home Auxiliaries. [MENU 7, 5, 5]

Home Auxiliaries allow Auxiliary Outputs to be controlled by Usersfrom LCD Terminals. Home Auxiliaries are
named allowing easy selection, and can also be controlled by Zone Inputs if required. This provides for simple yet
sophisticated control of lighting, airconditioning, irrigation, and many other applications.

See“ Home Auxiliaries’ inthe* Applications Programming Guide” section and “ Home Auxiliary Programming” (MENU,
7,5, 5) in the Programming Reference section for details of Home Auxiliary Programming.
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Timed Auxiliary Output Control.

Program Auxiliary Timers. [MENU 5, 5]

With “Auxiliary Timer” programming, any Auxiliary Output in the system can be programmed to be activated for a
specific period of time regardless of the mechanism used to trigger the Auxiliary.

The Timer can be specified in the range of 1 to 255 seconds OR 1 to 255 minutes.
See“ Auxiliary Timers’ (MENU, 5, 5) in the “ Programming Reference” section for details of Auxiliary Timer Program-

ming.

Auxiliary L ogic and Control functions.

Program Calculated Auxiliaries. [MENU 7, 5, 4]

Calculated Auxiliaries allow:
-Auxiliaries to be used in simple Logic equations to achieve more complex Auxiliary Output Control and Timing
functions.

-Auxiliary Actionsto: -Turn Areals On and/or Off.
-Lock and/or Un-lock Door/s.
-Secure and Free Floor/s.

-Auxiliary Actionsto provide: -Anti-Passback Amnesty.
-Clear User Count in an Area.
-Clear an Event Counter.

See“ Calculated Auxiliaries” (MENU, 7, 5, 4) in the “ Programming Reference” section for details of Calculated Auxil-
iary Programming.
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