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Copyright Declaration

NEOPORT are the registered trademarks of JSC “NEOPORT
MOSCOW”. The copyright of all the product parts, including
accessories and the software, belongs to JSC "NEOPORT MOSCOW".
Without the permission of JSC "NEOPORT MOSCOW?”, any copy and
translating is not allowed.

All the pictures and specifications of the product are just for
reference, which will have tiny difference with the upgrading of the
product. If there is any change of the product, we will not give further
notice. If you want to know more about the product, please visit our
website: http://www.neoport.ru
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Chapter 1 Instruction Manual Introduction

This chapter is about the related operation information of the PORT-5E Routers. It is
the best instruction manual for installing and using PORT-5E series.

1. Purpose

2. Application Fields
3. Version Information
4. Technical Support

1.1 Purpose

This Instruction Manual is mainly for the installation and test of the PORT-5E
series of NEOPORT.

1.2 Application Fields
This Instruction Manual is suitable for the users who has certain knowledge of
computer network and electronic technology, network device administrators
and other management personnel who need to use PORT-5E series.

1.2 Version Information
According to the requirement of the market and the users, we will make some
functional adjustment and technical improvement to the PORT-5E series. Below
table includes all the versions of the PORT-5E series of NEOPORT and revision

reasons in different periods.

Table-1.1: Version Information

Version No. | Revision Related Start-stop Revised
Department Department Date Content
1.0.0 R&D Center Sales, 2010.12 First publish
Technical
Engineer
2.0.0 R&D Center Sales, 2011.1 Add the
Technical product
Engineer function
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and  make
adjustments
to the
hardware
2.1.1 R&D Center Sales, 2011.3
Technical
Engineer

1.3 Technical Support

In order to solve the problems in the Router use more quickly and get the right
solution in hardware, operation system and installation and test. Please
contact us by:

B T
Service Hot-line in Moscow: +7(915)2193902
D<IE-mail:

Technical Support: ys@neoport.ru

For more information, please check this website www.neoport.ru
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Chapter 2 Product Introduction

This chapter mainly describes the function of PORT-5E series and field of application.

Brief Introduction to the Products
function features

application

Product model

ALWNBR

2.1 Brief Introduction to the Products

With the development of the mobile communication technology, the mobile data
communication network using the EVDO/HSDPA/HSUPA has covered all regions
in Russia. And the network is very stable. All these make a larger market for the
PORT-5E series application. Because different industries have different
applications and different information needs, so the industry application
solutions provided by the mobile communication operators must satisfy both the
common needs and the special individual needs of the industry users perfectly.
Therefore, in recent two years, based on the needs of industry users,
Telecommunication, Mobile and Unicom do innovative practice energetically in
mobile application and provide solutions to meet the unique needs of the users.
Being different with the popular data requirements, indusry application is very
professional. Different industry users need different terminals. So hardware and
software development and system integration must be accord with different
industry needs. So by analysing the different industry application features in
recent years and according to the network features and the actual condition of
the network operators, NEOPORT launched the individually designed PORT-5E
series.

PORT-5E series developed by NEOPORTprovide users the high-speed,
always-online and transparent-data-transmission communication network. In
order to meet the needs of Electronic Power System Automation, Industry
Monitoring, Transportation Management, Weather, Environment Protection,
Pipe Network Monitoring, Finance and Bond industries, by using 2G/3G network
PORT-5E series achieve the transparent data transmission function. In the
meantime, considering the network needs of every department, on the basis of
PORT series developed the PORT-5E products which have RS232/485 interface
are high-performance,industry-use and external. In order to meet the needs of
Electronic Power System Automation, Industry Monitoring, Transportation
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Management, Weather, Environment Protection, Pipe Network Monitoring,
Finance and Bond industries, by using 2G/3G network PORT-5E series achieve the
transparent data transmission function. In the meantime, considering the
network needs of every department, PORT-5E series developed the virtual data
private network on the network structure.

2.2 function features

» Supports EV-DO RevA/Rev0, 1xRTT, HSUPA, HSDPA, UMTS, EDGE & GPRS
network

> 1 port 10/100 Ethernet LAN switch with LAN / DMZ configurable zones
> 3G module Built-in

> Support WiFi 802.11b/g/n

> RS-232 port offer a transparent channel for M2M application

> IPSec-based VPN client w/DES, 3DES, AES

>  Stateful Packet Inspection Firewall

> Supports dynamic or static IP addresses assigned by cellular carriers

» Support APN/VPDN network

2.3 application Fields

> Video Surveillance
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»  Financial Service(ATM&POQOS)

1

2.4 Product model
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PORT-5E9 HSUPA Router
PORT-5E7 HSDPA Router
PORT-5E EVDO revA Router

Chapter 3 Hardware Installation

This chapter mainly describes the appearance, model and function of PORT-5E series
and how to install and set the configurations.

1. Overall Dimension
2. Accessories Description

3. Installment

3.1 Overall Dimension
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3.2 Accessories Description
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3.3 Installment

Device Entires 1 Standard

Power Entires 1 12V1A g\
antenna Entires 2 Standard

Usermanual Entires 1 Standard CD-ROM

(or download from

www.Neoport.ru )

PORT-5E series should be installed and configured properly before putting in
service.The installation and configuration should be done or supervise by

gualified engineer.

Attention:
Don’t install PORT-5E series or connect/disconnect its cable when it is power on.

3.3.1 SIM/UIM card installed

Load or remove SIM/UIM card, need to have equipment back cover turned,
up gently, gap outwards, broke it gets stuck under load, toward the chip can
buckle up. Remove UIM card, SIM/broke it gets stuck, thrust the card can

slip out.

Attention: SIM/UIM card does not reach the designated position, the
equipment can not find a card, can't work normally, therefore
inserted a try to check again for a SIM (RUIM) card is stuck fast.

3.3.2 Grounding

To ensure a safe ,stable and reliable PORT-5E series operation,Router cabinet
should be grounded properly.

3.3.3 Check Network Status
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Please connect the antenna after you successfully connect to the cable. And
then insert the valid SIM/UIM card and provide the power to the PORT-5E
series via the cable. After provide the power to PORT-5E, if the POWER light
start to blink in a few seconds, that means the system start-up is normal; if
the 3G light works, that means the network has been found; if the VPN light
works, that means VPN tunnel has been set up. Please refer to the below
table for the situation of the indication lights.

Indication Description
Light

System set-up normally

Data transmission in Ethernet

| |
on  vNumesetwo
of  vNumesewpwe

Access to the Internet

Disable

Chapter 4  Software configuration

NEOPORT
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1. Overview
2. How to log into the Router
3. How to config web

4.1 Overview

PORT-5E series routers with built-in WEB interface configuration, management
and debugging tools, user should configuration the parameters first;and it could
be altered the parameters flexibility and software upgrades and simple testing.
user can set up and manage the parameters of the router on its interface ,detail
step are bellow :.

4.2 How to log into the Router

4.2.1 network Configuration of the Computer.
The router default parameters as follow
IP: 10.10.10.254, sub mask: 255.255.255.0.

There are two ways to set the PC’s IP address.

1. Manual setting
Set the PC IP as 10.10.10.xxx (xxx = 1~253), subnet mask: 255.255.255.0,
default gateway: 10.10.10.254, primary DNS: 10.10.10.254.

2. DHCP
Choose “Obtain an IP address automatically” and “Obtain DNS server
address automatically”.
After IP setting, check it by ping. Click Windows start menu, run, execute
“cmd” command. Input “ping 10.10.10.254” in the DOS window.

C=~rping 10.18.18.254
Pinging 18.18.18.254 with 32 hytes of data:

Reply from 18.18.18.254: hytes=32 time<ims
Reply from 18.18.18.254: hytes=32 time<ims
Reply from 18.18.18.254: hytes=32 time<ims
Reply from 18.18.18.254: hytes=32 time<ims

Ping statistics for 18.18.18.254:

Packets: Sent = 4, Received = 4. Lozt = 8 (8% loss),
Approximate round trip times in milli-—seconds:

Minimum = Bms, Maximum = Bms,. Average = Bms

This information means the connection is work.
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4.2.2

GC:isrping 10.18.18.254

Pinging 18.18.18.254 with 32 hytes of data:

Requeszt timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 18.18.18.254:
Packetz: Sent = 4, Received = A, Lost = 4 (188x loss2.

This information means the connection is failure. If so, please check the
network cable connection and IP address setting.

log into Router

® Open the Web browser, and type http://10.10.10.254 into the address
field and press Enter botton in your computer keyboard.

® Type User Name “admin” and Password “admin” in the pop-up Login
Window, and then press the “Apply” button.

Connect to 10.10.10.254
(= r}

2 x|

The server 10.10.10.254 at GoAhead requires a username
and password,

Warning: This serwver is requesting that yaour username and

password be sent in an insecure mannet (basic authentication
without a secure conneckion).

User name: I € admin j
Password; Im

v Remember my passwaord

Ik I Cancel

® If you type into the correct User Name and Password, you will get the
access into the Router’s Web Management Page.
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o Port-5E
_'} Operaton Mode
B3 Internet Settings
L) WAN
{3 LAN
] DHCP clients
L] WPH Passthrough
L) Advancad Routeg
L) weH
U o
L) SMEA‘oice Cormma
L) Status Report
-...1 Route Fadl Over
ooy Wirsless Settings
L] Basic
L) s anoed
1] Securty
) wLbs
] wes
L} Stakion List
El 25 Firewall
) Mac/p/rort Filteai
_'I. Port Forwarding
0 omz
"_} Lystem Seounty
L) Cantent Filtering
= -_'-j Adminestrabion
[} Maragement
3 Reboot
) Updaad Firrmmwsrs
3 Settings Marisgamy
1) Status
[} Statistes
L) System Log

4.3 How to config web

2l Access Point Status

Lebs take a look ol tha slalus of 36 Routes

Syatem Info

{Product Mool |ParaE

[Software varsion [2az0May 132011
[Hardware version [tan
iDevicelm [z0p6305820 080425
iBystem Up Time [& mins, 11 2eta

| Oparaton Modn [coway Mode
| signal Swengin mimeout
........... e

Afachment Stabe

fLocaliP Agaress T1o1m1p.254
{Local Metmask [355.255 2550

[MaC aduress [oooc 43205208

IConnectaa Type - =
(Wi 1P Addrass YETRERFL

Igubnet mazk | 755 755 155 255

[Detaut Gatewsy [212118.97 30

[Primary Dorndin Masne Sorver (212119875

{Becondany Domain Hame Server | 212118.96.16

B0 G AT65 0000

4.3.1 Main Menu as below Picture

NEOPORT
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i Port-5E
L} Operation Made
B3 Intemet Settings
WAN
LaN
DHEP climhts
VPN Passthrough
Bl anesd Pauteg
]
oTu
L] SMENtgice Comimae
L] Status Report
L] Route Fail Qver
B ooy Wireless Settings
L} Basic
L) Advanoed
3 Secunty
) wDs
L] wes
L} Station List
Bl 5 Firgwall
L) macAp/pert Filtesil
L) Port Forwarding
0 omz
"_} System Seourity
. Content Filtering
—j Adminkstration
[} Maragement
[ Reboot
L) Uptosd Firrmesrs
L3 Settings Marisgamy
L) Etatus
L) Statishes

ol o e | ol e e

m

L) System Log E

4.3.2 Operation Mode

2l Access Point Status

Lebs take-a lookeal ihe slabus of 30 Routes

Syalem Info

[Produc! Modet Port5E

[saftware yersian [zazamayrazmn
E;-hrrd.#ar-e."‘fe{smn [fon
{Devicerm. | 200630662 020425
FSystam Up Time Eming, 11 get8
{operasan Mode " [otaway Mode.

E"S.I.g.n.ai S-l.r;nglh :T.m'.u.r:'.lul

[Agachment State [ComaEVDO HYBRID

Local Motwark

1010254
{355 755,255 0

fLacal P Adaress
tLocal Nefmask

[MaC adaress [oooc 43205208
Internat Configur ations

[connectad Tpe 0

[ean 1P Addrass T ETRERrT)
[aupnet mazk | 255,756 155 155
{Detaut Gatewsy 2121189730
[Ptimary Domain Marne Server (2121190875
{econdan Domain Name Sever | 212118.96.16

[MAC Address [epwearaso00n

o Port-SE
.} [Gperatian Hids)
=R Intarnet Sethings
L) wan
(AN
L} DHCP climnts
J NPN Pasahraugh
L] Advanced Routing
3 veK
) oTu
L) SHEAfoics Comme
] Ststus Repert
T} Route Fail Over
wirabess Sethngs
o) Basic
1] Advancsd
L] Secunty
7y wos
) wrs
¥ Skakiam Lick

,!.
L

=l operation Mode Configuration

You may configure ihe operation made sultable for you emaronmeant

™ Britge:
Al ememat and wigless Intefaces & bndged inko 3 single bridge iMeface

* Gateway
The first ethemel podt ks treated a5 WAN port Tha alher athemed pors and the wirsless
Infarface are bndged togethar and are Heated as LAM ports

" AP Cliant;
Thiawirgdass apchi mbarface i regied &s WAN port, and Bhe wiretess ap inledaca and fha
ethemal ports are LAM potts

NAT Enabiet [Enable 7]
ﬁﬂli! Emull

> Bridge: All ethernet and wireless interfaces are bridged into a single bridge
interface.

> Gateway: The first Ethernet port is treated as WAN port. The other
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Ethernet ports and the wireless interface are bridged together and are
treated as LAN ports.

> AP Client: The wireless apcli interface is treated as WAN port and the
wireless ap interface and the Ethernet ports are LAN ports.

> NAT: Network Address Translation

4.3.3 WAN Settings

open all | elose al Wide Area Network (WAN) Settings
;& _PO"t'5E “ou may choose different connection type suitable for your environment. Besides, you may also
\_1 Operation Mode configure parameters according to the selected connection type
Bl Internet Settings
D
=] LAN
‘j S:I\(I:z:li:::trsough WWAN Connection Type: 3G =
[ Adyacad Routiv
-0 ven USA 36 modem [SncwisEr-B01M0T 7]
;:]1 :;iﬁ\mice Command |3@ SIM Code I
B e | —
4 1—1_ "‘_’ire‘ess Settings Operation Mode W
- ] Firgwall
) Administration
|Enah|ed Im
Cancel |
>  WAN Connection Type support: Static IP, DHCP, PPPoE, L2TP, PPTP, 3G.
> USB Modem: System supports the follow module: HUAWEI EM560 (for
PORT-5E8 TD-SCDMA) , HUAWEI EM660/THINKWILL MI600(for PORT-5E6
EVDO), and HUAWEI EM770/LONGSUNG-U6300/U5300(for PORT-5E9
HSPA). Please choose right USB modem.
> 3G SIM (RUIM) PIN: enter PIN code if necessary.
> Operation Mode: always online, connect on demand, connect on time.

The default mode is always on line.
> MAC Clone: enable and disable the MAC clone function.
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YV V VYV V

mohile MSP Parameters

MSP Marme |COMA Skylink
3G network type |ﬂ-_\ut|:|mati|: search =]
Cialing Murmber |#F’??

Initial Command Siring |

Lser Mame |muhi|e

FPassword |||||||||

Local IF |

Authenticate Type |AUTD j
Use Software Compress [T Enable

Add to List |

Mobile MSP parameters: edit the MSP parameters.

MSP Name: any name is ok

3G network type: you can choose right network here.

Dialing Number: Input the Dialing Number you get from ISP. For example Skylink

(#777)
> Initial Command String: you need to input the username and password or APN
offered by ISP with our Initial command

PORT-5E EVDO:pleaseinput: at\"pppcfg=\"username\”,\"password\”
Take Skylink (username: “mobile” and password are
“internet”) as a sample: we input this command
at\*pppcfg=\"mobile\”,\”internet\”
(HUAWEI_EM660/Thinkwill MI600)

PORT-5E HSPA: at+cgdcont=1,\"IP\”"\"APN\”, Take MTS (Their APN is
mts) as a sample: we input this command
at+cgdcont=1,\"IP\”,\"mts.internet.ru\”,

(HUAWEI_EM770/U5300/U6300/GaoRan280)

Username and Password: input them.

> Authenticate Type: PAP/CHAP, the default setting is auto.

5P List

Mo

Dialing Initial Command Lser Laocal .
MEF Mame Rk String Klame Fassword P Dperation
DA Shlinks #ITT mokile internet w
3G 2 Delete
GEMANCDMA ELER S mts mits ==

Select to Usel
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MSP list: This list is produced automatically once you finish the above mobile MSP
parameters.just choose the right MSP parameters and corresponding module(3G USB
modem), and click Apply, then it will dial.

For example, we use PORT-5E HSPA router to dial:

E14=7 Internet Settings

1) AN .
0 Lan VAN Connection Type: EG »

{1 DHCP dients 3G Mode

- _ : _
3 f;;amd ROWting  luse 36 modem [HuAWELEMTTO

T T
L) oTu |3G 8IM Cade 0 |
{7 Wireless Settings

’_‘1 Firewall !MTU |
B Administration [ ) | -
O et |Operation Mode | Keep Alive ¥
| i it (|
L) Reboot MAC Cione

{7} Upload Firmware [iz i '!|D_ bli
{Enable || Disable .v|
Settings Management | |

0 Third,click

3 :EEL; apply [ Apply
atistics
mobile M5P Parameters

-{7) system Log

P Name “i.IWCDMA |
126G network type | Automatic search ;
;Dialing Mumber /4‘9@' | Zir:ilt,input the dial number

iInit\a\ Command String wgtﬂ:gdcumﬂ,\"\P\".\"Sgnet\", | initial Cammand String.
{User Name |_|;ap |
%Password ”-n- |

|Local IP [ |

|Authemicate Type || AUTO s

|USe Software Compress | [ Enable

= : click this button after
1 Add to List ’ vou finish the paremeters

MSP List
MSP | Dialing Initial Command User —| Local | . ) )
No. | Name Number ‘ String | Mame IPassword | P IOperatlon Second;choose the right

MSP Name you haye

I . | I | | finished in first step,and
e | LA Ll CARD ; | click Select to Use

| | [ | button,
@ | WCDMA ‘ *90#

| -
O‘ scoma | T9THE

Select to Use

4.3.4 LAN Settings
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LAN Setup

[ [1010.10.254
|SuhnetMask |255.255.255.0
|Lan 2 € Enable @ Disable

||_AN2 IP Address ||

||_AN2 Subriet Mask ||

[MaC Address [00:0¢:43:30:52:68

DHCF Type ISenrer 'l

Start IP Address |[10.10.10.100

| End IP Address ||1D.1D.1D.2EID

| Sunnet Mask [255 255 2661

| DHCP Primary DNS ||1D.1D.1D:251_

DHCP Secondary DNS ([168.95.1.1

Default Gateway [10.10.10.254

| Lease Time ||86£1EIU

|802.1d Spanning Tree ||Digab|eﬂ
LLTD [Disable ]
PP W
|DNS Prowy ||Fble;|
Apply I Cancel |

Setting the LAN parameters, include IP address, sub mask, VLAN, DHCP, etc.

4.3.5 DHCP Client

DHCP Client List

You could monitor DHCP clients here.

DHCP Clients

Hostname MAC Address IP Address Expires in

List the Clients which gain IP address from DHCP .

4.3.6 Configure Static Routing

This section mainly introduce what is Routing Table and how to configure
static router.
® Routing Table

This page shows the key routing table of this router.
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Current Routing table in the system:

E| Destination | Metmask |Gateway |Flags |Metri|: @|Use |Interfa|:e |C0mment
1 [256255255.255 256256256255 0,000 [5 [0 [0 [o [Lanmo)]
2 [10.10100 2552552650 [0000 [1 [0 [o o [Lanwro)]

® New Static Router
This page is about how to set static routing function of the router.

Add a routing rule

Destination |

Range [Host =]
Gateway |

Interface [LAN ]|
Comment |

§ Destination: please enter Target Host or IP network segment
§ Range: Host or Network can be chosen

§ Gateway:IP address of the next router.

§ Interface: You can choose the corresponding interface type.
§ Comment: some notes

Notice:
> Gateway and LAN IP of this router must belong to the same network
segment.

» If the destination IP address is the one of a host, and then the Subnet
Mask must be 255.255.255.255.

> If the destination IP address is IP network segment, it must match

with the Subnet Mask. For example, if the destination IP is 10.0.0.0,
and the Subnet Mask is 255.0.0.0.

4.3.7 VPN

4.3.7.1 IPSEC
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>

Ipsec VPN

Jsing IPSec protocal to achieve remote access.

IPSEC Vpn List

M. State Mame  service mode  Remote Gatewsay | Local Address  Remaote Address
1 [+ Enabled jordan client 1958171180 192 168.1.0 1010100
Enable | | Disable | [ Delete | [Edit]

| idd Application |

IPSec connect name jordan

wou can input DEV+DevicelD+[ ] to hind device
example:DEY2E81250052F 241452 van 1 com

senice mode client =
Mode bggrezzive -

Remote IPSec gateway 195, 8. 171. 180

Lacal IP address | Subnet - |

WPk IP address 192. 168. 1.0

IP subnet mask 266, 26A. 26R. 0

Femote IF address Subnet -
WP IP address 10.10.10.0

IP subnet mask 2656, 26A, 265,10

Key Exchange Method Auto(IKE) -
Authentication |Pre—Shared Key v|
Pre-Shared key (TITI1TT]

Ferfect Forward Secracy Enable =

MAT Trawersal V|

Advanced IKE Settings [ Show ALdvanced Settings ]

|Apply | | Cancel |
IPsec connect name: make sure the name in client and server are same,
we suggest to use domain name(111.vpnl.com). if you want to build a
point-to-point channel, the IPsec name have to be written as
DEV+equipment ID+name(DEV281250D52F2A1452.vpnl.com), and make
sure both the client and server are inputing Client equipment ID. You can
find PORT-5E’s ID in the Status interface.

NEOPORT
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> Service Mode: Server/Client

> Mode: Main/Aggressive. The Aggressive mode is commonly used.

» Remote Gateway: This choice just appears in the Client mode and it is
used to fill the IP address in the Server.

> Local IP address: Fill LAN IP of this device. You can fill an IP or a network
segment.

> Remote IP address:Fill the IP of the other router.

» Authentication: Commonly, Pre-Shared Key is chosen. And the Client and
Server  must choose the same key.

» Advanced AKE settings: There are some encryption methods in this field.
You must use the settings in this field when VPN tunnel needs to be built
between PORT-5E and other brand VPN server.

» Example: Connected cisco 7200 and PORT-5E
How to config PORT-5E as VPN clinet
IPsec Name:make sure the name in client and server are same, we
suggest to use domain name(111l.vpnl.com). if you want to build a
point-to-point channel, the IPsec name have to be written as
DEV+equipment ID+name(DEV281250D52F2A1452.vpnl.com), and make
sure both the client and server are inputing Client equipment ID. You can
find PORT-5E’s ID in the Status interface.

IFSec connect name jordan

you can input DEY+DevicelD+[..] to hind device
example DEY2E81250052F 241452 vpnl.com

senice mode client =

Mode lAggreszive

Remaote IPSec gateway 1556, 8. 171, 180

Local IP address | Subnet - |

WPM IP address 182, 168. 1.0

IF subnet mask 255, 255, 255. 0

Remote IP address Subnet -
WPM IP address 10.10.10.0

IP subnet mask 2ER_2BEB. 2BE. 0

Key Exchange Method Mt o (TEE) -

Authentication
Fre-Shared kKey

Perfect Forward Secracy

MAT Traversal

|Pre—Shared Eew v|

Enable =

v
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Advanced IKE Settings [ Hide Advanced Settings |
Fhase 1

Encryption 3DES -

Integrity Algorithm [sHAL ~|

Select Diffie-Hellman Graup for Key Exchange lm

koey Lifetime 3800 Seconds
Fhase 2

Encryption IDES -

Intearity Algarithr [sHAL ~|

Select Diffie-Hellman Group for Key Exchange | 102dbit -

key Lifetime 28800 Seconds

Lﬁpplyl | Cancel |

How to config cisco 7200 as VPN Server

crypto keyring jordan
pre-shared-key hostname jordan key test

crypto isakmp profile jordan
description china SZ shenzhen
keyring jordan

match identity host jordan
keepalive 60 retry 10

crypto ipsec transform-set vpnset esp-des esp-sha-hmac

crypto ipsec profile jordan
set transform-set vpnset
set isakmp-profile jordan

crypto dynamic-map jordan 1
set security-association lifetime kilobytes 536870912
set security-association lifetime seconds 43200
set transform-set vpnset
set isakmp-profile jordan
reverse-route
crypto map COREVPN 26 ipsec-isakmp dynamic jordan

4.3.7.2 PPTP
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open all | cloge all

opendl | close 2l PPTP

a 3G Router .

D Operation Made PPTP VPN Settings

El-=9 Internet Settings PPTF VPN Active W
-] waN
0 Lan PPTP Uset vprtest |
~() DHCP clients PRTF Pagsword |..-..-- |
~{] WPM Passthrough
-} advanced Routing PPTF Server |v13n‘test |
-] WPM
() DU Remate LaniMask 10.0.0.0 ||255. 255. 255. 0
g ET?UDRICB ffmma"d Local FPTP I DHCP 1 ~
atus Repo
-] Route Fail Over MPPE Encryption |

F-] Wireless Settings

B0 Firswall 40 Bit Encryption{Defaultis 128 Bif) @

-7 Administration

Refuse Stateless Encryption

this function in the device just works as Client.

4.3.8 AUTO MODEM Settings

DTU Status Table

dtu status on -
DTU Serial Settings Table

baudrate Im bps
parity m
databits 8 x| bits
stopbits 1 =] bits

flow contral Im

DTU config Table

link type [client =]

network type m

server 1 P |113.111.127.22 - [8000
server 2 | |
server 3 r| |
server 4 r| |

IlU s {0 means disable )

heart beat time

heart beat infomation

hex [T fhello dtu

off heart beat when no serial data

-

off heart beat delay time

[ s

send data timeout

” 100 'ms(0~999)

app Ly |
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This section is mainly about AUTO MODEM settings.

® AUTO MODEM status: open and close AUTO MODEM

® Baudrate: support 4800/9600/19200/38400/57600/115200bps

® Link Type: Server link or Client link can be chosen in the AUTO
MODEM config table. If use it as Server, we suggest you to use fixed
IP of the SIM (RUIM) card.

® Multiple-path Backup: the router can support 4 Server IP at most to
meet the need for multiple-path data backup.

® Heart Beat function: You can define heart beat time and heat beat
information. So that Server can use the heart beat information to
identify AUTO MODEM.

® Data content: the largest package contents are 3KB. The interval
between packets can be adjusted through change “send data timeout”.

4.3.9 SMS/Voice Control (it is only used for PORT-5E6B/PORT-5E9B)

SMSoice Table

éSMSNDice status IE

éSend reSROnge Message m

;.\Inice Command .]:Off- =]

Iurnber 1 [FreterzatseT ¥ sis '
;Numberz | i [~ sMs

;NumberS | [ sms

i:Numberd I [T sms

;-Numbers I =11

;Numbera | i ™ oms

;Number?' | I sSus

iNumbers I [0 sms

;-Numberg | [ sMms

élNumbeHD | i [ sms :
3G Linl;up Command “ -Elup

i3(3 Link-down Command |c10wn

This section is to introduce how to wake up the router from SMS or Voice.
® SMS/Voice status: open(on) or close(off) this function.
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® Send respond SMS: When the router receive a message, it will reply one
piece if you choose”on”..

® Voice Command: 4 choices(close, 3G link up, 3G link down, 3G link up or
down); perform the corresponding action according to what you have
chosen. (Note:at present, Voice function do not support phone number
filtering.)

® Telephone Number Settings: 10 numbers can be set at most, which you
can send SMS from these phone numbers.

® Command Settings: Sending order by mobile phone can open “3G link up”
and “3G link down”.
Note: SIM (RUIM) Card inserted in the router must support SMS or

Voice.

4.3.10 Wirless settings

4.3.10.1 Basic Wireless Settings

Radio OniOf | __RADIO OFF |

-Network Mode l|11bfgfn mixed mnde;l

Metwork Mame(SEI0) |NEOPORT.RU Hidden T Isalated T
Multiple 55101 I Hidden I Isolated [
Multiple 5502 | Hidden T Isolated T
Multiple 85103 I Hidden I Isolated T
Multinle SSID4 I Hidden [ Isolated T
Multiple 55105 I Hidden T Isolated T
Multinle 85108 | Hidden I lsolated ™
Multiple 85107 I Hidden T~ Isolated T

-.Elroadcast Ketwark Mame (5510} & Enable " Disahle

;IAF' Isolation " Enable ® Disabla

-MEISSID AF |solation " Enable @ Disable

851D | 000043305208

Freguency (Channal) :IEAS?MHE (Channel B) j .

| Operating Mode “-f: hixed Mode € Green Field I

| Channel Bandyidth | 20 20040

'-Guard Interval -."F Lang  Auto

The basic parameters of Wi-Fi setting.

The Radio function enable and disable.

The network mode supports 802.11 b/g/n (draft).
Support multi-SSID up to 8.
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4.3.10.2 Wireless Security/Encryption Settings

|SSID A || NEOPOF =]

"Forwell"

Security Mode |Disable j

Access Policy

Folicy IDisaI:rIe vI

Add a station Mac: |

The SSID select from multi-SSID setting.

Security mode include: disable, open, share, wep auto, WPA, wpa-psk, wpa2,
wpa2-psk, wpa-psk/wpa2-psk, wpa/wpa2, 802.1X.

Access policy: setting the MAC list for access or deny.

4.3.11 Firewall

4.3.11.1 MAC/IP/Port Filter Settings

Basic Settings
MACPIPort Filtering IDiEabIe vI

Default Policy — The packet that dont match with any rules would be: IDmppe-d vl

Apply | Reset |
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MAC/PIPort Filter Settings

MAC address

|
Dest P Address |
|

Source |P Address

Protocol INnne vI

DestPort Range

Source Port Range

Action IAccept 'I

Comment |

The maximum rule count is 32.)

Apply Reset
Current MAC/IP/Port filtering rules in system:
Source
MAC DestIP Source IP Dest Port ) Pt
Na. address | Address Address Frotocal Range st;e Action | Comment cnt

Others would be dropped -

Delete Selected | F{esetl

This section is mainly about MAC/IP/Port filter settings
® Basic Settings: Open the filter setting and set the filtering principle.
® MAC address: Fill the MAC address which needs to filter.
® Destination IP: IP of the target computer( the computer which the
data packet will be sent to)
® Destination Port Range: port range of target computer
® Source Port Range: port range of the computer which sends data

4.3.11.2 Port Forwarding
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Virtual Server Settings
Virtual Server Settings ||Enab|e "I

IP Address ||

Port Range || 4
Protocol |Im
Comment ||

The maximum rule count is 32.)

Apply I Reset

Current Virtual Servers in system:

MNo. | IP Address | Port Range | Protocol | Comment
1 ‘ 1921681123 | 9000 - 9000 | TCP + UDP |
Delete Selected | Reset |

Port forwarding is the process that your router or firewall uses to sort the
right kind of network data to the right port. Computers and routers use
ports as a way to organize network data. Different types of data, such as
web sites, file downloads, and online games, are each assigned a port
number. By using port forwarding, the router or firewall sends the correct
data to the correct place.

® Virtual Server Settings: open and close Settings.
® |P address: fill the IP address of forwarding.
® PortRange: fill the Port of forwarding.

4.3.11.3 DMZ Host
DMZ Settings | ‘I

DMZ IP Address |

Apply Reset |

In computer networking, DMZ is a firewall configuration for securing local
area networks (LANs).
® DMZ Settings: open and close Settings.
® DMZ host IP Address: Please Enter the IP address of the computer
which you want to set as DMZ host
Note: When DMZ host is setted, the computer is completely exposed to the
external network, the firewall will not influence this host.
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4.3.11.4 System Security

Remote management

|Remnte management (via WAMN) ||Alluw TI

Ping form YWAN Filter
|F'ing form WAN Filter || Disable 'I

Stateful Packet Inspection {SP1)
|SF'I Firewall || Disable vI

Apply | Reset |

Include Remote management,Ping from WAN Filter and SPI(Stateful
Packet Inspection).

4.3.11.5 Content Filter Settings

Webs Content Filter

Filters: ™ Proxy [T Java [T Activex

Add a URL filter:

URL: |

Add a Host{keyword) Filter:

Keyword ||

You can setup Content Fillter to restrict the improper content
access,including Webs Content Settings,URL filter and Host Filter.

4.3.12 Administration

4.3.12.1 Management
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Language Settings

|Se|ect Language

Adminstrator Settings

[English =]

Apply | Cancel |

Account

|admin

Fassword

HTP Settings

Apply | Cancel

Current Time

[Sat Jan 1003112 UTC 2000 Syne with host |

Time £one;

MNTF Server

e time st ooy
ntpd.broad.mit.edu
fime: stdtime. gow fnw

MTP synchronizationfhiours)

® Select Language

—

Apply | Cancel |

® Adminstrator Settings. The default both are admin.

® NTP Settings

Dynamic OMS Provider

|Dyndn5.crrg j

Account

Password

DDNS

DDNS:

support

Dyndns.org/freedns.afraid.org/www.zoneedit.com/www.no-ip.com

4.3.12.2 Reboot Settings
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ICMP check and Reboot Setfings

Reboot When Metwark Error ™

Check Method(PING]

lwu.ru.r. Fa. LU
Iunw. zoogle. com check |

|Cnecl~:Inter«alThnefEec:- ||FiD (G0-86400)
Check Count |i5 (31000}
Rehoot Count Before Sleep ||3 (250"

Sleep Time(min} ||FiD (10-43200)

!Cumment Itis only used for 3G keep_alive and on_time mode ltis auto close in other mode!

Apply |

This function will detect the status of 3G by ping and complete the
corresponding actions according to the ping result.

Check the box, start the net detection restart function.

Detection method (PING): fill the server domain name or IP, and then
click the detection button, and detect if the fill-in is right.

Detection interval time (second): the interval time between the first
detection and the second detection is 60-86400 seconds.

Detection counter: if you can’t get the right result by ping when the
detection frequency is the same as the fill-in times, the device will
restart.

Restart the counter before the detection function get into dormant
state & detection function dormant time: this will protect the device
against the damage caused by the continuous restarts, which are
caused by the ping failure by the result of the fault in filling the server
domain name. After several times of restarts, the device will get into
the dormant state. After that the detection will continue, and now the
counter in flash will become zero and recount.

Note: This function will be only valid only in 3G permanent on-line and

dialing according to the setting time,other states not.In setting ,firstly you

must detect if the filled-in server domain name or IP is valid.

4.3.12.3 Upgrade Firmware

Update Firmware
Location: || 'CI.SBDE... |

Upgrade the firmware to obtain new functionality. It takes about 2
minutes.

4.3.12.4 Parameter Management
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Expon Button

Import Settings

Export

Seftings file location

| Dazop.. |

import | Cancal |

Load Factory Defaults

Load Defaull Button

Load Default

Here you can make a backup of current settings or restore previous
settings of the router .
® Export settings: click ‘export’ to export configuration files and then
select save path.
Import settings: click ‘browse’, select previous backup configuration
files and then click ‘Import’. Then all the previous settings will be

recovered.

Load Factory Defaults: click ‘Load Default’ then all settings will be
restored to factory settings. This is not recommended in order to
avoid the loss of important parameter

4.3.12.5 System state information

NEOPORT

P 2l pccess Point Status

E

L) Operation Mode

3 Internet Sattings

1} wan

1] LaN

L} DHCP clients

L1 VPN Passthrough

L Advancad Routeg

O ven

iy omu

L] SMEA‘oice Cormnmi

L] Status Report

1] Route Fail Ovaer
-y Wirgless Sentings

1} Basic

L) Advanced

1] Seeunty

] whE

[} wes

L} Statinn List
°5 Firmwall

L} sACAPPert Filteni|

__] Port Farwarding

0 o

L) System Eetunity

] Content Filtering
—j Administration

1} Management

1] Rebook

) Updosd Firmmsrs

L} Settings Mansgem

] Status

{] Statisnes

L) System Log

Lat's take a look al tha slabus of 3G Router

System Info

[Produt! Modi Park&E

|Bofware yarsion 2424 (Msy 122010}
[Hatttware viersion 100 )
{Devicem | 2006305820 080825

+eystem Up Tima Emins, 11 283

[ Oparasan Mode [ Cadiwiy Mode

E-Ehgn al Sl.r;l.ngll\ 'I'-rr.m Oi

{Amachment Stats | COMARVDO HYBRID
{Lacal IP Agaress 101010250

iLocal Netmask 155 15525510

[MAC Admregs lo0oc 43305208

30

[connectsa Type

VAN P Agdross [s2.3m13.228

| Butnet Magk 755,755 755 255
Defaull Gatewsy 212.119.97.90
[Prirman Damain Marme Sarer 2119075

[M211996.76

E“s‘eiﬂ.ﬂail’; DCIF““'FF{ Ame Sen-e?
ED BT AT 650000

MAC Addeess
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From the this page you can see the Router’s basic running state.

Product Model

Software Version: software version reveals the status of software
update.

Hardware Version: 1.0.0

Device ID: every device has a unique ID, which has two functions:
1, it is manageable; 2, it allows to use point to point in VPN.
System Uptime: this time directly reveals router working hours.
Signal Strength: reveals the current network state of 2G/3G. 0 and
99 mean no signal.

Attachment state: displays the current network attachment state,
which can be set by users.

WPN IP address: the IP expose when the router gets on internet.

4.3.12.6 Flow Statistics

WAN/LAN

|WAN Rx packets: o
|WAN Rx bytes: o
|WAN Tx packets: 18
|WAN Tx bytes: 1476
|LAN Rx packets: 1063
LAN Rx bytes: 100998
|LAN Tx packets: |572
|LAN Tx bytes: |440808

Display the statistics information of system flow.

4.3.12.7 System log

NEOPORT

Page 35



PORT-5E User Manual

System Log

Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

|

FRRPRPRRPRPRRERERERRERRRPRRRERRERRERERRERRERRBRRRERBRRER R

00:00:22
00:00:22
00:00:22
00:00:22
00:00:22
00:00:22
00:00:22
00:00:22
00:00:22
00:00:22
00:00:22
00:00:22
00:00:22
00:00:22
00:00:22
00:00:22
00:00:22
00:00:22
00:00:22
00:00:22
00:00:22
00:00:22
00:00:22
00:00:22
00:00:22
00:00:22
00:00:22
00:00:22
00:00:22
00:00:22

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

dwc_otg 1lm0: DWC OTG Controller -
driwvers/usb/core/inode.c: creating file "dewvices’
driwers/usb/core/incde.c: creating f£ile "001°
dwc_otg 1lm0: new USB bus registered, assigned bus
dwc_otg lmO: irg 18, ic mem O0x00000000

DWC _otg: Init: Port FPower? op state=l

DWC_otg: Init: Power Port (0)

usk uskl: defeult language 0x0409 —
usk uskl: new device strings: Mfr=3, Product=2, 5
usk uskl: Product: DWC OTG Controller

usbh usbl: Manufacturer: Linux 2.6.21 dwc otg hod
usk uskl: Seriallumbker: 1m0

usb usbl: usb probe_device

usk uskl: configuration #1 chosen from 1 choice

usk uskbl: adding 1-0:1.0 {config #1, interface 0)
hub 1-0:1.0: usb_probe_interface

hub

TT requires at most 8 FS kit times |
hul power on to power good time: 2ms

hulk local power source is good

hubk 1-0:1.0: enakling power on all ports
drivers/usb/core/inocde.c: creating £ile "001°

nf conntrack version 0.5.0 (256 buckets, 2048 max
IPv4e gver IPv4d tunneling driver -

| »

hub 1-0:1.0: usb probe interface - got id
hubk 1-0:1.0: TUSE hubk found
hubk 1-0:21.0: 1 port detected
hulk 1-0:1.0: standalone hub
hubk 1-0:1.0: ganged power switching
hub 1-0:21.0: indiwvidual port over-current protect
hubk 1-0:1.0: Single TT
1-0:1.0:2
1-0:1.0z2
1-0:1.0z

From the system log you can read the various situations after the
system starts.
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