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Declaration of Conformity

Established following the Directive 2006/95/EC

We, hereby, certify that JAR Technologies JAR:Emulate WAN Emulator
complies with the dispositions of the European Community Directive for
harmonized standards within the Member States related to low voltage
(Directive 2006/95/EC).
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Contact Information

If you need to contact JAR Technologies regarding the installation or use of the JAR:Emulate
WAN Emulator, please do so using the following channels:

Online support: please visit our website www.jartechnologies.com, and select ‘chat online now’
Telephone Technical Support: +44 (0) 2890 233322
E-mail: techsupport@jartechnologies.com

Our offices are located at:
JAR Technologies Ltd.
Howard House,

1 Brunswick Street,
Belfast,

BT2 7GE

Reproduction

No part of this publication is permitted to be transmitted by any means, whether
electronically, mechanically or otherwise, reproduced or stored in a retrieval system without
the express written consent of JAR Technologies Ltd.

© Copyright 2009-13 by JAR Technologies. All rights reserved.

Warranty

All information is believed to be true and correct at time of print. Information in this
document is subject to change without notice and does not represent a commitment on the
part of JAR Technologies Ltd.

JAR Technologies makes no warranties, expressed or implied of any kind with regards to this
material or its products, including the implied warranties of merchantability and fitness for a
particular purpose.

JAR Technologies shall not be liable for errors contained herein or for incidental or
consequential damage in connection with the furnishing, performance or use of this
material or supplied products.

Please note: changes/additions/deletions of user information (which is displayed, for
example, to users via pop up boxes in the GUI) are not covered by JAR Technologies
warranty, and JAR Technologies accepts no responsibility for incorrect or inaccurate
translations and any impact that results from this.

Please note: there are no internal serviceable parts in any equipment supplied by JAR
Technologies. Opening the hardware voids all warranties.
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Trademarks

JAR:Emulate WAN Emulator® is a registered trademark of JAR Technologies Ltd. Other
trademarks are the property of their respective owners.
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1. Safety Notices

Caution

TO PREVENT THE RISK OF ELECTRIC SHOCK, DO NOT REMOVE ANY PART OF
THE PRODUCT’S CASING. THERE ARE NO USER-SERVICEABLE PARTS INSIDE
THIS UNIT.

SERVICING MUST ONLY BE CARRIED OUT BY QUALIFIED JAR TECHNOLOGIES
SERVICE PERSONNEL.

Important Safety Notice
To ensure safe operation and to guard against potential shock hazard or risk of fire, the
following must be observed:

e Ensure any fuses fitted are the correct rating and type. If unsure, please contact JAR
Technologies for support.

e The unit must be earthed by connecting to a correctly wired and earthed power
outlet. The power cord supplied with the unit must be wired as follows:

Green/Yellow = Earth  Blue = Neutral Brown = Live

e The green/yellow coloured wire must be connected to the supply plug terminal
marked with the letter E or by the earth symbol (I) and is coloured green or
green/yellow.

e The blue coloured wire must be connected to the supply plug terminal marked with
the letter N or coloured black or blue.

e The brown coloured wire must be connected to the supply plug terminal marked
with the letter L or coloured red or brown.

At any time the unit should not be exposed to excess moisture, dripping or splashing. No
objects filled with liquids, such as coffee cups, should be placed on or near the equipment.
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General Precautions

e Elevated Operating Ambient - If installed in a closed or multi-unit rack assembly, the
operating ambient temperature of the rack environment may be greater than room
ambient. Therefore, consideration should be given to installing the equipment in an
environment compatible with the maximum ambient temperature (Tma) of 30c.

e Reduced Air Flow - Installation of the equipment in a rack should be such that the
amount of air flow required for safe operation of the equipment is not compromised.

e Mechanical Loading - Mounting of the equipment in the rack should be such that a
hazardous condition is not achieved due to uneven mechanical loading.

e Circuit Overloading - Consideration should be given to the connection of the
equipment to the supply circuit and the effect that overloading of the circuits might
have on overcurrent protection and supply wiring. Appropriate consideration of
equipment nameplate ratings should be used when addressing this concern.

e Reliable Earthing - Reliable earthing of rack-mounted equipment should be
maintained. Particular attention should be given to supply connections other than
direct connections to the branch circuit (e.g. use of power strips).

DO NOT COVER VENTILATION HOLES OR REDUCE AIR FLOW

Slots, fan vents and openings on the JAR:Emulate WAN Emulator are provided for ventilation
that is needed to ensure reliable operation.

To avoid overheating and loss of warranty please ensure that the ventilation slots are not
blocked, place the JAR:Emulate unit on a smooth, hard surface that has at least five cm (two
inches) of clearance around the unit and adequate air circulation. If the equipment is place
in a closed area, such as a rack or a case, ensure that proper ventilation is provided and that
the internal rack operating temperature does not exceed the maximum rated temperature
(30c) at the position of the JAR:Emulate unit.
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1. Introduction

Thank you for purchasing the JAR:Emulate WAN Emulator- an advanced, user friendly and powerful
hardware based Wide Area Network emulation device.

This manual guides you through the simple installation process and explains how to gain the
maximum benefit from the rich feature set provided for emulation.

It is recommended that all new users of this product read this manual prior to switching the unit on
for the first time.

2. Company Profile

JAR Technologies offers affordable, easy to use WAN emulation tools for the application
performance and quality assurance market. These are designed to reduce the need for costly
rework, recalls and damaged reputations, whilst also ensuring service level targets are met.

We provide early visibility to IT professionals of issues that would impact performance post release,
through the simulation of a comprehensive range of real world network impairments including jitter,
pack loss, bandwidth throttling, data corruption and many more.

It has been proven that up to 75% of application development costs are incurred in the latter stages
of development or post deployment - primarily through costly re-works to applications. JAR

Technologies” WAN emulators provide the ability to identify and eliminate WAN related issues early
in the development lifecycle — thereby pulling much of that 75% back into your company’s margins.

WAN emulation is now an indispensable tool for any application designer, tester, QA manager or IT
executive, and ensures that applications in development will perform in a WAN environment prior to
their release on the market, and data and system architecture redeployments will perform as
expected when operational.
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3. Unpacking and Installation

After carefully unpacking the unit, please:

e Check the unit for any damage they may have occurred during transit. JAR Technologies protects
all its products with industry standard packing but damage can still occur.

e Check that the contents supplied match the following list:
1. One 2U mountable hardware rack.
2. Cabling:

a. One mains cable (connector subject to destination country)
b. Ethernet cables for connection to the ports on the front of the hardware unit

3. One hard copy of the Quick Start Guide
4. Hardware configuration (if application)
5. Hardware warranty and product information

If the equipment supplied does not match all the above components, please contact JAR
Technologies immediately using the contact details found at the start of this user manual.
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4. JAR:Emulate at a glance

JAR:Emulate is a hardware based Wide Area Network Emulator, designed to accurately replicate
conditions that applications and systems could experience when making WAN traversals.
JAR:Emulate is used in the test lab to test applications, protocols and end user experience under real
word conditions before and after deployment.

JAR:Emulate can emulate the following WAN links:

e Satellite

e Microwave
e 3G

e 4G

e GPRS

e E1/T1

e ISDN

e Modems
e And others

The customised version of JAR:Emulate WAN emulator that has been shipped to you has come
installed with the following impairment tools, filtering tools and reporting:

e Virtual Router Simulation
o Simulate routers for WAN environment simulations

o Support multiple ports, DHCP and ARP

e Packet corruption
o Bitflips and byte overwrites

e Drop packets (packet loss)
o Drops a variable number of packets

e Packet Sinkhole
o Drops all packets received

e Packet Duplication
o Single, timed or complex (delay and multiple duplication)

e Packet delay
o Delays packages by static amount (with variable jitter) or by a dynamic range

e Bandwidth throttling
o Throttles bandwidth to a set amount, various options.

e Ethernet fragmentation
o MTU min/max range
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o litter
o Constant or ranged

e Background traffic Generation
o Emulates link usage — fixed or percentage of available link

e Filters
o TCP, UDP, IP address, IP, MAC (Ethernet filtering), packet count, ethernet payload

e Null Point Object
o Allows the creation of more TAP device points for reporting purposes

e Traffic Capture
o Record live traffic to JAR:Emulate’s hard drive, for analysis via Wireshark .pcap files

e Traffic Replay
o Replay previously recorded traffic (either traffic captured on the emulator or
remotely)

e Statistical Graphs
o Bandwidth Graph — Showing bandwidth in various units (bits, megabytes, etc.)
o Packets per second — reports the number of packets

Wireshark
o Provides root cause analysis and packet capture/replay capability

Please see section “Network Impairment Tools” for more information on each impairment tool and
how to use these in your emulation, and the section titled ‘Reporting — TAP devices’ on how to view
the output of your emulation.

The JAR:Emulate unit provides either two or four 1Gbps physical interface ports, and is positioned
between any two compatible devices, so that it acts as an ‘intermediary’ between these attached
devices. Using the GUI, users can inject common WAN impairments onto this connection and
analyse the results, either through viewing the resultant input to the destination device, or through
the GUI’s reporting system (if available / licensed).

JAR:Emulate is based around a 2U (3.5 inch height) standard chassis which is designed to be rack
mounted. The ports marked ‘1’ and ‘2’ are the network interface ports, which are used to place the
emulator onto the user’s LAN network. The port marked ‘C’ is the Control port which is used by

JAR:Emulate to manage the exchange of communications between the GUI and the hardware.

Please see the graphic below detailing the front panel components on the unit:
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JAR:Emulate Front Panel Orientation

sure 2: Front
LED group

Ethernet RJ45 or SFP/SFP+ ports — used Ethernet RJ45 Control port — used to
to connect JAR:Emulate onto the LAN via provide communication between
the supplied Ethernet cables JAR:Emulate hardware and the GUI

Power LED: Lights when the unit is connected to a power source )

Running LED: Lights when the unit is performing an emulation run )
Forwarding LED: Lights when the unit is not performing an emulation run (data packets are —_—
automatically being forwarded without any impairment, this may be disabled in settings)

Fault LED: Lights when the unit is experiencing a fault during an emulation run — consult GUI for é
more information

Overload LED: Lights when the unit is experiencing high load, Network packets may be é
dropped.
Reset IP Address ‘pin hole’: Inserting and holing in a non-metallic object (when unit is )

running) will results in the IP address being reset to its default.



6. Getting Connected

6.1. Pre-installation Notes
Please note:

e Avoid cable interconnection length in excess of 1 meter (3.3 feet) in strong RF environments.

e All network interface ports (Ethernet) and mains power connection must be externally
protected from lightning strikes — damage from lightning strikes is not covered by the
warranty.

e The network interfaces ports do not support Power over Ethernet, attaching PoE enabled
devices may result in failure of the product — damage from PoE devices is not covered by the
warranty.

6.2. Tools and Cables Required

In addition to the content of the packing list, the following items are necessary to complete the
installation (if mounting).

e Tools: One flat or Phillips screw driver suitable for M 6 rack mounting bolts. A basic
electronics toolkit is useful for individual cabling.
e Rack mounting hardware: Four M 6 bolts with plastic protection washers.

6.3. Installation

Installing both the JAR:Emulate hardware and software is an intentionally simple exercise. To start,
please follow the instructions below:

6.4. Hardware:

1. Select the chosen physical location on the LAN most appropriate for the unit to be
positioned.

2. Connect the supplied power supply cable to the AC input socket at the rear of the machine,
and connect to a power source. The unit will power up after short circuit and overload
protection mechanisms has verified the power supply.

3. Connect a CAT 5E or CAT6 Ethernet cable from the device under test (or the switch/router
with visibility of the device under test) to port 1 on the JAR:Emulate unit

4. Connect a second CAT 5E or CAT6 Ethernet cable from the chosen destination device (or the
switch/router with visibility of the destination device) to port 2 on the JAR:Emulate unit

5. Connect a third supplied CAT 5E Ethernet cable from the port marked ‘C’ (the control port)
to a switch or router on the LAN (or direct to the machine running the GUI), ensuring the
JAR:Emulate hardware unit can communicate with the computer that the GUI will be
installed on (see section “6.7 First time access to JAR:Emulate”)
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6.5. Installing the GUI Software:
Please follow these steps to install the JAR:Emulate software:

1. Determine which computer the GUI should reside on. Please note, the GUI can be installed
onto multiple machines without licensing restrictions, and can be loaded onto physically
remote computers (and will be able to control and receive information from the
JAR:Emulate hardware as long as the Local Area Network configuration permits visibility).

2. Insert the DVD marked ‘JAR:Emulate Installation’ into the computer’s DVD drive

3. The disk should auto load. If it does not, please open your computer’s file navigation
system, and manually find the appropriate drive. Please manually launch the disk (often by
right clicking the drive and pressing ‘play’ or ‘autorun’). Alternatively, please execute the
‘setup.exe’ file found on the root folder of the DVD.

4. The JAR:Emulate GUI set up screen will appear

5. Follow the onscreen instructions to install the GUI.

Please note: when the JAR:Emulate hardware unit is turned on, it is common for the hardware to
take up to 30 seconds to initialise and provide communication with the software.

Make sure that windows firewall allows connections to / from JAR:Emulate GUI.

The JAR:Emulate GUI icon is shown below:

o

6.6. Installing your license key

Once the installation has completed the GUI will prompt you for a license key, this must be entered
before the GUI will operate.

# Central GUI - Key Code... o o e

Welcome to JAR Technologies Central GUL...

In order to use this application you must enter your key-code below. This key-code should be shipped with your
equipment or can be retreived by e-mailing support@jartechnologies. com. This license key is unique to each
user, please take care not to expose it to 3rd parties.

Activating a new key-code will require a restart of the GUL

el 000 0-0000-0000-0000-0000-0000-0000-0000 x

Activate "Central™... | Cancel Activation... | '

You will find your license key on the separate license key sheet supplied with your product. Your
license key is in the form of a string similar to the following:
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353E-705D-5EE3-DA68-0884-D8FF-7379-422F  (please note this is not a valid key)

Please keep your license key safe at all times, please contact JAR Technologies if you have lost your
license key or wish to activate any additional features.

6.7. First time access to JAR:Emulate

Your JAR:Emulate unit has shipped with a default IP address of “192.168.1.100”, unless you have
indicated before delivery that you require a different default IP address. Most users will need to
modify this IP address so that JAR:Emulate is given a static IP address visible on their LAN.

This process involves temporarily changing your computer’s (the one designated as running the GUI)
IP address to match the “192.168.1.x” range to gain access to JAR:Emulate via the GUI. Once the GUI
can see JAR:Emulate you can freely assign the correct IP address to JAR:Emulate before reverting
your computer’s IP address back to its original IP address.

For the GUI to communicate with the JAR:Emulate unit you must change your computer’s IP address
to be within the same subnet range as JAR:Emulate. In this example we will set your computer’s IP
address to “192.168.1.50”. This process should only be attempted by network administrators or
knowledgeable users.

This example is for Windows 7; please consult your operating system’s guide or network
administrator for all other OS’s.

1. Ensure the device running the GUI is connected via Ethernet cable to ‘Port C’ on the front of
the JAR:Emulate hardware
2. Open the Windows control panel on the device running the GUI and ensure the view is set to
‘category view’
3. Select ‘View network Status and tasks’ under the ‘Network and Internet’ section
4. On the left menu, select ‘Change adapter settings’
Right click on the adapter that JAR:Emulate is connected to - usually this is ‘Local Area
Connection’. Select the ‘properties’ option
The ‘Local Area Connection properties’ window should open
Select ‘Internet Protocol Version 4 (TCP/IPv4)’ and click ‘properties’
The ‘Internet Protocol Version 4 (TCP/IPv4)’ window will open
Select the ‘Use the following IP address’ field
10. In the following fields enter
e |P Address =192.168.1.50
e Subnet Mask = 255.255.255.0
e Leave default gateway empty
11. Select OK and exit
12. Your computer will now be assigned a static IP address of 192.168.1.50
13. If Windows reports any problems please contact your system administrator

o

L XN

Verify your computer can see JAR:Emulate by opening a DOS console and enter ‘ping 192.168.1.50" —
If you cannot ping the unit please contact your system administrator. At this point your computer
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will be on the same IP range as JAR:Emulate. The GUI will start communicating with JAR:Emulate and
you will gain full access to the unit.

Please see the “control port network settings” section on how to change JAR:Emulate’s IP address to
your desired value. After you have changed JAR:Emulate’s IP address you should revert back your
computers IP settings (the device which will run the GUI and control the hardware unit).

Under certain circumstances it may be necessary for you to reset JAR:Emulate’s IP address back to

the default “192.168.1.100”, please see the section under “Hardware Reset” under “control port
network settings”
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7.Positioning JAR:Emulate Hardware

JAR:Emulate can emulate a wide range of WAN links and conditions, but in order to act as a WAN,
the positioning of the JAR:Emulate hardware on your LAN is an important consideration.

JAR:Emulate is a ‘transparent’ entity on the LAN — aside from the Control Port (for the sending and
receiving of control information to/from the unit and the GUI), the hardware unit’s network ports do
not have a MAC or IP address. JAR:Emulate sits between the devices attached on port 1 and port 2
(or port 3 and 4 for 4 port model) transparently emulating your chosen WAN.

JAR:Emulate supports Ethernet automatic cross over detection, thereby allowing a device under test
(or the device running the application under test) to be directly connected to ports 1 or 2. This
negates the need for a network switch or router in two DUT (Device under test) operations.

JAR:Emulate allows data to be sent bi-directionally with data in each direction made subject to
different impairments i.e. data sent in one direction can be subject to different impairments and
settings from the data returning.
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7.1 LAN Configuration Walk Through

For ease of understanding, the following example is used — please note this focused on the 2 port
models, the same process can be applied to 4 or 8 port models.

Device A is a desktop PC which is either under test or is running an application under test.
Device B is the destination device that is physically located on the LAN, but is being simulated as a

remote device on the other side of a WAN.

e Device A can be connected via Ethernet cable directly to port 1 on JAR:Emulate’s front panel

e Alternatively, device A can be connected to a network interface (such as switch or router),
and an Ethernet cable connected from the network interface to port 1

e Similarly, device B can be either directly connected to port 2 via a single Ethernet cable, or
with a network interface acting as an intermediary

Please note:

e The same device cannot be connected to both port 1 and port 2.
e The same switch/router/hub or any other network interface device cannot be connected to

both ports 1 and port 2.
o A switch or router will ‘switch’” away traffic before JAR:Emulate can introduce

impairments.
o A hub may cause a circular loop resulting in an overload condition.

The following graphic displays how JAR:Emulate can be added to a LAN.
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8.JAR:Emulate Graphical User Interface:
Overview

JAR:Emulate Emulator is designed to be inherently simple to set up, understand and use. Once
installation is complete, please navigate to the GUI (in the location defined during software set up).

The GUI allows users to visually create the network which is to be emulated, by dragging and
dropping components/impairments onto the screen. These are then linked together with onscreen
connections (so the user can control the ‘flow’ of data between emulated devices), and simple ‘play’,

‘pause’, ‘stop’ options provide overall control.

The following screenshot shows how the user interface will appear on first start up:
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Figure 4 — JAR:Emulate GUI Overview

1) Master Menu Bar — provides 7) Status Bar — displays CPU load and status of
application wide control connection with hardware unit (e.g. connected,
paused or disconnected)

2) Map Menu Bar — enables high
level control over an individual
network map (such as start
emulation, pause, stop and re-
centre emulation map)

o Wareh Nt
-ogm
- Sanes (DOODP OGN

= @ e dews (1K 1081 230

3) Device / Map Navigation Bar —
provides a logical listing of all
JAR:Emulate hardware units
installed, and the network
emulation maps that have been
created for each unit

U T e (N Eariin )

Q R ER s o 19

4) Wizards Bar (dependent on 5) Design pane — provides 6) Network Toolbox — provides
configuration — not available on all graphical representation of the drag and drop facility to create
versions) provides pre-defined WAN under test (populated using network maps and their conditions
common network maps and Wizards to left or network toolbox for emulation

impairments, which can then be to right)

amended as required.
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The Design pane (number 5 in the diagram above) is where the emulation map is designed — these
maps are graphical representations of the WAN which are to be simulated, and therefore form the
core of the JAR:Emulate Emulator’s operation

Each map will contain:

e Input/ Output points - Physical port start and end points, network routing start / end
points, or the captured traffic replay tool.

e WAN impairment tools between these input / output points

e Any reporting required from TAP points.

e Any traffic capture required

The WAN impairments are available to be ‘dragged and dropped’ from the ‘Network Toolbox’
(number 6 on the diagram above) onto the Design pane. Reporting is accessed by right clicking a
‘TAP point’ — these appear when a link is made between network start/end points and any WAN
impairments (please see section 12.10 ‘Reporting — TAP devices’ for more information).

Once an emulation map has been designed, the user simply presses on the ‘play’ button in the map
menu bar to initiate emulation.

It is highly recommended that first time users follow the instructions in the section “Creating your
first emulation run”, as this will provide quick experience and demonstrates JAR:Emulate’s key
features.

Edit Mode v.s Run Mode

The GUI has two separate modes of operation, an edit mode and a run-mode. Whilst self-
explanatory we should note some key differences between these modes.

Switching modes

To enter the edit mode please select the ‘Switch to Edit Mode’ button on the toolbar:

It should be noted that this button will disappear and be replaced with a ‘Switch to Normal mode’

button:

Important differences

1. In normal mode you cannot change the position of any impairment tool, or add and remove
any impairment tool. You can still change an impairments settings and enable/disable its
operation if required.

2. The system will automatically switch to normal mode if an emulation is run.
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Map Menu Bar
The map menu bar is shown below:

Enable / Disable

Timeline Center map on all
feature (for current map) Add blank map tools
; |ll" ST
iJ L+ _— T
Toggle tool on / off E Add New HW Add new
feature (for current . Wizard impairment tool

Take a

map)
Snapshot report

Toggle Tool (on/off)

When selected, the toggle tool allows the user to disable (or re-enable) impairment tools added to
an emulation map. Any traffic that encounters a tool that has been disabled will pass it unimpeded.

The following screenshots show how impairment tools are represented when this feature is enabled:

Jigzar Erarelaieln Triroi=

Jitter Tool active (‘on’) Bandwidth Throttle Tool
disabled (‘off’)

Impairment tools can be toggled on or off while an emulation is being executed i.e. in real time. It
should be noted that when an impairment tool that buffers packets (such as delay or jitter) is
disabled, it will ‘dump’ all buffered packets immediately. This can result in a small but inevitable
spike in traffic as the packets are released back onto the link.

TimeLine (Auto-Change) Feature
This feature allows the user to create an emulation scenario which (once started) changes

parameters without any manual input from the user. The following icon in the Master Menu Bar
provides this functionality:
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TimeLine (Auto-Change) Feature - Creating a timeline

Once selected, the timeline feature will first ask the user to set a total duration that the emulation
should run for (which can be changed later if required). This can be up to a maximum of 240 hours
(10 days). The following screenshot shows this dialog box:

£¥ Timeline - Creation

Timeline - Creation

This network map has no existing kmeline associated with i, therefore wou most
supply the duration of the timeline in minukes,
Entire the total duration of the

— . - =~ = emulation run, then click ‘Add
Timeline Duration |E-D ﬂ hrs |55| ﬂ mins |IZ| ﬂ secs) Timeline’ to present the timeline

I [ Loop the ke line I .......... onscreen

_______ If set the time-line will
add Timeline | cancel ‘ """ continuously loop until the
_ _ emulation map is stopped

Once ‘Add Timeline’ has been pressed on the screen above, a timeline will be displayed at the
bottom of the user interface - please see the diagram below:

Page | 25



3Jl-'lﬂ

SOLUTION
REVOLUTION

JAR:Emulate Installation and User Manual  July 2013

Click on the ‘ Timeline' feature to
display the timeline at the
bottom of the user interface

# Central GUI - ¥1.0 - (c) JAR Technologies Ltd. [HES

Views Tools Help

©00 @ a— T m a8 e Om,

hamock 2/100 urit [Constant 2Mb vith Jiter]. . |

+1%0q|00] oMIEN

T T 1 T T T T T T T 1 T
0:00:00 00:05:36 om11:12 00:16:47 00:22:23; 00:27:59 00:33:35 00:39:10 00446 00:50:22 00:55:55 01:01:34 01:07:09
Previous Event

Next Event

The large blue arrows (see left as
well) allow the user to move
quickly between any waypoints
that have been created on a
timeline

The timeline allows the user to set waypoints, each of
which allows the user to change any impairment settings
and/or turn impairments on and off.

The above screenshot shows an existing emulation map with four impairments (two active, two
turned off using the Toggle on/off feature) and an empty timeline. It is normal practice to design an
emulation map before enabling the timeline and creating waypoints on it.
Please note:
e Any timeline created is specific to an individual emulation map
e Turning off the timeline feature (by clicking the Timeline icon again) will not destroy any
waypoints created or their settings. They will be available when the timeline is next
turned on.

TimeLine (Auto-Change) Feature - Creating a waypoint

The following dialog box will appear once the user clicks anywhere on the timeline:
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¥ Timeline - Add waypoint...
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B[=/e3

Timeline - Add a waypoint...

Please Mote : When you have added this time-line event it will be automatically
selected. This means any changes to an impairment will be recorded against this
new event,, .,

L
.
.
.

Waypoint Name: |New event

VWaypoint Time: |EI ﬂhrs |1EI ﬂmins ¢|secs

4
LI
e
L

Creake Wavpoink ‘ Cancel ‘

Select the ‘Create Waypoint’ button to create the waypoint.

Enter a title to make the
waypoint recognisable —
this will appear on the
timeline immediately
above the waypoint for
easy identification

The waypoint time (i.e. when
the changes will take place) is
an offset from the start of the
emulation. The user can enter
the exact time (to the second)
when the changes required will
be implemented

The user can now edit the settings of any impairment tool on the emulation map as required, or turn
any on/off (using the toggle on/off feature available from the Map Menu Bar). These changes are

automatically stored by the user interface against the waypoint.

The process of creating waypoints can be repeated as many times as is required by the user across
the timeline — the screen below shows an emulation map set up with multiple waypoints:

%% Central GUI - V1.0 - (c) JAR Technologies Ltd.

Yiews Tools Help

*X0|003 SHaMIEN

—~ = = 2 [o | § '_;JT—LL: 1 ,% Load =Y
©® 0 0 = & & v B e Fmo
@ Shamrock 2/100 urit [Constant 2Mb with Jitter]... 1
0 Col -
& ) &)
Jige=r
ftle
2 & &
§ [ilz:

aujauwiL

Jitter 2ms Jitter 4ms  Jitter OFF Bandwidth 10Mbs Bandwidth 2Mbs

BYW Stb

ister 4ms

{ t I t T t \
0:00:00 00:05:36 0m1L12 00:16:47 00:22:23 00:27:59 00:33:35 00:39:10 004446

Previous Event

t
00:50:22

|
00:55:58

t f
01:01:34 01:07:08

Next Event

In the above example the map will execute and then, at 11 minutes 15 seconds from the start of the
emulation, the jitter will change to 2ms (as per the user defined title of this waypoint). The jitter will
remain at 2ms until 22 minutes and 20 seconds into the emulation, when it will automatically

change to 4ms, and so on.
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TimeLine (Auto-Change) Feature - Running an emulation
The user can then press the ‘Play’ button on the top left of the user interface to start the emulation.
At this point the timeline cannot be edited and a red vertical bar will begin scrolling across the

timeline showing the time elapsed.

As time passes the red vertical bar will encounter each waypoint created by the user, and the new
emulation parameters will instantly and automatically become active.

TimeLine (Auto-Change) Feature - Editing the waypoint

A waypoint’s settings can be changed by hovering over any waypoint and clicking it (the waypoint

will be highlighted with a purple box). The user can then amend any impairment tool’s settings for
that waypoint as required. Please note that deleting a waypoint will cause all impairment settings
for that waypoint to be lost.

Snapshot Report

This feature allows the user to take a visual snapshot of the current network map and save this to a
user defined location. To generate a snapshot please click the following icon:

I

=

The report consists of a bitmap contains the current network map; a bitmap for each statistical
graph and a XML file containing the structure of the current network map. The system will
automatically create a date / time folder for each snapshot.

To change the location in which the snapshot is places please see the options under “GUI Settings”
for more information.
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9.1 Introduction
Please note: The Web Ul is an option on the JAR:Emulate units.
Whilst the JAR:Emulate WAN emulator ships with a comprehensive user interface from time to time
you may require the ability to quickly upload emulation maps and start/stop the emulator from your

web browser.

Whilst the Web Ul and standard user interface can be operated at the same time the accuracy of the
port statistics will be reduced if both are connected to the same hardware unit.

Please Note: The Web Ul is only supported on Google Chrome and Mozilla Firefox web browsers,
operation under Microsoft Internet Explorer is not tested or guaranteed.
9.2 Features

The Web Ul is designed to provide three basic features; the ability to start and stop maps, view
statistics on throughput and packet rates and ability to supply a network map (as XML).

It should be noted that the Web Ul performs limited error checking on the supplied XML, if there are

invalid values in the XML the unit may fail to start the emulation map or require a power cycle to
regain access.

9.3 Accessing the Web Ul

Please open Google Chrome or Mozilla Firefox and enter the IP address of the WAN emulator into
the title bar, the default IP address is “192.168.1.100”.
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The emulation status page provides information the hardware status, emulation control and

port based statistics.

Hardware status, including
CPU load and memory
usage

The emulation start and
stop buttons directly

control the emulation run.

/' k. JAR Technologies - fpamr x |

- € | [ 19281101

Ed Tree

Shamrock Web Ul “*"*
F——

—Hardware stdtus

Unit Status : Idle
CPU Load : 2%
Available memory : 79%

—Emulatign Control—

O

o

—Emulation Status

—Port1 —Port 2
Packet Rx Count : 0 packets Packet Rx Count : 0 packets
Packet Tx Count : 0 packets Packet Tx Count : 0 packets
Rx idth : 0 bps (. ) Rx Bandwidth : 0 bps (.00Mbls)
Tx Bandwidth : 0 bps (.00Mbi/s) Tx Bandwidth : 0 bps (.00Mb/s)
—Port 3 —Port 4
Packet Rx Count : 0 phackets Packet Rx Count : 0 packets
Packet Tx Count : 0 phackets Packet Tx Count : 0 packets
Rx idth : 0 bbs (. ) Rx Bandwidth : 0 bps (.00Mbls)
Tx i : Obos (. Tx Bandwidth : 0 bps (.00Mbis)

Current real-time information on
thepacket and bandwidth rates
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The configuration page allows you to paste in the emulation XML, usually acquired from the
standard user interface. If you wish to generate XML please open the required emulation map in the
standard GUI and select “Show Map XML” under the “Help” menu. You may select and copy the XML
from this window, and paste it into the text box located on the Web Ul configuration page.

48 JAR Technologies - Sham x.-,_

Pl Tree

Shamrock Web Ul """
Emulation configuration...

— Emulation map XML

= | [ 192.168.1.101 b

Please insert / paste your emulation map XML into the text area below, click "Start” button on the main status page to

ﬁin emulation:

<MAP Name = "Vanilla" Description = ">
<Objects Count = "4">
=Objectl Type = "NetworkStartPoint” SubType = " Name = "Network Start Point” GUID = "{65170C1C-47C9-
440A-AF18-CFADBCODO785)">
<EntityConfigData>
<Port=0</Port>
</EntityConfigData>|
</Objectl>
<Object2 Type = "NetworkStartPoint” SubType = ™" Name = "Network Start Point” GUID = "{ES070E3D-4E60-
4DAL-ATOT-0CE33719C182)">
<EntityConfigData>
<Port=1</Por=
</EntityConfigData>
</Object2>
<Object3 Type = "NetworkEndPoint" SubType = " Name = "Network End Point" GUID = "{BFD1C3E8-C611-4TFD-
A534-1C3BDI1B725F2)"=
<EntityConfigData>
<Port=1</Port>
</EntityConfigData>
</Object3>

XML can be generated by selecting the "Show Map XML" from the "Help" menu.
Limited validation occurs on the input XML, so corrupt or invalid XML may make the unit unresponsive.

To create the emulation map XML please open the Shamrock GUI and create the desired emulation [ network map. The

The web page provides no other functionality.
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10.Creating Your First Emulation Run

10.1 Introduction

This section will explain the process involved in the creation of an example emulation run, following
the installation of both software and hardware. Please note that this chapter provides an overview
and is not designed to be a comprehensive walkthrough of the GUI or its features and settings. The
objective of this chapter is to serve as a quick start guide to emulation using the JAR:Emulate
product.

Please note: This section describes the “bridged mode” operation of the unit. Bridged mode places
JAR:Emulate as a “dump in the wire” allowing all packets entering the unit to be impaired. Please see
the “Routed and Bridged mode operations” section for more information.

Prior to step 1, please ensure the hardware is connected and positioned as per the guidance in
section 7 ‘Positioning the JAR:Emulate Hardware’.

For this example, we are going to create a relatively simple wired internet simulation on a port 2
model. When the GUI is launched you will find a default network map named “Vanilla Connections”
under the left menu titled ‘map/device navigation’. Please double click on this network map to show
it.

The arrows between the ports represent the logical direction that data will follow once the
emulation is started. Data from Port 1 will flow to Port 2, and visa-versa.

@)

pepe s
[=iyeric Sriel Bein e

pert L HONE

|2 eeiric Sriel Hefiri e |2 Eyeric S ErEFaln e

A basic network map

For ease of understanding, the Port 1 objects (on the left of the graphic above) can be thought of as
the device connected to port 1 on the front of the JAR:Emulate hardware. Similarly, the port 2
objects (on the right of the above graphic) can be logically considered as the device connected to
port 2 of the JAR:Emulate hardware.

JAR:Emulate can impair and manipulate traffic in both directions, hence the use of two connections

(as shown in the diagram above) for each physical connection that traffic is sent down and received
from.
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If the ‘return’ connection between port 1 and port 2 on the Design pane is removed, then no traffic
will be returned. |t is important to remember that, in order to emulate and collect accurate
information regarding an emulation run, all maps should have at least one connection made
between ports 1 and 2 and one made between ports 2 and 1.

10.2 Step 1 - Changing a map name
1. Locate the ‘Map/Device Navigation’ window on the left side of the screen.

2. The current map (called ‘Vanilla Connections’) and its location within the JAR:Emulate device
navigation hierarchy will be highlighted in blue, as shown below

© 00 ®

Device / Map navigation...

Note: depending on the JAR:Emulate

* ==l hardware installed, your view of the
mé_ggzi‘g‘:ﬂ Device/Map navigation hierarchy may
@ Sandbox (0.0.0.0) be different — this screenshot is for
= ﬁz-r;:;l-m (10.2.1.233) general guidance only

@ simple delay on UDP only
@ 50pc packet corruption

3. Locate and right click on the map titled ‘Vanilla Connections” and select ‘rename map’.

Enter a new name for this emulation map e.g. “Test 1”

5. The title of this map will change, both on the map/device navigation bar and on the tab
header which displays this map on the Design pane. As the number of maps created
increases, or more JAR:Emulate hardware units are added, it will become increasingly
important to name your maps intuitively.

e

10.3 Step 2 - Adding an impairment

We will start by adding a bandwidth throttle impairment to both the upstream and downstream
connections, to emulate a bandwidth limit common on a wired internet connection. For this
example, we will limit downstream bandwidth to 1 Mb/s and upstream to 256 kb/s.

1. Locate the network toolbox window on the right side of the screen.
2. Locate the bandwidth throttle icon, which looks like this : [LIMIT

3. Holding down the left mouse key over this icon, drag the tool unto the main Design pane
and release your finger
—
Input leL.l ol Cutweard
4. The icon will drop onto the design pane and will now look like this: Eyﬁ
Etanelilen) Triroeelz

5. Hover the cursor over this icon, press and hold down the left mouse button
6. Drag the icon up to the connection between Ports 1 and 2 - the link will turn blue to indicate

the tool can be snapped onto it:
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[zt End Paine

[

el Throl=

[

Once the connection link changes to this blue colour, release your finger

7. The bandwidth throttle tool will snap onto the connection, and will remain on this
connection - regardless of where other objects on it are moved to - until it is deleted

10.4 Step 3 - Adjusting an impairment’s settings
Viewing the summary information on the bandwidth throttle tool (displayed on the tool), you can

see the default setting is 64 Mb/s. This represents the bandwidth limit of traffic moving from the
device connected to port 1 on the JAR:Emulate hardware, to the device connected to port 2.

Eziriduid tr TriraEd=

We will now change this to emulate a typical ADSL connection of 1 Mb/s downstream.

1. Right click the bandwidth throttle icon in the Design pane and select ‘settings’
2. The following screen will appear:

Bandwidth Throttling Settings... X

Configuration oversyiew. . l

General...

M arme : |B andwidth Thrattle

Dezcription |Eandwidth R ate Lirnitar

Throttle Settings

Bandwidth Limit ;:  |&4.0000 tegabits per second ﬂ

[ Advanced...

Cloze

3. Change the Bandwidth Limit field (highlighted in red above) from 64.0000 to 1

4. Once any change is made, the ‘Confirm Changes’ button will become active — click on this

5. You will be returned to the Design pane, and you can see that you have now set the
bandwidth limit to 1 Mb/s on all traffic moving from the device on port 1 to the device on
port 2
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6. Repeat this exercise for the other connection (upstream from port 2 to 1) — drag and drop
the bandwidth throttle icon from the network toolbox, and snap this tool onto the ‘port 2 to
port 1’ connection

7. Right click and change this second bandwidth throttle to a bandwidth limit of 256 KB/s
(using the drop down list in the ‘Throttle Settings’ section to change the measurement to
Kilobits per second).

8. Click on ‘confirm changes’

9. The Design pane should now appear as follows:

R, L0
etanelyielen Throril= Forr
FlaEynrts Enel Rain

:.rl' i etanciclen Triroeilz
Flatyort 2ricl Peirie

10.5 Step 4 - Running an emulation

You have successfully created the basic conditions of an ADSL connection (although with further
WAN impairments such as packet drop and delay a more accurate emulation is possible).

Any traffic sent to and from the devices connected to port 1 and port 2 will be subject to this
bandwidth restriction. We are now going to run this map to demonstrate some of the real time
information that is displayed during emulation.

The emulation map that has been created has been designed in Editor Mode, which provides the
ability to create, design and alter emulation maps. Editor mode is easily recognisable by the blue
grid lines on the Design pane. When a map is run (and emulation therefore begins) the GUI switches
to Run Mode, which prevents any changes to the existing map until emulation is stopped.

1. To runthe map, simple click on the ‘play button’ in the top left of the GUI:

Wiews Tools Help

©|© ©

2. Arrows denoting the flow of network traffic will be shown moving between each port
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3. Please note: you cannot edit the settings of any tool or impairment while a map is being
executed.

4. We are going to view some of the real time data displayed when an emulation is being
undertaken. To the top right of the Port 1 network start point, you will see a small ‘I’ icon.
Click on this and the following window will appear:

Phyysical Layer Information

Rx Good Packets @ 10113 Collisions Count : 0
Tx Good Packets : 5532
Single Collisions : 0
Broadcast Rx i 395 Multiple Collisions : 0
Multicask Rz @ 1892 Late Collisions : 0
Excessive Collisions : 0
Rx Read Errors @ 0
Rx CRC Errors : 0 Defered Count : 0
Fex Length Errors ;0 Missed Pck Errors : 0
Fex Alignment Errors @ 0
Mo CRSTx Errors 1 0
#OM's Received : D
HOFF's Received ; 0 Link Up/Down Count ¢ 0

5. The window displayed contains real time information relating to the physical layer for each
Port on an emulation map, and provides the user with details of any collisions, packet errors
or control (XON/XOFF) packets received.

6. Real time packet flow information is also available for any impairment added to an
emulation map. These can be accessed by hovering the cursor over the small grey icon at
the bottom right of any tool on a map, as shown below:

Statistical Information

Packets Received : 52
Packets Dropped : 0
Quele Level | 0%
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10.6 Step 5 - Stopping an emulation run

The above example is of a simple, perfect quality bandwidth limited connection. We are now going
to add some packet delay onto the connection, to simulate the conditions that may be experienced
when sending data over a long distance at a busy time of day. We will also add in some advanced
reporting to demonstrate JAR:Emulate’s built in reporting functionality.

1. Asthe map is executing in Run Mode, we must stop the emulation before we can edit the
map in the Design pane. On the top left of the GUI, click on the ‘stop’ button, as shown
below:

Yiews Tools Help

© ®|e

2. The emulation will stop and you will be returned to the Editor Mode.

10.7 Step 6 - Emulating a congested network

We are going to add another tool to the emulated network map, to simulate a connection that is
suffering from fluctuating high latency.

1. As before, pull out the Network Toolbox from the right side of the GUI
|
2. Click and drag onto the Design Pane the following icon for packet delay :

3. The following icon will appear on the Design Pane:

Dzl Paclat

4. As before, drag it onto the connection between Port 1 (network start point) and Port 2
(network end point), as shown below:

«-'—“:- .
I ll'iull':: ’ \ &

FHEETRTGtHE
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5. Right click the Delay Packet icon, and select ‘settings’.
6. Using the drop down menu against the ‘Mode’ field, select ‘Range (x to x milliseconds)’, as

shown below:

JAR:Emulate Installation and User Manual  July 2013

)

Delay Packet Settings...

Configuration owerview. . ]

General._.

Mame |De|a_l,l Packet

Drescription ; |D elay Packet Digruptor

Delay Sett ngs._

Minimurn Latency : |25 5| [milizeconds)
Maximum Latency : (250 =i [milizeconds)

[ Pleaze note dezequencing [i.e. re-ordening) of all packets will ocour ]

¢ Confirm changes. .. x Bewvert Changes

7. Set the minimum latency to 300 milliseconds, and the maximum latency to 500 milliseconds
(this is very high latency but we will use it for illustrative purposes in this example):

[

Delay Packet Settings...

Configuration overview. .. l

General...

Mame : |De|a_l,l Packet

Description : |Delay Packet Dizrptar

Delay Settings....

tMode : |F|ange [ bo x millizeconds) j

Minimum Latency : | 300 [millizecondz)
b aximurn Latency : |S000 [millizecandz]

[ Please note desequencing [i.e. re-ordering] of all packets will occur |

Ak| 40

\/ Confirm changes... x Bewert Changes

8. Press ‘confirm changes’

The emulation will now act as an ADSL line which is suffering from very significant congestion,
ranging from delays to packets of anything from 300 to 500 milliseconds. This would evidently
interfere with the delivery and resulting quality of application traffic sent across this link.

Page | 38



3Jl-'lﬂ

SOLUTION
REVOLUTION

JAR:Emulate Installation and User Manual  July 2013

10.8 Step 7 - Viewing Results

JAR:Emulate provides a range of reporting tools, which vary from ‘real time’ on screen reporting to
reports produced once an emulation run has been completed. For this overview, we will add a
statistical graph to demonstrate some of the real time information available.

1. Locate the TAP (Test Access Point) icon between the Delay Packet tool and the Port 2
network end point:

N0
()

1000
P
Tlamoet Enel Poin

2. Right click on this icon and select ‘add statistics graph tap’.
3. The statistics graph should be added as shown below:

Hegr 7 :
[latyort Snel 2oin

Packars nar Second G
Aeznistics Granr)

4. The default graph attached is the ‘packet per second’ graph, which will show the number of
packets passing this TAP point following the bandwidth throttle and the packet delay that
were added previously

5. Click on the ‘Play’ button as described in step 3 above, in order to begin emulation

6. The emulation map will execute as before, and a new screen at the bottom of the GUI will
appear, showing the statistics graph we have now added:
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Central GUI - V1.0 - (c) JAR Technologies Ltd
Vews Todls Help

T 88 Ne.

Hardwere(Tet 1) |

{
i
:
é

uoReBING doly 93150

I

einLaRANEOE L

1 1
o [ 090 [
00:00:09 00:00:13 Al i T oo00:21 T 00:00:28 T 00000 ¥ 2 00:00:38 00:00:42 ¥ 00:00:46

7. The grey section shows a simple line graph of the number of packets being sent past the TAP
icon every second.

8. Options on how to change this view, as well as how to export the data, are located on the
top left of the stats graph pane, as shown below:

The stats graph allows various operations on the received information.
Play/Pause, Save to Clipboard, Save to CSV File, Show Average, Show Peak, Smart Labelling
on/off and the ability to adjust the visible time domain.

[ ﬁ !l & El El I% Time: Domain © |Live Last Minute jl

11+
10+
g_—
8_—
?—_
6_—
5_—
T 3,00
iT 2,00
2_—
‘\L'W[
'T o o n.pg,/\ 000 | oo
0 ©ootos:z¢ | ooz C o033 | ooiosa?
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10.9 Summary

This completes the walkthrough of the example emulation run. Please note that most of the control
and functionality of JAR:Emulate was not shown here — the sections below provide more information
on JAR:Emulate’s rich feature set and reporting options.
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11.GUI Walkthrough- Master Menu Bar
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This section will describe JAR:Emulate’s GUI in detail, including its features and functionality.

11.6.Master Menu Bar

%7 Central GUI - ¥1.0 - {c) JAR Technologies Ltd.

Wiews  Tools  Help

The Master Menu bar provides general settings for the JAR:Emulate GUI as follows:

11.7.View Menu - Unit Information

Under the ‘View’ menu there is one option available, titled ‘ Toolbar Windows’, which itself holds
one further option, titled  Unit Information’.

Tools  Help

Toolbar Windows  # Init information

The unit information is a selectable option (off/on) which, when selected (as denoted by a tick icon)
will display the hardware unit information.

The Unit Information window is only visible when an emulation is being performed, and provides
visibility on hardware performance throughout the duration of an emulation. Its main purpose is to
show real time JAR:Emulate hardware diagnostic information so that the user can understand if an
emulation run is highly taxing on the hardware and therefore whether mitigating actions need to be
taken.

It also supplies quick view data on the routing of packets during an emulation (if network routing is
licensed), so a user can quickly see the volume of packets received by the hardware, the number

routed or unhandled, the total number of ARP packets forwarded etc.

The Unit Information Window has three display settings, depending on the level and type of
hardware information required (please note these are only accessible during an emulation run)

Page | 42



QJFIR
SOLUTION
REVOLUTION

JAR:Emulate Installation and User Manual  July 2013

11.7.1. Basic Mode

Basic mode is shown below:

Hardware

e Using the drop down
Control IP Address 192.165.1,234 Basic menu, select ‘basic’

Hardware Skatus @ Executing map.
CPU Load @ 2%

Basic Mode displays:

e Control IP address: the IP address of the machine connected to the Control Port (port C on the
JAR:Emulate front panel)
e Hardware Status: displays brief information on the status of the JAR:Emulate hardware, as
follows:
o Executing map: hardware unit is performing an emulation
o Map paused packets being dropped: when an emulation run is paused, packets which
would have been subject to selected impairments are discarded

® CPU Load: showing in percentage the load on the hardware’s CPU

11.7.2. Standard Mode

Standard mode is shown below:

Hardware

Using the drop down

Control IP &ddress  192,168.1.234 . )
menu, select ‘standard

Current Map ;. Untitled

Hardware Skatus § Executing map.

Memaory Usage ; 95% available
CPU Load : 2%
(_PLl Load hiskary., ..

ans The graph displays

—— recent CPU load activity,
with a red line

5% intersecting at 90%.

As well as the information displayed for the Basic Mode, Standard Mode provides the following

additional data:

e Current Map: the user defined (or default if none entered) name of the map currently under
emulation

e Memory usage: A percentage of the total memory remaining available for other operations such
as traffic capture or replay (if licensed)

e CPU Load History: provides a graphical representation using a line graph of the CPU load history
for the previous 20 seconds
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11.8.Tools Menu

Returning to the Master Menu Bar, the next option is ‘tools’. Under this heading are two further
options: ‘GUI Settings’ and ‘Administration’, as shown below.

Wigws m-lelp
| GUI Settings
@ Administration  * D

11.8.1. GUI Settings

The GUI Settings menu provides the user with options to change the layout and functionality of the
user interface, as follows:

11.8.1.1. General Tab

Please see below for a visual description of the GUI Settings ‘General’ tab:

Automatically maximize the GUI on start-up

Checkbox to enable or disable the auto
closing of the side windows (navigation

and tool box windows)
Map zettings...
Visual options... Change the size of the arrows shown

on the Design pane when an

[ Automatically maximize window emulation is being performed

[ Pin zide windows [stop auta clozing)® 4

bl ediuirm j ¢

Line widh 53] Piels* | o Change the size of the
— connections in the Design pane

Arrow Heads™

* - A restart if required for thiz change to take effect

. If Wire Shark live capture is
Tool options. .. )
enabled on your release (and is
slow to start) increase this delay
so JAR:Emulate does not abort
trying to establish a connection to

Wait a upto |15 5| zeconds for WireShark to open 4

Deskiop options..

Iv Enable pop-up information Select if pop up information

Diuratian I@ second(s]. < should be shown in the GUI,
and if so, how long it should be
displayed. Pop up information
is shown for informational
purposes only

Please note that for many of the settings above to take effect, a GUI restart is required.
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11.8.1.2. Map Settings Tab

Please see below for a visual description of the GUI Settings ‘Map Settings’ tab:

General... Define what should be created
when a new map is created (by
Mew map settings... right clicking on the ‘Map/Device
Navigation bar’ and selecting
£ Blank map ‘Create new Map’ from the pop-
" Show netwark start and end points < up menu. A blank map can be

created by selecting “Create blank
map” from the pop-up menu.

f* Create bazic netwark map

Define if, and by how much,

Lock to grid settings.. . )
objects added to the Design pane

[v Lock togrid, width : 9 pisels 4 should be snapped to an
underlying grid. To select
Less I | Mare complete free form positioning,
R uncheck the ‘lock to grid’
checkbox

11.8.2. Administration

The second option on the Tools menu is ‘Administration’, which contains three further menus as
shown below:

Yiews BEEEES Help
GUI Settings k

M Backup configuration

Restore Configuration

Firrmware Update

11.8.2.1. Backup Configuration

This is an important feature within the JAR:Emulate GUI, which provides the user with the ability to
perform a complete back up of all emulation maps that have been designed, their settings and some
current GUI settings. It is highly recommended that back-ups are performed on a regular basis to
ensure there is no loss of data if the GUI or system it runs upon becomes unstable.
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¥ Back-up manager..

Configuration backup manager...

{ Backup configuration. . l Restare configuration, . ]

Destination File Path: |C:'|,5hamru:u:k_Bau:ku|:|_Caniguration_29_Mar_2El1 1,865 "

Filename is walid.

Perfarm backup. ..

The back-up manager will display a default filename for the file using the current system date
settings. You can change the filename and/or path by clicking in the “Destination File Path” field and
amending, but the file extension (.ABS) must not be changed otherwise any restoration of this back
up may fail. You can change the location where the back-up file is to be saved by clicking on the file
navigator icon (highlighted in red above).

Please Note: Always check you back-up file has been created. This facility may silently fail if you do
not have privileges to write to the destination folder - it's recommended you save back-ups to your
“My Documents” folder if using Windows.

Restore Configuration

There may be instances when a restoration to a previous version of JAR:Emulate is required. To
access back-ups select the ‘Restore Configuration” option under the ‘Tools’ and ‘Administration’
menus, and navigate to the folder which contains the previously backed up file. To assist, the user
can open the file navigation system by clicking on the icon highlighted in red below.

¥ Back-up manager..

Configuration backup manager...

Backup configuratian,,, ; Restore configuration. .. l

Source File Path: "

Please select a walid backup file. ..

Page | 46



QJFIR
SOLUTION
REVOLUTION

JAR:Emulate Installation and User Manual  July 2013

11.8.2.2. Firmware Update

JAR:Emulate supports the remote updating of its firmware. This process is largely automated but
care should be taken when performing this operation:

CAUTION - Possible loss of operation may occur. If the product is power
cycled or interrupted during the firmware update it may fail to operation
correctly and require shipping to JAR Technologies for reprogramming. This
is not covered by JAR Technologies warranty.

All network port cables MUST be disconnected during the firmware update
process.

Retrieving your firmware update
JAR Technologies does not actively push firmware updates to customers, if you wish to receive the
latest firmware for JAR:Emulate please e-mail techsupport@JARtechnologies.com.

The Firmware Package

JAR:Emulate’s firmware is released in a ‘package’ file, with the extension “.pck’. As well as containing
the new firmware, this package file contains version and validation information. This information
allows you to see what version you are upgrading to and make sure the package has not been
corrupted in transmission to you.

Understanding your firmware package

Each firmware package presents new features, bug fixes and improvements. You should carefully
read the included release notes (available online) for any impacts these new features may have on
your existing network maps - if any. By installing the firmware you agree to accept and be bound by
any new or updated terms and conditions (available online).

GUI implications

Please refer to the release notes about any GUI implications. Normally major firmware updates are
associated with major GUI updates. If you have received both a firmware package and GUI update,
please install the firmware update from the current installation of the GUI. Once firmware has been
successfully upgraded, immediately close the GUI, uninstall the existing GUI and launch the new GUI
installation.

Failure to upgrade your GUI will result in a possible reduction in functionality and incorrect
operation.

Firmware Update - Step One - Prerequisites
Please ensure you have the required firmware package file located on your local hard-disk. This is
usually named “Firmware.pck” or something similar.

Ensure that your JAR:Emulate unit is powered on, and connected / visible in the GUI. You must not
have any emulations running nor have any cables connected to the network ports (marked ‘1’ and
‘2’ on the front panel of the JAR:Emulate hardware unit). This is to ensure that the firmware process
will not be interrupted by any unknown events such as heavy traffic forwarding. The update process
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will not commence until these conditions are met. Ensure the Ethernet cable connected to the
control port on the JAR:Emulate hardware (marked ‘C’ on the front panel) remains connected and in
place.

Firmware Update - Step Two - Opening the firmware update window
As shown in the following screen-shot, open the firmware update window by navigating the
following menu items - “Tools” > “Administration” > “Firmware Update”.

el

GUI Settings
Administration » Language Settings

Backup configuration

Restore Configuration

Firmware Update

Firmware Update - Understanding the firmware window
The firmware window contains many important pieces of information that help assist you with the
update process. The window looks as follows:

List of all available Shamrock devices \

Firmware Update... \ @

Firmware U

Firmware information...

Current unit status || Available Hardware Devices :  |10.2.1.233 j
Hardware Status :  Firmware update available (Device is idle)

Current firmware version : V1,33 (— current flrmwa re version
\ c:\ . -— Opens find dialog
| I

Firmware Version : — |
€ New f

Firmware path |

rmware information

Update progress infﬁrmation &

Available hardware devices: This section shows a list of all available JAR:Emulate units, this allow for
easy updating of multiple units. If you have only one JAR:Emulate hardware unit it will be selected by
default.

Hardware Status: This displays the availability of the unit, including any problems (highlighted in

red) that must be rectified before continuing.
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Current Firmware Version: This shows the current firmware version. This is also available from the
‘settings’ window on each JAR:Emulate unit (in the Map/Device Navigation Bar on the right of the
main GUI).
Firmware Path / Open Dialog: This path allows you to type the location of the firmware package file.
If you wish to locate the firmware package please click the “Open Dialog” button on the right side of
the firmware path.
Firmware Version: When a firmware package is chosen this information shows the new version of
the firmware that is about to be installed. It also displays the date when the firmware package was
created - this should be used to ensure you are upgrading to the correct version.
Update Progress information: During the firmware update procedure this section will display
information on progress.

Firmware Update - Step Three - Selecting your hardware

As the GUI can upgrade all your available JAR:Emulate hardware units, please select from the drop
down combo-box your required device. The “hardware status” line will indicate the availability of
the hardware unit and may show one of the following messages:

“Firmware update available (Device is idle)” — The device is OK and ready for update

“2 network ports are connected” — Please disconnect all cables going to the network ports, this is to
ensure that heavy traffic forwarding does not interrupt the process.

“Device is disconnected...” — The device has been disconnected or not visible from the GUI (please
ensure an Ethernet cable is attached to the control port (marked ‘C’ on the front of the JAR:Emulate
hardware unit), which is visible on the network to the computer running the GUI.)

“Firmware unavailable (Device is executing map)” — The device is currently executing a map, please
stop the map before selecting the device for upgrade. As mentioned above, any Ethernet cables
attached to ports 1 and 2 on the JAR:Emulate hardware unit should be disconnected as well.
“Firmware unavailable (Device is currently paused)” — The device is currently paused, please stop
the map before selecting the device for upgrade. As mentioned above, any Ethernet cables attached
to ports 1 and 2 on the JAR:Emulate hardware unit should be disconnected as well.

“Firmware unavailable (Device is in error state)” — The device is not currently available as it is in an
error state, please remove this error state before selecting the device for upgrade.

Firmware Update - Step Four - Selecting your firmware package

Please enter the path and filename of your firmware package into the “firmware path” field. You can
search your hard disk for the firmware by using the open dialog - click the button marked with two
dots (“..”)

Once you have located your firmware please select it. Information about the firmware package will
be displayed as follows (please note the information in the screenshot below is an example):

Firmware Path : |JAR-Technologies\Shamrodk\Releases\ 1. 2\irmware.pck L.

Firmware Version @ v1.39

Firmware Build Info : Build #1432 (24-JAN-2011)

Your firmware version and build information will change for each new version of firmware. Please
ensure this has occurred. Please note that the GUI will not allow you to install old versions of
firmware.
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Firmware Update - Step Five - Starting the update

Click on the ‘Begin Update’ button located in the ‘Update Progress’ section. If this button is not
available please ensure that you have correctly selected a valid firmware package and no problems
exist (as listed in the “hardware status” field)

You will be presented with two messages informing you of the process, you must accept each of
these before continuing.

At this point the firmware update process is underway. It is of critical importance that you do not
interrupt this process, power cycle the unit or close the GUI.

Firmware Update - Step Six - Update process

The progress section, as shown below, provides information on each step of the operation. The
update operation will take around 30 to 360 seconds (depending on your computer) to complete
and should require no user intervention.

Action : Receiving firmware chunks...

o= ENEN 100%

If you do receive an error message that the firmware update process has encountered a problem,
please reattempt the firmware update. If you have any further issues please contact
techsupport@JARtechnologies.com.

Firmware Update - Step Seven - Finalisation

After the unit has received the firmware package it will verify that the package is correct and
contains no errors. If there are no problems the system will commit the new firmware and reboot
itself.

The GUI will keep you updated on each of these steps through information presented in the progress
section. When the unit has rebooted the GUI will check to make sure the unit is at the correct
firmware version and report successful completion.

Action : Unit upgraded successfully!

o INNENNRENNNNNRRNNNNNRERNN NN RRNNRER] w0%

You are free to update multiple JAR:Emulate hardware units by selecting them in the drop-down
combo box and starting the process again.

Firmware Update - Step Eight - Optional GUI Update

Major firmware updates are usually accompanied by an updated GUI to allow the user to access new
features or functionality. If you have received a new GUI update, it’s important to close the existing
GUI down and uninstall it (If the update is minor, you’re network maps will be preserved). Please
install the update.

This usually involves clicking the “JAR:Emulate_GUI_setup.exe” application which will guide you
through the process.
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11.8.3. Help Menu

Returning to the main Master Menu bar, the last sub menu is ‘Help’, which contains three options:
‘About’, ‘Activate Product’ and ‘Dump XML’.

11.8.4. About

Within this option are the terms and conditions relating to the JAR Technologies, JAR:Emulate WAN
emulator and its operation, alongside information on the license agreement. By using Central GUI
you are deemed to have accepted the terms and conditions present within the GUI (including any
updated terms and conditions)

11.8.5. Activate Product

Upon installation, the GUI should prompt the user to activate the product using the activation key
supplied with the JAR:Emulate hardware box. If for any reason this screen does not appear, the user
can open the activate product window from the master menu bar, and follow the onscreen
instructions (or those found in section 6.6 of this manual).

If you have licensed additional tools, you will receive a new license key — this should be entered
here.

11.8.6. Save Map XML / Show Map XML

The underlying protocol between JAR:Emulate and the GUI is XML over TCP. This option allows you
to dump the XML from the current map in order to assist with automated testing. Please contact JAR
Technologies if you would like more information on placing JAR:Emulate within your automated test
environment.
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12.Routed and Bridged Operations
Overview

This section details the differences between the routed and bridged mode operations of the unit.
For information on using Virtual Routers please see the “Routed mode tool box” section.

12.6.Introduction

Bridged mode provides a “bump in the wire” WAN emulation; the JAR:Emulate unit will sit invisibly
between the various systems under test and inject impairments as created by the user.

Routed mode provides Virtual Routers (VRs) that are attached to each physical port, which allows
each physical port to act as a different subnet on a larger WAN. Each Virtual Router has the ability to
handle DHCP requests, ICMP messages and provide statistics on DHCP leases, physical and WAN
packets. In Routed mode impairments are placed between each Virtual Router to simulate the
required WAN. Filtering is not supported in routed mode.

12.7.Selecting the required operation

Locate the ““‘Map/Device Navigation” window on the left side of the GUI. Right click on the hardware
you wish to add the map to, and select the required operation “new routed mode map” or “new
bridged mode map”.

12.8.Visualisation of operation

The ““Map/Device Navigation” window shows all available network maps, the routed and bridged
maps have the words “(Bridged)”and “(Routed”) appear next to their names. The icon used to
represent the network map also changes to show the map’s operational mode.

—|-¢ Sharrack 20100 onit (192, 165,1,200)
= :: Maps

Routed Icon

Routed) Sample WanN
B (Fouted) Corporate WA
Bridged lcon ————— { @ }(Eridged) ADSL Simulation

Tool Differences
Given the nature of Routed mode and Virtual Routers, the available tools are different. The first

major difference is routed mode provides ‘Virtual Routers’ which can be added to the network map.
Please note that Routed mode does not currently support filters.

Page | 52



3Jl-'lﬂ

SOLUTION
REVOLUTION

JAR:Emulate Installation and User Manual  July 2013

13.GUI Walkthrough - Map/Device
Navigation Bar

Located on the left of the GUI is the ‘Map/Device Navigation’ bar, as highlighted in red below:

Central GUI - V1.0 - (c) JAR Technologies Ltd.

(=]l.3
D@ sewmE # B s OB
e g 1 23 4
oo GG L & T
[
imar-‘mum.ﬂ
i Port 1 - outgong traffic only
i Port 2 - outgong traffic only

P B Traffc (ncoming)
.

=1

x1(10.2.1,240)
i+ @ Work Machine (192.168.1.234)

q e Traffc (cuegoing)
wiiu

[13] oo

Ui

! TeP Fiter
2t (ot of2) 5

Sidh AR

The map/device navigation bar allows the user to logically group JAR:Emulate hardware units
(known as ‘devices’) and maps that have been designed for each device. It also provides access to
settings which are specific to each JAR:Emulate device. If only one JAR:Emulate hardware unit has
been purchased, this view is limited to one device, although please note a ‘sandbox’ will also appear
in the map/device navigation bar. The ‘sandbox’ is explained in more detail below.

13.6. Contents and Settings

Upon installation, your JAR:Emulate hardware unit will be visible in the Device/Map navigation bar,
titled “JAR:Emulate WAN Emulator”. Also present in this pane will be a virtual device titled
‘Sandbox’. The sandbox is an offline, ‘design-only’ area where new maps can be designed if another
user is currently running an emulation. Offline devices (e.g. JAR:Emulate hardware units which are
currently not connected or turned on) will be denoted with a red icon, and the device from which
emulations can be performed will be denoted by a green icon. In the screenshot below, both the
Sandbox and the ‘R&D Box 1’ devices are offline, while the ‘Work Machine’ device is online and can
perform emulations. Multiple JAR:Emulate devices can be added to each instance of the
JAR:Emulate GUL.
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| Device / Map navigation, .. 9|

==

- ﬁ Shamrock Mek
- @ Devices
+-¢88 Sandbox (0.0,0.0)
+-¢88 R0 Box 1 (10.2.1.240)
+-2%8 wWork Machine (192, 168,1,234)

By default and to aid recognition the IP address of each device is shown in brackets after the device’s
name.

Each device holds the network emulation maps that have been created or copied to it, alongside
device specific settings. Optionally there is the device’s routing table and captured traffic lists (if
licensed). By clicking on the ‘+’ expander icon beside each device, the user can view these options,
as shown below:

]

Device / dap navization. ..

I RE=]

=)

= (& shamrock Net

= @ Devices

[nT]
En]
3
o

2 +-88 Sandbox (0.0.0.0) o
= Expanded device titled ‘Work
7 otk Maching (192, 168.1.254) Machine’, showing 4 further
+-a # Maps options: ‘Maps’, 'Settings’,
L Settings <+ ‘Routing Table’ and “Captured
-A* Routing Table traffic” - Your configuration

may differ from this example

13.7. Adding, renaming or removing hardware

The ‘Device/Map Navigation’ pane provides the ability to add new hardware (i.e. another
JAR:Emulate hardware device), rename existing hardware devices and delete unwanted devices.

By right clicking on the title of any hardware device (in the above screenshot, for example, the user
would right click on “Work Machine (192.168.1.234)’, three options are displayed. These are:

Add hardware

Rename hardware

Delete hardware

L) Settings
=489 Sandbox (0.0.0.0)

b :: Maps

o Add hardware: Adds a new piece of hardware using its IP address

e Rename hardware: Changes the title of the hardware

o Delete hardware: selecting this option will remove the device, all it’s setting and all maps
assigned to it from the GUI. It is strongly recommended that a back-up is undertaken prior
to deleting a device from the JAR:Emulate GUI.
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13.8. Maps

Maps are at the core of JAR:Emulate emulator and its operation. These are the visual
representations of the intended WAN and each is stored against a JAR:Emulate device in the
‘Map/Device Navigation’ pane. JAR:Emulate ships with a series of default emulation maps, these are
accessed by expanding the ‘+" icon as highlighted in red below:

Device / Map navization...

= E Shamrock Met

=
]
=
[a 1]
[xl}
-
3
7]
o
[xT)
=
=]
3

= E3 Devices Please note: depending on your
+-4 Sandbox (0.0.0.0) software configuration, your
+-&8 RO Box 1 {10.2.1,240) . .
i ork Machine (192.168.1.234) view may be different. The
ﬂyz graphic to the left is for
Q) Wireless Internet Connection Simulation

illustrative purposes onl
@ wired Internet Connection Sirmulation purp y

& Drop all TCP traffic

@ Satelite Downlink,

@ Bandwidth Report

@ wired Internet Connection Simulation_
L Settings
.,.r" Routing Table

By double clicking on any of these maps, they will each appear on a new tab within the main Design
pane, and are then ready for modification or emulation. Please note: once a map is modified in any
way, the changes are saved automatically- it is recommended that if a user is unsure if they wish to
make any changes, they should make a copy of the map and rename it before proceeding.

Creating a new map for emulation

Creating new maps is simple: within the map sub-menu, right click on the ‘Maps’ title (or any actual
map listed) and select which type of map you want to create as your starting canvas:

Device / Map navigation..,

Ensure you are creating the new map

o qp = =] against the appropriate device —in
. & Shamrack et this example we are creating a new
= ~ €2 Devicss map for the ‘Work Machine

= + -8 Sandbox (0.0.0.0) 192.168.1.234’ device

g + &% RAD Box 1 (10.2.1.240)

; - work Machine (192,1658.1.234)

{uaes

- +§ lap

i Mew bridged mode map ¥ Create blank bridged map
| ew routed mode map reate basic map
@ wi M ked mod k| Create basi

(%] Drap all TCP trathc

@ Satelite Downlink

@ Bandwidth Report

@ wired Internet Connection Simulation_
[ Settings
.,l'!' Routing Table
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New Bridged Mode Map - Create blank map: creates a new bridged mode map, called
‘(Bridged) untitled’ in the Design pane, with no WAN impairments or start/end points.
These are then added via the ‘Network Toolbox’ menu to the right of the GUI

New Bridged Mode Map - Create basic map : creates a new bridged mode map, called
‘(Bridged) untitled’ in the Design pane. The network map is created blank, with just network
start/end points. The choice of which map is created is decided by the “Map Settings” panel
on the ‘GUI Settings’ window

New Routed Mode Map - Create blank routed map : creates a new routed mode map,
called ‘(Routed) untitled’ in the Design pane. The network map is created with no virtual
routers, physical ports or impairments.

New Routed Mode Map — Routed Mode Wizard : This option will show the routed mode
wizard, allowing you to select IP and DHCP information for each Virtual Router. The network
map will then be created to represent the supplied information.

You will note that the map is stored against the device in which it was created. Options for moving
maps between devices are explained below.

Amending Maps

Maps that are created can be duplicated (within the same JAR:Emulate hardware device), copied (to
a different device), renamed or deleted. This is achieved by right clicking on the map that is to be
amended, which will display the following sub-menu:

=

03yl Spu

G dew i

(=10 E=]

113E

=)

]

evice / dap navigation. .. U8 iark Machi

==

{ﬁ Sharnrock Met
= @ Devices

+-&88 Sandbo (0.0,0.0)

+- ¢ Pl Box 1 (10.2.1.240)

—|- ¢85 Work Machine (192, 168,1,234)

o # Maps

) ‘Wireless Internet Connection Simulation
) ‘Wired Internet Connection Sirmulatian
" RDrop all TCP braffic

Copy
(P satelite Dovnlink
) Bandwidth Report Duplicate . o
@ wired Internet Cof Right clicking on the map you
4 Settings New bridged mode map  » wish to edit brings up a series
. Routing Table New routed mode map  » of options, as explained below
Rename map
Delete map

Copy: the selected map, its name and all its setting are copied into the clipboard. Use this
feature when you wish to copy a map from one device (such as the sandbox) to another
(such as a connected JAR:Emulate hardware device, ready for emulation).

Paste: this option will be greyed out (as shown above) until another map has been copied to
the clipboard. Once selected, it will transfer the copied map to the chosen location,
including a different JAR:Emulate hardware device from the one in which it was created
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Duplicate: this copies the selected map, its name and all its settings, and pastes an exact
replica within the same device. The duplicate is recognisable by its title, which will be the
same as the original except it will be post fixed with an underscore.

Create blank map, create new map: these options create a blank map or a basic map with
options chosen from the “Map Settings” panel on the “GUI Settings” window.

Rename map: this option allows the user to rename the map, and can be relevant when
copying or duplicating maps

Delete map: this removes the selected map from the device, including all its settings. Please
note that this deletion is normally permanent, contact JAR Technologies if you accidently
delete an important network map.
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13.9. Device Settings

Each device in the ‘Device/Map Navigation’ pane will have a ‘settings’ option, as highlighted in red
below:

Device / Map navigation...

- ﬁ Shamrock ket
= @ Devices
+-¢8 Sandbox (0,0.0.0)
+ R ReD Box 1 (10.2.1.240)

uaebineu deyy [ 331430

Lo ® Mar

1 Settings

The settings option for each device allows the user to define and change the JAR:Emulate hardware
device’s configuration. By default it opens on the ‘general settings’ tab, as described below:

Please note that most of the settings are only visible when the unit is connected.

General Settings
Shown below is the general settings tab — please note that some units will be supplied with a ‘unit

date and time’ field. This allows the user to set the local time of the hardware if desired, but its main
purpose is to timestamp captured traffic files.
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Shamrock 27100 unit -

’7 11:53:06 = 0
N

o Confirm changes.., o Close

@ Unit Naming

Name: Change the name of the JAR:Emulate hardware device if required - use this field to
intuitively name each JAR:Emulate device, which becomes increasingly important when
more than one JAR:Emulate device is in operation

Description: Provide a description of the JAR:Emulate device, if required, for intuitive
identification

@ Idle traffic flow settings:
Only allow traffic to flow when map is executing: No packets will be sent over the physical
link between the devices connected to the JAR:Emulate hardware, unless an emulation is
being performed.
Actively route traffic whilst unit is idle [Default Setting]: This option allows data sent from
any devices connected to JAR:Emulate to be routed through the JAR:Emulate hardware unit
while no emulation is being performed. In this instance JAR:Emulate acts as a network
switch.

Unit Time (for WireShark Captures)
This option allows you to change the units date/time as reflected in WireShark captures.
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Control Port Network Settings

The control port is located on the front right of the JAR:Emulate hardware unit (marked ‘C’), and is
connected to a LAN that the computer running the GUI is located on.

Please note: if these settings are changed without the hardware turned on or connected to the GUI
then all you will change is the IP address at which the GUI looks for the device. The JAR:Emulate
hardware’s IP address will not be changed and the GUI will lose communications with it until the
units IP address is restored.

General Settings. . J§ Control port network. settings. .. B version Information. ..

IP Address: this uniquely
identifies the device running
the GUI.

192,168, 1.234|

255.255.255.0

192,1658.1.0

Subnet mask: Provides the
subnet mask for the unit,
please ensure the IP address is
within this subnet range.

Gateway: Gateway IP address.

¢ Confirm changes. .. | x Revert Changes [

The ‘Version Information’ tab provides non-editable versioning data, which may be asked for by JAR
Technologies technical support. The information will be automatically updated if new firmware is
sent to the unit following, for example, a new release of features/functionality.

Hardware Reset

Under certain circumstances you may wish to reset the JAR:Emulate hardware to its default IP
address when you are unable to communicate with it due to limitations on your network. To reset
the IP address to “192.168.1.100” please insert a small and long non-metallic object into the reset
hole as indicated the following picture.
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Reset IP Address “Pin hole” switch.

When the reset button is depressed the front panel LED’s will flash, continue to hold down the
button for 10 seconds. At this point the unit will reset and then become available on
“192.168.1.100”.

You will have to adjust the settings on the GUI so that it can communicate with the JAR:Emulate unit
now located on “192.168.1.100” — Please see section above (11.4.2 — Control Port Network Settings)

13.10. Captured Traffic Files
On the Map/Device Navigation bar, the user will also see an option titled ‘Captured Traffic Files’ (if
available/licensed). This is where traffic that has been recorded is made available for download to a

local hard drive or where previously recorded traffic can be uploaded for emulation. Please see
section titled ‘stored traffic’ for full information.
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14.Network Toolbox Overview

Located on the right of the GUI, the network toolbox contains the objects and impairments required
to construct network maps for emulation. Icons in this toolbox can either be ‘dragged and dropped’
onto the main Design pane, or can be double clicked and then dragged into position. The following
diagram displays an example of how the network toolbox will appear and provides guidance on its
navigation:

As JAR:Emulate tools are license based, you will have a sub-set of the tools shown in the screenshots
here. This manual is also modified per customer to list only the supplied impairments, if you require
other tools please contact JAR Technologies Ltd.

Metwork toolbox. ..

@’ Port 1 - incoming kraffic only
==

-"‘ Part 2 - incoming krafFic only . .

”Eu The main Network Toolbox pane provides access
é Port 1 - outgaing traffic only to all the tools and impairments rec!wred to

ey construct network maps for emulation.

@' Port & - outgaing kraffic only
= Users can drag and drop required icons onto the

T3P 1Pva Traffic (inccning) main Design pane, or double click to add them to
LY the centre of the Design pane.
IP+w4 Traffic {outgoing)
“ml . Please note: depending on the version of
'lililllg'& Packet Corruption JAR:Emulate being used, certain configurations are
”':' 4 not permitted (a warning will notify the user). For
¥ Drop Packets example, when using a 2 port version of
_,r JAR:Emulate hardware there can be no more than
Y. Packet Sink Hale 2 incoming and 2 outgoing ports added to any
?l single emulation map.

Packet Duplication

- Routed mode vs Bridged mode: If the current
[DELAY] Packet Delay network map is a routed mode map, the shown
' tools will be different than a bridged mode map.

+

Bandwidth Thraotting

I

LIDP Filker

c
Q
.

TCP Filker

34

Packet Counting Filker

1.2.3.
0“8 0 null Poink (TAP Extender) Tools can be sorted as follows:
:EEE 19 tools (out of 19) v |s e By group i.e. grouping all objects relating to
ing A orts together, grouping all impairment tools
oo & z'l < 'E)ogethergetc s ’

e Alphabetically
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14.6. Tool and Impairments - General Settings

All tools and impairments within JAR:Emulate have individual settings to allow powerful control over
the exact conditions which require emulation - these settings are described in detail below.
However, it should be noted that all tools in the Network Toolbox contain user accessible general
settings which allow all tools to be re-named and their description changed, if required for ease of
use or understanding by third parties.

Once a tool is added to the Design pane, right clicking will show an option titled ‘settings’ (only
available in Edit mode). When clicked on, the settings menu will appear and the first fields displayed
allow the tool’s name and/or description to be amended. Below is an example screenshot, showing
the general settings section of the ‘delay packet’ tool:

Configuration overview. .. ]

General._.

Mame : |Delay Packet

Dezcription ; |De|a_l,J Packet Dizruptor

If the user wishes to name the tool to better suit its specific use on any given network emulation
map, they can change the above fields. In this example, the user may wish to change the “Delay
Packet” name to reflect the true nature of the object such as “Outward Delay Path”. The name is
then reflected in the representation on the design pane.

S

E’U,Uﬂm-;i y)

el BV

The following section will step through the purpose, functionality and use of each tool available for
designing and running emulation maps. Where possible, this has been limited to the tools provided
for your configuration.
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15.Network Toolbox

15.6. Bridged vs Routed mode
The available tools will change depending on the type of network map being displayed. For example
on routed mode maps you will find a selection of “Virtual Routers” and “WAN Points” which are
missing from the bridged mode. The usage of some tools will also be different in each mode, for

example the network start and end points have different purposes in routed mode.

For more information on routed mode and its tools please see the dedicated “Virtual Routers”
section.

15.7. Licensed Tools
Depending on your model and license requirements you may have some or all of the available

emulation tools, if there is a tool you require please contact JAR Technologies and we will endeavour
to activate the tool on your GUI.

15.8. Network Emulation Tools Available

The following sections provide detailed information on all the impairments tools available in our
JAR:Emulate units.

Page | 65



3Jl-'lﬂ

SOLUTION
REVOLUTION

JAR:Emulate Installation and User Manual  July 2013

15.9. Network Ports

Ports are fundamental in the operation of JAR:Emulate WAN emulation, as they represent the
source and destination for data that is passed through JAR:Emulate, and which is therefore
subjected to WAN impairment. In effect, the user should consider each port icon within the GUI’s
Design pane as a network start or end point on the emulated WAN.

Use in Bridged Mode

Bridged Mode permits the flow of all packets from physical ports (2, 4 or 8 ports depending model)
to enter and leave the WAN emulation. All data received from a specific port will be passed to an
opposite port (subject to the network port is used in the emulation map) and visa-versa.

For example the bridged mode is most applicable when there are two (for 2 port unit) devices under
test (DUT) physically linked to the JAR:Emulate network ports 1 and 2 (i.e. no switch or router before
the DUT). Using bridged mode also removes some of the complexities associated with virtual
routing (for example, they do not need to use DHCP to obtain IP addresses).

)
1T \-)

Pope L Hore )
| [2yeorie Srziee Pejipyr L =tgerte Sriel Zoine

()
-

Heore Y
|V [=tyyerte Sriel Heinie | [2tgerie S ziee Hejin
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Bridged Mode: Port 1 -> Port 8 - incoming traffic only

' Port 1to Port 8 (depending on model)- incoming

Name : traffic only

In physical terms these objects represents the incoming
Description : source of packets into the WAN emulation. Depending
on the model this can present 2, 4 or 8 physical ports.

E’;—' Paort 1 - incominng kraffic only

Network Tool —
Box Icons : E—' Part 2 - incoming kraffic anly

These icons represent the incoming traffic into the
JAR:Emulate hardware unit (i.e. the simulated WAN)

pepel
|2y SitEr E Pl e

Emulation Design
Pane Icons : Outw

Pepe o
|2 yeris S Faip

These icons (which appear when the above network
toolbox objects are dropped onto the Design pane)
represent the start points of your data to be emulated.

None — these objects represent the start of the network

Available Input(s) : under emulation

1 Output — any destination on a connection but for an
Available Output(s) emulation to work, the connection must terminate at a
network end point (see below)
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Bridged Mode: Port 1 -> Port 8- outgoing traffic only

' Port 1to Port 8 (depending on model) — outgoing traffic

Name :
only

In physical terms these ports represents the network
end point for data leaving the JAR:Emulate hardware

Description : unit via ports 1 and 2. Within the GUI, they can be
thought of as the end points for data arriving at the ‘far
end’ of the WAN.

ﬁ?_“; Port 1 - outgoing traffic only
Network Tool -
Box Icons : =

@' Port 2 - outgoing traffic only
- "

Fape X
[\[=eeiric Sriel Feiiri e

Emulation Design
Pane Icons :

T
[l=Earic Sriel Bein e

These icons (which appear when the above network
toolbox objects are dropped onto the Design pane)
represent the end points of your data which has been
subject to WAN emulation.

Available Input(s) : 1 Input — a connection from any impairment or filter

Available Output(s) None — this is a network end point
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Use in Routed Mode

Routed mode provides virtual routers which are attached to each physical port, in this mode the
network start and end points are used to attach a virtual router to a specific port.

vt fantzr

Please note that no impairments are allowed between the physical ports and the Virtual Router, you
must place all impairments on the WAN link between Virtual Routers. Please see the Virtual Router

section for further information.

Routed Mode Rules for Traffic Flow

Please refer to section 11.4.1 on this user manual to understand how to access overall settings for
routed mode operations (including traffic flow rules and forwarding table settings).
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15.10. Packet delay

Impairment Tool Overview:

Name : Packet Delay
Description : Introduces fixed and ranged delay to data

Network Tool Box Icon :

Design Pane Icon : DEETPEE.

Please note that summary information is indicated for this
impairment on the Design pane icon — the example above
shows a delay setting of 50ms

Available Input(s) : 1 Input — Any source on same connection

Available Output(s) 1 Output — Any destination on same connection
Linear/Constant delay with Jitter

Range Delay

Options : Normal/Gaussian

Ramp

Sinusoidal

Introduction

The packet delay impairment introduces delays to any packets that enter it. The diagram below
shows the delay tool connected between two routed connections, introducing a fixed delay of 50ms.

A elzarinErien LA nor ]

Purpose

The ‘Packet Delay’ impairment will receive data and ‘hold’ the received packets using the settings
defined by the user. This tool replicates latency commonly found on corporate WANs and the
Internet. It should be noted that there is always a delay associated with sending data (regardless of
the distances to be covered), given the physical limitations in relation to the speed of light.
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Mode overview

The packet delay tool has a number of different impairment modes:

Constant

Constant delay is often used on fixed delayed links such as microwave or satellite, and can be useful
for simulating the delays experienced by packets as they enter network equipment (routers,
switches and other latency inducing devices). Packets can also be delayed simply because the
network interface must undertake other actions first, before it can process and route the packet as
required.

Range

Range delay is used to simulate a range of latencies that are experienced by most equipment on the
public Internet or over long-hop private circuits.

Normal / Gaussian

This applies a normal or Gaussian distribution to packet delays, if plotted this would resemble the
classic bell curve shape which quickly falls off from the mean point.

Ramp

This provides a linear ramp up from a starting latency to a finishing latency, the user can tweak the
delays of this tool as well as the speed of ramp up.

Sinusoidal Wave

A standard sin wave of latency is produced within a given min/max latency and a time period in
which to make the sweep.

Mode Reset

Please Note: If any delay tool is enabled or disabled (either through manual on/off selection, via the
time-line or through “time constraints” options) it will reset its operation - l.e. On reset, Ramp mode
will reset back to the start latency and will be ramped up in accordance to the user settings.

Setting

Once the packet delay impairment has been added to an emulation map, access its settings by right
clicking on its icon, and selecting settings:

—

Esm.s i settings ! Right click the Delay Packet

Dizlary Pk icon to access settings
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Overview and constant mode

Delay Packet Settings...

E]

Configuration owverview... l

General. ..

Mame : |Dela5.l Packet

JAR:Emulate Installation and User Manual

Dezcription : |De|a_l,l Packet Dizruptar

Delay Settings.._

Start Delay : |1000.00 j [milizeconds]  Duration ; |5000.00 il [millizecands)

Constant / Linear l Range | Nomal / Gaussian | Ramp | Sinusoidal wave |

Canstant Latency : ]SD.DD il [milliseconds) I
[~ Enabled Jitter az +.-"-| ﬂ % [fram constant latency) I

/ Lonfirm changes...l x Bevert Changas

Once any change is made to these settings,
they must be confirmed or cancelled to
take effect.

July 2013

The default name and description of the
object will be displayed. These can be
edited, which will change how the tool
appears on screen

The packet delay has “time constraint”
control allowing the tool to be enabled
after a start delay, and disabled after the
duration has passed. Please note this will
“loop”

The ‘Constant Latency’ field specifies how
long each packet will be delayed before
being released back onto the connection.
This value can range from 1 millisecond to
10,000 milliseconds in 0.1ms steps

Available within constant mode is the jitter
option. When enabled, the user can select
by how much, from the standard
bandwidth available (or the limit placed on
a connection by the bandwidth throttle
impairment), the average jitter should be
set to in percentage terms.

Jitter can be added from within the packet delay impairment. Jitter is a variation in the delay
experienced by packets as they traverse a network, with some packets moving unimpeded while
others are subject to wide variations in their delay. Jitter impacts how software handles incoming
data and can severely affect time critical applications (such as those found in the audio and video
industry), with packets arriving out of order or dropped from the network.
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Ranged Delay Mode

The range delay mode allows the user to select a min and max latency to be applied to all received
packets. The delay impairment tool will pick a new random delay for each packet that it receives.

Constant / Lingar Hange l Momal / Eaussian] Ramp l Sinusoidal 'W'ave] T_he minimum and maximum latency
fields are shown within the Range
Mode. These allow the user to specify
Minirmurn Latency : |50.00 j [millizeconds] the lowest and highest millisecond
: . - i == delays that data packets traversing
bl amirnurn Latency ;10000 Il [millizecondz) | . the emulated network il
experience.

The delay imposed onto data packets
will vary in a uniform / random
manner between these two values

I [ Prevent re-ordening [desequencing of packets| I

Please see below for more information
De-Sequencing of packets

By default all advanced delay tools has the ability to reorder (or de-sequence) packets. Given each
delay mode may apply a unique latency to a packet (for example the range delay will randomly pick
a new latency between the min / max values) there is the likelihood that a later packet may be
placed before an earlier packet, for example:

Time Oms — Packet A arrives, is delayed 25 ms, expected output at 25ms (from the beginning)
Time 12ms — Packet B arrives, is delayed 5ms, expected output at 17ms (from the beginning)

If this operation is not desired please select the option to prevent re-ordering, in the above example
Packet B would be guaranteed to be placed on the wire after Packet B.

Normal / Gaussian Mode

The Gaussian delay mode allows the user to apply latency using a “bell curve” normal distribution.

The distribution is controlled by the Mean latency and Standard Deviation, with the ability to set a
minimum latency that the tool will never drop below.

The minimum latency, if the value
select by the normal distribution

Canstant # Linear] Fange Momal / Gaussian l Famp ] Sinuzoidal 'W'ave] algorithm is below this value it is
clamped to this minimum value.

The mean latency to be used by the
distribution algorithm. The amount of

Mean Latency : |5EI.EIEI —:I [millizecaonds) - e
ﬁ latency applied will be “around” this
Standard Deviation: [10.00 =~ value subject to the standard

deviation.

Minirmum Latency : |25.00 ﬂ [millizecaonds)

I [ Prevent re-ordering (dezequencing of packets] I

Standard Deviation value

See explanation in range delay mode
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Ramp Mode

The ramp delay mode provides the ability to ramp up the latency in a linear manner.

The start latency is applied as soon as

the delay tool is activated The start period defines how long the
start latency should be applied for.
After this period has expired the
latency will begin to ramp up.

Cu:unstant.-’Linear] Fange | Momal / Gaussian  Bamp | Sinusoidal ave]

Start Latency : |5I:I.I2Ih j [millizeconds) 2

Start Period : | 250.00 ) [milisecondy . The final latency required, this is the
Erd Latency - |75.00 4; [millseconds) latency that the tool will reach after

E— the rise time has expired
Rize Time . |R00.00 +| [milizEcond.

[ Prevent re-ordering [dezequencing of packets|

The final latency required, this is the
. |ateNCy that the tool will reach after
the rise time has expired

See explanation in range delay mode

Sinusoidal Mode

The sinusoidal delay mode creates a constantly fluctuating delay between a min and max value using
a sinusoidal curve. The duration of the full curve is supplied as the “Sinusoidal Duration”, for
example if the user selects a 1000ms duration the latency will rise from min to max, the back to min
after 1000ms. After the 1000ms the cycle will seamlessly repeat.

The minimum latency to be applied to
Constant / Linear] Hangel Maomal / Gaussian] Famp Sinusoidal'Wave l the packets

ki Latency : |?EI.DEI j [millizeconds)

Max Latency : [100.00 _|: [millizeconds)

the packets.
5.00 = P

;I [millzeconds) —

The maximum latency to be applied to

Sinuzoidal Duration -

The full duration of the sinusoidal
wave.

I | Prevent re-ordering [dezequencing of packets) I

See explanation in range delay mode
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15.11. Jitter

Impairment Tool overview:

Name : ‘ Jitter
Description : Imposes constant or ranged jitter on traffic received
Network Tool Box Icon : EEEEE

Design Pane Icon :

jEr=p

Please note the jitter setting is indicated on the Design Pane
icon - in range mode this display will be limited to one
decimal place (for display purposes only)

Available Input(s) : 1 Input — Any source on same connection
Available Output(s) 1 Output — Any destination on same connection

o Constant jitter between 0.1ms and 100 ms, in
increments of 0.01ms

o Range jitter on uniform distribution between 0.1ms
and 100ms in increments of 0.01ms

Options :

Introduction

The jitter tool is related to the packet delay tool, but presents the ability to inject jitter on a link
differently.

Purpose

Jitter is a variation in the delay experienced by packets as they traverse a network, with some
packets moving at an average delay rate while others are subject to wide variations in their delay.
Jitter impacts how software handles incoming data and can severely affect time critical applications
(such as those found in the audio and video industry), with packets arriving out of order or dropped
from the network.

Range jitter is used to simulate a range of latencies that are experienced by most equipment on the
public Internet or over long-hop private circuits.
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Settings
There are two modes available for the jitter tool:

e Constant — delivering a constant jitter injection from 0.1ms to 100ms, in increments of

0.11ms
e Range — delivering jitter between a minimum and maximum value as specified by the user,

between 0.1ms and 100ms, in increments of 0.01ms

Please note, as standard the range mode uses uniform distribution to inject jitter onto the
connection i.e. any value between the minimum and maximum is equally as likely to be injected
onto to the link as all others. If other jitter distribution models are required, please contact JAR
Technologies with your specific requirements for a remote upgrade.
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15.12. Bandwidth Throttling

Impairment Tool overview:

Name : Bandwidth Throttling
Imposes limits to available bandwidth on a connection
Description : between the input and output — the user defined setting will

be the maximum average sent on from this impairment.

Network Tool Box Icon :

i I

o |
Design Pane Icon :

Earclicle T|'|r'|:|Et|E

Please note bandwidth setting is indicated on Design pane
icon - the example above showing 64 Mb/s

Available Input(s) : 1 Input — Any source on same connection

Available Output(s) 1 Output — Any destination on same connection
. Constant Bandwidth

Options :

Range Bandwidth

Introduction

The Bandwidth Throttling impairment emulates user defined restrictions on available bandwidth on
an emulated connection. The diagram below shows the Bandwidth Throttle tool connected
between two physical ports, with a maximum bandwidth of 64 Mb/s.

Purpose

The Bandwidth Throttling impairment tool effectively reduces the bandwidth available, thereby
emulating the real world limitations on data transfer speeds. On a WAN, the data transfer rates can
vary greatly over the course of a data packet’s lifetime, depending on factors such as network
infrastructure and software used.
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Settings

Once the Bandwidth Throttling impairment has been added to your emulation, access its settings by
right clicking on its icon and select settings:

Right click the Bandwidth
Throttle icon to access
settings

G Tl Ul e rnrr_nrrlr-

Bandwidth Throttle Modes
Constant Bandwidth

If the bandwidth throttle is set into constant bandwidth mode it will throttle the bandwidth to a
constant / linear value as supplied by the user.

To place the bandwidth throttle in constant throttle please select the “constant throttle” tab sheet
as shown below:

As with all other
emulation tools the
Configuration overview... ] general settings can be
changed if required

Bandwidth Throttling Settings...

General....

Mame : |Bandwidth Throttle

Description : |Bandwidth R ate Limitor

To set a bandwidth limit, enter
numeric values into the Bandwidth
Limit field and select the data size

Handom Range... | required from the drop down list.
B andwidth Limit : |1B.DDDD : The bandwidth units, this can be

changed to gain finer control over the
bandwidth throttle.

Throttle Settings

Bandwidth Unitz :IlMegabits per gecond j

[ Advanced...

Revert Changes

y/ Confirm changes. ..

The constant delay feature has
some advanced functionality,
detailed below

Once any change is made to these settings, they must
be confirmed to take effect
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Advanced Mode

When the advanced checkbox is selected, the constant mode settings window will be extended to
include further options, as shown in the diagram below:

Bandwidth Throttling Settings...

Configuration overvien. \

General...
Mame : |Bandwidth Thrattle

Description : [Bandwidth Aate Limitor

Throttle Settings

The advanced options provide
St Tl | R | finer control over the
i v
Bandwidth Linit : [16.0000 . .
bandwidth throttle, allowing
for simulation of certain
Bandwidth Units : |Megabits per second = b K K d
o eépo e networks an
switchesrouters.
Sampling Rate: [10 =] miliseconds
Buifer Size %l kiobytes

¥ Auto-size FIFD [recommended)

& Confim changes. K Revert Changes

The advanced settings should normally be left untouched with the “Auto-Size FIFO” enabled, if you
should require a large burst of traffic at the start of any constant bandwidth throttle please disable

this option and increase the buffer size as required. This will result in a “excess” of bandwidth being
available on bursts of traffic.
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To place the bandwidth throttle in range mode please select the “range throttle” tab sheet as shown
below:

As with all other

emulation tools the
Configuration overview. .. ] general settings can be
changed if required

Bandwidth Throttling Settings...

General...

Mame : |B andwidth Throttle

Description : |Bandwidth Rate Limitar

The min and max values the

Throttle Settings
? bandwidth can be set to.

Constant Thrattle... | Random Range... ||

Min Bandwidth : §8.0000 M ax Eandwidth : §16.0000 The duration of each random change
Duration : §5000.00 - il in bandwidth.
B andwidth L nits |Megabits per zecond LI
r The bandwidth units, this can be
changed to gain finer control over the

bandwidth throttle.

Once any change is made to these settings, they must
be confirmed to take effect

The range throttle will randomly select a new bandwidth throttle value between the user supplied
minimum and maximum values. This bandwidth throttle value will be applied until the duration has
expired, at which point a new bandwidth throttle will be randomly selected.

This mode has no advanced functionality.
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15.13. Ethernet Fragmentation

Impairment Tool overview:

Name : ‘ Ethernet Fragmentation

Sets the maximum MTU value (in bytes), above which the
packet will be fragmented

Network Tool Box Icon : u

Description :

Design Pane Icon :

EIF|=FIZE (FEiem=ri Eir)

Please note ethernet fragmentation setting is indicated on
the Design pane icon - the example above shows a MTU
setting of 1500 bytes (its default)

Available Input(s) : 1 Input — Any source on same connection
Available Output(s) 1 Output — Any destination on same connection
Options : e MTU value between 128 and 9000 bytes

Introduction

The ethernet fragmentation tool is used to set the maximum transmission unit parameter across an
emulated link.

Purpose

In IPv4, different physical networks vary in the size and structure of their framing methods,
represented by the MTU value. As packets traverse different networks and the MTU varies on
interfaces, ethernet packets are fragmented to adapt to the changing MTU values.

Settings

Once the ethernet fragmentation impairment has been added to your emulation, access its settings
by right clicking on its icon and selecting settings. The following screen will be displayed:
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Ethernet Fragmentation [=]

Configuration overyie, . |

General. .

Mame : |Ethernet fragmentation

Drescription |Ethemet fragmentation Digraptor

The MTU value is
changed by either

Fragment / MTU Settings entering the desired
WTU [0 3] value, or using the
up/down arrows to
select
‘ Close
15.14. Background Traffic Generation

Tool overview:

Name : ‘ Background Traffic Generator
Description : Generates traffic on the link where inserted
Network Tool Box Icon : ‘b

ImE I

4 el )

Design Pane Icon : Hailnranriel irzifiis gi=rizraior

Please note the traffic generator setting is indicated on the
Design pane icon - the example above showing 64Mb/s
being generated (its default)

Available Input(s) : 1 Input — Any source on same connection
Available Output(s) 1 Output — Any destination on same connection

e Fixed traffic generation rate
Options : e Percentage of available bandwidth
e Generate broadcast packets

Introduction

The Background traffic generator produces packets at the point in which it is attached on the
network map. The packets will leave the JAR:Emulate unit through a physical port if the user has
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assigned the flow of the traffic generator to any physical port. It can generate a fixed amount of
traffic or a percentage of the available bandwidth detected on that link.

In order to test or place load on receiving equipment under test, the generated packets can be set to
a broadcast destination MAC Address. By using the broadcast address all receiving equipment will
process the packets, rather than dropping them.

Purpose

This tool emulates other users/applications sending traffic across a network, and is an important
consideration for emulation. Unless fully dedicated, links should be expected to contain a certain
amount of background traffic, which is delivered via this tool to an emulation.

Settings

Once the background traffic generator impairment has been added to your emulation, access its
settings by right clicking on its icon and selecting settings.

The following screen will be displayed by default:

Load Generator Settings... |

Configuration overview. .. | Select ‘fixed data rate’ to

generate a traffic rate

General. . p—
regardless of the
M . |Back, d traffi f . .

Rl P ckoround afc generein bandwidth of the link the
Diescription : |Generates backaround traffic emulator is connected to

Traffic Generator Settings...

Mode : |Fi>:ed data rate j
Select the fixed rate of
Generation Rate |E4.DDDD |Megabits per second j .
traffic, between 500 bytes
[~ Generate Broadcast packets [destination MALC addiess = FF.FF:FF.FF:FF:FF) and 128 M B/S
This options sets the
Close destination MAC address

of all generated packets
to FF:FF:FF:FF:FF:FF
(Broadcast).

By selecting ‘percentage of available link’ for the mode setting, the following screen will be
displayed. This allows the user to select how much traffic will be generated based on a percentage
of the link speed.

Please note that the bandwidth is calculated as follows:
1. If a bandwidth throttle tool is inserted before the background traffic generator, the total
bandwidth will be set to the bandwidth throttle value

2. If no bandwidth throttle is detected prior to the background traffic generator, the default
setting will be 1 Gbps
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Load Generator Settings...

Configuration overview. .. |

General. .

Mame : |Background traffic generatar

Description : |Generates background traffic

Traffic Generator Settings. .

Mode : |F'ercentage of available link

=

Background Usage: |10 =] % Limit: 100.00 Mb/s [ Line Rate ; 100000 Mb.'s ]

July 2013

Select the percentage of
the available link’s
— transfer rate (from 1 to

99%). The data

[~ Generate Broadcast packets [destination MAC addiess = FF.FF:FF.FF:FF:FF)

& Confirm changes...

X Bevert Changes

15.15. Drop Packets

Impairment Tool overview:

generation rate will be
displayed to the right

Name : ‘ Drop Packets
Description : Discards a user determined number of packets received
el
Network Tool Box Icon : ;
Input Cutward

Design Pane Icon :

Haciat Dron

Please note packet drop setting is indicated on the Design
pane icon - the example above showing 5 packets dropped
out of every 100 received

Available Input(s) : 1 Input — Any source on same connection

Available Output(s) 1 Output — Any destination on same connection

e Standard (drop a specified number in every user defined
total e.g. drop 2 packets for every 10 received)

Options : e Drop a percentage of packets received

e Drop packets evenly
e Drop packets in groups
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Introduction

The Drop Packet impairment emulates the loss of packets experienced during communications over
a WAN. This tool allows the user to define a set amount of dropped packets, or a percentage of the
total number received. The diagram below shows the Drop Packet impairment on the Design pane,
with 5 of every 100 packets dropped from the connection.

()

LLifili]
AT P 2
Trart P Tlamnpt Enel P

Purpose

The packet drop impairment simulates the loss of a proportion of the data that is sent over a WAN, a
situation which can be caused for a wide variety of reasons. Insufficient buffering, firewalls,
collisions on shared connections, damaged hardware, routing instability and so on can act
independently or in combination to result in packet loss.

Settings

Once the Packet Drop impairment has been added to your emulation, access its settings by right
clicking on its icon and selecting settings:

Right click the Packet Drop

-: icon to access settings

Standard Packet Drop Mode

The Packet Drop settings window will default to standard mode, as shown below:
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If enabled it delays the starting
of the tool and controls the

duration the tool will be
Configuration owverview, .. ] running

acket Drop Settings...

General...
Standard mode drops a

specified number of packets
received, from a specified total.
The dropping of packets will
continue until the emulation is
paused or stopped.

Mame : |F'acket Drop

Description ; |Packet Drop Cormuptor

Packet Drop Settings..

Start Delay : |50.00 j [millseconds]  Duration ; |100.00 :I [millizeconds)

Enter a numeric value for the
number of packets to be

. . ||
Drop Mode © | Standard ackets in ¥ packets -
we 2 : | dropped, and the total from
— which that value should be
b | 2| packetsper [100 2| packet applied. Alternatively, use the

' [Drop packets evenly " Drop all packets in continous group l_ up/down scaling arrows to set
these values.

“Drop packets evenly” means
that the system will space out
the dropping of packets. In the
above example 5 in 100, would
mean 1 packet every 20
packets. If the option for “drop
all” was selected 5 packets (in a
row) would be dropped every
100 packets.

& Confirm changes...l X Revert Changes

Percentage Packet Drop Mode

Using the drop down menu provided for the ‘Mode’ field, the user can select the Percentage Drop

option, as shown below.

Percentage mode drops a

specified percentage of all

| packets received. The
dropping of packets will

Drop: |1 = percentage of packets. continue until the emulation
run is paused or stopped.

The percentage of all
packets received which
are to be dropped from
the emulation is set
using this field
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15.16. Packet Sinkhole

Impairment tool overview:

Name : Packet Sinkhole

Description : Drops all packets received

Network Tool Box Icon : 2

Design Pane Icon :

Available Input(s) : 1 Input — Any source on same connection link
Available Output(s) None available
Options : None Available

Introduction

The Packet sinkhole impairment tool emulates the loss of all data on a WAN. There are no
associated settings for this tool, as packets are effectively discarded once received. If a less than
total drop rate is required, please refer to the Packet Drop impairment, which allows users to specify
a level of data loss lower than 100%. The diagram below shows the Packet Sinkhole tool connected
to a network start point, with no onward connection as no packets will remain once they enter the
sinkhole.

Purpose

A packet sinkhole is commonly used to drop all packets after a filtering operation, or if packet
duplicates are worked on/analysed but not then presented to the network (and thus dropped)
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15.17. Packet Corruption

Impairment overview:

Name: Packet Corruption
L Introduces corruption (such as overwriting or rearrangin
Description : . P ( . = Al
data) into all packets received
|_|:||_| Inng
Network Tool Box Icon : e

110#50

Design Pane Icon : el Co thi;'jn

Please note packet corruption setting is indicated on the
Design pane icon - the example above showing 1%
corruption on all packets received

Available Input(s) : 1 Input — Any source on same connection

Available Output(s) 1 Output — Any destination on same connection

o Bit flips (bits are rearranged)

e Byte overwrite (bytes are overwritten)

Options : e Corruption on all packets or user defined corruption
start and end points

e Corruption scale (percentage)

Introduction

The Packet Corruption impairment simulates the internal distortion that can occur to data held
within packets on a WAN. This tool corrupts all packets received, through user defined settings. The
diagram below shows the packet corruption tool connected between two routed connections, with
46% of each packet’s contents being distorted.

o rrupti;:n il

2ipE PeiinE

Please note: All received packets are corrupted; therefore the ‘packet counting’ filter is usually
required to allow a certain amount of packets to be corrupted. See below for more information.
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Purpose
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Data corruption on a WAN can be the result of hardware errors, satellite or microwave link problems
or faulty equipment. Normally any network port would automatically drop corrupt packets (as the
checksum would fail), however JAR:Emulate correctly produces the corrupt packet on the wire

allowing any down-stream devices to receive it.

Settings

Once the Packet Corruption impairment has been added to your emulation map, access its settings
by right clicking on its icon and select settings. The following window will be displayed:

8 Packet Corruption Settings..

Configuration overview. .. |

General...

Mame : |F'acket Corruption

Deszcription : |F'ac:kel Coarruption

Packet Coruption Mode. ..

Carmuption Type : |Bitf|ips [bitz are re-arranged]

=

Level of packet corruption ; |1.00 j 4

" Allows cormuption on all available packet contents

{« Start Position : - End location : -

Mate : All packets received by thiz object will be comupted unless smaller than any uzer defined range

If thiz iz not the required operation pleaze use a fiker before this object

Close

Bit Flips

There are two corruption
modes available: Bitflips and
Byte Overwrites, selectable
using the drop down menu list.

The user can select whether all
contents of each packet received
may be subject to corruption, or
whether this should be limited to
a start and end point within each
packet (measured in bytes). The
upper limit for the end location is
1500 bytes, as this is the byte size
limit of standard data packets.

The corruption scale sets the
level of corruption within each
packet: if set at 20%, for
example, 20% of the packets
contents will be manipulated to
emulate corruption

This option will flip the bits within the packet, the amount and location are dependent on the other
settings selected - this could be on all bits within each packet or only on bits between the user-
defined start and end point (measured in bytes within each packet received). If the user, for
example, selected a start point of 50 and an end point of 60, then the 10 bytes between these two
values will be subject to a rearranging of their data (in every packet received).

Byte Overwrites

Using this option will replace existing bytes within each packet with randomly generated data,
thereby overwriting the byte’s information. Again, depending on the other settings selected,
replacement could occur on all bytes within each packet, a certain percentage of bytes, or a certain

percentage between start and end points.
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15.18. Packet Duplication

Impairment overview:

Name : ' Packet Duplication
Description : Subjects packets received to duplication
Network Tool Box Icon o .:|

Design Pane Icon :

Haciat Dynlicator

Please note packet duplication setting is indicated on the
Design pane icon - the example above shows a simple 1-to-1
duplication of all packets received

Available Input(s) : 1 Input — Any source on same connection
Available Output(s) 1 Output — Any destination on same connection

e Simple (all packets received are immediately duplicated
once)

e Timed (packets are duplicated once every user defined
number of milliseconds)

e Complex (packets are duplicated a specified number of
times, at intervals set be user)

Options :

Introduction

The Packet Duplication impairment emulates the copying of packets experienced during
communications over a WAN. This tool allows the user to define a wide variety of
duplication scenarios, from single, immediate duplication through to multiple packet
duplication at specified millisecond intervals. The diagram below shows the Packet
Duplication impairment connected between ports 1 and 2, with a setting of ‘simple 1:1’
duplication:

Fere L Blclai Elu e [j=z) fp Hept o
[\=eyeiric St e Meip e [\[=eeric Sriel Hejipg e
Purpose

Page | 91



QJFIR
SOLUTION
REVOLUTION

JAR:Emulate Installation and User Manual  July 2013

The packet duplication impairment is designed to simulate the effects of router, switch or network
infrastructure issues. Under normal conditions duplicate packets are relatively rare, but when they
occur their effects can be exceptionally detrimental. This impairment is normally used to duplicate
UDP or other non-guaranteed TCP/IP protocols. Certain protocols (such as TCP) automatically handle
the duplication and mitigate most related application issues.

Settings

Once the Duplication impairment has been added to your emulation, access its settings by right
clicking on its icon and selecting settings:

Simple duplication

On first use, this impairment’s settings are opened by default on Simple Mode, as shown in the
diagram below. This configuration performs a simple 1 to 1 duplication of all data packets received,
so that the original data, plus an exact copy, are sent on from this impairment. There are no further
settings for this mode.

Delay Duplication Settings... B

Configuration owerview. .. |

—General...

Mame : IF'au:ket Duplicator

Dezcription : IF'ac:ket Duplication

—Delay Settings...

tode :

Simple [immediate single dup

[Mote : This mode has no settings, duplication occurs immediately]

o LConfim changes. . x Bevert Changes

Timed Duplication

By changing the Delay mode to ‘Timed (simple duplication after time period)’ the user can delay the
duplication of packets received by a specified time period. Please see the diagram below:
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Delay Duplication Settings...

Configuration overview... I

—General...

MHarme : IF'acket Duplicator

Dezcription : IF'au:ket Duplication

—Delay Settings. .

T ER T imied [zingle duplication after ime period]

Delay between duplication ; |1 0 vl [millizeconds]

“ LConfirm changes...

x Bevert Changes

Selecting ‘Timed’ mode
allows the user to
delay the duplication
of packets for a set
period of time

Delay intervals can
range from 1
millisecond up to
10,000 milliseconds

Timed mode performs a 1:1 copy of all packets received, but does not release this onto the
connection immediately; instead the system waits for the time entered to pass before sending on

the duplicate packet.

Complex Timed Duplication

The final setting available for the Packet Duplication impairment is ‘Complex Timed’ — please see the

diagram below:

Delay Duplication Settings...

Configuration overview. .. I

—General__

MHarme : |F'au:ket Duplicator

Drezcription |F'ac:ket Duplication

—Delay Settings. ..

tode :

Complex Timed [multip

le duplication after time period]

Delay between duplication : [rmillizeconds)

MNurnber of duplications : |1 ] 3,

¢ LConfirm changes...

x Bevert Changes

Selecting Complex
Timed mode allows the
user to create multiple
copies of all packets
received

A delay between multiple
duplications is required,
given processing time
needed for this operation

Choose the number of
duplications required,
up to a maximum of
10,000
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Complex Duplication & Time Considerations

Please note that in Complex Timed duplication mode each duplication will be held and released
sequentially. In the example screenshot above there will be a total of 10 duplications of every packet
received, and each of these will be held for 10 milliseconds, before being released back onto the
connection only after the previous copy was released. The total time for one packet’s duplication to be
completed and sent on (in the example above) is therefore 1 (packet) x 10 (duplications) x 10
milliseconds (each duplicated packets delay). It would therefore take 100 milliseconds before the full
duplication process was completed for this one packet.

Users should therefore be aware that duplication may still be ongoing after the last packet of an
emulation run has been sent from the source device. This is an important consideration when deciding
when an emulation run is complete and can be stopped.

Similar to other impairments, if the user does not wish all packets to be duplicated, a ‘Packet Count
Filter’ should be placed on the connection before the ‘Packet Duplication’ impairment, thus allowing
the user to define how many (or what percentage) of packets received should be subject to any form
of duplication.
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15.19. Merge Point

A merger point is used to merge together different inputs streams into a single output stream. There
are some important rules governing the use of TAP devices after a merge point, please see below for

details.
Name : Merge Point

— This tool merges together all input packets into a single
Description : & g putp g

output stream.

Network Tool Box Icon %I—)I Merge Point

Design Pane Icon :

>

[ ETLEIET:

Available Input(s) : Unlimited Inputs
Available Output(s) 1 Output
Options : None required
Usage

Below is sample usage of the merge tool

=

iz FragSnEston

This sample usage shows the merging of 3 input streams into a single output stream using the merge
tool.

The merge tool guarantees the order of packets. If a packet was received from the top path first it

will be guaranteed to be delivered to the output stream first, this ensure no desequencing or
reordering of your packets.
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15.20. Null Point (TAP Extender)

The null point is used to extend the visual aspects of the GUI and has no effects on the data
traversing the emulated map. It assists visualisation and creates more TAP points for reporting

purposes.
Name : ‘ Null Point (TAP Extender)
Provides an extra TAP which can be used to insert further TAP
Description : devices (such as more statistics graphs, reports or Wireshark
instances)
Network Tool Box Icon 0--80o Mull Paint I:T.'!\P E}(tEI'IIjEF:l

Design Pane Icon :

Pl el

Available Input(s) : 1 Input — Any source on same connection
Available Output(s) 1 Output — Any destination on same connection
Options : None required

16.Filter Tools Overview

Network filters allow the user to specify what data, or how much data, should traverse an emulation
map. These are powerful tools that provide a significant degree of control to the user as they design
the WAN to be emulated.
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16.6. Packet Counting Filter

The packet count filter provides the user with control over how much data should be sent to other
impairments on an emulation map, and is one of the most commonly used filters within
JAR:Emulate. The user decides how much data should be ‘failed’ (either as a percentage or ‘X in
every Y packets’ format) with the ‘failed’ data taking a different route than the ‘passed’ data.

Name : ‘ Packet Counting Filter

Separates packets received into 2 new streams of data, one
Description : that has ‘passed’ and one that has ‘failed’ depending on the
number of packets received.

Network Tool Box Icon ].YB' Packet Counting Filter

Design Pane Icon :

Meleir=i S iire) Filizr

Available Input(s) : 1 Input — Any source on same connection

2 Outputs — packets received will be routed down a ‘passed’

Available Output(s . .
sl or a ‘failed’ connection

e Fail a set number of packets in a user defined total (fail X
Options : packets for every Y packets received)
e Fail a percentage of packets received

Purpose

The packet counting filter ensures the user can select a number of packets that are to be subjected
to impairments through its “pass” or “fail” filters.

If, for example, the user only wanted to corrupt 1% of data received, they would place the ‘Packet
counting filter’ before the ‘Packet Corruption’ impairment, set the former to fail 1% of all data
received and send this down a connection to the Packet Corruption impairment. The remaining 99%
‘passed’ data would continue on a different connection to the network end point.
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An example of this is shown below:

The packet corruption
impairment will corrupt 25%
of each packet received

1% of packets will be sent to
the Packet Corruption
impairment

The 1% of packets, now
corrupted, will be sent on to join
the other 99% uncorrupted

The packet counting filter packets at the network end point

has been set to ‘fail’ 1% of
data packets received

The remaining 99% of
packets will travel on to the
) network end point

|l Fili=r Mg
Eniel Fint

Note the ‘failed’ and ‘passed’ labels on the two connections coming out of the packet counting filter,
showing which direction the 1% ‘failed’ and 99% ‘passed’ packets will take in the above example.

The packet counting filter should therefore be used in advance of other impairments, to direct traffic
to or away from that impairment.
Settings

There are two settings for packet counting, as described below. Right click on the Packet Counting
Filter after it has been added to the Design pane, and click on ‘settings’ to access.

Fail ‘X’ in ‘Y’

Using this setting, the user selects how many packets received should be failed, out of a total
number received.
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Configuration overview. .. |

R 1

Mame : IF'acket Counting Filter

Descriptian : IFiIters back on packet counts. ..
Select this option to fail a

(Filter Settings_ defined number of
Mode  [Failx packets in ¥ packets | packets within a total

number received

Fail : I[Zl] 3, packets per ... I1l]l]l] 3, packets

Define the number of
packets to fail

¢ Confirm changes.. | x Revert Changes

Percentage Fail

Use this mode to set a percentage on how many packets received via the Packet Counting Filter
should be failed.

£ Packet Count Filter Settings.. =10l x|

Configuration overview... I

~General...

Mame : IPacket Counting Filker

Description : IFiIters back on packet countz.. |

Select this option to fail a

Filter Sethi defined percentage of all
Mode : IFaiIX percentage of packets j packets received

Fail : |15 3. percentage of packets.

I Define the percentage

of packets to fail

/ Confirm d'1anges...| x Revert Changes

16.7. UDP/TCP Filters

Users can also filter network traffic based on whether the received packets is a UDP (User Datagram
Protocol) or TCP (Transfer Control Protocol). These filters also contain advanced settings as
described below.

Name :  UDP / TCP Filter |
Separates packets received into 2 new streams of data, one
Description : that has ‘passed’ and one that has ‘failed’. This is based on an

assessment of whether the received packet is either TCP or
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UbDP

Y TCP Filter
TCP

Network Tool Box Icon

i LIDP Filter

UDP
| Passed
Design Pane Icon : aliTEiE
Faled
: .
L R T
Available Input(s) : 1 Input — Any source on same connection

2 Outputs — packets received will be routed down a ‘passed’

Available Output(s i i
vai utput(s) or a ‘failed’ connection

e Simple (pass/fail based on whether a packet received in
UDP or TCP)

e Advanced (provides advanced routing to identify a specific
stream of data between 2 devices)

Options :

Purpose

TCP and UDP filters are used to differentiate packets on a connection between a network start and
end point (i.e. ports) so that the user can impair traffic that has either passed or failed the TCP/UDP
filter. Both failed and passed data (e.g. data that is not TCP traffic and data that is) can be subjected
to impairments following the filter.

Please Note: Dropping all non-UDP traffic may not be beneficial, as many of the underlying protocols
such as ARP are required before UDP communications can occur.

Settings
UDP and TCP filters contain similar settings, as described below.

Simple Mode

Simple mode interrogates all packets received by both these filters, and determines if they are TCP
or UDP packets. If this is the case, the packet is ‘passed’ and is released onto the outgoing
connection which is marked ‘passed’. Similarly, if the packet is not a TCP or UDP packet, it is failed
and sent out on the ‘failed’ connection from the filter. Please note, that only one outgoing
connection is required from either a TCP or UDP filter if desired (which can either be ‘passed’ or
‘failed’). Any passed or failed data that is not subsequently passed on to another impairment or the
network end point, will be dropped automatically.

Page | 101



QJFIR
SOLUTION

REVOLUTION
A

¢ Configuration overview. .. I

JAR:Emulate Installation and User Manual  July 2013

—General._.

Marme : [LIDF Filer

Dezcription : IFiIters IDF traffic..

—Filter Settings....

Mode : [Simple [Fier in/out UDP Packets) =]

Mo configuration options awvailable.
In ztandard mode all UDP packetz will pazs thiz filker, all other types of packets will fail.

Q/ [Lanfirm changes... Cloze

Advanced Mode - Data Stream Filtering

Simple mode performs a
check to determine if
received packets adhere
to the UDP or TCP
protocol.

If a packet is UDP or TCP,
it is sent out on a ‘passed’
connection (if one has
been set up by the user).
If a packet fails this test, it
will be sent out from this
filter via the ‘failed’
connection.

The advanced mode allows the user to identify a specific UDP/TCP data stream from all data
traversing the network. The user can then subject this stream to various impairments, while leaving
all other packets sent/received by devices connected to JAR:Emulate untouched (or perform a

different impairment on it).

Advanced settings are described below — please note these settings are identical in their appearance
and operation for both the UDP and TCP packet filters (aside from the name and description of

each).
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UDP Filter settings...

Configuration owveryvies. ., |

—General._.

Marme : [LIDP Fiter

Dreszcription IFiIters DR traffic..

—Filter Settings. ..

Mode I.ﬁ.dvanced [&pply filkering to UDP packets) "I

Selecting Advanced filter
mode activates the settings

show below

—Source Part Filkering...
{* O [t filtering]
i~ Source Part: (5004 —

" Source Bange : |5004 -

i

Range End:

IEEIEIEI 3,

See Point 1 below

—[Diestination Port Filkening...

£+ Off [no filkering)
= Dt Part a0
{~ Dzt Range :

j

100 = 200

Fange End :

See point 2 below

T

—UDP Facket Lenath Filtering...
£+ Off [no filkering)

= Equaltao: I'“:':24 "I " Mot equal o :
" »=than: |'| 37 " z<=than:

512
256

sl

- See point 3 below

v’ Confirm changes... x Bevert Changes

1. Source Port Filtering

e Off (no filtering): Select this option if the source port is not of interest

e Source Port: Settings this value will make sure the packets source port is set to the
specified value. Only packets from this source port will be ‘passed’

e Source Range: Allows a specific range of source ports to be included, if the packets

source port is within the range they will be ‘passed’.
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2. Destination Port Filtering

Off (no filtering): Select this option to ignore the UDP or TCP packets destination
port.

Destination Port: Setting this value will ensure the packets destination port is set to
the specified value. Only packets to this destination port will be ‘passed’

Destination Range: Allows a specific range of destination ports to be included, if the
packets destination port is within the range they will be ‘passed’.

3. UDP/TCP Packet Length Filtering

Off (no filtering): Packet length is ignored

Equal to: If the total packet length is equal to this value, then the packet is “passed”
Not Equal To: if the total packet length is not equal to this value, then the packet is
“passed”

Less than Equal To (<=): The packet is passed if its length if less than or equal to the
supplied value.

Greater than or Equal to (>=): The packet is passed if its length is greater than or
equal to the supplied value.

16.8. Ethernet MAC Address Filter

The Ethernet MAC filter allows the user to filter all incoming IP packets for source and destination

MAC addresses.
Name : ‘ Packet Counting Filter
Description : Tests an received packet against a single or range of source
P ' and/or destination MAC addresses.
Network Tool Box Icon Y MaZ Filker
MAC
|_Passed
X g Lnput(s
Design Pane Icon : Failed
RIAC Aelelrzss filoze
Available Input(s) : 1 Input — Any source

Available Output(s)

Options :

2 Outputs — packets received will be routed down a ‘passed’
or a ‘failed’ connection

e No source MAC address filtering

e Single source MAC address

e Range of source MAC addresses

No destination MAC address filtering
Single destination MAC address
Range of destination MAC addresses
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Purpose

The main purpose of this filter is to test the received packet for a matching MAC address in its
Ethernet frame header. The filter provides both source and destination MAC address filtering and 3
different ways to provide those addresses.

Settings
The settings window provides all the available options on one window. The top section of the filter

settings deals with the Source filter options, whilst the bottom half deals with the destination filter
options.

MAC Address Filter...

=

Configuration averview... l

General...

Mame : |MAE Address filker

Drezcription : |Fi|ters packets bazed on MALC Address

Filter Settings._.

™ Mo source MAC address filtering

v Specific zource MAC address filkering : |0OF:94:28:00:08:33 @

" Source MAC Address range filtering: Source MAC Address Filter Options
Start MAC Address |

End MAC Address : |

" Mo destination MAC address filkering

" Specific destination MAC address filkering : |

+ Destination MAC Address range filtering: Destination MAC Address Filter
Start MAC Address : [00:00:45:00:00:00 @ Options

End MAC Address : |DD:DD:FF:FF:FF:FF @

I [v Show filker settings on desktop [displays the above settings below the filter for quick referenc:e]l

/ LConfirm changes...| x Revert Changes

== This option will display information about
the filter on the main desktop, allowing
quick review of the filter settings.

Source and Destination Options

The filter provides separate settings for both the source and destination, however they are
functionally identical. Therefore we will focus on the source options:
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This option disables checking of the
source MAC address.

 Source MAC Addrezss range filtering:

Start MAC Address : |

End MAC Address @ |

" Mo zource MAC address filkering
f* Specific zource MALC address filkering : |OF:94:28:00:0B8:33

If set packets with this MAC
address will pass the filter

If selected the packet will pass
— i the filter if the MAC address

is between the start and end
values.

All MAC addresses are validated to ensure they conform to the standard colon delimited format (i.e.
“aa:bb:cc:dd:ee:ff”). The green LED’s are used to indicate any problems with the MAC address, and

an on screen error message will give further instructions.

The destination options perform exactly the same roles, except they take effect on the destination

MAC address field in the Ethernet frame.

16.9. Ethernet Payload Filter

The filter scans the Ethernet payload field of any received packets.

Name : ‘ Packet Counting Filter
Description : Tests against a set value in the Ethernet payload field.
Network Tool Box Icon Ethil et Ethernet Pavload Filker
Payload
|_Passed
g 1nput(s
Design Pane Icon : Failed
2

Eipzrnat nayload rilter

Available Input(s) : 1 Input — Any source

2 Outputs — packets received will be routed down a ‘passed’

Available Output ; i
vailable Output(s) or a ‘failed’ connection

e Industry defined payload type

Opti :
ptions e User defined payload type
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Purpose
This simple filter checks the 16-bit value stored in the Ethernet Payload filter against the user

selected value. The tool allows you to select from industry defined types or enter a user defined
value.

Settings
The settings window provides all the available options in one window:

thernet Payload Filter... 3]

Configuration overview. .. ]

General._.

Narne : |Ethemet papload fiter This option allows the user to
select a value from the industry
standard list.

Diescription : |Fi|ters packets baszed on the Ethernet pavload type

Filter Settings...

" Industy defined papload twpe |DHDSDD - Internet Pratacal, Verzion 4 [IPwv4) j .
m— The user can supply a 16-bit
f* Uzer defined payload lype valus . 04|0000 R hexadecimal number for custom

filtering.

I [v Show filter settings on desktop [displays the above settings below the filker for quick reference) i

This option will display information
about the filter on the main
desktop, allowing quick review of
the filter settings.

¢ LConfirm changes... x Bevert Changes
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16.10. IP Address Filter

The IP filter allows the user to filter all incoming IP packets for source and destination IP addresses.

Name : ‘ Packet Counting Filter

Tests a received packet against a single or range of source

Description : L
P and/or destination IP addresses.

Network Tool Box Icon ii IP Address Filker
IP
| Pazzed o
. & Input(s |
Design Pane Icon : Failed
e

IR ielelr 253 Filezr

Available Input(s) : 1 Input — Any source

2 Outputs — packets received will be routed down a ‘passed’

Available Output(s i i
vai utput(s) or a ‘failed’ connection

e No source IP address filtering
e Single source IP address
e Range of source IP addresses

Options :
P e No destination IP address filtering
e Single destination IP address
e Range of destination IP addresses
Purpose

The main purpose of this filter is to test the received packet for a matching IP address in its IP frame
header. The filter provides both source and destination IP address filtering and 3 different ways to
provide those addresses.
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The settings window provides all the available options on one window. The top section of the filter
settings deals with the Source filter options, whilst the bottom half deals with the destination filter

options.

IP Address Filte 3]

General...

Mame : |IF' Address fiter

Drescription : |Filters packets bazed on IP Address

Filter Settings...

% Mo zource [P address filkering

™ Source IP Address range filtering:

Start IP Address :
End IP Address :

" Specific source IP address filering :

* Mo destination [P address filkering

" Destination IP &ddress range filkering:

Start IP Address :
End IP Address :

i Specific destination [P address filkering :

I [v Show filker settings on desktop (dizplays the above settings below the filker for quick reference] !

[P |

Lloze

Source and Destination Options

Source IP Address Filter Options

Destination IP Address Filter Options

This option will display information about
the filter on the main desktop, allowing
quick review of the filter settings.

The filter provides separate settings for both the source and destination, however they are

functionally identical. Therefore we will focus on the source options:

This option disables checking of the

source IP address.

f+ Mo zource IP address filtering

I

" Specific zource I[P addrezz filtering :

T TE—

" Souwrce IP Address range filtering:

Skart IF Address : |

If set packets with this IP
address will pass the filter

If selected the packet will pass

End IP Address : |

if the filter if the IP address is
between the start and end
values.
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All IP addresses are validated to ensure they conform to the standard “dot” delimited format (i.e.
“192.168.1.6"). The green LED’s are used to indicate any problems with the IP address, and an on
screen error message will give further instructions.

The destination options perform exactly the same roles, except they take effect on the destination IP
address field in the IP frame.

16.11. IP Protocol Filter

The filter scans the IP protocol field of any received packets.

Name : ‘ Packet Counting Filter
Description : Tests the IP Protocol field of any received IP packets
Network Tool Box Icon IP Protocaol Filker
PROTOCOL
|_Paszed
Design Pane Icon : o Inputls) :
Failed &
: -
IF Proenco| flrer
Available Input(s) : 1 Input — Any source

2 Outputs — packets received will be routed down a ‘passed’

Available Output(s ; i
vai utput(s) or a ‘failed’ connection

e Industry defined protocol type
e User defined protocol type

Options :
Purpose
This simple filter checks the 8-bit value stored in the IP protocol field, of any received IP packets. The

field is checked against a user supplied value. This tool allows you to select from industry defined
type or enter a user defined value.
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The settings window provides all the available options on one window.

P Protocol Filter...

Configuration averwiem... l

General...

Mame : |IF' Frotocol filker

Dezcription : |Filters packets bazed on the [P Pratocal type

Filter Settings...

X

¢ Industy defined pavload twpe : ID:-:D1 ICMP -

(" Uszer defined payload type value : 0x |00 !

I [v Show filker settings on desktop [displays the above settings belaw the filker for quick reference]!

¢ LCaonfirm changes. ..

This option allows the user to
select a value from the industry
standard list.

The user can supply a 8-bit
hexadecimal number for custom
filtering.

This option will display information
about the filter on the main
desktop, allowing quick review of
the filter settings.
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16.12. VLAN Protocol Filter

The filter scans the VLAN field of any received packets.

Name : 1 VLAN Protocol Filter
Description : Tests the VLAN field of any received IP packets
Network Tool Box Icon T WLAM Filker

VLAN

Passed

& Input(s
Design Pane Icon : Failed
WL Filear
SLARIE G O
Available Input(s) : 1 Input — Any source

2 Outputs — packets received will be routed down a ‘passed’

Available Output(s . .
sl or a ‘failed’ connection

Options :

Purpose

e VLANID

e User Priority

This filter checks for a VLAN labelled packet, if the packets matches the user supplied VLAN ID (tag)
and User priority it passed the filter.

Settings

The settings window provides all the available options on one window.

VLAN ID (tag) the packet must

General...

Mame :

Description :

Filter Settings...

LA filter

match to pass the filter

The VLAN User priority the packet

Filkers packets bazed on WLAN Labels

VLND: [0 |

— 1
Uszer Priority : |F‘n0ntyD j |

I|7 Show filter settings on desktop (displays the above settings below the filker for quick reference]

must match to pass the filter

[t

LCloze

This option will display information
about the filter on the main
desktop, allowing quick review of
the filter settings.
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16.13. MPLS Protocol Filter

The filter scans the MPLS field of any received packets.

Name : 1 VLAN Protocol Filter
Description : Tests the MPLS field of any received IP packets
Network Tool Box Icon T MPLS Filker
MPLS
\_Passed o
Design Pane Icon : m

Available Input(s) : 1 Input — Any source

2 Outputs — packets received will be routed down a ‘passed’

Available Output(s . .
sl or a ‘failed’ connection

e MPLS Label
Options : e QOS
o TTL

Purpose

This filter checks for a MPLS labelled packet. If the MPLS labelled packets matches the supplied
values it will pass the filter.

Settings
The settings window provides all the available options on one window.

MPLS Filter... '@
The MPLS label that the packet
' must contain to pass this filter

General... h

& |MPLS fiter

Configuration overvie

The MPLS tagged packet must
have the supplied QOS Value

=

Descripfan : |Filters packets based gh MPLS Labels
The MPLS tagged packet must

Filter Settings ). have the supplied TTL Value

MPLS Label: |32 005 Value : |n = TTLWalue: 255

I [v Show filter zetting: on desktop [displays the abowve settings below the filker for quick reference) I

This option will display information
¢ LConfirm changes. .. x Bewert Changes about the filter on the main
desktop, allowing quick review of
the filter settings.
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16.14. Output Switching Filter

The filter can switch incoming packets to several outgoing streams.

Name : ‘ Output Switch Filter
Description : Switches incoming packets to one of many outgoing streams
Network Tool Box Icon Y Cukput Switching Filker

—-<

1 g CULpUE A

e SULpur B

.ﬂIMEL g CUtpUt
e Sutput O

%

SugnuE Tiinen Filtzr

Design Pane Icon :

Available Input(s) : 1 Input — Any source
Available Output(s) Up-to 4 output paths
Options : e Number of output paths

e Default output path
Purpose

This filter will switch the incoming packet stream to one of the available output streams; it performs
no further operation on the packets and adds no latency or other impairments.

When the emulation map is running the user can click on the output switch filter to manually change
the flow of packets.

The selection of output streams is currently not supported in the time-line feature.
Settings

The settings window provides all the available options on one window.
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Output Switch Settings...

§ Configuration overvies... ]

General...

Mame : |EI utput Switch Filker

JAR:Emulate Installation and User Manual

July 2013

£

Filter Settings. ..

Hurber of available Dutputs : |4 -

Dezcription : |Switche& the output to many destinations

Drefault Output : |1 ﬂ

Close

The total number of output stream
available, up to 4 may be selected

The currently selected (default)
output stream. This output stream
will receive packets when the
emulation map is first executed.
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16.15. Introduction

The simulation of Virtual Routers allows you to create isolated LAN (on physical ports)
interconnected through routed WAN environments.

16.15.1. Features set
The JAR:Emulate WAN Emulator provides two methods of Virtual Router emulation, a “Basic Virtual

Router” and an “Edge Virtual Router”. The main advantages of the Edge virtual router over the basic
virtual router are:

e Support for multiple WAN links between edge routers
e Availability of forwarding/routing table for tweaking by the customer

It should be noted that there are some limitations with Virtual Routing:

e Simulation is of a router, not ‘gateway’ device such as an ADSL Model (No support for
NAT/PAT, WAN IP address, etc.)

e Each edge virtual router can have only one physical port connected to it
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16.16. Basic Virtual Routing (BVR)
Introduction

As this type of Routing suggest it offers basic operation which is usually enough for a simple 2 port
WAN emulation. Physical Port 1 is connected to one BVR, whilst physical Port 2 is connected to a
second BVR. The two BVR’s are then interconnected and impairments placed between the WAN
links.

We recommend you use the “Routed Mode Wizard” for creating sample BVR Network maps, please
see the “creating network maps” section for more information.
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16.17. Edge Virtual Routing (EVR)
Introduction

To create a new EVR network map please right click on the “Device/Map Navigation” window and
select “New Routed Mode > Create Blank Routed Map” (see the “creating network maps” for more
information)

Creating your EVR’s
In the tool box you will see the “Edge Virtual Routers”, please drag one of these onto your network

map along with 2 x “Virtual Router WAN Points”. Please select one of the WAN Points and toggle it
as “In":

AR i I

: P
Eelejz Higna| Fouizre ﬁ

| CreatelLink
Delete WAN Point

Toggle Ir\‘*inut

As you can see from the above screenshot the Virtual Router is requiring “Physical Ports” and “WAN
Input / Output” points. Let’s go ahead and link up the “WAN Link In” to the EVR — click on the “WAN
Link In” and “Create Link”, finally click on the EVR and the link should be created. Now right click on
the EVR and select “Create WAN output Link” and click on the “WAN Link Out”

At this point we have connected the EVR to the WAN points, this allow the virtual router to know
which connections and impairments are on the WAN side.
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Now we want to connect the physical side so the EVR can communicate with your actual hardware
devices, add “Port 1 — Incoming” and “Port 1 — Outgoing”, you should see:

We link up the physical side in a similar way as to the WAN side; right click on the “Port 1 —
Incoming” and select “Create Link”, then click on the EVR. Likewise right click on the EVR and select
“Create Physical Output Link” and select the “Port 1 — Outgoing”. After these operations you should
have a fully connected EVR.

Go ahead and create second EVR but this time use Port 2 instead of Port 1, you should have the
following network map:

S i

Configuring your EVR'’s

Each EVR has its own settings and forwarding table, its critical important to configure this
information correctly or you could create circular packet loops or cause an invalid operation.
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£¥ YVirtual Router Settings...

Router IP address — The physical IP
address presented to all physically
connected computers or IP devices

General...

Mame : ‘NEWYDIk Firtual Router (1921681«

Drescription : |Vi||ua|Ed = Fouter

The routers subnet mask, this mask is

¥irtual Router Settings [Phyfical Port) .
used to generate the DHCP range (if

Router [P Address IJ.92.J.63.1.254 k F\oulerSubnetMl._I enabled)
@

MAC Address .+ Auto generate ™ User specified :

DHCP

+ Enable " Disable

DHCP Start Range : [192-188.1.1 @ DHCPEndRange: [192.168.1.280 @ DHCP Options (see below for more
g = information
Lease Duration: |72 5| hous Broadoast Address - |L92- 168.1. 258 @ )
Eorwarding Lable

(v Automatic generation [recommended] Manual routing table

Network Netmash Gateway Interface

Forwarding Table (see below for more
information)

EZ.7Z.E5.0 ZEE.ZEE.ZEE. O EZ.7E.5.2Z54 N1

lo0.50.1.0 255.255.255.0 10.50.1.15 WANZ

__4) Edit Route | fa Add Route | (& Delets Route |

Close |

EVR Settings - Physical Port Settings

Every EVR is connected to a physical port and therefore must present itself as an IP addressable
device on the physical network. Under these settings you can see the following options:

Router IP Address — The IP address the virtual router will “exist” at, all computers and IP devices
connected to the physical port will talk to this IP address to access the EVR.

Router Subnet Mask — This subnet mask allows the Router to generate an acceptable DHCP range (if
enabled). Changing this value will automatically update the DHCP Start and End Range.

MAC Address — Allows you to choose an automatic or manually MAC address.

DHCP Settings — If enabled the router will accept DHCP requests and assign IP addresses from the
available DHCP pool. If DHCP is disabled the router will accept IP traffic from any valid static IP
address (within the subnet range). Additional options here allow you to tweak how long leases exist
for and any broadcast address.

Note: if DISABLED you must set your IP devices gateway to match the “Router IP
Address” otherwise the IP device will not know the gateway to use.

Forwarding Table — It is highly recommended you leave this on “automatic”. The Forwarding (or
routing table) is used to route packets between the available physical interfaces. In the above
example the router has two WAN points for network 52.72.5.x and 10.50.1.x — whilst all physical
traffic is bound to the 192.168.1.x IP range.
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Configuring our example EVR’s

Right click on the first EVR (located on the left side of the network map), change its IP to “10.50.1.2".
You will notice the DHCP Range will automatically change to show:

£2 Yirtual Router Settings...

Configuration overview. .. I

General Notice the selection of “Auto-name”, this
Hae §[10501.1 - 1050.1.254 © B srabHPard | allows the EVR IP range to be clearly
Description : [Vitusl Edge Router visible on the network map.

Yitual Router Settings [Physical Port)

Router [P Address: |10.50.1.2 @ Router Subret Mask :|z55. 255.255.0 (@)
MAC Address : % Auta generate ™ User specified [~}

DHCP

& Enable " Disable

JoHCP Start Range - [10- 50-1-1 @ DHCF EndFiangs - [10.50.1. 254 @} The DHCP range now reflects the IP address
Lease Duration: |72 4| hours Broadeast Addiess - |10 50.1. 258 @

Forwarding Table

(v Automatic generation (tecommended]  ( Manual routing table:

Network Netmashk Cateway Interface

ﬁ Edit Route | fo £dd Route ‘ @ Delete Route ‘

q/ Confirm changes. .. x Revert Changes

You will also note that the forwarding table now has a physical interface entry for the 10.50.1.x
network.

We will leave the second EVR with its default settings (192.168.1.x Range).
Connecting up the EVR’s (creating the WAN)
Simply right click on the “WAN Link Out” tool and select “Create Link”, and then select the remote

“WAN Link In” tool. You have created your first EVR network map with a non-impaired WAN, you
should see the following network map:

'S e

AL

-

U Uk 2o

)

Forward Table Changes
Now that you have connected the two EVR’s together the forwarding tables for both EVR’s will

change to show the WAN links (assuming you left the forward table on “automatic”). If you now
view the forward table you will see the “WAN1” link to the remote EVR.
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Adding WAN impairments

The process for adding WAN impairments is the same as normal bridged mode; simply add the
impairments you wish to the WAN links, a quick example is shown below:

In the above screenshot you can see the simulation of a simple ADSL connection with 20Mb/s down
rate and 1Mb/s up rate (from the 192.168.1.x network).
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EVR - Real-time information

When an edge virtual router is operating it will present information to the user for diagnosis and
information purposes.

DHCP Leases

When operating the EVR will show a “DHCP Leases” button which can be clicked to show DHCP lease
information, when this information is available the EVR will look like:

r )

The information presented includes the DHCP assigned IP addresses, the devices MAC address along
with the lease duration and expiry time.
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Run-time stats

By hovering you mouse over the small “gear icon” you will see a number of real-time stats, these can
be used to understand the flow of packets in your network map and troubleshoot any invalid
configurations. The following statistical information is presented for each EVR:

Statistical Information

Packets Received | 11683315
Physical Layer Pck Count : 6329973
WaAN Laver Pk Count @ 5361106
DHCP Reguests @ 0
DHCP Leases : 0
ARP Requests ;1
Unroutable : 722914

Packets Received — The total number of packets received on all interfaces regardless of origin.
Physical Layer Packet Count — The number of packet received by the physical interface. This allows

you to see if the computers or IP devices connected to the physical port are communicating correctly
with the EVR.

WAN Layer Packet Count — The total number of packets received on all WAN links into the EVR, this
shows that the forwarding tables on any connected EVR’s are correct.

DHCP Requests — The total number of DHCP requests that have been received by the EVR

DHCP Leases — The total number of valid DHCP requests that have resulted in a lease being granted
to a physical IP device.

ARP Requests — The number of ARP requests received by this virtual router.

Unroutable — The total number of packets that were received (on WAN or Physical Interface) that
were not routable because no entry existed in the forwarding table.
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17.Reporting - TAP Devices

Test Access Points (TAP) devices are automatically added in the Design pane when a connection is
made between ports or impairments. The TAP device icon is shown below:

TAP devices provide the user with the ability to add reporting/analysis anywhere on an emulation
map. The version of JAR:Emulate WAN emulator that has been shipped to you includes two
reporting tool (statistical real time graphs and traffic capture to Wireshark files), which are described
below.

The reporting functions which are available to you will be displayed when a right click is performed
on any TAP device on an emulation map, as shown below:

Right click on any TAP

device icon
The list of available reporting
r tools will be displayed.
= Please note, the list shown
Add Statistics Gra F'h Tap here is for illustrative
purposes only — your
Add Traffic Capture . JAR:Emulate configuration

1 T may alter this view

17.6.Statistical Graph TAP

The Statistical graphs show real time information in the form of a graph. It uses metrics to extract
certain information from the flow of packets. Your available metrics are as follows:

e Packet rate (packets passing the TAP point every second)
e Bandwidth

Adding a statistical graph to your emulation map

Right click on the required TAP point, and select “Add Statistical Graph Tap”, the TAP device should
appear below the TAP point as indicated in the following image:
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The default stats graph added to the Design pane is the packets per second graph. This can be
changed to the bandwidth graph by right clicking on the green icon and selecting ‘settings’.

Statistical graph settings window

The statistical graph settings window shows your available metrics. Select which type of metric you
require by clicking on it.

@ Statistical Graph TAP Settings... [E=REEE

Configuration overview... l

General...

Marne : |Statistics Graph

User description : |

Available metrics...

i | Alist of your available

s metrics is shown here. Click
PRl idy e Bandwidth metric : :

records X packets [EAS S on the metric will change the
per ¥ miliseconds) settings panel.

Packet count metric settings...

Fiefresh Rate : [1 second - Setting panel, this changes
per metric
Chart Scale : |Aut0 zcaling j
Time Domain: * Fesettime to zero at the start of each Map un Time Domain, this sets how
" Use absolute system time [time since boot] the X (bottom) axis is labelled

“ Apply changes... | x Revert Changes

Packets per second metric settings

Refresh Rate — This is the number of times per second the graph’s details are updated.
Chart Scale — This allows you to provide a scaling for the chart, auto scaling is recommended.

Bandwidth metric settings

Chart Scale — This allows you to set the scale of the bandwidth measurements
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Include Framing — This option ensures that the bits before and after the physical packet (i.e. frame
crc, inter-packet spacing, preamble,etc.) are included. This allows viewing the correct full-wire rate.

Please Note: For low bandwidth applications it is possible to set the scale so low that it is not
possible to see any values (values indicated as 0.00).

Running your emulation map

When your emulation map is run the stats graph automatically appear at the bottom of the screen. If
more than one stats graph is available on your emulation map then a tab will be shown that allows

you to actively alter the view.

The following screen-shot shows an emulation map with 3 stats graphs. It highlights the important
features associated with the stats graph feature.

'. ‘Central GUI - V1.0 - (c) JAR Technologies Ltd. - — O — i — — ™ E‘EE
Views Tools Help
‘ [ Load ‘
® 0 8 & Om.

| &lfe

192.168.1. 100 (50pc packet corruption ) Rurning... 2% X ¥

—~\0
()

30000 299,00, 00
t ¥

585
253
m
130
158
127
o5
6
2
0

45:06 314513
Input PPS (PacketsPerSecond) | Corruption Bandwidth (Bandwidth)

Tab’s to control which stats
graph is being viewed.
Current graph is in focus.

Stats Graph Tools

“Eye” Icon is used to show
which stats graph is being
viewed.

Stats Graph (see below for
more information)

The statistics graph has a number of buttons and tools that allow you to get more information from

your graphs. They are detailed below:
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Copy values to clipboard Show peak Enable / Disable
I I .
Play / Pause Button I Show average I smart labelling
L ] Lo i
! 1 T e i

F! un-Time grap 1 1
— v
13k ﬁ| E | @| I| e Time Domain : |Live Last Minuke j
A A

1 ‘ : ‘ =

104 I |
°T Export values to CSV file Visible time period
B ——
? ——
E| ——
5 —
T 3.00
T 2.00
z 4+ ‘\\H[
; T oo o0 000 000 | oo

©ootoS:z4 | 000528 Coom0s:Ez | 0005:a7

Please note that when exporting to a .csv file, the user defined filename must be suffixed with “.csv’.

17.7.Root Cause Analysis - Wireshark Capture

JAR:Emulate WAN emulators provide the capability to capture Wireshark files (with extension .pcap)
for detailed packet analysis and root cause analysis.

Wireshark is an open source tool employed by moderate/advanced technical users to analyse data
packets sent over a network. The JAR:Emulate WAN emulator provides the functionality to save
captured traffic as WireShark .PCAP files. These PCAP files can be loaded into WireShark and provide
advanced ‘deep dive’ analysis on packets that have been impaired by WAN conditions, thus
providing the opportunity for root cause identification.

Wireshark is licensed under the GNU license agreement, which JAR Technologies adheres to. JAR
Technologies is not responsible for the supply, amendment, use or operation of the Wireshark
application or its files. For information on how to install, use and analyse Wireshark file captures,
please refer to http://www.wireshark.org for more information. Information on the GNU General
Public License is available here: http://www.gnu.org/licenses/gpl.html

The current officially supported WireShark version is V1.6.2 (October 2011), however all versions of
WireShark should be compatible with the GUI.

Using Wireshark
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Please ensure you have downloaded the latest officially supported version of Wireshark to your

Windows computer running the JAR:Emulate GUI.

On the design pane, right click any TAP device on an emulation map, and select ‘Add Wireshark Tap’,
as shown below:

&) >
Add Wireshark Tap
Add Statistics Graph Tap

Add Traffic Capture

The Wireshark TAP device will be added, denoted by this icon :

=)
&

Wir =iz TAR

When an emulation is run with a Wireshark TAP device on the link, the Wireshark application will
automatically load and start to capture packets as they traverse the point on the link where the
Wireshark was placed.

If at any time you close the live WireShark capture, you may reopen the connection by clicking the
green ‘reopen’ arrow present on the WireShark TAP Device.

Please note: if you plan to capture traffic using a wireshark device (as opposed to a traffic capture
TAP device) it is recommended that the Wireshark programme is launched before commencing
emulations. This significantly reduces the time required for JAR:Emulate to initiate the sending of
traffic to the Wireshark capture file.

Performance note: There is a maximum throughput limit on the amount of traffic that can be
received live from the network and sent to your WireShark client. After this is exceeded you will be
presented with a warning under the WireShark client reading “Warning Overloaded”. If this occurs
use a ‘traffic capture’ TAP device instead to capture the packets at full-wire rate. Please see the
following section for more information.
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17.8.Traffic Capture and Replay

JAR:Emulate WAN emulator provides the ability to capture impaired/unimpaired network traffic that
traverses it for review in Wireshark. This differs from the Wireshark TAP device in that the captured
traffic is saved to the JAR:Emulate hardware for download at a later point.

JAR:Emulate WAN emulator can capture and store up to 6Gb of network traffic at any one time (the
total capacity depends on the model being used). This storage (on the JAR:Emulate hardware) is
designed to be a temporary holding place for captured traffic, which should be subsequently saved
onto local hard drives. If captured traffic files are not downloaded to a separate hard drive, the
ability to capture traffic will be impaired once all available JAR:Emulate memory is used by existing
capture files.

Capturing network traffic

To capture traffic, please right click on any TAP point on the Design pane, and select ‘Add Traffic
Capture’. This will add a traffic capture tap device to your emulation map, as shown below:

-
(A

Traiffle Cimiiir AR

Right click on the traffic capture object, and chose ‘settings’.

|5 e Capture TAP 2ot o L= |
L. . = - ioti
This is the title that £ -] Q- Ente.r d.escrlp'Flve
will identify the file ====3 | |®=" I details if required
I Name : ‘Trafhc Capture TAFP ‘ -
for replay purposes : W s |
I Dperation.._
I- — ) Filename: | TrafficCapture I
1A/
M aximum File Size : |10 >| Megabyies EED BN EEN BN EEN EEN EED NN SN OSSN G S - Set the flle S
maximum capture
. E ach time the network mapis ran... .
If you do not specify a new = e size
. . * Create new file and append date and time ta file name
filename for each recording, I -
decide if the previous j

recording with the same [ o crres.. | Gose

filename should be
overwritten
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Stored traffic

Captured traffic files are stored in memory on the JAR:Emulate hardware and accessed through the
‘captured traffic files’ option in the map/device navigation bar. Each traffic capture file is specific to
the JAR:Emulate emulator hardware on which it was captured. You can access stored files as shown
below:

Device / Map navigation...

+ = =]

Elg Shamrock Met
Elﬁ Devices
-t Shamrodk Unit 7 (192,168, 1, 101)

|_::_|...:: Maps
@ satelite Link 3
Default Map
-{@ Through ground Access previously captured
@ Spike harness files by clicking on this link in

{:;" Barrier 233 map I the map/device navigation

__g;, iem;gs_r b : bar- if you have more than

I_% C:Emnr?ed?:raiﬁc g D ——— one'JAR:EmuIate hardware

..... Edit License Key device, ensure you are

selecting the link under the
correct hardware

The following screen will be displayed — please note that the files shown below are for illustrative
purposes only (upon first use, there will be no previously captured traffic files):
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The estimated total memory size that can be used to capture
traffic files, alongside how many files are currently stored

Status bar showing the
estimated total

=== memory size used and
remaining

04:2
1L 14:0446) (Used File Size : 16,45 ME ( 5.5% used ) - ik Size : 25,00 MB )
capture for JAR (28-10-11 14:05:16)  {Used File Size : 7,54 MB { 30.2% used ) - File Size : 25,00 MB )

List showing previously
captured files, their
— = Tilenames, size, % of
total file size used, and
pektz e Donrload e Upoada e total file size that was
set for each capture

Delete file: the selected file will be removed permanently from the system
Download file: downloads the selected file to the a location specified on a
local hard drive, for analysis or long term storage

Upload a file: allows previously captured files that have been downloaded
to a hard drive to be uploaded and subsequently replayed (if this feature
has been licensed in your version of JAR:Emulate).

Downloaded files are stored as with .pcap file extensions, which allows them to be opened and
analysed via Wireshark. Users must download and install Wireshark in order to analyse .pcap files
produced by JAR:Emulate WAN emulator.

Replaying stored traffic

The user can replay stored traffic by dragging and dropping the following icon onto the main design
pane (from the network toolbar):

iu-_i-i Replay captured traffic

This will display the following icon:
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7

Traffie fanlEy

The user should right click to open the settings of this tool, and select the file to be replayed. Once
the emulation is started, the traffic replay tool will send the captured packets across the selected
link, and allow the user to view if resolutions to application performance issues (for example) have
been resolved under the exact same network conditions on first they were identified.

The traffic replay tool can optionally loop the recorded traffic.
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Wizards

JAR:Emulate WAN emulator is intentionally easy to set up and use. To add to this benefit, it provides
wizards that can pre-populate network configurations for users without the need to draw the
emulation maps from a blank canvas. These can either be supplied as standard or tailored to
individual customer requirements.

JAR:Emulate Installation and User Manual  July 2013

These wizards are located on the left of the design pane, shown below:

* @ Sndex 10000000
* @ nedews (1001 20

Common wizards provided include wireless, satellite and filtering map creation wizards, which guide

the user through relevant questions and selections. These are then confirmed and the desired
emulation map is generated.
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18. Auto Impairment Generation of Live Network Conditions

JAR:Emulate provides the capability to pre-populate an emulation with the conditions found on live
networks, even if those conditions are unknown to the user. Traffic can be recorded (either using
the emulator hardware or from a remote location), imported into the user interface and used to
auto generate emulations based on the impairments found on that network.

This facility is provided via the ‘Wireshark Live Conditions wizard’, as shown below:

* Central GUI - v1.5 - {c) JAR Technologies Ltd.

Views Tools Help

220 0%F"=

i=M Wizards (Auto map generation)
7
= ﬁ Wired internet simulation wizard
E 2
g . Wireless internet simulation wizard
WireShark live conditions wizard
S~ 2) Select the
) ‘Wireshark Live
L= ey . .
is Drop TCP traffic only Conditions’ wizard
=) WsNe -
. Rate limit only UDP traffic
1) Hoover over the PN

wizards toolbar to
extend this window

onto screen \

Capturing live network conditions

In order to capture live network conditions, JAR:Emulate WAN emulator uses ping tests to assess the

following:
e Latency
o litter

e Packet loss
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in both directions on the link. The ping test should remotely target the machine(s) on the far end of
the link to be emulated. Wireshark must be capturing during this time, in order for the necessary
measurements to be recorded.

In order to capture live traffic, please open Wireshark and ensure you are running it as
‘administrator’. This can be achieved by right clicking on the wireshark application icon, and
selecting ‘Run as Administrator’).

Once Wireshark has opened, please select ‘Capture’ on the top menu, and select ‘Interfaces’ as
shown below:

i The Wireshark Metwork Analyzer [Wireshark1.685 (5VM Rev 40429 from /ftrunk-1.6]]
File Edit View Go | Capture I Analyze Statistics Telephung Tools  Internals

Bl Interfaces.. Ctrl+1 T 2B
_ il Options... Ctrl+K
Filter: @ Start CtrleE IZI Expre:

B Stop Ctrl+E
g Restart Ctrl+R

@l Capture Filters...

Select the network interface that is to be used to send/receive the ping messages, and then press
‘start’.

The Wireshark application will now be capturing all traffic to and from that interface, so the user
should now commence their ping test using a terminal window in Linux or a DOS dialog box in
Windows. Under Windows, we recommend sufficing ‘-t’ at the end of your ‘ping <ip address>’
command and allowing the ping to run for several minutes so that accurate readings can be taken
and spikes/troughs do not skew the data.

Once the recording is complete, move/save the WireShark file to the device running the JAR:Emulate
GUL. Locate and run the ‘Wireshark live conditions’ wizard on this device and follow the onscreen
instructions. An emulation map will be generated with the conditions found on the live network.

END OF MANUAL

Page | 136



