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? Chapter 1 Introduction

Thank you for purchasing Broadband Router.

This chapter covers abrief description of Broadband Router’s features, package
content, installation requirements, and the organization overview of this User’s
Manual.

1.1 TheBroadband Router

The Broadband Router is anideal Broadband (Small Office and Home Office) Router
for sharing single Internet connectionwith multiple users, providing firewall security,
and access at high speed. Broadband Router offers simple operation and easy setup. It
also provides networking professionals with advanced features like DMZ, Virtua
Server (Port Forwarding), Service Filtering, URL Filtering, and Dynamic DNS etc.
Broadband Router will help you securely connect multiple PCs to the Internet viaa
broadband Cable or xDSL modem and becomes your best partner for your network
needs.

1.2 Physical Featuresof Broadband Router

= Auto-Sensing Ethernet Switch
Broadband Router is equipped with a 4-port switch featuring auto-detect
10/100M bps and auto-cr ossover. Y ou can use either a Straight-Through or a
Crossover cable to connect your client PC to the LAN port of Broadband
Router.

= 10/100 MbpsEthernet WAN
The 10/ 100 Mbps Ethernet WAN port is connects to the Internet via a Cable or
xDSL modem.

= Reload Button
Y ou can use the hardware Reload button to restore the factory default settings
into Broadband Router.

1.3 Non-Physical Features of Broadband Router

= Network Address Trandation (NAT)/IP Sharing
Broadband Router can translate the source IP address of aLAN client to the IP
address of a WAN client before forwarding a packet from the LAN to the WAN.
When the packet returns, NAT trandates the destination address from a WAN



client to the address of a LAN client before forwarding the packet back to the
LAN client. When only one WAN IP addressis available, NAT can trand ate the
sngle WAN IP addressinto multiple LAN IP addresses for the LAN clients.
Therefore the LAN clients “share” theasingle WAN IP address, and this is
caled | P Sharing.

Firewall

Broadband Router provides protection against Ping and TCP/UDP Echo Attack,
Hacker’s Scan, and Denial of Service (DoS). Also it offers Service Filter and
URL Filter (by Keyword).

Dynamic DNS

Dynamic DNS (Domain Name System) allows you to register and obtain afixed
domain name from DDNS service providers that Broadband Router supports.
When your Broadband Router obtains a dynamic public | P address, it will
inform the DDNS service provider with an updated | P address. Any connection
toward your domain name will be mapped to the updated I P address by your
DDNS service provider. You can be found easily by connecting to your fixed
domain name.

Virtual Server (Port Forwarding)

Broadband Router can forward the service packet specified with a port number
to the LAN host specified by the LAN IP address. In other words, Broadband
Router can open the port for the service with specified port number and then
“forward” the port to aLAN host. Thusit is called Port Forwarding, too.
VPN Pass-Through

InaVirtua Private Network, Broadband Router supports the tunneling of
Point-to-Point Tunneling Protocol (PPTP) packet and allows it to enter the LAN
that is the endpoint of the VPN.

Special Application

Certain Internet applications use multiple ports, port ranges, dynamically
assigned ports, and special protocols. Broadband Router supports the transparent
pass-through of these special applications, including FTP, ICMP, NetMeeting /
H.323, Real Radio, Quick Time, MSN Messenger, etc. and many popular
Internet Games.

Public DMZ Host

Public DMZ Host is a device with a public |P address on the LAN side.
Broadband Router provides the tunnel service for data traffic between the Public
DMZ Host and the Internet.

Local DMZ Host

Local DMZ Host is adevice with a private |P address on the LAN side.



Broadband Router can forward the traffic initiated from the Internet to the Local
DMZ Host.

DHCP Client

Broadband Router can work as DHCP client and automatically obtain an IP
address from the Internet Service Provider or a DHCP server on the WAN side.

DHCP Server

As DHCP server, Broadband Router can automatically assign TCP/IP settings to
each client PC on the LAN side and remember each client’s | P address
corresponding to the client’sMAC address. When Broadband Router assigns
TCP/IP settings in the next time, the LAN client will receive the same LAN IP
address.

Remote M anagement

Broadband Router can be configured and managed from the WAN sideviaa
specific port.

MAC Clone

Broadband Router allows users to specify the MAC address of the Network
Interface Card if Internet Service Provider has the requirement.

Web-Based Setup

Broadband Router can be managed through the Web browser in a LAN client
PC connected to Broadband Router or the Internet.

Web-Based Firmwar e Update

Broadband Router’s firmware can be updated easily via the Web Configuration
Toal.

Reload

Broadband Router can restore the factory default settings via the Web
Configuration Tool.

1.4 Package Checklist

Please check the package contents of Broadband Router to verify that you have
received the items below (Figure 1-1)

1. One Broadband Router.

3. One AC Power Adapter

4. One Quick Installation Guide

5. One CD-ROM with User’'s Manual

If any of the items is incorrect, damaged, or missing, please immediately
inform your dealer. Please retain the carton and the original packing



material in case there is a need to return the product.

1.5 Installation Requirements

Before installing your Broadband Router, be sure you have prepared the following

requirements.

1. A Computer equipped with 10/100 BASE-T Ethernet Network Interface Card.

2. TCP/IP protocol installed in the computer

3. Web Browser (Internet Explorer version 5.0 and higher / Netscape Navigator
version 6.23 and higher)

4.  One Cable Modem or xDSL Box

5. Broadband Internet Service

1.6 About thisUser's Manual

This User’s Manual covers Broadband Router’s hardware, installation, configuration,
and troubleshooting etc. Each chapter provides detailed information and helps you
acquire clear concepts of Broadband Router. Enjoy your use of Broadband Router!

Organization of ThisUser's Manual

Chapter 1, Introduction

It briefly describes the features of Broadband Router.

Chapter 2, Get to Know the Hardware

It explains the LED and port functions on the front and back panels.

Chapter 3, Install Your Broadband Router

It explains the hardware setup.

Chapter 4, Use Your Broadband Router

It explains Broadband Router’s setup via “Setup Wizard” in the Web Configuration
Toal.

Chapter 5, Configure Your Broadband Router

It describes the default functions and advanced features via the Web Configuration
Toal.

Appendix A, Configure TCP/IP in Your PC

It provides the procedure of enabling DHCP client, disabling Web Proxy, and
verifying the IP settings in your client PC according to different Operating Systems.
Appendix B, Common Port Numbers

It offersalist of commonly used port numbers.



» Chapter 2 Get to Know the Hardware

This Chapter explains Broadband Router’s LED and Port functions.

2.1 LED Indicators

Figure 2-1

The LEDs on the front panel show the operational status of your Broadband Router.
The function of each LED isillustrated in table 2-1.

LED Indicator Color Status

Solid Blinking

Power Green Power applied to N/A
Broadband Router

Satus Green Router has boot successful | N/A

LAN 1 Green Local Ethernet connection | Receiving or

LAN 2 established transmitting packets

LAN 3

LAN 4

WAN Green Internet connection Recelving or
established transmitting packets

Table 2-1 LED Descriptions




2.2 Back Panel

On the back panel, Broadband Router has 4 R}45 10/100Mbps Ethernet LAN ports,
and 1 RJ}45 10/100Mbps Ethernet WAN port. In addition, it has a Reload button and
a Power Connector. (Figure 2-2)

Figure 2-2

1. Local LAN Ports

Broadband Router can function as a communication bridge between the LAN and the
WAN. The 4 LAN ports can connect Broadband Router to the client PCsin the LAN.

2. Internet WAN Port

The Internet WAN port provides connection between Broadband Router and Cable
Modem or xDSL Box.

3. Reset Button

The reset Button can be used to restore the factory default parameters such as the
password and configuration settings.

If you forget your password or want to restore the factory default settings into your
Broadband Router, use the reset button

Step 1. Disconnect Broadband Router’s power adapter from the power outlet.

Step 2.  Pressthe Reset button on the back panel and keep holding it. Then plug
Broadband Router’s power adapter into the power outlet.

Step 3. It takes around 15 seconds to reset the router. The Power LED will turn on
(Green) initidly. Wait until it becomes Red then release the Reset button.

Step 4. Try to connect http://192.168.1.1/ via your Web browser. Use the user name



“admin” and the password “admin ” to obtain authentication. If it is failed,
please try the approach again.

4. Power Connector

Power connector connects your Broadband Router to the power adapter. When
Broadband Router is connected to the correct power adapter and the power adapter is
plugged into a power outlet, the Power LED will be on and Broadband Router will
boot and start operating.

10



Chapter 3Install Your Broadband Router

3.1 Connect Client PC to Broadband Router

Use an Ethernet cable to connect your client PC to Broadband Router’slocal LAN
port.

Broadband Router supports auto-crossover, so you can use either a
Straight- Through cable or a Crossover cable to connect the client PC to
the LAN port.

3.2 Connect Ethernet Hub/Switch to Broadband Router

If you have more than four clients, connect a hub or switch to any of the Broadband
Router's LAN ports with an Ethernet cable, then connect each client PC to the hub or
switch with an Ethernet cable as well.

3.3 Connect Wireless Access Point to Broadband Router

You can extend the wired LAN by connecting Wireless Access Point to Broadband
Router’s LAN port. Then awireless network will be set up and it will turn into an
infrastructure mode. The whole network coverage will be expanded by Access Point
wireless connection to the wireless clients.

3.4 Connect Cable/xDSL Modem to Broadband Router

Use the Ethernet cable to connect a Cable Modem or xDSL Box to Broadband
Router’'s Internet WAN port.

3.5 Power up Broadband Router

Connect the correct Power Adapter to Broadband Router. Then plug the Power

Adapter into an AC power outlet. The LED status will be as followed.

1. Power LED and the 4 LAN port’s LED will turn onfor the first second.

2. The Power LED will be continuously on when the power is supplied. It takes
around 15 seconds to boot.

3. The WAN and LAN link/act LED will be continuously on when Broadband
Router is connected to the WAN and the LAN. The link/act LED will be

1



flashing when the port is transmitting data. The WAN and LAN 100 LED will
be continuously on when the transmission mode is 100Mbps. It will be off when
the transmission mode is in 10Mbps.

Please use the correct AC adapter. It may cause damage to the router if
an improper AC adapter was used.

If the Power LED is not on, please refer to 6.1 Troubleshooting



Chapter 4UseYour Broadband Router

Follow the instructions in this chapter to perform the setup via “Quick Setup.” If you
want to learn more about the DHCP setup of your client PC, please refer to the section
of A.1 Enable DHCP in Your PC in Appendix A: Configure TCP/IP in Your PC.

4.1 Check the Web Proxy

Because the enabled-Web Proxy setting may cause failure in accessing Broadband
Router’s Web Configuration Tool, verify that you have disabled the Web Proxy before
launching your Web browser. If you do not know how to disable the Web Proxy, refer
to the section of Disable Web Proxy in Appendix A: Configure TCP/IPin Your

PC.

4.2 Wizard Setup

Stepl. Launch a web browser on your client PC connected to Broadband Router.
Then point the Web browser to http://192.168.1.1 (http://192.168.1.1 is
Broadband Router’'s default IP address.) If the router IP address was
configured with different IP address, use the configured IP address instead of
192.168.1.1. Please make sure your computer |P address is located in the same
subnet of the router IP address.

Address @] htip://192.168.1.1

Step2. Press “Enter” key after typing the router |P address. The “user name and
password” screen will appear (Figure 4.1). Enter the default ID “admin” and
the default password “admin” to obtain authentication. (Figure 4 -1) If the
user name and password were changed, type the latest user and password; then
click the “OK™ button. Figure 4 — 2 will be the next screen.

13



Step 3.

Connect to 192.168.1.1

Web Manager

Lser name: €7 admin v

Password:

[ |remember my password

|: Ok, J | Cancel

Figure 4-1

Y ou can also launch a Web browser in the Internet to access Broadband
Router’s Web Configuration Tool by Broadband Router’s “Remote
Management.” For more related information, refer to “M anage from
WAN sde” in5.3  Administrationin Chapter 5 Configure Y our
Broadband Router.

Select “Setup Wizard “to quickly setup Broadband Router’s WAN access

type and fill in the necessary information provided by your Internet
Service Provider.

14



H-.'u"n-.r" Router %3 % Setup w,'zard

e SuicHy 1o 5ot gatemay fowction
EDOSLIT#at Nbilari s,

Advanced Setup

Tomef advanced gutaway funciion

Figure 4-2

First please choose your local time zone to set time for your NAT. If daylight saving
in applicable, click the checkbox and input the start date and end date, then click
“Next” button.

___________

~ 1.5ystem Time Syslem Time Settings
2.WAN Type i
3. WAN Setiings Enser Timne Fene @ | (CTHIEDN Tapsi »
4.LAN Settings [[Ruiitat

! Cancal || HeXT

System Time Settings

Enter Time Zone : |(GMT+’D8E}_T31{J€1 v |

Cancel H Next l

You will see 4 options as followed. If Internet access is through a cable modem,
please click the selection button of the “CableModem ” and click the “Next” button.
Note: If you use” Dynamic IP’ to connect to | nternet, please select thisitem.
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1.8ystem Time WAN Type
M 2.WAN Type

X A Cable moden cequires naoumel <onfifoahen, When son kave w21 up o accsnnt
J.WAN Settings RS LLRLLLL prith seur Cabla w-;ﬁ-}er. the Cable n{l:Iden wﬂlam-mfk:aﬂ:.r -.um:tﬁ'e itself,

| Sone ¥LEL [oternet Secwice Provideo: mwas wrdga o fived IE addres: Dic we
4.LAN Settings = 3 puieway, [ po have lean poovided Nilila\ﬁjs ?l?fufmaliﬂu. chieees thi uplﬁum&
) FixedIP xDSL et the asnsd TP sddiess, subue sk, guieway IP and DTS [P addresses far
WHLT pELEwAY,
If won conaect o the Internet u.-i.ns an xS0 Modem and FOLLT 15P ha= ;-mx'.idrd won
with & passvard, a1d Serdce Name then your 13F uses FFPGE.
[f wour [5F pravaded yon the FETF User{ame, FFTF Passerord, Hosd Hane, Service

1 DialAlp =DSLPERPoE)

I PRTP [F Addre==, Your 1P Addcess, Yanr Sobaet Mask snd the coanectica 1d, then wous
[SF uses PFPTF. Yo hawe 4o choose tis opbion apd enter the repmred informabon:
[ pack |[ mexc |[ cancer |

A. Cable Modem Connection

B R Cable

2.WAN Type _
™ 3. WAN Settings [RESlS Gl
T14.LAN Settings Clone MAC Address (OF 00 | ed _|dE _ 12 | 4a
. G=t From PC [ E'-EI.CtDEj!" default set
| Back || Next | Cancel |

Host Name and MAC address information might be required by some Internet Service

Providers.

a. Host name: a string of characters usualy is the name of your PC, which is
configured by your ISP.

b. CloneMAC Address: It is the MAC address of your PC’'s network card’s.

The default WAN Setting of Broadband Router is Cable M odem

Connection without Host Name and MAC Clone

If you dorit know the MAC address of your Network Interface Card, you
can click Get From PC button to get the MAC address of Network
Interface Card.

If Internet access is through a Fixed-1P, please click the selection button of
"Fixed-1P xDSL" then click the “Next” button.
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RS R VAN Type

¥ 2 WAN Type
- A Cable modem Tequires minimal configueation. When you bave set up an accoont
IWAN S EIH"Q‘S + Cable Modem with four Cable prodar, the Cabla medem will avtomabcally configus isal
. Eoma +LEL Interoet Sarvica Prosndars may awign a Froed [F address far wour
4.LAN Settings mtewar IF won have beea pecvidad with this infarmation, chooes the ophiom and
enter the a=agned [F address, sabnet mask, gatewayr IF and RS [F addressss fac
00 EERIE.
[f s cannect 4o the Inieroed vong oo xDEL Medem and woar 1SP has prosnded won
with & pezzmedd, and Sereice Hame then sonr I3 132 FFFoE
[ womr 15P pronded sox the FRTP aarMame, PFTP Passmard, Heed Mane, Sersio=
2 PPTP [P Addcess, Yaor TP Addnees, Yeur Sobaet bask and the connpctios id, then wanc
[SF e FETE. Yan kave 1o chovss thie opticn and enter the sequyed dnformstion
| Back | L Bewt I | cancel

LG Fied P XDSL

1 Dial W =DSL(FPPE)

B. Fixed-|P xDSL Connection

R R FixeddP xDSL
2.WAN Type

M 3. WAN Settings ik
4.LAN Settings [

Gateway Address

Doemain Hame Server
[DNS) Address
Secondary DNS Address
[optianal)

Back || Next i| I:'ancel|

Fixed - IPisaWAN access type provided by some Internet Service Providers.
Y ou need to enter the information of 1P address, Subnet Mask, Default
Gateway, Primary DNS Server, and Secondary DNS Server.

If Internet access is through PPPOE, please click the selection button of “Dial- Up
xDSL (PPPoE)” and thenclick the “Next” button.

RS R VAN Type
~ 2.WAN Type

3.WAN Settings [ESEETEUITET

4.LAN Settings

& Cable modem reqmies mininal confiziration. When you have s=1op ax sccomt
wiath geur Cable provider, the Cable modem will autamatically ccafigora tsali.
Some xLEL Intermet Servies Prosiders may assign & Tioed 1P addvess for somc
waterras, I sou have been provided with ts information, chooss s aption and
enbed e assigoed [F addiese, sboet nack, guleway [F wd DNS [P ddieesas Tac
RAUC gLlEWEY.

If won connect ta the [oeenet using an kDEL Medem axnd waur 5P 1as previded won
with & parsmrard, end Sevvica Name than weur 15E mes FPPGE,

IF e [5F previded sen the FPTP UsecMane, FP TP Fasemocd, Heet Mame, Servica

7 Flzad P D51

| | DialAp »DSLPPPoE)

O PPTP IF Addvess, Tonr IF Addcess. Yo Subost Mack and the ceneetion 3, teo won
T\SF nses PPTP ‘]rou ha\r: bchmﬂ |J'|:I!| OPL‘:Dﬁ. ll'll! =nler |J'|E .'\‘.'!Iui:\!\i -:;I'ct I'I'|B|J.DII'I
Back | | Ne=xt | Cancel
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B. PPP over Ethernet (PPPoE) Connection

E R Ryl Dial-Up xDSL(PPPoE)
L12.WAN Type

¥ 3.WAN Settings [l

C14.LAN Settings RSl

Confirm password

MTU {128-1457) (492

Maximum Idie Time i .{minuws}
Autoreconnect [#]

| Rack || Mext | Cancel |

PPPOE is a common type of Internet access provided by many xDSL Internet

Service Providers. It requires you to enter the User Name and the Password

given by ISP for authentication and obtaining Broadband Router’s WAN I[P

address. The other three optiona fields might also be assigned value by user:

a. MTU field: MTU field is used to specify the maximum transmit unit of a
packet over PPPOE link. Do not enter a number to this field unless your
Internet Service Provider request a different MTU size than the default
value (1492 bytes).

b.IdleTime field: If theldle Time is specified with non-zero number,
Broadband Router disconnects the PPPOE session after there is no data
traffic on WAN interface within the specified “I1dle Time” minutes.

c. Auto-reconnect field: Once there is any outgoing data traffic, the router
automatically re-establishes the PPPoE session .

If Internet access is through a PPTP, please click the selection button of the “PPTP”
and then click the “Next” button.

7 1.System Time [REEAREEE

= 2.WAN Type
. 5 e A Cable medem vequines minimal coafigmation, When wen have set wp an wecount
3.WAN Settings £ Cabla Modam reith 3o Cable provider, the Ceble moden will subonaticnlly ceafigmes ielf,
- SIO!I.‘: xL‘ﬁr |r‘.|nrnll|.$'¢-:|1.licn F'rm’i-{:fs na l’P‘:i o a rl]ﬂd ||n id\im‘ﬂﬁ EC‘T wonr
4.LAN Settings gatmware I you have beun peovided with I;:: in:l'ir maticm, choces this optica and
enter the assipnsd [F address, suboat mask, patgway [F and DHS [P addresses far
AT gabeMa R
Ly [f swom. comnect e the oberaed weing an 20SL Medem aad wour 15P Lae provided seu
- Diabtip xDSLIEFPOE) with & passwecd, and Servdes Mamedhen yeur ISP nees PEPGE.
Er If mour EF prowidad vou the FFTE UseaNama, FFTP Fassword, Hosl Nama, Service
HEIPPTR [F Address, Your IP Addrass, ¥oor Sabnat Bazk and the conmection 1d, e sour
i [ZF nsms FFTP. "on have o choose this optica and entar the reqoired mformation

Eack ||_| Next [ cancel |

{0 FineddP xDSL
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D. PPTP Connection

[11.System Time [Raaly
C12.WAN Type

3. WAN Settings [l
[14.LAN Settings [Riaatall

Confirm passwond

Server IP Address 0.0.00
hy IP Adedress 0.0.0.0
My Subnet Mask 0.0.0on
Connection 1D l
Maximum ldle Time 30 ¢ mimutes)
Auto-reconnect &
Back | Next | Cancel |

PPTP is a common type of Internet access provided by many Internet Service

Providers. It requires you to enter the User Name, Password, Server IP

Address, My IP Address, My Subnet Mask and Connection 1D to obtain

authentication. Additional two optional fields might also be assigned value by

user:

a. ldle Time fied: If the Idle Time was specified with norzero number,
Broadband Router disconnects the PPTP session after there was no data
traffic on WAN interface within the specified “I1dle Time” minutes.

b. Auto-reconnect field: Once there is any outgoing data traffic, the router
automatically re-establishes the PPTP session.

Click the Next button and the “LAN Setting” page, Figure 4 — 3, appears on the
screen.

[11.System Time |[RuaieLUlE

C12.WAN Type
L13.WAN Settings [l
M 4.LAN Settings [k
% Class © B = |
Qiber IP
: SubnetMask ]
Back ! Next | Cancel |

Figure4 -3

Step 4. The” LAN Setting” page is used to configure thel P address of the LAN
interface. Y ou can assign the | P address from one of three private IP address
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groups
a.  10.x.x.x with subnet mask 255.0.0.0; x must be in range O to 255
b. 172.x.x.x with subnet mask 255.255.0.0; x must be in range 0 to 255
c. 192.168.x.x with subnet mask 255.255.255.0; x must be in range O to
255 or a public IP address group with appropriate subnet mask.

Click the Next button and the “DHCP Setting” page, Figure 4 — 4, appears on the
screen.

MR Ry DHCP Settings

L2.WAN TFPE You can enable DHCP to dynamically allocate IP addiesses 1o your client PO
BRSBTS 1 Sl The Gateway acts as DHCP Server  [#1Enskls
#IJ_LAN Settings IP Poal Starting Address 021621, 2

IF Poal Ending Adedress Lo 161, (59

Leasze Time Ore hour - =

Local Domain Name CaMmMpany.cam inplionall

Back | Finizh ] Cancel i
Figure4 4

Step 5. The” DHCP Setting” page is used to configure DHCP Server and DHCP
Client in LAN .If DHCP Server isenabled , the LAN PC Client can
automatically obtain IP settings including IP address ,Domain Name ,Subnet
Mask , Primary DNS ,and Secondary DNS from Broadband Router .

Step 6. Click the “Finish* button Broadband Router will save your settings and it will
take around 20 seconds to reboot. After finishing rebooting, the page will be
redirected to the Index Page, Figure 4 - 2. Please verify if your current
network status is correct.

4.3 WAN Setup Complete

Try to use your Web browser to access a website. If you can surf the web
congratulations! Broadband Router is now operating with the factory default settings.
If you want to change the default settings, please continue reading Chapter 5
ConfigureYour Broadband Router.

If you could not access awebsite, please refer to 6.1 Troubleshooting in
Chapter 6 Frequent Asked Questions.



Chapter 5 Advanced Setup of Broadband

Router

In addition to “ Setup Wizard” explained in Chapter 4 Use Your Broadband Router,
you can setup Broadband Router with more configuration options via the "advanced
setting” page. You will enjoy Broadband Router’s high performance after activating
these advanced features.

5.1 Start from Advanced Setting

Stepl. Launch a web browser on your client PC connect to Broadband Router LAN
interface and point to http://192.168.1.1 (192.168.1.1 is Broadband Router’s
default 1P address.)) If the router was configured with a different |P address,
use the configured address. Make sure the client PC’'s | P address isin the same
subnet as the router address. Press the “Enter” key after typing the router’s IP
address. The status menu appears and shows the current system status and all
available settings.

If the main page does not pop up, please refer to 6.1 Troubleshooting in
Chapter 6 Frequent Asked Questions.

Step 2. Click the “Advanced Setup “ (see Figure 4 — 2 ) and Figure 5-1 will be
displayed ,

Step 3. The Router Statusscreen will show up and tell the current WAN and LAN
I P settings of your Broadband Router, including IP address, Subnet Mask,
Gateway, Primary DNS, and Secondary DNS. On the left, you will see 5
main categories, including System, Wan, LAN, NAT and Firewall.
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oSystem
D Wan
D Lan
D Nat

D Firewall

5.2 System

Status

T]rpt

WAN IP

Subnet Mask
Gateway

ONS

Secondary DNS
Connection Status

1P Address
Subnet Mask
DHCP Sencer
Fireerall

| Release ||

Cable
1921681105
255.255.255.0
192,168, 1.1
192168 1.1
168.95.1.1
Comnast

102, 168,11
255.255.255.0
Enatbled
Enablad

Figure5-1

Click the “System/System” button, will see the Figure 5-2.

»Admin
» Upgrade
»Status
»Reset

System

Runtime Code Version

LAN MAC Address
WAN MAC Address
Hardware Version
Serial Number

1.02.4 (Jan 12 2004)
00-30-69-80-00-05
00-30-69-00-00-05
RDC2020 ¥1.00
2003-10-15

Figure 5-2
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5.3Time

== System System Time Settings
»System
»Time R
’;m’]‘u Enter Time Zone * [ M Tk Tamm
sl 1 Daylight Saving
*Upgrade
* Stalus
*Reset
Wan Time Server IP Address : l |
System Time ; ANANI24 (04T
Lan | 2pply || cancel | | Refresh |
Nat Local Time : 00/ 0TS [ zet |
Firewall
Figure 5-2

If you want to assign atime server, enter the |P address and then click the “Apply”
button to save. If sntp server gets time from network, the system time will display
present time, elsetimeisNULL. Local time means the PC’S time, you can also set
the PC’ S time for system time. Click the “Set” button, the system time will be equal
to local time

Thedefault Time Server |P Addressis198.123.30.132, 210.59.157.10
and 192.5.5.250

5.4 Administration

Click the “System/Admin” buttonand Figure 5-4 will be brought up.

it System Administrator Settings
* System
»Time -
#-.JI dmrn User Mame AT
> Upgrade Current Password
*Status New Password

»Reset

Confirm Passworid
D@ wan Apply || cancel |

D Lan

a Nat [ Allow administration from WAN side with port At
D Firewall apply || cancel |

Figure 5-4
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The Administrator Setting page provides the following configuration options:
a. Change Administrator’s User Name and Password
b. WAN Side Administration

WAN Side Administration

Y ou can configure the Broadband Router to be managed from the WAN side, Internet,
viaweb browser with a specified port number. Click the check mark of the “Allow
administration from WAN side with port” to enable the remote access to the
Broadband Router. Y ou can change the HTTP server default port number, 80, to any
number in the range 1 to 65535 if it is desired or the port 80 of avirtua server is
enabled. For example, the port number 8080 is specified in the following case.

[] Allow administration from WAN side with port :B'D

l Apply ” Cancel

Click the “Apply” button to make the remote access effective.

5.5 Firmware Upgrade

A web-based interface, via Microsoft Internet Explore or Netscape web browser, is
provided to allow the user upgrade the latest firmware to the Broadband Router. The
firmware upgrade could be executed from the LAN side (local upgrade) or WAN side
(remote upgrade)

Pre-requirements

? A copy of the latest firmware of Broadband Router

? A computer (Window-based, Unix-based or Magc-based) running aweb
browser (either Internet Explore or Netscape)

? The network connection from the computer to the Broadband Router, which is
targeted for the firmware upgrade. To make a local network connection, user
can plug one end of Ethernet cable into the computer’s Ethernet port and the
other end of cable to the Broadband Router’s one of four LAN ports.
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Step 1. Click the “Upgrade” button at the side bar, the Firmware Upgrade page
appears.

Step 2. Enter the latest firmware name including the path into firmware file name
field or click the Browse icon.

If the Browse icon was clicked, the “Choose file” screen will appear.

Look in: I@ My Computer j = o E3-

ﬁ%& Floppey (8]
iI=ILocal Disk ()

File name: I j Open I
b Mebwork P...
Files of type: I,-‘.‘-.II Files [*.%] j Cancel |
o

Through the “Choose file” menu, locate the latest router firmware and open it. For
example, the latest firmware file, Broadband_Router.bin, is located and opened,
the file name will appear at the entry of the firmware file name.

Step 3. Click the “Apply” icon from the firmware upgrade page. After clicking the
“Apply” button, the confirmationpage will appear.

If clicking “OK™, the firmware upgrade programming page will appear. Rease
wait for 35 seconds the Broadband Router will restart.

When the firmware update is in process, please do not plug out the power
adapter of Broadband Router. The sudden disconnection of power supply
may damage the flash hardware and cause the malfunction of Broadband
Router.
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5.6 Reset

You can et the Broadband Router back to its manufacturing setting and reset the
Broadband Router by clicking the Reset button. If you click the Reload button, the
confirmation page appears on the screen. Click the OK button on the confirmation
page to make the default settings effective (see Figure 5 — 5). If clicking the Reset
button, the confirmation page will appear on the screen. Click the OK button on the
confirmation page to make the Broadband Router reboot. (See Figure5 - 6)

" System Reset
*5System
»Time
»Admin
* Lﬂpgfade Rebaoot the maching ; Reset

Load default setting : Beload

*Status

»Reset
D Wan
@ Lan
@ Nat
@ Firewall

Figure5-5

After clicking the OK button, Please remember: use 192.168.1.1 to access web page
after reboot”.

=" System Reset
»System
= Time

* Admin
s UPQJ"E de Reboot the machine : _:i'r; [z won 1eally want 1o maload the srslem 17

. Mcroseft Internet Explorer
Load default setting :

= Stafus
*Resat

[ [ ma

D Wan
D Lan
D Nat
D Firewall

Figure5-6
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" System Reset
*System
*Time
»Admin
» Upgrade Reboal the machine ; ?r'f D yrom res]ly want to xesst the system ¥7

»Status ! — :
»Roset L,_..?E_.__ﬂ B _|

Ficrosoft Internet Exploter E

Load default setting :

@ Wan
@ Lan
D Nat
D Firewall

5.7 Dynamic DNS (Domain Name System)

If Broadband Router acquired its WAN P address via the DHCP or PPPoE schemes,
its IP address is likely to be different from its previous one after Broadband Router is
rebooted or PPPOE session is re-established. This creates difficulty for some
applications due to dynamic nature of Broadband Router WAN IP address. The
“Dynamic DNS’ feature provides a solution to this problem by automaticaly
updating its WAN |P address to a DDNS service provider.

Many Internet Service Providers provide a kind of service caled Dynamic DNS
service, which alows you to register a fixed domain name. Every time when
Broadband Router gets a new dynamic public IP address, it infornms the DDNS service
provider with this new |P address; then any connections toward to your domain name
will be mapped to the updated |P address.

Step 1. Select DDNS service provider.
Broadband Router supports two DDNS service providers, www.no-ip.com or
www.dyndns.org Browse to the DDNS service provider’s web page and
register a new account there. Your DDNS service provider will provide you
the account 1D and password.
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C‘System Dynamic DNS Setting

:'|: War]
#* Connection Type R nare -
*DONS

@ Lan

| Update H Can-_ifn,_rpﬁ_q[g_nn-ﬁ'.c:nu

members.dyndnz.ore

@ Nat
D Firewall

Step 2. Go through the DDNS settings in Broadband Router’s DDNS section.
Select one DDNS service provider, and fill in the necessary information
form DDNS service provider such as 1D, password, and related settings etc.

If no-ip.com was selected, User Name and Password are mandatory; one or
both of Host Name and Group Name have to be entered.

D System Dynamic DNS Setting

% Wan

= Connection Type IR dympdate.nm-mpeamn v
*DDNS Emali s '

D Lan Passwerd !
‘J Nat Host Hame :
o Firewall Group Hame :
Status @
| Update || cancel || mefresn |

If dyndns.org was selected, User Name, Password and Host Name are
mandatory; Enable Wildcard, Mail Exchanger and Backup M X are optional.

D System Dynamic DNS Setting

= Wan
» Connection Type B e T members.dyndns.arg w
*=DDNS

User Name :
f’ Lan Passward :
'a Nat Host Hame 3
7 Enable Wildcard [ & ptianal
D Firewall irpanl)
Mail Exchanger {0pticinal)
LI Backup X7
Sialus :
Update Cancel Eefresh :
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Step 3.  Update the | P address. When WAN public IP address changes, Broadband
Router will automatically inform your DDNS service provider the new IP
address, or you can force the IP address update by clicking the Update
button.

as}fsrem Dynamic DNS Setting
% Wan
» Connection r_'l-"PE" DONS Sarver members.dyndnsacg b
=
»DDNS User Name :
a Lan Passwaord :
Q Nat Host Hame :
g Enable Wildcard I ‘mikan
D Firewall A ptianal)
Mail Exchanger (Optional)
LI Backup X7
Sialus :
Update || fancel || Refresn |

The update message will show on the screen If the Refresh button was
clicked the status will show “No DDNS update activity” after clicking the
Refr esh button.

Status : Mo DDMS update activity

5.8 DHCP Server

1. DHCP Definition

DHCP is the acronym of Dynamic Host Configuration Protocol. It can automate the
IP Address allocation in the network. When this protocol is activated, a DHCP server
can automatically assign IP addresses to DHCP clients. Also, aDHCP client can
automatically obtain its IP address from the DHCP server.

2. DHCP Server in LAN

By default, Broadband Router works as a DHCP server and automatically assigns IP
addresses to all each client PCson the LAN side.

A. Auto-Remember
When assigning |P addresses to LAN clients, Broadband Router can remember



each LAN client’s IP address corresponding to the client's MAC address. Thus
the LAN client will receive the same LAN |P address, when Broadband Router
assigns IP addresses in the next time.

B. ThePool Range of Assigned |P Address
When DHCP is enabled, you can assign a group of LAN IP addresses. The
group is called “the pool.” You can enter numbers from 2 to 254 in the blanks
The maximum capacity is 253 I P addresses. The number behind “Starting”
must be smaller than that behind “Ending”. Y ou can specify the domain name
for the group of LAN IP addresses, which are managed by the DHCP server.
Click the button Apply to make your settings take effect.

C. TheDHCPIP AddressLease Time
The DHCP Server can lease IPs on atime bases If a choice of one day is
selected the | P address leased will be released and renewed in one day.

D system DHCP Settings
a Wan You can enable DHCP to dynamically allocate IP addresses to your client PCs,
%% Lan The Gateway acts as DHCP Server = Enshle

»an Seftings IP Panl Staring Addiess 150 16D 12

»DHCP Settings IP Pool Ending Address 1o 1681, {79

* Static IP Assign e Crebouwr 9

* DHCP Client List

Lacal Domain Mame COMEEny.com {optional)

D Nat | apply || cancel |

D Firewall

3. DHCP Client in LAN

When DHCP is enabled in both Broadband Router and the LAN clients, the LAN PC
client can automatically obtain the IP settings, including IP address, Domain Name,
Subnet Mask, Primary DNS, and Secondary DNS from Broadband Router.

4. Static IP Assign

When DHCP is enabled, the SOH Router can assign fixed | P according to client MAC
address.



Static IP Assignment

MAC Address IP Address
102 1641 | Add [| cancel
*Lan Seffings DHLP chinms — select o -- v | Copy || Refcesh |
®DHCP Seftings
® Static IP Assign o MAC Address IP Address

®DHCP Client List

5. DHCP Client List

When DHCP is enabled, alist of DHCP clients can be seen.

D system DHCP Client List

D wan

e |+] Lhser Mame IP Address MAC Address Lease Expired Time
= Lan 1 celI600 102, 154,13 (000-E9-D- 1944 neilE

[ an Settings
»DHCP Saffi

D Firewall

If you want to enable DHCP in your PC, refer to A.1 Enable DHCP in Your PC in
Appendix A: Configure TCP/IP in Your PC.

5.9 Virtual Server (Port Forwarding)

The built-in firewall in Broadband Router blocks the traffic initiated from the Internet
in order to protect your LAN. However, Broadband Router can provide tunnel service
and forward the Internet service packet specified with a port number to the server
specified by a LAN IP address. In other words, Broadband Router can open the port
for the service with specified port number and then “forward” the port to the server
specified by a LAN IP address. This function is called “Virtual Server” or “Port
Forwarding”.
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Virtual Server —
Port 80 Service the Internet

+200.163.6.3

Cable / xDSL Modem
Port 21 Service

Client Client

Web Server FTPServerY
LAN IP:192.168.1.3 LAN IP:192.168.1.2

Asillustrated above, when Broadband Router receives traffic of Port 21 from the
Internet, it will forward it to the FTP server with LAN IP address 192.168.1.2. If
Broadband Router receives traffic of Port 80, it will re-direct it to the Web server with
LAN IP192.168.1.3.

To enable Virtual server, enter the port number to specify the service type, and the
server’ sLAN IP address for the traffic destination. Check Enable. Then click the
button Apply to make your settings take effect. For the information of port number
and the corresponding service, please refer to Appendix B: Common Port Numbers.

asjf’stem Virtual Server
@ wan A—FE |1}
| nanla erver Apping ors
Lan Enabled 5 P Mappina P
1. r i
o Nat . LG
*\Virtual Server, 192 162.1
3' O 301681
@ Firewall &
4 152 1681,
% 192, 168, 1
b O 152, 1681,
i : 142,168,
= 192, 168, 1
Apply | | fancel .
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5.10 Firewall

1. DMZ Host Configuration

Y ou can set up your personal computer or network-ready device to be a public
or local DMZ hosts. In general, Internet applications use only one unique port
and can pass through a Broadband Router by enabling Virtua Server. However,
some specia applications need to implement multiple ports, port ranges,
dynamically assigned ports, and special protocols. Broadband Router can
support the transparent pass-through of these special applications, such as FTP,
NetMeeting/H.323, MSN Messenger, etc. Enable Local DMZ Host when you

have problems running these applications. Besides, you can activate Public
DMZ Host to set up a server and retrieve the traffic initiated from the Internet.

A. Local DMZ Host

To run the special applications, you can assign a device with aLAN IP address
as Local DMZ Host. Then any service request of application initiated from
the Internet will be forwarded to the dedicated LAN host with the LAN IP
address.

Local DMZ Host e

»200.163.6.3
- 140.115.8.2

Traffic Initiated from the Internet

A-LINK WPD-140 NAT Router
Public IP : 140.112.8.8

Host Clients Behind NAT
LAN [P:192.168.1.2




For example, when you want to run NetMeeting to communicate with your
friend on the Internet, he /she cannot find your LAN host due to Broadband
Router’s NAT function. However, after you assign the LAN IP address
192.168.1.2 asthe Local DMZ Host, your friend can call Broadband Router’s
Public IP address 140.112.8.8 and the service request of NetMeeting will be
forwarded to your LAN host with the LAN [P address 192.168.1.2, as
illustrated Then you will be able to communicate with your friend via
NetMeeting. Besides, the other LAN clients behind Broadband Router are
still protected by its firewall, and the traffic initiated from the Internet is
denied to access these LAN clients

To activate Local DMZ Host, please check the Enable item and assign the
LAN IP address of the LAN host. Then click the button Apply to make your
settings take effect.

DMZ(Demilitarized Lone)

I you have a local client PC thai cannot min an Iniemet application propery from behind the NAT
firewall, you can open the client up o unrestricted two-way Internet access by defining a vinual
[MZ Hosi.

i Type Enable IP Address
=* Firewall IP Address of Local DMZ Host L - R § 1

*DMZ

: a 3 IP address of Public DNZ host
®Denial of Servicel

» URL Filter | 2pply || cancel |
* Part Fifter

»MAC Filter

* P Filter

B. PublicDMZ Host
To set up a server with a Public | P address when two or more public |P addresses
are available, you can assign a device with a Public IP address on the LAN side
as Public DMZ Host. Broadband Router can provide tunneling service for data
traffic between Public DMZ Host and the Internet. As shown in the Figure 6-17,
the Host with the Public IP address 140.115.2.5 is assigned as Public DMZ Host.
You can set it up as a server, and the traffic initiated from the Internet will be
forwarded to the Host with the Public IP address 140.115.2.5. Besides, the other
LAN clientsbehind the Broadband Router are still protected by firewall, and the
traffic initiated from the Internet is denied to access these LAN clients.



To enable Public DMZ Hogt, check Enable below Public DMZ Host and enter
the public IP address of the device you want to assign as the Public DMZ Host.
Then click the button Apply to make your settings take effect.

DMZ(Demilitarized Lone)

I you have a local client PC thai cannot min an Iniemet application propery from behind the NAT
firewall, you can open the client up o unrestricted two-way Internet access by defining a vinual
[MZ Hosi.

: Type Enable IP Address
“* Firewall IP Address of Local DMZ Host 192, 88 L [1

> 17
DH’I: . i IP address of Public DME host
®Denial of Servicel

»URL Filter | Apply || cancel |
* Port Filter

»WAC Filter

* P Fifter

The server in the Public DMZ is not protected by Broadband Router’s
firewall. Please pay attention when you enable Public DMZ.




2. Anti PING and TCP/UDP Echo Attack

Broadband Router can prevent Ping and TCP/UDP Echo Attack. To enable Broadband
Router’s firewall against Ping and TCP/UDP Echo Attack, check Denial of Service
Enable and click the button Apply at the end of page to make your setting take effect.

aSjrs[em Denial of Service

P wan Avoiding PING TCP/UDP ECHO attack
a Lan [#] Denial of Sarwice Enables

@ Nat [ Appiy [ caocel |

5% Firewall

»DMZ
»Denial of Service
»URL Filter

*Paort Filter

= AC Filter

»IP Filter

3. URL Filter

If you want to restrict your LAN clients from accessing certain websites, enter the
keywords of the websites in the ox. Broadband Router will examine the packet
information when receiving the packet with port 80 from the WAN. If it finds the
listed keywords, it will drop the packet and LAN clients cannot obtain the information
from the website. Check the URL filter Enable and click the Apply button to make
settings effective.

@ system URL Filter
@ Wan Hlack the wehb site by keyword form the URL
D Lan | UURL filtar Enabla
1 e

D Nat bepmond,
= £ lemcd
== Firewall : i

*DOMZ : bnsrenard

» Denial of Servicell Loy

»URL Filter 2pply || cancel |

*Port Filter
*\JAC Filter
» [P Fifter




4. Port Filter

Broadband Router’s Service Filter Firewall controls the LAN client’s access to the
Internet services by specifying the port number of the servicein the list.

A. Disable
If checked the LAN client can access to all Internet services.

B. Blocking the following port
If checked the LAN client cannot access service using that port For example,
blocking port 21. The LAN client cannot access ftp in the Internet.

@ System PORT Filter
® wan
i Teatle

2 Lan E Macking the f=llewing port Apply
\'J Nat -+ Ferwarding the fellowming port caly
R Forl Range - add Cancel
"% Firewall : : A :

DS

,g E | oif S [n] Part Range E—

enial of Service | 7| Balete

LRl Filter
»Part Fifter

= MAC Filter
*[P Filter

C. Forwarding thefollowing port only
Checking this itemwill cause LAN clients to only access services using ports
listed. For example, forwarding port 21.The LAN clients canonly access ftp in
the Internet.

{‘Sys['em PORT Filter
® wan
—Treabla
D Lan O Blacking the folloming port Apply |
& Nat  ®Forwarding the folloming part cnly
e Peort Bange o add Cancel |
=+ Firewall S ' : ~
»DVIZ
; =5 ; iD Port Range
®*Denial of Service = : :
| 2l Delets

»URL Fifter

*Port Filter
= IAC Filter
[P Fifter

Please refer to Appendix B: Common Port Numbers.
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5. MAC Filter

A. Disable
Checking this item, the LAN clients can access to Internet .
B. Blocking the following MAC
Checking this item, the listed MAC address cannot access to Internet.
For example, blocks MAC address 00-e0-29-50-00-22. This client cannot access
Internet.

ﬂ'Syst’em MAC Filter
® wan
-+ Chsabla
o — £ Haocking the fzlloming MAC | mpply [
a Nat L Frrwarding tha Illoming MAC ool
¥ MAZ Addmes L L ! L L | Bdd || Cancel
“* Firewall AR g L | Eol
Dz
AR ) ID MAC Address
»Denial of Service =

: ; | 00-E0-29-20-00-22 Delete
»URL Filter .

»Port Filter
= MAC Filter
[P Fifter

C. Forwardingthefollowing M AC only
Checking this item, alow certain MAC addresses to access to Internet.
For example, forwarding MAC address 00-€0-29-50-00-22. Only this client can
access Internet.

@ System MAC Filter
@ wan
A Cheahble

® Lan O Blaskin the following MAC [ apply
'J Nat : -'-E:Formrdina tha folloming WA caly
MAC Addrese : L ; 2 : |  mad Canesl
"% Firewall i =

DL

» Denial of S . D MAC Address —

FlLenial of Service uy e e e Oy |

»URL Filter L
*Port Fifter

»MAC Filter

[P Filter




6. IP Filter

A. Disable
Checking this item, the LAN clients can access to Internet. No IP filtering is
enabled.

B. Blocking thefollowing IP
Checking this item allows filtering LAN clients based on their |P address. For
example, IPaddress 192.168.1.2 = client cannot access | nternet.

@ System IP Filter
@ wan
THeabla
P Lan ® Blacking e following P Apply
{’ Nat 4 Foowarding the follewing IF enls
ot LAN & 192, 16E . 1 i [ AR | I G add
** Firewall : : | R R,
»DMZ WeN O ; - [ 3 cancel
*Denial of Service
»URL Filter [n] IP Address Type . .
1 192.168.1.2 LAN | Delate |

#* Port Fiilter
»=\AC Filfer
[P Fifter

C. Forwardingthefollowing IPonly
Checking this item specifies an| P address that can access to Internet.
For example, forwarding IP address 192.168.1.2 = client can access Internet.

D system IP Filter
@ Wan
i) Ty
a Lan ~ e £ ) 1
_Blocking the follewme IF Apply
s ] Nat | BForwarding the fellomme IF only
LAN @ 192 . 168 . 1 i) e P | add

** Firewall j e
=D VAN 2 : bl | : Cancel

#*Denial of Service
»URL Fifter

*Port Fifter
»MAC Filfer

» P Filter

v} IP Address Type
1 192,168, 1.2 LAN | Delate |




Chapter 6 Troubleshooting

6.1 Troubleshooting

You should be able to use Broadband Router after going through the setup steps. If
you cannot access a website on your client PC, the possible reasons could be as
follows. Please check them in the following sequence.

1. Router’s Hardware Failure.

2. Failed Connection between Broadband Router and Client PCs.

3. Failed Connection on the Broadband Router’'s WAN Side.

4. DNS (Domain Name System) Failure.

Please refer to the solution for each reason and solve your problem. If the problem
persists, please contact our authorized distributor or dealer for technical support.

1. Router’'s Hardware Failure

Solution:

1. Make sure the Power adapter is securely plugged into a power outlet and
Power LED is on.

2. Falled Connection between Broadband Router and Client PC

Solution:

1. Check if the LAN link/act LED is continuously ON or flashing.

2. Use the ping command to probe the network connection between
Broadband Router and the client PC. For example, the Broadband Router
LAN IP address is 192.168.1.1. Type “Ping 192.168.1.1.” (Broadband
Router's default IP address. If it shows “Reply from 192.168.1.1", the
network connection works. If not, please use another Ethernet Cable to
connect your Client PC to Broadband Router.



>ping 192.168.1.1 -n 2

o= 7
in omill
10ms, A

dinimum = Oms , hax

If you can reach your Broadband Router with ping command, verify that
you have disabled the Web Proxy function. For information on disabling

the Web Proxy, please refer to A.2 Disable Web Proxy in Appendix A:
Configure TCP/IP in Your PC

If the problem persists, there might be a problem in your PC, Ethernet

Interface Card, or Ethernet cable. Use another client system and try the
approach again.

3. Failed Connection on Broadband Router’'s WAN Side
Solution:

Check if the WAN link/act LED is continuously ON or flashing.

Verify that your WAN access type and the corresponding information

are the same as the datasheet provided by your Internet Service
Provider.

4. DNS (Domain Name System) Failure

Solution:

1. If thereisno problem in 1-3, try to use ping command to reach an

existing |P address on the Internet. If it works, it means that the
domain name cannot be trandated and there might be problem with
your DNS server. Please set another DNS server in you client PC.
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6.2 For get Password?

If you forget the password to log in to the Web Configuration Tool, you can reload the
factory default settings into Broadband Router withthe Reset button.

Solution:

Step 1. Disconnect Broadband Router’s power adapter from the power
outlet.

Step 2.  Press the Reset button on the back panel and keep holding it.
Then plug Broadband Router’s power adapter into the power
outlet.

Step 3. It takes around 15 seconds to reset the Broadband Router. The
Power LED will turn onin Green initidly. Wait for the Power
LED becomes Red. Then release the Reset button.

Step 4.  Try to connect http://192.168.1.1/ via your Web browser. Use the
user name “admin” and the password “admin” to obtain
authentication. If it is failed, please try the approach again.
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Appendix A: ConfigureTCP/IPIn
Your PC

This chapter explains how to enable DHCP client in your PC, ensure Web Proxy is
disabled, and verify IP settings in your client PC according to different Operating
Systems, including, 98, ME, 2000, XP.

A.1 EnableDHCPin Your PC

You can configure your client PC as a DHCP client to automatically obtain an IP
address from Broadband Router. This section is divided into 3 parts as follows,
“Enable DHCP in Your PC for Windows 98/ME,” “Enable DHCP in Your PC for
Windows 2000,” “Enable DHCP in Your PC for Windows XP,”

1. For Windows 98 / ME

If you use Windows 98, or ME, follow the steps to enable DHCP in your client
computer. The steps and screenshots here are based on Windows 98. They are similar
to Windows Millennium Edition.

Step 1. Go through the path “Start? Setting? Control Panel.” (Figure A-1)

Figure A-1



Step 2. Click on the Network icon (Figure A -2)

FigureA -2

Step 3.  Select the Configurationtab. Click onthe TCP /1P linelisted withyour
Network Interface Card. (Figure A -3)

FigureA -3



Step 4. Under the | P Address tab, verify that Obtain an | P address automatically
Is selected and click the OK button. Restart your computer to save your
setting. (Figure A-4)

FigureA 4

2. For Windows 2000

If you use Windows 2000, follow the steps to enable DHCP in your client computer.

Step 1.  Go through the path “Start? Setting? Control Panel.” (Figure A- 5)

FigureA -5



Step 2. Click onthe Network & Dial-Up Connections. (Figure A —6)

Figure A-6

Choose the icon corresponding to the local area connection (Figure A-7)

Figure A-7

Step 3. Go through the path “Local Area Connection Status? Properties.” (Figure
A-8)



Figure A-8

Go through the path “Internet Protocol (TCP/IP) ? Properties.” (Figure
A-9)

Figure A9

Step 4. Inthe Internet Protocol (TCP/ IP) Properties window, verify that Obtain an
I P address automatically is selected and click the OK button to save your
setting. (Figure A-10)

a7



Figure A-10

3. For Windows XP

If you use Windows XP, follow the steps to enable DHCP in your client computer.
Step 1.  Go through the path “Start? Setting? Control Panel.” (Figure A-11)

Figure A-11



Step 2. Go through the path “Pick a category? Network and Internet Connections?
Network Connections.” (Figure A-12)

Figure A-12

Go through the path “Network and Internet Connections? Network
Connections.” (Figure A-13)

FigureA —13

Step 3. Locate the network adapter connected to Broadband Router. Right
mouse-click on thisicon and select Properties option. (Figure A-14)
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Figure A-14

Step 4. Make Surethe Internet Protocol TCP / IPoption is selected and then
highlight that option and click the Properties button. (Figure A-15)

Figure A-15

Step 5. Under the Gener al tab, verify that Obtain an | P address automatically is
selected. (Figure A—16) Then click the OK button to save your setting.



Figure A-16

51



A.2 Verify | P Settings

Verify |P settings in your client computer to make sure the network is working and
learn your client PC’'s LAN IP address and your Broadband Router’s |P address. This
section is divided into 3 parts, including “Verify IP Settings for Windows 98/ME,”
“Verify IP Settings for Windows 2000” and “Verify 1P Settings for Windows XP, "

1. For Windows 98/ ME

If you use Windows 98, or ME, follow the stepsto verify the IP settings in your client
PC. The steps and screenshots here are based on Windows 98. It is similar to the other
Windows Operating Systems.

Step 1. Go through the path “Start? Run.”(Figure A-17)

Figure A-17

Step 2.  Runthe WINIPCFG command. (Figure A-18)

Figure A-18
Step 3. To release the previous I P settings in your computer, choose your network
interface card in the menu. Then click the Release button. (Figure A-19)
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Figure A-19

Step 4. To obtain new IP settings from NIC, click the Renew button As listed
below, the IP addressis your client computer’s LAN IP address, and the
Default Gateway is Broadband Router’ s IP address. Make sure that your 1P
Addressis 10.0.0.xxx, (xxx ranges from 2 to 254) your Subnet Mask is
255.0.0.0, and your Default Gateway is 192.168.1.1. These values confirm
that your Broadband Router is functioning. (Figure A-20)

Figure A—20



2. For Windows 2000

If you use Windows 2000, follow the steps to verify the IP settings in your client PC.
The steps and screenshots here are based on Windows 2000.

Step 1. Go through the path “Start? Run.”(Figure A-21)

Figure A-21

Step 2. Please enter command and press the OK button. (Figure A-22)

Figure A—22



Step 3.  To release the previous | P settings in your computer, run the command
“ipconfig / release.” (Figure A-23)

Figure A-23

Step 4. To obtain new IP settings from NIC, run “ipconfig / renew.” As listed
below, the IP addressis your client computer’s LAN IP address, and the
Default Gateway is Broadband Router’ s IP address. Make sure that your 1P
Address is 192.168.1.xxx (xxx ranges from 2 to 254), your Subnet Mask is
255.255.255.0, and your Default Gateway is 192.168.1.1. These values
confirm that your Broadband Router is functioning. (Figure A-23)

O CAWINDOWS\System32\cmd.exe

SNDocuments and Settingsstest?ipconfig ~release

Windows IP Configuration

Ethernet adapter Local Area Connection 2:

Connection—specific DNS Suffix

85 T L e e e T e e
Subnet Mask H
Default Gateway

:s»Documents and Settingshtest>ipconfig Arenew

Windows IP Configuration

[Ethernet adapter Local Area Connection 2:

Connection—specific DNS Suffix . : company.com
IP Addyess.s, i e e e e e e 8 o 192010815
Subnet Mask s 255_.255.255.8
Default Gateway 1 192 _168.1.1

:nDocuments and Settings™test>

Figure A-23




3. For Windows XP

If you use Windows XP, follow the stepsto verify the IP settings in your client
computer.
Step 1. Go through the path “Start? Run.”(Figure A-24)

Figure A-24

Step 2. Enter command and press the OK button. (Figure A-25)

Figure A-25



Step 3.  To release the previous | P settings in your computer, run the command
“ipconfig / release.” (Figure A-26)

Figure A—26

Step 4. To obtain new IP settings from NIC, run“ipconfig / renew.” Aslisted
below, the IP address is your client computer’s LAN IP address, and the
Default Gateway is Broadband Router’ s IP address. Make sure that your 1P
Address is 192.168.1.xxx (xxx ranges from 2 to 254), your Subnet Mask is
255.255.255.0, and your Default Gateway is 192.168.1.1. These values
confirm that your Broadband Router is functioning. (Figure A-27)

O CAWINDOWS\System32\cmd.exe

SNDocuments and Settingsstest?ipconfig ~release

Windows IP Configuration

Ethernet adapter Local Area Connection 2:

Connection—specific DNS Suffix

85 T L e e e T e e
Subnet Mask H
Default Gateway

:s»Documents and Settingshtest>ipconfig Arenew

Windows IP Configuration

[Ethernet adapter Local Area Connection 2:

Connection—specific DNS Suffix . : company.com
IP Addyess.s, i e e e e e e 8 o 192010815
Subnet Mask s 255_.255.255.8
Default Gateway 1 192 _168.1.1

:nDocuments and Settings™test>

Figure A-27
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Appendix B: Common Port Numbers

Port Number |Service Name

7 Echo

1 Systat

19 Chargen

20 (21) FTP

23 TELNET

25 SMTP

37 Time

49 TACACS

53 DNS

67(68) BOOTP

69 TFTP

70 Gopher

79 Finger

80 HTTP(WEB)

88 Kerberos

109 POP2

110 POP3

113 AUTH

118 SQL Serv

119 News/NNTP

123 NTP

137(138)(139) |NetBIOS-ns,
NetBIOS-dgm,
NetBIOS-ssn

143 IMAP2

161(162) SNMP(SNMPT
RAP)

220 IMAP3

389 LDAP

443 HTTPS

514 SYSLOG

546(547) DHCP Client

(DHCP Server)




