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Ladies and Gentlemen!

JSC Nordea Bank thanks you for your choice of "Bank-Client/Internet” System, its application
enables to increase our interaction and minimize expenses of your entity.

"Bank-Client/Internet” System provides possibility of electronic circulation of documents between
your entity and the Bank using Internet. Technologies implemented by the Bank guarantee protection of
communication channels and information sent by the System against unauthorized access of third parties.

We hope that application of "Bank-Client/Internet" System improves comfort of your service with
JSC Nordea Bank and promote a further strengthening of our collaboration.

Best regards,

JSC Nordea Bank

Phones of the Bank:

Help Desk: (495) 777 —34 - 77
Technical Support Service: (495) 777 —34 - 73
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1. Introduction

The present User Manual on installation and operation of ""Bank-Client/Internet' System of

JSC Nordea Bank(hereunder - the Manual) is designed for users of "Bank-Client/Internet” System
(hereunder - the System) representing the entities, concluded the Contract on Service of Clients of
JSC Nordea Bank using systems ""Bank - Client/Windows™ and ""Bank - Client/Internet"
(hereunder - the Contract).

You can make a wide range of operations through the System, including the following:
To send to the Bank and to receive from the Bank payment orders and other documents in
electronic form. A set of documents available for you and their format is determined by the Bank
and depends on the System functional abilities;
To receive statements of accounts of your entity with the Bank;
To have access to the archive of documents, forwarded to the Bank or received from the Bank;
To obtain information from the Bank billboard;
To have access to reference books which are constantly renewed, including:
— The list of banks according to the Bank of Russia;
—  SWIFT reference book;
— Exchange rates.

Application of "Bank-Client/Internet” System has the following benefits:

No necessity in special software on the client part of the System. For an ordinary work, the
Client needs only a standard WEB-browser Microsoft Internet Explorer. At the same time, the
work with the System occurs as the work with a usual HTML-page. A client of JSC Nordea
Bankcan use any computer connected to Internet with the above mentioned browser installed.
The work with the program does not depend of the connection type.

Constant expansion of the System possibilities and taking into account changes in the
legislation. At expansion of functional possibilities of the System or changes in the legislation of
the Russian Federation which require respective adjustments in the System software, an
automatic renewal of software is performed at the Client's connection with the Bank through the
System; and the Client is able to start the work with the renewed version of the System software
without any additional measures.

High speed of document circulation. Application of electronic communication means for
circulation of documents between the Client and the Bank allows considerable increase of
document circulation speed. Documents sent by the Client are promptly received by the Bank
and sent for execution. A large part of documents received by the Bank from the Client can be
processed automatically (if generated correctly). At application of traditional forms of
information presentation on paper medium, it is impossible to have the same figures of
information transfer and processing.

Security. Application of the most advanced developments in information protection in this
System gives the full guarantee of security. When you work with the System, you can be sure in
confidentiality of information transferred to the Bank and received from the Bank.

An elaborated system of delimitation of access rights to information allows you to be sure that
your documents are received only by authorized persons.

The work technology of JSC Nordea Bankprovides signing of documents presented to the Bank
on behalf of the Client with necessary number of electronic digital signatures of persons
authorized by the Client for signing of the respective documents. Application of electronic digital
signature (hereunder - EDS) which is an electronic analogue of the manual signature of the
Client's authorized person excludes a possibility of such documents transfer by other persons on
behalf of this authorized person.



In "Security Issues™ section of this Manual, we placed the Bank recommendations on provision of
your security in connection with the System application, and we hope that you follow them:
fulfillment of these recommendations allow you to provide confidentiality of your commercial
information and to prevent an unauthorized access to the System.

2. Requirements presented to
the Client's software and hardware tools for organization of work under **Bank - Client/Internet"
System

To provide a quality work of the System, the Client shall provide the computer equipment
according to the following requirements:

Requirements
Parameters
presented
1. Computer
1.1. Processor (minimum) Pentium 111 500
1.2.RAM (minimum/desirable) 256 Mb/ 512 Mb
1.3. Free disc space for installation Min. 1 Hb
1.4. Free disc space for operation Min. 500 Mb
1.5. Video system (video adapter VGA, monitor VGA), support of Min. 800*600, 256
video modes colors
2. Accessories
2.1. Printer Printer, compatible with Windows software
2.2. Modem (necessary for using Hayes — compatible modem, for Windows
the System "Bank - environment and supporting protocol minimum V.34,
Client/Windows" by the Client) Modem shall be connected to dedicated telephone line
(without parallel/shared phones/ faxes).
Any Internet line is allowed instead of telephone line.
2.3. CD-ROM drive Mandatory
2.4. USB-port Mandatory
(Universal Serial Bus)
3. Software

For correct operation of the System one of the following set of license software shall be installed on the
Client's PC:

=  Windows 98 SE;

Windows NT 4.0 SP6a;

Windows ME;

Windows 2000 SP4;

Windows XP SP2;

Windows Vista;

= Windows 7.

Operation system shall be russified with standard means.

For operation of "Bank - Client/Internet” system MS Internet Explorer version 5.5 or higher is required.

3. Preparation for work with the System

One of the ""Bank-Client/Internet™ System benefits is that it is not necessary to install any special
software to the Client's PC.
To start service under the System, the Client shall perform the following actions in the frameworks of
the Contract concluded with the Bank:
1. To receive from the Bank the System distributives, and to generate on its basis private keys for
each authorized person of the Client, authorized to work with the System (hereunder - the User).
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A User with the right to sign documents in the "Bank-Client" System with a first or a second
signature, shall be indicated in the card with specimen signatures and seal (blank form No.
0401026 under OKUD) presented by the Client to the Bank for service of its bank accounts.

A User with the right to make any actions in the "Bank-Client/Internet System provided by the
System except for signing documents by a first or a second signature (view of statements,
preparation of documents, and etc.) shall be indicated as a such in the Application for service using
the "Bank-Client" System presented to the Bank at the conclusion of the Contract.

ATTENTION: if the card with specimen signatures and seal (hereunder - the Card)
indicates the persons with the rights of first and second signatures, the Client's documents
passed to the Bank by the System shall be signed by the first and the second signatures, and
therefore the System users shall be minimum one person with the right of the first signature
and one person with the right of second signature.

If the Card indicates only persons with the right of the first signature, the Client's documents
passed to the Bank by the System shall be signed by the first signature, and therefore the
System users shall be minimum one person with the right of the first signature.

To generate private keys for each user in accordance with the User Manual of Key Generation
(Supplement 1 to the present Manual).

To save private keys of Users on special electronic information medium ruToken..

To pass Statement on key acknowledgement to the Bank for key registration in the System.

To provide computer and other equipment according to section "Requirements presented to the
Client's software and hardware tools for organization of work under "Bank - Client/Internet”
System".

ATTENTION: The System works only under Microsoft Internet Explorer 5.5 WEB browser
or higher (recommended version - 5.5). This browser is distributed by Microsoft free of
charge and it is included in the standard delivery set of operation systems Windows.
Application of a WEB browser of other companies, for example, Netscape, is not allowed by
the System.

To check parameters of works with Internet. You shall mark the following ticks:

Internet Options — Advanced — Cookies — Always accept cookies;

Internet Options — Advanced — Java VM.
To perform adjustment of connection with a remote PC and protocol TCP/IP according to the
following instructions:

If you use Russian version of Internet Explorer:

1. start Internet Explorer;

2. set an average level of security (menu CepBuc — paragraph CBoiicTBa 0603peBaTeisi... —
tab Be3omacHocTr — zOne Untepner — security level Cpennmii) and tick the following
paragraphs in tab lomoJHuTEIBHO:

= SSL20
= SSL3.0

If you use English version of Internet Explorer:

1. start Internet Explorer;

2. set an average level of security (menu Tools — paragraph Internet Options... — tab Security
— zone Internet — security level Medium) and tick the following paragraphs in tab
Advanced:

= SSL20
= SSL3.0




After successful execution of the above mentioned actions, You can start you interaction with the
Bank by the System.

4. First Login

To start your work with the System, you need to start Microsoft Internet Explorer and connect to
the server of JSC Nordea Bank, using standard Internet tools. Then you shall work with standard tools of
WEB browser.

ATTENTION: at first login from a respective computer or at renewals necessary ActiveX
components are loaded from the Bank's server and "'Security System Warning'* appear (below is
an example of such message)

Internet Explorer - Security Warning

Do you want to install this software?
Mame: Ibc Agava support
Publisher: ZAQ INIST

Maore options Install ] [ Don't Install

o While files from the Internet can be useful, this file type can potentially harm
your computer. Only install software from publishers you trust, What's the risk?

Depending on the connection speed, this action can take 2 - 3 minutes. Please, wait for this
warning and only then proceed. It is necessary to agree with respective suggestions.

For correct work, you need to set <Medium> level of security in your browser. If you performed all
actions, but ActiveX components can not be installed, try to decrease temporary security level to
<Below medium> or <Low>; after successful completion of ActiveX installation restore all
adjustments (set the security level of your browser to <Medium>).

ATTENTION: your entity's PC provided for installation of the System software can have
restricted rights, and it can prevent you from installation of necessary ActiveX components. In
this case you can need assistance of your respective specialist, and you can also contact employees
of our Bank - specialists of Technical Support Service (phone: (495) 777 — 34 — 73), which can help
you to solve the problem.

After you receive an access to the Bank's server, it is necessary to go to the System's homepage.
The System billboard is located at this page, information available to all persons connected to the Bank
server.

Each clause of the menu and possible actions of a user on generation and processing of documents
are considered in the following sections.

5. System Services

The main menu of the System consists of the following clauses:
= Registration.
Your work with the System shall start from this clause. Here you are required to input information
identifying you as the System user, and after registration, you can see the Bank billboard with
general notifications available to all System users and private notices designed only for your
4



entity. Only after registration in the System, the user can see and have access to other clauses of
the System.

= Documents for signing.
Before sending a document (notification) to the Bank, you need to affix necessary number of
electronic digital signatures of users. It is necessary for protection of your documents from
falsification and for their execution by the Bank. After affixing necessary EDSs, the document
shall be passed to the Bank for execution.

= Input of documents.
Selection of these menu clauses gives you an access to the System facilities on work with payment
documents in Rubles and foreign currency. You can generate a new document and affix a
signature on it, or send it to templates.

* View of documents.

In this section you can view current (not archive) documents, i.e. documents, sent to the

Bank for the last four calendar days (including today), statements of accounts and notifications
from the Bank, as well as request the Bank to send a statement under your account. It is possible to
view documents under a stipulated period when indicating necessary parameters.

= Search of documents.
Clause “Search” allows you to find all documents sent to the Bank (including archive), responding
to respective criteria set by you. For example, you can perform a search of documents for a
stipulated date or for a random period, search by account number, and etc.
= Service.
Selecting this menu clause, you can have access to service properties provided by the

System, for example, work with reference books, access to the Bank billboard, creation of
templates of high-usage documents, and etc.

= Exit.
This clause terminates your working session in the System.

The work with the System is, usually, performed by the Clients according to the following scenario:
registration and view of the billboard;

view of your account status, receive of statements from the Bank;

input of payment orders and other documents;

signing of generated documents by respective users (taking into account their rights of first or
second signature) by affixing EDS. Documents, signed by necessary EDSs of users shall be
sent to the Bank for execution;

e if necessary, application of service properties of the System;

e termination of the work session.

This work scenario is not mandatory and can be changed voluntary in accordance with your wishes. The
only mandatory action of each user is its registration before starting to work with the System.

6. Work with the System

In this section of the Manual the main menu of the System and all its clauses are described in detail.
To start your work with the System it is necessary to become familiar with sections Registration,
Payment Documents, Signing of Documents and View of Documents. You can get familiar with other
sections of the main menu of the System step-by-step, as necessary.

The range of services provided by the Bank can change from time to time and differ from the
services, described in this Manual. In this case you receive additional information from employees of
the Technical Support Service and the Client Department. The Bank will inform you about any changes
through the System Billboard.



To start the work with the system it is necessary to:
1. start Microsoft Internet Explorer;

2. o to page
https://ibc.nordea.ru/nordea/eng JSC Nordea Bank
https://ibc.spb.nordea.ru/nordea/eng St. Petersburg Branch of JSC Nordea Bank
https://ibc.arhangelsk.nordea.ru/nordea/eng  Arkhangelsk Branch of JSC Nordea Bank
https://ibc.nordea.ru/volgograd/eng Volgograd Branch of JSC Nordea Bank
https://ibc.nordea.ru/ekburg/eng Yekaterinburg Branch of JSC Nordea Bank
https://ibc.nordea.ru/nsk/eng Novosibirsk Branch of JSC Nordea Bank
https://ibc.penza.nordea.ru/nordea/eng Penza Branch of JSC Nordea Bank
https://ibc.rostov.nordea.ru/nordea/eng Rostov Branch of JSC Nordea Bank
https://ibc.samara.nordea.ru/nordea/eng Samara Branch of JSC Nordea Bank
https://ibc.saratov.nordea.ru/nordea/eng Saratov Branch of JSC Nordea Bank

3. agree with the program security system warning;
4. select "Registration” from the menu.

If any mistake on the page occurs, please renew it or try to connect the Bank server again.
6.1.Registration
Registration is the first action necessary to start the work with the System. Only when you register
as a User, you are granted an access to the System facilities.

To register, you need to select "Registration™ in the main menu. After that the following window
shall appear:

Private key store: IruToken L.l
Slot name; |Aktiv Co. ruToken 0 _I
PIN code: |
IV Show virtual keyboard T e ;
(Virtual keyboard W
| =N = B Bl e R B =2l e | R | -
Inactivity Timeout: 0 Mir
q W e r t Y u i 0 p [ ] Enter
—'UK a s d f a h i k | : ! bt Clear
blems in the menu Service. Shift 2] el (el Bl BhOl Bnal Emc o] R Rus

“File with a key” means the information created by you during generation of public and privacy keys.
Access to the specified file is protected by Code phrase (password) entered by you during generation of
these keys (See the User Manual of Key Generation (Supplement 1 to the present Manual).

In the field “File path” specify key location (generally it is directory A:\) Having pressed the button to
the right of this field, you can search a file using standard Windows tools.


https://ibc.nordea.ru/nordea/eng
https://ibc.spb.nordea.ru/nordea/eng
https://ibc.arhangelsk.nordea.ru/nordea/eng
https://ibc.nordea.ru/volgograd/eng
https://ibc.volgograd.orgres.ru/orgres/ibc
https://ibc.volgograd.orgres.ru/orgres/ibc
https://ibc.nordea.ru/ekburg/eng
https://ibc.nordea.ru/nsk/eng
https://ibc.penza.nordea.ru/nordea/eng
https://ibc.rostov.nordea.ru/nordea/eng
https://ibc.samara.nordea.ru/nordea/eng
https://ibc.saratov.nordea.ru/nordea/eng

In the filed ‘Code phrase” specify Code phrase protecting the access to file with keys. You should
remember the difference between lowercase and capital letters and enter in the language required for
information input.
In the field “Privacy keys storage” select ruToken as storage
e |f storage is selected correctly, the field Readout device will be automatically filled in — Active
Co.ru Token
e Inthe field PIN code enter the PIN code put in during key generation..
e By using Virtual keyboard while entering PIN code you enhance security and protect the
access to the system Bank-Client from spyware. Put a mark in the window.
e In filed Repeat in you can indicate the time in minutes after which the System shall ask you to
repeat your registration.

6.2.Input of Documents

This clause of the menu allows performing transactions with payment documents in Rubles and in
foreign currency and with messages. After selecting this clause, you are offered the following additional
menu, consisting of the following items:

— Payment documents
e  Payment Order IlnarexHoe nmopyueHue
e Sending the list of payment orders
— Message
— Documents in foreign currency
e Purchase of foreign currency
Transfer of foreign currency
Sale of foreign currency
Reservation
Reports
= Inpayments in foreign currency
» |npayments in Rubles
= Confirming documents
=  Transfer MT 101
e  Sale of foreign currency from transit account

—  Depositary transactions

After selecting the necessary item, you can generate the required document, send it to "Documents
for signing”, and then sign it by necessary EDS and send it to the Bank.

Below we describe the work with documents in Payment Documents.
6.2.1. Payment Order

When you select Payment Order item in the menu, you are offered to fill in a display form of the
payment order. You can store the payment order, which you filled in as a template, or you can pass it to
"Documents for signing™ item for further signing by necessary EDS and sending to the Bank.

The Bank in accordance with the acting legislation of the Russian Federation stipulates the form of
the payment order, and it is unified for all Clients.

For your convenience, the program allows creation of payment order templates, which you can use
in your work to minimize time for payment order preparation.

To enter a payment order, it is necessary to go Input of documents —» Payment documents —
Payment order and to fill in the form presented:



Payment order No E|edr0nical|yj j

Date [DDAMIYY YY) Fayment type

I (0277057367 KPP J Amaunt ID.DD Show |

e Ace.No  [40702810602000019372 o

TECTOBHH EMNMeHT cltSe FIO ﬂ

Nordeom

' Registration j
- Documents for signing

- Input of documents .
- Payment documents Payer's bark Bl |D44583990
QAQ "HOPIEL BAHE™ T'. HOCKBEA

| AE=Me30101810900000000390

f Beneficiary bank BIC I Search bank |
+ Currency documents -

» Documents for private ﬂ Acc. Mo I
individuals
: DF"‘““”"'"“‘""“ Beneficiary Acc. Mo I
» Review of documents ﬂ
-+ Search for documents
j Op.type 01 Due date I
INNI KPP Det. paym. I Pay priority I
Select | Res. field
Detzils of payment
[
[ -

2010-02-1%

var[18 s [markvaT =] Add|
Checkl Execute | Feference | Save |totemplate|

There are buttons Search bank near the field for input of payment details for the payer's Bank
and the beneficiary's Bank, they allow selection of details from the Bank reference book.

When you press Select key located near INN of beneficiary filed, you can select beneficiary's
details from the reference book of your counterparties. All details of the beneficiary selected will be
automatically inserted to the form fields.

After filling in all fields in the payment order, it is necessary to press Check button, to verify all
data inserted, and then press Execute and Save. When you press Execute button, you send the
document to folder Documents for signing. Transfer of this document to the Bank occurs only after all
necessary EDSs are affixed to this document by Users.

Button Save allows you to create a template based on the data entered in this payment order for its
further application in input of new documents.

After sending the document to the Bank (it occurs automatically after signing the document with
necessary number of EDS of the respective Users) and its transfer for execution to the Bank officer, a
notification system (paragraph 7 of this Manual) responses through the period set by you, and the
message on the Bank acceptance of the document is shown on the User's display ("Successfully
executed"). If the payment order sent by the Client is drawn up with mistakes, it is not fulfilled by the
Bank and the Client shall receive a message on the mistake discovered ("Completed with a mistake").

6.2.2. Transfer of the list of payment orders

When you select in menu Transfer of the list of payment orders, you can send to the Bank a
list of payment orders prepared in advance in a separate file. This function is convenient if you need to
send several payment orders to the Bank at one time.

There are two options to generate the list of payment orders:

1. Payment orders are prepared and downloaded to the System "Bank-Client" from 1S: Enterprise
software.



2. Payment orders are prepared using other software and downloaded to the System "bank-Client" in
one file. Format of files and payment order shall strictly comply with the format accepted in the
System.

Transfer of a list of payment orders

Setting of control parameters of numbers unigqueness

Sending to bank payment arders previously prepared in file

EEIMENNE) e [ [FERAEt EEEGS EeiEsly File farmat s=hould fully contfarm ta 1C Accounting format

prepared in file. File format should fully conform to
Tfarmat acceptable in Client Bank =system

DR raHAEALM A ITECTDBHH kAHeHT clthe JMo v|

Selectfiles Selectfiles

Press Select files button according to the file format and select the files with payment orders to
be sent to the Bank:

Laok in: | < Local Disk () ~] e e ER-
1 MSOCache
57aec303556be 15082e9c34cTeatbcd? [ oracle
bankDoc, PRG |CSIPragram Files
bankDoc, Tst [C)RURSUESYystem
ckSEkn Krasesa CTemp
cleedb Gyxrantep [ TestoDaY3Z_RED
cleak pykoEnAMTENE TP
clt&0p KoHTpOnEHaA [EJTOOLS
clkal dmnkan Svvp
ConslserData [ WINDOWS
Documents and Settings Iﬁ)ﬂmctuma MPOCPOHEHHEIM KAHMEHT aM
Idapi [Z] sqLMC Logs
Inkel
b Computer
File name: - Open
. | -] per_|
Files af ppe: ITe:-:t Files [*.tRt] ;I Cancel |
[T Open as read-only
-

After you have selected required files, it is necessary to press Send button, and your documents are
transferred to folder Documents for signing, where you can sign them and send to the Bank for
execution:

Transfer of a list of payment orders

Total files: 1
Processed: u}
Under processing:

List of files:

Send |



6.2.3. Message

Message item in the menu allows to the Client to generate a message and to send it to the Bank.
You shall stipulate the subject and enter the text in the respective fields. You can also attach a file to
your message. After preparation of a message and pressing button Execute located in the bottom of the
page, the document will be sent for signing. The message transfer to the Bank occurs only when the
required number of Users has affixed their EDS.

6.2.4. Documents in foreign currency

Using Documents in foreign currency item in the menu, the User can generate payment
documents for performance of transactions in foreign currency. Forms of documents are stipulated by
the bank and are unified for all Clients.

There are buttons near the form elements, they allow to automate the process of filling up of a
document and to use the reference books provided by the System.

The button Execute is located in the page bottom, its pressing provides saving of the filled up
document for its further sending to signing by necessary number of EDS and sending to the Bank.

After sending the document to the Bank (it occurs automatically after signing the document with
necessary number of EDS of the respective Users) and its transfer for execution to the Bank officer, a
notification system (paragraph 7 of this Manual) responses through the period set by you, and the
message on the Bank acceptance of the document is shown on the User's display ("Successfully
executed"). If the payment order sent by the Client is drawn up with mistakes, it is not fulfilled by the
Bank and the Client shall receive a message on the mistake discovered ("Completed with a mistake™).

Using the System, you can perform the following transactions in foreign currency:

— Purchase of foreign currency

— Transfer of foreign currency

— Sale of foreign currency

— Application on reservation

— Report on foreign currency transactions

— Report on Ruble transactions

— Report on confirming documents

— Sale of foreign currency from transit account
— Transfer MT 101

For convenience in filling up some documents, it is possible to apply reference books of the System,
for example, reference book of your accounts with the Bank, reference book of country codes, currency
codes, etc.

When you prepare a document of Transfer of foreign currency the reference book of bank SWIFT-
codes is available, renewed from time to time.

6.3.View of Documents

Using View of documents in the menu, you can view documents and messages sent to the
Bank, cancel (if possible) execution of documents sent earlier, and request the Bank a statement under
your accounts. After selection of this item in the menu, you can select necessary actions.

6.3.1. View of payment orders in RF Rubles

To view payment orders in RF Rubles, you need to select View of documents — Payment
orders — Payment orders. After that, you can see on the display the form, which allows selecting
parameters of the viewed documents.

10



After display, the form is automatically adjusted to show documents for today.

Payment order

unread incoming documents 1
documents to be signed 1]
documents sentto the Bank 0
Input new document [Payment order]

Show autcoming documents starting fram I1 5022010 J by blocks oflzﬂ & autgoing © incoming
Page updating |

To change parameters for selection of documents you need to fill the following fields:

— Show outgoing documents beginning from — enter in this field the date from which the
information shall be shown. Documents received by the Bank before such date are not shown on the
display;

— blocks by — here you shall indicate the number of documents, shown at the display at one time.

After pressing Renew page button, the System makes selection of documents according to the indicated

parameters. After that the view page shows the table with information on documents found. There is a

button - link in the upper part of the page, which allows you to pass to generation of a new payment

order.

The button Print located under the list allows printing one or several documents without their view. To

do it, you need to place a tick in the left column of the table near the documents, which you wish to

print and pass Print button.

To view the document, you need to press on its number. After that, you can see the page of document

view with the following fields:

— Answers to the document — here the answers to the selected document from the Bank are shown.

— Signatures — here information on the Users signed the document before its sending to the Bank is
shown.

— Print — pressing this button allows you to send the document viewed to printer to obtain its paper
copy.

— Copy — pressing this button transfers all data from the selected document to a new document. The
document received in the result of this action can be edited, signed by necessary number of EDS and
sent to the Bank for execution.

— Cancel - if the document viewed is not executed by the Bank yet, you can cancel its execution by
pressing this key.

If the document is not sent from the System to the automated bank system of the Bank (hereunder -
the Bank's ABS) at the moment of its cancellation, then the document is cancelled and the User
received "Cancelled" message.

If the document at the moment of its cancellation is already sent from the System to the Bank's ABS,
the User received "Cancellation requested” message. Later after the document cancellation in the
Bank’s ABS the User receives "Cancelled™" message.

Nordea ¥

+ Registration

- Documents for private

Actions with payment requests are similar to the actions with payment orders.

6.3.2.View of payment documents in foreign currencies

For view of payment documents in foreign currency, you need to select View of documents —
Documents in foreign currency in the menu, after that you need to select the item according to the
respective type of documents. Then you shall work as with payment documents in RF Rubles.

6.3.3.View of messages
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When you select View of documents — Messages, you receive an opportunity to view messages sent
to the Bank and received answers. In the field with the search parameters please enter the starting date
for information required. Messages received before this date are not reflected in the display. To select
the message date in accordance with such date it is necessary to press Renew page button.

Activation of Input of a new document (message) sign allows you to generate a new message and
send it to the Bank.

A table of messages found will be shown in the bottom part of the page. Pressing the message number
in the table, you go to the view page, where you can see answers to the respective messages received
from the Bank, and the text of you message below.

Then the work with the view page is similar to the above mentioned procedure with payment documents
in RF Rubles.

6.3.4.View of statements

Selecting View of documents — List of statements from the menu, you go to the page where you can
view statements under accounts received from the Bank earlier, as well as to create and to send a
request on a new statement generation to the Bank.

The button Print located under the list allows you to print one or several documents without their
preview. To do that you need to place a mark in the left column of the table against the documents,
which you wish to print, and press the button Print.

To create a new request and send it to the Bank, you need to press Generate a new request for
statement button, located in the upper part of the page. After that you go to the page of request
generation, where you shall enter two dates to determine the period of statement generation, and the
number of account for the statement. The number of account shall be selected by you from the list
offered. It is possible to request the statement under all accounts of the Client, then you shall select
under all accounts in Type of statement generation line.

After all necessary data are stipulated by you, your request on statement provision shall be sent to the
Bank by pressing Generate request.

Create statement request

NordeQ  Wrum e miwmm vy T

' Registration __ IW

.I?u:u::;:t;;urslgnlng JI J
0 es Create request

* Documents for private
individuals
+ Depositary transactions
- Input of documents
- Payment documents
' Payment arder

This request immediately appears in the table of request and it is marked with Processing in the form of
sand glasses (it shows that the request for statement is sent to the Bank but the statement is not received
yet).

The statement processed by the Bank has k symbol in the left column of the table, when you press to
the Bank reference, you can see the statement of your display.

a

The buttons of documents loading to external files are available in the statement view mode:

— Pressing Save button allows you to download the statement to a text file;
— Pressing Save in 1S format button, allows you to download the statement to txt file for its later
application in 1S program.
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Notes.

To import the statement to 1S it is necessary to go to service - data exchange — 1S Enterprise —
Client-bank in the menu of 1S. In the tab Exchange adjustments indicate: file name of import
transaction under current accounts — the path to the statement downloaded to the PC, in the
program name — the bank system client — INIST Bank-client ZAO Inist, Coding — Windows.
Then go the Export and Import tab and press Load button.

Press Save non-standard button to download the statement to CSV file (comma separated values),
the mark for fields separation - ““|” (vertical line).
In case of non-standard download the bank statement is exported to the catalogue selected by the
user in the form of two files:
- YYYYMMDD.REST - file of account balance;
-YYYYMMDD.OPER - file of bank transactions,
where YYYYMMDD - the date of the bank statement.
To exclude any mistakes connected with differences in presentation of data in different systems, the
following format of data is determined:
= - all amounts shall be entered in kopecks without digit separators
= - all dates shall be entered in YYYYMMDD format

Format of the file of account balances under the bank statement (YYYYMMDD.REST):
The following fields shall be filled in consecutively:
o statement date
number of the current account
account name
code of the account currency (810 - Rubles, 840 -USD, and etc.)
incoming balance under the account
the date of the incoming balance under the account
amount of debit transaction under the account
amount of credit transactions under the account
outgoing balance under the account
the date of the outgoing balance under the account

Format of the file of bank transactions under the account (YYYYMMDD.OPER):
The following fields shall be filled in consecutively :
o date of the bank statement
number of the current account
document date
document number
type of transaction
account of the payer
name of the payer
payer's INN
BIC of the payer's bank
correspondent account of the payer's bank
name of the payer's bank
beneficiary's account
name of the beneficiary
INN of the beneficiary
BIC of the beneficiary's bank
correspondent account of the beneficiary's bank
name of the beneficiary's bank

13



. transaction amount

o code of the transaction currency (810 - Rubles, 840 -USD)
o type of transaction (C — credit, D — debit)

o transaction details

The program provides the possibility of the statement view page-by-page (the page size is
according to the display at standard resolution). To apply this function, it is necessary to mark the
respective field in the upper part of the page.

6.3.5. View of the list of packages

All information transferred by Clients in the System is divided to commands and compiled to packages
for transfer to the Bank.
Selecting View of documents — List of packages in the menu, the System User can see the list of
command packages generated by him and by other Users, their contents and results of their execution
by the Bank.

To view the contents of a particular package, it is necessary to find it in the table and press to its

number. After that the table contents will be available for view.

The filed Beginning from located at the page allows setting an interval for the package view.
6.4.Documents for signing

All documents generated by you for transfer to the Bank for execution are transferred to the respective
folders of Documents for signing menu. After signing a document with a necessary number of EDS of
respective Users, the document is automatically transferred to the Bank for execution.

ATTENTION: if the Client's card with specimen signatures and seal available at the Bank
indicates the persons with the right of first and second signatures, the Client's documents
transferred to the Bank by the System shall be signed by the User with the right of the first
signature, and the User with the right of the second signature.

IF the card with specimen signatures and seal available at the Bank indicates only persons (a
person) with the right of the first signature, the Client's documents transferred to the Bank by the
System shall be signed by the User with the right of the first signature.

A signing of a document by a User with the signatory authority shall be perform by the selection of a

document for signing (by pressing v symbol against Signature of director or Signature of
accountant text under the respective document depending on the type of the signatory authority of the

User). If the User has a right of the first signature, then he presses to v symbol against Signature of
director text under the respective document, if the User has a right of the second signature then he

g

presses to v symbol Signature of accountant text. After that v/ symbol changes to “** ~  symbol.
=! Payment order

unread incoming documents 1
documents to be signed 1]
documents sentto the Bank 0O

Show documents by blocks DfIED SEtl
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Payment order

unread incoming documents 1
documents to be signed 1
documents sent to the Bank 0

Nordea ¥

' Registration

- Documents for signing Show documents by blocks c|f|2D Setl

' Payment order

* Currency documents 180212010 1 10000.00

* Documents for private

individuals

* Depositary transactions |_[Bank Ref.Number| Date [Amount[Recipient]  Account [Payment details| _Signatures |
- Input of documents Wl sz620050 52 18022010 10000 kigkfihg ~ 40702810700000000001 wikmivkmly ¢

- Payment documents First signature

Printl Deletel Tasign |

th [
* Currency documents
-+ Documents for private

These actions can be made with 1 document, with several documents from the available list, and with
all documents simultaneously (it is necessary to press select all button and affix the signature in the
respective line against Signature of director or Signature of accountant text).

i
After performing of these actions, it is necessary to press Sign button. All documents marked by *+ -

symbol will be signed by the User's EDS, and it is confirmed by darkening of signature in FEF
symbol.

ATTENTION: The document can be signed by a User with the right of the first signature if there
is no User with the right of the second signature and vice versa (the priority of document signing
by the User with the right of first and second signatures can be random).

The document signed by necessary number of EDS of respective Users is automatically transferred to
the Bank for execution, and the document is transferred from Documents for signing folder to View of
documents folder.

Print button located under the list of documents allows printing one or several documents without their
preview. To do that, you need to place the mark in the left column of the table against the documents
you wish to print and press Print button.

Delete button allows deleting one or several documents without their preview. To do that, you need to
place the mark in the left column of the table against the documents you wish to delete and press Delete
button.

6.5.Search of documents

6.5.1. Search of documents menu allows you to select the documents according to the set parameters
among bank documents signed by you and sent to the Bank. It is possible also to view archive
documents in this menu. For example, you can view payment orders where some particular payment
details are indicated and which were generated for the period indicated by you. To perform the search
of documents, you are offered a form with search parameters of selected documents. Its own set of
search parameters is provided for each type of documents.

6.5.2. Search of payment documents in RF Rubles

When you select Search of documents — Payment orders menu, you go to the page where you are
offered to stipulate search parameters:
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Payment order

Nordea W

Date (doimmdyyyy) from: | J ill: | J
Amourt from: 1o

' Registration I I

» Documents for signing Murmber I

+ Input of documents

- Review of documents Carrespondent I

- Search for documents

¢ Payment er FufrEsE I

Search type % among all documents  © among completed
[ archive o outgoing (o incoming up to |2D on page
State [ Ay |

+ Documents for private
individuals Search | Clear |
- Depositary transactions

- Service

In this form, it is possible to fill in a part of fields (input of dates is mandatory), and the search of
documents will be performed according to this information.

Stipulation of a period

The period of time for the required information shall be stipulated by dates in format day/month/year
(dd/mm/yyyy). There is a button located on the right from the field for convenience of the date
stipulation, it allows you to use a calendar.

Stipulation of an amount

In fields Amount from ... to ... , You can stipulate the limits for the amount indicated in the payment
order, for example, from 500.10 to 1000.20 (at that the payment orders for the amount from 500=10 to
1000=200 Rubles shall be selected). In case when you wish to indicate amounts in whole Rubles, it is
possible to indicate without stipulation of .00 symbols (for example, it is possible to indicate from 500
to 1000).

Stipulation of a document number
In Number field, you should stipulate the number of the payment order. For example, if you enter digit
9, then all payment orders with number 9 are selected.

Stipulation of your counterparty
In Counterparty field, you should enter a text fragment, which shall be contained in the documents
searched, in "Beneficiary" line.

Stipulation of payment details
In Details field, please enter a text fragment, which shall be contained in the documents searched in
"Payment details" line.

In Type of search line, you can select the following search options:

— option under all documents allows you to search under all documents sent to the Bank irrespective
to their current status.

— option under completed allows you to search under documents, already executed by the Bank.

— option Outgoing allows you to search among the documents sent to the Bank.
— option Incoming allows you to search among the documents received from the Bank.

— option Archive allows you to search archive documents.
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In Status line, you can indicate the status of documents, which shall be searched.

To start the search procedure taking into account the parameters stipulated, you shall press Search
button. A table with information on payment orders with stipulated parameters shall appear after such

search. The work with the table is performed as in the mode of payment order view.

6.5.3. Search of statements under accounts

When you select Search of documents — Statements under accounts in the menu, you go to the page
where you can indicate the search parameters:

Statement

Nordea ¥

Date (ddimméyyyy) from:l J il | J
| Registration Context (fragment) I
- Documents for signing Bank Reference I
- Input of documents
» Review of documents ™ archive up to |2D on page
- Search for documents
r - Search | Clear |

Les]

< Currency documents

= Documents for private

individuals

= Depositary transactions
- Service

In this form, it is possible to fill in a part of fields (input of dates is mandatory), and the search of
documents will be performed according to this information.

Stipulation of a period

The period of time for the required information shall be stipulated by dates in format day/month/year
(dd/mm/yyyy). There is a button located on the right from the field for convenience of the date
stipulation, it allows you to use a calendar.

Stipulation of the statement text
In Context (fragment) field, you can enter a text fragment, which shall be contained in the statement
searched.

Stipulation of the Bank reference
In Bank Reference field, you can enter the Bank reference according to the statement.

When you select Archive field, the search of statements will be performed among archive statements.
Search of payment documents in foreign currencies

When you select Search of documents — Documents in foreign currencies in the menu, it is possible
to search necessary documents under transactions in foreign currencies. For each document a separate
form shall be filled in, which determine parameters of the search performed. Each form shall contain a
calendar period, currency code, banks details, and other data necessary for your documents.

The principle of search of documents in foreign currencies is similar to the search of payment orders in
RF Rubles.
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6.6. Service

In Service menu you can use additional options provided by the System, obtain an access to different
reference books, templates, and the billboard.

6.6.1.Search of a bank

In Service — Search of a bank menu, you can check details of any bank according to the reference
book of the Bank of Russia.

To perform a search, you need to stipulate the Bank's BIC and its name (a part of its name) in the
respective fields of the form offered. After you indicate these data and press Set button, you would see
information on all banks found in the reference books with the details corresponding to the conditions
stipulated by you.

The buttons located above the list of banks are designed for transition to next or previous page of the
reference book.

6.6.2. Exchange rates

In Service - Exchange rates menu you can find information on exchange rates fixed by the Bank for
the date you prefer.

6.6.3. Reference book of clients

In Service —» Reference books of clients menu, you can place information of your counterparties.
Application of this information can considerably decrease time costs for generation of settlement
documents and decrease risks of mistake in indication of counterparty details. A reference book
generated by you is not available to other Clients of the Bank.

When you fill in a payment order, press Select button, located near INN of beneficiary field, you can
select the required beneficiary from the reference book, and beneficiary details will be entered
automatically to the fields of the form.

If you enter INN of a beneficiary to the line "INN of beneficiary" and press Select button, other details
of your counterparty are entered to the respective fields of the form (if your counterparty is available in
the reference book of clients).

Information entered to the reference book can be edited or deleted from the book by buttons, located in
left columns of the list of your counterparties.

There are fields for search options of your counterparty in the upper part of the window.

6.6.4. Templates

In Service —» Templates menu, you can place documents, which you use permanently. Application of
templates can considerably decrease time costs for generation of documents and decrease risks of
mistakes in payment details. Templates generated by you are not available to other Clients of the Bank.
You can create a template by the following means:

— Press Enter new template on the page of Service - Templates menu, after that fill in and save the
form.

— After entering a new payment document at selection of a respective menu item (for example, for
payment orders — Enter of documents —» Payment documents — Payment order), it is
necessary to enter the template code in the template position (any digits or symbols at your option)
and press Save button.

— Select the payment document necessary for template in View of documents menu, copy it, pressing
Copy button, after that enter the template code in the template position (any digits or symbols at
your option) and press Save button.
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When you work with templates press  button (Edit/Execute), located in the left column of the list, it
allows the User to go to the mode of the payment document entering with the filled document from the
template on the display.

6.6.5.General messages

In Service — General messages menu you can read any message sent by the Bank to all its Clients. To
do that you need to place the cursor on the message and press the left button of the mouse.

6.6.6. Personal messages

In Service — Personal messages menu you can read any message sent by the Bank to your entity.
Other Clients of the System do not have any access to these messages. To view information, it is
necessary to place the cursor on the message and press the left button of the mouse.

6.6.7. Troubleshooting

In Service — Troubleshooting menu, you can see information on requirements to the software
installed on the workstations of the System Users, as well as recommendation of the Bank on
elimination of possible problems with the System.

If you have any problems with the System, you can call to the Bank to the Technical Support Service,
phone (495) 777-34-73, and the Bank's specialists will help you.

6.6.8. Adjustments of the control of duplicated numbers of payment orders

In Service — Settings — Settings of duplicated numbers control of p/o menu, you can create
payment orders in RF Rubles with unique numbers.

Sefting of duplicated numbers' control p/o
Impart pia (payment order) with duplicated number IYeg vl Setl

Nordeo Control petiod of & number unigueness (in days) ID El

+ Registration

-+ Documents for signing
-+ Input of documents

- Review of documents

When you indicate in Period of the control of the number uniqueness (in days) field the number of
days, you can create documents with unique (not repeating) numbers during such period.

When you import payment documents to the System from other software (for example, 1S program),
you can set 2 possible modes of work indicating yes or no in Import p/o with duplicating number of
the text. When you indicate yes in this text field, the payment orders with numbers matching the
available numbers of other payment orders in the System, generated in the respective time, will be
imported to the System. When you indicate no in this text field, these payment orders will not be
imported to the System.

7.System of the Client warning

In the course of your work with the System, you can receive from time to time warnings on events
occurring in the System with your documents; here is an example below:
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Information

Nordeom

unread incoming documents 0 Person: Khaseea Napuca

documents to be signed 1 Hame: TecTOBERIA KNMEHT chtSE Y110
documents sent to the Bank 17 Account information
A e
+ Input of documents Hame: 080 "HOPOEL BAHK" I MOCKBA
. Review of documents Address: 125040, MOCKBA, 3-A ¥NLAMCKOMD NoONA 19 CTPA
» Search for documents Corr account: 30101310900000000330 BIC: 044583930
- Senvice
! Exit Personal messages
OnUcaHne BHYTPEHHEr o (hopHaTa Jarpy ki NAATERHBIN MO pYYEHHITL 30M0802005
Mopagok 1 Cpoki NpeleTaBAEHHA LOKYHEHTOB BANKTHOIO KoHTpona, Hoboe! Q2M0E2009
Mopagok 1 CPpokn NpedcTaBNeHnAa J0KYHEeHTOB BANKTHOIO KOHTpONA. Crapoel 04/08:2009
WieHeHHe HaMMeHoBaHNA BaHka. BanwtHem KoHtpone. Crapoe. 2000802009
Hudropunpyen Bac 06 nineHeHHH HaMeHoBaHua baHkal 31052009
ORGRESBANK will operate in Russia under a new name! 3140852009

HenonbioBaHWe HOBOTO HAMKMEHOBaHNA BaHka BO BHEWHETOProBbIX KoHTparkTax.  10/082003

Page updating

If necessary, you can set a convenient period of information renewal (on default - the period of
information renewal - 20 minutes).

8.Security issues

The System security is provided by application of standard protocol SSL in its software for protection
of transferred information under open communication channels, and by application of electronic-digital
signatures for prevention of document falsification from a User's workstation, and outside.

Protocol SSL
The protocol SSL is one of the standard solutions for data protection transferred by Internet. Many
modern WEB-servers and WEB-browsers have in-built support of this protocol. Application of this
protocol allows solving the following tasks:

— WEB-server authentication. This procedure warrantees that the system User is connected with a
particular server of JSC Nordea Bankwith a respective international certificate;

— Generation of a unique session key. An availability of a session key allows protection of data, even
if in one particular session (in one communication session) the data protection was violated (its
probability tents to zero);

— Transfer of date through Internet in protected form, warranting the data security.

Electronic identifier ruToken — personal access device to information resources, full-scale propotype
of smart-card in the form of USB pendant Identifier is designed for safe storage and use of keys,
certificates, encryption keys and electronic digital signatures

Electronic digital signature— electronic document details, designed for protection of such electronic
document from falsification, obtained as a result of cryptographic transformation of information using a
private key of electronic digital signature and allowing to identify the owner of the signature key
certificate, and to ascertain the absence of any information distortions in the electronic document.
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Certified system of cryptographic protection Agava-S. The system complies with the state standards:
GOST 28147-89, GOST R34.10-94, GOST R34.11-94, GOST R34.10-2001 and the requirements of
Federal Agency for Government Communications and Information.
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Supplement 1
to the User Manual on installation and application of
"Bank-Client/Internet" System of JSC Nordea Bank

USER MANUAL

On Key Generation
(used system of cryptographic protection — Agava)

To enable work with the System each User should generate and confirm his keys in the Bank
which is performed in three stages:

1.  Preparation of User’s generation tools;
2. Generation of public and privacy keys by each User;
3. Confirmation of keys in the Bank.

The envelope submitted to you contains the identifier RuToken and personal registration
information which should be specified during key generation process..

Electronic identifier ruToken — personal access device to information resources, full-scale
propotype of smart-card in the form of USB pendant Identifier is designed for safe storage and use of
keys, certificates, encryption keys and electronic digital signatures. Certificate of Conformance No.
SF/124-0999 of Federal Security Service of Russia.

Key generation should be carried out on computer with the printer switched on, because in the
process of ket generation it will necessary to print out Cofirmation Certificate of Key Generation.
Step by step actions of User are given below:

1. Installation of RuToken electronic identifier

WARNING: Your organization can impose restrictions on a computer where the System’s software is
supposed to be installed, which could hamper in installation of a driver for RuToken and the lement of
ActiveX. In this case your expert’s assistance will be required.

Step 1

For correct work of Bank-Client on your computer you should upload elements of Active X from the
web-site. To do that you should go to the Bank-Client system page to reference -
https://ibc.nordea.ru/nordealibc .

Upon the first entry at the top of a page you will see the message — This node is attempting to install
the following add-in...”

o | @DJSC Mordea Bank tech.support: (495) 777-34-73 em... | |

'Q' This website wants to install the following add-on: 'Ibc Agava support’ from 'ZAO INIST'. If you trust the website and the add-on and want to install it, dick here...

N(‘ldeo’) General notifications

o
LB BT TEXHWYECKAR MOLQOEPAKKA CHCTEM BAHK-KNUEHT 777-34-73 25/03/2005
PykoBogcTBO NONL3oBaTens no cucteme "Bank-Knuent/internet"” 11122008
1C u "Bank-KnuenT Internet”. Skcnopt/Hmnopr. 19/02/2008
TunoBbie GNAHKK 3aABNEHWIA MO CHCTEME "BaHK-KnneHT", 11/07/2008
®ainsI 4NA NOETOPHOM NEYaTn AKTOE O NPMSHAHMK KN4a. 27N 02009

pany INIST

NPW MPOBNEMAX C PETUCTPALIMEN NPOYNTANTE 3TO COOBILEHWE >> 29/01/2010
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https://ibc.nordea.ru/nordea/ibc

You should require to press this message and select out of the shortcut menu bar — To install. In the
window you should press — To install..

Internet Explorer - Security Warning

Do you want to install this software?
Mame: Ibc Agava support
Publisher: ZAQ INIST

Maore options Install ] [ Don't Install

While files from the Internet can be useful, this file type can potentially harm
your computer. Only install software from publishers you trust, What's the risk?

Step 2.

Then it is necessary to install a driver for RuToken identifier
On the main page of the Bank-Client system (https://ibc.nordea.ru/nordea/ibc) it is necessary to start

) dpatieep
load a driver for RuToken. To do that you should press

Nordeo m General notifications

' Registration TEXHWYECKAS MOMAAEPKKA CUCTEM BAHK-KITMEHT 777-34-73 25/03/2005
PYKOBOACTED NONLIOEATENA NO cucTerme "BaHk-Knuent/internet” 11122006
1C n "Bank-Knuent Internet”. 3kcnopt/HmnopT. 19/02/2008
TunoBbie GNaHKN aABNEHWA Mo cucTeme "BaHk-Knuent". 110772008
@annel 4nA NOBTOPHON NEYaTH AKTOE O NPU3HAHWK KNHYa. 2102008
NPH NPOBMEMAX C PETUCTPALMEA MPOYNTANTE 3TO COOBLIEHME >> 29/01/2010
>> HsmeHeHWe okHa BXoga B cueTeny "Bang-Knuent" << 28/01/2010
#H5E BHHMAHNEY! OTBETHI HA YACTO 3ANABAEMBIE BONPOCKI! &5 168/02/2010
--\ ECnK OKHO pervcTpawHk He OTKPLIE3STCA /- 28022010

ATTENTION If errars occur while operating the system,
we recommend to see the page Solving problems in the menu Service.

For clients who have received electronic ID Rutoken to generate keys:

ATTENTION Before generating keys, install the driver for electronic ID RuToken.
Go to page for load drivers=>>

In the appeared window press the button Save and specify the path to the catalogue where it is
necessary to save a file for the subsequent installation.
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0% of ...rivers.x86.v.2.52.00.0338.exe fro... EJ|:,E| B CUCTeMe BaHk-Knu

dBneHHel2 KOMMOaHy
0 File Download - Security Warning

Getting File Inform

.ersxas.y.2.52) Do you want to run or save this file?

]

Estimated time left MName: riDrivers.x86.v.2.52,00.0338.exe

Download to: Type: Application, 2,37ME

Transfer rate: From: www.nordea.ru

[] Close this dialo
dUHOHHBIE CHCT] et can be useful, this file type can

@ifir computer. f you do not trust the source, do not

34aTe AMCTpKOY]

Save As

Save in: |&}n.rtnken V| (3 s

My Recent
Documents

L

Desktop

My Documents

My Computer

-

File name: |rtDri':.rers xB6.v 252 00.0338 hd |

My Networde | Save as type: |Ptpplin::a‘tin::n Cancel

Then it is necessary to unzip the downloaded archive rtDrivers.x86.rar into the current catalogue and
startup the file rtDrivers.x86. The Master Installation of Rutoken driver will start up. In the appeared
window press the button Next.
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i Apakeepun Rutoken - El

Bac npMBETCTBYET NporpaMMa YCTaHOBKH

Ipaiieepoe Rutoken

Mporpamma yoTaHoerT dpaisepel Rutoken Ha KoMnstoTep.,

0nA MPOACITHEHMA HEHMWTE KHoMKy "danee”,

Warning: Important! Do not connect Rutoken device to computer before the end of installation. If
it is connected disconnect it.

i Apaieepbi Rutoken

MporpaMMa roToBa K ycranoeke [pansepos Rutoken

BHHMAHHE!
He nogknrouanTe ycr poict 60 Rutoken K koMnblOTEPY OO0 OKOHYAHHA
ycranoBku! Ecnn Rutoken yxe nogKnoyeH, 0TCOSOHHMTE 0.

¥heauTech, 4TO YCTaHOBKa OCYWECT BNAETCA NoKanbHo. MCcnonb3oBaHne
TEPMHHANLHOND NOOKNHYEHHA ONA YCTAHOBKA NPOOYKTA 3anpeujesol

HaMUTE KHOMKY "YCTAHOBWMTE ", YTo0bI HEYATE YCTaHOBKY.

HammMuTe kHonky "OTMEHa™ ANA BeIX0AE M3 NPOrpaMMel.

< Hazag YCTaHOEWTE OTMeEHE
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i Jpaieepw Rutoken E'

[paiieepbl Rutoken ycraHoBAEHbI yCNewHo!

MporpaMMa yonewHo yoTaHosrna dpaiisepsl Rutoken,
Has#MUTe KHONKY TOTOB0 ™ ANA BRINOAE M3 NPOrpaMMel.

Hazan [oToBO OTMEHE

Having assured that the above-mentioned recommendations are fulfilled — press the button To Install.
After the end of installation the system will display the window informing on successful completion of
the procedure. In the appeared window you should press the button Ready.

After driver installation connect the identifier to USB port. In system tray you will see messages
confirming successful installation of Rutoken.. After the identifier is connected, a light-emitting diode
(LED) will be on, it is the sign that Rutoken is correctly recognized by the operating system and is
ready to work.

2. Generation of public and privacy keys

Step 3.

To create your privacy and public keys go to Key generator located on the main page of the Bank-
Client system (https://ibc.nordea.ru/nordea/ibc).
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Nordeo!‘ General notifications

+ Registration

TEXHHYECKASA NOOOEPAKA CHWCTEM BAHK-KIMWEHT 777-34-73 25/03/2005
PyKOBOOCTEC NONLIOBATENA No cucTeme "badk-Knnent/internet” 1141212006
1C u "Bank-KnuenT Internet”. 3kcnopt/MmnopT. 19/02/2008
Tunoesie GNaHKK saRENEHWA No cucTeme "Bank-Knnwent". 114072008
dainsl AnA NOETOPHON NeYaTH AKTOE O NPHIHAHWK KNHYE. 2711062009
NPH NPOEMEMAX C PETUCTPALMER MPOYHTANTE STO COOBLUEHUE >> 29/01/2010
>> HasmeHeHWe OKHa BX0Oa B cHCTeMy "BaHk-Knuent" << 2800172010
#5 BHHMAHKE!! OTBETbI HA YACTO 3ALABAEMBIE BONPOCHI! #5 18/02/2010
--| ECnK oKHO pErMCTRauMK He OTEPbIEaeTCH /- 281022010

ATTENTION If errors occur while operating the system,
we recommend to see the page Solving problems in the menu Service.

For clients who have received electronic ID Rutoken to generate keys:

ATTENTION Before generating keys, install the driver for electronic 1D RuToken.
Go to page for load drivers=>

Key generating

Take your personal envelope (the name of you organization and your name are printed on it), received
in the Bank. Open it, enter you details into relevant fields of key generator. Press the button Enter.

W | EDJSC Mordea Bank tech,support: (495) 777-34-73 em... ||| "7

Data for key generating

Code of client CHDDD

Nordec-!‘

Code of user cl1000r

Curname
' Registration Surmname

EE MName

tern operating license

Widdle name |1 1icicile namel

- =5
ompany INIST

Connect the printer to computer and check if there is paper in it.

Connect your personal identifier Rutoken which was submitted to you in the envelope with personal
data. Check if LED is on, it is the sign that Rutoken is correctly recognized by the operating system and
is ready to work.

Then go to the window Key Generation and press the button Generate set of keys.
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Generating of keys

Please be aware that printer is connected to computer and the paper is loaded, in case printing is impossible - the keys would not be prepared.

Generate set of keys ]

The window Generation of Agava key will appear.

Agava user key generation

|zer code: K.en number:
|-:It58r |5E=3III3

Frivate key store:

IruTnken 1|rl

Slat name:

Ektiv Co muToken (] I
FIM code: K.eyboard parameters:

Caps Lock:  OFF

Repeat pazgword: Lapaut =1
Cancel

e In the field Privacy keys storage select Rutoken. If there is no such title, it means that no
drivers for Rutoken are installed. Go to Step 2 — load, install and repeat the process of key
generation.

e In the field Readout device the value Aktiv Co. ru Token O will appear, if privacy key
storage is successfully identified. Otherwise, it is necessary to check whether Rutoken
identifier is connected to computer and LED is on.

e Inthe field PIN code enter standard PIN code given by the manufacturer — 12345678.

e After pressing the button Ok you will be proposed toreplace a standard PIN code by your
code. Change a PIN code.

You should enter a set of digits and/or letters which will collectively make private information
(password) and will be used for work in the System.

If wrong PIN code for Rutoken is entered 15 times, it will be blocked.

ATTENTION! Always use complex password (which is difficult to guess). While giving passwords
use only Roman sumbols of lower and upper case and digits (for example, Lp6g9f2ous). User’s
privacy key is encoded by code phrase. If you require to change a code phrase, you should apply
to the Bank to receive a new primary key.

After you pressed the button Ok the window Print will appear. You should print Acts in two copies.

ATTENTION! Your Rutoken became a key one.
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a. You should keep Rutoken in place where unauthorized stealing is impossible;
b. avoid leaving it in USB-port, when you leave a computer

c. you should not transfer your personal Rutoken to the third parties, including
employees of your organization.

After Act on key condifrmation is printed, message on successful generation will appear.

Generating of key is finished

Your new Set of keys was generated and waits for being certified.
It iz required to providet the Bank with "Certificate of acceptance of the key”.

3. Confirmation of key generation in the Bank
Your set of keys has been sussefully generated. Act on key confirmation printed after its generation
will confirm key generation. If Act on key confirmation is not printed, read paragraph Act
Reprinting. This document in two copies should be submitted to the Bank for your registration as a
participant of Bank-Client system (two copies should be signed by you and stamped by the seal of
your organization).

ATTENTION!

e You will not be able to use services of Client-Bank system without registration ofActs on
key confirmation by the Bank

e You will be able to change a forgotten PIN code to your personal Rutoken, having applied
to a servicing Bank Branch and submitted an Application on formatting of RuToken with
the following resoration of a standard PIN code.

Act Reprinting

If an Act was not confirmed by the Bank for any reasons and the key was not registered in the Bank-
Client system, to reprint acts, you should go to Key generator located on the main page of Bank-Client
system, (https://ibc.nordea.ru/nordea/ibc).

Enter your personal data (see personal envelope) into relevant fields of key generator. Press the button
Enter.
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) Code of client =t —
Nordea¥” Joee

Code of uzer ICltEEkn

Surname
' Registration ISurname
+ Documents for signing Mame
» Input of documents IName

- Review of documents Middle name I
- Search for documents

- Service Help |

y lierts
ocument templates
* General notifications

The window with the button Print of certificate of the key will appear. Then the window Print will
appear.

FeHepauMa knNw4en

| PacnedyaTaTe akT l




