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1. Introduction:

Virtual sensors can be a very powerful tool in your monitoring system. On the
securityProbe, you can have up to 80 of these virtual sensors and they allow for a
multitude of applications.

Integration with MODBUS networks with the securityProbe as a MODBUS master/slave,
SNMPget and ping commands and others are all possible from the virtual sensors. An
example use of this could be to use the securityProbe as a probe manager. If you had a
securityProbe and multiple sensorProbe devices they could all be monitored, mapped
and alerted via the securityProbe. You can perform SNMPget commands on a server to
monitor memory or CPU load, or you can ping network enabled devices and be alerted if
they go offline.
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2. Configuring Virtual Sensors

The virtual sensors are found in the Sensors tab and “virtual sensors” from the left
hand menu.

Sensors Menu 1 2 3

Auto Sense [ [ Auto Sense ] [ Auto Sense ] [ H Auto Sense ]
Camera Motion Detection
@ @ &

Status
Sound Detector

Online .' . .

This page shows the sensor ports

and their respective status and state. Dual Sensors HIC NIC
Click on a port to display or configure
its settings. Please =

Ho Camera Signal Detection

Wirtual Sensors:

You will then be presented with the following screen, showing your 80 virtual sensors:-

AKCP AKCP securityProbe

Location: 7th floor Current System Time: 26/8/08 08:58:29

Summary Picture Log / Sound Log Sensors Notification Settings Applications Help

Virtual Settings

Sensors Menu

Virtual Sensors 1 2 3 4 5 6 7 8 9 10 1" 12 13 14 15 16 17 18 19 20
Sensor Ports
Camera Motion Detection ! @1 1 1! F1I1ILIEYIOLELIOLON
Sound Detector
No Camera Signal Detection 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40
[ —— S B

This page shows the Remote Sensor 4 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60

ports. Remote Sensor is a visual sensor

that reading value from Shell script. ' I ! I ‘ l I I ! ‘ t I ! I ‘ l I I ! ‘
Shell script must print sensor value to
Standard Output.

Scripts must return 0 if succeeed
otherwise is detemine as SENSOR

ERROR IO E R IR L N LT I L 1O B 11 IO L 1O L 1O L A L]

Click on the first available virtual sensor (in this case 3) you can then choose what type
of sensor to setup from the next screen. First click on the “Configuration” button, then
you will have a choice of SNMP Get, Ping, Custom Script, MODBUS, Boolean, or Trap
Receiver.
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AKCP AKCP securityProbe
Location: 7th floor Current System Time: 26:8/08 09:05:23
Summary 2 Picture Log / Sound Log ™ Notification Settings Applications Help
Virtual Settings
Sensors Menu 5 6 8 9
Sensor Ports
Camero Mation Detection PPN T T O 1 T TR I T R T Tt
Sound Detector
No Camera Signal Detection 21 22 23 24 25 26 27 28 29 30 31 32 3 3 35 36 37 38 39 40
Virtual Sensors
S . TR TR AT I T T L T T O T A (O T
15— 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60
Thi h the R te S
pors Remole ensor s asualsenso L rtr1rt1r11r1111111
that reading value from Shell script
Shel’l s":mﬁmu:( pv’lnl sensor :a:ze o 61 62 63 64 65 66 67 68 69 70 7 72 73 7 75 76 7 78 79 80
Standard Output
Script: tretumn 0 if d
oherwise is delerine a4 SENSOR e G (0 Y (R G G G R R £ (0 R (R B S 1 (R
ERROR.
—— o r—
Ping
Y |
MODBUS
@199’-2008AKCP.?:°'“"

3. SNMP GET:

If you select SNMP get from the menu and click next, you will get the following page:

AKCP AKCP securityProbe

Location: 7th floor Current System Time: 26808 09:10:56
| (T —
| Summary Picture Log / Sound Log Sensors Notification Settings Applications Help

! Virtual Settings
Si s Menu
Whaisensos 1 2 3 4

5 6 7 8 9 10 1" 12 13 " 15 16 17 18 19 20
Sensor Ports ~
Carmets Mot Deteetion § L R g o R S e O R G
Sound Detector
No Camera Signal Detection 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40
Virtual Sensors
USRI IRINTER ISR I LA L ] T 1O I I S IR IO LA T A 1 T 2
| P — M @2 43 44 45 46 47 48 49 S0 51 52 53 54 55 86 5 58 59 60
Th h the R e S
ports.Rermote Sensor s awsual sensor LI I R (R L S R e O
that reading value from Shell script
Shell script must print sensor value to 61 62 63 64 65 66 67 68 69 70 7 72 73 7 75 76 7 78 79 80
Standard Output
Seript treturn 0 if d
e e e I ORI (R I O B
ERROR.

Host
SNMP Community
oD

Sensor Style | Switch ¥

Normal State Value 0
Description of Status When Normal  Normal
Description of Status When Critical  Critical

[ cancel |[ Back || Next |

|

Sensor Name: - Input the name you wish to use to identify your virtual sensor.

Host: - The IP address of the unit on which you wish to perform an SNMPget command.
For example, this could be the IP address of a sensorProbe2 device.

SNMP community: - The SNMP write access password, default is usually “public”.
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OID:- The OID for what you wish to monitor. If for example you want to poll temperature
data from a sensorProbe 2 device with a temp sensor on port 1, then you would use the
following OID:

1.3.6.1.4.1.3854.1.2.2.1.16.1.3.0

where the last digit (0) is port 1. For port 2 the last digit would be 1. If you are monitoring
some other device, you will need the relevant OID for what you wish to measure. You
may use the “Get SNMP OID” button to get OIDs for AKCP devices/sensors.

Sensor Style: - Choose either switch or analog. A switch sensor would be for example a
water sensor, on or off, an analog sensor would be a temperature sensor or humidity
sensor, or some other sensor that gives a data value.

Description when Normal: - ex., Normal, Critical, Online etc.
Description when Critical: - ex., Critical, Offline, Low etc.
Normal State value: - 0 or 1 (for switch type sensor only).

If you choose an analog style sensor, you will get a slightly different menu:

Sensor Name hlirtual Sensor Port _

Host
SNMP Community
OoID
Sensor Style ‘W[
Value Factor XA
Unit Text  [Unit -
Value Range for Slider Bar p To l1l]l]

| Cancel J[ Back J[ Next ]

Value Factor gives you the chooses from the drop down menu as x1, x 0.1, x 0.01 or
x0.001

Unit text: - example, if measuring temperature “degrees centigrade” or if measuring
humidity “percentage humidity” etc.

Value range for slider bar: - The range that you wish to measure. For temperature you
could put the max at 100 for 100 degrees, or humidity, 100 for 100%.

When finished, click on next, you can then configure the time interval between data
polling.
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4. PING

If you select a Ping virtual sensor and click next, you will get the following screen:-

AKCP AKCP securityProbe

Location: 7th floor < = Current System Time: 26/8/08 09:10:56
[ Summary Picture Log / Sound Log . Sensors Notification Settings Applications Help

Virtual Settings

mmum; 1 2 3 4 5 6 7 8 9 1 1 12 13 M 15 16 17 18 19 20
Sensor Ports .
Comratitonptctin R0 [T I S U S O B I B O
Sound Detector
No Camera Signal Detection 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40
Virtual Sensors
e It
| T 4 42 43 4 45 46 47 48 49 50 51 52 5 54 55 86 5 58 59 60
Thi he the R e S
Dot RarnGIN SeTsue e et etioos O SR SR S (R (R GRS G G GG (I R O (R (R (R (I R (B
that reading value from Shell script.
Shell script must print sensor value to 61 62 63 64 6 66 6 6 69 70 71 72 73 74 75 7% 77 718 79 80
Standard Output.
Scripts must return 0 if d
B e PRSP S R S T St
ERROR
| ee— el i
Host
SNMP Community
oo
Sensor Style | Switch ~
Normal State Value
Description of Status When Normal  Normal
Description of Status When Critical  [Critical

Sensor Name: - The name you wish to use to identify the sensor, for example “Ping of
server”

Host: - The IP address of the network device you wish to ping
Description when Normal: - ex., online
Description when critical: - ex., offline

Normal state value: - 0 = ping successful, 1 = ping times out.
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If you select a Custom Script and click next, you will get the following screen:-

AKCP AKCP securityProbe

Location: 7th floor Current System Time: 26/8/08 09:23:56
Summary Picture Log / Sound Log Sensors Notification Settings Applications Help

Virtual Settings
Sensors Menu

Virtual Sensors 1 2 3 4 5 6 7 8 9 10 " 12 13 14 15 16 17 18 19 20

Sensor Ports

Camera ot betection t @]yttt Lot
Sound Detector

No Camera Signal Detection 21 22 23 24 25 26 27 28 29 30 3 32 33 34 35 36 37 38 39 40
Virtual Sensors

= ¥ ¢ttt 1111 :@tritirlllrd
“ 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 50 60
Thi hi the R te Si

pulnss?;geamgm:gsens?ni:r:?/i:ua?r;se?;m l t I ! t l ! t l l t l ! l t I ! t l !
that reading value from Shell script.

Shell script must print sensor value to 61 62 63 64 65 66 67 68 69 70 7 72 73 74 75 76 77 78 79 80
Standard Output.

Script treturn 0 if d

Sttenwise 1 deeming a6 SENSOR t 1 1111111111111 11111
ERROR.

Script Name ,m
Script Parameters |
Add Your Own Script
Sensor Style W
Normal State Yalue 0
Description of Status When Normal W
Description of Status When Critical  Critical

S

Sensor Name: - The name you wish to use to identify the sensor, for example “Custom
Script of sensor”

You can add Script Parameters. Add Your Own Script button allows you to attach
your own script file. If you have chosen Analog from the Sensor Style option you will
get a slightly different menu:

Sensor Name Mrtual Sensor Port 3

Script Name ‘None vI

Script Parameters

—

Add Your Own Script |

Sensor Style
Value Factor
Unit Text hit Jr
Value Range for Slider Bar To l100

| Cancel || Back || Next |
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The securityProbe supports Perl and Bash scripts. When uploading these types of script
files, you have to conform to the Linux script file format specifications. Most importantly,
these files need headers like this:

#!/

for Perl script: #!/usr/bin/perl
for Bash (shell) script: #1/bin/sh

for PHP script: #!/usr/bin/php -q

The SEC is using a hash-bang tag (#!) to validate the script. It checks if there is the
hash-bang tag (#!) at the beginning of the script. This tag is used to give the interpreter
path to run the script, for example the PHP interpreter.

The file must be in UNIX format, if it's created in the Windows format it will not work as
the SEC is running Linux (the line break characters are different).

You need to convert the file format to UNIX (you can use Notepad++ program: Format
Menu> Convert to UNIX Format) before using it.

How to generate an SNMP Set on a remote device as an action

First you need to create a “Custom Script” action in the Notifications page, and then add
the script below.

Note: check the script format requirements in the previous section.
This is a Bash script so it needs a file header like this: #!/bin/sh
#!/bin/sh

COMMUNITY=$1

DESTINATION=$2

SET_VALUE=$3

snmpset -v1 -c$COMMUNITY $DESTINATION .1.3.6.1.4.1.3854.1.2.2.1.18.1.3.0 i
$SET_VALUE

The script requires 3 arguments.
Specify them by entering them in the Arguments box of the Custom Script action.

Example of the arguments value:
public "192.168.0.100" 2

Where
public means the SNMP community
"192.168.0.100" means the destination IP address

2 means the value needed to be set (must be an integer)
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Setting Up a Timed Virtual Sensor Custom Script

This Custom Script (request the file from support) can be run on the virtual sensor to
trigger a sensor at a certain time:

Use the attached (please request from support) script with these settings below:

Script Parameters: TIME_HOUR TIME_MIN example:20 0 (means 20:00 )
Sensor Style: Switch
Normal State Value: 0

The custom script virtual sensor status will change to critical when the time is matched.
So, for example, if you wanted the camera to take a picture at a certain time, you would
need to first create the picture log action, and link the virtual sensor with that picture log
action.

For example, you can also then link this custom script to trigger a switch type sensor.
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6. MODBUS

If you select MODBUS and click next, you will get the following screen:-

AKCP AKCP securityProbe

Location: 7th floor Current System Time: 26/8/08 09:48:30
Summary Picture Log / Sound Log Sensors Notification Settings Applications Help

Virtual Settings

Sensors Menu

Virtual Sensors 1 2 3 4 5 6 7 8 9 10 1" 12 13 14 15 16 17 18 19 20

Sensor Ports
Camers oton otecton t @]t ottt ottt ottt
Sound Detector
No Camera Signal Detection 21 22 23 24 25 26 27 28 29 30 3 32 33 34 35 36 37 38 39 40

Virtual Sensors t t 1 1 b 1 i { 1 i 1 i 1 1 b i i i i t t

» Virtual Sensor Port 3

“ 41 42 43 44 45 46 47 48 49 S0 51 52 53 54 55 56 57 58 50 60
Thi: h the Ri te Si

po:’tssp;geemsm:véznsenr izrgl\j/iZu:llse?wrsor l ! l l I l l t ! l l ! l ! l l I l l l
that reading value from Shell script.

Shell script must print sensor value to 61 62 63 64 65 66 67 68 69 70 7 72 73 74 75 76 77 78 79 80
Standard Output.

Script: treturn O if d
nervise s detemine 25 SENGOR ttr 111111111111 111111

ERROR.

Modbus Protocol  [Modbus RTU : v

Serial Port |RS485 ¥

Serial Port Speed [9600 ~

Serial Port Parity |None ¥

Serial Port Stop Bits |1 ¥

Modbus Slave ID
Modbus Command | (0x01) Read Coil Status E
Modbus Register Address 0xNAN

Sensor Style | Switch v

Normal State Value 0
Description of Status When Normal  Normal
Description of Status When Critical  Critical

I———————————————

Sensor Name: - The name you wish to use to identify the sensor, for example
“MODBUS”

You can select the Modbus Protocol to either Modbus RTU (serial) or Modbus TCP
(Ethernet Network).

-10 -
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7. MODBUS RTU

If selecting the Modbus RTU protocol, you will use the RS485 port to connect the
Modbus device. See the following picture of the securityProbe with the RS485 port
highlighted.

=l f = “e e
S e TSNMP and Web snablad Inteligent monitoring device

Still following the screen shot above, you will then select your Serial Port Speed, your
Serial Port Parity as None, Odd or Even. Select the Serial Port Stop Bits as 1 or 2,
enter the Modbus Slave ID (each slave in a network is assigned a unique unit address
from 1 to 247), the Modbus Command, which includes 4 options for the virtual sensor:
(Ox01) Read Coil Status, (0x02) Read Input Status, (0x03) Read Holding Registers and
(0Ox04) Read Input Registers. You will then enter the Modbus Register Address and the
Style of the sensor, the Normal State Value and Descriptions of the sensor status.

8. MODBUS TCP

If selecting the Modbus TCP protocol, you will get the following screen:

Sensor Name l\lirtual Sensor Port 3

Modbus Protocol | Modbus TCP "|

Modbus IP Address

Modbus TCP Port
Modbus Command | (0x01) Read Coil Status LI
Modbus Register Address 0OxNAN

Sensor Style | Switch 'I
Normal State Value ﬁ

Description of Status When Normal ormal
Description of Status When Critical ritical

| cancel || Back || Next |

You will then enter your Modbus IP Address, your Modbus TCP Port, and again your
Modbus Command, your Modbus Register Address, your Sensor Style, Normal
State Value and the Descriptions of the sensor status.

-11 -
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You will get the follow screen when choosing either Modbus RTU, or Modbus TCP:

Polling Interval
Execute Time Out

[15
10

Retry E Times

15 secs
10 secs

| cancel || Back || Finish |

This screen is where you will enter your Polling Interval, your Time Out periods for the
sensor and also your Retry amount. You will click on the Finish button to complete the
Modbus setup wizard and return to the Virtual Sensor main screen.

-12 -



80 virtual sensors

9. Boolean

If selecting Boolean, you will get the following screen:

AKCP AKCP securityProbe

Location: 7th floor Current System Time: 26/8/08 11:58:42
Summary Picture Log / Sound Log Sensors Notification Settings Applications Help

Yirtual Settings

Sensors Menu

5 o Virtual Sensors 1 2 3 4 5 6 7 8 9 10 1" 12 13 14 15 16 17 18 19 20
ensor Ports
Canmera ot beteton t@El: {0 TN T TN T SN NN SN SN SO TN S S S A |
Sound Detector
No Camera Signal Detection 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40
Virtual Sensors
SUETER t t 1t 1t 1ttt
“ 41 42 43 a4 45 46 47 48 49 50 51 52 53 54 55 66 57 58 50 60
Thi h the R te Si
ports. Rero Sansor s a isual Sensor rt 111111ttt
that readi lue from Shell script
S:elr\esacr: Slgr\::l:tep :;TsenZufvcar :ﬂe to 61 62 63 64 65 66 67 68 69 70 71 72 73 74 75 76 77 78 79 80
Standard Output.
Script tretum 0if d
Sttenvics s deteming a5 SENSOR t 1111111111ttt
ERROR.
Select Sensor to Boolean Status Status to Boolean
| Motion Detector Port 4 =] Criical =]
Dry Contact _~|iNormal =
None ﬂ None L_I
Cancel Back
k I ———

Boolean works on the virtual sensor by checking the status of, for example 2 to 3
sensors and if the sensors status matches that of the setting, they will return a value of 1
(TRUE). The normal value is 0 (FALSE).

The Boolean virtual sensor is an AND type Boolean: all configured statuses have to be
TRUE to have the virtual sensor’s final status return TRUE (or 1).

For example, you can set your motion sensor to critical and the dry contact to normal like
the image example below, and then set your notification page to make the notification:

Select Sensor to Boolean Status Status to Boolean

Motion Detector Port 4 || Critical |
Dry Contact || Normal |
None LI None _'J

[ Cancel ][ Back ][ Finish ]

The virtual sensor will return TRUE (1) status when the Motion Detector is in critical
status AND the Dry Contact is in normal status.

Otherwise, in all other cases, the virtual sensor will return FALSE (0) status.

-13 -
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10. Trap Receiver

If selecting the Trap Receiver, you will get the following screen:

/!KCP AKCP securityProbe

Location: 7th floor Current System Time: 26/8/08 12:27:23
Summary Picture Log / Sound Log Sensors Notification Settings Applications Help

Virtual Settings

Sensors Menu

Virtual Sensors 1 2 3 4 5 6 7 8 9 10 1" 12 13 14 15 16 17 18 19 20

Sensor Ports
: S (®)
Camera Motion Deecton t@Elx t ot ottt
Sound Detector
No Camera Signal Detection 21 22 23 24 25 26 27 28 29 30 3 32 33 34 35 36 37 38 39 40
Virtual Sensors
S I 11 1 °trlrnrtrirnttraont
“ 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 50 60
Thi h the R te S
pn:‘fs.p:'geemsotgg&;n;r :n;?/izuaellse?:sor t t I ! l l t t t t ‘ ‘ ! ! I I l t t t
that readil lue from Shell script.
S:el:esa cv: Slgrrlau :lep:ionrtnsenzol:svc; :Ee to 61 62 63 64 65 66 67 68 69 70 71 72 73 74 75 76 77 78 79 80
Standard Output.
Script: t return 0 if d
Stherwes s deamine 5 SENGOR rtr1r1r1r1r1r1rrrrrrrrrrrotrot
ERROR.
IP Address
| —— on
Trap sub-Type
Sensor Style Switch v
Normal State Value 0
% Description of Status When Normal  Normal
Description of Status When Critical  Critical

The Trap Receiver feature on the Virtual Sensor will check 3 parameters before setting a
value. These three parameters are the IP Address, the sensors OID and the Trap sub-

type.

In our example below the Trap is sent by the motion sensor on port 5 of our sensorProbe
unit. Our device IP is 192.168.0.100. Our sensorProbe Trap Type is set to the specific
sub type and will check status of our motion sensor in the following screen.

IP Address |192.168.0.100
oD [1.3.6.1.4.1.3854.1.7.1.0
Trap sub-Type 05

Sensor Style ‘Switch 'l
Normal State Value E

Description of Status When Normal ormal
Description of Status When Critical ritical

| cancel || Back || Finish |

The Trap Receiver feature on the Virtual Sensor will check 3 parameters before setting a
value.

-14 -
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Normally the Trap will have 6 OIDs:

1. spSensorStatus (.1.3.6.1.4.1.3854.1.7.1.0). The current integer status of the sensor
causing this trap to be sent.

( noStatus(1), normal(2), highWarning(3), highCritical(4), lowWarning(5), lowCritical(6),
sensorError(7), turnOn(8), turnOff(9)).

2. spSensorValue (.1.3.6.1.4.1.3854.1.7.2.0).The current integer value of the sensor
causing this trap to be sent.

3. spSensorLevelExceeded (.1.3.6.1.4.1.3854.1.7.3.0).The integer level that was
exceeded causing this trap to be sent.

4. spSensorindex (.1.3.6.1.4.1.3854.1.7.4.0).The integer index of the sensor causing this
trap to be sent.

5. spSensorName (.1.3.6.1.4.1.3854.1.7.5.0).The name of the sensor causing this trap
to be sent.

6. spSensorDescription (.1.3.6.1.4.1.3854.1.7.6.0).The description of the sensor causing
this trap to be sent.

The specific value depends on the sensorProbeTrap type
(.1.3.6.1.4.1.3854.1.2.2.1.60.0)

If it is set to specificTypeTrap(1) specific value is to show the sensor type and port
(Specific value of Motion Sensor port 5 is 305)

If it is set to generalTypeTrap(2) specific value is to show the sensor type (Specific value
of Motion Sensor port 5 is 30)

If it is set to bothTypeTraps(3) device will send the trap two times specific value will
show sensor type and show sensor type and port (Specific value of Motion Sensor port 5
is 305 and 30)

If it is set to statusTypeTraps(4) specific value is up to status of sensor
(spSenUnknownStatus(51), spSenNoemalStatus(52), spSenWarningStatus(53),
spSenCriticalStatus(54))

-15 -
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Example: Trap send by Motion Sensor port 5 on our device, IP is 192.168.0.100
sensorProbeTrapType is set to pecificTypeTrap and need to check the status of the
Motion Sensor:

80 virtual sensors

IP Address is 192.168.0.100
OIDis .1.3.6.1.4.1.3854.1.7.1.0
Trap sub-Type(Specific) is 305
Sensor Style is Switch

Normal State Value is 2 (2 means sensor status is normal so far)

-16 -
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Please contact support@akcp.com if you have any further technical
guestions or problems.

Thanks for Choosing AKCess Pro!

-17 -
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