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1

Introduction

PBencoder is a small application which obfuscates strings for the use in
REALDbasic applications. If there are important strings hardcoded into the
source code, like a password for a database access, they should at least
be obfuscated. If the strings are in plain text, everyone who can open an
executable with a hex-editor can see them. On the following image you
can see the website address www.pb-soft.com in the executable of this
application. Of course that example data is not critical but you can see a
plain text password the same way:

€ ultrakEdit-32 - [C: Documents and Settings', Administrator'DesktopPBencoder.exe] =]
jFiIe Edit Search Project  Wiew Format  Column Macro Scripking  Adwanced  Mindow  Help _Iﬁliﬂ

Oh: 00 QO 00 QO OO0 Q0 00 3D 00 00 00 38 00 00 00 oo ;@ .o...... S s j
Oh: 01 OO0 08 38 50 aC &5 Al 73 65 20 65 6E 74 65 72 : ...8Flease enter

Oh: 20 74 638 65 20 74 65 78 74 20 73 74 72 69 6E 67 ; the text string
Oh: Z0 77 68 69 63 68 20 68 61 73 20 74 oF 20 62 65 ; which has to he
Oh: Z0 65 6E 63 6F 64 65 64 20 ZE ZE ZE 00 00 00 00 ; encoded .......

Oh: 00 OO 00 01 00 00 OO0 00 00 00 00 1B 00 00 00 16 ; L ey

Oh: 00 OO OO0 OO O1 OO 08 16 63 74 74 70 34 ZF 2F 77 4 ........ http://w
Oh: m’?? ZE 70 82 &D 73 6F 66 74 ZE 63 &F &0 00 00 Wi. ph—-s0ft.com. .
Oh: 00 QOO 00 01 00 QO OO0 Q0 0o 00 00 18 oo oo oo 13 ; % i
Oh: 00 OO OO0 OO O1 OO 08 13 49 6E 70 75 74 20 74 65 ;7 ........ Input te
Oh: 73 74 20 63 &6F 70 6% 65 64 20 21 00 00 00 00 01 ; xt copied !'.....
Oh: 00 QOO 00 QO OO0 Q0 00 OB OO0 00 00 06 00 00 00 00 7 .. eeeinnnnmnnns
Oh: 01 OO0 08 06 4F 55 54 50 55 54 00 00 00 00 0O 01 @ ....OOUTPUT...... s
PI

Kl |

PBencoder helps to obfuscate the important strings used in REALDbasic.
The strings will be less readable for human beings with hex-editors. The
internet address www.pb-soft.com would be obfuscated and the hex-
editor would show the string QkJCdINBdFooJ212Vyg/U310aTQy.

Summarizing: The PBencoder application does only obfuscate strings !
The application does not create a kind of hash which cannot be reverted
to the original string, because in the example the application needs to get
the internet address out of the obfuscated string. The PBencoder also
does not encrypt the strings because that would need other passwords if
you want to decrypt them later !

Sure it is possible to decode the obfuscated strings (because that is really
necessary !) but it is not as easy as just starting a hex-editor. With the
PBencoder application you can also decode the obfuscated strings. So
please don'’t use this tool to hardcode your credit card information into the
source code of your application !

We hope you will like this application. This manual will show you how to
get started with PBencoder.
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2 Requirements

PBencoder has very low hard- and software requirements. The following
checklist will help you to determine if the hard- and software of your
system meets the specific needs.

2.1 Hardware

v Personal computer (PC) with mouse
v' 128 MB of memory (RAM)

v' 6 MB of free harddisk space

v' Screen resolution of 1024 x 768 pixel

2.2 Software

v" Windows operating system (XP or higher)

3 Installation

If you have downloaded PBencoder, check if the MD5 hash from our
website matches so you can be sure that the file was not modified.

If the check was successful, unpack the archive with your favorite
decompression tool. If you don’t have one you can use the free 7-Zip
application from the website: http://www.7-zip.org

After decompressing the file you will get a folder called “PBencoder 1.0”
with the following content:

& F:\Apps\PEencoder 1.0  [[=]

o

File  Edit Wiew  Fawarite

=

PBencoder  PBencoder.ex
Libs &

That’s it ! The PBencoder application does not need further installation
and is fully portable because it does not write anything into the Windows
registry or to any other place.
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4 Application Usage

4.1 Start PBencoder

To start PBcode just double-click on the file “PBencoder.exe” inside
the folder “PBencoder 1.0”.

& F:'.Appsi\PBencoder 1.0 =]

File Edit Yiew avarice **

- ( Ed

PEBencoder § PEencoder, ex
Libs =

After the PBencoder application has started the main window and
the toolbar will be displayed:

&1 version 1.0

InpUt String

Please enter the text string which has to be encoded ...

. O'urpuf .Cbr:f.e .

B Decoden Toa
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The main window has four different areas. On the following image
this four areas are colored for better understanding:

Top Bar (Yellow)

Input Area (Orange)
Output Area (Dark Orange)
Decode Area (Red)

N =

¥ Move Minimizs  Exi

[l PBehcode TOp Bar

-Albasic String Obfuscator

Input Area
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4.2 The Top Bar

The top bar of the main window includes the application title, and
some navigation buttons which will be explained on this page:

4.2.1

42.2

4.2.3

42.4

4.2.5

Reset the Application

To reset the application, click on the button “Reset” from the
top bar of the window. All text areas will be cleared and also

the clipboard.

Show or hide the Toolbar

To show or hide the toolbar, click on the button “Toolbar”
from the top bar of the window.

“Toolbar |

Move the main Window

To move the window, click on the area “Move” from the top
bar of the window and drag the window.

T

Minimize the main Window

To minimize the window, click on the button “Minimize” from
the top bar of the window.

Exit the Application
To exit the application, click on the button “Exit” from the top

bar of the window.
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4.3 The Input Area

Please enter the text string which has to be encoded ... Copy to
Clipboard

Paste from
Clipboard

Encode Input

4.3.1 Enter and encode a plain Text String

The input area contains all elements to encode strings. If you
want to obfuscate information you have to copy the string into
the input area like in the following example:

This is a test to check if everything works fine |

You can use the button “Paste to Clipboard” or you can mark
the text of the input area and press “CTRL+C” to copy the
content of the input area to the clipboard.

Copy to
Cliptoard

You can use the button “Paste from Clipboard” or you can
set the cursor into the input area and press “CTRL+V” to copy
the content of the clipboard into the input area.

Paste from
Clipboard

Then you can use the button “Encode Input’ or you can
press “CTRL+WIN” to encode the string. If you press the
button again you will get another obfuscated string for the
same input.

Encode Input
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4.4 The Output Area

4.4.1

4.4.2

Get an encoded Text

The result of the obfuscation will be displayed in the output
area. It includes the function call like on the following image:

Diizpalay
[ "ClhsMSEsMS ARSI MSOgICogdy ged  MghCMOL 3By Yy ok WG e CASKmMTMS
AibFAYIGET Phphi ="

If you use the same string repeatedly in your code you can
obfuscate it in different ways. Just press button “Encode
Input” again and you will get another output. The following
example shows different output strings for the phrase “This is
atest!”

Display ("OlhsMSBsMSA8ICQvVMSQgalN9aGkyNA==")
Display ("Uk4yNyAyNyBTIHgIN3ggXVN9aGk20Q==")
Display ("OFs60SA60SAyIH500X4gX1N9aGk3MQ==")
Display ("bWgOWCAOWCAWIDI97WD8gZ1N9aGk4Ng==")
Display ("bzQ5SSA5SSA3IDZWSTYgclN9aGkyOA=="")

Copy an encoded Text to the Clipboard

Now if you only need the encoded text you can press the
button “Copy Encoded Text” and you will get only the text
string without the function call.

=,

| Copy .
| Encoded Text. |

The output string from the previous example would look like:

Pj0gYVBSeiBWVyB7cnNhU310aTQO0
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443

44.4

445

Copy a Function Call to the Clipboard

If you want to copy the function call, including the encoded
text, to the clipboard, use the button “Copy Function Call’.

Copy
Function Caill

This is the code with the obfuscated string which you should
enter in your application in place of the plain text string. The
output from the previous example would look like:

Display ("PjO0gYVBSeiBWVyB7cnNhU310aTQ0")

Copy the REALbasic Function to the Clipboard

If you want to copy the REALbasic function to the clipboard,
press the button “Copy Function” on the main window.

Copy
Function

The whole REALbasic function will be copied to the clipboard
and you can insert it into your application. This function will be
used to decode the obfuscated strings in your application and
is called “Display”.

If we would choose a descriptive name, something like
‘Decode_my_secret_string” it would be obvious for what the
function will be used.

Integrate the Function into your Project

To integrate the function “Display” into your REALbasic
project please start the REALbasic developer environment
and follow the steps below:

1 - Create a new method

2 - Enter 'Display’ into the 'Method Name' field
3 - Enter 'i As String' into the 'Parameters’ field
4 - Enter 'String' into the 'Return Type' field

5 - Copy this function code into the code area

6 - Delete the help text from the code

7 - Save the method
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# REALbasic - [Example.rbp] - Window1 - Code H=l B2
File Edit Project Yiew History Bookmarks ‘Window Help
ﬁ Qipen E] Save ﬁ Language Reference @ Analyze Project > run '@} Build ¥ Add Bookmark 2

b 4
Proje'ct N“(‘ﬂ'\!\-‘indmﬂ\ll @/ [E]window1

= fdd Meru Handlsr (77 Add Constant - Add Event Defintion [ AddMate  [2 Add Methad 22
h EventHandlers = Funckion Display(i &s String) &s String 1
= rHiethads Method Mame: IDispIay j 2 Aae

2 Parameters: i As String

3

Return Type: IString

- im a, b, o, d(-1), e(-1) As String
- Dim f, g, h As Integer

56 = "

— 3 e LR S A T

- i = DecodeBasefd (i, Encodings.UTFE)
- f = InStrii, "Sthi")

= If £ » 0 Then

A o = "(Srii:U lousIt;o™

= g = CDhliMidii, £ + 4}

i o= o+ " d0!=vNw] . ZhWETx"™
# i = Leftii, £ - 1}

- b = "(@[X¥rr0gI=HrS<Q+"

- b = b + "EVNMTE\Eda*izZSzw"
# o = "EIKR 6M-HFeask)™ + o
a b = "sUcl;Fa/LICBL 20" + h
A ¢ =toot MomScPiahen ) 1+ £
= b=k + "|vWqgl#, £9d~enh} "
= c = "|Cx#\nm/PEIVpEL*D" + o
# b= Ple-Dd) gk BTUAN + kb
- c = c + "IT<R1ETyOREgIEg"

5 b =h + "6Guop] {£32) ="

# o = Midie, g+ 1) + Mid{e, 1, g}
a d = gsplitib, "")

- e = gplit(i, "")

- For h = 0 To Uboundie)
i f = InStrElc, elh))
= If £ > 0 Then

- a=a+ dif - 1}

= Elszse
= a=a+ elh
End If
Hext
End If
End If

| Feturn a

Add Mote: Create a noke, For inkernal documentation, 4

You can call this function with a function call of the type:
Display ("Pj0gYVBSeiBWVyB7cnNhU310aTQ0")
Or you can get the decoded text into a variable:

Result = Display ("PJj0gYVBSeiBWVyB7cnNhU310aTQ0")
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4.5 The Decode Area

4.5.1 Decode an encoded String

When you want to check if your input string was obfuscated
successfully and if it can be decoded again, press the button
“‘Decode Output’.

[Demd& Output

The decoded text from the output area will be displayed in the
decode area:

This is a test to check if everything works fine |

This text should be the same like the text in the input area. If
the status light on the right side is green, the decoding
process was successful and the two texts are equal.

Decoding
Status

If the status light is red, the decoding process failed. That can
happen if you, after encoding the text, have changed the input
text without encoding it after the change.

Decoding
Status
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If the status light on the right side is orange, the decoding
process could not be verified because there is no text or only
the help text “Please enter the text string which has to be
encoded ...” in the input area.

Decoding
Status

The PBencoder application uses the same type of function to
decode the obfuscated string like you will use in your
application.

If you only want to decode a string you can also paste the
encoded / obfuscated string into the output area and press the
button “Decode Output”.

Decode Output

The decoded text from the output area will be displayed in the
decode area:

This is a test to check if everything works fine |

Attention: In this case the status light normally will be orange
because the input area does not contain the input string. If the
input area contains another text the status light will be red.

You can enter a whole function call and decode it or you can
just enter the obfuscated text string. The PBencoder
application will choose the right form to decode it. As an
example, you can enter:

Display ("Pj0gYVBSeiBWVyB7cnNhU310aTQ0")

or:

Pj0gYVBSeiBWVyB7cnNhU310aTQO0

Both ways will work !
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4.6 The Toolbar

The toolbar can be used when the main window is visible or not
visible. If you hide the main window and only work with the toolbar,
you don’t have to switch between different windows if you want to
encode a string. The toolbar has different elements which are
explained in the following paragraphs:

Frecde D S 5% & X

4.6.1 Encode a plain Text String

The button “Encode” is used to obfuscate the actual text
stored in the clipboard. First you have to copy some text into
the clipboard and then press the button “Encode”. You will
get the function call with the encoded text copied to the
clipboard. This is exactly the same as when you press
“CTRL+WIN".

Encode

4.6.2 The Status Display

The small display to the right of the “Encode” button displays
the status of the PBencoder application.

The following modes are available:

RESET: The application and clipboard was reset.
INPUT: The clipboard contains input data.
OUTPUT: The clipboard contains output data.
EMPTY: The clipboard contains no data.
ERROR: There was an error.
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4.6.3 The Information Display

This display can show information about the application, the
content of the clipboard or an information / error message:

Reset application / clipboard !

If the clipboard contains plain text and you click on the
information display, the actual content of the clipboard will be
displayed like on the following image:

PBencoder Toolbar - Information [E3

Clipboard daka:
Iy name is John

If the clipboard contains a lot of text, only the text begin of the
text will be displayed. If the clipboard data is encoded the
encoded and decoded text will be shown:

PBencoder Toolbar - Information |

Clipboard data;
Display " MigEYSASYS AZIFSUY Y40 YNIaGkyMg=="

Decoded text;
This is a test |

So if you are not sure what content the clipboard holds, just
click on the information display to see it.

4.6.4 Move the main Window

There is a symbol with four arrows which you can use to drag
the toolbar to another location. Just click on it, hold the mouse
button pressed and drag the window.

X
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4.6.5 Hide the main Window

The symbol with the company logo can be clicked to hide the
main window. Then only the toolbar stays visible. If you have
the toolbar you can encode text strings without the need of
the main window.

4.6.6 Exit the Toolbar

If you want to exit the toolbar you have to press the button
with the “X”. The toolbar will be closed and the main window
will be displayed.

4.7 Encode, copy and check a String — All in one

If you want to the whole thing in one step you have first to copy your
input string into the clipboard and press “CTRL+WIN”. The
application will copy the information from the clipboard to the input
field, encodes the string, checks the output and returns it to the
clipboard. The following example will show that:

e Select the phrase “My name is John”.

o Press “CTRL+C” to copy the text to the clipboard.

e Press “CTRL+WIN” to process and encode the text.
o Press “CTRL+V” to insert the output (function call).

The output will look similar like:

Display ("Pj0gYVBSeiBWVyB7cnNhU310aTQ0")

The PBencoder window can be invisible and you can work from your
favorite application without switching between one or more windows
to encode some text.
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5 Feedback

We always like feedback from you so that we can improve / enhance our
products. We don’t want only positive feedback; we also like constructive
criticism so we can change for the better.

If you think there is something missing in this manual, please contact our
support so that we can add it in the next release !

Our website: http://www.pb-soft.com

Thank you for your attention !

Patrick Biegel

Page 15 of 15


http://www.pb-soft.com

	1 Introduction
	2 Requirements
	2.1 Hardware
	2.2 Software

	3 Installation
	4 Application Usage
	4.1 Start PBencoder
	4.2 The Top Bar
	4.2.1 Reset the Application
	4.2.2 Show or hide the Toolbar
	4.2.3 Move the main Window
	4.2.4 Minimize the main Window
	4.2.5 Exit the Application

	4.3 The Input Area
	4.3.1 Enter and encode a plain Text String

	4.4 The Output Area
	4.4.1 Get an encoded Text
	4.4.2 Copy an encoded Text to the Clipboard
	4.4.3 Copy a Function Call to the Clipboard
	4.4.4 Copy the REALbasic Function to the Clipboard
	4.4.5 Integrate the Function into your Project

	4.5 The Decode Area
	4.5.1 Decode an encoded String

	4.6 The Toolbar
	4.6.1 Encode a plain Text String
	4.6.2 The Status Display
	4.6.3 The Information Display
	4.6.4 Move the main Window
	4.6.5 Hide the main Window
	4.6.6 Exit the Toolbar

	4.7 Encode, copy and check a String – All in one

	5 Feedback



