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Introduction

The W406 embedded computer has two RS-232/422/485 serial ports, one 10/100 Mbps Ethernet
port, an embedded GSM/GPRS/EDGE module, an SD socket interface for storage expansion, one
USB 2.0 host port, four digital input channels, and four digital output channels. This combination
of features makes the W406 ideal for your wireless embedded applications.

The RISC-based W406 embedded computers come with the Windows® CE operating system
pre-installed. Microsoft® Windows® CE 6.0 is an open, scalable, 32-bit operating system that
allows users to build a wide range of innovative, small footprint devices. A typical Windows®
CE-based device is designed for a specific use, and often runs disconnected from other computers,
or distributed as a front-end to a centralized host. Examples include enterprise tools, such as
industrial controllers, communications hubs, point-of-sale terminals, and display devices, such as
HMI, advertisement appliances, and interactive panels.

The following topics are covered in this chapter:

O Overview
O W406 Software
» Applications Development Environment
» Networking and Communications Capabilities
» Supported Servers and Daemons
U Obtaining the Firmware Build Version
0 Memory and File Systems
RAM File System
Flash File System
External File System
Cautions when Using File Systems
Using a RAM File System instead of a Flash File System
Hive-based Registry
Connect to Network via Ethernet
Cellular Networking
Inserting an SD Card into the Computer
Connecting a USB Mass Storage Device to the Computer
Serial Ports
» Console Port
» RS-232/422/485 Serial Ports

Y VV VYV
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Overview

The W406 is an embedded Linux or WinCE computer that features 2 software selectable
RS-232/422/485 ports, 1 Ethernet port, and quad-band GSM/GPRS/EDGE 900/1800/850/1900
MHz for cellular communication. It also comes with an SD socket, USB host, and 4 digital input
and 4 digital output channels, making it the ideal computer for a variety of industrial applications
such as data acquisition, data processing, protocol conversion, and remote device control and
monitoring via wireless communication. The W406 comes pre-installed with either Linux or
WinCE 6.0, and offers a reliable and powerful computing platform for industrial environments.
Programmers will find that the W406 provides a convenient programming environment for
producing bug-free industrial applications at a lower cost.

W406 Software

The W406 embedded computer is a ready-to-run, RISC-based, “headless” computer with a robust
and network-centric design. It uses the Microsoft® Windows® CE 6.0 operating system.
Developers of embedded communication applications will find that the open programming
environment makes the W406 well-suited for both new system development and legacy system
migration.

Applications Development Environment

e C Libraries and Run-times—Compared to the C libraries and run-times used on a desktop
PC running Windows®, the C libraries and run-times on a W406 WinCE are a subset of the
WIN32 APIs. The system supports a full ANSI C run-time, standard input/output library,
standard input/output ASCII library, and standard ASCII string functions. In addition, C++
compiler exception handling and Run-Time Type Information (RTTI) equivalent to desktop
C++ compilers are supported.

e Active Template Library—Active Template Library (ATL) for Windows CE is a C++
template library designed to help create small, fast Microsoft® ActiveX® servers. An ActiveX
server is a dynamic-link library (DLL) or executable (.exe) that contains one or more
Component Object Model (COM) components. COM components can be anything from a
simple dialog box to a full ActiveX control.

e Component Services (COM)—The Common Object Model (COM) is an operating
system-independent, object-oriented system for creating binary software components that can
interact with other COM-based components in the same process space, in other processes, or
on remote machines.

e Microsoft® .NET Compact Framework 2.0 with service pack 2—It offers a choice of
languages, initially Microsoft® Visual Basic® and Microsoft® Visual C#, and eliminates the
common problems faced with language interoperability.

o XML—support for XML Query Language (XQL)

® Winsock 2.2—Provides enhanced capabilities over Winsock 1.1, including installable service
providers for additional third-party protocols, and Media sense.
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Networking and Communications Capabilities

Simple Network Management Protocol (SNMP)—Monitors remote connections to the
network.

Simple Network Time Protocol (SNTP) Client—Provides support for synchronizing the
device’s system time with an SNTP server, and supports Daylight Savings Time.

Serial Communications—In addition to the 16550 UART driver bound to a debug port and
the console port, a special driver for 2 additional Moxa serial ports is also included.

Network Utilities (IpConfig, Ping, Route)—Ultilities for troubleshooting various network
problems.

TCP/IP—Includes IP, Address Resolution Protocol (ARP), Internet Control Message Protocol

(ICMP), Internet Group Membership Protocol (IGMP), Transmission Control Protocol (TCP),
User Datagram Protocol (UDP), name resolution and registration, and DHCP.

Supported Servers and Daemons

Telnet Server—A sample server that allows remote administration through a standard Telnet
client.

FTP Server—A sample server used for transferring files to and from remote computer
systems over a network using TCP/IP.

File Server—The File Server functionality in Microsoft® Windows® CE enables clients to
access files and other resources over the network.

Dial-up Networking—Consists of RAS client API and the Point to Point Protocol (PPP).
RAS and PPP support Extensible Authentication Protocol (EAP) and RAS scripting.

Watchdog—A CPU Hardware function for reset CPU in a user specified time interval. You
must call the MOXA library function to trigger it.

Web Server (HTTPD)—Includes ASP, ISAPI Secure Socket Layer support, SSL 2, SSL 3,

Transport Layer Security (TLS/SSL 3.1) public key-based protocols, and Web Administration
ISAPI Extensions.

0[] b 02.168.27 234/ W st dumnin)

Web Server Confipuration

The Web Server Administration (WebAdmin) page for the Windows CE Web Server enables vou to remotely administer sour Web zerver using your Web
browser. Uss WebAdmin to manage the acceszibility, securiiy, and file sharing fealures of yow Web server, including the following tasks:

» Comfigure which files are shared and how they are acresssd.

= Configuce which users have aceess 1o which [iles.

« Configure the authenication protoccls the Web server will nge.

= Wiew and confizues the Web ssrver log,

Caution: [ncervectly configurmg the Web server increasss the ikeltheod a hacker could gain contral of our Windows CE device and the likelihood that the
system will be inaccessible, The Web server confipwation iz intended for advanced users only. For moe information, refer to the help opice included with
the Web server or consult a Svetem Administrater,

Choose a Web site

& Web server can contain multiple Web sites. You can configure a variety of aptions
directories, authenticztion, and dirsclory browsing. For more information, ses config)
he processad on the Default Web site,

ch Weh site created on pour Web server, meluding wirtnal
tes. If you do nol have mulliple Web sites, all requestz will

Select an existing Web site o creale 3 new one:

Default Web site | Moty

Create a new Web aite | CreaeNes

Windavs CE Warsian: (5,07 Bulld W on: [1600) Systfarton: (1400) Z

1-3



W406-CE User’s Manual Introduction

Obtaining the Firmware Build Version

There are two ways to obtain the firmware version of W406 embedded computers. This
information is particularly important for identifying the features supported by the computer.

e Examine the welcome message after you log on to the computer.

e | og on to the web-based management system (described in a later chapter) to view the system
information.

Memory and File Systems

The 32 MB of SDRAM is divided into two main parts. The main memory, which houses the
operating system and user applications, has a capacity of about 20 MB. The kernel image occupies
the remainder of the memory space.

RAM File System

The internal file system in the W406 computer controls access to flash and also provides file
storage in the object store, which is in the RAM. The root directory is a RAM file system of size 4
MB. Child directories such as “Windows,” “Temp,” “My Documents,” “Network,” and “Program
Files” are under the root directory. They can be used for storing temporary files for your
applications. However, do not place persistent files or applications in these directories because
they will be deleted when the system is shut down. Instead, place them in the “NORFlash”
directory.

Flash File System

The Flash file system provides persistent storage for applications and related data, even when the
main power supply is lost. The system integrates the read-only files that are stored on the Flash
with the read/write files from both applications and users. A child directory named “NORFlash” is
created under the root; the size of the directory is 3 MB.

External File System

The additional file systems from USB and SD storage devices are placed in the root of the internal
file system. If you intend to use these devices to port data between your PC and the W406
computer, you should format them using the FAT file system on your PC.

Cautions when Using File Systems

We recommend storing your programs only in the on-board NOR Flash. Please store the log data
generated by your programs in an external storage device such as an SD card or Network File
System. Note that a Network File System will generally provide more storage space than the SD
card. In addition, it is easier to replace a full or damaged Compact Flash than an on-board NOR
Flash.

A NOR Flash has a life cycle of 100,000 write operations in block (128 KB) level, and does not
support BBM (Bad Block Management). For this reason, the FAT file system would not know
when a flash block has reached its cycle, and would try to scan the block repeatedly.

FAT sequentially searches for free memory space for write operations. After deleting many files,
the memory space could become fragmented, making it more difficult to search for free space. If
your program updates (deletes and then creates) a file frequently, it is quite possible that the
program writes data to the same flash area. In the long run, FAT would be blocked when scanning
the area and would cause the operating system to hang.
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An SD card has its own life cycle. Since most SD cards are made from a NAND Flash, their
hardware controllers implement BBM. This feature allows FAT to skip bad blocks if they exist.
Furthermore, the memory space of an SD card is much larger than that of the NOR Flash. Using
this space cautiously will ensure that its life cycle is not exceeded. When creating a file for storing
log data, we suggest creating a large empty file (e.g., 30 MB), and then writing data evenly to that
space. When the space is used up, the program rewinds the write operations. As a result, the
number of write operations to each block is reduced.

Using a RAM File System instead of a Flash File System

Even though data in the RAM file system will be deleted after shutting off the power, using the
RAM file system has several advantages over using the Flash file system, including faster
read/write access and not needing to deal with the life cycle issue.

For important applications that relay data back to the host directly, you should write the necessary
log data to the RAM file system. After the host accesses the data, the application erase the data,
freeing up the memory space for further use.

The embedded computer has limited resources, and designers should decide if storing data in a file
system is really necessary. If it is necessary, be sure to choose the most appropriate file system.

Hive-based Registry

The registry for the W406 is a hive-based registry instead of a RAM-based registry. The
hive-based registry stores registry data inside files, or hives, which can be stored in any file system.
This eliminates the need for performing backup and restoring power.

The registry data will be automatically flushed by default. If AutoFlush is disabled, the
RegFlushKey function is needed when you change the registry value in your applications. The
RegAutoFlush.exe utility is provided for users to change the auto-flush setting.

The RegAutoFlush.exe utility can be found at the utility_tools directory on CD
Type RegAutoFlush -d to disable auto-flush setting.

\> RegAutoFlush -d

OR type RegAutoFlush -e to enable auto-flush setting.

\> RegAutoFlush —e

Connect to Network via Ethernet
The W406 computer offers a 10/100M RJ-45 Ethernet port for network redundancy.

Cellular Networking

The W406 computer has been embedded with a GSM/GPRS/EDGE cellular module for a reliable
and stable wireless communication. It supports quad-band GSM/GPRS/EDGE 850/900/1800/1900
MHz, and GPRS/EDGE Class 10. Meanwhile, it offers SMS tunnel mode for auto configuration
and SIM card authentication.
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Inserting an SD Card into the Computer

The W406 is equipped with an SD slot. When an empty SD card is inserted into the slot, the
computer automatically formats it to the FAT system. This process takes a few minutes to
complete. After an SD card is inserted, the embedded computer will create a directory named
“StorageDisk” under the root directory. The “StorageDisk” directory controls access to the SD
storage space. The embedded computer will create a directory called “StorageDisk2” if another
USB storage device is plugged in at a later time.

Connecting a USB Mass Storage Device to the Computer

The USB mass storage device is considered to be highly portable between your PC and a computer
that does not support the TFAT system. We suggest that you format your devices with the FAT
format. When the first USB storage device is plugged into the slot on the back of the computer, a
directory named “USBDisk” under the root directory is created in the internal file system as a link
to the storage device. The embedded computer will create a directory called “StorageDisk2” if
another SD storage device is plugged in at a later time.

The following table lists USB mass storage devices that have been tested successfully for

compatibility.
Vendor Device Name Size
CRUZER mini 128 MB
Intel Flash memory 128 MB
Abocom 128 MB
POI 256 MB
Transcend JetFlash 512 MB
Transcend JetFlash 1GB

f} ATTENTION
Some USB storage devices may not be detected by the system. We suggest that you use one of
the devices listed in the above table, since these USB mass storage devices have been tested
successfully for compatibility.

Serial Ports

Console Port

The serial console port, located on the bottom panel is a 4-pin pin-header RS-232 port. It is
designed for serial console terminals, which are useful for viewing boot-up messages, system
configuration and develop applications.

RS-232/422/485 Serial Ports

The W406 computer contains two software-selectable RS-232/422/485 ports for reliable and stable
serial communication. They support non-standard baudrates settings up to 921,600 bps.
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Getting Started

In this chapter, we explain how to use a PC to operate a W406 embedded computer. We will refer
to the PC that connects to the W406 as a development workstation, and the W406 embedded
computer will be called a target computer.

development workstation =  PC used to operate the embedded computer
target computer =  W406 embedded computer

In addition, we describe the steps you should follow to carry out certain operations, such as setting
the system time and troubleshooting network connectivity. Some of these operations can be carried
out using system commands after gaining access to the target computer, and others can be carried
out using a web-based management system. The web-based management system is described in a
later chapter.

The following topics are covered in this chapter:

Starting Your W406 Computer

Resetting Your W406 Computer

Operating Your W406 Computer through the Serial Console
Changing the Network Settings

Operating Your W406 Computer through a Telnet Client
User/Group Management

System Time Management

Starting and Stopping Services

Troubleshooting Network Connectivity

Simple Network Management Protocol (SNMP)

oo o00dooo
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Starting Your W406 Computer

Connect the SG wire to the shielded contact located in the upper left corner of the W406 computer,
and then power it up by connecting it to the power adaptor. It takes about 30 to 60 seconds for the
system to boot up. Once the system is ready, the “Ready” LED will light up. The light will stay lit
until you shut down the computer.

Resetting Your W406 Computer

When the target computer stops responding, or an application locks up, or the target computer fails
to work normally, you may need to restart or reset the target computer’s operating system. We
provide four ways to restart or reset the operating system.

Warm-Start: When the computer is powered on, insert a pin into the “Reset” hole next to the
serial console, and hold for 1 to 2 seconds. The computer will reboot automatically.

Cold-Start: Unplug the power line and then plug it back in again. The computer will reboot
automatically.

Resetting to Factory Defaults: If the computer is not working properly, and you want to reset it
back to factory default settings, press and hold the “Reset” button for at least 5 seconds. The
buzzer will sound while the factory default settings are being loaded. After the factory defaults
have been loaded, the computer will reboot automatically.

Resetting the System: In rare circumstances, the FAT file system may be damaged by executing
improper applications, or due to an unstable power supply. In this case, the computer may fail to
boot up if the FAT table crashes. In order to get the system back up and running, you will need to
format the flash disk and reset the operating system. Note that all user files and configurations will
be erased. The following steps show how to format the flash disk through boot loader utilities.

Step 1:  Power off the W406 embedded computer.
Step 2:  Connect the W406 to your PC using the console port cable.

Step 3:  Start a terminal program with the settings: Baudrate = 115200, no hardware flow control,
8 N 1, character set VT100.

Step 4:  Hold in the “DEL” key on your PC.
Step 5:  Power on the W406. You will be guided to boot loader utility menu.

b_\ PComm Terminal Emulator - COM3,115200, None, 8.1, ANSI
Profile Edit PortManager Window Help

2 JH (|63 =]

3|28

E™ cOM3,115200,None,8,1,ANSI Erﬁ|® |
~

[: Query_ NumEraseElocks : [0x1]
Ouery.sBElockInfo[0] .blocks : [0xS0]

m Query.sBlockInfo[0] .block_size : [0xZ0000]
[_R'E Init MOKAE ULRT

{Init RTC

Init BF Module. . .0E

Moxa Technologies Co., Ltd Versiom Z.7.0.0
Make date: (Mar £ Z002 - 1&:10:46)

Module Name : W40E5CE Serial No. : 409
MACO : O0:30:ES:00:00:D3

(1) Network Configuration {Z) Format User Disk

{3) Firmware Upgrade (4) BReset to Factory Default

Commards= o
State:OPEN - 'E o [Ready
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Step 6: Type “2” for “Format User Disk”, and then press Enter.

Step 7:  After a few seconds, you will see the bootloader menu again. Unplug the power line and
then plug it back again. It takes about 3 minutes to reset the operating system.

Boot Loader

For the OS stability issue, we provide an easy and useful function with Boot Loader for the
following tasks:

1. Reset to default; you can set the flag to reset WinCE 6.0 to factory default settings.

2. Format storage flash: The CE 6.0 file system is an FAT that can be damaged by unstable
power or improper application execution. If the FAT table crashes, do not start up the OS. You
can, however, format the file system and reboot your W406.

At startup, the W406 will check the file system and re-partition it if the file system is empty.

3. Firmware upgrade: If you find a new firmware from Moxa’s website, you can upgrade the
firmware with this function (details in appendix A).

Go to the boot loader menu from serial console:
Step 1:  Power off your W406 device.
Step 2: Make sure the serial console wire is connected to your PC correctly.

Step 3: Go to [Start] = [Programs] = [Accessories] = [Communication] = [Terminal] to
create a new terminal communication with the following settings: baudrate of 115200,
no hardware flow control, 8 N 1, and character set VT100.

Step 4:  Activate this terminal window on your PC.
Step 5:  Hold “DEL” key continuously.
Step 6:  Power on the W406 device.

Operating Your W406 Computer through the Serial Console

The serial console port (located on the bottom panel) gives users a convenient way of connecting
the development workstation to the console utility of the target computer. This method is
particularly useful when using the computer for the first time.

After you have wired a serial cable, go back to the development workstation and start a terminal
program (e.g., HyperTerminal) by using the settings shown below for the serial console port.

Baudrate 115200 bps
Parity None

Data bits 8

Stop bits 1

Flow Control None
Terminal ANSI

After a successful connection, type the login name and password as requested to log on to the
computer. The default values are both admin.

Login: admin
Password: admin
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Changing the Network Settings

The W406 computer has one network interface. There is no default IP address; the default network
setting is configured as DHCP. If you have a DHCP server, simply connect the W406 to your
network using an Ethernet cable. An IP address will automatically be appointed to the W406. If
you would like to use a fixed IP address, you should use netconfig command.

The netconfig command is a utility that is used to complete the task. Before changing the IP
addresses, type netconfig -h to list the help for this command.

\> netconfig -h
Usage: netconfig -n <AdapterName | Alias> [-EnableDHCP] [-i <IP address>] [-m < etmask>]
[-g <gateway>] [-d <DNS server>] [-w <WINS Server>] [-noask] e.g.: netconfig -n
IXP425ETHNPEL -i 192.168.10.101 -g 192.168.10.254: netconfig -n CS89501 -i
192.168.12.101 -m 255.255.0.0: netconfig -n PCIRTL81391 -EnableDHCP

Alias: LAN1=CS89501

For example, if your development workstation has a LAN port at 192.168.1.1, and the IP address
of the Domain Name Server (DNS) is 192.168.2.6, execute the following command.

\> netconfig —-n LAN1 —i 192.168.1.5 —m 255.255.255.0 —g 192.168.1.254 —d 192.168.2.6
Use the netconfig command to view the updated settings.

\> netconfig
LANL Interface Configuration:

| P Addr ess: 192.168.1.5
SubNet Mask: 255. 255. 255.0
Gat eway: 192. 168. 1. 254
DNS: 192.168. 2.6

Connecting to a GPRS/EDGE Network

Before connecting to a GPRS/EDGE network, make sure the SIM card is properly installed and
the antenna is connected. (Please refer to W406 Hardware User’s Manual for installation details.)
Note that the SIM card must be installed when the embedded computer is powered off. The LED
indicators on the top panel can be used to check the signal strength.

The W406 provides two programs to help users connect to a network via cellular communication.
When the SIM card is inserted, GPRSAutodetect.exe will detect the configuration and create the
entry automatically if the -1 parameter is entered. It will log the connection process into the
GPRSLog.txt file. After the entry has been created, you can use GPRSConnect.exe to connect to
the Internet via cellular module. The GPRSConnect.exe file also supports an automatic
reconnection function to retry the connection if the connection is not established.

NOTE: Do not execute the —d option when the reconnection function is activated and the
connection has not been established, or else the reconnection function will be invalid.
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1. To create an entry for connection, use the following command:
/> gprsautodetect

e+ Telnet 192.168.30.198

~norflash> autodetect
Detecting haudrate... 0K
Current bhaudrate : 115208
Checking SIM Card status...0K
PIN Authentication Success?!?
Searching for APH...0OK

Operator = Chunghwa Teleco
APN = Internet
SetBaudRate...0K
Create Entry "GPRSConnection...0K
~norflash:

2. To make a connection, use the following command:

/> gprsconnect —c

Telnet 192.168.30.198

~nowrf lash> gprsconnect —c
Opened RasEntry *GPREConnection’. UserMame='*" PW='' Domain='"
Dialing RasEntry ‘GPRSConnection’. UserMName="' PW='' Domain
RasDial successful. hRasConn = BxDBCZ2B8BA
: OpenPort
PortOpened
: DeviceConnected
AllDevicesConnected

—r1

Authenticate

Authenticated

Connected
~norf lash>

If you want to activate the reconnection function and log the process, use -r [seconds] to
reconnect every few seconds and use -1 to log the process.

NOTE: If the [seconds] parameter needs to be changed, execute gprsConnect —r -d to
deactivate the reconnection function and then restart the reconnection function.

3. Connecting by GPRS/EDGE takes only a few seconds. While still connecting, you should see
the following message from the command shell:

Connecting... Please wait a few seconds.

4. When the embedded computer has connected successfully to the GPRS/EDGE network, you
should see the message Connected.
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5. To verify the connection, type:

/>ipconfig

The ppp network interface should show up as follows

e Telmet 192.168 30104

snorf lash?> ipconfig
Jindows IP configuration

Ethernet adapter [CE895811:
IP Address ........ - 192
Subnet Maszk

adapter [HAYES COMPATIBLE
IP Address ........ : 116
Subnet Maszk = 255
Default Gateway ... = 116

DNS Servers........ - 192
192
168
168

~norf lash>

-168.308.174
.255.255.8

ON COM1i:1:

L I B
.A.8.0
.5%.53.154

-168.1.97
-168.1.91
-95.1.1

-95.192.1

Disconnecting from a GPRS/EDGE Network

To disconnect from the GPRS/EDGE network, type

/>gprsconnect -d

After a few seconds, the embedded computer will disconnect from the GPRS/EDGE/EDGE
network. A notification message will NOT be shown.
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GPRS/EDGE Connection Error Detection

To detect connection problems, GetGPRSError.exe is provided for users to diagnose problems
during the network connection process. This utility will execute a series of steps to check whether
the configuration is correct or not, and diagnostic information will be logged in the GPRSL og.txt
text file. You can check the text file to determine the problem that caused the connection problem,
or you can send this file to us.

Telnet 192.168.30.193

~» GetGPRSError
Detecting haudrate ...0K
Baudrate : 1152086
hecking Flow Control...0K
TEf lowcontrol=none,.TAf lowcontrol=none
iChecking PIM Code...ERROR
Erropr??S8IM Card is not inserted??

iChecking Module Temperature...0K
Module Temperatere : 32
iChecking Signal Strength...ERROR
SignalStrength=6
Signal strength is too weak
hecking RadiosBand...O0OK
GSM 988 MHz + GSM 1888 MH=z

SIM Card Lock Utilities

The W406 provides three utilities, PIN_Authentication.exe, PIN_Enable.exe, and
PIN_Disable.exe, for users to enable, disable, and authenticate the SIM card lock. During the
process of authentication, you may need to wait a few seconds.

NOTE: Make sure your PIN code is correct. After three failed attempts, the SIM card will be
locked and the PUK code will be required to unlock the SIM card. After ten failed attempts
at entering the PUK code, the SIM card will be invalidated and no longer operable.

To enable the SIM card lock utility, type
/>PIN_Enable

Telnet 192168 _30.195

~norflash?> pin_enahle

Chaeking SIM card status...0K

Checking SIM card lock status...0H
Please Input PIN CODE : B86@

Please Input Hew PIN Code : BBBA
Please Input New PIN Code again - BB80@

etting SIM card lock status...0K
iISetting Mew PIN Code...OK

Checking SIM card lock status...0H

Do you want to save passuword? (¥Y/N> : y
iSaving password...0K

Conf iguring autelogon...QK

~norf lash?>
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To disable the SIM card lock utility, type
/>PIN_Disable

e+ Telnet 192 168 30195

~norf lash> PIN_Dizahle

haeking 5IM card status...0K
Please Input PIN CODE : 08680
etting SIM card lock status...
Checking SIM card lock status...
IM card lock iz dizabledt?
Clearing password...0K
IConf iguring autologon...0K

~norf lash>

To authenticate the PIN code, type
/>PIN_Authentication

et Telnet 192.168.20.195

~norflash?> PIN_Authentication
Chaeking S5IM card status...0K

SIM card is ready to uset?
~norflash>

Sending and Receiving SMS Messages

The WA406 provides the utilities SendSMS.exe and ReceiveSMS.exe for users to send and receive
SMS messages.

There are two ways to send SMS messages, you can type the message you want to send directly, or
store it in a text file and read the message from the text file.

To send an SMS message directly, type “SendSMS [PhoneNumber] [Message]”
/>SendSMS 0911265306 “test SMS message”

1 Telnet 192.168.30.19 =5 X]

~norflash? sendsms B@2112653606 "test SME message"
Phone Mumber : B911265386
Meszage to be szend : test SME message

~norf lash>
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To send SMS messages via a text file, type “SendSMS [Phone Number] —f [filename]”
/>SendSMS 0911265306 —f SMS.txt

NOTE: 1.You must specify the absolute path for the filename or this function may fail.
2. This utility only transmits SMS messages in text mode.

e+ Telmet 192 16830198

“snorflazsh? sendsms 8911265386 —f “norflash sms.txt
Phone Mumber = 8911265386
be zend : test sms message

test2 sms2 messagel

snorflash>

To receive SMS messages, type

/>ReceiveSMS [message number]

et Telnet 192168 .30.198

“norflazh*> receivesms 2
Date = B9-83.28

Time = 16:17:82+32
Phone = 886911265386

Status = REC READ
Mezzage : Cabba
~norflash>
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Sending AT Command

The W406 provides the SendAT.exe utility for users to send AT commands to wireless modules.
To enter the command mode, type
[>SendAT

And then you will enter the AT command mode and you can type the AT command. Press enter to
send the AT command.

To quit the command mode, type
IAT>q

cv Telnet 192.168.30.197F

> =zendat
nT~>at
receive=at

To send text SMS message via sendat.exe you need to do the following steps:
1. Type at+cmgf=1 to set message format to text mode.

2. Type at+cmgs=xxXxXXXxxX, where Xxxxxxxx is the phone number you want to send SMS
messages to.

3. Type the SMS message you want to send and then press Enter.
(Note: You don’t need to enter ctrl+z to send the message or this message won’t be sent.)

< Telnet 192.168.30.216 - BEE

AT ~rat+emgf =1

AT ~at+emgs=A7112653086
at+tcmgs=0911265306

test SHS message
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Operating Your W406 Computer through a Telnet Client

Use a cross-over Ethernet cable to connect directly from your development workstation to the
W406 computer, or use a straight-through Ethernet cable to connect the computer to a LAN hub or
switch. Next, use the Telnet client in your development workstation to connect to the Telnet
console utility of the W406 computer. After connecting successfully, type the login name and
password as requested to log on to the computer.

Login: admin

Password: admin

After logging on through the console port or through a Telnet client, a list of commands are
available to operate the computer. Use “HELP” to display all of the commands and type “HELP
[command name]” to display extended help for the given command. Some of these commands,
such as “DATE” and “TIME” are very useful for managing the computer’s system time. Other
commands, such as “DIR” and “MKDIR” are good utilities for file management. For example, to
inspect the file structure of the root directory, type DIR.

>dir/b

Network

NORFlash

My Documents Program Files Temp
Windows

User/Group Management

User Group: You should assign specific services, such as ftp and Telnet, to defined user groups
so that these services are accessible only by the users within the permissible user group. Three user
groups, namely ftpd, telnetd, and httpd, are already created by default for your convenience.

Adding a Group: Use the command useradd —g <groupName> to create a user group.
\> useradd —g yyyy
group yyyy has been added.

Deleting a Group: To remove a group, use the command userdel —g <groupName>.
\> userdel —g yyyy
group yyyy has been removed.

Adding a User: Use the command useradd <newUserID> to add a user to the system. The user’s
password, by default, is the same as the user name.

\> useradd xxxx

user xxxx has been added.
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In addition, you can permit this user to access a particular service by typing -g followed by the
user group name of the service, i.e., useradd —g <groupName> <newUserID>. For example,

\> useradd —g telnetd xxxx
user Xxxx is existent
group telnetd is existent

user xxxx has been added to group yyyy

Deleting a User: Use the command userdel <userID> to delete a user from the system. User
“admin” CANNOT be deleted.

\> userdel xxxx

user xxxx has been deleted

You can also just remove a user from a user group by using the command userdel —g
<groupName> <newUserID>. For example,

\> userdel —g yyyy Xxxxx

user xxxx has been removed from group yyyy

System Time Management

Setting the System Time Manually: Use the date and time commands to query the current
system date/time, or to set a new system date/time.

\> date
The current date is: Tuesday, November 22, 2005
Enter the new date (mm-dd-[yylyy): 12-23-05

\>date /T
Wednesday, November 23, 2005

\> time
The current time is: 5:27:17 PM
Enter the new time (hh:mm:ss): 16:02:00

\> time /T
4:02:04 PM

Adjusting OS Time Zone

In the web manager, you can adjust your current system Time Zone.

After the time zone has been changed, the system time will not be updated automatically; you
must reboot your system to take effect.

SNTP Client

In the web manager, you can adjust your SNTP setting.

After the SNTP is enabled, the system time will automatically update so you must reboot your
system for updates to take effect.
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Starting and Stopping Services

After booting up, the W406 computer runs several services continuously to serve requests from
users or other programs. Some important services are telnet (“TELO:”), console (“CONO:"), world
wide web HTTP (“HTPO:"), and file transfer FTP (“FTPO0:”). If you rarely use these services, you
can still start up or stop a service with its associated name by using the services command. For
example:

Start the FTP service with the following command:
\> services start FTPO:

Stop the FTP service with the following command:
\> services stop FTPO:

Troubleshooting Network Connectivity

The ipconfig tool prints the TCP/IP-related configuration data of a host, including the IP addresses,
gateway, and DNS servers.

\> ipconfig /all

Windows IP configuration
Ethernet adapter Local Area Connection:

IP Address: 192.168.30.127
Subnet Mask: 255.255.255.0
Adapter Name: CS89501
Description: CS89501
Adapter Index: 2

Address: 00 90 e8 00 di1 23
DHCP Enabled: NO

Host name: W406

Domain Name: moxa.com

DNS Servers: 192.168.1.99
192.168.1.98

NODETYPE: 8

Routing Enabled: NO

Proxy Enabled: NO

To troubleshoot network connectivity or name resolution, use the ping command. This command
verifies IP-level connectivity to another TCP/IP computer by sending Internet Control Message
Protocol (ICMP) Echo Request messages. The corresponding return Echo Reply messages are
displayed, along with round-trip times. For more information, type ping without parameters.

\> ping www.moxa.com
Pinging Host www.moxa.com [192.168.1.16]
Reply from 192.168.1.16: Echo size=32 time<lms TTL=126
Reply from 192.168.1.16: Echo size=32 time<lms TTL=126
Reply from 192.168.1.16: Echo size=32 time<lms TTL=126

The route utility allows you to view or modify network routing tables. Type this command
without parameters to view a list of functions.

\> route

To view current routing items in the tables, type
\> route PRINT

To add a routing item on network interface 1, type
\> route ADD 192.168.0.0 MASK 255.255.0.0 192.168.15.254 IF 2
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To delete a routing item, type
\> route DELETE 192.168.0.0

Simple Network Management Protocol (SNMP)

SNMP is the standard Internet protocol for network management, and belongs to the TCP/IP
protocol suite. SNMP was developed to monitor and manage networks. It uses a distributed
architecture that consists of agents and managers:

e The SNMP agent is an SNMP application that monitors network traffic and responds to queries
from SNMP manager applications. The agent also notifies the manager when significant
events occur by sending a trap.

* An SNMP manager is an SNMP application that generates queries to SNMP-agent applications
and receives traps from SNMP-agent applications.

The W406 computer installs an SNMP agent to serve as an SNMP device. You should install the
SNMP manager on the workstation computer (for example, a Linux system) that monitors the
network. After installing the nodes, you need to configure the SNMP manager and agent.

To check SNMP agent capabilities on a target W406 computer (e.g., network IP at 192.168.3.127),
log on to the workstation computer on which the SNMP manager resides, and type:

\> snmpwalk -v 2¢ -c public 192.168.3.127 system

SNMPv2-MIB:
SNMPv2-MIB:
SNMPv2-MIB:

SNMPv2-MIB:
SNMPv2-MIB:

:sysDescr.0 Microsoft Windows CE Version 6.0 (Build 1400)
:sysObjectID.0 SNMPv2-SMI::enterprises.8691.13.406
:sysUpTime.0 1282929

:sysContact.0 Your System Contact Here
:sysName.0 WindowsCE

You will see a series of messages from the SNMP agent on the W406 computer. You may then
proceed to monitor and manage the computer.
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Web-based Management System

Note: You must use Internet Explorer 5.5 or above to access the web-based management
system.

The W406-CE ready-to-run embedded computer is a network-centric platforms designed to be
used as front-end computers for data acquisition and industrial control. Due to the distributed
characteristics of the devices that these computers control, they often reside in harsh environments
away from the system administrator. To manage these computers, operations such as
networking/server configuration, file management, and process (thread) monitoring/control are
critical.

The following topics are covered in this chapter:

Logging onto the Web-based Management System
System Information

Networking/Server Configuration

Serial Port Configuration

Monitoring and Controlling Processes (Threads)
Launching Processes Automatically

Monitoring and Controlling Services

Binary/Text File Management

o000 000



W406-CE User’s Manual Web-based Management System

Logging onto the Web-based Management System

The web-based management system installed in the W406 computer incorporates often-used
features into CGI pages, and categorizes them on a menu bar.

Before attempting to connect to the management system, make sure the network connection from
your PC to the target computer active, and you are able to use the PC’s Internet browser. The
following steps describe how to log on to the web-based system.

1. Type the IP address of the target computer in the browser’s address box. When the main page
appears, click on Web-Based Management.

2. Enter your user ID and password in the corresponding fields (both are case sensitive) and then
press enter to request access to the management system. The system checks your data with the
users previously defined in the computer and then determines the validity of your logon.

The default User ID and Password are as follows:

User ID: admin
Password: admin

System Information

After you log on successfully, the main page displays the system information of the target
computer, including the firmware version of the computer, the CPU system time, and system
resources, including main memory and file system usage (RAM and Flash).

MOXA £ Windows Embedded CE6.0

Model Name W406-CE
Getaaking Computer Name W4DECE
- Firmware Version V1.0
Serial Port
.Net CF Version 2.0 5P2
File Manager GPU Architecture Cirrus 9315
GPU System Time 2009-03-31 05:48: 00 Greenwich Standard Time
Services Free / Total Memory 9620 / 17924 (K) Bytes
D S S e S S S S
Processes Free / Total FS {(RAM) 1448 / 1636 (K) Bytes
[
Free / Total FS (Flash) 2411 / 2750 (K) Bytes

[=h=t=te)
Warning:Fleasze preserves at least 100k bytes for Registry!

Rehoot System
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Networking/Server Configuration

The target computer has two network interfaces. To view or change the settings, click the
Networking item on the menu bar. After the page loads, enter the relevant details in the
corresponding text fields and then click Update to activate the changes.

-
MOXA £ WindowsEmbedded CE60
System LANT [ C3E3501
DHCP Enable
Netwiorking Network Address R CE
Network Mask 255255 2550 1
Serial Port Network Gateway e
5 Domain Name Server |@EB 187 |
File Manager ————————————
Services GPRS
im Present, The Web Manager does not support GPRS configuration. You must
Processes iconﬁu them by the following command line tools.
'Pﬁmﬂﬁaca?nn .| ;Check th; éfh;c;rd status
'ﬁLEnial:le :’aarhi\e SIM card lock
iPiU’)is;Ir; E;a& eﬁ;ard In;
;GPRSAmnDectem ‘Creatthe ras entry far GPRS connection
jGPRSCEnnem V‘Cnnnerct ar disconnect IEQEPRS c’nnnectinn
iGelGPRSErrnr ;Detect the errar nfEPRS cnr:nezt\nn =
e

Serial Port Configuration

The target computer has several high-performance serial ports, each of which supports RS-232,
RS-422, and RS-485. By default, each port is set for RS-232 data transmission. Each port can be
assigned a different serial interface. The updated settings take effect after the system has rebooted,
and remain in force until another update is made.

MOXA £ Windows Embedded CE6.0
Detaut Operstion Hode =
Systam Index coM Part [change all OF Mode
" | Al Parts |Rs232 | el save an
Metworking 5 ! G !
Index COMPort 0P Mode Bave Setting
Serial port & o lrszz v E .
P2 comz RS232 v Il

File Manager

Services

Processes




W406-CE User’s Manual Web-based Management System

Monitoring and Controlling Processes (Threads)

At runtime, you can monitor and control with the management system. To view current processes,
click the Processes item on the main menu bar. You can kill a process by clicking the kill button
next to the process name.

o
MOXA £ WindowsEmbedded CE6.0
System y
Nistwarking :Name e} Threads
MK.EXE 1 a1
Serial Port udevice exe 7 2
judevice.exe 3 i
File Manager udevice.exe 4 i
udevice exe 8 1
Services senvicesd.exe & 24
udevice.exe 7 i
lracezses Kill oMD EXE B I
Kill ce_neci.exe e} 1
Automatic Launching
Seq  App. Path Arguments
1 scandisk exe
2 ce_heciexe
“

Launching Processes Automatically

To set your application to start on boot up, do the following:

Step 1: Click the Processes item on the main menu bar. In the lower part of the page, there is an
area marked Automatic Launching.

Step 2: Enter the full path of the application in the first text field, and enter its arguments
(if there are any) in a separate text field.

Step 3: Click Add.

o
MOXA £ WindowsEmbedded CE6.0
System y
Nistwarking :Name D Threads
MK.EXE 1 a1
Serial Port ludsvice.exe 2 2
judevice.exe 3 i
File Manager udevice.exe 4 i
udevice exe 8 1
Services senvicesd.exe & 24
udevice.exe 7 i
lracezses Kl oD BXE B I
Kill ce_neci.exe e} 1
Automatic Launching
Seq  App. Path Arguments
1 scandisk exe
2 ce_heciexe
I[ | [ ]
“
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Monitoring and Controlling Services

Some services, such as ftp and telnet daemons, run in the background to provide services for user
requests. To monitor and control these services, do the following:

Step 1: Click the Services item on the main menu bar. The running services are displayed.

Step 2: Click the relevant check box to toggle a start/stop operation for the desired service.

MOXA £7 Windows Embedded CE6.0
= Sevices
System T
:Star‘tt Stop MName Description ‘Status
Networking :TELD [Telnet Service ‘Runmng
FTPO FTP Senice ‘Running
Serial Port ICOND Console Serice Running
File Manager
SNTP
- Time Zone | {GMT) MorroGreenwich Standard Time v
Services - -
. Enable |

HTP ServerList |l i et et ntp Jandau ac.r

Processes

Refresh Time |24 | (Hours) [ Save Settngs |

Binary/Text File Management

PC users enjoy the convenience of using Windows’ friendly windows-based file manager to
browse, delete, and organize files and directories. Moxa’s web-based management system
provides the same kind of convenience for managing files on the target computer. Click File
Manager to view the directory tree of your target computer. The file manager can be used to
perform the following operations:

® To browse a child directory, click the name of the directory.

® To delete a file, click the X in front of the file icon.

® To create a child directory, click Create Directory and then follow the on-screen instructions.
® To refresh the current directory, click Current Directory at the top of the page.

MOXA £ Windows Embedded CE 6.0
File Manager
System Goto Root: Current Directory SNORFlash:
Operation Hame Size Modified Date

Metworking 0 Cinstebirerkiny i
} ¥ Upload File (31 ebManager INNWOI/A0 A 03 26
SR [K[#] memonteak_gen hat 68 2009/03/26 AM 0344
T K testanr exe 5 KB 200803026 AW 0336
File Manager ¥ gen_pioaderens 5 KB 20000326 AM 0344
i ¥ autoDetectere 13 KB 20090331 AM 01:05
[ ¥ regutilexe 7 KB 200803030 AM 0442
s [¥™ recavreE BxE 5 KB 200803630 AM 0343
[¥™ srreconnect axe 16 KB 20090330 PM D133
D‘S Reconnectexe 6 KB 2009/03/20 AM 06:20
[(¥3 cPreautoDetectexe 5 KB 200003630 AM 0840
[K[=] rmoes.dn 26 KB 20090330 AM 05:41
¥ sendoms e B KB 20080363 AW 01 35
K Linue watchdog pdf 33 KB 0090331 AM 0543
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In addition, the management system offers a mechanism for uploading files. The mechanism gives
you an easy way to transfer files from your workstation to the target computer. For example, after
you build an application on the development workstation, you can use this mechanism to upload
the application to the current directory of the target computer.

Step 1: Click Upload File. A browser window pops up.

Step 2: From the pop-up browser window, click Browse to bring up a local file manager.

Step 3: Browse to and select the file that you want to upload and click Open.

Step 4: Navigate back to the browser window, and click OK. The system starts to upload
the file.

Step 5: After the file is uploaded completely, refresh the page.
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Firmware Upgrade Procedure

The latest firmware for Moxa’s embedded computers can be downloaded from the download
center on Moxa’s website. For the W406, we provide a solution to upload the firmware file by
TFTP, and upgrade the firmware using boot loader utilities. The following steps show how to
upgrade the firmware:

Setting up the TFETP server

1.
2.

Connect LAN of the W406 to your PC using a cross-over Ethernet cable.

Download a free TFTP server package from the following site:
ftp://papa.indstate.edu/winsock-1/Windows95/Daemons/TFTPD/

Refer the “Help” file in the package for instructions on how to set up the TFTP server.

Put the latest firmware image (e.g., W406CE_V1.0_YYMMDDHH.hfm) in the same directory
that the TFTP resides.

Configuring the TETP client on the W406

Power off the W406.
Connect the W406 to your PC with a console port cable.

Start a terminal program (such as HyperTerminal or PComm) with the settings: Baudrate
115200, no hardware flow control, 8 N 1, character set VT100.

Hold down the “DEL” key on your PC.

Power on the W406 embedded computer. You will be guided to the boot loader utility menu.
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_1 FComm Terminal Emnlator - COM3,115200,None,3,1,ANS]

Profile  Edit Port Manager Window Help

& BIRA| #/2[e=]e] Sln|

B® cOM3,115200,None,8,1,ANSI

F';— Query.HumEraseBlocks @ [Oxl]
Query.sBlockInfol[0].blocks : [0xE0]
FIE’Tﬁj‘rQu.er},r.sBlu:n:l-zInft:![D].}:-llcn:k_size o [DxZ0000]
RTS IInit MOMA UART

Init RTC

Init BF Module. . 0K

Moxa Technologies Co., Ltd Version 2.7.0.0
Make date: (Mar £ Z00% - 1l&:-10:46)

Module Name : W40ECE Serial No. : 409
MACO - 00:90:E3:00:00:D3

Siale:OPEN B (EE(EE EE R eaq,

(1) Metwork Configuration ({Z)  Format User Disk
(3) Firmware Upgrade {4} Peset to Factory Default

Al

Select (1) Network Configuration.

Ii‘_'u PComm Terminal Emulator - COM3,115200,None, 8,1, ANS]

Profile Edit FPortManager Window Help

4 BlA @[es(e] 32|

Module Name : W40:6CE
O0:30:E8:00:00:D3

Serial Mo.

Network Configuration

Moxa Technologies Co., Ltd Version Z.7.0.0
Make date: (Mar & Z009 - 1&:10:45)

Module MName : W40&CE
O0:20:ES:00:00:D3

Serial Mo. :@ 405

fEK

”~ I

Format User Disk
Firmware Upgrade {d) DPReset to Factory Default
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Select (1) Change IP Setting, input Local IP Address of the W406 and Server IP Address (TFTP
host IP Address).

Iﬁ‘_‘. PComm Terminal Emulator - COM3,115200,None. 8,1, ANSI
Profile Edit PortManager Window Help

€ QA 5|2 Sls|

E™ COM3,115200,None,8,1, ANSI

flash programi) : 0x&0040010, 0x73FEC, Oxd

Moxa Technologies Co., Ltd VWersion 2.7.0.0
Make date: (Mar & Z00% - 1l6:10:48)

Module Name : W40&CE Serial No. :@ 402
MACO : 00:20:E2:00:00:D2

[ Change IP Setting g ] Show Current IP Setting

Commarids=1

Local IP Address (SO0 CEIMDD{ D) - :1%2.168.30.11Z

Server IP Address (MO MDOILMDOUMREDLO - :192.168.3D.46| ';
State:OPEN  |W [Bm (mw [ (e e '

Select (2) Show Current IP Setting. You can view the IP setting on the following screen.

Iﬁ‘_‘. PComm Terminal Emulator - COM3,115200,None.8,1,ANSI
Profile  Edit Port Manager Window Help

4 BH 2/2/a=n Slsl

B=1E

IRl e e e T R R R A T R R T R R P B B T B P A B e D R T A i

Commands =2

DTR |4+ttt ttrtrrtrdt sttt rrdtdtrrrtrtrdttass

RTS ILocal TP Address : 19Z_168.30.111(COAS1EGF)
TFTF Serwer IP Address : 132_168_30.45(COAB1EZE)

e e

Moxa Techhologies Co., Ltd Wersion 2.7.0.0
Make date: (Mar £ Z009 - 16:10:4g)

Module MName :© W40E6CE Serial Mo. :@ 409
MACO : 00:20:ES:00:00:D3

({1} Change IP Setting (Z) Bhow Current IP Setting
Command>>| =
State:OPEM i wm o (em o Besdy p,
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Press ESC to go back to the main menu.

Select (3) Firmware Upgrade.

Iﬁ‘_‘. PComm Terminal Emulator - COM3,115200,None.8,1,ANST
Profile  Edit PortMansger Wimdow Help

| JA =t =] 528

E™ COM3,115200,None,8,1,ANSI
E Z00% - 16:10:461)

Make date:

(Mar

Module Name : W40&CE Serial Mo. : 409
[o7R | maco : 00:50:ES:00:00:D3
FET TR oo o g oot e s e e o e e e o e g e o e e e R e e e S e St e s s g e
(B Network Configuration (850 Format User Disk
[Sch] Firmware Upgrade idl Beset to Factory Defaunlt
Commard:=32

Moxa Technologies Co., Ltd Wersion 2.7.0.0
Make date: [(Mar L ZO00%9 - 1la:10:46)

Module Mame : W406CE Serial Mo. :© 409
MicO : 00:30:E8:00:00:D3

State:OPEN B2 B [ (B Ready

Select (1) Load from LAN1 (TFTP). Input the filename of the firmware for the W406.

Iﬁ‘_\ FComm Terminal Emulator - COM3,115200,None 8,1, ANSI
Profile Edit PortMansger Window Help

4 QIR 2|es|s Sl2s|

B COM3,115200, None,B,1, ANSI

Module Name : W40&CE Serial No.

MACO : 00:20:E2:00:00:D32

R s e e e S e T T T L e e e B S R et B S e e B B R et D B e et B A e et
ERTS Pl Network Conficuration LED Format User Dizk
({2}  Firmware Upgrade i4) PReset to Factory Default
Commatd==3

Moxa Technologies Co., Ltd Wersion 2.7.0.0
Make date: (Mar § Z002 - 1l&:10:48)

Module Name : W40&CE Serial No. : 403
MACO : O00:20:E2:00:00:D32

Commatnd-=1
File Name (xxx. hfm] - W40&6-CE_W1.0_09031218 him

State:OPEN B9 9= B BS Ready
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Firmware Upgrade Procedure

The firmware upgrade will start running. You can view the status from the TFTP screen.

" WADG-CE_Y¥1.0_09041513 hfm to... [X]

File size: 12343133
2738616 Butes sent 911872 Bytes/zec

It will take several minutes for the firmware files to be written to your embedded computer.
Do not power off your computer!

] ﬁ‘-i' PComm Terminal Emulator - COM3,115200,None, 8,1 ANSI
Pl‘Df:IlE Edit Fort Manager Window Help

_j EIiIEH @'iéﬂ@l@]ﬂrk .R|2B]

FEX

r;'

rﬁ— file headerlength @ [E2]

RTE (file header wersion @ [l010000]
file filename : [nk.bin]
file filelength : [BCEAZE]
file checksum : [4D7F2CZ27]
file flashstart : [0]
file flashend : [0]
file flashlength - [0]
file DRAMstartaddr : [0]
file mtdno : [0]
file wersion - [0O]

Write File to Flash Now...

flash programi) - O0x600&0000, 0x3000CO, OxBCEAZE
b
BN B[] ;
State:0PEM e . P Ready ”

When finished, you can view it from the TFTP screen.

"% TFTIFD32 by Fh. Jounin

B ase Directary IE:"MIINEE BOOOS D esignzhiw 40E Browse

Server interfaces 1192.1 502045 _] Show Dir i

Conmection receted from 192166, 30,155 o pork 700
Read request for file <W406-CE_W1.0_09041513 hfm:. Mode EIE
<\WA0B-CE_W1.0_09041513 ke zent 24119 blks, 12348133 by

¢ | *

Current Action ]<W4EIE-EE_U1 00904151 3. hfme: sent 2417¢

Abot 1 Settings | Help
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You can also view it from the terminal screen.

ij PComm Terminal Emulator - COM3,115200,None 8,1, ANEL
Fmofile Edit Port Manager Window Help

|8 Q| @[t =) 5

E* COM2,115200,None,8,1,ANSI

[: file DRAMstartaddr :@ [0] |
file mtdno - [0] 3
DTR lfile_wersiom : [0]

Write File to Flash MNow. ..
flash program{) : 0xe0080000, 0x3000C0, 0xBCEAZE

Moxa Technologies Co., Ltd Wersion 2.7.0.0
Make date: (Mar & Z00% - le:l1l0:4&)

Module MName : W40&6CE Serial MNo. : 409
MACO : O00:30:E2:00:1Z:1F%

[x]
g
| E
E
B
v
v
||

You may reboot the embedded computer to complete the firmware upgrade.
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Application Development

The mxdev library for C++ and the mxdevice library for C Sharp are provided to help users
develop their application on the W406 quickly and easily. The complete source code can be found
in the sample directory on the software CD.

Developing an application with VS2005
e Open Microsoft® Visual Studio .Net 2005.
® From the File menu, choose New Project.

® Choose the Project Type and then select the Smart Device Application as the type of
project.

e Fill in the project name and click OK.

e Choose Windows CE as the target platform.

e Select the desired project type and click OK.

e Write your application code.

e From the Device toolbar, choose Windows CE.Net Device.

®  From the Build menu, choose Build Project or Rebuild Project.

e \When you complete your application, upload it to the embedded computer.

e | og on to the embedded computer. At the console prompt, execute it directly if it is a C++ or
C# file.
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Visual C++ Examples

A library (mxdev.lib) is provided to simplify application development. This library covers APIs
for the buzzer, serial, and digital 1/O devices.

To link it to your VS2005 developing environment, perform the following steps:

1. From the VS2005 solution explorer, right-click the project and choose Property.
2. From the left window, choose Configuration Properties = Linker = Input.
3. Append mxdev.lib to the text field Additional Dependencies.

Before you compile your application, please make sure that the header file and the library file in
the SDK directories are as shown below. If any of them is not in the specified directory, find it on
the package CD and copy it to the specified directory.

C:\Program Files\Windows CE
Tools\wce600\W406-CE_V1.0\Mnclude\Armv4i\moxa\devices.h

A

ATTENTION

1. The programming examples for Moxa embedded computers are frequently updated. The
latest examples can be downloaded at
ftp://esource.moxa.com/moxasys/WinCE_Examples/C++.

2. Make sure you do not configure Mobile Equipment Error Message Format (CMEE), or the
return value of GPRS connection functions may be incorrect.

C++ Example—Moxa UART Send(RS-232/422/485)

BYTE pattern[20] = "1234567890"; /1 data

HANDLE hSerial = NULL; /'l serial port handle

DCB dcb; /] setting structure of Serial port

WCHAR szPort[10] = L"COWL:"; /1 define COML: to be the port of data sent

/'l Open serial port

hSerial = CreateFile( szPort, GENERIC READ | GENERI C_WRITE, 0, NULL, OPEN EXI STI NG
0, NULL);

if ( hSerial !'= | NVALI D_HANDLE VALUE )
{

/] Get Port setting structure

Get Commtt at e(hSeri al, &dch);

dcb. BaudRate = 115200; /! set baud rate to 115200 bps
dcb. f Rt sControl = RTS_CONTROL_HANDSHAKE; /1 set Hardware flow control
dcb. ByteSi ze = 8; /1 data size = 8

dch. StopBits = ONESTOPBI T; /] stop bit =1

dcb. Parity = NOPARITY; /1 no parity

/1 Update Port setting structure
Set Cormtt at e(hSeri al, &dch);
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/'l set Mode to RS232
BYTE bMbde = RS232_MODE;

Devi cel oControl (hSerial, MOXA SET_OP_MODE, &Mode, si zeof (BYTE), NULL, 0, &wRet urned,
NULL) ;

/1 send pattern
WiteFile( hSerial, pattern, 10 /* send 10 bytes only */, &dwReturned, NULL);

/1 Close Serial Port Handle
Cl oseHandl e(hSerial);

}
C++ Example—Moxa UART Receive(RS-232/422/485)

The following C/C++ code shows a sample application that transmits text data from port COM1 to
port COM2 in the RS-232 operation mode. The application opens these two ports, generates a
thread to receive data from port COM2, and then executes as a main thread to transmit data to port

COML.

BYTE buffer[100]; /] data receiving buffer

HANDLE hSerial = NULL; /1 serial port handle

DCB dcb; /'l setting structure of Serial port
WCHAR szPort[10] = L"COwR:"; /1 define COM: to be the port

of data received
/1 Open serial port

hSerial = CreateFile( szPort, GENERI C_ READ | GENERI C_ WRI TE, 0, NULL,
OPEN_EXI STING, 0, NULL);

if ( hSerial !'= |INVALI D HANDLE VALUE )
{

/1l Get Port setting structure

Cet Comrmtt at e(hSerial, &dcb);

o dcb. BaudRat e = 115200; /] set baud rate to 115200
ps

dcb. f Rt sControl = RTS CONTROL_HANDSHAKE; /1 set Hardware fl ow
control

dcb. ByteSi ze = 8; /] data size = 8

dcb. StopBits = ONESTOPBI T; [l stop bit =1

dcb. Parity = NOPARITY; /'l no parity

/1 Update Port setting structure
Set CommSt at e( hSeri al, &dcb);

DWORD dwRet urned = O;

/1 set Mode to RS232
BYTE bMbde = RS232_MODE;
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Devi cel oControl (hSerial, MOXA SET_OP_MODE, &Mode, si zeof (BYTE), NULL, 0, &wRet ur ned,
NULL) ;

/! send pattern

menset (buffer, 0, sizeof(buffer));

dwRet urned = 0;

while ( TRUE )

{
ReadFil e( hSerial, buffer, sizeof(buffer), &JIwReturned, NULL);
/1 dwReturned is the actually data received byte nunber
printf("Received size = %\ n", dwReturned );
if ( dwReturned > 0 ) {
printf("data = %\n", buffer );
br eak;
}
}

/1 Close Serial Port Handle
Cl oseHandl e(hSerial);

C++ Example—Buzzer

The embedded computer supports hardware buzzers that applications can use as an alarm for
critical errors. You may set the frequency and the duration of the buzzer at the application level by
using the APIs. The following example code triggers the buzzer for 50 milliseconds at frequency
2200 Hz.

/1 turn on buzzer

mxbeep_on();

/1 sleep 200 ns
Sl eep(200);

/1 turn off buzzer

mxbeep_of f () ;
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C++ Example—Digital I/O

The embedded computer with the support of programmable digital input/output channels provides
you with 1/O control on other devices. These channels can be accessed at run-time via the
following example program.

/linitial the DIO driver
hDIO =D Oinit();

/1 Set one bit data of DOUT
bol Dout =set _dout (hDI O, i ndex, data);
//get data from DOUT
i nt Dout =get _dout (hDl O i ndex) ;
printf("intDout=%l\n",intDout);

//get data fromDI N
byt eDi n=get _di n(hDI O ;
printf("Din = 0x%\n", byteDin);

/*Close DIOdriver*/
bol d ose=DI O _cl ose(hDI O ;
i f(!bol C ose)
{
printf("DOCose fail\n");
}

C++ Example—DeleteSMS
DWORD dwi ndex=1;

int nStatus=-1;

/*Check if the index is entered.*/
if(argc==1)
{
printf("Usage:\n");
printf(" DeleteSMs [ Message |IDI\n");
printf(" e.g.DeleteSMs 1\n");
return O;

}
dwi ndex=_wt ol (argv[1]);

/*Del ete the specified SM5 nmessage*/
nSt at us=Del et eSM5( dw ndex) ;

/*Check the status,zero indicates success, nonzero indicates error*/

if(!nStatus)
{
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printf("Del eteSM5 success.\n");
el se

printf("DeleteSMs fail.\n");

C++ Example—DetectConnection

The following is an example of getting the connection status.

int nStatus=-1;

/ *Det ect the connection status*/

nSt at us=Det ect Connection();

i f(nStatus==1)

{
printf("Connecti on has been estabilished.\n");
}
el se
{
printf("Connection hasn't been estabilished.\n");
}

C++ Example—GetPINLockStatus

The following is an example of getting the lock status of the SIM card.

int nStatus=-1,
nSt at us=Cet Pl NLockSt at us() ;

/*Check SIMcard status, O for ready, 1 for PIN code is needed, 2 for PUK code is
needed. */

swi tch(nSt at us)
{
case 0:
printf("SIMcard is ready.\n");
br eak;
case 1:
printf("PIN code is needed.\n");
br eak;
case 2:
printf("PUK code is needed.\n");
br eak;

defaul t:
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printf("SIMis not inserted.\n");

br eak;

}

C++ Example—GetGPRSError
The following is an example of GetGPRSETrror. This program executes a series of checks and
returns the error code for users to check which procedure is not correct.
DWORD dwkr r or Code=0x0;
DWORD dwEr r or =0x0;
int i=0;
dwEr r or =Get GPRSError () ;
i f (dwEr r or ==ERROR_SUCCESS)
{
printf("No Error!!\r\n");
return O;
}
for(i=0;i<7;i++)
{
switch(dwError & (Ox1 << i))
{
case BAUDRATE_ERROR_COVB:
printf (" BAUDRATE _ERROR _COMB\r\n");
br eak;
case BAUDRATE_ERROR _COW4:
printf (" BAUDRATE _ERROR _COWA\r\n");
br eak;
case FLOACONTROL_ERROR:
printf("FLOACONTROL_ERROR\r\n");
br eak;
case Pl NCODE_ERROR:
printf("PINCODE_ERROR r\n");
br eak;
case TEMPERATURE_ERROR
printf (" TEMPERATURE_ERROR\r\n");
br eak;
case S| GNALSTRENGTH_ERROR:
printf ("SI GNALSTRENGTH ERROR\r\ n");
br eak;
case RADI OBAND_ERROR:
printf (" RADI OBAND ERROR\ r\n");
br eak;
def aul t
br eak;
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C++ Example—GPRSAutoDetect

The following is an example of GPRSAutoDetect. This program executes a series of detection and
creates the entry for connection automatically. Users don’t need to create the entry manually.
Instead, just execute the function.

int nStatus=-1;
ATOM at om

/*Check if autodetect function has been executed*/
i f (at om=Gd obal Fi ndAt om(L" Aut oDet ect ™))

{
printf (" GPRSAut odetect has been started.\n");
return -1,

}

el se

{
d obal AddAt on( L" Aut oDet ect ") ;

}

//Detect and create entry for GPRS connection
nSt at us=GPRSAut oDet ect () ;
i f(nStatus==0)

{
printf (" GPRSAut oDet ect success.\n");
}
el se
{
printf("GPRSAut oDetect fail.\n");
}

/*Clear the flag*/
i f (at om=Gd obal Fi ndAt om(L" Aut oDet ect "))

{
d obal Del et eAt on{ at on) ;
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C++ Example—GPRSConnect
The following is an example of GPRSConnect. This program makes or terminates a connection
according to the information stored in the entry which is created by the GPRSAutoDetect function.
i f (bConnect)
{
/*I1f reconnect function has been activated, we don't need to execute rasdial .*/
i f (at om=G obal Fi ndAt om( L" Reconnect "))
{
[lprintf("Find ATOMr\n");

printf("Reconnecting, disable reconnect function if you want to connect
manual I y\r\n");

}
el se /*El se, we execute rasdial to connect to internet.*/
{
RASDI al () ;
r et =Det ect Connection();
/*
i f(fConnect ed==TRUE)
{
printf("fConnected==TRUE\r\n");
ret =1,
}
*/
}

C++ Example—Memory

The following is an example of retrieving the memory information.
MEMORYSTATUS ms = { sizeof (nms) };

d obal MenorySt at us( &ms) ;

printf("Free Menory = %\ n", ns.dwAvail Phys);
printf("Toal Menory = %\ n", ms.dwTotal Phys);

C++ Example—Message Queue

The following is an example of Message Queue programming. This program creates the main
thread first for waiting data and then creates the client thread to receive the collected data.

DWORD dwData[CLIENTS];
/I Initializing the critical section variable

InitializeCriticalSection(&cs);
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/I create the main thread first for waiting data
CreateThread(NULL, 0, (LPTHREAD_START_ROUTINE)thread_main, NULL,0, NULL);
Sleep(500);

for (inti=0; i<CLIENTS; i++) {
dwData[i] = i+1;
/I create the client thread

CreateThread(NULL, 0, (LPTHREAD_START_ROUTINE)thread_collectdata, &dwData[i],0, NULL);

/l wait a command to close all threads
WCHAR ch = getwchar();

bQuit = TRUE;
DeleteCriticalSection(&cs);

/I make sure all threads were closed
Sleep(3000);

C++ Example—PINAuthenticate
char *pin=""0000"";
int nStatus=-1;
nStatus=PINAuthenticate(pin);
if(InStatus)

{
printf(""PINAuthenticate success.\n"");
}
else
{
printf(""PINAuthenticate fail.");
}
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C++ Example—PUKAuthenticate
char *pin="0000"";

int nStatus=-1;

nStatus=PUKAuthenticate(pin);
if(InStatus)

{
printf(""PUKAuthenticate success.\n"");
}
else
{
printf(""PUKAuthenticate fail.");
}

C++ Example—PINEnable
char *pi n="0000";
int nStatus=-1,
nSt at us=PI NEnabl e( pi n);
i f(!'nStatus)

{
printf("PlINEnabl e success.\n");
}
el se
{
printf("PINEnable fail.");
}
return O;

C++ Exanpl e—PI NDi sabl e
char *pi n="0000";

int nStatus=-1,;

nSt at us=PI NDi sabl e(pin);
i f (nStat us==0)

{
printf("PIND sabl e success.\n");
}
el se
{
printf("PINDi sable fail.");
}
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C++ Example—RebootDevice

The following is an example of rebooting the device.

HANDLE hDevService = CreateFile( L"UCS1:", CGENERIC_READ | GENERIC WRITE, 0, NULL,
OPEN_EXI STING, 0, NULL);

if ( hDevService != | NVALI D_HANDLE VALUE )

{
/'l Reboot device

Devi cel oControl ( hDevServi ce, | OCTL_REBOOT_DEVI CE, NULL, 0, NULL, O, NULL, NULL);

/1 Close the device service driver
Cl oseHandl e( hDevServi ce) ;
}

C++ Example—RegistryReadWrite

The following is an example of reading and writing the registry.
Creat ePart ner( L"MyConpany", L"MLastNanme", L"MEnmail @one.conl', L"M/Nation" );
Creat ePart ner ( L" Conpany11111", L" Nane2222", L"Enai | 2222@one. com', L"Nati on3333");

ReadPart ner (L" MyConpany") ;
wprintf(L"\n");

ReadPart ner (L" Conpany11111");
wprintf(L"\n");

Del et ePart ner (L" MyConmpany") ;
Del et ePart ner (L" Conpany11111");

C++ Example—ReceiveSMS

The following is an example of receiving an SMS message. This program receives the message
from the wireless module from the message ID.

PSMS pSMS;

//receive the SM5 nessage of index 1
pSM5=Recei veSM5( 1) ;
i f (pSMS==NULL)
{

printf("No nessage!!");

return O;
}
//print the nessage status
printf("Status=%\r\n", pSM5->chSt at us);
//print message date
printf("Date=%\r\n", pSMs- >chDat e) ;
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printf("Time=%\r\n", pSM5- >chTi ne) ;
printf("PhoneNunmber =%s\r\n", pSMs- >chPhoneNunber) ;
printf("Message=%\r\n", pSM5- >chMessage) ;

C++ Example—SendATCommand
The following is an example of sending an AT command. This program sends a simple “at” AT
command to the wireless module and receives a response from the wireless module.
char *receive;
recei ve=SendATCommand( " at +cpi n?");

printf("receive=%\r\n", receive);

C++ Example—SendSMS

The following is an example of sending an SMS message. This program sends a message and the
phone number to the wireless module, and the wireless module sends the message to the specified
phone number.

/'l prepare the phone nunmber you want to send SM5 message
char* PhoneNunber ="0911265306";

// prepare the nessage you want to send

char * Message="test SMS nmessage";

//send the SM5 message by SendSMS API

SendSMS( PhoneNunber , Message) ;

C++ Example—SMSSyncTime

The following is an example of synchronizing the local time via a SMS message.
/*Get current systemtine and copy to strCurrentTinme to be aidentification string*/
Get Local Ti ne(&systentine);
sprintf(strCurretnTine, "%/ %/ %, %d: %d: %d+%", syst ent i ne. wyear

,systentime. wibnt h
, systenti me. wbDay
, systenti me. wHour
,systentime.wM nute
, systenti me. wSecond
,systentime.wM I liseconds);
/*Send SMS5 with identification string*/
printf("Sending SM5 nessage...");
i f(SendSMS( St ringConvert (wszPhoneNunber), strCurretnTi me) ==-1)

{
printf("ERROR n");
[/printf("SendSMs Error\n");
return -1;

}
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el se
{

printf("oK\n");
}
/*Get all messages*/
SendAT("at +crgf =1\r");
printf("Receving nessage...");
recei ve=SendAT("at~*sngl ") ;
if(strlen(receive))

{
printf("oKn");

}

el se

{
printf("ERROR n");
return -1;

}

str_keyword=(char *)nal |l oc( MAX_PATH);
/ *Search the keyword*/

str_keyword=strstr(receive,strCurretnTine);

/*Get the update tine*/
strncpy(str_update, str_keyword- 23, 20);
/*Split the parameters in string*/

sscanf (str_update, "%/ %d/ %, %d: %d: ¥d+%l" , & Year , & Mont h, & Day, & Hour, &M n, & Sec
,&nDiff);

/*Fill the structure with the update paraneter*/
systenti ne. wyear =2000+nYear ;

systenti ne. wont h=nMont h;

systenti ne. wbay=nDay;

systenti nme. wHour =nHour ;

systentine. wM nut e=nM n;

systenti ne. wSecond=nSec;

/*Set new tine*/

printf("Updating systemtinme...");

if(!SetLocal Ti me(&systentine))

{
printf("ERROR r\n");
return -1;

}

el se

{
printf("OK\r\n");

}
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C++ Example—TCP Server
The following is an example of TCP client/server programming. To build a server program,
compile this sample code with library ws2_32.lib.
WORD sockVer si on;
WBADATA wsaDat a;
int rval;
sockVersi on = MAKEWORD( 1, 1) ;
[/start dll
WBASt ar t up(sockVer si on, &wsaDat a) ;
[/ create socket
SOCKET s = socket (PF_I NET, SOCK_STREAM | PPROTO TCP);
i f(s == | NVALI D_SOCKET)
{
socket Error ("Fail ed socket()");
WSAC eanup() ;
return SERVER SOCKET_ERROR;
}
//1fill in sockaddr_in struct
SOCKADDR_| N si n;
sin.sin_famly = PF_I NET;
sin.sin_port = htons(8888);
sin.sin_addr.s_addr = | NADDR_ANY;

//bind the socket
rVal = bind(s, (LPSOCKADDR)&sin, sizeof(sin));

if(rval == SOCKET_ERROR)

{
socketError (" Failed bind()");
WSAC eanup() ;
return SERVER SOCKET_ERROR;

}

/1 get socket to listen

rval = listen(s, 2);

if(rval == SOCKET_ERROR)

{
socketError ("Failed listen()");
WSAC eanup() ;
return SERVER SOCKET_ERROR;

//wait for a client
SOCKET client;
client = accept(s, NULL, NULL);
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if(client == | NVALI D_SOCKET)

{
socketError ("Failed accept()");
WSBAC eanup() ;
return SERVER _SOCKET_ERROR;

}

char buf cnp[ BUFF_SI ZE] ;
for (int mrO; mM<BUFF_SI ZE; mt+)

{
bufcnp[n = m %256;
}
char buffer[ BUFF_SI ZE] ;
fd_set r eadf ds;
struct tineval aut hti me;
unsigned int nTotal = 0, nlndex=0;
bool bError =FALSE;
while (1)
{
/lchar *data = readline(&client);
nmenset (buffer, 0, si zeof (buffer));
aut htinme.tv_usec = 1000L;
authtinme.tv_sec = 0;
FD_ZERQ( &r eadf ds) ;
FD SET(client, &readfds);
int s = (int)client+1;
if (select (s, &readfds, NULL, NULL, &authtime) >= 0)
{
if (FD_I SSET (client, &readfds))
{
/lreceive data
rVal = recv(client, buffer, BUFF_SIZE, 0);
}
}
}

//cl ose process

cl osesocket (client);
cl osesocket (s);
WSAC eanup();

B-16



W406-CE User’s Manual Frequently Asked Questions

C++ Example—TCP Client
The following is an example of TCP client/server programming. To build a server or a client
program, compile this sample code with library ws2.lib.
WORD ver si on;
WBADATA wsaDat a;
int rval =0;
versi on = MAKEWORD( 1, 1);
WBASt ar t up(ver si on, (LPWSADATA) &sabat a) ;
if (argc !'=2) {
printf("syntax: tcp_w nce XxX.XXX.XxxX.xxx\'n",argv[1]);
return O;
}
char szl P[100] ;
menset (szl P, 0, si zeof (szI P));
W deChar ToMul ti Byt e(CP_ACP, 0, argv[1], wcslen(argv[1]), szl P, sizeof(szIP), 0, 0);
unsigned long ip = dot2ip(szlP);
if (ip ==1P_ERROR) {
printf("Invalid IP address %!\n",argv[1]);

return 1;

/lcreate the socket
SOCKET t heSocket = socket (PF_I NET, SOCK_STREAM | PPROTO TCP);
i f(theSocket == SOCKET_ERROR)

{
sError("Failed socket()");
return CS_ERROR

}

//Fill in the sockaddr_in struct

SOCKADDR_I N server | nf o;

serverinfo.sin_famly = PF_I NET;
server|nfo.sin_addr = *((LPIN_ADDR) *host Entry->h_addr_list);

serverlnfo.sin_addr.s_addr = ip;

/

~

serverlnfo.sin_port = htons(8888);

r Val =connect (t heSocket , (LPSOCKADDR) &ser ver | nfo, sizeof (serverinfo));
i f (r Val ==SOCKET_ERROR)
{

sError("Fail ed connect()");

return CS_ERROR
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//char *buf = "sinpl eservernessage\n";
[/ char buf[ MAX_PATH] ;

char *buf = NULL;

buf = new char[256 * 256];

for ( unsigned int i=0; i<256 * 256; i++)
buf[i] =i % 256;

while (1)
{
/I menset (buf, 0, 65000);
/'l scanf("%", buf);
//rVal = send(theSocket, buf, strlen(buf), 0);
rVal = send(theSocket, buf, 256 * 256, 0);

[1if ( buf[0] =="q" )

/1 br eak;

i f(rval == SOCKET_ERROR)

{
sError("Failed send()");
return CS_ERROR,

}

Sl eep(500);

}
del ete buf;

cl osesocket (t heSocket);

//cout << "closing client"<< endl;
WBAC eanup() ;

return CS_OK;

C++ Example—WatchDog
DWORD dwTi ner ;
/1 open the system service driver

HANDLE hWig = CreateFile( L"UCSL:", GENERIC READ | GCENERIC WRITE, 0, NULL,
OPEN_EXI STI NG, 0, NULL);

dwTi mer = 5000;
/] starts watchdog tiner

Devi cel oControl ( hWig, | OCTL_START_WDG, &dwTi mer, sizeof (dwTimer), NULL, O, NULL,
NULL) ;

while ( TRUE )

{

printf( "Press \"ENTER" in 5 seconds\n, 'q" to exit");
WCHAR ch = getwchar();
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if ( ch==(WHAR)'q" )
{
br eak;
}
/'l refresh watchdog timer
Devi cel oControl ( hwWig, | OCTL_REFRESH WDG, &dwTi mer, si zeof (dwTi ner), NULL,
0, NULL, NULL);
printf( " *** fed *** \n");
}
/1 stops watchdog tiner
Devi cel oControl ( hwWig, | OCTL_STOP_WDG NULL, 0O, NULL, 0, NULL, NULL);
/1 close the system service driver
Cl oseHandl e( hWig) ;

Visual C# Examples

A device .Net CF 2.0 class library (mxdevice.dll) is provided to simplify application development
with Visual Studio 2005 tools. This library covers the .Net CF Class Library for the buzzer, and
digital 1/O devices. To link the library with your Visual Studio 2005 project environment, perform
the following steps from your Visual Studio 2005 tool:

1. Copy the library file mxdevice.dll to any folder on your local disk.

This file can be found on the product CD in the folder \sdk\dot Net Compact Framework
Library, or the file can be downloaded from the FTP site listed in the NOTE at the bottom of
this page.

2. Open the Visual Studio 2005 IDE tool, and then add a new C# Smart device console
application.

3. Enter the project name and location path.
4. Inthe Solution Explorer View, add mxdevice.dll to the reference section.
5. Click OK.

A

ATTENTION

1. The programming examples for Moxa embedded computers are frequently updated. The
latest examples can be downloaded from the following FTP site:

ftp://esource.moxa.com/moxasys/WinCE_Examples/C#.

2. 'You may need to copy the “mxdevice.dll” within the example when you try to execute the
program.
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C# Example—Moxa UART Send (RS232/422/485)
The following code is a C# sample program for the transmission of data to serial port COM1.: This
serial port can be configured to support RS-232, RS-422 or RS-485 operation mode.
/1 You nust change the Interface first

noxa. w406. Seri al I nterface. Set ConPort | nterface("COM: ",
noxa. w406. Seri al I nterface. Seri al Mode. RS232_MODE) ;

/1 create serial object and Set DCB

System | O Ports. Serial Port serial =newSystem | O Ports. Serial Port (" COML:", 921600,
System | O Ports. Parity. None, 8, System | O Ports. StopBits.One);

/1 Set Hardware Fl ow Control
seri al . Handshake = System | O Ports. Handshake. Request ToSend;
/1 open the Serial Port
serial . Qpen();
/1 make sure the serial port was opened.
if (serial.lsOpen )
{
string ss = "1234567890";
for (int i =0; i < 10; i++)
{
System Consol e. WiteLine("Send:" + ss);
/1 send data
serial.WiteLine(ss);
/1l wait 500 milliseconds
Syst em Thr eadi ng. Thr ead. Sl eep(500) ;

}
Il close serial port
serial.d ose();

serial = null;

C# Example—Moxa UART Receive (RS232/422/485)

The following code is a C# sample program for the reception of data from serial port COM2: This
serial port can be configured to support RS-232, RS-422, or RS-485 operation mode.

/1 You nust change the Interface first

noxa. da682. Seri al I nterface. Set ConPort I nterface("COW: ",
noxa. da682. Seri al I nterface. Seri al Mode. RS232_MODE) ;

/'l create serial object and Set DCB

System | O. Ports. Serial Port serial =newSystem | Q Ports. Serial Port (" COW4:",
921600, System | O Ports.Parity.None, 8, System|OQO Ports. StopBits.One);

/1 Set Hardware Fl ow Control
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System | O

seri al . Handshake = System | O. Ports. Handshake. Request ToSend;

/1 define Receive Event to function "serial _DataReceived"

seri al . Dat aRecei ved += new
Ports. Seri al Dat aRecei vedEvent Handl er (seri al _Dat aRecei ved) ;

/! open the Serial Port

serial . Qpen();

/!l wait a input event to quit the program
string s = Consol e. ReadLi ne();
serial.d ose();

serial = null;

C# Example—Buzzer

The embedded computer supports hardware buzzers that applications can use as an alarm for
critical errors. You may set the frequency and the duration of the buzzer at the application level by
using the APlIs. The following sample code triggers the buzzer for 50 milliseconds at a frequency

of 2200 Hz.

/'l start buzzer

noxa. i a26x. Buzzer. BeepOn();

/1 wait 20 milliseconds

Syst em Thr eadi ng. Thr ead. Sl eep(20);

/1 stop buzzer

noxa. i a26x. Buzzer. BeepOf f () ;

C# Example—Digital 1/0

Digital input/output channels are featured in some models. These channels can be accessed at
run-time for control or monitoring using the following example program.

int

= 0;

int port =0, value = 0, value2 = 0;

string sdout = "";

System Consol e. WiteLine("Digitial In/Qut Test Progrant);
System Consol e. WiteLine("\t (0) Exit Progrant);

System Consol e. WiteLine("\t (1) Display DIN');

System Consol e. WiteLine("\t (2) D splay DOUT");

System Consol e. WiteLine("\t (3) Set DOUT val ue");
System Consol e. WiteLine("\t (4) Display both DIN and DOUT");
/'l read a char.

string sin = System Consol e. ReadLi ne();

int n = int.Parse(sin);

do
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{
switch (n)
{
/1 if char == '1', display the Din0 ~ D n7
case 1:
for (i =0; i < 8; i++)
{
val ue = noxa.ia26x.Digitallnput.Get(i);
System Consol e. WitelLine("Din{0}={1}", i, value);
}
br eak;
/1 if char == '2', display the Dout0 ~ Dout?7
case 2:
for (i =0; i <8; i++)
{
val ue = noxa. i a26x. Di gital Qutput. Get(i);
System Consol e. WitelLine("Dout{0}={1}", i, value);
}
br eak;
/1 if char == "'3"', show all (DN & DOUT)
case 3:

/1 read port Nnnber from console
System Consol e. Wite("Input the DOut Port Nunmber (0 ~ 7) =");
sdout = System Consol e. ReadLi ne();

port = int.Parse(sdout);

/!l read port value from consol e
System Consol e. Wite("Input the DQut value (0 or 1) =");
sdout = System Consol e. ReadLi ne();
value = int.Parse(sdout);
/1 set the new value to the specified port
if (!noxa.ia26x.D gital Qutput. Set(port, value))
{
System Consol e. WitelLine("set dout fail!");
br eak;
}
/1 display the new Dout val ue.

for (i =0; i < 8; i++)

{

val ue = noxa.ia26x. Digital Qutput. Get(i);

System Consol e. WitelLine("Dout{0}={1}", i, value);
}
br eak;
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/1 if char == '4', display all of the Din and DQut val ue.
case 4:

for (i =0; i < 8; i++)

{
val ue = noxa.ia26x.Digitallnput.Get(i);
val ue2 = noxa.ia26x. Di gital Qutput. CGet(i);
System Consol e. WitelLine("D n{0}={1} Daut{0}={2}", i, val ue,
val ue2);
}
br eak;

}
sin = System Consol e. ReadLi ne();
n = int.Parse(sin);

} while (n!=0);

C# Example—DeleteSMS
int ret = -1,
U nt 32 dwiessagel D = 42;
noxa. w406. GPRSFuncti on gprsfun = new noxa. w406. GPRSFuncti on();
ret = gprsfun. Del et eSMS(dwiVessagel D) ;

if (ret == 0)
{
Consol e. WitelLine("Del eteSMs Success.\n");
}
el se
{
Consol e. WitelLine("Del eteSMS Fail.\n");
}

C# Example—DetectConnection

The following is an example of getting the connection status.

int ret = -1;
noxa. w406. GPRSFuncti on gprsfun = new noxa. w406. GPRSFuncti on();
ret = gprsfun. Detect Connection();
if (ret == 1)

{
Consol e. Wi telLi ne("Connection has been estabilished.\n");
}
el se
{
Consol e. Wi teLi ne("Connection has not been estabilished.\n");
}
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C# Example — GetGPRSError

The following is an example of detecting the error if the connection can’t be established.

int i =0, errorCode = 0;
nmoxa. w406. GPRSFunct i on gprsfun = new noxa. w406. GPRSFunct i on();
error Code = gprsfun. Get GPRSError ();

for (i =0; i <7; i++)

{
switch (errorCode & (0x1 << i))
{
case noxa.w406. GPRSFunct i on. BAUDRATE_ERROR_COMVB:
Consol e. Wit eLi ne(" BAUDRATE_ERROR _COMB\ n") ;
br eak;
case noxa.w406. GPRSFunct i on. BAUDRATE_ERROR_COWA4:
Consol e. Wit eLi ne(" BAUDRATE_ERROR _COVA\ n") ;
br eak;
case npxa.w406. GPRSFunct i on. FLOACONTROL_ERROR:
Consol e. Wi telLi ne(" FLOMONTROL_ERROR: \ n") ;
br eak;
case noxa.w406. GPRSFunct i on. Pl NCODE_ERROR:
Consol e. Wi teLi ne(" Pl NCODE_ERROR\ n") ;
br eak;
case noxa.w406. GPRSFunct i on. TEMPERATURE ERROR:
Consol e. Wit eLi ne(" TEMPERATURE_ERROR: \ n") ;
br eak;
case noxa.w406. GPRSFunct i on. SI GNALSTRENGTH_ERROR:
Consol e. Wi teLi ne("SlI GNALSTRENGTH_ERROR\ n") ;
br eak;
case npxa.w406. GPRSFunct i on. RADI OBAND _ERROR:
Consol e. Wit eLi ne(" RADI OBAND_ERROR\ n") ;
br eak;
defaul t:
br eak;
}
}

B-24



W406-CE User’s Manual Frequently Asked Questions

C# Example — GPRSAutoDetect

The following is an example of detecting the error if the connection can’t be established.
int ret =0;
noxa. w406. GPRSFunct i on gprsfun = new noxa. w406. GPRSFuncti on();
ret = gprsfun. GPRSAut oDet ect ();
if (ret ==1)
{

Consol e. WiteLine("Configuration Success!!\n");

C# Example — GPRSConnect

The following is an exanpl e of establishing the connection.
int ret = 0;

nmoxa. w406. GPRSFunct i on gprsfun = new npoxa. w406. GPRSFuncti on() ;
ret = gprsfun. GPRSConnect (true);

if (ret ==1)

{

Consol e. Wi telLi ne("Connect Success");

C# Example — GPRSGetPINLockStatus

The following is an example of getting the lock status.

int ret = -1,
noxa. w406. GPRSFuncti on gprsfun = new noxa. w406. GPRSFuncti on();
ret = gprsfun. Get Pl NLockSt at us();
switch (ret)
{
case O:
Console. WiteLine("SIMcard is ready.\n");
br eak;
case 1:
Consol e. WiteLine("PIN code is needed.\n");
br eak;
case 2:
Consol e. WitelLine("PUK code is needed.\n");
br eak;
defaul t:
Consol e. WitelLi ne("Get Pl NLockStatus fail.\n");
br eak;
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C# Example—Message Queue
msng ql = new meny(fal se);
/1 Syst em Consol e. Wi telLi ne("Queuel created");
msmg g2 = new nsny(fal se);
/1 System Consol e. WiteLi ne("Queue2 created");
msmg g3 = new nsng(fal se);
/1 System Consol e. WitelLi ne("Queue3 created");
msmg g4 = new nmsny(fal se);
/1 Syst em Consol e. WitelLi ne("Queued4 created");
msmg g5 = new nsny(fal se);
/1 System Consol e. WiteLi ne("Queue5 created");
sy qr = new nsng(true);

/1 System Consol e. Wi telLi ne("Receive Queue created");

System Threadi ng. Thread threadr = new
System Thr eadi ng. Thread(new . Threadi ng. ThreadStart (qgr.listen));

threadr. Start();
/1 System Consol e. WitelLi ne("Receive Queue |istening");

System Thr eadi ng. Thread threadl = new System Thr eadi ng. Thr ead( new
System Threadi ng. ThreadStart(ql.wite));

gl. set parans("queuel:", 30, 100);
threadl. Start();

System Threadi ng. Thread thread2 = new System Thr eadi ng. Thr ead( new
System Threadi ng. ThreadStart(q2.wite));

g2. set parans("queue2: ", 30, 110);
thread2. Start();

System Threadi ng. Thread thread3 = new System Threadi ng. Thread( new
System Threadi ng. ThreadStart(q3.wite));

g3. set parans("queue3: ", 30, 120);
thread3. Start();

Syst em Thr eadi ng. Thread t hread4 = new System Thr eadi ng. Thr ead( new
System Threadi ng. ThreadStart(q4.wite));

g4. set parans("queued: ", 30, 90);
thread4. Start();

System Threadi ng. Thread thread5 = new System Thr eadi ng. Thr ead( new
System Threadi ng. ThreadStart(g5.wite));

g5. set parans("queue5: ", 30, 80);
thread5. Start();

Syst em Consol e. ReadLi ne();

gl. close();
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g2.close();
g3. close();
g4. cl ose();
g5. cl ose();

gr.bQuit = true;
Syst em Thr eadi ng. Thr ead. Sl eep(2000) ;

gr.close();

C# Example—PINAuthenticate
int ret = -1,
nmoxa. w406. GPRSFuncti on gprsfun = new npxa. w06. GPRSFuncti on();
ret = gprsfun. Get Pl NLockSt at us() ;
switch (ret)
{
case O:
Console. WiteLine("SIMcard is ready.\n");
br eak;
case 1:
Consol e. WiteLine("PIN code is needed.\n");
br eak;
case 2:
Consol e. WitelLine("PUK code is needed.\n");
br eak;
defaul t:
Consol e. WiteLi ne("Get Pl NLockStatus fail.\n");
br eak;

}
C# Example—PUKAuthenticate

int ret = -1,
String Pl NCode = "0000";
byte[] pin = new byte[64];
pin = System Text. Encodi ng. ASCI | . Get Byt es( Pl NCode) ;
nmoxa. w406. GPRSFunct i on gprsfun = new npxa. w406. GPRSFuncti on();
ret = gprsfun. Pl NAut henti cat e(pin);

if (ret==0)
{
Consol e. WiteLine("Pl NAut henticate success.\n");
}
el se
{
Consol e. Wi teLi ne("Pl NAut henticate fail.");
}
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C# Example—PINEnable
int ret = -1,
String Pl NCode = "0000";
byte[] pin = new byte[64];
pin = System Text. Encodi ng. ASCI | . Get Byt es( Pl NCode) ;
noxa. w406. GPRSFunct i on gprsfun = new noxa. w406. GPRSFuncti on();
ret = gprsfun. Pl NEnabl e(pin);

if (ret ==0)
{
Consol e. Wi teLi ne("PlI NEnabl e success.\n");
}
el se
{
Consol e. WiteLine("PINEnable fail.");
}

C# Example—PINDisable

mxdevi ce. SM5 sns = new nxdevi ce. SM5() ;
int ret = -1,
String Pl NCode = "0000";
byte[] pin = new byte[64];
pin = System Text. Encodi ng. ASCI | . Get Byt es( Pl NCode) ;
nmoxa. w406. GPRSFunct i on gprsfun = new npxa. w406. GPRSFuncti on();
ret = gprsfun. Pl NDi sabl e(pin);

if (ret ==0)
{
Consol e. Wi teLi ne("Pl NDi sabl e success.\n");
}
el se
{
Consol e. WiteLine("PlINDi sable fail.");
}

C# Example — ReceiveSMS
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mxdevi ce. SM5 sns = new nxdevi ce. SM5() ;

/[lIntPtr | pSMS; //= Marshal . All ocHd obal (Marshal . Si zeOf (ss) ) ;
System Consol e. Wite("Receiving nmessage...");

noxa. w406. GPRSFuncti on gprsfun = new noxa. w406. GPRSFuncti on();
sms = gprsfun. Recei veSM5(2) ;

System Console. Wite("OK\n");

System Console. Wite("Date:" + sms.chDate + "\n");

System Console. Wite("Time:" + sms.chTime + "\n");

System Console. Wite("Status:" + sms.chStatus + "\n");

System Consol e. Wi te("PhoneNunber:" + sms.chPhoneNunber + "\n");

System Consol e. Wite("Message:" + sns.chMessage + "\n");

C# Example—Setinterface

//change the interface of COML: to RS232

nmoxa. W06. Seri al I nterface. Set ConPort | nterface("COM: ",
nmoxa. WA06. Seri al I nterface. Seri al Mode. RS232_MODE) ;

//change the interface of COM2: to RS422

nmoxa. WI06. Seri al I nterface. Set ConPort | nterface("COMR: ",
nmoxa. WA6. Seri al I nterface. Seri al Mbde. RS422_MODE) ;

C# Example — SendATCommand
String ATCnd = "at+csqg\r";
byte[] strATCnmd = new byte[64];
IntPtr receive,
strATCmd = System Text. Encodi ng. ASCI | . Get Byt es( ATCnd) ;

noxa. w406. GPRSFuncti on atcmd = new noxa. wd06. GPRSFuncti on() ;
receive = atcnmd. SendATConmand( st r ATCnd) ;

//String str = Encoding. ASCl | . Get String(receive, 0, receiv);
String str = Marshal . PtrToStri ngUni (receive);

System Consol e. WitelLine("Recv:" + str);

C# Example — SendSMS
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Unt32 ret = 0;
String Phone = "0911265306";
String Message = "Phone Number=0911265306";

byte[] strPhone = new byte[64];
byte[] strMessage = new byte[1024];

strPhone = System Text. Encodi ng. ASCI | . Get Byt es( Phone) ;
striMessage = System Text. Encodi ng. ASCl | . Get Byt es( Message) ;

noxa. w406. GPRSFunct i on gprsfun = new npxa. w406. GPRSFuncti on();
ret = gprsfun. SendSM5( strPhone, strMessage);

if (ret ==1)

{

Consol e. Wi telLi ne("Connect Success");

C# Example—WatchDog

nmoxa. WI06. Wat chdog wdg = new noxa. W06. Wt chdog() ;

/1 start watchdog tiner with 5000 milliseconds (5 seconds).
wdg. start (5000);

System Consol e. WiteLine("Enter 'q" to quit the watchdog test..");
while (true)
{

System Consol e. WiteLine("Press Enter in 5 seconds..");

string s = System Consol e. ReadLi ne();

if (s.StartsWth("q") || s.StartsWth("Q"))

{

br eak;

/'l refresh watchdog tiner
wdg. refresh();

/1 stop watchdog tiner
wdg. stop();
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