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ABSTRACT

With the development of middle technologies, people can take advantage of the resources
goread through out their organizations and collaborative organizations around the world. This
distributed resource environment makes the most of the available resources, a the mean time it
poses the issue of security when people access these valuable resources through network because
most middleware products do not have enough security. In this paper, a role-based access control
security modd is discussed. The main idea in this model is a resource can not be accesses by any
user. An authenticated user can only access a resource based on the user’s role and each role has

specific privileges. Thismodd isimplemented in a CORBA-based distributed environment.
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1 Introduction to CORBA

1.1 What isDRE?

A digributed resource environment (DRE) provides an infradiructure for distributed
goplication components to interact with each other in a client/server paradigm. Distributed
components (servers, databases, etc.) are defined as resources that publish services for use by

dients.

1.2 What isCORBA?

Common Object Request Broker Architecture (CORBA) is the product of Object
Management Group (OMG). It defines a DRE that dlows digtributed applications to interoperate
with each other, gpplication to gpplication communication, regardiess of whether they are written
in Java, C++, or other languages, or where these gpplications reside.

CORBA uses an object-oriented approach for creating software components that can be
reused and shared between gpplications. First, each service object presents each client object a
wdl-defined interface to encapsulate its inner detals through well-known IDL (Interface
Definition Language), which reduces gpplication complexity. Then, as the middleware, ORB
(Object Request Broker) connects a client gpplication with the service objects it wants to use.
The client progran does not need to know whether the service object, which it is in
communication with, resdes on the same computer or on a remote computer. The client program
only needs to know the interface's name of the service object and understand how to use the
interface. The ORB takes care of the details of locating the object, routing the request, and

returning the result.
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1.3 How CORBA Works

There are a large number of scenarios where CORBA could be gpplied. For example: A
new printer can be connected to the network and announce its presence and capabilities. A client
can then just send “print” command without having to be specidly configured to use this printer.
CORBA passes the request to this printer and then the printer executes the command. So how
does it work? How can a dient use the printer without knowing where is the printer? (Here
where means the network address of the printer. Of course, the client knows the geographic

location of the printer). Let’ stake alook at the magic.

1.3.1 Components

Basicaly, ina CORBA environment, there are three kinds of players (see Figure 1).
Ser ver, which provides services, such as a printer
Client, which uses sarvices, such as printing files

CORBA Lookup Service, which connects the server and the client

Client Server

l l

CORBA Lookup Service

Figure 1: Componentsin aCORBA environment

1.3.2 Service Stub/Proxy and Skeleton

In order to know how CORBA works, first we need to know what are service stub/proxy
and skeleton. They are actudly two objects created by server. When the client finds the service, a
sub object, not the rea implementation object, is downloaded to the client; Afterwards, the

client uses it to communicate back to the service skeleton, which will pass the request to the red
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savice implementation. Findly, the running results are passed by the sarvice skdeton to the
sarvice sub in client Sde. The dub is part of the sarvice thet is visble to dients, but its function

isto pass method calls back to the server (see Figure 2).

Client Server

Service Implementation

. M essage Passin
Service Stub b\\z_Cal I/Return I g g
|  Service Skeleton

\
1. Download

~ Service Stub

Figure 2: Service Stub/Proxy and Skeleton

1.3.3 Service Registration

Service is implemented, crested and provided to the client by a server. A sarver can
provide severd sarvices, such as printing, scanning. Client can dso provide services, in such
cases, client turns out to be aserver. A server plays severa roles asfollows:

1. Itimplements and creates the service object, aso generates service stub and skeleton.

2. It regigersthe service object with CORBA lookup services.

3. It executes the tasks and returns the result to the client

In order to register the service object with the CORBA lookup service, the server must
firg find the lookup service. This is done as follows. the server broadcasts lookup message
around, if there adready exists a CORBA lbokup service, this CORBA lookup service responds to
the server by sending its proxy object, so-cdled regidrar, back to the server. It is through this

regidrar proxy that the server communicates with CORBA lookup service. After finding the
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lookup sarvice, the server regigters its service objects with the CORBA lookup service. This

involves uploading the service proxy and storing it on the CORBA lookup service (see Figure 3).

CORBA Lookup Service Server
Registrar \ Service Object
L — Service Stub
Service Stub
> u
Registrar Proxy

Figure 3: Service Registration

1.3.4 Client Lookup
The client on the other hand, goes through the same mechanism to get a registrar proxy
from the lookup service. But this time it does something different from the server, which is to

download the service stub from the CORBA lookup service and store it on the client (See Figure

4).
Client CORBA Lookup Service
Registrar Proxy < Registrar
Service Stub < Service Stub

Figure 4: Client Lookup

1.3.5 Fina Sructure

Fndly, after service regidration and client lookup, the find dructure is shown in Figure

5. The client gets the service stub, which it uses to invoke remote methods located on the server
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dde. The sarver responds the client by sending the returning result of remote method invocation

back to the client.
Client CORBA Lookup Service Server
) Service Object
Service Stub | Registrar |\
AN
L Service Stub
Registrar Proxy | 4 ™ ServiceStub |4 \* Registrar Proxy

Figure 5: Final Structure

1.4 Advantagesand Disadvantages

Actudly, there exis some other middle wares that have samilar functions as CORBA,
such as JNI, RMI, DCOM, Serviet, etc. However, CORBA has its own advantages and
disadvantages depicted as follows.

Advantages

In CORBA environment, the client and the server don't need to know esch other's
location.

It supports multi-language applications, the client can be written in Java, while the
server in C++.

It supports multi-platform gpplications, the client can be run in UNIX, while the
server inNT.

CORBA provides some other services, such as Naming Service, Event Service, etc

Disadvantages

Its running speed is relatively dow.

Its security mechanism is under development.
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2 CORBA Naming Service

After investigating the mechanism of CORBA architecture, let's take look a one of the
CORBA sarvices — CORBA Naming Servicee CORBA Naming Service is like the telephone
ydlow pages for objects. It reies on the CORBA main infrasiructure but provides an efficient
way of managing and locating objects with their names.

Names are used-defined vaues tha identify objects. The naming service maps these use-
defined names to object references. A name-to-object association is caled a name binding. A
Naming Service maintains a database of bindings between names and object references. You can
reference a CORBA object usng a sequence of names that form a hierarchicad naming tree. In
the figure, each dark node is a naming context. An object's name conssts of a sequence of

components that form a compound name. Only the leaf nodes are bound to implementations of

objects (See Figure 6).
Root Context
DataBase Context
0
Security Server
PDB Server UbDB Server

O = Name Context

@ = Object Name
Figure 6: CORBA Objects Support Hierarchical
Each name component is a dructure with two attributes: 1) identifier is the object’s name

gring; 2) kind is agring in which you can put a descriptive atribute for your name. The Naming

Service does not interpret, assgn or manage these atributes in any way. They are used by higher
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levels of software.
Figure 7 shows asmplified view of the dlient/server naming interactions.
i) A sarver invokes bind to associate alogica name with an object reference.
i) The Name Server adds this obj_ref/name binding to its namespace database.
i) A client gpplication invokes resolve to obtain an object reference with this name.
iv) Theclient uses the object reference to invoke methods on the target object.
So the Name Server serves both clients and servers. Servers export name/object bindings

to the Name Server; clients then find these objects.

NameSpace

2

Name Server <name_1, object_1>

<name 2, bject_2>

\ <name_n, object_n>

1. Bind (name, obj_ref)

ORB

3. Resolve (name)

Client Server
ORB ORB
P

4. Invoke service

Figure 7: How Server and Clients interact with Name Server

The CORBA Naming Service will exemplify its importance when there are a large
number of objects in a digributed environment because what fundamenta to CORBA is how to

locate and manage the objects in an effective and efficient way.
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3  Securityin DRE

Middleware is software that enables seamless client/server interactions in a distributed
environment. It uses an object-oriented approach for creating software components that can be
reused and shared among applications. With the development of middleware, people can take
advantage of the digtributed resources in loca or globa network area. The most commonly used
resources are Databases, application servers. These distributed resources provide people with a
cost-effective way to share information and sarvice, a the meantime, they pose the problem of
security. In our point of view, The man issue of usng a didributed resource is who can use it,
when the user can use it and where the user can use it and to what extent a user can useit.

In order to address the issue of security, a security system is a mugt for any digtributed
resource. The purpose of the security system isto:

Protect resources. Only trusted user can use the resource within some limit and the user
can only access the resource from trusted IP addresses. Security system needs to authenticate the
user before the user can access resource. When an authenticated user accesses the resource, the
security system should aso have control over the user's access. A user can only access the
resource that the user is authorized to access. Figure 8 shows the basic structure of a client/server
gpplication with a security system.

Protect user information. As user's ID and password flow through network, they are
vulnerable to tampering, the security system needs to provide ways to protect user information.

Protect data privacy and integrity. As data is sent back and forth from and to the
resource server through network, it is under potentia risk of being tampered or being dtered.
The security system needs to provide a safer way to transfer important data through network.

In this paper, a role-based security system is discussed. It focuses on the protection of
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resource. The main idea in the modd is only the authenticated user can use a resource. The user

can only use the resource based on the user’'s role.  This modd is implemented in a CORBA-

based distributed environment.
1. Register
Resource Client — ‘
|
2. Authenticate Security System
3. Do something
A 4.1sOK? x
Resource Server - |
5.Yesor No
6. If yes
A 4

Resource

Figure 8: Client/server application with security system. The resource here can be a Database. If the
client wants to access resource, he/she has to be authenticated by the security system, then sends request to
resource server. The resource server will check with security system to get authorization then access resource on
behalf of client’s request. Here resource, resource client, resource server and security system are all distributed

in the same or different networks.

4  Overview of the system

4.1 Components

This project consigts of four mgor componentss CORBA Lookup Service, Security
System, Resource, and Resource Client. CORBA Lookup Service is just like a bridge, through

which Security System, Resource and Client interact with one another over the network.

4.1.1 CORBA Lookup Service

CORBA Lookup Service connects al the other components so that they can

communicate with each other over the network.
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4.1.2 Security System
Security system congds of security server, security dients (including policy dient and
enforcement client) and security database.
(8) Security Server: Provides security service to other components. It has an attached
security database that stores roles, users, etc.
(b) Security Database: Stores dl the roles, users and other security data. Only
Security Server can update security database.
(c) Policy Client: Creates roles, grants resources to roles and designates IP to roles.

(d) Enforcement Client: Creates users and grants roles to users.

4.1.3 Resource---Patient DB

The resource provides services for use by the client. In our project, Patient DB Server and
Patient Database provide aresource caled “ patient DB” to the client.
(a) Patient DB Server: Publishes its methods for client to invoke remotey. These
methods are about writing prescription, querying patients, and so on.
(b) Patient Database: Stores dl the patient information data. Only Patient DB Server

can update Patient Database.

41.4 Resource Client---Patient DB Client

Patient DB GUI Client is the client, which provides a GUI for users to register, drop,

and query courses.

4.2 Overall Structure

This project combines CORBA with role-based access control to build a security system.

The overdl structure is shown in Figure 7.

10
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Resource

Patient DB
Server

Patient /
Database

Client

Patient DB
GUI client

5.1 Basic Functions--- Interaction between components

S\

5

CORBA
L ookup
Service

AN

Security System

Security
Server

Policy Client

Enforcement
Client

Security
Database

Figure 7: Overdl Structure

System Functions

Our security system for Patient DB is based on the origind JINI security system for

Universty DB, therefore it has implemented the basc functions, such as negative privileges, IP

congraint (only supports * for now), time condrant---Token, 180-second time congraint for

each login and permission check. The basic functions is described as follows.

5.1.1 Security Clients Access Security Server

Figure 8 shows how security dlients, Policy Client and Enforcement Client, access

Security Server.

11
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Visibroker

Naming Service

3. Return Service 1. Register

Proxy \

5. Get Token Security Server
: |
6. Remote Method Invocation

-

Figure 8: Security Clients Access Security Server

1. Security Server registers with Visbroker Naming Service to publish its services.

2. Security clients (Policy Client and Enforcement Client) look for security services in
Visbroker Naming Service.

3. Vighroker Naming Service finds security services and returns the service stub to
Security dients.

4. Security clients register with Security Server by inputting user ID and password.

5. Security Server generates atoken for each security client.

6. Holding a vdid token, security clients remotdy invoke the methods provided by
Security server to create roles, etc.

7. Security Server responds the invocaions of each security client by modifying the

security database and returning the result to each security client.

5.1.2 Patient DB Server and GUI Client Access Security Server

Figure 9 shows how Patient DB Server and GUI Client access Security Server.

12
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Patient DB GUI 10. Get atoken

Client

9. Register Security Server

X X

8. Return ice Stubs

\ N
7. Lookup services 1. Regjstér
14. Succeed 4

AN SbroK : - 5. Regist
11. Remote Method Visibroker Naming Service 6. Get atoken

Invocation \ | f 12. Chec mi yﬁn

\ 3. Return servicestub 2. L pokup security services

N\

Patient DB Server

4. Regist

1. Figure 9: Patient DB Server and GUI Client Access Security System YVices.

2. Pdient DB Server looks for security servicesin Visibroker Naming Service.

3. Vidbroker Naming Service finds security services and returns the service stub to
Petient DB Server.

4. Patient DB Server registers with Visbroker Naming Service to publish its services.

5. Pdatient DB Server regigers itself and its methods with Security Server as a resource
by inputting user ID and password.

6. Security Server generates atoken for Patient DB Server.

7. Pdaient DB GUI Client looks for security services and Peient DB services in
Visbroker Naming Service,

8. Vigbroker Naming Service finds services and returns the service stubs to Patient DB
GUI Client.

9. Pdient DB GUI Client registers with Security Server by inputting user ID and
password.

10. Security Server generates atoken for Patient DB GUI Client.

13
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52

11. Holding a token, Patient DB GUI Client invokes remotdy the methods provided by
Petient DB Server.

12. Holding its own token and current client's token, Patient DB Server checks with
Security Server if current client has permission to invoke current method.

13. Security Server responds Patient DB Server with the result of permission check.

14. Pdaient DB Server responds the invocations of current dient by modifying the

Petient database and returning the result to current client.

New Functions of Security Server

In order to make GUI friendlier, we added some query functions as follows:.

/**

* Query dl available resources from availres table
*/

public java.lang.String[] queryAvailResources ();

/**

* Query IDsof dl avallable methods from avallmethod table

*/

public java.lang.String[] queryAvailMethodl Ds (java.lang.String arg0);

/~k~k

* Query names of al available methods from availmethod table

*/

public java.lang.String[] queryAvailMethodNames (java.lang.String arg0);

/**

* Query descriptions of dl avalable methods from availmethod table
*/
public java.lang.String[] queryAvailMethodDescs (java.lang.String arg0);

/**

* Query al resources from restable

*/

public java.lang.String[] queryAllResources ();
/**

* Query IDs of dl methods from method table

14
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*/
public java.lang.String[] queryAllMethodI Ds (java.lang.String arg0);
/**

* Query names of dl methods from method table
*/

public java.lang.String[] queryAllIMethodNames (java.lang.String arg0);

/**

* Query decriptions of al methods from method table
*/

public java.lang.String[] queryAllIMethodDescs (java.lang.String arg0);

/**

* Query dl rolesfromrole table

*/

public java.lang.String[] queryAllRoles ();

/**

* Query al usersfrom userstable

*/

public java.lang.String[] queryAllUsers ();

/**

* Query al tokens from token table

*/

public java.lang.String[] queryAllTokens ();

5.3 New functions of Security Clients

We changed the appearances of al the panels, including layout, borders and so on.

Drop down menus are added for selection of methods, resources, roles and users

5.4 New functions of Patient DB Server

We designed the architecture of Patient DB and methods depicted as follows.

54.1 Patient DB

table patient(
patientl D varchar2(10) not null,
patientName varchar2(30)not null,
primary key(patientl D));

15
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table medicalHistory(

histl D integer not null,
patientl D varchar2(10) not null,

useriD varchar2(10) not null,
diagnosis varchar2(100) not null,
time date not null,

primary key(histI D));

table prescription(

presiD varchar2(10) not null,
patientl D varchar2(10) not null,
userlD varchar2(10) not null,
description  varchar2(100) not null,
time date not null,

primary key(presl D));

table payment(

paymentID  varchar2(10) not null,
patientl D varchar2(10) not null,
userlD varchar2(10) not null,
description  varchar2(100) not null,
time date not null,

primary key(paymentl D));

5.4.2 Methodsof Patient DB Server

/**

* ifHasRight(...) tdlsif auser has right for a method based on the methods id
*/

public boolean ifHasRight (int token, int methodl D);

/**

* method O, getPatientMedicalHistory(...)

* query PDB medicaHigtory table

* returns the medica history of the queried patient

* only doctors and nurses have the right to do so.

*/

public java.lang.String[][] getMedicalHistory (int token,
java.lang.String patientl D);

/**
* Method 1, getDiagnosis(...)
* Querys PDB medica Higtory table

* Returns dl the diagnosis of the queried patient
* Only doctors and nurses have the right to do so.

16
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*/
public java.lang.String[][] getDiagnosis (int token,
java.lang.String patientl D);

/**

* Method 2, getPrescription(...)

* Querys PDB prescription table

* Returns the prescription history of the queried patient

* Only doctors and nurses have the right to do so.

*/

public java.lang.String[][] getPrescription (int token,
java.lang.String patientl D);

/**

* Method 3, getPaymentMode(...)

* Querys PDB payment table

* Returns the payment history of the queried patient

* Only accountants have right to do so

*/

public java.lang.String[][] getPaymentMode (int token,
java.lang.String patientl D);

/**

* method 4 getPatientList(...)

* get the patient ligt, which include the patient ID and patient name

* reurnsthe ligt of patients

* only accountants have right

*/

public java.lang.String[][] getPatientList (int token,
java.lang.String patientl D);

/**

* Method 5 writeDiagnosis(...)

* Writes diagnosis for a patient into PDB medicalHigtory table

* Returnstrue if successfully done, faseif fald

* Only doctors have the right.

*/

public boolean writeDiagnosis (int token,
java.lang.String useri D,
java.lang.String patientl D,
java.lang.String diagnosis,
java.lang.String time);

/**

* Method 6 writePrescription(...)
* Writes prescription for apatient into PDB prescription table

17
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* Returnstrue if successfully done, fdseif fald

* Only doctors have theright.

*/

public boolean writePrescription (int token,
java.lang.String userID,
java.lang.String patientl D,
java.lang.String description,
java.lang.String time);

/**

* Method 7 setPaymentMode(...)

* Writes payment of a patient into PDB payment table

* Returnstrue if successfully done, fdseif fald

* Only accountants have theright.

*/

public boolean setPaymentMode (int token,
java.lang.String useri D,
java.lang.String patientl D,
java.lang.String mode,
java.lang.String time);

/**

* Method 8, addPatient(...)

* Adds a patient into PDB patient table

* Returnstrue if successfully done, fdseif falld

* Only accountants have the right

*/

public boolean addPatient (int token,

java.lang.String patientI D,
java.lang.String patientName);

/~k~k

* Method 9 removePatient(...)

* Deletes a patient from PDB patient table

* Returnstrue if successfully done, faseif faled

* Only accountants have the right.

*/

public boolean removePatient (int token,
java.lang.String patientl D,
java.lang.String patientName);

5.5 New functions of Patient DB Client

We changed the gppearances of dl the panels, including layout, borders and so on.

Menu items become dissbled if current user doesn't have right to perform the

18
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corresponding operations.
Get roles of current user based on user 1D and password when authenticating.

Change role/luser without restarting the system

5.6 Implementation of Component Functionality

In this project, we use Vishbroker for Java 4.5 and its Naming Service as CORBA
Lookup service. And we use Oracle 8.1.7 as our database server, because they are both free. We
ingaled LINUX Mandrake 2.2.17-21 in a 2-processor DELL desktop and ingtalled Visibroker
and Oracle in LINUX. Our JAVA-written sarver and client agpplications can run anywhere.

Badcdly, werun it under NT 4.0. The functiondity of each componentsis described as follows.

5.6.1 Security Policy Client

Regigter/unregistered Patient Database server and its methods, such as

getPatientMedical History (token,patient_id),

getPatientPrescription(token,patient_id), AddPaitent (token,patient id).

Add time constrain on resource.

Createlerase role, such as create doctor, nurse and accountant roles.

Grant/revoke resource and methods to roles, such as granting doctor the privilege of
writePrescription (token, patient_id).

Designate/revoke |P address to/from each role, so users can only access the resource

from certain |P addresses.

5.6.2 Security Enforcement Client

Create/erase users

Add time condtraint to each user

19
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Grant/revoke roles to/from each user.

Grant/revoke negative resources/methods to/from users.

5.6.3 Security Server
Verify the identity of auser.
Check if Petient Database is il active.
Check client’s request based on the client’s role and privileges, which includes the
time congtrain check, IP address check, role-based resource check (Does the client's
role has right to use the resource?), role-based method check (Does te dlient’s role

has right to use the method?)

5.6.4 Patient Database Server

Ligens to the client’s request such as query patient Database for medica history,
patient lists, and writes prescription for a patient into patient Database.

Sends client’s role, 1P address, request time, requested resource ID and method 1D to
security server for permission check.

Listens the check result from security server.

Fulfills the client's request if the server response is pogtive, it will query or update
the patient Database upon client’s request and sends result to client.

Refuses the client’ s request if the server response is negative.

5.6.5 Patient Database Client

Provides the GUI to users to access Patient Database Server.
Change user or role without exiting the system.

Whether menu items are enabled depends on the privileges of current user.

20
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6 Conclusion and Future Work

Above dl, we have presented what we have learned and done this semester. Our project,
which incorporates the security using the role-based access control approach into CORBA, has

proved that we can use CORBA to redize the role-based security.

6.1 Problemsencountered

Java class javautil.Vector is hard to transfer over network by Visbroker, so it is

changed to javalang.Siring[] or javalang.String[][].

Use rebind() instead of bind() to bind Visbroker Naming Service

6.2 Recommendationsfor improvements

Change Change Usar/Role menu item to two menu items. Change role and Relogin

Remove User ID item from PDB Client Update Pand
Change Time to Date in PDB Client Update Panel
Change Date to drop down menu instead of typing in.

Remove method number from drop down menu.

6.3 Suggestionsfor futurework

Use CORBA to redize current JNI verson, snce CORBA is much faster than JINI.
However, we only have 60-Day trid verson Visibroker for Java4.5.

Try to use only one security server for PDB and UDB.

Try to add service to (resource, method) par. Currently verson, the service is
ignored.

Try to incorporate JINI and CORBA.
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Try to use a common resource to test cooperation of JNI and CORBA.
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Appendix A: User Manual

1 Instruction on how to setup the system

1.1 Software Requirements

OS: Linux, NT
CORBA: Visbroker for JAVA 4.5
JAVA 1.2.2 or higher

Oracle8.1.7

1.2 Hardware Requirements

Pentium I1 or higher

64M RAM or higher

1.3 CORBA Installation

Download Visbroker for JAVA 4.5 from http://mwww.borland.com

Ingal Vighbroker for JAVA 4.5in Linux

1.4 JAVA Installation

Download Java 1.3 from http://java.sun.com

Ingdl Java 1.3 in Linux and NT

1.5 Oraclelnstallation

Download Oracle 8.1.7 from http://www.oracle.com
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Ingall Oracle 8.1.7 in Linux

Download Oracle driver for JAVA: classes12.zip

1.6 Security System Installation

Security Server: classes/corbass/'sserver/* .class and lib/classesl12.zip
Policy Client: classes/corbass/policy/*.class

Enforcement Client: classes/corbass/policy/*.class

Petient DB Server: classes/corbass/pdbserver/* .class and lib/classes12.zip

Patient DB Client: classes/corbass/pdbclient/* .class

Note: dl of above need classes/corbass/'common/* .class

2  Instruction on how to run the system

2.1 Directory and File Specifications

classes dl the dassfiles
o corbass.common
Qo corbass.enforce
o corbass.pdbclient
o corbass.pdbserver
o corbass.ssever
a batchfilesfor running the system
i) rp.bat: for running policy dient
ii) rebat: for running enforcement client

i) ssbat: for running security server
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iv) pdbc.bat: for running pdb dient

V) pdbsbat: for running pdb server

lib: classes12.zip --- Oracle driver for JAVA

sc: Source Code

Q

Q

corbass.common

corbass.enforce

corbass.oracle: SQL filesfor creating security and patient database
corbass.pdbclient

corbass.pdbserver

corbass.ssever

2.2 Running Steps

Start Oracle

Creste Patient DB and Security DB
Start Visbroker OSAgent

Start Visbroker Naming Service
Start Security Server

Start Patient DB Server

Start dl the other dients

2.3 Commands of running the system

231

(0]

(0]

Starting Oracle

Login dachshund.engr.uconn.edu as root

Run /etc/init.d/dbora
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2.3.2

234

InNT:

(0]

In Unix:

(0]

Run lsnrctl sart

Creating Database

Login dachshund.engr.uconn.edu as a norma user

Run salplus
Input id and password

Run start security.sql

Run start pdb.sal

exit

Starting the Visibroker

Login dachshund.engr.uconn.edu as a norma user

Start OSAgent: osagent &

Sat Naming Sevice vbj —-VBJlasspath /homeflocal/vbroker/lib/vbjorb.jar

com.inprise.vbroker.naming.ExtFactory NameService &

Starting Security Server

S
OR

dgat vb -DORBagentAddr=137.99.10.209 -DSVCnameroot=NameService

-V BJclasspath .. \lib\classes12.zip corbass.sserver.SecurityServer

vhj -DORBagentAddr=137.99.10.209 -DSV Cnameroot=NameService

-V BJclasspath .. \lib\classes12.zip corbass.sserver.SecurityServer &
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235 Starting Security Patient DB Server
INNT:

o pdbs
OR

0 dart vbj -DORBagentAddr=137.99.10.209 -DSV Cnameroot=NameService -

VBJdasspath ..\lib\classes12.zip corbass.pdbserver.PDBSarver

In Unix:

o Vb -DORBagentAddr=137.99.10.209 -DSV Cnameroot=NameService

-V BJclasspath . \lib\classes12.zip corbass.pdbserver PDBServer &

2.3.6 Starting Policy Client
INnNT:

0 D
OR

o dat vb -DORBagentAddr=137.99.10.209 -DSVCnameroot=NameService

corbass.palicy.PolicyClient

In Unix:

o Vb -DORBagentAddr=137.99.10.209 -DSV Cnameroot=NameService

corbass.policy.PolicyClient &

2.3.7 Starting Enforcement Client

InNT:
o re

OR

o dat vb -DORBagentAddr=137.99.10.209 -DSVCnameroot=NameService
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corbass.enforce.EnforceClient

In Unix:

0 Vb -DORBagentAddr=137.99.10.209

-DSV Cnameroot=NameService

corbass.enforce. EnforceClient &

2.3.8 Starting Patient DB Client

InNT:
0 pdbc
OR

o dat vb -DORBagentAddr=137.99.10.209

-DSV Cnameroot=NameService

corbass.pdbclient. PDBClient

In Unix:

o dat vb -DORBagentAddr=137.99.10.209

-DSV Cnameroot=NameService

corbass.pdbclient.PDBClient &
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Appendix B: System Demo with Screen Shots

1. Security Server

vbrokeribin\vb| exe

Bind ORB: com.inprise.vhroker.orh.ORBEGfad'/4 E
Securityferver is ready. '
Stublrepository_id=IDL:corbass sserver-SecurityServerinterface:l.B.key=Serviceldlszservice=~
security_server_poa,.id={14 bytes: [SE1lellc]llullrllillt]llyllS]1lellr»1lv]ilellr]1>],. codebhase=nu
111 is ready.

[43 registerClient]

[register client] id: security_admin, role: security admin, IP:
[388 resourceRegister]

[361 methodRegister]

[B Get Medical Historyl

[1 Get Diagno=zi=]l

[2 Get Prescriptionl

[3 Get Pavyment Model

2. Patient DB Server

\vbrokeribin\vbj.exe
Bind Security Server. E
Stublrepository_id=IDL:corbass /sserver-SecurityServerinterface:l. B, key=Serviceldlzervice=mm

security_server_poa,id={14 hytes: [§1[ellc]llullrllillt]llyl[S]1lellr1lvilellr 1> ], codebhase=nu
111

Stublrepository_id=IDL:corbass-pdhserver-PDBInterface:1.8, . key=Serviceldlservice=/spatient_d
hzerver_poa,id={? hytez: [PI1[DI[BI[S1[ellr]1lullellr]1} ], codebaze=nulll iz ready.

3. Policy Client

3.1 Authentication Dialog

EE’% Policy Client Authentication
1D ‘securitg.r_admin |
PASSWORD e |
Get Your Role(s}) ‘ ‘securﬂy admin "|
| OK | | Cancel
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3.2 Role Pandl

=y Nole-based Policy Chent
=1

Fis Hop
Rule | REsoree |
CrasteErase Rl Grant Besowrcs | Grant Sence | Grand Methad Grant 1P| Guery |

Anks Hncinr
DS ciiglion \doetor e for FOB
Create | Erase Cinar

3.3 Resour ce Panel

ﬁ_-'ﬁ.l:- s-based Paolicy Client

Fiie  Help
finde | Resource |
4 b e A R I R e A R M o T N
| RsourGe. Seice | Mo Ak Mthod to Sendce Ouery |
Resnune jpatienk ch ot
et Al -
Al el
e sC rigtian n“mmmm o]
1 yeiDiaytosis 5
2 yetPrageripion ,‘;
3 gt Praymmend ko i
i
4 et Patinil st
5 Wr e DiagR0Es. r
G et he Pe s gl -
3.4 Role-Query window
B =] £
Rale: doctar
Resource: patient dh,
Serice:
hiethod: (patient dh, getMedicalHistord(patient db,getDiagnosis){patient db,getPrescription){patient db writeDiagnosisi{patient db writePrescription)
Lsers: fei jin,
IP address which this role has: *,
description: dorctor role for PDB
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4. Enforcement Client

4.1 Authentication Dialog

EE’,% Enforcement Client Authentication
D |securiw_admin |
PASSWORD |mm* |
Get Your Role(s} | | security admin - |
| 0K ‘ ‘ Cancel
4.2 User Panel
:%Hole-hased Enforcement Client Hi=lE

File Help

User ID |Chip |

Password |“"“"‘*“"* |

Begin Date |DSID1IEDD1 |

End Date |DGID1IEDD1 |

Description |Charles Fhillips |
| Create | | Clear |

4.3 User-Query window

& O[]
userid: fei

hegin date: 2001-04-20 00:00:00.0

end date: 2010-04-20 00:00:00.0

role: doctar,nurse,

description: fei gao
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5. Patient DB Client

5.1 Authentication window

ID

PASSWORD | b

[23 PDE Client Authentication

|fei

| Get Your Role(s) | doctor

nurse

[ﬂﬁc’inr_

5.2 Query Panel

[E3PDE GUI Client
File Help

Patient ID |p1

rPrescription Result

FRESID PATIENTID USERID DESCRIFTION  TIME
1 p1 fei Flovent 2001-04-3000:00:00.0

IS [=] E3
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5.3 Update Pandl

EE3PDE GUI Client =]

bkl ok
[Query | Undate |AddRomave |
(Diagnosis | Prescription [Fayient Mode |

Patient ID |p1

User ID |fEi

|
|
Description |AII eroy |
|

Time |Usmaxzuu1|

| Update || Clear |

5.4 Add/Remove Pand

EE3PDE GUI Client =l

il DElp
[Query Update | AddRomove |
 Add Patient | Remove Patient |

Patient ID ‘m |

Patient Name ‘F‘atient 1 |

| Add H Clear ‘
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5.5 Change User/Role
| File | Help

Patient ID

riledical History Result

‘ Query || Clear ‘
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1. Packages

1

Appendix C: UML Diagrams

1

—

corbass
policy
enforce
pdhclient
pdbserver
Common
SSenver

1

1

QueryRaoleTab
RegisterServiceTab

1

1

pdbserver

+FPDBInterfacelmpl
FPOBResourcelD
+FDBInterfaceHolder
+FDBInterfaceP OATIe
+SeqiStringHaolder
+SeqiStringHelper

+ PO nterfaceOpearations
+FDBServer
+POBInterface
+FDBInterfaceHelper
+Seq1StringHelper

+ PDBInterfaceStub
+SeqlStringHaolder
+POBIntefaoe PO

Ccommon

+xmDialog

+Commonltil

+ Uil
+MoRightException
+SecuritySystemException
+Const

+ShowTextFrame
+AuthenDialog

policy enforce pdbclient Sserver
RegisterResourceTah +EnfarceClient +FDBGLI +zagql StringHolder
CreateRaoleTahb ErasellserTab +UpdateRecardPanel +SecuriyCommoninterface PO
GrantiPTab RefreshThread +QueryPatientFaneal +SecurityCommonlnterfaceHelper
GrantethodTahb +Enfarce +AddRemovePatientPanel + SecurityCommonlnterfaceStub
RefreshThread CuerylzarTak +FDBFrame +5glStringHalder
GrantResourceTahb ClueryTokenTak +FPDBClient +SecriyOfficerinteface
+Falicy GrantfPResourceTab +SecriyOfficer nteracelperation:
+PalicyClient GrantRoleTah +SecurityOfficerinterfaceHolder
GrantServiceTahb CreatellserTab +SecriyComimonintaface
QueryResourceTahb GranthPMethodTab +SecurityServerinterfaceHelper
RegistertethodTab GranthPServiceTab +5glStringHelper
RegisterlPTab UnregisterTokenTah +SecriySenarinterface oA
AddethodToServiceTah

+ SecurityServerinterfaceStub
+SecurityOfficerinterfaceHelper

+ SecurityOfficerinterfaceStub
SecuritySystemResourcelD
+SecurityServerinterfacelmpl
+SecurityOfficerinterfaceP OATIe
+SecuriyCommoninterfaceOnarat)
+SecurityCommoninterfaceP OATie
+SecriyOfficer nterace P4
+zagl StringHelper
+SecurityCommonlinterfaceHalder
+SecurityServerinterfaceHolder
+SecurityServerinterfaceP OATIe
+SecriySenerinterfaceOparation.
+SecriySenerinterface
+SecurityServer

35



CSE367---Research Lab

2. Package: corbass.policy

javax.swing.JPanel
RepisterResourceTah

janax swing.JPanel
CreateRoleTah

javax swing JPanel
GrantMethodTah

javax swing.JPanel
GraniSenviceTab

jawax swing JPanel
RegisterServiceTab

-_parentcorbass.palicy.Policy
-_gecutitycothass.server Security
-_tesjavax swing.JComboBax
-currentRes;java.lang.String
-_hegin_date:javax.swing.JTexFiel
-_end_date:javax.swing JTexField
-_descjavarswing JTexField
-avres;java.util.vectar

-_parentcorbass palicy.Policy
-_tolezjavay swing JTexdField
-_desejavai swing JTexdField

CreateRoleTab(corbass palicy.Pol
-createRole_actionPerfommed(java
-eraseRole_aclionPerformed(java.
-makeChildrendyvoid

-_parentcorhass policy. Policy
-_talejavax.swing.JComboBox
-_tes:javax swing JComboBax
-_method javax.swing.JComboBox

-_parentcorhass.policy Policy
-_talejavax.swing.JComboBax
-_tes;javax swing JComboBax
-_senice:javar swing JTexdField

RegisterResourceTabi corbass.po
-changeDescriptionboxg)woid
-makeChildrend:vaid
-registerResource_actionPerforme
-unregisterResource_actionPerfart

GrantWethodTab(corbass palicy.Pt
-thangedethodboxg:void
-grantethod_actionFerformed(jay
-makeChildreng)void
-revokehdethod_actionPerformedj:

GrantServiceTab(corbass.policy.Pi
-grantSenvice_actionPerformed(jay
-makeChildreng)woid

-revokeService_actionPerformedj:

-_parentcorbass.policy Policy
-_tesjavax swing JComboBox
-_semicejavar swing JTexdField
-_destjavax.swing.JTexField
-turrentRes java.lang.Sting
-avres:java.uil. Vector

java.lang Object
RefreshThread

Java.lang.Object

PolicyClient

javax.swing.JPanel
GrantlPTah

-_parentcorbass.palicy.Policy
-_tolezjavax swing JComboBax
-roles:java.util Vector
-_ipjavaxswing JTexField

RefreghThread()
+refreshAliMethodsicorbass. palicy
+refreshAllResources(oorhass.pol
+refreshAvailethods{carbass. pol
+refreshRoles{carbass policy. Poli

+PolicyClignt()
+mainfjava.lang. String i void

GrantiPTab(corhass policy.Policy)
-grantRole_actionPerformed|;java.:
-makeChildrend:void
-revokeRole_actionPerformeddjavs

javax.swing.JPanel
AddMethodToServiceTab

javax. swing JPanel
QueryResourceTab

javaxswing JFrame
Puolicy

javar.swing.JPanel
GrantResourceTah

-ERROR:java.lang.String
_tokenint
_security.corbass.sserver.Securityt
-_id:;java.lang String
-_passwd;java.lang. String
-_rolesjava lang. String

-_parentcorbass. policy.Policy
-_res_resjavax.swing JTexField
-_senice_resjavax.swing JTexdFiel
-_senice_senvice:javax.swing JTex
-_method_res:javax swing.JTextFie
-_method_method:javaxswing JTe

-_parentcorhass.palicy Palicy
-_tole:javax swing.JComboBaox
-_tes;javax.swing.JComboBaox

GrantResourceTab( corhass palicy
-grantRole_actionPerformed(;java.:

Palicy(java.lang. Ohject)
#Fauthen(void

0et85{corbass ssetver. BecuritySe
getToken(yint

-makedenus(void

QueryResaurceTab{corbass palicy
-makeChildrandvoid

-querylP_actionPerformed(java.aw
-gueryiethod_actionPerfarmed(ja
-uenyResource_actionPerformed(
-fueryService_actionPerformed(ja

-_method:javax swing.JComboBox
-_descjavarswing.JTextField

-_descijavarswing.JTexField

-miakaChildran(void -Mmakeiidgets) void ,
-revokeRole_actionPetformed(jave
javax. swing.JPangl javax swing.JPangl javax swing JPanel
RegisterMethodTab RegisterlPTab QueryRoleTah
-_parentearbass.policy.Policy -_parertearbass policy.Policy -_parentcorbass policy.Policy
-_tesjavax swing.JComboBox -_iprjava swing JTextField -_role:javax.swing JTexField

RegistertethodTab( corbass. polic
-changeDescriptionBox vaid
-changeMethodBoxvaid
-makeChildrend:vaid
-registerethod_actionPerformed(;
-unregisterMethod_actionPerforme

RegisterlPTabi carbass.policy. Pali
-makeChildren(vaid

-registerlP_actionPerformedijava.z
-unregisterlP_actionPerformedjaw

QueryRoleTab(corbass policy.Pali
-makeChildreng)void
-guenyRole_actionPerformed(;java.

RegisterSeniceTab(corbass palic
-makeChildrengvoid

-registerSenice_actionPerformeds
-unregisterSenvice_actionPerfarme
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3. Package: corbass.enforce

java.lang. Ohject
EnforceClient

javax.swing.JFrame
Enforce

javax.swing.JPanel
QuenfUserTah

javax.swing JPanel
OueryTokenTab

+Enforceclienty)
+mainCjava.landg. Stringivoid

java.lang.Ohject
RefreshThread

-ERRORjava.lang.5tring
_token:int
_security:corbass.sserver. Securityt
-_id:java.lang.String
-_passwdjava.lang. String
-_rolesjavalang.String

-_parentrorbass.enforce Enforce
-_id:javax. swing.JTextField

-_parentcorbass.enforce Enforce
-_token:javax swing.JTextField

QuerylserTab(corbass.enforce . Er
-makeChildren(void
-gueryRole_actionPerformed(java.

CuenTokenTah{corbass.enforce.E
-makeChildren(void
-queryToken_actionPerformed ;jay:

RefreshThread()
+refreshRolescarhass.enfarce.Er
+refreshidsersicorbass.enforce.Er

Enforcedjava.lang.Ohject)
Fauthen(void
-makemenusdvoid
-makeWidgetsgvoid

1

2

TaokenPanel
UzerPanel
MegativePrivilegeTah
TokenRenewThread
Windowlistener

javax.swing.JPanel
CreateUserTab

-_parentcorbass.enforce Enfarce
-_idjavax.swing.JTextField
-_passwdjavax.swing.JPasswordF
-_begin_datejavax.swing.JTexFiel
-_end_datejavax. swing JTextField
-_description:javax swing.JTextFiel

CreatelserTab{corbass.enforce E
-createllser_actionPerformed{java
-makeChildren)void

javar.swing.JPanel
GrantRoleTab

javar.swing.JPanel
EraseUserTah

-_parentcorbass.enforce Enforce
-_rolesjavax. swing JCamboBox
-_idjavax.swing.JComboBox

-_parentcorbass.enforce. Enforce
-_idijavax.swing.JCombaBox
-Usersjava.utilVector

javax.swing.JPanel
GrantNPResourceTah

GrantRoleTah{corbass.enforce En
-grantRole_actionPerformedjava.:
-makeChildren)void

-revokeRole_actionPerormeddjave

EraselUserTab{corbass.enforce.Et
-eraselser_actionPerformed(java
-makeChildren()void

-_parentcorbass.enforce Enfarce
-_idjavax.swing.JComboBox
-_resjavaxswing.JCamboBox

1
2
3

GrantfPResourceTab(corbass.en
-grantRale_actionPerformedjava.:
-makeChildren(void

-revokeRole_actionPerformedijavs

javax.swing JPanel
UnregisterTokenTah

-_parentcorbass.enforce. Enfarce
-_token:javax.swing.JComhoBox
-tokens:java.util wector

UnregisterTokenTah{corhass.enfo
-eraseToken_actionPerformed(jay
-makeChildrenyvoid

javax.swing.JPanel
GrantNPServiceTah

javax. swing.JPanel
GrantNPMethodTah

-_parentcarbass.enforce Enforce
-_id:javax swing.JComhbhoBox
-_resjavax.swing.JComboBox
-users:;java.util Vector
-avres:java.util Vector
-_servicejavax.swing.JTexdField

-_parentcorbass.enforce. Enfarce
-_id:javax. swing.JComhboBox
-_resjavax.swing.JComboBox
-_method:javax.swing.JComhoBox

GrantMPServiceTabi{corhass.enfor
-grantService_actionPerformed(iay
-makeChildren(void

-revokeService_actionPerformed(j:

GrantMPhethodTab{corbass.enfor
-changeMethodBox void
-grantMethod_actionPerformed{jay
-makeChildren(yvoid
-revokeMethod_actionPerformeddj:
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4. Package: corbass.pdbclient

Eﬁ javax.swing.JFrame
PDBGUI

javax.swing JFrame
PDBFrame

javax.swing.JPanel
UpdateRecordPanel

-pdhicorhass.pdbserver. PDBINterfz
-gacurity corbass.sserver Securitys
-_id:java.lang.String
-_passwidjava.lang. String
-_role:java.lang.String

ownercorbass.pdbelient PDBGUI
pdb:corhass.pdbzener PDBInterfa
token:int

-patientjavax. swing.JTextField
-liserjavay. swing JTexField
-description;javay.swing JTexField

POBFrame(corbass pdhclientPDE
-makeMenus(void

-time:javai swing JTextField
-update;java swing JBution
-clear;javax. swing.JButton
-token:int

-choice:java.lang. String
-pdb:corhass. pdbserver POBInters

LndateRecordPanel(corbass. pdhi
-MakePanelf:void
#setPanelEnabledhoolean)void
+updateActionPerfomed{java awt e

+POBGUIC avE lang.Ohject java.lar -maketfidgets void

#authen()void 1

FOBInterface:corhass pdhserer P 2

securitySenernterface;corbass.ss 3

tokerint QueniPanel

! UpdatePanel
AddRemovePanel
WindowListener
javalang Ohject javan.swing.JPanel
PDBClient QuenPatientPanel
- -patientjavax. swing JTexField
+POBClient()

+maintjava.lang.Strinalivoid

javax swing.JPanel
Java.awt event ActionListener
AddRemovePatientPanel

-patientlDejavax. swing.JTexField
-patienthame javax.swing. JTexdFisl
-ad;javax.swing.JButton
-clearjavax swing.JButton
-tokerint

-choice:java lang.String
-pdbcorhass.pdbserver PDBInters

AddRemaveP atierntPanelfcothass.
-MakePanel()void
+actionPerformed(java. awt event.A
#FsetPanelEnabled{hoolean)yoid

-tesultjavax swing JTextdrea
-gueryjavax. swing.JButton
-tlearjavax swing JButtan
-tokerint

-choice;java.lang. String
-pdb:corhass pdhserver POBInters

QuenPatientPanelcorbass.pdhcli
-MakePanel()void

-appendResult(java.lang StringlD):
+iyuensActionPerformedjava. aud. e
#setPanelEnabled(boolean)void .

38



CSE367---Research Lab

5. Package: corbass.pdbserver

interface
PDBmterfaceQperations

java.lang. Ohject
PDBResourcelD

+addPatientint, java. lang. String, J
+getDiagnosis(:int fava.lang String
+get\edicalHiston g int fava lang 5
+getPatientiislint, java fang String
+getPaymentodeint fava.lang. &
+getPrescription(:int java.lang Strir
+ifHasRight:int infl - bociean

+removePatientiint java lang. Stin
+setPayrnentMode( int javalang.Si
+writeDiagnosisint java lang. Stin
+write Prescriptioni:int, java.lang. St

#FPATIENT DB RESOURCE MAME

java.lang. Object

oG CORBA porabie Streamalbile

PDBInterfaceHolder

#PATIENT DB RESOURCE DESH

+value:corhass.pdhserver.PDBINte

FPATIEMNT DB METHOD D:java.l:
FPATIENT DB METHOD MAME:ja

FPATIENT DB METHOD DESCRI

FDBResourcelD)

+POBInterfaceHolder()

+POBInterfaceHolder(corbass.pdb
+_read{org.omy.CORBA portable |
+_type(iorg.omo CORBA TypeCod
+_wiite (org.omo. CORBA.portatble.

javax swing.JFrame
PDBServer

PDBSENEN])
+mainfjava.land. Strin avoid

java.lang. Object E‘J

java.lang Object

B

Lormg. CORBA portable Streamable
Seq2StringHolder

+valuejava lang. Stringfl[]

com.inprise vbroker. CORBA. Ohject
arg.omg CORBA portable IDLEntity
interface
PDBInterface

b
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

org.omg.PortableServer. Servant
g CORBA portahie InvolkeHandier
PDBnterfacePOA

- ids:java.lang String

- _methods:java.util.Dictionary
+PDBIntetfacePOAD
+_all_interfacesiorg.omo.Portable
+_invoke{corbass.pdbserver POB
+_invoke(java.lang.5tring,;org.omg
+_this:corhass. pdhserver. PDBINt
+_this{org.omg. CORBA.ORBY:.corb
+addPatieni:int java. lang. String, jz
+getliagnosisiing java.lang. String
+getledicair istong.int favalang 5
+getPationtlislin fava lang. Siring
+getPaymentodef:int javalang. 5
+getPrascription(:int java.lang. Strir
+IfHasRIGht NG in):boolean
+removePatient(:int java.ang. strin
+setPaymentode]:int, java.lang.Si
+writeDiagnosis(int, java. lang Strin

+Seq2StringHolder)

+Seq2StingHolder{java.lang. Strim
+_read(ory.omg. CORBA. portable |
+_typeiorg.omg. CORBA TypeCod
+_wirite(org.omg. CORBA portable.

+writeFrescriptiony.int, java.iang. St

E‘J java.lang.Object

ZORBA portable. Boxed\/ alueHelpar
Seq2stringHelper

-_instance:corbass.pdbserner.Seq

+Seq2StringHelper)

- orbiorg.omg CORBAORB
+extractiorg.omo. CORBA Anyljava
+idiyjava.lang. String
rinseriorg.omo CORBA ANy, java.l
+readiorg.omo. CORBA portable.In
+read_value{arg.omg.CORBA port
*ypedorg.oma CORBA TyneCode
+writed org.oma CORBA portable. O
+wiite_value{org.omg. CORBA port

- mp_e:org.omg.CORElA.Tmecode

PDBiInterfaceHelper
- typeorg.omo CORBA TypeCode
- initializing:boolean

+PDBInterfaceHelper()

- orbdiorg.omy. CORBAORB
+hindCorg.omg. CORBA ORBY:corh:
+hind{org.omg. CORBA ORB, java.|
+hind{org.omg. CORBA ORB, java.l
+hind{org.omo. CORBA ORB, java.|
+hind{org.omg. CORBA ORB java.|
+extractorg.omo CORBA AR cOrk
+id{):java.lang.String
*inseriorg.omo. CORBA ANy, corbi
+narroworg.omg. CORBA Ohject):
-harrowarg.omo. CORBA Ohject b
+readorg.oma. CORBA portable.n
+read_Ohjectiory.omg. CORBA.poI
+yped:org.oma.CORBAType Code
+unchecked narrow(org.omd.COF
+wititeorg.omig. CORBA pottable .0
+write_Ohject{org.omg. CORBA po

_idjava.lang.String
_typeiorg.omo. CORBA TypeCode

_idijava.lang String

E‘J java.lang. Object

hroker CORBA portable. Objectirmpl
PDBInterfaceStub
+ opsClassiavalang.Class
- ids:javalandg String
+_PDBInterfaceStub()
+_ids(:java.lang.Stringl
+addPatient(int, java.lang.String,ja
+getDiagnosisintjava.lang.String
+gethedicalHistory{int java.lang.5
+getPatientListiint,;java.lang.String
+getPaymentModeCint,java.lang. 5t
+getPrescriptiongint, java.lang Strir
+itHasRight(int, int:boolean
+removePatient(int, java.lang. Strim
+zetPaymentModedint java.lang.5t
+writeDiagnosisCint java.lang Strir
+writePrescription(int, java.lang. Str

PDBInterfacePOATie

]

PDEInterfacelmpl

-_delegate:corbass. pdbserver.PDE
-_boa:org.omg PotableSerer. POA

+PDBInterfacePOATie( corbass pdl
+PDBInerfacePOATIe( corbass. pdl
+_default_POAd:org.omg. Portablet
+_delegated:corbass.pdhserer.PL
+_delegate{.corbass pdbserver PD
+addPatient(int java.lang.String, ja
+getDiagnosis{int javalang.String
+getedicalHistory(int java.lang. &
+getPatientList{int javalang.String
+getPaymentModed:int, java.lang. St
+getPrescription(int,java.lang. Strir
+ifHasRightint intrboolean

+remavePatient(;int, java.lang. Sirin
+zetPaymentvodedint java.lang. 5t
+uyriteDiagnosisCint,java.lang. Strir
+uyritePrescriptionint, java.lang. Str

-_token:int
-_conjava.sgl.Connection
-_stmtjava =gl Staterment
-_security.corbass.sserver. Security
-username:java.lang. String
accessOrOracleint
errarbdsojava.lang. Strinallfl

+PDBInterfacelmplijava.lang. Ohjet
+addPatientint,;java.lang.String,ja
+getDiagnosisiint,;java.lang.String
+gethedicalHistory{int javalang 5
+getPatientList{int, java.lang.String
+getPaymentModeCint:javalano. St
+getPrescriptiongint, java.lang. Strir
-getRecords(java.lang String)java
+ifHasRight{int, inf;hoolean

+removePatient(int, java.lang.Strin
+setPaymentModedint java lang. 5t
-updateMedicalHist(javalang Strin
-updatePatieniTah{char java.lang.
-updatePayment(javalang.String, |
-updatePrescription(;java.lang. Strin
+wiiteDiagnaosis(int, java.lang Strir
+writePrescription{:int java.lang. St

ZORBA portable BoxedV alueHelper
Seq1StringHelper

-_instance:corhass.pdbserver.Seq
- typecorg.omg.CORBA TypeCode
+Seq1StringHelperd
-_orhiyorg.omg CORBA ORB
+extractiorg.omo. CORBA Ayl java
+id0)java.lang. String
tinsertorg.omo. CORBA AN, java.l
+read(org.omo. CORBA portable.n
+read_valuelorg.omg. CORBA port
+Hypedorg.oma. CORBA TypeCode
+write{org.omo. CORBA portable.O
+write_value{org.omg CORBApart

_id:java.lang.String

omg. CORBA portable. Streamabie
Seq1StringHolder

java.lang.Ohject

+value:java.lang.

String[]

+Seq1 StringHalderd)

+Seq1 StringHalder:java.lang. Strin
+_readi:org.omy. CORBA portable |
+_type(iory.omg.CORBA TypeCod
+_wiite(ory.omo. CORBA.portable

secutityServerinterface:corbass.ss
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6. Package: corbass.common

¥mbDialog

I:':I javax.swing.JDialog

java.lang.Object
CommonlLitil

java.lang.SecurityException
SecuritySystemException

INMTERBUTTOM GAP:int
m_huttons:javax. swing.JButton]

+¥mDialogd

+disposeDialogvoid
+hideDialog{wvoid

+¥mDialogjava.awtDialon, java.la
+¥mDialogjava.awt Frame, java.la

lowverChild:java.lang. String[]

actionListener:;java.awt. event.Action

+ormmonl il
+oetiDjava.lang. Stringiint
+getHlamedjava.lang. Stringjava.la

messagejavalang String

+SecuritySystemExceptionjava.lar
+toStringt:java.lang. String

+etringArray2Davectorjava.lang. S
retringArray2Wectorjava. lang. Strin
+vector2 StringArravCiava. util.Vectar
+yector2 StringArray20Cjava util vec

upperChildjavax swing.JCompone

java.lang.SecurityException
NoRightException

javax.swing.JFrame
ShowTextFrame

java.lang.Chject
Guilkil

-MESSAGE:java.lang. String

+ UL

+oetTopDialogjava.awt. Compone
+getfTopFramejava.awl.Compone
+makelittiePaneljavax swing.JFPa
+tmoveToScreenCenterijava. awt.D
+tmoveToScreenCenterijava awt.Ft

+MoRightExceptiond

+ShowTextFrame(java.lang. String)

+toStringt:java.lang. String

interface
Consit

FTOKERN DIIRATICON TIME:int
+0ORACLE JDBHC DRMNERjava.lan
+ACCESS JDBEC DRMNMER java.lan
+ORACLE: int

+ACCESS int

+SECURITY ORACLE LURLjava.ls
+SECURITY ACCESS URELjava.ls
+SECURITY DB ID:java.land.Strin
+SECURITY DH PASSWD:java.lar
+UMMNMERSITY ORACLE LR java
+UMMNMERSITY ACCESS LR java
+UMPMMERSITY DB IDvjava.lang. Str
+UNNMERSITY DBH PASSWD java.l
+UNNMERSITY DB TABLE:java.lan
+UNNMERSITY DB REGISTRATIOR
+PATIENT ORACLE LIRLjava.lam
+PATIENT ACCESS LIRL:java.lam
+PATIENT DB ID:java.lang.String
+PATIEMNT DB PASSWD:java.lang
+PATIENT DB PATIENT TABLE:j=
+PATIERNT DB HISTORY TABLE::
+PATIERNT DB PRESCRIPTION T
+PATIENT DB PAYMERT TABLE:]

)

Javax.swing.JDialog
AuthenDialog

-_idjjavax.swing.JTextField
-_passwdjavax.swing.JPasswordF
-_rbutton:javax. swing.JButton
-_rcombojavax.swing.JComboBox
-security:corbass.sserver. Securitys
-_action:boolean
owherjavax.swing. JFrame

+AuthenDialog(javax swing JFram
+action{:boolean

+clearvoid

+maindjava.lang. StringQiwaid

-makelowerd javax.swing.JFPanel
-makelJpperdjavax.swing.JPanel
-makeWidgets Qovoid

1
2
3
4

1D java.lang. String
passwdjava.lang.String
role:java.lang.String
roles:java.util Wector
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cor bass.sserver
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