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the Software will operate in the hardware or software combinations that the Licensee may select, c) that the
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resulting in the defect; or (iii) damaged by improper environment, abuse, misuse, accident, or negligence. THE
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OTHER WARRANTIES EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMITATION ANY WARRANTY OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Licensee is responsible for the security of
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lost or altered files, data, or programs.

Limitation of liability. IN NO EVENT WILL NORTEL NETWORKS OR ITS LICENSORS BE LIABLE FOR ANY
COST OF SUBSTITUTE PROCUREMENT; SPECIAL, INDIRECT, INCIDENTAL, OR CONSEQUENTIAL
DAMAGES; OR ANY DAMAGES RESULTING FROM INACCURATE OR LOST DATA OR LOSS OF USE OR
PROFITS ARISING OUT OF OR IN CONNECTION WITH THE PERFORMANCE OF THE SOFTWARE, EVEN
IF NORTEL NETWORKS HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. IN NO EVENT
SHALL THE LIABILITY OF NORTEL NETWORKS RELATING TO THE SOFTWARE OR THIS AGREEMENT
EXCEED THE PRICE PAID TO NORTEL NETWORKS FOR THE SOFTWARE LICENSE.

Government licensees. This provision applies to all Software and documentation acquired directly or indirectly
by or on behalf of the United States Government. The Software and documentation are commercial products,
licensed on the open market at market prices, and were developed entirely at private expense and without

the use of any U.S. Government funds. The license to the U.S. Government is granted only with restricted
rights, and use, duplication, or disclosure by the U.S. Government is subject to the restrictions set forth in
subparagraph (c)(1) of the Commercial Computer Software—Restricted Rights clause of FAR 52.227-19 and
the limitations set out in this license for civilian agencies, and subparagraph (c)(1)(ii) of the Rights in Technical
Data and Computer Software clause of DFARS 252.227-7013, for agencies of the Department of Defense or
their successors, whichever is applicable.

Use of software in the European Community. This provision applies to all Software acquired for use within the
European Community. If Licensee uses the Software within a country in the European Community, the Software
Directive enacted by the Council of European Communities Directive dated 14 May, 1991, will apply to the
examination of the Software to facilitate interoperability. Licensee agrees to notify Nortel Networks of any such
intended examination of the Software and may procure support and assistance from Nortel Networks.

Term and termination. This license is effective until terminated; however, all of the restrictions with respect

to Nortel Networks’ copyright in the Software and user manuals will cease being effective at the date of
expiration of the Nortel Networks copyright; those restrictions relating to use and disclosure of Nortel Networks’
confidential information shall continue in effect. Licensee may terminate this license at any time. The license will



automatically terminate if Licensee fails to comply with any of the terms and conditions of the license. Upon
termination for any reason, Licensee will immediately destroy or return to Nortel Networks the Software, user
manuals, and all copies. Nortel Networks is not liable to Licensee for damages in any form solely by reason of
the termination of this license.

8. Export and re-export. Licensee agrees not to export, directly or indirectly, the Software or related technical data
or information without first obtaining any required export licenses or other governmental approvals. Without
limiting the foregoing, Licensee, on behalf of itself and its subsidiaries and affiliates, agrees that it will not, without
first obtaining all export licenses and approvals required by the U.S. Government: (i) export, re-export, transfer,
or divert any such Software or technical data, or any direct product thereof, to any country to which such exports
or re-exports are restricted or embargoed under United States export control laws and regulations, or to any
national or resident of such restricted or embargoed countries; or (ii) provide the Software or related technical
data or information to any military end user or for any military end use, including the design, development, or
production of any chemical, nuclear, or biological weapons.

9. General. If any provision of this Agreement is held to be invalid or unenforceable by a court of competent
jurisdiction, the remainder of the provisions of this Agreement shall remain in full force and effect. This
Agreement will be governed by the laws of the state of California.

Should you have any questions concerning this Agreement, contact Nortel Networks Inc., 2375 N. Glenville Dr.,
Richardson, TX 75082.

LICENSEE ACKNOWLEDGES THAT LICENSEE HAS READ THIS AGREEMENT, UNDERSTANDS IT, AND
AGREES TO BE BOUND BY ITS TERMS AND CONDITIONS. LICENSEE FURTHER AGREES THAT THIS
AGREEMENT IS THE ENTIRE AND EXCLUSIVE AGREEMENT BETWEEN NORTEL NETWORKS AND
LICENSEE, WHICH SUPERSEDES ALL PRIOR ORAL AND WRITTEN AGREEMENTS AND COMMUNICATIONS
BETWEEN THE PARTIES PERTAINING TO THE SUBJECT MATTER OF THIS AGREEMENT. NO DIFFERENT
OR ADDITIONAL TERMS WILL BE ENFORCEABLE AGAINST NORTEL NETWORKS UNLESS NORTEL
NETWORKS GIVES ITS EXPRESS WRITTEN CONSENT, INCLUDING AN EXPRESS WAIVER OF THE TERMS
OF THIS AGREEMENT.
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How to get help

This section explains how to get help for Nortel products and services.

Getting help from the Nortel Web site
The best way to get technical support for Nortel products is from the Nortel
Technical Support Web site:

www.nortel.com/support

This site provides quick access to software, documentation, bulletins, and
tools to address issues with Nortel products. More specifically, the site
enables you to:

» download software, documentation, and product bulletins

» search the Technical Support Web site and the Nortel Knowledge Base
for answers to technical issues

* sign up for automatic notification of new software and documentation
for Nortel equipment

« open and manage technical support cases

Getting help over the telephone from a Nortel Solutions Center
If you don’t find the information you require on the Nortel Technical Support
Web site, and have a Nortel support contract, you can also get help over the
phone from a Nortel Solutions Center.

In North America, call 1-800-4NORTEL (1-800-466-7835).

Outside North America, go to the following Web site to obtain the phone
number for your region:

www.nhortel.com/callus
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18 How to get help

Getting help from a specialist by using an Express Routing Code
To access some Nortel Technical Solutions Centers, you can use an Express
Routing Code (ERC) to quickly route your call to a specialist in your Nortel
product or service. To locate the ERC for your product or service, go to:

www.nortel.com/erc

Getting help through a Nortel distributor or re-seller
If you purchased a service contract for your Nortel product from a distributor

or authorized re-seller, contact the technical support staff for that distributor
or re-seller.
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New In this release

New in Telephony Manager 3.1

This document incorporates new changes in Telephony Manager 3.1

To configure and manage the PBX release 5.0, Telephony Manager (TM)
software must be upgraded to Telephony Manager 3.1.

Telephony Manager 3.1 features the following installation and upgrade
enhancements:

* License Agreement available upon installation reflects the modified
version and copyright year.

» All migration and upgrade limitations for Telephony Manager 3.0 are
applicable to Telephony Manager 3.1.

* As a part of the Telephony Manager 3.1 upgrade, the IP telephones
that are present in older releases are rebranded to new corresponding
telephone types.

* New functionality is added to the installation application, permitting
uninstallation of Telephony Manager Client and Telephony Manager
Server separately when they are not accessible to each other. For more
information, see "Uninstalling Telephony Manager 3.1" (page 235).

*« CND 2.1 is the minimum supported level of CND for Telephony Manager
3.1 For more information on CND, see Common Network Directory 2.1
Administration Guide (NN43050-101).

Related information
This section lists information sources that relate to this document.

NTPs
The following NTPs are referenced in this document:

« Telephony Manager 3.1 System Administration (NN43050-601)

Provides information about using the applications and features available
with Telephony Manager 3.1 on systems.

* Telephony Manager 3.1 Telemanagement Applications (NN43050-602)
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Provides information about the following optional telemanagement
applications:

— Telecom Billing System (TBS)

— TBS Web Reporting

— General Cost Allocation System (GCAS)
— Consolidated Reporting System (CRS)
— Consolidated Call Cost Reports (CCCR)

* Common Network Directory 2.1 Administration Guide (NN43050-101)

The Common Network Directory 2.1 Administrator Guide provides
information on the CND Service and the CND management utilities
and tools.

* Features and Services (NN43001-106-B1, NN43001-106-B2,
NN43001-106-B3)

Describes features associated with systems. For each feature,
information is provided on feature implementation, feature operation,
and interaction between features.

» Software Input/Output: Administration (NN43001-611)

Describes the prompts and responses for a system’s command line
interface (CLI). This guide includes information about overlay programs
that are classified as administration overlays.

e IP Trunk: Description, Installation, and Operation (NN43001-563)

Describes configuration and maintenance of the Voice Gateway Media
card. This card appears as a 24-port trunk card with ISDN Signaling
Link (ISL) and D-channel signaling.

e |IP Line: Description, Installation, and Operation (NN43100-500)
Describes configuration and maintenance of gateway cards.
* Telephones and Consoles: Description (NN43001-567)

Describes telephones and related features. The telephones provide
access to a Telephony Manager-generated Corporate Directory.

e DECT: Description, Planning, Installation, and Operation (NN43120-114)

Provides an overview of Telephony Manager for Nortel Integrated DECT
(DECT) systems.

» Software Input/Output: Administration (NN43001-611)
Describes the meaning of system messages.
» Software Input/Output: Maintenance (NN43001-711)
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e ]

Describes the prompts and responses for a system’s command line
interface (CLI). This guide includes information about overlay programs
that are classified as maintenance overlays.

e Communication Server 1000M and Meridian 1: Large System
Installation and Configuration (NN43021-310)

Provides information about the Survivable IP Expansion (SIPE) feature
for a Meridian 1 Large System.

e Communication Server 1000S: Installation and Configuration
(NN43031-310)

Provides information about the Survivable IP Expansion (SIPE) feature
for CS 1000S systems.

« Data Networking for Voice over IP (553-3001-160)

Provides information for Data Networking about Communication server
1000 and Meridian 1 systems.

» Security Management (NN43001-604)
Provides information about the OAM Security Phases | and Il

* SRG Configuration Guide (Survivable Remote Gateway): SRG software
version 1.0 (P0609195)

Provides information on how to setup and configure a Survivable
Remote Gateway (SRG) system for an IP network.

* Main office configuration guide for Survivable Remote Gateway 50
(NN43001-307)

Describes the Main Office Configuration for the Survivable Remote
Gateway 50. Information in this document complements information
found in documents in the Communication Server 1000 documentation
suite.

e Branch Office: Installation and Configuration (NN43001-314)

Describes the Branch Office feature and contains information on
planning, installation, configuration, and maintenance.

* Emergency Services Access (NN43001-613)
Describes the Emergency Services Access feature.

« What's New for Communication Server 1000 Release 5.0
(NN43001-115)

Contains information about systems, components, and features that
are compatible with Nortel Communication Server 1000 Release 5.0
software.

e Succession 1000/M Main Office Configuration for SRG: Succession
software version 3.1 (P0609617)

Nortel Communication Server 1000
Telephony Manager 3.1 Installation and Commissioning
NN43050-300 01.07 Standard
5.0 3 June 2009
Copyright © 2003-2009, Nortel Networks



22 New in this release
|

Provides an overview of Succession programming to support Survivable
Remote Gateway (SRG) as a branch office.

Online
To access Nortel documentation online, click the Technical Documentation
link under Support on the Nortel home page:

www.nortel.com

CD-ROM
To obtain Nortel documentation on CD-ROM, contact your Nortel customer
representative.
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Contents
This chapter contains information about the following topics:
"Subject" (page 23)
"Applicable systems" (page 24)
"Intended audience" (page 25)
"Conventions" (page 25)
Subject

This document is up-issued to incorporate information in the Telephony
Manager 3.1 Feature Specification document.

Telephony Manager 3.1 (TM 3.1) is designed for managers of
telecommunications equipment and authorized Nortel* distributors.
Telephony Manager 3.1 provides a single point of access for management
of Nortel systems. Telephony Manager 3.1 uses internet protocol (IP)
technology to target:

* single point of connectivity to systems and related devices
» data collection for traffic and billing records
« collection, processing, distribution, and notification for alarms and events

« data entry and propagation (employee names and telephone numbers
shared in multiple databases)

«  Windows® and Web-based management applications

Note about legacy products and releases
This NTP contains information about systems, components, and features
that are compatible with Nortel Communication server 1000 Release 4.0
software.
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For more information about legacy products and releases, click the
Technical Documentation link under Support on the Nortel home page:

www.nortel.com

Applicable systems
This document applies to the following systems:

Meridian 1 PBX 11C Chassis

Meridian 1 PBX 11C Cabinet

Meridian 1 PBX 51C

Meridian 1 PBX 61C

Meridian 1 PBX 81

Meridian 1 PBX 81C

Communication server 1000S (CS 1000S)

Communication server 1000M Chassis (CS 1000M Chassis)
Communication server 1000M Cabinet (CS 1000M Cabinet)
Communication server 1000M Half Group (CS 1000M Half Group)
Communication server 1000M Single Group (CS 1000M Single Group)
Communication server 1000M/E Multi Group (CS 1000M/E Multi Group)
Communication server 1000E CPPM (CS 1000E CPPM)

Take note that when upgrading software, memory upgrades can be required
on the Signaling Server, the Call Server, or both.

System migration
After particular Meridian 1 systems are upgraded to run CS 1000 Release
4.0 software and configured to include a signaling server, they become
CS 1000M/E systems.

"Meridian 1 systems to CS 1000M/E systems" (page 24) lists each Meridian
1 system that supports an upgrade path to a CS 1000M/E system.

Meridian 1 systems to CS 1000M/E systems

Meridian 1 PBX 11C Chassis

CS 1000M Chassis/Cabinet

Meridian 1 PBX 11C Cabinet

CS 1000M Chassis/Cabinet

Meridian 1 PBX 51C

CS 1000M Half Group

Meridian 1 PBX 61C

CS 1000M Single Group
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Meridian 1 PBX 81 CS 1000M/E Multi Group

Meridian 1 PBX 81C CS 1000M/E Multi Group

For more information, refer to one or more of the following NTPs:

Communication Server 1000M and Meridian 1: Small System Upgrade
Procedures (NN43011-458)

Communication Server 1000M and Meridian 1: Large System Upgrade
Procedures (NN43021-458-B1, -B2, -B3)

Communication Server 1000E: Upgrade Procedures (NN43041-458)
Communication Server 1000S: Upgrade Procedures (NN43031-458)

Intended audience
This document is intended for Communication Server 1000 and Meridian
1 system administrators using a Microsoft Windows®-based PC for
management activities. It assumes that you have the following background:

Conventions

working knowledge of the Windows® 2000 server, Windows Server
2003, Windows 2000 Professional, and Windows XP Professional
operating systems

familiarity with Communication Server 1000 and Meridian 1 system
management activities

knowledge of general telecommunications concepts
experience with window systems or graphical user interfaces (GUI)

knowledge of Internet Protocol (IP)

Terminology
In this document, the following systems are referred to generically as
system:

Meridian 1

Communication server 1000S (CS 1000S)*
Communication server 1000M/E (CS 1000M/E)*
Communication server 1000E CPPM (CS 1000E CPPM)*

The following systems are referred to generically as Small System:

Meridian 1 PBX 11C Chassis
Meridian 1 PBX 11C Cabinet
Communication server 1000M Chassis (CS 1000M Chassis)*
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e Communication server 1000M Chassis (CS 1000M Cabinet)*

The following systems are referred to generically as Large System:

e Meridian 1 PBX 51C

e Meridian 1 PBX 61C

* Meridian 1 PBX 81

e Meridian 1 PBX 81C

* Communication server 1000M Half Group (CS 1000M Half Group)*

e Communication server 1000M Single Group (CS 1000M Single Group)*
¢ Communication server 1000M/E Multi Group (CS 1000M/E Multi Group)*

*Systems that are referred to as CS 1000.

Text
In this document, the following text conventions are used:

angle brackets (< >) Indicates that you must input some command text. You
choose the text to enter based on the description inside
the brackets. Do not type the brackets when entering
the command.

Example: If the command syntax is
chg suppress alarm <n>

where nis 0 = all, 1 = minor, 2 = major, 3 = critical, you
enter
chg suppress alarm 3

to suppress all alarms except critical alarms

bold Indicates command names, options, and text.
Courier text

Example:
Enter prt open alarm

Italic text Indicates new terms, book titles, and variables in
command syntax descriptions. Where a variable is
two or more words, the words are connected by an
underscore.

Example: For additional information, refer to Using
Telephony Manager.
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plain Indicates command syntax and system output, for
Courier text example, prompts and system messages.
Example:
Open Alarm destination #0 is 47.82.40.2
37

separator (>)

Acronyms

Shows menu paths.

Example: Select Utilities > Backup in the Navigator
window.

The following are some of the acronyms used in this document:

API
ASP
CCCR
CLAN
CLI
CND
CRS
DBA
DEP
DN
ELAN
ENMS
FTP
GCAS
GUI
IS
/0

P
ITG
LAN
LDAP
MAT
MIB
NIC

application programming interface
active server page

consolidated call cost reports
customer local area network (see Nortel server subnet*)
command line interface

Common Network Directory
Consolidated Reporting System
Data Buffering and Access

Data Execution Prevention
directory number

embedded local area network
Enterprise Network Management System
file transfer protocol

General Cost Allocation System
graphical user interface

internet information services
input/output

Internet Protocol

Internet Telephony Gateway

local area network

lightweight directory access protocol
Meridian Administration Tools
management information base

Network Interface Card
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™ Telephony Manager

PTY pseudo-TTY (network port)

RAS remote access server

RU reporting unit

SNMP simple network management protocol
SSL secure sockets layer

TBS Telecom Billing System

TLAN telephony local area network

TN terminal number

TTY teletype (serial port)

uid unique identifier in LDAP synchronization
VPN Virtual Private Network

VLAN virtual local area network

WAN wide area network

*Nortel server subnet, formerly known as the CLAN, is the subnet to which
the Telephony Manager Network interface is connected.
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Preparing for installation

Contents

Overview

This chapter contains information about the following topics:
"Overview" (page 29)

"Telephony Manager 3.1 installation tasks" (page 30)
"Supported systems" (page 30)

"Supported upgrade paths" (page 32)

"Telephony Manager 3.1 server and clients overview" (page 32)
"Telephony Manager 3.1 hardware requirements" (page 33)

"Telephony Manager 3.1 software requirements” (page 36)

Telephony Manager 3.1 combines with the Enterprise Network Management
System (ENMS) to give an integrated data, voice, and video network, as
part of the Nortel Unified Networking system. The resulting integration
provides converged LAN, WAN, and voice management, and the capacity to
monitor Telephony Manager 3.1 server activity through the ENMS.

For installation recommendations to create a secure environment for your
Telephony Manager 3.1 data and users, see Telephony Manager 3.1
System Administration (NN43050-601).

To configure modems for use with Telephony Manager 3.1, refer to
"Configuring a modem for Telephony Manager 3.1 applications" (page 149).

When planning Telephony Manager 3.1 installations, consider detailed
hardware and software guidelines in Appendix A.

Nortel Communication Server 1000
Telephony Manager 3.1 Installation and Commissioning
NN43050-300 01.07 Standard
5.0 3 June 2009

Copyright © 2003-2009, Nortel Networks



30 Preparing for installation

Telephony Manager 3.1 installation tasks
Installing Telephony Manager 3.1 involves performing tasks related to:

* new Telephony Manager 3.1 server (standalone) software
* new client software

e upgrades

* migrations

*  Web Help

* license management

These tasks are covered in detail in the coming chapters.

Supported systems
Telephony Manager 3.1 supports the following machine types and managed
system software releases:

Table 1
Machine types and switch software releases supported in Telephony Manager 3.1
System type = Meridian 1 System type = Communication
Server

11C Cabinet/1 11C Cabinet/1 24, 25 3,4,45,5 Communication 3,4,45

1C Chassis * 1C Chassis Server 1000M
Cabinet/Chassis

51C 060 51C 060 24, 25 3,4,45 Communication 3,4,45

Server 1000M
Half Group 060

51C 060E 51C 060E 24, 25 3,4,45 Communication 3,4,45
Server 1000M
Half Group 060E

61C 060 61C 060 24, 25 3,4,45 Communication 3,4,45
Server 1000M
Single Group
060

61C 060E 61C 060E 24,25 3,4,45 Communication 3,4, 4.5
Server 1000M
Single Group
060E
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61C PII

61C CPPIV

81, 81C 060

81, 81C 060E

81C PII

81C CPPIV

CS 1000S

1000E PII

1000E CPPIV

1000E CPPM

**
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61C PII 3,4,45,5 Communication 3,4,45,5
Server 1000M
Single Group PII

61C CPPIV 45,5 Communication 45,5
Server 1000M
Single Group
CPPIV

81, 81C 060 24, 25 3,4,45 Communication 3,4,45

Server 1000M/E
Multi Group 060

81, 81C 060E 24, 25 3,4,45 Communication 3,4,45
Server 1000M/E
Multi Group 060E

81C PII 25 3,4,45,5 Communication 3,4,45,5
Server 1000M/E
Multi Group PII

81C CPPIV 45,5 Communication 45,5
Server 1000M/E
Multi Group
CPPIV

Communication 2,3,4,45
Server 1000S

Communication 4,4.5,5
Server 1000M/E
Multi Group PII

Communication 45,5
Server 1000M/E

Multi Group

CPPIV

Communication 5
Server 1000E
CPPM

*The 11C Cabinet/11C Chassis was originally called 11C/Mini. The
11C/Mini was rebranded in Telephony Manager 3.0.

**Both Standard Availability and High Availability options share the same
machine type, for example 1000E CPPM. This is consistent with the manner
in which Telephony Manager handles redundant systems in PIl and CPPIV.

Telephony Manager 3.1 supports the following systems and components:

e Meridian ITG Trunk 2.0 to 2.2 (Telephony Manager Services/ ITG ISDN
IP Trunks application)

* Meridian IP Trunk 3.0/3.01 (Telephony Manager Services/ ITG ISDN IP
Trunks application)
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e Meridian ITG Line 1.0 (Telephony Manager Services/ ITG IP
Telecommuter/Wireless IP Gateway application)

* Meridian ITG Line 2.0 to 2.2 (Telephony Manager Services/ ITG IP
Phones application)

* Meridian IP Line 3.0, 3.1, 4.X, and 5.0 (Telephony Manager Services/ IP
Telephony)

e MDECT (DMCS8 card, and DMC4 with updated loadware)

* Meridian 802.11 Wireless IP Gateway (Telephony Manager Services/
ITG IP Telecommuter/Wireless IP Gateway application)

Telephony Manager 3.1 concurrence follows the life cycle plans of the
Meridian 1 and CS 1000 systems and components with which it interworks.
Some CPU/X11 release/system configurations that have reached their
end-of-life cycle, and thus are not supported by Nortel, are also not
supported by Telephony Manager 3.1.

Supported upgrade paths
Telephony Manager supports a one-step direct upgrade from OTM 2.2 or
Telephony Manager 3.0 to Telephony Manager 3.1. An upgrade from OTM
2.2 to Telephony Manager 3.1 will take longer because it also involves the
migration of the database.

Direct upgrades are not supported for customers migrating from OTM
releases prior to 2.2. A two-step upgrade is required, first to OTM 2.2 and
then to Telephony Manager 3.1. Refer to Telephony Manager 3.0 Installation
and Configuration (553-3001-230) for details of the upgrade from OTM 2.2
to Telephony Manager 3.0.

Telephony Manager 3.1 server and clients overview
Telephony Manager 3.1 supports both Web and Windows® clients. The
Windows GUI interface has different functionality than the Web browser
interface. The Windows GUI interface can be used directly on the Telephony
Manager 3.1 server, or on an Telephony Manager 3.1 Windows® client.

The Telephony Manager 3.1 client accesses and modifies data that is stored
on the Telephony Manager 3.1 server. This data is made available by
sharing the Telephony Manager 3.1 folder on the Telephony Manager 3.1
server with all Telephony Manager 3.1 clients. Due to the large amounts

of data transferred between the Telephony Manager 3.1 server and the
Telephony Manager 3.1 clients, high network bandwidth is consumed.
Response time and performance degrade significantly unless the Telephony
Manager 3.1 client and Telephony Manager 3.1 server are on the same
LAN. In general, a WAN connection is not suitable. Consult Appendix
"Telephony Manager 3.1 engineering guidelines" (page 257) in this
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document for further details on bandwidth and other network requirements
for the Telephony Manager 3.1 client communicating with the Telephony
Manager 3.1 server. The appendix also provides information about the
different network configurations that are possible.

The Web clients operate as thin clients connecting directly to a Web server
running on the Telephony Manager 3.1 server. All operations performed
using a Web client are executed on the Telephony Manager 3.1 server. The
Telephony Manager 3.1 server requires connectivity to the ELAN subnets of
the systems managed.

Telephony Manager Windows and Web client require that an administrator
account is logged onto the server at all times, because the server uses the
identity of the logged-in user for access. To allow Telephony Manager 3.1
client access without logging in to the server at all times, see Procedure 69
"Allowing Telephony Manager 3.1 client access without constant server log
on (optional)" (page 246) for Windows 2000 Server and Windows Server
2003.

A typical client-server architecture
The Telephony Manager 3.1 client is a thick client that runs on a Windows
PC. It does not operate in a traditional client-server model. Rather, the
Telephony Manager 3.1 client runs similar software to that running on
the Telephony Manager 3.1 server. The Telephony Manager 3.1 client
communicates directly with the managed systems, and therefore:

* requires connectivity to the ELAN subnets of those systems

e must be operational at the time any operations performed on the client
are scheduled to run

« if a site or system defines a serial profile for Station Admin, physical
serial connections must be present between the switch and the server,
and between the switch and the client PCs. Communications profiles are
defined on a site/system basis and are shared by a server and its clients.

Telephony Manager 3.1 hardware requirements
Refer to Appendix "Telephony Manager 3.1 engineering guidelines"
(page 257) for more information about Telephony Manager 3.1 hardware
requirements.

Use correct information
The information in this document is subject to change. For the latest system
requirements, see the Telephony Manager 3.1 General Release Bulletin.

Ask the network card manufacturer about the type of network card and the
availability of the required software driver.
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Response-time testing is based upon and supported on the minimum
configuration as listed in Table 2 "Telephony Manager 3.1 hardware
requirements” (page 34).

For a Windows client some variables are:

« amount of RAM on the Telephony Manager 3.1 client PC

* the Operating System (OS) on the Telephony Manager 3.1 client PC

* number of TNs managed through the Station Administration application

« other applications that can run on the Telephony Manager 3.1 client PC,
including those that run in the background, such as antivirus software

* amount of traffic on the LAN
* NIC on the Telephony Manager 3.1 client PC

« deployment in the network architecture (topology and placement of
the Telephony Manager 3.1 client PC with respect to the Telephony
Manager 3.1 server)

The minimum and recommended CPU and RAM configurations are
specified. Some Telephony Manager 3.1 applications can run with less than
the recommended configurations, but performance can be degraded.

The Telephony Manager 3.1 server requires the following minimum
hardware specifications listed in Table 2 "Telephony Manager 3.1 hardware
requirements” (page 34).

Table 2
Telephony Manager 3.1 hardware requirements

Minimum CPU - See Intel Pentium IV Intel Pentium IV Intel Pentium Il
Note 1 Processor 2 GHz Processor 1 GHz Processor 600 MHz
Minimum RAM 1 GB 1GB 512 MB

Minimum Hard Drive 2 GB (1 GB plus 2 GB (1 GB plus 500 MB

Space (May increase  customer data storage) customer data storage)
depending on number
of telephones)

Custom Help 512 MB 512 MB 512 MB

Web Help (all 400 MB 400 MB 400 MB
languages - excluding
custom help)

SVGA Color Monitor 1024x768 or higher 1024x768 or higher 1024x768 or higher
and interface card resolution resolution resolution
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3 1/2-inch 1.44 MB Required Required Required

floppy disk drive

CD-ROM drive Required Required Required

Ethernet Network lor2 1 1

Interface Card - See

Note 2

Hayes- compatible 56K BPS recommende 56K BPS recommende 56K BPS recommende
modem is optional d d d

for connection

to remote sites,
required for polling
configurations. Please
note: WinModems are
incompatible and are
not supported.

PC com port with Required Required Required
16550 UART is

required. USB serial

adapters and USB

modems are not

supported.
PC COM port with Required Required Required
16550 UART - See
Note 3
Parallel Port Dongle or Required Required Not required
USB dongle Supports one USB Supports one USB

dongle only dongle only

USB dongles are not USB dongles are not

supported through a supported through a

USB hub USB hub
Parallel printer port Required Required Required
(configured) or USB
port (required for
dongle)
Two-button Windows-  Required Required Required
compatible mouse or
positioning

Note 1:Telephony Manager 3.1 is supported on Intel Xeon CPU or Hyper-threading configurations.
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Note 2: An Ethernet Network Interface Card is required to support connection with the Meridian 1
using Ethernet. A second Ethernet Network Interface Card is optional depending on configuration.

Note 3: For external modems or direct connection, the PC must have an available serial port (that is,
one not used by a mouse or other serial device). The number of on-board PC COM ports required
depends on the number of external modems or direct connections required.

Telephony Manager 3.1 software requirements
Novell
The Telephony Manager 3.1 server is not supported on a Novell server.
TCP/IP communication is supported. IPX/SPX communication is not
supported.

General restrictions
The following general restrictions apply to Telephony Manager 3.1.:

* The user is responsible to ensure that selection of Signaling server
present check box is completed. Telephony Manager 3.1 cannot
automatically determine if a system has a signaling server.

e For CS 1000M Cabinet and CS 1000M Chassis systems, both appear
in Telephony Manager 3.1 as a Communication Server 1000M
Cabinet/Chassis. Existing fields are used to differentiate the hardware.
The user can:

— name the system to reflect the hardware when adding the system
— add information into the comments field to describe the hardware

e The Meridian 1 PBX 11C Chassis (Option 11C Mini) system appears
in Telephony Manager 3.1 as a Meridian 1 PBX 11C Cabinet (Option
11C) system after the update system data operation. It is the user’'s
responsibility to select the proper machine type in the system properties
page.

* Inthe System Data tab, those systems with Signaling server present
(that is Signaling server present checkbox in Network Tab is selected)
cannot be downgraded to non-CS 1000 software releases, for example,
X11 Release 25.37. The applicable releases displayed in the release
combo box is based on the Machine Type and for the CS 1000 machine
types only CS 1000 releases are applicable.

e The Signaling server present check box must be cleared to downgrade
the system to non-CS 1000 software releases.

* If a Meridian 1 system running CS 1000 Release 4.0 in Telephony
Manager 3.1 Navigator connects to a system running X11 release
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software, the non-applicable associated hardware is deleted, and a
message for each deleted hardware (Survivable Cabinet and Media
Gateways 1000B) is logged in the Event Log.

Multisession is not supported. Two users cannot be concurrently logged into
the same PC at the same time and have Telephony Manager 3.1 running.

Operating System and application requirements for Telephony Manager
3.1 PC configurations
Table 3 "Telephony Manager 3.1 configuration OS requirements" (page
37), Table 4 "OS Service Packs" (page 38), Table 6 "Application software
requirements" (page 38), and Table 7 "Third-party software requirements"
(page 40) list the required and supported software that run on Telephony
Manager 3.1 PC configuration types.

Table 3
Telephony Manager 3.1 configuration OS requirements

Telephony Manager 3.1 PC Configuration

Windows Server Yes (only Yes (only No Yes
2003, Enterprise supported in a supported in a
Edition non-clustered non-clustered

environment) environment)
Windows Server Yes Yes No Yes
2003, Standard
Edition
Windows 2000 Yes Yes No Yes
Server
Windows XP No Yes Yes Yes
Professional
Windows 2000 No Yes Yes Yes
Professional

Telephony Manager 3.1 cannot be installed on Windows 95, Windows 98,
Windows ME, Windows NT, Windows 2000 Advanced Server, or Datacenter
Server. For Windows Server 2000, only the Standard Edition is supported.
For Windows Server 2003, only the Standard Edition and the Enterprise
Edition are supported.
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Windows Server 2003 R2 is not supported. Refer to Product Bulletin
Windows Server 2003 R2 Support on TM 3.0 (P-2006-0260-Global-Rev1)
for details.

Table 4
OS Service Packs

Windows Server 2003, SP1 or SP2
Enterprise Edition
Windows Server 2003, SP1 or SP2
Standard Edition
Windows 2000 Server SP4
Windows XP Professional SP2
Windows 2000 Professional SP4

Table 5

Web browser support

Windows Server 2003 IE 6.0 + SP1
IE7.0
Windows 2000 Server IE 6.0 + SP1
Windows XP Professional IE 6.0 + SP2
IE7.0
Windows 2000 Professional IE 6.0 + SP1
Table 6

Application software requirements

Telephony Manager 3.1 PC configuration

Internet Explorer Minimum Minimum Minimum
6.0 Required Required Required
SP1 (Windows

only)

TCP/IP Protocol Required Required Required
RAS (Remote Required Required Required
Access Service)

Java 1.5.0 02 run Required Required Required
time environment
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Telephony Manager 3.1 PC configuration

Microsoft Active Required Required n/a

server Page (ASP)

s Www Required Required n/a

Publishing Service

Microsoft Required Required Required

Windows Script

5.6

IIS FTP Service Required Required n/a
ATTENTION

Nortel does not recommend running more than one Web client from Windows
2000 Professional or Windows XP Professional standalone platforms.

Regional Operating System support
The Windows 2000 Server and Windows Server 2003 Operating Systems
(OS) are supported for the following languages:

e Japanese
* Simplified Chinese

The Windows 2000 Professional and Windows® XP Professional clients are
supported for the following languages:

* Spanish
*  French
« German

e Brazilian Portuguese

* Japanese

e Simplified Chinese

Third-party software requirements

Table 7 "Third-party software requirements" (page 40) lists the third party

software or firmware included as part of the Telephony Manager 3.1
application.
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Table 7
Third-party software requirements

1 MDAC & Jet Engine 4.0 SP7 MDAC is included in all the supported
platforms.
2 Crystal Reports 10.0 Runtime
JRE 1.5
4 MsXML 4.0 SP2 Telephony Manager 3.1 uses version 4.0

with Service Pack 2 which is supported on
Windows 2000 and XP. It is the latest version

available
5 Sentinel Driver 5.41 used for dongle support. This version is supported on Windows 2000
and XP.
6 Netscape Directory SDK version 5.0 for
Telephony Manager CND services and SDK
version 5.0 for SSL connection.
7 Windows Installer 2.0 This is used before we install Telephony

Manager on a freshly formatted PC. This

is the latest version and it is installed for
Windows 2000. It is not installed for Windows
XP since it is included with the OS.

8 ARL (for SNMP) Version 15.3 The Asynchronous Request Library (ARL)
provides an API for building SNMP manager
applications or for integrating SNMP manager
capabilities into an existing application. ARL
is the SNMP stack for Telephony Manager
3.1 (for all applications).

9 Microsoft Access 97/2000 Runtime

10 PostgreSQL 8.1 PostgreSQL 8.1 is an open source SQL
based relational database. This is Telephony
Manager's telephone database back end.

11 Apache Tomcat 5.5 Apache Tomcat 5.5 is an open source Web

Server required to deliver JSP pages, the
technology used for Telephony Manager
pages.

System software release and package requirements
Table 8 "Meridian 1 X11 system software release and packages" (page
41) lists Telephony Manager 3.1 software releases and required packages
for Telephony Manager 3.1 applications.
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Meridian 1 X11 system software release and packages

Alarm Management
Additional packages for Alarm Notification
Maintenance Windows

System Terminal - Overlay Passthru

Analysis, and ESN ART)

SNMP Alarms (Open Alarms)

Data Buffering and Access - Ethernet
Data Buffering and Access - Serial
Database Disaster Recovery

Virtual Terminal server

Emergency Service for Client Mobility

Pkg 164, 242, 243, and 296
Pkg 55 and 315

Pkg 164, 242, 243, and 296
Pkg 164, 242, and 296

Ethernet connection (for Station Administration, Traffic Pkg 164, 242, and 296

Pkg 315

Pkg 351

N/A

Pkg 164, 242, 296, and 351
Pkg 164, 242, and 296

Pkg 336 and 337

Table 9 "CS 1000 and Meridian 1 software requirements” (page 41) lists CS
1000 and Meridian 1 software requirements.

Table 9
CS 1000 and Meridian 1 software requirements

Alarm Management Ethernet/PPP
System Terminal Ethernet/PPP
ESN Art Ethernet/PPP/Serial
Traffic Analysis Ethernet/Serial2
Telecom Billing System (TBS) Serial

Ethernet (DBA)
Call Tracking Serial
Web Alarm Viewing Ethernet/PPP
Virtual Terminal server Ethernet/Serial3
Maintenance Pages/Inventory Ethernet/PPP
Telephone Manager/List Manager Ethernet/Serial
Access server Ethernet/PPP/Serial
DECT Ethernet/PPP
1. Ethernet and PPP connections require the MAT Management Interface software package 296.
For version 4.5 and beyond, unsecure shells must be enabled.
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2. If traffic is collected through a buffer box, only a serial connection is supported.

3. Only direct serial connections are supported. Modems are not supported.
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Installing Telephony Manager 3.1 server
software

Contents

Overview

This chapter contains information about the following topics:
"Overview" (page 43)
"Installation program features" (page 44)

"Installing Telephony Manager 3.1 software" (page 47)

This chapter contains information about:

* Installation program features and restrictions

e Troubleshooting

* Installation of new Telephony Manager 3.1 servers

An installation checklist is provided. Appendix "Installation checklist" (page
297).

CAUTION

Installing Telephony Manager from the desktop or from a folder that
has a longer path name will cause unexpected error messages
during the Telephony Manager Server or Telephony Manager
Client installation.

To install the program from a hard drive instead of from a CD,
create a folder in the root of the drive and name it "CD". Copy
the contents of the CD or unzip the files from the archive into this
folder. Run the installation program.
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Web Help
Web Help can be installed at the same time as the Telephony Manager 3.1

software installation; however the Web Help installation is time consuming.
The user can install only the Telephony Manager 3.1 software first, and
then run setup again in Maintenance Mode to install WebHelp later (see
"Maintenance mode" (page 57)).

Installation program features
Telephony Manager 3.1 server (standalone) software installation uses the

standard Windows® installation wizard.

Users and groups
During the installation process, Telephony Manager 3.1 adds the Default,
EndUser, and HelpDesk user groups to the server. User groups cannot have
the same name as a local user on the Telephony Manager 3.1 server. If the
installation program detects a local user with the same name as one of the
user groups that it is attempting to add, you are given the option of renaming
or deleting the local user or canceling the creation of the user group.

CAUTION

Service Interruption

Telephony Manager 3.1 is not supported on a Windows Server
system that is configured as a Primary Domain Controller (PDC).
DO NOT install Telephony Manager 3.1 on a PDC.

Checking local security settings
Ensure the Users group has the access this computer from network and

log on locally policies set before the Telephony Manager 3.1 installation is
started.

This can be checked and changed using the following procedure.

ATTENTION
If Telephony Manager 3.1 is to be installed on a computer that is within a domain,
you must check the policies on the primary Domain Controller. In such cases,
contact your domain administrator to set the required policies. Insufficient
permissions results in PostgreSQL error during installation, and the only means
of recovery is to uninstall Telephony Manager and reinstall Telephony Manager
again with the proper permissions.
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Procedure 1
Checking local security settings

Step Action
1 From the Administrative Tools window, launch the Local Security
Settings.

The Local Security Settings window appears, as shown in Figure 1
"User Rights Assignment" (page 45).

2 Select the Local Policies > User Rights Assignment.

3 Double-click the policies Log on as a Service and Access this
computer from the network. Ensure the Users group is present. If
it is not, add Users to the policy.

Figure 1
User Rights Assignment

‘T Local Security Settings

File  Action ‘ew Help
o BE XEB 2

@ Security Settings
-8 Account Policies
. C8 Local Policies
w78 Audit Palicy
{08 User Rights Assignment
{8 Security Options
(2 Public Key Policies
- Software Restriction Policies
,g IP Security Policies on Local Computer

Policy  # ISecurit Setking |
Access this computer from the net... Ewvervone,IUSR ...

E Access this computer from the network Properties EH
o

el i=a]

Local Security Setting I

.4 Access thiz computer from the netwark,

Backup Dperators
Evemone
IUSR_wHITEHORSE
Iwiabd_wWHITEHORSE

Power Users
Users

Add User or Group... Eemove

QK I Cancel Apply |

T O T % o SeT T TICT L3 ol e e

QFHfﬁ”ﬁ”ﬁ”ﬁ”ﬁ”ﬁ”ﬁ”ﬁ”ﬁ”ﬁl@@@@@@@@@ﬁ”ﬁ”ﬁl

4 Double-click the policy Log on locally.

See Figure 2 "Log on Locally" (page 46)The Users group should be
granted this policy.

For Windows Server 2003, the policy name is Allow log on locally.
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Figure 2
Log on Locally

'Th Local Security Settings
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@ Security Options AIID . . . . .
[Z Public key Policies B Allow log on locally Properties K
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[Z1 Software Restriction Policies - -
-8, 1P Security Policies on Local Computer B&eyr  Local Secuty Setting I

Cre g Allow log on locally

Eﬂ Cre ig‘

i Administrators
m e Backup Dperators
] Der IUSR_wHITEHORSE

(28] Der Power Users
Der zers

. Add User or Group... Femove
Eﬂ Loc — —

Ok I Cancel Appliy

—End—

If the computer is within a domain, the policy settings of the domain can
override the local security policies. The following are possible workarounds
so the user can install PostgreSQL. If these solutions do not work, it is
possible the problem may be specific to the particular domain, and Nortel
recommends that you contact your domain administrator.

Procedure 2
Workarounds for installation of PostgreSQL

Step Action

1 Log off the domain.

2 Log on to the PC as the local administrator.

3 Check the policies prior to installing Telephony Manager.
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4 Move the PC out of the domain.
5 Check the policies prior to installing Telephony Manager.
6 Move the PC back into the domain.

—End—

Installing Telephony Manager 3.1 software
The following procedure will install the Telephony Manager 3.1 software.

ATTENTION
CND 2.1 is a mandatory requirement to ensure the proper functioning of
Telephony Manager 3.1.

If a previous version of CND already exists on your server or network, follow the
instruction in the CND 2.1 Administration Guide to upgrade your CND.

The Telephony Manager installation setup contains a folder with the CND
setup & installation files. The file is <TM_Installation_Setup_Root_Direc-
tory>\CND\Setup.exe.

When the CND is installed on the same server as Telephony Manager (either
after or before the Telephony Manager installation) to store database information,
it must be installed separately. When the CND is installed on another server,
Telephony Manager can connect with the CND via the network.

For detailed information about installing and synchronizing the CND, see
Telephony Manager 3.1 System Administration (NN43050-601) and the Common
Network Directory 2.1 Administration Guide (NN43050-101).

Procedure 3
Installing Telephony Manager 3.1 software

Step Action

1 Configure the Windows® OS for Telephony Manager 3.1 installation
by completing the following steps:

a. Log on to Windows as Administrator.
b. Exit all Windows programs.

c. Install security patches as advised through Product Bulletins
available on the Partner Information Center Web site.

2 Double-click Setup.exe on the Telephony Manager 3.1 CD-ROM.
Click Next.
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e

The following prerequisites are checked:
» if the operating system is supported by Telephony Manager 3.1

» if the PC has the appropriate software components installed (for
details, see "Preparing for installation” (page 29)).

The Prerequisite Summary page appears Figure 3 "Prerequisite
Summary" (page 48), listing the mandatory software components
needed to continue installation.

Figure 3
Prerequisite Summary

Prerequesites

Intesnet Information S

Intesnet Informatios

Installfied 1 < Back. H @ J 1 e |

If a prerequisite component that Telephony Manager cannot install is
unavailable on the computer, the following message is displayed:

Figure 4
Prerequisite uninstalled components message

Nortel CS 1000 Telephony Manager - InstaliShield Wizard j z’

The prerequisite(s) 115 WWW I1S FTP is not installed on the computer. Telephony Manager requires thess
components to be installed. Please install them and re-launch the installation  you are pl Q & Server/Standak

3 Click Next to continue.
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4 The Welcome and Licence Agreement window appears (see Figure
5 "Welcome and License Agreement window" (page 49)). Read the
Licence Agreement and click Yes to accept and continue.

Figure 5
Welcome and License Agreement window

Morlel CS 1000 Telephony Manager - InstallShield Wizard

License Agreement

Press the PAGE DOWN key o see the 12a of the sgreement

otted C5 1000 Telephory Manager - Aelesse 3.1
ight © 1994-2007 Norted Networks. All nghts reterved.

© 1933, 19952007 Avotus Corporation. Al nghts 1eserved, Potions
mummuwmmwﬂmm

e Agreemert except with prios writters suthorization from Nostel Netwaorks Coporston.

nfversity of Caiumtw?w
Poriors: Copyright ©1334, The Regents of the Univessty of Califomsa

5 The Server/Client installation selection page appears (See
Figure 6 "Select Server/Client Installation" (page 50)). Select
Server/Standalone and click Next. If all prerequisites are not met,
installation cannot continue beyond this point. Some prerequisites
are automatically installed by Telephony Manager 3.1.

Note that installation types cannot be changed for upgrades. Itis
preselected based on the existing installation.
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Figure 6
Select Server/Client Installation

Nortel C5 1000 Telephony Manager - InstallShield Wizard

Server/C| lation

nk of an exsting

InestarllShield

6 The User and Keycode information screen appears (see Figure 7
"User and Keycode Information" (page 50)).

Figure 7
User and Keycode Information

Installed By:
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e

Enter the user information and keycode. Click Next to continue.

At this point the installation decides which applications to install
based on the keycode entered. If the keycode is invalid, an error
message appears (see Figure 8 "Invalid keycode error” (page 51)).

There are no restrictions on the number of keycode entry attempts.

Figure 8
Invalid keycode error

Nortel €S 1000 Telephony Manager - InstaliShield Wizs ﬁl

\i) Please enter 5 vald Keycode[Serial Number

[ 1]

7 The Setup Type page screen appears (Figure 9 "Setup Type" (page
51)), providing a choice of either default or custom installation
options.

Figure 9
Setup Type

Nortel CS 1000 Telephony Manager - InstallShield Wizard

5

O Default

Al program festures{Core Program and English Web Help] will be installed Theze
wall nstalled on default folders

IrvstarfiShiield I T <pack [ pems | [R—

If Default is selected and Next is clicked, the Start Copying Files
screen appears (Figure 10 "Start Copying Files screen" (page 52))
which provides a summary of the installation which can be reviewed.

Nortel Communication Server 1000
Telephony Manager 3.1 Installation and Commissioning
NN43050-300 01.07 Standard
5.0 3 June 2009
Copyright © 2003-2009, Nortel Networks



52 Installing Telephony Manager 3.1 server software
e

Figure 10
Start Copying Files screen

Nortel CS 1000 Telephony Manager - InstallShield Wizard

; 2345
Keycode ; 'YFSC E1JF QUFC PWH2
Packages Selected TM Biling Enhanced, TM DECT, TM Access Server
(Mumber of Clients Alowed: 255
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Coee Program Destination Folder : C:\Program Fles\Nortef\T elephony Manager,
(Common Data Destination Folder : C\Program Files\Norte\T edephony Manager\Common Dat.

Install 5 < Back A [Nest> | | | Cancel l_

If Custom is selected and Next is clicked, the Choose Program
and Data Location screen appears (Figure 11 "Program and Data
Location" (page 52)).

Figure 11
Program and Data Location

MNortel CS 1000 Telephony Manager - InstallShield Wizard

ose Program and Dala Location
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T

The Choose Program and Data Location screen lists the features
to be installed on the PC. The list includes:

» Core Program. This cannot be deselected by the user. However,
the folder selection option displayed within the Core Program
Destination Folder group box allows the user to select the
destination folder where the Core Program is to be installed.
Web Help files and Local Data are also installed in this folder.

* English Web Help. Installs the English Web Help files. These
are installed in the default folder or the folder selected for Core
Program.

* French Web Help. Installs the French Web Help files. These
are installed in the default folder or the folder selected for Core
Program.

* German Web Help. Installs the German Web Help files. These
are installed in the default folder or the folder selected for Core
Program.

* Core Program Destination Folder Browse button allows the
user to select the folder where the Core Program files are to
be installed.

e Common Data Destination Folder Browse button allows the user
to select the destination folder for the Common Data.

* Clicking either Browse button displays the Choose Folder dialog
box (see Figure 12 "Choose Folder" (page 53)).

Figure 12
Choose Folder

Choose Folder i x|

Please select the installation Folder,
Path:
I Ct\Program Files\Nortel Metworks\ Telephony Manager 3.0

Direckories:

E@ My Computer ;I
i [#-= Local Disk (C:)
= Mew Volume (D)
-2 vobstorel on '164,164,8.216' (E:)
i [#-52 vobstoreZ on '164.164.5.218' (F1)
| E-SD view on view' (M:)
| =2 vikasy_OTM_2Z.1 on 'view' (¥:)
=2 vikasy_OTM_2.2_new on 'view' (2:)

&

= My Network Places LI
oK I Cancel |
8 Specify a destination directory and click OK.
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ATTENTION
You must not install Telephony Manager 3.1 in the root directory (for
example, C:\). During the installation process, you must specify a folder
(for example, C:\Nortel).

9 Clicking the Disk Space button in Figure 11 "Program and Data
Location" (page 52) displays the Available Disk Space dialog box
(see Figure 13 "Available Disk Space" (page 54)), showing the
available disk space in each of the drives on the PC.

If the selected drive doesn’t have enough disk space to
accommodate the selected options, an error message appears
asking the user to select another drive.

Figure 13
Available Disk Space

Available Disk Space x|

— Space
Drive

Avaisble:  7520027K
-]
T | Requied 50K

|0K|Cmoell

Click OK.

10 The Installation Summary screen appears (See Figure 14
"Installation Summary" (page 55)), listing the options chosen during
the installation. To change settings, there are two choices:

» Click Back to return to the previous screen

* Click Next to begin the Installation process. The Setup Status
screen appears. (See Figure 15 "Setup Status" (page 55)).
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Figure 14
Installation Summary
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Figure 15
Setup Status
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11 If Cancel is clicked at any time during the installation, the Exit
Setup dialog box (Figure 16 "Exit Setup" (page 56)) prompts for
confirmation before terminating and rolling back the installation. If
Yes is clicked (see Figure 17 "Install interrupted" (page 56)), the
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12

system is restored to its original state. If No is clicked, the installation
continues.

Figure 16
Exit Setup
=
Setup is nok complete. F you quit the setup program now, the features voL rejuested to eddfremove will not be
& instalecfuninstallzd,

“fou ma¥ run te sebup program st a lazer time b complete be operations.

Are you sue vou want ko Jui: tre ssbp?

Figure 17
Install interrupted
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Upon completion, the installation Wizard Complete screen appears,
prompting the installer to restart the PC now or at a later time. See
Figure 18 "Installation Wizard Complete" (page 57).
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Figure 18
Installation Wizard Complete

Nortel €5 1000 Telephony Manager - InstallShield Wizard
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U compter
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® No, | will restart my computer |ater

Remove any
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13 Click Finish to restart the computer.

Once the computer restarts, the installation finishes, and the
Telephony Manager logon screen appears.

ATTENTION
User may see HTTP 400 error on attempting to log on to Web Navigator
after performing an upgrade from one TM version to another, due to
issues related to Tomcat. Performing a Repair operation on Telephony
Manager will resolve the HTTP 400 error.

—End—

Maintenance mode
With Telephony Manager 3.1 successfully installed, run Setup.exe from the
installation CD ROM to enter the InstallShield Wizard Maintenance mode
(see Figure 19 "Maintenance mode" (page 58)). Telephony Manager 3.1
can also be uninstalled by using the Add/Remove Programs window. For
details, see "Uninstall using Add/Remove Programs" (page 241).
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Figure 19
Maintenance mode
!\uill:il:S 1000 Telephony Manager - InstallShield Wizard

Welcome

lnstall o4 cgack N pew> | | Concel |

Maintenance mode provides the following options:

* Modify: The Modify option lets the user perform install and uninstall of
Telephony Manager 3.1 components such as Web Help.

* Repair: The Repair option performs a reinstall of the existing installation,
overwriting the existing installation’s application files without modifying
the data files.

ATTENTION
The Repair option of Telephony Manager does not repair PostGreSQL.

* Uninstall: The Uninstall option performs an uninstall of the Telephony
Manager 3.1 installation. A warning is issued and the user is prompted
to proceed. Upon completion, the Uninstall Complete window appears.
For more information about uninstalling Telephony Manager 3.1, see
Figure 138 "Telephony Manager InstallShield wizard" (page 238).

Upon completion of the selected Maintenance operation, the Maintenance
Complete window appears (see Figure 20 "Maintenance Complete" (page
59)),
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Figure 20
Maintenance Complete
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Installing Telephony Manager 3.1 client
software

Contents
This chapter contains information about the following topics:
"Overview" (page 61)
"Installing the client software" (page 64)

Overview

This chapter contains information about installing Telephony Manager 3.1
client software.

Telephony Manager 3.1 client software installation is similar to the Telephony
Manager 3.1 server installation. The steps are summarized in this chapter.

CAUTION

Installing Telephony Manager from the desktop or from a folder that
has a longer path name will cause unexpected error messages
during the Telephony Manager Server or Telephony Manager
Client installation.

To install the program from a hard drive instead of from a CD,
create a folder in the root of the drive and name it "CD". Copy
the contents of the CD or unzip the files from the archive into this
folder. Run the installation program.

Telephony Manager 3.1 server and client overview
Telephony Manager 3.1 supports both Web and Windows clients. The
Windows GUI interface has different functionality than the Web browser
interface. The Windows GUI interface can be used directly on the Telephony
Manager 3.1 server, or on an Telephony Manager 3.1 Windows client.
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The Web clients operate as thin clients connecting directly to a Web server
running on the Telephony Manager 3.1 server. All operations performed
using a Web client are executed on the Telephony Manager 3.1 server. The
Telephony Manager 3.1 server requires connectivity to the ELAN subnets of
the systems managed.

The Telephony Manager 3.1 client is a thick client that runs on a Windows
PC. It does not operate in a traditional client-server model. Rather, the
Telephony Manager 3.1 client runs similar software to that running on

the Telephony Manager 3.1 server. The Telephony Manager 3.1 client
communicates directly with the managed systems, and therefore requires
connectivity to the ELAN subnets of those systems. The Telephony Manager
3.1 client must be operational at the time any operations performed on the
client are scheduled to run.

The Telephony Manager 3.1 client accesses and modifies data that is stored
on the Telephony Manager 3.1 server. This data is made available by
sharing the Telephony Manager 3.1 folder on the Telephony Manager 3.1
server with all Telephony Manager 3.1 clients. Due to the large amounts

of data transferred between the Telephony Manager 3.1 server and the
Telephony Manager 3.1 clients, high network bandwidth is consumed.
Response time and performance degrade significantly unless the Telephony
Manager 3.1 client and Telephony Manager 3.1 server are on the same
LAN. In general a WAN connection is not suitable.

Consult the Engineering Guidelines in Appendix "Telephony Manager 3.1
engineering guidelines" (page 257) in this document for further details on
bandwidth and other network requirements for the Telephony Manager 3.1
client communicating with the Telephony Manager 3.1 server. The appendix
also provides information about the different network configurations that
are possible.

Windows XP client install and mapped drives

After a Telephony Manager client installation reboot, files are copied from
the server. Windows XP does not save the logon account information of a
mapped drive. If the mapped drive is unavailable, this operation fails and

causes logon problems, which can be avoided in the following 2 ways:

* Ensure the account used to map the drive is the same account (same
logon id and password) used to logon to the client PC for installation. In
other words, the logon id and password for accessing both Server and
Client machines must be the same.

— If administrator is the logon id to map the drive, administrator
must also be the logon id for accessing the client PC.

— If xyz123 is the password to map the drive, the same xyz123 must
be the password for accessing the client PC.
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e Save the logon account credentials from a command line. The net
use command provides the /savecred switch, used when the user is
prompted for a username and/or password.

Table 10
Formatting legend

Italic Information that the user must supply

Bold Elements that the user must type exactly as
shown

Between Brackets ([ ]) Optional items

Between braces ({ }); choices separated by pipe  Set of choices from which the user must choose
(D). Example: {even|odd) only one

The syntax for this command is:
net use [{DeviceName|*}] [\\{ComputerName|IP}\ShareName] [/sav

ecred]

OR

net use [{DeviceName|*}] [\\{ComputerName|IP}\ShareName [{Passw
ord|*}1] [/user: [DomainName\]UserName] [/savecred]

The parameters are:

* DeviceName: Assigns a name to connect to the resource. The device
name can be disk drives (that is, D: through Z:) or type an asterisk (*)
instead of a specific device name to assign the next available device
name.

¢ \WComputerName\ShareName: Specifies the name of the server or
its IP address and the shared resource. If ComputerName contains
spaces, use quotation marks around the entire computer name from the
double backslash (\\) to the end of the computer name (for example,
\\ComputerName\ShareName).

* /savecred: Stores the provided credentials for reuse.

* Password: Specifies the password needed to access the shared
resource. Type an asterisk (*) to produce a prompt for the password.
The password is not displayed when typed in at the password prompt.

* Juser: Specifies a different user name with which the connection is
made.

« DomainName: Specifies another domain. If you omit DomainName, net
use uses the current logged on domain.

* UserName: Specifies the user name with which to log on.
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Figure 21
Mapped drive from command line window

v CAWNNT\system32\cmd.exe

2.168.281 .31 \Nortel.

ections will be remenbered.
Status Local Remote Hetwork

0K r A : .31%Norte Hicrosoft Windows Metwork
Dizconnected 15 b 181~1PC% Microsoft Windows MNetwork
The command conmpleted succes:

HAW

The initially mapped drive is the drive that must always be mapped for
Telephony Manager to function.

Installing the client software

Procedure 4
Installing the client software

Step Action

1 Before installation:
a. On client PC, exit all Windows programs.

b. Ensure Distributed COM is enabled. For DCOM to work,
the Telephony Manager 3.1 client must be able to reach the
Telephony Manager 3.1 server by its actual IP address. If
Network Address Translation (NAT) is used on the server, the
Telephony Manager 3.1 client is not able to reach the server:

i. From Control Panel>Administrative Tools>Component
Services, right-click My Computer under the Computers
folder of the Console tree.

ii. Click on Properties > Default Properties, ensuring the
Enable Distributed COM on this computer check box is
selected.

c. On the Telephony Manager 3.1 server, grant users full control
permissions to the shared directory <tmroot>\Telephony
Manager.

d. On the client PC, map the shared directory located on the
Telephony Manager 3.1 server. Ensure that the mapped drive
is available upon reboot of the client PC.
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2 Double-click Setup.exe on the Telephony Manager 3.1 CD-ROM,
Figure 22 "InstallShield Wizard - Preparing to Install" (page
65) appears.

Figure 22
InstallShield Wizard - Preparing to Install

Nortel CS 1000 Telephony Manager - InstallShield Wizard

InnstallStiield I M <Back H JJL“_] |  [—

The following prerequisites are checked:
» if the operating system is supported by Telephony Manager 3.1

» if the PC has the appropriate software components installed (for
details, see "Preparing for installation" (page 29)).

The Prerequisite Summary page appears (Figure 23 "Prerequisite
summary" (page 66)), listing the mandatory software components
needed to continue installation.

Although the prerequisite summary appears during a client install, it
is only relevant to a server install.

Nortel Communication Server 1000
Telephony Manager 3.1 Installation and Commissioning
NN43050-300 01.07 Standard
5.0 3 June 2009
Copyright © 2003-2009, Nortel Networks



66 Installing Telephony Manager 3.1 client software

Figure 23
Prerequisite summary

Mortel CS 1000 Telephony Manager - InstallShield Wizard

Inztaded on

Premaqusites
- this machine

Irtesmet Infoim

Java Runtime Emaronment

Microsalt Data A

InvstarllGie ’ 1 agﬁ__ﬂ Lﬂ&l | | Cancel |
3 Click Next to continue.
4 The Welcome screen and Licence Agreement appears (see Figure

24 "Welcome screen and Licence Agreement"” (page 67)). Read the
Licence Agreement and Click Yes to accept and continue.
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Figure 24
Welcome screen and Licence Agreement

Nortel CS 1000 Telephony Manager - InstallShield Wizard

Copyright © 1934-2005 Nortel Netwerks. All ights reserved

Portiors Copyight @ 1333, 1395-2005 Avotus Cosporation. All nghts reserved. Portions
Copyright 2 1985-2005 Microsoft Corp. Al ights reserved. Portions Copynight © 1396-2005,
The PostgreSOL Global Development Group. Portions Copyright ©1334, The Regents of the

University of Calfomia

Thsedhwenpo!mdww:dhashsmuwdsdmham
esment reshictions on its use. The software contains vahable hade secrets
proprietary information of Modtel Networks Coporation. It may not be copied ar distibuted

in any fiorm or medium, disclosed to third parties, or used in any manner not provided for in said

License Ageement except with prior witten authorization from Mortel Network.s Corporation.

Hnmlvoltaﬂumetw
Portions Copwight ©1594, TI‘BFlanﬁisnthmmiynfCaﬁ‘m

Insterll Seld T cpak | oves | “R—r—

5 The Server/Client installation selection page appears (See Figure 25
"Select Server/Client Installation” (page 67)). Select Client.

Installation types cannot be changed for upgrades. It is preselected
based on the existing installation.

Figure 25
Select Server/Client Installation

Mortel €5 1000 Telephony Manager - InstallShield Wizard

t Installation
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e

6 The Setup Type page screen appears (Figure 26 "Setup Type" (page
68)), providing a choice of either Default or Custom installation
options. Select Default.

Figure 26
Setup Type

Mortel £S5 1000 Telephony Manager - InstallShield Wizard

d English Wweb Help] wil be instaled These

¢ B | z
It St < Back I Mest > | Cancel

If Default is chosen, the Installation Summary page appears and the
installation proceeds with default values. If Custom is chosen, the
following pages appear.

Figure 27
Common Data Destination Folder

Mortel C5 1000 Telephony Manager - InstallShield Wizard

that of Core Program: Common Data folder storss
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Ensure that you browse to the Common Data folder that is stored on
the actual Telephony Manager Server, using the mapped drive.

Figure 27 "Common Data Destination Folder" (page 68) shows

the Common Data Destination Folder screen. The Common Data
Destination Folder Browse button allows the user to select the
destination folder for the Common Data. Clicking the Browse button
displays the Choose Folder dialog box (see Figure 28 "Choose
Folder" (page 69)).

Figure 28

Choose Folder

x
Please select the installation folder.

Path:
I C:\Program FilesiNortel Metworks\ Telephony Manager 3.0

Directories:

Eg“ Iy Computer :I

H == Local Disk ()

== MNew Yalume (D)
=2 vobstorel on '164.164.8.216' (E:)
=2 vobstorez on '164.164,8.216' (F:)

=2 view on "view' (M1

= vikasy_OTM_Z.1 on 'view' (¥:)

-2 My Metwork Places LI
’TI Cancel |
7 Specify a destination directory and click OK.
ATTENTION

You must not install Telephony Manager 3.1 in the root directory (for
example, C:\). During the installation process, you must specify a folder
(for example, C:\Nortel).

8 Clicking the Disk Space button in Figure 11 "Program and Data
Location" (page 52) displays the Available Disk Space dialog box
(see Figure 29 "Available Disk Space" (page 70)), showing the
available disk space in each of the drives on the PC.

If the selected drive doesn’'t have enough disk space to
accommodate the selected options, an error message appears
asking the user to select another drive.
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Figure 29
Available Disk Space

Available Disk Space x|

: -Space
Iﬁz ‘ Avaisble: 7520027 K

Requited: 355370 K

[ ok |  coca |

9 The Installation Summary screen appears (See Figure 30

“Installation Summary" (page 70)), listing the options chosen during
the installation.

Figure 30
Installation Summary

Mortel €5 1000 Telephony Manager - InstallShield Wizard
Start Copying Files
R

‘Commaon Data Destination Folder @ 24 Telephony Manager Common Data

Instali%icd
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10

Figure 31
Setup Status

Nortel C5 1000 Telephony Manager - InstallShield Wizard

Selup Status

Hortal CS 1000 Telephony Manager is configuring your new softwase installation.

Installing Fram

- | -
InnstallSiield l (Cancel ]

If Cancel is clicked at any time during the installation, the Exit
Setup dialog box (Figure 32 "Exit Setup" (page 71)) prompts for
confirmation before terminating and rolling back the installation. If
Yes is clicked (see Figure 33 "Install interrupted" (page 72)), the
installation is interrupted and the system is restored to its original
state. If No is clicked, the installation continues.

Figure 32
Exit Setup
b

' Setup is nok complets, I vou gut the setun program now, the features vol requested to eddiremove will not be
‘ instalecfuninstall=d.

‘ou may run ke sebup program at a lazer tirre £ complete te operations,

Ale vou su'e vouwank ko quic kre sebup?
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11

Figure 33
Install interrupted

Nortel CS 1000 Telephony Manager - InstallShield Wizard

InztallShield Wizard Complete

T} id was interupted before Mortel C5 1000 Telephory Manager could be completely

baen modified. To install this program al & later ime, run the installation again,

Install S

Upon completion, the installation Wizard Complete screen appears,
prompting the installer to restart the PC now or at a later time. See
Figure 34 "Installation Wizard Complete" (page 72).

Figure 34
Installation Wizard Complete

Nortel C5 1000 Telephony Manager - InstallShield Wizard

InstallShield Wizard Complete

OF es. | wand bo restat my compulber now.

® Mo, | will restart my computer later,

1o their drives, and then click Fini

InstallShidd ' M cBack [l Fnin | [r—
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—End—

pcAnywhere uninstallation
When pcAnywhere version 11.0 is installed on a system and later it is
uninstalled, DCOM service is disabled by the uninstall process. Telephony
Manager 3.1 logon will fail.

To enable Telephony Manager 3.1 logon, complete the following procedure:
When the pcAnywhere version 11.0 is uninstalled, re-enable the DCOM
service.

Procedure 5
Re-enabling the DCOM service

Step Action

1 Go to Control Panel->Administrative Tools->Component
Services

Click Computers folder

Right-click on My Computer.

Select Properties.

Select Default Properties tab.

Place a check next to Enable Distributed COM on this computer.

Click OK and close the Component Services window.

o N o o b~ wWN

Reboot the machine for the changes to take effect.

—End—
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Performing a keycode upgrade

Contents
This chapter contains information about the following topics:

"Keycode upgrade" (page 75)

Keycode upgrade
For keycode upgrades that do not involve applications, a separate license
upgrade utility is incorporated into the Telephony Manager Navigator under
the Utilities menu.

Procedure 6
Upgrading the keycode

Step Action

1 From the Utilities menu in Telephony Manager Navigator, select
Keycode Upgrade(SeeFigure 35 "Keycode upgrade Utilities menu”
(page 76)).

The menu items shown in Figure 35 "Keycode upgrade Utilities
menu" (page 76) are not available for a Client installation of
Telephony Manager 3.1.
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Figure 35
Keycode upgrade Utilities menu

& Nortel CS 1000 Telephony Manager Navigator i ‘191_5]

Ele Edt Yew Maintenance Configuration Secuity | Ltities Wndow Help
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- Services Corporate Drectory
S8 1P Telephony
=8 1TG IP Phones Common Network Drectory ~ »

S8 1TG IP Telecommuter [ Wireless IP Gatevesy 8iling Synchronization
S ITG ISDN 1P Trunks

e -
L ?e:r-;m P Trk wmm
i 3::* Site Consolidated Call Cost Reports
; 1 10.20.30.66 Manage Clents
@ (] 100.20,10.6 i
¥eycods Upgrade/Downgrads

2 The Keycode Upgrade dialog box appears (see Figure 36 "Keycode
Upgrade dialog box" (page 76)). providing details of the currently
available licenses and a keycode entry facility to upgrade the
keycode. Enter the appropriate information and click Upgrade.

Figure 36
Keycode Upgrade dialog box

[ o uporode Downarade T
! Maxitmum number of TNs possible with the cutent key code © 128050
Maximum number of Chents possible with the current key code = 255

Maximum number of AUs possible with the cusrent key code : 128039

Biling Package Biling Enhanced

Senal Numbet

3 The Confirm Keycode Upgrade dialog box appears (see Figure 37
"Confirm Keycode Upgrade dialog box" (page 77)). Click yes to
proceed.
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Figure 37

Confirm Keycode Upgrade dialog box

The new keycode will change the licenses as follows

TN Licenses - upgrade from 25000 to 50000
RU Licenses - upgrade from 50 to 100
Clients - upgrade from 10 to 128

Billing package - upgrade from General to Enhanced
Do you want to proceed with the upgrade?

‘_,:,J

—End—
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Performing migrations

Contents
This chapter contains information about the following topics:

"Upgrades and migration" (page 79)

"Operating system migration" (page 80)

Upgrades and migration

ATTENTION
Direct upgrades are not supported for customers migrating from OTM releases
prior to 2.2. A two-step upgrade is required, first to OTM 2.2, and then to
Telephony Manager 3.1.

Upgrade from MAT to Telephony Manager 3.1 is not supported. The upgrade
must be done as a new purchase and a new install.

Custom reports created in OTM 2.2 are lost after migration to Telephony
Manager 3.1. The Telephony Manager 3.1 Corporate Directory does not support
customized reports.

Windows Server 2003 migration
Direct migration is not supported in Windows Server 2003.

To migrate from Windows 2000 Server (OTM 2.2) to Windows Server 2003
(Telephony Manager 3.1) you must first upgrade from OTM 2.2 to Telephony
Manager 3.1 on the Windows 2000 Server system. The database migration
utility then migrates all data to Telephony Manager 3.1. Complete the
following steps to perform this migration:

» Perform a full backup of the Telephony Manager 3.1 data on the Windows
2000 Server system, using the Telephony Manager 3.1 backup utility.

* Install Telephony Manager 3.1 on the Windows Server 2003 system.

« Transfer the backed up data from the Windows 2000 Server system to
the Windows Server 2003 system.
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* Restore the backed up data to the Windows Server 2003 system using
the Telephony Manager 3.1 restore utility.

Upgrading to Telephony Manager 3.1
To configure and manage PBX Release 5.0, the OTM or Telephony Manager
software must be upgraded to Telephony Manager 3.1.

Migration is supported from OTM 2.2 to Telephony Manager 3.1. The
upgrades can be conducted either by direct upgrade or a two-step upgrade
(upgrading from previous OTM releases to OTM 2.2), as indicated by the
following actions.

The data migration is performed as part of the upgrade from OTM 2.2 to
Telephony Manager 3.1.

Note: Do not attach the USB dongle until Telephony Manager 3.1 is
installed.
The direct upgrade is a one-step upgrade, as follows:

» Telephony Manager 3.0 to Telephony Manager 3.1: Telephony Manager
3.1 uses the same database as the one used for Telephony Manager
3.0, therefore there is no requirement to migrate database.

« OTM 2.2 to Telephony Manager 3.1: This operation involves migration
and upgrade of databases.

Telephony Manager 3.1 provides the option to upgrade from OTM 1.20, 2.0,

2.01, and 2.1, involving two steps.

1. Upgrade from OTM 1.20, 2.0, 2.01, or 2.1 to OTM 2.2.

2. Upgrade from OTM 2.2 to Telephony Manager 3.1.

Operating system migration

WARNING
Back up the Alarm Notification control and script files separately.
The script files can be replaced during a software upgrade.

Complete the following steps to migrate from OTM 2.2 installed on one
operating system to Telephony Manager 3.1 on a different operating system.
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Procedure 7
Operating system migration

Step Action

1 Upgrade OTM 2.2 to Telephony Manager 3.1 on the existing
operating system.

2 Reboot the system and allow database migration to complete.

3 Launch the Telephony Manager 3.1 navigator (> utilities > Backup
utility). Perform a full backup.

4 Install Telephony Manager 3.1 on the new supported operating
system.

5 Reboot the system.

6 Launch the Telephony Manager 3.1 navigator (> utilities > Restore

utility). Perform the restore operation using the full backup file
created on the original operating system.

—End—

ATTENTION
Following the system upgrade and reboot, the Database Migration Utility runs
automatically. The utility can be found at the following location:

<tmroot>\Common Services\Program Files\MigrationController.exe

Windows client migration
Because all common data resides on the Telephony Manager 3.1 server,
backup and restore of data on the client is not required. If the Telephony
Manager 3.1 server is successfully installed, Telephony Manager 3.1 clients
can be installed on any new supported operating system.

Migrating employee data

ATTENTION
CND 2.1 is a mandatory requirement to ensure the proper functioning of
Telephony Manager 3.1. It is not part of Telephony Manager install, and must
be installed separately.

For detailed information about installing and synchronizing the CND, see
Telephony Manager 3.1 System Administration (NN43050-601) and Common
Network Directory 2.1 Administration Guide (NN43050-101).
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The Database Migration Utility does not migrate employee data in the
Employee Directory. There are 2 possible ways to recreate the employee
data in Telephony Manager 3.1:

e Use the CND Sync Utility provided by Telephony Manager 3.1 to
automatically add employee records in CND based on CPND name of
the telephones.

e Use the Subscriber Import feature provided by the CND Manager to add
employee records using a CSV file.

See "TBS to CND file header conversion" (page 303) for the TBS conversion
table.

The following procedure describes how to export employee data from OTM
2.2 to a CSV file that can be used to recreate employee data in the CND
using the Subscriber Import feature.

Prior to executing these steps, the user must read the Common Network
Directory 2.1 Administration Guide (NN43050-101) section "Subscriber
import" in order to understand the requirements, warnings, and limitations
of the CSV file.

Procedure 8
Creating the employee csv file

Step Action

1 Open the system window and launch the Export Utility.

2 Select Corporate Directory Export and click on the ellipsis button
(...) to access the configuration dialog.

3 Select File Type as Text File (comma separated values).

4 Click on the Format button to select the employee fields that you

want to export.

5 For each field selected, make sure the External Column Name
matches the supported attribute names in CND (refer to Common
Network Directory 2.1 Administration Guide (NN43050-101).
Subscriber Import section, Header Record description).

Click OK to save Format settings.
Click OK to save Configuration settings.

Click Go or Schedule to run report.

© 0 N O

Repeat the process for each system that you want to have the
employee data migrated to CND.
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10 Consolidate and/or edit the exported csv files as required to conform
to the CND Subscriber Import requirements.

ATTENTION
Use of Microsoft Excel for editing is not recommended as it performs
automatic conversion that will corrupt the employee data.

—End—

Database Migration Utility logfile
The Database Migration Utility creates a log file that contains information
on the systems that have been migrated and any record that could not be
migrated. This logfile, named DataMigration.log, is found in the following
location:

<tmroot>\Common Data\DataMigration.log
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Configuring Secure Sockets Layer

(SSL)

Contents

Overview

This section contains information about the following topics:

"Overview" (page 85)

"Installing a server certificate in 11S" (page 85)

"Configuring SSL on the Telephony Manager 3.1 server platform" (page 86)
"Enabling SSL for Telephony Manager 3.1 Web logon" (page 86)
"Importing Telephony Manager 3.1 Root Certificate" (page 87)

"Setting up CND SSL" (page 87)

To use Secure Sockets Layer (SSL) in Web applications, a server certificate
must be installed in Internet Information Services (1IS). The key-storage file,
which contains both private and public keys and is password- protected,
must be used for the certificate to become valid. Private and public keys are
used by the browser and IIS to negotiate encryption.

Installing a server certificate in 1S

Telephony Manager 3.1 server can be configured to use SSL to protect
passwords in network transport during the logon sequence. For the SSL
transport to become fully operational, an SSL server certificate must be
installed in 11S. You can obtain your own server certificate from a trusted
authority (for example, Verisign) or generate your own certificate using a
certificate server. This document assumes you have already obtained

a server certificate and only describes the steps required to install the
certificate.
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Configuring SSL on the Telephony Manager 3.1 server platform
The following versions of IIS are supported on the OS platform: 5.0, 5.1,
6.0, and 7.0.

To install the certificate from the Internet Services Manager application on a
Windows server, complete the following procedure.

Procedure 9
Configuring SSL on the Telephony Manager 3.1 server platform

Step Action

1 Launch the application from Programs > Administrative Tools >
Internet Information Services (IIS) Manager.

2 From the left navigator pane, select Web Sites > Default Web Site.

3 Right-click on Default Web Site and select Properties.

4 From the Properties window, select Directory Security tab and

click Server Certificate under Secure Communications. The Web
server Certificate Wizard then walks you through the installation of
the certificate.

5 After the certificate installation is completed, go to the Default
Website Properties window and select the Web site tab. Ensure
the SSL Port is set to 443.

—End—

Enabling SSL for Telephony Manager 3.1 Web logon

Procedure 10
Enabling SSL for Telephony Manager 3.1 Web logon

Step Action

To enable SSL for Telephony Manager 3.1 Web logon, complete the
following procedure.

1 From Telephony Manager 3.1 Navigator (Windows or Web), launch
the User Authentication application.
2 Select the check box Use SSL for Web logon authentication.
—End—
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Importing Telephony Manager 3.1 Root Certificate
Enabling SSL for Telephony Manager 3.1 Web logon can cause long delays
before the logon page is displayed. When IIS receives an incoming SSL
request from a client, it attempts to build its certificate chain before sending
its certificate information back to the client. During this time, if the IIS
computer does not have the issuing certificate authority’s root certificate
installed locally, it tries to connect to the certificate authority directly to
obtain it. This causes the server to try and resolve the certificate authority’s
machine name or fully qualified domain name to an IP address.

If the certificate authority (certificate server) is inaccessible from the IIS
computer, then IIS continues to resolve the certificate authority’s IP address
until it times out. These name resolution queries cause SSL connection
delays.

To resolve this, the client can import the Telephony Manager 3.1 root
certificate into the browser’s certificate storage.

To import the Telephony Manager 3.1 root certificate into Internet Explorer
certificate storage, complete the following procedure:

Procedure 11
Importing Telephony Manager 3.1 Root Certificate

Step Action

1 Make the Telephony Manager 3.1 server certificate available to
the client PC.

From Internet Explorer, select Tools > Internet Options.
Select Content tab and click Certificates.

Select Trusted Root Certification Authorities tab.

o A wWODN

Click Import. The Certificate Import Wizard walks you through the
import process.

—End—
Setting up CND SSL
Procedure 12
Setting up CND SSL
Step Action
1 Set up Netscape Communicator 4.79 or above, to trust certificate

authorities used by CND servers that have SSL enabled.
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If the CND server certificate is issued by well known certificate
authorities such as VeriSign, and so on, the certificate authority can
already be in the Netscape Communicator certificate database by
default.

a. Verify the certificate authority is included in Netscape
Communicator certificate database. To do this, open the
Communicator menu, select Tools > Security Info, and then
click Signers on the left side.

b. If the certificate authority is not included in the database, consult
your system administrator for importing a private certificate
authority.

2 Locate the certificate database files used by the Netscape
Communicator:

a. From C:\Netscape\userName directory (UserName is the current
logon user name), select cert7.db, key3.db, and secmod.db.

b. Copy the three files to the Telephony Manager 3.1 Common Data
directory (usually under c:\Norte\Common Data).

3 Set up the CND SSL connection in Telephony Manager 3.1 server:

a. Open Telephony Manager 3.1 Windows Navigator, select
Utilities > CND Server Setup.

b. Set the port number to 636 or the specific SSL port number
configured by the CND server.

c. Select Use SSL for authentication and synchronization.

4 For detailed instructions on setting up the CND server, as well as
an example of importing attributes to the CND Directory, see CND
Synchronization in Common Network Directory 2.1 Administration
Guide (NN43050-101).

—End—
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License management

Contents

This chapter contains information about the following topics:
"Serial number and keycode" (page 89)

"TN license" (page 89)

"RU license" (page 90)

"Client license" (page 91)

"Security device (dongle)" (page 91)

Serial number and keycode

TN license

Keycodes supported on previous releases of Telephony Manager do not
work in Telephony Manager 3.1.

The serial number and keycode you receive with your Telephony Manager
3.1 software package determines the maximum number of terminal numbers
(TNs) or telephones, Reporting Units (RUs), and Telephony Manager 3.1
clients that can be configured in your Telephony Manager 3.1 system.

To purchase licensing for additional TNs, RUs, or clients, contact your
Telephony Manager 3.1 vendor.

TN license checking

Each time you log on to Telephony Manager 3.1, your TN license is checked.
If the number of set TNs (telephone TNs and virtual TNs) configured in
your system is approaching the maximum for your license, the TN Warning
window appears. See Figure 38 "TN license warning" (page 90).
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Figure 38
TN license warning
Warning

@ “four TH license [10016] iz nearly exceeded. Pleaze contact your vendor to get mare license.

License exceeded
If your TN license is exceeded, an Error window appears. See Figure 39
"TN license error" (page 90). This message appears every 15 minutes.
Contact your vendor to obtain a license for additional TNs.

Figure 39
TN license error
Error

Q Your TH licenze [10016] iz exceeded. Please contact your vendor to get mare license.

License reuse
TN checking is performed on bootup and after every 12 hours of operation.
If you delete a site, the TN licenses associated with that site becomes
available for reuse after the next TN check. If you are unable to wait for the
next TN check, you can reboot the Telephony Manager 3.1 server.

RU license
Reporting Units (RUs) are the base used for licensing the telemanagement
applications in Telephony Manager 3.1. An RU represents a single entity
in the Telephony Manager 3.1 Corporate databases to which costs/usage
can be assigned and reported on through the telemanagement applications.
An entity can be either an employee in the Employee database, an
external party in the External Parties database, or a role or project in the
Roles/Projects database.

Each time you launch a telemanagement application in Telephony Manager
3.1, your RU license is checked. If the number of RUs configured in your
system is approaching the maximum for your license, a warning dialog
box appears.

If your RU license is exceeded, you receive an error message. The TBS
application continues to collect data; however, you cannot cost the data and
generate reports. The GCAS application launches, but you cannot generate
reports. Contact your vendor to obtain a license for additional RUs.
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See Telephony Manager 3.1 Telemanagement Applications (NN43050-602)
for more information.

Client license
When you install an Telephony Manager 3.1 client, the host name of the
Telephony Manager 3.1 client is registered on the Telephony Manager 3.1
server database. Each time a user attempts to log on to the Telephony
Manager 3.1 client, the Telephony Manager 3.1 software checks the
Telephony Manager 3.1 database. If the Telephony Manager 3.1 client is
not located in the database, the TM 3.1 Navigator dialog box appears.

The clients Hostname and IP are saved to the client database. If the IP is
changed while the Hostname stays the same then use the client utility.

The TM 3.1 Navigator window appears if the Telephony Manager 3.1 client
computer’s host name is changed or if the Telephony Manager 3.1 client is
removed from the Telephony Manager 3.1 database.

If the host name of an Telephony Manager 3.1 client computer is changed,
the Telephony Manager 3.1 Administrator can use the client Utility to update
the host name in the Telephony Manager 3.1 database. For information
about the client Utility, see Telephony Manager 3.1 System Administration
(NN43050-601).

Security device (dongle)
Parallel dongle
A Dongle is a small hardware security device attached to the PC. In
Telephony Manager 3.1, the dongle attached to the server enables access
for all of the clients configured on the server.

When Telephony Manager 3.1 is launched from a Telephony Manager
3.1 client, the Telephony Manager 3.1 server’'s dongle is checked. The
Telephony Manager 3.1 client cannot launch the Telephony Manager 3.1
System Window if the Telephony Manager 3.1 server’'s dongle is missing.

If the dongle is removed from the Telephony Manager 3.1 server, it takes
approximately 5 minutes, when it is reattached, for the Telephony Manager
3.1 client to recognize the dongle.

ATTENTION
When a user attempts to log on to Web Navigator after installing Telephony
Manager 3.1 for the first time, an error message displays stating that the
Telephony Manager 3.1 dongle is missing, when in fact it is not missing. If this
occurs, the dongle timer is set to a two-minute interval for dongle checking
(instead of the regular 30-minute interval). Therefore, the user must wait a
maximum of only two minutes to attempt another Web Navigator logon.
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e

The dongle is supported on both the Server and Standalone configurations:
e supports one USB dongle only or one parallel port dongle

— A dongle connected to a USB port at the same time as one
connected to a parallel port is not supported.

— Two dongles connected at the same time is not supported.

DongleRead.exe
DongleRead.exe is included in the Telephony Manager 3.1 Installation CD.
When launched, the DongleRead.exe utility reads the serial number of the
dongle attached to the PC and displays it in the DongleRead window.
SeeFigure 40 "DongleRead" (page 92). The Sentinal Security driver must
be installed for the DongleRead.exe to function.

Figure 40
DongleRead

Sedial Number |QTM12345

PCI port limitations
PCl-based parallel ports can have problems on certain operating systems.
Compagq Proliant DL360R01 running Windows 2000 Server using a Lava
PCI Bus Enhanced Parallel Port card is one such system. Telephony
Manager 3.1 does not support this configuration.

Transfer from parallel port dongle to USB dongle
Migration from a parallel port dongle to USB dongle is supported, as is
migration from a USB dongle to a parallel port dongle. To accommodate
this, order the transfer code that replaces a parallel port dongle with a USB
dongle.

When a customer orders a dongle transfer and goes from a parallel port to
USB (or vice versa), the old dongle serial number is no longer valid. The
keycode issued is for the new dongle serial number and does not work

on the old dongle. The customer is expected to discard the old dongle.
This dongle swap or transfer is only for end-user licensed dongles, not for
distributor or enterprise licensed dongles. Distributors can just simply order
more dongles of either type.
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Before configuring Telephony Manager
3.1

Contents
This chapter contains information about the following topics:

"Overview" (page 93)
"Testing the connection” (page 94)
"Ethernet network (optional)" (page 94)
"Setting up communications information" (page 94)
"Setting up customer information" (page 97)
Procedure 15 "Setting up Telephony Manager 3.1 applications" (page 99)
"Setting up system data" (page 101)

Overview
Before configuring for Telephony Manager 3.1, test the connection between
Telephony Manager 3.1 and your equipment, using the sample site and
system configuration. Follow the procedure in this chapter.

After connecting successfully, refer to "Adding a site" in Telephony Manager
3.1 System Administration (NN43050-601) to configure your own sites and
systems.

The complete list of Telephony Manager 3.1 configuration procedures
includes:

e "Configuring Secure Sockets Layer (SSL)" (page 85)

* "Configuring a modem for Telephony Manager 3.1 applications" (page
149)

« "Initial logon" (page 177)

e "Testing the connection" (page 94)

e "Security Management" (page 157)

* "Adding Telephony Manager 3.1 Web users" (page 135)
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» "Setting up the CND server and Terminal server" (page 179)

¢ "Configuring the Web browser client" (page 185)

* "Integrating Telephony Manager 3.1 with ENMS" (page 187)

* "Integrating Telephony Manager 3.1 with HP OpenView" (page 207)

Testing the connection
Use the following procedures to test the connection between Telephony
Manager 3.1 and your equipment. For detailed instructions on adding sites
and systems, see Procedure 16 "Setting up system data" (page 101).

Ethernet network (optional)
The network interface or interfaces must be configured and connected to
the network prior to testing the connection (refer to Appendix A, "Typical
configurations" (page 277)).

Setting up communications information

Procedure 13
Setting up communications information

Step Action

1 Double-click Sample Site in the Telephony Manager 3.1 Navigator
window.

2 Click Sample System, and then choose File > Properties.

3 The System Properties dialog box appears with the General tab
selected.

4 Click Communications tab.

5 Click Add.

The Add Communications Profile dialog box appears. See Figure 41
"Add Communications Profile dialog box" (page 94).

Figure 41
Add Communications Profile dialog box

Add Communications Profile %]
Frofile Hame (] 4 I

Inew prafile

Cancel |

Type Help |

Serial
PPP
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In the Type box, select a connection type for Telephony Manager 3.1.
Enter a Profile Name.

Click OK.

© 00 ~N O

Enter the information in the System Properties—Communications
dialog box for the connection type selected in step 6.

For an Ethernet connection type (see Figure 42 "System Properties:
Communications tab Ethernet Profile" (page 95)):

a. Enter the IP address that you configured on the system.

b. Click Apply.
Figure 42
System Properties: Communications tab Ethernet Profile
x|

General  Communications |System Datal Applicationsl Customersl Networkl

— Profiles — Selected Profile
e Mame Connection Tupe
Ul lkelll IDefauIt IEthernet
— Metwork Setting
& TLRIP IP Address
[47.11.1011
Add...

[elete |

0k I Cancel Apply Help

For a PPP connection type (see Figure 43 "System Properties
dialog box: Communications tab PPP Profile" (page 96)):

Enter all modem parameters and dial-up information.

d. Select PPP in the Modem Script text box and enter the telephone
number.

There can be conditions, depending on your particular
installation, where you can be required to enter a modem access
ID, a modem password, and a modem initialization string.
T EEEEEEEEEEEEEEE——
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R e ________________________}

e. Set the IP address to the local IP address, as configured on the

system.
f. Click Apply.
Figure 43
System Properties dialog box: Communications tab PPP Profile
ool e - sample Mersien 1 =Syt RN x
General  Communications |System Datal Applicationsl Customersl Networkl
— Profiles — Selected Profile Part
e Mame Connection Type CommPort
Sanple Seral || [opp = g -

— Connection Parameters
Data Rate Stop Bitz Parity

fosn =] [ree =] [wene =]
[iata Bits Delay(zecs] Timeout{zecs]

Add. .

lepts =] Joeie = E=
Delete |
— Spstem Acce

Modem Script Pharie Hurmber
[rPP =1
Madem Access ID Modem Password

Madem Initialization String

— Metwork Setting
= TCPAP IP Address
0.0.0.0
0k Cancel Apply Help

For a Serial connection type (see Figure 44 "System Properties
dialog box: Communications tab Serial Profile" (page 97)):

g. Enter all modem parameters and dial-up information.
h. Select the appropriate value in the Modem Script text box.

This is commonly None unless a specific value is defined for
your system.

i. Click Apply.
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Figure 44
System Properties dialog box: Communications tab Serial Profile

sample 5ite - Sample Meridian 1 - System Properties 1[

General  Communications | System Datal Applicationsl Customersl Networkl

— Profiles — Selected Profile " Port

Mame Connection Tupe CommPort
Detaul ISampIe Serial ISeriaI Carng
PPF
— Connection Parameters
Data Rate Stop Bits Parity
| ECTTIR I TR [More |

Add | [1ata Bits Delay(zecs Timeout(zecs]
IB bits 'I 0616 = 0=
Delete |

— System Acce
Modem Script Phone Mumber
[inonel =l JasE51212
Modem Access (D Modem Password

Buffer Equipment Type
I[none] j

Modem Initialization String

0] I Cancel Apply Help

—End—
Setting up customer information
Procedure 14
Setting up customer information
Step Action
1 Click Customers tab. See Figure 45 "System Properties dialog

box: Customers tab" (page 98).
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Figure 45
System Properties dialog box: Customers tab
Sample Site - Sample System - System Properties

Generall Eommunicationsl System Datal Applications  Customers | Networkl

Mo I ame

Customer
cuztomer
customerd
customerd

L —

Add... | Drelete | Froperties... |

oK I Cancel | Apply | Help

A new customer may have to be added before Properties can be
clicked. To add a new customer, click Add.

2 Click Properties.

The Customer Properties dialog box appears with the General tab

selected. See Figure 46 "Customer Properties: General tab" (page
99).
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Figure 46
Customer Properties: General tab
lcustomer (Customer 0} Properties |
Genmal | Fastue: | Numbering Plans | CPND Customer |
Customer Hame Mumber
.-
?imm .

HLoc —

Schedubor System 1D

Lisei 1D admn]

|BKIc.amd| Help

3 In the Scheduler System ID box, change the user ID and password
to one that is valid for logging onto the system, and then click OK.

HLOC appears the home location code (ESN) defined in LD 90.

—End—

Setting up Telephony Manager 3.1 applications

Procedure 15
Setting up Telephony Manager 3.1 applications

Step Action
You must enable applications to make them available in the System window.

1 Click the Applications tab.

The System Properties—Applications tab appears (Figure 47
"System Properties: Applications tab" (page 100)).
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Figure 47
System Properties: Applications tab
x
Generall Communicationsl System Data  Applications | Customersl Networkl
— A pplication
E nabled Mame Communication Pr...
Alarm Management Default
' Call Tracking zenial
v Consolidated Reports Spstem
v DECT Drefault
v ESM Default
v Gen. Cost Alle. Sy
v Maintenance Windows Default
v Station Admin/CPMD AList M anager Drefault
v System Terminal [0 verlay Pazsthiu) Diefault
"4 System Temminal [¥T220) Default
' Telecom Billing System
v Traffic Default
— Selected Application
¥ Enabled Enable &l
Mame
IAIarm Management Dizable &l |
LCommunication Profile Frafile Type
I D efault j IE themet
] Cancel Ll Help
2 By default, each application is selected. Modify these selections by

deselecting applications.

3 Choose one the following:

a. Enable All: Enables the default communication profile for all
available applications under the Application tab (with the
exception of Call Tracking which is always serial).

If there is no serial profile added, then Call Tracking is not
enabled. If the user has added any serial profile, then the first
profile is set as the communication profile.

The General Cost Allocation System and Telecom Billing System
applications are enabled without a communication profile.

b. Disable All: Disables the communication profile for all available
applications under the Application tab.

4 Click OK.

—End—
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Setting up system data

Procedure 16
Setting up system data

Step Action
1 Double-click the Sample System icon to open the System window.
2 Select File > Update System Data.

3 Select Update Data Stored in the PC.

Figure 48
System Update

B WIPHD - B1C CPP - System Window
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) i
'J WIPRD - G1C CPP - Updole System Data
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= " o |
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" Compare onb

Schedule the dale and fme

|2 = ) e e

4 Click OK.

The system data (such as the PBX type and software packages) is
copied into Telephony Manager 3.1 directly from the system.

When the data is copied from the system into Telephony Manager
3.1, the test procedure is complete.

—End—
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Windows Server 2003 configuration

Contents
This chapter contains information about the following topics:

"Windows Server 2003 configuration and restrictions" (page 103)
"Web Server extensions " (page 104)
"Enabling Web Service extensions in IIS 6.0" (page 105)
"Add a New ISAPI Web Service extension to IIS 6.0" (page 106)
"Enabling parent paths" (page 107)
"1IS modes of operation” (page 109)
"Adjusting Internet Explorer security settings" (page 110)
"Remote Desktop and Terminal Server" (page 112)
"Telephony Manager 3.1 server-client setup" (page 113)
"Configuring client authentication on the server side" (page 113)

"Configuring security for Telephony Manager 3.1" (page 118)

Windows Server 2003 configuration and restrictions
Configuration Automation Tool
Some of the following configurations are automated using a script that is
available for download from the Nortel Technical Support Web page for
Telephony Manager 3.1.

The script, ConfigureWin2003SA.vbs., automates the workarounds that an
administrator has to perform before using Telephony Manager 3.1 on a
Windows Server 2003 as a stand-alone application. The script uses the
adsutil.vbs, an 1S administration utility using Microsoft Visual Basic Scripting
Edition (VBScript) with Active Directory Service Interfaces (ADSI) to
manipulate the IIS configuration. The script is installed with Windows Script
Host and is in the %SystemRoot%\system32\inetsrviadminsamples folder.

ConfigureWin2003SA.vbs automates the following tasks:

* Creates the Telephony Manager Server and Jakarta Web Service
extensions
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* Enables the Active Server Pages and Server Side Includes Web Service
Extensions

* Enables the parent paths

* Enables the www service to run in IIS 5.0 Isolation mode

ConfigureWin2003SA.vbs does not automate the following tasks:

* Does not add the http://localhost/admin site to the Trusted Sites (This
has to be configured for every user.)

* Does not modify the COM Security Settings

* Does not change the Access Permissions for the shared Telephony
Manager folder

When to run the ConfigureWin2003SA.vbs:

This script has to be manually run by the user after the installation of
Telephony Manager 3.1 completes successfully.

How to run the ConfigureWin2003SA.vbs:

The user can launch this script by double-clicking the file or using the
following command:
> cscript <path\ConfigureWin2003SA.vbs

The following sections describe the steps to perform the configurations
manually. Of these, the configurations that are automated using the script
are indicated.

Web Server extensions
Web server extensions are automated using the script.

By default, IS serves only static content (ASP, ASP.NET). WebDAV
publishing, FrontPage® Server Extensions, and Common Gateway
Interfaces must be enabled after installing IIS. If not, IS returns a generic
404 custom error page to prevent disclosure of configuration information.

To permit IIS to serve dynamic content, the administrator must unlock this
content in the Web service extensions node in IIS Manager. To do this, the
administrator must either enable a pre-existing Web service extension or
add a new Web service extension.

For Telephony Manager Web navigator to function, 3 Web Service
extensions need to be enabled in IIS.
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Enabling Web Service extensions in IIS 6.0
To enable IIS to serve content that requires the ASP extension and Server
Side Includes, follow the steps in Procedure 17 "Enabling Web Service
extensions in 1IS 6.0" (page 105).

Procedure 17
Enabling Web Service extensions in 1IS 6.0

Step Action

1 Open IIS Manager, expand the master server node (that is, the
Servername node), and select the Web service extensions node.

2 In the right pane of IIS Manager, right-click the extension that you
want to enable. In the case for Telephony Manager 3.1, choose
Active Server Pages (ASP).

3 Click Allow.

4 Repeat the above steps for Server Side Includes (see Figure 49
"Enabling Active Server Pages" (page 105)).
Figure 49
Enabling Active Server Pages
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—End—
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Add a New ISAPI Web Service extension to 1S 6.0
To enable 1IS to serve content that requires a specific ISAPI or CGI
extension that is not already listed in the Web service extensions list, follow
the steps in Procedure 18 "Adding a New ISAPI Web Service extension to
IIS 6.0" (page 106).

Procedure 18
Adding a New ISAPI Web Service extension to IIS 6.0

Step Action

1 Open IIS Manager, expand the master server node, and select the
Web service extensions node.

2 In the right pane of the 1IS Manager, under Tasks, click Add a new
Web service extension.

3 In the Extension name box, type a friendly name for the extension
that you want to add (see Figure 50 "Enabling new ISAPI extension"

(page 107)).

4 In the Required files box, click Add, and then select the path and the
name of the file that handles requests for the specific extension. For
Telephony Manager 3.1, the path and file name is <tmroot>/WebSer-
vices/OMNavigator/SystemNavigator/Bin/ISAPISystemNavigator.dll

5 Repeat step 4 for Jakarta ISAPI file. After selecting the path and file
name (<tmroot>/Tomcat/Bin/ISAPI_redirector2.dll), click OK.
6 Click to select the Set extension status to Allowed check box.
7 Click OK to save your changes.
—End—
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Figure 50
Enabling new ISAPI extension
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Enabling parent paths
Parent paths are automated using the script.

Enabling parent paths specifies whether an ASP page permits paths relative
to the current directory (using the ..\ notation).

In IIS 6.0, parent paths are no longer enabled by default. This affects
Telephony Manager 3.1 as it has Web pages that contain the #include
server-side include directive and uses ( .. ) notation to refer to a parent
directory.

Procedure 19
Enabling parent paths

Step Action

To enable parent paths:

1 In IS Manager, expand the local computer, right-click the
starting-point directory of the application (Default Web Site) that
needs to be configured, and click Properties.

2 Click the Home Directory tab, and then click Configuration (see
Figure 51 "Enabling parent paths" (page 108)).

w

Click the Options tab (see Figure 52 "Options tab" (page 108))

N

In the Application configuration section, select the Enable parent
paths check box.

5 Click OK.
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Figure 51
Enabling parent paths

Default Web Site Properties 21xl

Documents I Direckaory Security | HTTP Headars | Cuskorn Errars |
wiebSite | Performance | ISAPIFiters Home Directory

The conkent For this resaurce should come Fram:

% 4 directory located on this computer:

' A share located on another computer
4 redirection o a URL

Local path: I Ct\Program Files\Mortel\ Telephiony Man Brawse. .. |

r Scripk source access v Lag wisits
¥ Read [V Index this resource
r ‘hiribe

I Direckary browsing

Application settings

Application name: I Remove |
Starting poink: <Defaulk Web Site =
Configuration. .. |
Execute permissions: IScripts only j
J Unload |

Application protection: IHigh (Isolated)

[o4 I Cancel | Apply | Help I

Figure 52
Options tab

Application Configuration ﬂ

Mappings  Options |Debugging I Cache Qptions I

- Application configuration

Session kimeout: E z0 minutes

¥ Enable buffering

[ Enable parent paths

Default ASP language: I ¥BSript

ASP script Eimeout: E' 0 seconds

[ Enable side by Side assemblies

[anifest file name: I

(o4 I Cancel Help

—End—
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IIS modes of operation
IIS modes of operation are automated using the script.

[IS 6.0 can run in one of two possible modes on Microsoft Windows Server
2003, IIS 5.0 isolation mode and worker process isolation mode. The default
isolation mode of IIS 6.0 in Windows 2003 is worker process.

Telephony Manager 3.1 has characteristics that conflict with the worker
process isolation mode, therefore 1S needs to be configured to run in IS
5.0 isolation mode.

After completing the following procedure, you must restart the WWW
service, which temporarily interrupts the service.

Procedure 20
Configuring IIS 5.0 isolation mode

Step Action

1 In IS Manager, expand the local computer, right-click Web Sites,
and then click Properties.

2 Click the Service tab, select the Run WWW service in 1IS 5.0
isolation mode check box, and then click OK (see Figure 53 "Run in
IIS 5.0 isolation mode" (page 109)).

3 To restart the WWW service, click Yes.
Figure 53
Run in IS 5.0 isolation mode
Web Site I Performance | ISAFPI Filters | Home Directory Documents |
Direckory Security I HTTP Headers I Customn Errors Service

~ Isolation mode:

W Run Wi service in 115 5.0 isolation mode:

~HTTP compression
[~ Compress application Files

[ Compress static Filles
Temparaty directary awindir 40115 Temporary Compress Browse: .. |

IMaximum tempataty directary size;

& Urflimited

€ Limitedita {in megabytes): | 95

(o] 4 I Cancel Apply Help
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—End—

Adjusting Internet Explorer security settings
In Windows Server 2003, Internet Explorer is set to enhanced security
configuration by default. The default settings of the security zones in
Windows Server 2003 are also changed.

Telephony Manager 3.1 Web applications have functions that require
privileges granted in the Medium-low default security template.

The following procedure, Procedure 21 "Adjusting Internet Explorer security
settings" (page 110), describes one of the methods used to grant the
required access rights to the Telephony Manager 3.1 Web site.

Procedure 21
Adjusting Internet Explorer security settings

Step Action

1 In Internet Explorer, click on Tools and select Internet Options.

2 Click on the Security tab (see Figure 54 "Adding Trusted site" (page
111)).

3 Click on the Trusted sites icon.

4 Click Default Level to display slider.

5 Move the slider to select Medium security level for this zone (see

Figure 54 "Adding Trusted site" (page 111)).

6 Click on Sites and add the Telephony Manager 3.1 Web site address
to the list of trusted sites (see Figure 55 "Add the Telephony Manager
3.1 Web site" (page 111).

7 Clear the Require server verification check box and click OK (see
Figure 55 "Add the Telephony Manager 3.1 Web site" (page 111).

8 Click OK to save your changes.

Nortel Communication Server 1000
Telephony Manager 3.1 Installation and Commissioning
NN43050-300 01.07 Standard
5.0 3 June 2009
Copyright © 2003-2009, Nortel Networks



Windows Server 2003 configuration and restrictions 111

Figure 54
Adding Trusted site

Figure 55
Add the Telephony Manager 3.1 Web site

| Trusted sites

https: /fvoffice.innovatia.net

—End—
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Remote Desktop and Terminal Server
Remote Desktop for Administration and Terminal Server are components
of Windows Server 2003. Terminal Server allows multiple remote clients
to simultaneously access Windows-based applications that run on the
server and Remote Desktop provides administrators with remote access to
manage the server.

ATTENTION
If Terminal Server is enabled on the Telephony Manager Server, it can cause
the following problems:

* When you use Remote Desktop for Administration, multiple instances
of Telephony Manager may run. This leads to data corruption and
Telephony Manager can exhibit unexpected behavior.

* If you have Terminal Services enabled on Telephony Manager
Sever, the default Windows directory is C:\Documents and
Settings\Username\Windows. If Terminal Services is not enabled
on Telephony Manager Sever, the default Windows directory is
C:\Windows. This change affects the applications installed on the
server. In Telephony Manager, the TBS application fails to open the
Call Database.

Nortel recommends you disable Terminal Services on the Telephony Manager
Sever using the procedure "Disable Terminal Services on the Telephony Manager
Server" (page 112).

Disable Terminal Services on the Telephony Manager Server

Step Action

1 Go to Settings, Control Panel, Add/remove Programs.

2 Select Add/remove Windows components.

3 From the list populated, find the Terminal Services option. If it is
checked, clear the checkbox.

4 Exit Add/remove Windows components.

5 Go to Settings, Control Panel, Administrative Tools, Services.

a. Right-click on Terminal Services and select Properties.
b. Change the startup type to Disabled.

c. Click Apply.
6 Exit Settings, Control Panel, Administrative Tools, Services.
7 Reboot the Telephony Manager Sever.
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—End—

Telephony Manager 3.1 server-client setup
For a Telephony Manager 3.1 server-client setup, the Telephony Manager
3.1 root directory on the server must be given shared access. In Windows
Server 2003, a shared directory is granted Read only permission by default.
Ensure that Full Control permission is granted when assigning share
permissions for the Telephony Manager 3.1 root directory see (see Figure
56 "Share permissions” (page 113)).

Figure 56
Share permissions

Share Permissions I

Group or user names:

!ﬁ Everyone

m OTH Users [EROBIN-R450TH Users]

Add | FRemove |
Permizzions for O0TM Users Al Deny
Full Contral O
Change O
Read O

Ok I Cancel Apply

Configuring client authentication on the server side
The permissions in the Windows 2003 Service Pack 1 COM restrict remote
calls that are not authenticated. Complete Procedure 22 "Configuring client
authentication on the server side" (page 114) procedure to allow Telephony
Manager 3.1 clients to authenticate to the Telephony Manager 3.1 server
- for client authentication, to grant remote access, launch and activation
permissions to Anonymous Logon.

For more information, refer to the following URL:
http://support.microsoft.com/?kbid=892500
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Procedure 22
Configuring client authentication on the server side

Step Action

1 Click Start, click Administrative Tools, Component Services.

2 Expand the Component Services\Computers container.

3 Right-click My Computer, click Properties (see Figure 57
"Component Services" (page 114)).

4 On the COM Security tab, click Edit Limits in the Access Permissions
(see Figure 58 "Com Security tab" (page 115)).

5 Add Anonymous to the list of user names and click Allow for Remote
Access permissions (see Figure 59 "Access Permissions" (page
115)).

6 Click OK to accept the change.

7 On the COM Security tab, click Edit Limits in the Launch and

Activation Permissions area. (see Figure 58 "Com Security tab"
(page 115)).

8 Add Anonymous to the list of user names and click Allow for
Remote Launch and Activation permissions (see Figure 60 "Launch
Permission" (page 116)).

9 Click OK to accept the change (see Figure 60 "Launch Permission"
(page 116)).

Figure 57
Component Services

* Component Services ;J_Ei,ﬁ]
D Bl Action ew Window Help | =181 x|
= | BAEXEEH @0 he-EE g

]l Conscle Root

=] @ Companent Services 3 . _] _]

5 Computers COM&  DCOMConfig Distibuted  Running
B ﬂ Stop M5 DTE Transachi..  Frocesses

-] COM-
[ 1 DCON  Rafresh ol components

B I Runni e L
[#1-%) Active Directory | New Window From Hers
1 |[]] Evert Viewer {Lox,
2] Services (Local)

Nortel Communication Server 1000
Telephony Manager 3.1 Installation and Commissioning
NN43050-300 01.07 Standard

5.0 3 June 2009
Copyright © 2003-2009, Nortel Networks



Windows Server 2003 configuration and restrictions 115

Figure 58

Com Security tab
General I Options I Default Properties I
Defaul Protocols | MSDTC COM Security

- Access Permissions

You may edit who is allowed default access to applications. v'ou may
also zet limits on applications that determing their own permizsions.

Edit Lirnits...

i~ Launch and Activation Permissions

“You may edit who ig allowed by default to launch applications or
activate objects. You may alzo set limits on applications that
determine their awn permizzions.

Edit Limitz. .. Edit Default..
Ok Cancel Appli
Figure 59
Access Permissions

Security Linits |

Group or user names:

!ﬁ Distributed COM Users [BROBIN-R184\Distibuted COM Use...
!ﬁ Everyone

ﬁ Internet Guest Account [BROBIN-R18YUSA_ERDBIN-A18)

ﬂ Launch IS Process Account [(BROBIN-R184wWAM_BROEI...

Add.. | HRemaove I
Permizsions for ANONYMOUS
LOGOM Allowe Deny
Local Access O
Femote Access O

ak I Cancel
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Figure 60
Launch Permission

Security Linits |

Group or user names:

ﬁEAdministrators [ERDEIN-R18%Adminiztratars] j

ANONTMOUS LOGON

!ﬁ Distributed COM Users [BROBIN-R18\Distibuted COM Us

ﬁEEvewone
l? Inbarnat (it & een it (REORIN.EA 41 SR nnnTm.l:u_1|L|
A 13

Add.. | HRemaove I

Permizsions for ANONYMOUS
LOGOM Allowe Deny

Local Launch

R emate Launch
Local Activation

R emate Activation

OEEE
oooo

ak I Cancel

—End—

Data Execution Prevention Settings
Data Execution Prevention (DEP) settings can cause applications within
Telephony Manager to not execute, therefore you must ensure that (DEP)
settings are appropriately set. DEP is controlled through parameters in the
BOOT.ini file which can be set in the System dialog box in Control Panel.

By default the parameter is Optin which enables DEP only for system
binaries and applications that opt in. An OptOut parameter enables DEP
for all processes. If DEP is not to be applied to a particular process, that
process should be manually added to the exception list. For details, refer to
WWw.support.microsoft.com.

The following figures detail the two ways by which the changes can be
effected.
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e

Figure 61

DEP Optln parameter selected

ot poneries ST
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B Meressalt Graph

Figure 62

DEP OptOut parameter selected
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Configuring security for Telephony Manager 3.1
To configure security in Windows 2003, first install the Security Configuration
Wizard. In Control Panel, choose Add/Remove Programs, then click on the
Add/Remove Windows Components box to the left of the window. From the
components list, check Security Configuration Wizard.

ATTENTION
IIS and FTP services must be installed before completing this procedure
(Procedure 23 "Configuring security for Telephony Manager 3.1" (page 118).

Procedure 23
Configuring security for Telephony Manager 3.1

Step Action

1 Run the Security Configuration Wizard from Start > Programs >
Administrative Tools (see Figure 63 "Security Configuration Wizard"
(page 118)). Click Next.

Figure 63
Security Configuration Wizard

Security Configuration Wizard i x|

Welcome to the Security Configuration
Wizard

This wizard helps you create a security policy that you can apply ba ary
server on your nebwark, The securty policy configures services and
nietwark security based on the server's rale, as well as configures sudiing
and registry setlings,

3 This wizard detects the inbound ports that are listened to by this
server, Before continuing, make sure that all spplications that use
inbound parts are running.

This wizard does nat inskall components or set up a ssrver bo perform

specific roles. To do this, run the Configure Your Sarver Wizard.

To cantinue, click Mext.

Learn more about Security Corfiguration Wizard,

2 The Configuration Action window appears (see Figure 64 "Create
a new security policy" (page 119)). Select Create a new security
policy.
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Figure 64
Create a new security policy
[security Configurationwizard =l

Configuration Action s
You can creake a new security pobcy; edk or apply an esdsting security poficy; or rolback the
last apphiad security policy,

Select the action you want to perform:
[ e

e R e e

" Edit an existing security policy

" apply an existing security policy
" Rolback the last applied securky policy

Existing security policy fite:

Learn mare about confiquration ackions.
< Back m Carcal
3 Click Next. The Select Server window appears (see Figure 65
"Select a server" (page 119)). Select or enter a server name. Click
Next.
Figure 65
Select a server
security Confiqurationwizard x|

Select Server ™~
The configuration of the server you select wil be used as a baseline For this security polcy. @

Select a server ko use as a baselie For this securiby policy. You can apgly this policy bo the selecked

server or ko any cther server with a similar configuration.

Server (use DS name, NetBIGS name, or 1P address):

Browse. . |

& You rust have adrenistrator prbaleges on the selected local ssever, IF your curvent user account
does not have adminestrator privieges on the selected local server, chok Canced, rerun the
wizard using Run As, and specify another account.

‘.:ﬁ The 115 6.0 common files are required on the local machine when remately scanning an 115 6.0
server,

Learn more about selecting and confiauring aroups of servers,

< Back I et = | Cancel

The Processing Security Configuration Database screen appears
(see Figure 66 "Processing security configuration database" (page
120)).
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Figure 66
Processing security configuration database
=l

Processing Security Configuration Database ™~
The security corfiguration datsbase contains mformation about roles and other Features. @

Processing compleke

View Configuration Dakabase ]

Learn more about security configuration database.

4 Click Next. The Role-Based Service Configuration window appears
(see Figure 67 "Role based service configuration" (page 120)).

Figure 67
Role based service configuration

Security Configuration Yizard =]

Role-Based Service Configuration

Use this section to configure services based on the selected server’s roles
and cther festures, These roles and other feabures are also used to
determine setkings in other sections.

3 Answering thess questions incorrectly might disable desired
hurctionalky o enable undesived functionalicy. Before proceeding,
make sure thak wou have thovough knowledas of Hhe roles 2nd other
festures performed by this server.

Learn more about configuring services based on roles.

5 Click Next. The Select Server Roles window appears. Ensure your
selected server roles match those in Figure 68 "Role-based service
configuration - installed roles" (page 121) and Figure 69 "Role-based
service configuration - installed roles, scrolled down" (page 121),
and Figure 70 "Role-based service configuration - selected roles"
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(page 122) and Figure 71 "Role-based service configuration -
selected roles, scrolled down" (page 122), and click Next.

Figure 68

Role-based service configuration - installed roles

Security Confliguration Wizard

Select Server Roles
These sarver roles are used to enable services and open ports. & server can perform multipls
roles,

Yeut:  |installed roles |

Selact the server rolles that the selected server performs:

Q

¥ b hD Federation Service Or AD Feder stion Service Proxy
F [ Application server

¥ [ ASP.NET session state server

™ b OFS server

W [» DHCP sorver

W [» ONS server

W |» Fie server

¥ [r FTP sarver

¥ [ 1AS server (RADIUS)

F |» Mddie-tier application server (COM4/DTC)

I » Prink server =l
Learn more about sarver roles.
<Back et > cancel |
Figure 69

Role-based service configuration - installed roles, scrolled down

Security Configuration Wizard

Select Server Roles
These sarver roles are used to enable services and open ports. & server can perform multiple
roles,

Yew:  |installed roles =l
Selact the server roles that the selected server performs:

W [ TG server

W |» Fie server

F |» FTP sorver

W [» 145 server (RADIUS)
[ Mddie-tier appication server (COMH/DTC)
I [» Prink server

I | Remote sccess/VPN server
W [ SQL Server 2000

™ [» Telnet server

|+ Web server

W [ WINS server

Learn more about server roles.

< Back
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Figure 70
Role-based service configuration - selected roles

Security Configuration Wizard E|
9

Select Server Roles
These sarver roles are used to enable services and open ports. & server can perform multipls
roles,

.. O
Selact the server roles that the selected server performs:

¥ |» AD Federation Service Or AD Federation Service Proxy
F |» Application server

¥ | ASP.NET sassion state server

F [ OHCP server

W [» DNS server

W [» Fie sorver

W |» FTP sarver

¥ [p IAS server (RADIUS)

W [ Mddis-tier sppcation server (COM4/DTC)

F [ 50U Server 2000

|»

W [ Web server =l
Learn more about sarver roles.
<Back et > cancel |
Figure 71

Role-based service configuration - selected roles, scrolled down

Security Conliguration Wizard B
9

Select Server Roles
These sarver roles are used to enable services and open ports. & server can perform multiple
roles,

vew: [T ~ |
Selact the server roles that the selected server performs:
W [ ASP.NET session state server
FF [p DHCP server
¥ [» ONS server
W [ Fie sorver
W b FTP strver
F |» 145 sarver (RADIUS)
W [» mddie-tier application server (COM+DTC)
W |» 50U Server 2000
W [» Web server
W [ WINS server

Ll

Learn more about gerver roles.
<Back et > cancel |
6 The Select Client Features screen appears (see Figure 72 "Select
client features" (page 123)). Place a check mark in each box and
click Next.
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Figure 72
Select client features
=

Select Client Features ~
Servers also ack as dients, These dient features are used to enable services. A server can
suppart mulkiple cient: features.

Mg jSelecked Features

Seleck the client Feakuras that the selected server perfoems:
¥ [» Automatic update client

¥ [» OMS clisnt

¥ [ DS registrabion client

¥ [» FTP dient (rormal mode)

¥ [» Microsoft networking clent

7 [ wIns client

Leaen more about cient features.

< Back Het > Canel

The Select Administration Options window appears (see Figure 73
"Select administration options" (page 123)). Accept the defaults for
all options, ensuring the following options have check marks:

* |IS 5.0 compatibility mode
» Task Scheduler
Figure 73

Select administration options
=

Select Administration and Other Options ™~
These administration and ather options are wused bo enable services and open ports. @

Wiew: |1malled options ﬂ
Seleck the opticns wsed ko administrate the seleched server:

™ b fudie

[~ l¢ Background Intelligent Transfer Service (BITS)

IV [+ Backup (NT or 3rd party)

¥ » Backup to local hardware

™ v Growse master

I I Browser

I~ [ Content indexing

™ [ Distributed transactions evar RPC

Il £05 command orompt channels id|

Learn more about adinistration antions.

<gack [ Weis | coel |
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ATTENTION
Ensure the checks for the following Administration Options are removed,
as these options are not supported:

* Remote desktop administration
* Remote windows administration
e Terminal Server clustering

*  Windows Firewall

The correct selected options are shown in Figure 74 "Select
administration options" (page 124) and Figure 75 "Select
administration options" (page 125). Click Next.

Figure 74
Select administration options
=

Select Administration and Other Options o
These administration and other options are used bo enable services and open ports. @

Seleched ophions
Seleck the opbions wsed ko administrate the seleched server:
¥ |» fppication Experience Lookup Service:

¥ [» Backup (NT or 3rd party)

¥ [» Backup tolocal hardware

¥ [# Error reporting

¥ [+ Help and suppott

¥ [» Linktracking for users’ shortcuts

¥ l» Local appication installation

¥ [+ Remore SOW configuration and analysls

¥ [+ shadow copying

|»

Programs can be added, removed, or repaired ontl

¥ 1 Task scheduer Click the Eriangle bo show more mformmabion,
¥ [ Time syncheanization =1
Learn more about administration ootions.
<gack [ > coreel |
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Figure 75
Select administration options
|

Select Administration and Other Options >
These administration and other opbiors are wsed bo enable services and open ports. %

LI-UE o |eched options
Seleck the options wsed ko administrate the selected server:
[Tv [+ Backup to localhardware |
[¥ # Errce reporting
¥ [ Help and suppart
¥ [» Linktracking for wsers’ shortcuts
¥ [» Local spglication installation
¥ [ Remote SOV configuration and analysis
¥ [ Shadow copying
¥ [ Task scheduer
[¥ [+ Time syncheonization
¥ > web proxy auto-discovery

¥ [+ Windows User Modz Driver Framework, -
Learn more about administration ootions.
= Back et = Cancel
8 The Select additional services window appears (see Figure 76

"Select additional services" (page 126)). Accept the defaults for all
options, ensuring the following options have check marks:

* Apache Tomcat

* Common Network Directory

* TMResourceManager

* TMSingletonServer

* TMTaskScheduler
TMWatchdog

* PostgreSQL Database Server

Nortel Communication Server 1000
Telephony Manager 3.1 Installation and Commissioning
NN43050-300 01.07 Standard
5.0 3 June 2009
Copyright © 2003-2009, Nortel Networks



126 Windows Server 2003 configuration

10

Figure 76

Select additional services
=]

Select Additional Services "
There are services installed on the selected server that were found whis processing the
security configuration database,

Seleck the additional services that the selected server requires:

¥ [+ InskalCriver Table Manager

¥ [+ Morkel Common Metwork Direckory

¥ [ PostoreSQL Detabase Server 8.0.0-1c5-2
¥ > TMResourcaMansger

¥ |» TMSngletonServer

¥ [ TMTaskScheduer

¥ [ TMidatchDog

¥ |+ Updoad Manager

Learn more about addtional services.

< Back Hext > Canel

Click Next. The Handling Unspecified Services window appears
(see Figure 77 "Handling unspecified services" (page 126)). Select
Do not change the startup mode of this service.

Figure 77
Handling unspecified services
[Security ConfigurationWizard =

Handling Unspecified Services

Unspecified services are services thak are nok instaled on the selected server and nok listed in
the securky configuration dakabase,

This security palicy might be apphed to servers with services not specified by the policy, When an
unspecified service is Found, perform the Following ackon:

% D not change the startup mode of the service!
" pisable the service

Learn mare about unspecified services.

< Back I Hext = | Cancel

Click Next. The Confirm service changes window appears (see
Figure 78 "Confirm service changes" (page 127)).
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Figure 78
Confirm service changes
=

Caonfirm Service Changes ™~
Before continuing, confirm thak the service changes resuling from your rale and other feature
selections are correct.

IF appiied to the selecked server, this security pobcy would use the Fallowing service configuration:

Service I Current Startup Mode | Poiicy Startup Mods | Used By -
Application Layer Gateway 5., Manual Disabled Inkernet Connection 5t
Application Management Manual Disabled Apglication installation |
Background Inteligent Transf,,. Manual Aukomatic M5 Management Point™
Computer Browser Autornabc Diszabled M5 Logon Point, Brow
Distributed File System Manual Disabled DFS server, Domain oo
File Replication Manual Disabled Diomain controler (Acti
1FSec Services Automatic Disabled IPsec Services
Met Logor Manual Disabled Donain controler (Actic
Mnlatwork Location Swareness  Manual i::lsebled Domsin contraler (acth 7
4 3

5 To unda any of the above changes, go back bo the previous pages and change the selection listed in the

Used By column,
Learn more about confirming service changes.

<Back I Mext = | Carcel

11 Click Next. The Network security window appears (see Figure 79
"Network security" (page 127)). DO NOT place a check mark in
the Skip this section check box.

Figure 79
Network security

Security Configuration Wizard x|

Network Security

Use this section to configure inbound porks usng Windows Firewall based
on the roles and administration options that you selected, In addition, you
can restrict access to poets and indicate if port traffic & signed or
encrypted using Internst Prokocol Seowrity (IPsec),

:b Answering thess questions incoerectly might prevent the sslected
server From communicating with other competers,

™ Ehip th
If you skip this section, this security policy will not configure Windaows
Firewal or IPsec settings, If wou do not skip this section,
Firewal will be enabled, and IPsec may be enabled as necessary, to
support configuration and use of the Frevall.

Learn more abaut nebwerk securiby,

= Back I et = | Carcel

12 Click Next. The Open Ports and Approve Applications window
appears (see Figure 80 "Open ports and approve applications"
(page 128)). Accept the defaults, ensuring inclusion of the following:

* Nortel Common Network Directory
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* TMResource Manager
* TMSingletonServer

* TMTaskScheduler
TMWatchdog

* PostgreSQL

* Apache Tomcat
Figure 80

Open ports and approve applications
x|

Open Parts and Approve Applications
The inbound ports Isted balow are used by the rokes and administration options that you
selectad, Selectad ports e opaned, unselsctad ports are blodked.

ew:  [allports =
‘edact the ports to open
¥ [ Ports used by SCW Engine (scehost axe) :J

W [» Ports used by Nortel Common Network Directory (slapd, exe)
I [ Ports used by Symantec SPEBCSve (SPBBCSve, exe)

I~ [ Ports used by System RPC applcations

¥ | Ports used by TMResourceManager (TMResourceManager exe)
¥ [ Ports used by TMSingietonServer (TMSingletonServer. gxe)

¥ [ Ports used by TMTaskScheduler (TMTaskScheduler exe)

W [ Ports used by TMwakchDog (TMWatchDog. exe)
W s Poits used by Apache Tomcat (tomeatS.exe) -

Learn more about 0p&NNG ports and aporoving sppbcations.

S T

13 Click Next. The Confirm Port Configuration screen appears (see
Figure 81 "Confirm port configuration screen" (page 129)).
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Figure 81
Confirm port configuration screen
x|

Confirm Port Configuration o
Before contiruing, confirm that the inbound port: configurabion resulting from your sslections is
correct. .

1F apphed to the sslected server, this security policy would use the Fallowing inbound port configur abion:

20 (FTP 1CP
21 (FTP command channel) =

data channel (noema-mode))

42 (WINS Repication) e ] Open
53 (DNS) uoe Open
S3(DNS) TP Open
&7 (DHCP Server) uce Open
80 (HTTP) TP Open
123 (NTP) uoe Open
135 (RPC endpoint mapper [DCOM) TP Opan
137 (NetBIOS name sarvice) uce COpen

137 (NeIBIOS rame service) e Open —|:|
4| | »

_b To change any of the above ssttings, go back to the previous pages and changs the sppropristes
selechons,

Learn more about corfirming port configuration.

< Back et > Cancel

14 Click Next. The Registry Settings window appears (see Figure 82
"Registry settings" (page 129)). Place a check mark in the Skip
this section check box.

Figure 82
Registry settings

Security Configuration ¥Wizard =]

Registry Settings

Lse this section to configure pratocols used to communicate with ather
computers, When corfigured to commuricate with computers running
earlier versions of Windows, these protocols are vulnersble to exploits
siich a3 password cracking and man-in-the-middle sttacks,

3 Answering thess questions incorrectly might prevent computars
nrning eatlier versions of Windows from communicating with the
selectad server., If you do not krow the characteristics of the
compubers that are communicating with the sslected server, you
should skip this ssction,

Fg i
1F you skip this section, this security pobicy wil met configure registry
saktings.

Learn more about registry setkings.

<Back l ext = | Cancel
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15

16

CAUTION
Do not attempt to edit the Windows Registry. Doing so
may result in system failure.

Click Next. The Audit Policy window appears (see Figure 83 "Audit
policy" (page 130)). Place a check mark in the Skip this section
check box.

Figure 83
Audit policy

Security Configuration Wizard i x|

Audit Policy

Use this section to configure auditing based an your suditing objectives.
The sudting policy determines the success and Falure evenks that are
looged as well as the file system obiecks that are audited, Auditing file
syskem objects can degrade system performance and can result in a
lerge Fumber of events genersted,

"5 Warning: Any system access conkral lists (SACLs) specified in his
seckion and applied via the resultant policy cannet be removed using
SCwW rollback.

V8

IF you skip this szction, this security polcy wil nok configure auditing,

Learn more about audit policy,

Click Next. The Internet Information Services window appears (see
Figure 84 "lIS" (page 131)). DO NOT place a check mark in the
Skip this section check box.
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Figure 84
s

Security Configuration Wizard § x|

Internet Information Services

Use this section to configure Irtermet Information Services (I15). This
seckion is displayed becsuse the Web server role was selected,

ction, this secwrity poicy wil not configure 115 beyond
enabling its services and corfiguring its ports.,

Learn more about 115 security policy.

<Back I Mext = | Carcel

17 Click Next. The Select Web service extensions for dynamic content
window appears. Place check marks in the check boxes to match
those shown in Figure 85 "Select Web service extensions for
dynamic content" (page 131).

Figure 85
Select Web service extensions for dynamic content
Security Configuration Wirard B

Select Web Service Extensions for Dynamic Content ™
By def ault, [15 serves only static contert. To serve dynamc content, you must enable the Web

service extentons that your contend requres.

delect the Web service extermions that the seiected server requires:
Fl) Active Server Pages
F » C\Program FlesiNortel Telphory MansgerTomeatibinissp_redrector? 4
F » C:\Program FlesiNortel Telsphory
Manager|WebServices \CEMNaagRtor| Systemiavigr orlBn\ISAPT Sy stemiiavigator . i
T & internet Dats Connecter
P Server Sde Inclxdes
™ b webDav

[ Brohbit al sther Wb service extensions not bsted abive

Learn more shout Web service extergons.

« Back Hext > Corcel

18 Click Next. The Select the Virtual Directories to Retain screen
appears (see Figure 86 "Select the virtual directories to retain”
(page 132)).
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19

20

Figure 86
Select the virtual directories to retain

Security Configuration Wizard B

Select the Virtual Directories to Retain
The: following legacy wirtual directories pose a potential security risk and should be removed
unneeded,

Salack the virtual dewctories to retain on the selected server:
|+ 1SAdmin

™ [ nSHelp

I [» nsSamples

™ [ MsADC

I [ Serpts

<Back et > cancel |

Click Next. The Prevent anonymous users from accessing content
files screen appears. DO NOT place a check mark in the box called
"Deny anonymous users write access to content files" (see Figure
87 "Prevent anonymous users from accessing content files" (page
132)).

Figure 87
Prevent anonymous users from accessing content files
=

Prevent Anonymous Users from Accessing Content Files s
Increase the securky of your Web site contert by setting addbional restrickions For anonymous @

users.

You can improve the security of your Web site conbent by preventing anonymous users. In addition
to preventing accass via IS authentication settings, you can deny write access bo anorymous users
with file syshem access control fists (ACLs).

[ Deny anonymaus Users write access fo conterk fles:

(8 Thes sekting s effective anty when B15 is using an NTFS File system volume.

Learn more about preventing file access by anonymous users,

< Back I Hext = | Carel

Click Next. The IIS Settings Summary screen appears (see Figure
88 "lIIS settings summary" (page 133)). Click Next.
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Figure 88
[IS settings summary

Security Confliguration Wizard

115 Settings Summary
Before continung, confirm that your 115 settings are correct,

U spplid to the selacted sarver, this securky polcy woud use the folowng 115 settogs:

Virtual directory Scripts
Wirtual drectory MSADC
Wrtual drectory 155amples
Wirtual deectory IISHelp
Virtual drectory NSAdmin
Web service extensions  *.exe
Web service extensions  *.dl

Web service extensions  C:\Program Files\Nortef Telephany Manager\WebServices|OMNavigator\Sys
Web service extensions  C:\Program Files\Nortel Telephony Manager) Tomcatibiniisapi_redrectorZ dil
Web service extensions  RPCProsy -

LY m;;-dw lhwehm 90 back to the previous pages in ths section and change the

Learn moce about confeming IS settings.

<Back et > cancel |

21 After clicking Next on the IIS Setting Summary windows, save the
Security Policy, apply the Security Policy, and reboot the system.

—End—
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Adding Telephony Manager 3.1 Web

USErS

Contents

Overview

Capabilities

This chapter contains information about the following topics:
"Overview" (page 135)

"Capabilities" (page 135)

"User logon and security" (page 136)

"Access permissions” (page 137)

"User authentication" (page 138)

"User groups" (page 140)

"Installing and configuring desktop services" (page 147)

This chapter contains information about:
*  Web capabilities

* User logon and security

e Access permissions

» User authentication

» User groups

» Desktop services

For details on Telephony Manager 3.1 Web capabilities, see Telephony
Manager 3.1 System Administration (NN43050-601).
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User logon and security
Users log on to the Telephony Manager 3.1 Web using their Windows
userlD and password. logon security for Telephony Manager 3.1 Web
services ensures protection against unauthorized entry and enforces access
permissions for logged-on users.

CND authentication is the only supported authentication method for Desktop
Services (End Users). All 3 authentication methods (local, domain, and
CND) are supported in both Windows and Web administrator logon.

There are three categories of users:

e Administrators — Telephony Manager 3.1 administrators
e HelpDesk — Telephony Manager 3.1 Help desk users

* EndUser — Telephony Manager 3.1 end users

In addition, there is a Default user category. Default users can successfully
log on to the Web, but they do not have an access profile defined in their
Directory record.

Telephony Manager 3.1 administrators and Help desk users have user
accounts in a Windows domain. End-users must have accounts either in
a Windows domain or through an CND server. Telephony Manager 3.1
administrators must be set up in a Windows Administrator group on the
server itself, not on a remote computer.

Telephony Manager 3.1 administrators and Help desk users can access
and change their own telephones through either the Web or the Desktop
Services end user pages. Access to the end-user pages requires the
appropriate CND Directory setup (user logon and user group) for these
administrators and Help desk users.

Telephony Manager 3.1 Web application access permissions are controlled
by the administrator on a per-Windows user group basis. For example,

the administrator can limit the Telephony Manager 3.1 user’s access to
only some of the Telephony Manager 3.1 Web-based functionality. The
Telephony Manager 3.1 Web controls access to applications by shielding
Web links to which the user does not have access. The directories and files
comprising those applications are similarly protected.

Configure Windows® 2000 user groups and individual users using the
Windows user interface on the Telephony Manager 3.1 server and then
determine the access permissions for each user group by using the
Telephony Manager 3.1 Web page. For information about setting user
access, refer to "User groups" (page 140).
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Precaution
As a security precaution, with any upgrade or reinstallation of Telephony
Manager 3.1 software, access profiles for all user groups except
Administrator are reset. Any member of the Administrator user group can
log on and set up access profiles for members of the HelpDesk, end-user,
and default plug-ins.

Plug-ins
When an administrator or HelpDesk user first points a browser to the
Telephony Manager 3.1 Navigator Web site, a check is performed to see if
the user has the required Telephony Manager 3.1 Java plug-in. If the plug-in
is not installed, the administrator or Help desk user is given the option of
downloading and installing the plug-in. This operation is similar to the
standard download operations in that the user must download the plug-in to
the user’s hard disk, and then it installs itself onto the computer.

The plug-in check is performed the first time the application is launched.

Default URL
The default Telephony Manager 3.1 URL is the end user logon page. To
navigate to the administrator logon page, place /admin after the Telephony
Manager 3.1 IP address or host name.

Example: http://TM 3.1 IP address or host name/admin

Access permissions
When Telephony Manager 3.1 starts for the first time, the Administrator
profile is the only active profile. Access permissions for the other Windows
XP or Windows 2000 Groups that have been set up on the Telephony
Manager 3.1 server must be assigned.

Administrator Group access permissions
Persons belonging to the Administrators user group on the Telephony
Manager 3.1 server can log on to the Telephony Manager 3.1 Web site
and get unrestricted access. The Administrators group has unrestricted
access by default. Access permissions for the Administrators user group
cannot be altered.

French or German OS Administrator groups
Important advice for localized OS — The name of the administrators user
group in the French and German operating systems is not Administrators.
These names are localized by Microsoft in the regional operating system
software. In a default French installation the local administrators user
group is Administrateurs. In the German version, this user group is
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Administratoren. When installed on a French or German OS, the Telephony
Manager 3.1 predefined administrators user group is named Administrateurs
or Administratoren to match the OS.

User group access rights
The network administrator logs into the Telephony Manager 3.1
Administration Web site and assigns access rights to the other user groups.
By default, a member of any group other than Administrators does not have
any access to Telephony Manager 3.1 Web applications unless appropriate
permissions are specifically granted to that group.

From the User Groups page, access to Web applications to a group, not to
individual users, are either granted or denied. To change the security access
for individual users, their group membership can be changed. For new
groups, the Administrator must assign access rights for Web applications
before any users from that group can log on. For information about setting
user access, refer to "User groups" (page 140).

With the exception of Administrators, a person is not placed in multiple
groups. The first group detected by Telephony Manager 3.1 is used to
determine access permissions. There is no restriction on the Administrators
group. Users can belong to other groups, but if they belong to the
Administrators group, the Administrators profile overrides all other profiles.

While assigning access permissions, be certain that the top-level application
for every sub-application assigned is selected. For example, if selecting
System Alarms, Equipment must also be selected. Failure to do so can
result in members of the user group denied access to the Web site.

User authentication
One of the following methods can be selected to authenticate Telephony
Manager 3.1 users:

* Local server account
*«  Windows domain account

* CND authentication

The Administrator account is always authenticated through the local server
account because it is a default account on all supported Windows platforms.

The default authentication method is the Local Telephony Manager 3.1
server account. This method provides the best logon performance because
there is no requirement to search the CND Directory for the user’s assigned
User Group.
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Procedure 24
Configuring authentication

Step Action

To configure authentication:
1 Under Web Administration in the Telephony Manager 3.1 Web tree,
select User Authentication.

The User Authentication page appears. See Figure 89 "User
Authentication page" (page 139).

Figure 89
User Authentication page

24 Nartel C5 1000 Telephony Manager - Microsalt Internet Explorer provided by Nortel Nabworks

FleErl“e-Fm_:r_ts Todlk . Halp :
ack + = - (D F | Bsewrch Ciravortes Girode. (J| - S BN - &H

mﬂms|8_] ks {147, 13.221. 161 JOmi 2 04 4b L 0-0 1 47-b201 536471 4 ;] ]

NERTEL CS 1000 Telephony Manager
Equpment Vi
Curent Stanis USer Authentication
Systern Mavigatar e 3 ko
Systamn Alams Uszers are sutharficated upon logon te Windows and Web apphcation
At 38' arc:’ Onee bogged in, the user's assagned Vser Group controls access o specfic appbeations
Ad Salect thie srder of authertication methods 1a be pedarmed &t lagin
Templates
;:K’ Ta:ks Order Authenticaton Method
Syme Logs [ z Local Server account
Reparis g S
In's:on Iz £l Windows Domain account
Priferences Daornain:
Direciony
Search !3 '1 Common Metwork Directory (C1D)
Sl Tndester. [Common Tama =]
Telecam Billing Reports Web Endusers are JPSsuSIACTERIN .0 CHD) autheaticabon
Web TEE i ErriployeelD
method enly i
Syme Roparts Emit
Wb Admindstration
SO Eiin ™ Tze SSL for Web login authentication
Uzer Authentication
User Groups

Sssslon Maniar St W esot ]

Language Salechan

2 Use the check boxes to select one or more of the available
authentication methods. If CND authentication is selected, use the
drop-down list to choose either Common Name, EmployeelD, or
E-mail.

3 Use the drop-down lists to assign the order in which the
authentication methods are performed.

If multiple authentication methods is selected, Telephony Manager
3.1 respects the configured order; however, note that the best
performance is achieved by using the Local Telephony Manager 3.1
server account method.

4 To use the SSL during the authentication process, the Telephony
Manager 3.1 server must have the required certificate installed as
described in "Configuring Secure Sockets Layer (SSL)" (page 85).
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Click the Use SSL for Web logon authentication check box after
installing the certificate.

If the Telephony Manager 3.1 server has the required certificate
installed, selecting the check box causes Telephony Manager 3.1

to use SSL-encrypted transport during authentication. In this case,
Web logon is performed using https:// rather than http://, and the
traffic is encrypted. The Telephony Manager 3.1 server automatically
switches to non-SSL transport when the user is successfully
authenticated.

5 The selected method(s) are used to authenticate users on all
Telephony Manager 3.1 platforms: Telephony Manager 3.1 server,
Telephony Manager 3.1 client, and Telephony Manager 3.1 Web
client.

—End—

For information about configuring users for desktop access, see "Enable
Web desktop access in the CND Directory" (page 148).

Authentication methods can also be configured using the Windows
navigator. See "User authentication" (page 138).

User groups
Navigator access is controlled by user group. A user’'s user group
assignment determines which features are available on the Telephone
features page. The User Groups page is also used to indicate which users
are permitted to make changes to the General and Keys pages.

User groups must be added and deleted in the Telephony Manager 3.1
Windows Navigator.

Telephony Manager 3.1 is shipped with the following user groups and
corresponding access rights:

* Administrators
— Full read/write access rights. Access rights cannot be changed for
this user group.
e HelpDesk

— Full access to all Web tree items except those under Web
Administration.

— Full access to Web Desktop Services, including read/write and
synchronization capabilities.
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— Full access to Windows Navigator applications with the exception of
ITG Services.

* EndUser
— No access to Web or Windows Navigator applications.

— Web Desktop Services is read-only. Only 21 features are available;
the rest are hidden.

* Default

— No access.

To view the available user groups, click the User Groups link located under
Web Administration in the Telephony Manager 3.1 Web tree.

The User Groups page appears. See Figure 90 "User Groups page" (page

Figure 90
User Groups page
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Search 1
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- Hardware
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Syne Logs
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Navigator access
Access to the sites, systems, and applications available in both the Windows
and Webs is controlled on a user-group basis through the User Group
Properties Java application.
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When the user group name is entered into the User Group field in an
Telephony Manager 3.1 user’s directory record, the entry must match the
user group name exactly. This is primarily a concern when Telephony
Manager 3.1 is operating in a language other than English. In this case,
the access profile name HelpDesk can have been translated into the local
language.

To modify the access rights of a user group:

Step Action

1 Click to select a User Group.

2 Click Edit.

—End—

The User Group Properties Java application launches, and the User Group
Properties dialog box for the selected user group appears. See Figure 91
"User Group Properties dialog box: Navigator tab" (page 143).

Alternatively, double-click the user group to display the User Group
Properties dialog box for the selected user group.
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Figure 91
User Group Properties dialog box: Navigator tab
E;a HelpDesk- Uzer Group Properties [ x|
Name Last Modifed Number of Users
HelpDesk 12/8/01 3:53:49 P 1
Navigator | Telephone |
Application Access Right
[ Mavigator
@ [ wWindows
ITG Line 3.0 Readrite
ITG IP Phones ReadOnly
ITG SO P Trunks ReadOnly
ITG IP Telecommuter ReadOnhy
ITG M1 P Trk ReadOnly
9 Cwieb ReadWrite
@ [ Equipment ReadWrite
@ 3 web Station ReadWrite
@ I Telecom Billing Reports Readrite
@ [ 'Web Administration ReadWrite
9 [ Sites
@ [ Sample Site
@ [J Toronto
9 CJoption 11C
& [ windows No Access
9 Cdwieh ReadWWrite
DECT BeadWiite -
TBSWEBR Mo Access
YWeh Alarm Mgmt. ReadOnly
Web Common Serices .
Web Maint. Windows REQTNVINE
Web Station Admin. ReadWrite
Telephone Profile data retriewved 0K | Cancel | Apphy | Help |
|J ava Applet Window

The Access Right column lists the level of access allowed for each site,
system, and application. This is the same tree structure and performs the
same function as the Windows-based New User Group Properties dialog
box.

The question mark indicates that the sub-items belonging to the item
displaying the question mark have mixed access settings.

To modify access rights:

Step Action

1 Use the drop-down list to select ReadWrite, ReadOnly, or No
Access for each item in the tree.

N

Click Apply.

—End—
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Telephone access
The Telephone tab in the User Group Properties dialog box is used to
control access to the telephone pages on the Web for each user group. See
Figure 92 "Telephone access properties dialog box: Keys tab" (page 145).

The options that are configured in the upper section of this dialog box are
applicable to all of the tabs in telephone pages. These options include:

« Allowing or denying this group the ability to synchronize changes with
the system. If synchronization is denied, the changes must be manually
synchronized with the system using Station Administration.

« Determining whether the troubleshooting link appears at the top of the
telephone page for members of this group.

* Allowing or denying this group the ability to restore changes made to a
telephone.

Procedure 25
Configuring telephone access options

Step Action
1 Select Allow user to synchronize changes check box.
2 Select Show Trouble Shooting link check box to enable this option.

For EndUsers, clicking the link appears the Telephone
Troubleshooting Help page which includes a reset button.

For Web users, clicking the link appears the maintenance page for
the telephone with all of the available commands.

3 Select Allow users to restore pending changes check box to
permit the users in this group to restore the changes made to a
telephone.

4 Click Apply.

—End—

Keys tab

In the Keys tab, see Figure 92 "Telephone access properties dialog box:
Keys tab" (page 145), the check box and lists of key-based features can be
used to determine whether the Telephone—Keys page appears and, if so,
which keys the users in this group can change.
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Figure 92
Telephone access properties dialog box: Keys tab
£ Default- User Group Properties .ﬂlgj..’ﬁ
Name Last Modified Number of Users

Default 12872001 3:58:45 P 0
Navigator | Telephone |

General Properties  No Access - Show Trouble Shooting link ||
Directary Options  No Access _v' Allow user to restore pending changes | |
Keys ;m Access v | Allow user to synchronize changes | |
Festures  No Access p
Administration  No Access =
[ Keys | Features
Keys thal can be changed Keys that cannol be changed
ARG - ACD Answer Agemt |~ |
AAK - Automatic Answer Bad Move >>
ACD - Auto. Call Distribution
>
ACNT - ACDD Account Code sl
ADL - Auto Dial
AEFD - Alternate External Fles
AEHT - Allernate External Hug
AFD - Alternate Flexible Call F << Move
AGR - Agent X v
‘I_ue__'“'q | .' | << Move All
Telephone Profile data retriieved successfully OK Cancel | Apply | Help I
|dava Applet Window

Procedure 26
Configuring the Telephone: Keys page

Step Action

1 Go to the Telephone—Keys page.

2 Use the Move and Move All buttons to move the key-based features
that this user group can change into the left column.

By putting keys into the left column, users in this group can
interchange these key types and change the key parameters.

If the user selects a key that is not in the left-hand column while
viewing the Telephone—Keys page, the Change button does not
appear.

3 Click Apply to apply your changes.

—End—
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Features tab

In the Features tab (see Figure 93 "Telephone access properties dialog
box: Features tab" (page 146)), use the check box and list of features to
determine whether the Telephone—Features page appears and, if so, which
features the users in this group can view and change. The list of features
contains all the non-key features listed alphabetically by prompt in LD 10
and LD 11. Each feature is assigned a restriction of Hidden, ReadOnly, or

ReadWrite. If Hidden, the feature does not appear in the end user Feature
drop-down list.

Read/Write capability requires the Telephony Manager 3.1 Premium

package.
Figure 93
Telephone access properties dialog box: Features tab
= Administrators- User Group Properties - | Ellll
Name Last Modified Humber of Users
Administratars 121212005 4:05:20 PM 0
Mavigator | Telephone |
General Properties Show Trouble Shooting link
Directory Options Allow user to restl_Jre pending changes
Heys Allow user to synchronize changes
Features
Administration
m Features |
Set each feature to be hidden, read onhy or readiwrite Show:
Restrictions for telephone features page
hnemonic Description Restrictions
ARA AlA, Readyrite |~ |
A8CD AACD Readirite =
ABDA ABDA Readtite
ADAY AD&Y Readitrite
ADCP ADCP Readrite
AD AL Readtite
AEFD AEFD Readitrite
AEHT AEHT Readrite ~|
|Te|eph0ne Profile data retrieved successfully | ‘ Cancel J Help ‘
|J ava Applet Window

To configure the Telephone - Features page, see Procedure 27 "Configuring
the Telephone: Features page" (page 147)
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Procedure 27
Configuring the Telephone: Features page

Step Action

1 Go to the Telephone—Features page.

Use the drop-down lists in the Restrictions column to configure each
feature as ReadWrite, ReadOnly, or Hidden.

The Show drop-down list contains All, Hidden, ReadOnly, and
ReadWrite. This is used to limit the size of the list.

2 Click Apply.

—End—

Installing and configuring desktop services
The following procedure outlines the steps required to install and configure
Desktop Services.

Procedure 28
Installing and Configuring Desktop Services

Step Action

1 Install Telephony Manager 3.1. "Adding Telephony Manager 3.1
Web users" (page 135).

2 Create accounts for Help Desk users and End Users as required.

3 log on to the Web as Administrator, and go to the User Groups page.

To navigate to the Administrator logon page, place /admin after the
Telephony Manager 3.1 IP address or host name in the Web browser.

Example:
http://TM 3.1 IP address or host name/admin

4 Configure the Help Desk, Default, and End User Access Profiles
as desired.

By default, Help Desk users are given read/write access to all
features. Default and End Users have read-only access to 21
features.

To enable Help Desk users to make changes to other user’s
telephone configuration data, make sure that they have access to
the Find Telephones page.
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5 Enter the Help Desk user’s logon Name and Access Profile in the
user's CND Directory entry. "Enable Web desktop access in the
CND Directory" (page 148).

6 Enter the End User’s logon Name and Access Profile in the user’s
CND Directory entry. See "Enable Web desktop access in the CND
Directory" (page 148) next.

7 Select the desired Web Reporting Role in the user's CND Directory
entry.

—End—

Enable Web desktop access in the CND Directory
End users access the Telephony Manager 3.1 Desktop Services Web site to
view information about, and make changes to, their telephones.

Although end users can be given a Telephony Manager 3.1 user account
similar to Navigator users, the only supported authentication method for
end users is CND authentication.

For end users, the following attributes must be configured in the CND users
record through the Directory section of the Web Navigator.

* logon name. When configuring CND authentication, the logon name
can be one of the following:

— commonName
— e-mail

— employee number

e User group

* Web Reporting Access Rights

For end user reference information, and for information about populating
entries using CND import and CND sync, see Common Network Directory
2.1 Administration Guide (NN43050-101).

For information about configuring users in CND, see Common Network
Directory 2.1 Administration Guide (NN43050-101).
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Configuring a modem for Telephony
Manager 3.1 applications

Contents
This chapter contains information about the following topics:

"Using installation tools" (page 149)
"Configuring high-speed smart modems" (page 150)

"Troubleshooting modem connections" (page 151)

Using installation tools
To ensure that a modem is configured correctly for use with Microsoft
operating systems, use the modem control panel to configure it. The
modem control panel automatically searches for and detects a connected
modem, and then stores the configuration information in the registry for
other Windows applications to access.

The same is also true for Telephony Manager 3.1 applications, where the
modem configuration information is obtained by searching the Windows
registry with the COM port specified in the communication profile. Telephony
Manager 3.1 communications software then sets up the Run-Time-Container
(RTC) with the modeme-initialization string and communication-profile
settings for the application to make its connection to the system.

Limitations
When configuring modems, the following limitations with this process must
be taken into account:

* The Windows Modem control panel allows multiple modems to be
configured on the same COM port, however to ensure proper modem
operation, configure only one modem or communication device on
a given COM port.

« A factory modem-initialization (INIT) string is stored in the Windows
registry. Telephony Manager 3.1 applications use this INIT string to set
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Configuring

up the modem connection. The Telephony Manager 3.1 communications
software is written to use verbal (V1) result code. If the factory INIT
string is set to use numeric (VO) result code, the "Can’t set modem
parameters" error message occurs and the dial-up attempt is aborted.
To change the factory INIT string to use verbal (V1) result code, follow
the steps in Procedure 29 "Changing the factory INIT string” (page 150).

Procedure 29
Changing the factory INIT string

Step Action
1 From the Start menu, select Settings > Control Panel > Phones
and Modems > Properties > Advanced.
2 Type in the appropriate INIT string.
—End—

high-speed smart modems

As modem technology progresses, the new generation of high-speed
modems provides additional functionality to achieve the highest possible
connection rate. These high-speed smart modems use various tones during
the handshaking period to negotiate the speed and protocol.

SDI port

The modem configured on the SDI port needs extra attention. In most
cases, the modem attached to the SDI port is configured to run in dumb
mode at the same speed for which the system SDI port is configured (at
9600 bps or less). This locks the modem into a specific mode of operation,
preventing it from running in command mode (echo input) or from connecting
at a different baud rate than is configured for the system SDI port.

Prevent lockup

When a high-speed smart modem is used on the Telephony Manager

3.1 PC to dial up the system modem, the PC modem always attempts to
connect at its highest possible speed. The system’s modem, however, can
only connect at the configured speed. Therefore, during the modem online
handshaking period, the PC modem sends out different tones to negotiate
the speed and protocol, and the switch modem connects at its configured
speed and ignores additional attempts.
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When the switch modem is connected, any additional handshaking tones
sent by PC modem are translated into data (garbage under this condition)
and forwarded to the system SDI port. These garbage characters can
eventually lock up the system port. The two modems can still be connected,
but access to the system overlay input is no longer possible.

To avoid this type of problem, the key is to maintain modem compatibility. To
avoid potential problems and increase the connection success rate:

« Configure the PC modem to match the switch modem'’s settings.

* The speed between the system SDI port and the system’s modem is
locked to the system SDI port's baud rate if a high-speed modem is
installed on the SDI port.

* To minimize the garbage characters after carrier-detect or carrier-lost
situations, set your modem S9 register to a higher value (for example,
30 = 3 seconds) and S10 register to a lower value (for example, 7 =
7/10 of a second).

When increasing the value of the S9 register, timing adjustments on
some of the modem/buffer equipment scripts.

Troubleshooting modem connections
The following procedures are solutions to the most common troubles.

Modem does not dial

Procedure 30
Verifying that the modem is properly configured

Step Action
1 From the Start menu, select Settings > Control Panel.
2 Open the Modems file and click Properties.

—End—

Procedure 31
Testing the COM port

Step Action

Test the COM port to which the modem is connected by launching
HyperTerminal:

1 From the Start menu, select Programs > Accessories >
HyperTerminal.
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This action tests the COM port to which the modem is connected
by launching the HyperTerminal.

HyperTerminal prompts for a connection name and presents the
telephone number dialog box.

In the Connect Using drop-down list box, select Direct to COM X,
where X is the COM port to which the modem is connected.

When in the terminal, type the command AT <Enters>.
The modem responds with OK.

If the modem does not respond, the wrong COM port may be being
used.

—End—

To verify that the correct COM port is being used:

Procedure 32
Verifying the COM port

Step Action

1

In the File/Properties menu, select Direct to COM Y, where Y is a
different COM port.

2 When the correct COM port has been located, go back to Telephony
Manager 3.1 Navigator and bring up the properties for the system to
which you are trying to connect.

3 Click Communication tab, and then choose PPP or Serial from the
communication profile list.

4 Verify that the COM port selected for this profile is the COM port on
which the modem was located using HyperTerminal.

5 Verify that the baud rate matches the settings for the system port
that is dialed.

—End—

Step Action

If the modem still does not dial:

1

Follow the steps in the procedure Procedure 31 "Testing the COM
port" (page 151) to establish a HyperTerminal connection.
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2 After issuing the AT command and receiving the OK prompt, issue
the command ATDT 1234567, where 1234567 is the telephone
number for the modem connected to the system.

3 Listen to determine whether the modem dials and connects:

a. If unable to hear the modem dialing and connecting at this point,
verify that the telephone line and modem cables are connected
correctly.

b. If the modem dials and connects, verify that dial-up networking
is installed along with a dial-up-adapter.

—End—

Scripting fails
In this scenario, the modem dials and connects but the Connection Details
button reveals that scripting failed while waiting for a prompt.

In the Communications profile, verify that the baud rate configured for the
TTY on the switch matches the baud rate configured for the modem in the
PPP or Serial Communications profiles for the system to which you wish to
connect. Make sure that the data bits, stop bits, and parity match as well.

Procedure 33
Viewing the Communications profiles

Step Action

To view the Communications profiles for a system:

1 Right-click on the desired system in the Navigator window.

2 Select Properties, and then click Communications tab in the
Properties dialog box.

—End—
Modem dials but does not connect
Procedure 34
Verifying the modem connection
Step Action
1 Verify that the dialed telephone number is not busy.
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2 Verify that all necessary digits in the telephone number have been
included.
3 Check the PPP or Serial Communications profiles for the system

to which you wish to connect.
To view the Communications profiles for a system:
a. Right-click on the desired system in the Navigator window.

b. Select Properties, and then click Communications tab in the
Properties dialog box.

—End—

Session fails
In this scenario, the modem dials and connects and the scripting is
completed successfully, but the Connection Details button reveals that the
session failed.

WARNING
Disabling the shells in LD 117 will cause telephony applications on
external devices to stop communicating with the PBX.

Procedure 35
Resolving a failed session

Step Action

1 Verify that the IP address that you assigned to the local PPP
interface on the system is the same as the IP address you entered in
the address field in the PPP Communications profile for the system
to which you wish to connect.

To view the Communications profiles for a system:
a. Right-click on the desired system in the Navigator window.

b. Select Properties, and then click Communications tab in the
Properties dialog box.

2 If possible, verify that an Ethernet connection can be made to the
same system:

a. After establishing a PPP connection, but before canceling the
connection dialog, open a DOS command prompt: From the
Start menu select Programs > MS-DOS Prompt.
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b.

C.

Run the ping command by typing ping 47.1.1.10 where
47.1.1.10 is the system’s local IP address. See "Adding

a system" in Telephony Manager 3.1 System Administration
(NN43050-601) for information about configuring Ethernet and
PPP on the system.

Verify that the data lights on the modem flash as the ping data is
sent to the system.

If a response is not received from the system, verify that the
IP address is the same as the one assigned to the local PPP
interface on the system. To verify the IP address, go to the
System Properties—Communication, PPP Connection Type
dialog box, and confirm that the IP address that appears in the
address field is correct.

—End—

COM port error

In this scenario, the modem dials and connects but the error message "Error
writing to COM port" or "Error reading from COM port" is received.

Procedure 36
Resolving COM port error

Step Action
1 Verify that the modem installed in Control Panel matches your
modem type.
2 Remove the installed modem driver and install a generic modem
driver in its place:
a. From the Start menu, select Settings > Control Panel.
b. Double-click Modems.
c. Click Remove to remove the modem from the installed list.
d. Click Add to add a new modem driver.
e. Select the check box Don’t detect my modem; | will select it

from a list, and then click Next.

Select the standard modem driver matching your modem'’s baud
rate (for example, Standard 28 800 bps Modem), and then click
Next.

Select the COM port to which your modem is connected, and
then click Next.

Click Finish to complete the modem installation.
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i. Restart the system, and try to establish a PPP or serial
connection.

—End—
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Security Management

When Telephony Manager 3.1 starts for the first time, the Administrator,
HelpDesk, EndUser, and Default user groups are the only active user
groups. You must assign access properties for any other groups that you
have set up on the Telephony Manager 3.1 server.

Localization
Important advice for regionalized operating systems — The name of
the administrators user group in the French and German OS is not
Administrators. These names are localized by Microsoft in the regional OS
software. In a default French Windows installation, the local administrators
user group is Administrateurs. In the German version, this user group is
Administratoren. When installed on a French or German OS, the Telephony
Manager 3.1 predefined administrators user group is named Administrateurs
or Administratoren to match the OS.

When an End User logs into the German or French version of the Telephone
Details page of an IP phone set, the list of feature values is displayed only in
English. The values are not translated into German or French. See Figure
94 "End User page in French language" (page 158)
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Figure 94
End User Ppage in French language
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Assigning access properties

Telephony Manager 3.1 provides easy access to users for personal,
system, site, or network-wide management of systems. The administrator
determines the level of access for the users in a particular user group. The
administrator also determines which sites and systems the members of the
user group can manage. It is the responsibility of the network administrator
to ensure that only authorized users can access the Telephony Manager 3.1

server and its associated system.

The administrator configures Windows user groups and individual users

using the Windows user interface. The administrator then determines the
access permissions for each user group by using the Telephony Manager
3.1 Web Navigator page. For more information about setting user access,

refer to "User groups" (page 164).

Security for upgrades and re-installations

As a security precaution, with any upgrade or reinstallation of Telephony
Manager 3.1 software, access properties for all user groups are reset to

the default values.
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Administrators

Users

Users of the Telephony Manager 3.1 Administration Site belong to a distinct
user group and are assigned the security profile for that user group. Users
are not able to alter access permissions for the Administrators user group.

Members of the Administrators user group can:

* log on to the Telephony Manager 3.1 Administration Web site
* Access all Telephony Manager 3.1 Web applications.

* Assign access rights to the other user groups.

* Assign access rights to applications. HelpDesk users have access
to all applications except those listed under Web Administration. No
other user groups have any access to Telephony Manager 3.1 Web
applications unless that group has been specifically granted appropriate
permissions.

* Assign access rights for Web applications before any users from that
group can log on.

While assigning access permissions, be certain to select the top level
application for every sub-application assigned. For example, if System
Alarms is selected, Equipment must also be selected. Failure to do so can
result in members of the user group denied access to the Web site.

Telephony Manager 3.1 Web application access permissions are
controlled by the Administrator on a per-user group basis. For example,
the administrator may limit the Telephony Manager 3.1 users access to
only some of the Telephony Manager 3.1 Web-based functionality. The
Telephony Manager 3.1 Web Navigator controls access to applications by
shielding Web links that the user does not have access to. The directories
and files comprising those applications are similarly protected.

Users log on to the Telephony Manager 3.1 Web Navigator using their
Microsoft Windows userlD and password. logon security for Telephony
Manager 3.1 Web services ensures protection against unauthorized entry
and enforces access permissions for logged-on users.

Access to Web applications applies to a group, not to individual users. To
change the security access for individual users, their group membership
should be changed. For information about setting user access, refer to
"User groups" (page 164).
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With the exception of Administrators, do not place a person in multiple
groups. The first group detected by Telephony Manager 3.1 is used to
determine access permissions. There is no restriction on the Administrators
group. Users may belong to other groups, but if they belong to the
Administrators group, the Administrators profile overrides all other profiles.

There is a Default user category. Default users can successfully log on
to the Web Navigator, but they do not have a user group defined in their
Directory record.

Telephony Manager 3.1 administrators and Help desk users have user
accounts in a Windows domain. End users may have accounts either in a
Windows domain or through a CND server.

Telephony Manager 3.1 administrators and Help desk users can access
and change their own telephones through either the Web Navigator or the
Desktop Services end user pages. Access to the end-user pages requires
the appropriate CND Directory setup (user logon and user group) for these
administrators and Help desk users.

Authentication
Authentication requests are passed to Telephony Manager 3.1 Watchdog,
which applies the configured authentication method and creates a session
for the user. For authentication on Local Server account or Windows
Domain account, the standard Windows Security Provider is used. For
authentication using CND Authentication for end users, the logon name and
the password are passed to the CND server.

In Telephony Manager 3.1, Windows and Web users are authenticated
using the settings configured either on the User Authentication Web page
or in the User Authentication dialog box. The information that appears on
the Web page and in the dialog box is identical. The Web link to the User
Authentication page is found under Web administration in the Telephony
Manager 3.1 Web Navigator tree. The User Authentication dialog box is
accessed from the Security menu in the Telephony Manager 3.1 Windows
Navigator.

Authentication methods
The following user authentication methods are available:

* Local Telephony Manager 3.1 server account
*  Windows Domain account

¢« CND authentication

Nortel Communication Server 1000
Telephony Manager 3.1 Installation and Commissioning
NN43050-300 01.07 Standard
5.0 3 June 2009
Copyright © 2003-2009, Nortel Networks



Authentication 161

Any one of the three methods or a combination of the these methods can
be selected to authenticate users on all Telephony Manager 3.1 platforms:
Telephony Manager 3.1 server, Telephony Manager 3.1 Windows client, and
Telephony Manager 3.1 Web client.

The Administrator account is always authenticated as a Windows local
account. This is due to the fact that the Administrator account is the default
account on these Windows platforms.

The default authentication method is Local Telephony Manager 3.1 server
account. Because this method does not require a search of the CND
Directory to find the user’'s assigned user group, the Local Telephony
Manager 3.1 server account method provides the best logon performance.

If multiple authentication methods is chosen, Telephony Manager 3.1
respects the order configured; however, it should be noted that the best
performance is achieved by using the Local Telephony Manager 3.1 server
account method.

For information about configuring authentication methods using the User
Authentication Web page, see "User authentication" in Telephony Manager
3.1 System Administration (NN43050-601).

For information about configuring authentication methods using the User
Authentication Windows dialog box, see "User authentication" in Telephony
Manager 3.1 System Administration (NN43050-601).

Password policy
Password security during transport across the network is accomplished in
the following manner:

Default passwords on the Call Server, Signalling Server and the Voice
Gateway Media Card are forced changed by the software.

Telephony Manager 3.1 uses the PWD1, PWD2 and PDT passwords for
certain functions that interact with the Call Server, Signalling Server and
Voice Gateway Media Card.

If any of the passwords expire due to the force change feature, Telephony
Manager 3.1 functionality fails similar to having incorrect passwords.

The passwords must be updated manually on the Call Server, Signalling
Server and Voice Gateway Media Card through CLI commands. Telephony
Manager 3.1 system properties must also be updated with the new
passwords before proceeding with any Telephony Manager 3.1 functionality.

* Telephony Manager 3.1 Windows client passwords are encrypted using
Crypto APIs prior to transmission. The same private key is used by both
the client and the server.
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* For Telephony Manager 3.1 Web clients, by default, clear text passwords
are used; however, if the Telephony Manager 3.1 server has the
proper certificate installed, the use of SSL encrypted transport during
authentication can be forced. To use the SSL during the authentication
process, the Telephony Manager 3.1 server must have the required
certificate installed as described in "Configuring Secure Sockets Layer
(SSL)" (page 85). Click the Use SSL for Web logon authentication
check box after installing the certificate.

Before using SSL on the Telephony Manager 3.1 server, the Telephony
Manager 3.1 server must have the required certificate installed as
described in "Configuring Secure Sockets Layer (SSL)" (page 85). If
Use SSL for Web logon authentication is selected, Web logon is
performed using https://... instead of http://... and traffic is encrypted.
The Telephony Manager 3.1 server automatically switches to non-SSL
transport when the user is successfully authenticated.

« If CND authentication is used, the following sequence is used:

— The Telephony Manager 3.1 server tests to determine whether the
Directory server offers SSL-based authentication.

— If SSL is supported by the Directory server, passwords are encrypted
before transmission using a Public-Private key pair negotiated
through the CND mechanism.

— If SSL is not supported, passwords are transmitted as clear text.

« All passwords, including passwords to access the system, are stored in
the Telephony Manager 3.1 database in an encrypted format. Crypto
API, the standard Windows Security Provider encryption service, is
used for this purpose.

Blank passwords
Telephony Manager 3.1 does not support blank passwords.

User management
There are two major categories of users within Telephony Manager 3.1 —
Navigator users and end users. Access for these users is controlled by
configuring Navigator users in the Telephony Manager 3.1 Users window,
and end users in the Employee Editor.

Navigator users
Telephony Manager 3.1 Windows Navigator and Web Navigator users are
managed through Telephony Manager 3.1 User administration. Users are
created and assigned to a particular user group. This user group assignment
controls access to Telephony Manager 3.1 Windows and Web applications.
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There are two different types of Navigator users:

* Local — Local Navigator users have accounts that exist on the
Telephony Manager 3.1 server. When a user is added, an Telephony
Manager 3.1 user account and a corresponding local Windows user
account are created on the Telephony Manager 3.1 server. The new
user is assigned to the selected Windows user group.

Delete an Telephony Manager 3.1 user account to remove the user
account from the account list, as well as from all relevant database
tables.

* Remote — Remote Navigator users have accounts that reside on a
domain controller or in a CND Directory. Telephony Manager 3.1 User
administration is used to assign the Remote Navigator user’s logon
name to an Telephony Manager 3.1 user group.

For information about configuring Navigator users, see "Configuring
Telephony Manager 3.1 Navigator users” (page 167).

End users
End users access the Telephony Manager 3.1 Desktop Services Web site to
view information about, and make changes to, their telephones.

Although end users can be given a Telephony Manager 3.1 user account
similar to Navigator users, the only supported authentication method for
end users is CND authentication.

For end users, the following attributes are entered into the users record
in the CND Directory:

* logon name. When configuring CND authentication, the logon name
may be one of the following:

— commonName
— e-mail

— employee number

e User group

* Web Reporting Access Rights

For information about using the CND Directory to configure end users for
access to Telephony Manager 3.1, see the Common Network Directory 2.1
Administration Guide (NN43050-101).

Logon process
This chapter describes the activities performed by Telephony Manager 3.1
to authenticate and log on Telephony Manager 3.1 users.
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Procedure 37
logon process

Step Action

1 The user accesses the Windows logon dialog box or the Web logon
page.

2 User enter their logon name and password.

3 Telephony Manager 3.1 performs authentication respecting the
configured order.

4 If authentication is successful, user group resolution is performed

as follows:

Navigator logon — Windows or Web

If the user is authenticated using a local Telephony Manager 3.1
server account, user group resolution is performed using the
local account database.

If the user is authenticated using a Windows domain account,
user group resolution is performed using the Telephony Manager
3.1 user database. If the user group mapping is not found in
the Telephony Manager 3.1 user database, the CND Directory
is used.

If the user is authenticated using a CND Directory, user group
resolution is performed using the Telephony Manager 3.1 user
database. If the user group mapping is not found in the Telephony
Manager 3.1 user database, the CND Directory is used.

If the user cannot be mapped to a user group, Telephony
Manager 3.1 appears the following message: "You have not
been assigned to an Telephony Manager 3.1 user group. Please
contact the Telephony Manager 3.1 Administrator.”

End users — Web only: User group resolution is performed using
the CND Directory. If users are not found, they are assigned to
the default user group.

—End—

User groups

Telephony Manager 3.1 user groups provide the mechanism to control
access to the following Telephony Manager 3.1 resources:

Telephony Manager 3.1 Windows Navigator — Navigator and
site/system level applications
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« Telephony Manager 3.1 Web Navigator — Navigator and site/system
level applications

* Access to telephone manager Administration — Web Desktop Services
for end users

In addition, Telephony Manager 3.1 provides the following user management
functions:

* The ability to create/delete users and user groups (Windows user
interface only)

* The ability to configure Web Desktop Services for end users (Web user
interface only)

Creating a user group
The Windows user group application was known as User Templates in early
versions of Telephony Manager 3.1. New user groups are created using
an existing user group as the base.

User groups provided with Telephony Manager 3.1
The following user groups and access definitions are shipped with Telephony
Manager 3.1:

* Administrators — This user group has read/write access to all sites,
systems, and applications. The Administrators user group cannot be
changed, renamed, or deleted.

The other user groups provided with Telephony Manager 3.1 can be
changed, but they cannot be renamed or deleted.

* HelpDesk — This user group has the following access privileges:

— Access to all Web Navigator tree items except those located under
the Web Administration branch

— Full access to Web Desktop Services, including read/write and
synchronization capabilities

— Full access to the Windows Navigator applications with the exception
of IP line/IP Trunk Services
* EndUser — This user group has the following access privileges:

— No access to the Telephony Manager 3.1 Windows or Web
applications

— Web Desktop Services is read-only; however, all except 21 of the
most commonly used features are set to Hidden

* Default — This user group has no access to any Telephony Manager
3.1 features or applications.
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User management recommendations
The Administrator user account for the Windows OS does not appear
in the Telephony Manager 3.1 Users window. This is to prevent users
from changing the Administrator account password from within Telephony
Manager 3.1.

Even though it is not listed in the Users window, the OS Administrator
account can always be used to log on to Telephony Manager 3.1.

Nortel strongly recommends that a new user group be created in Telephony
Manager 3.1 based on the Administrators user group. Telephony Manager
3.1 users should be assigned to this new user group instead of adding them
to the Administrators user group. This is a security measure to ensure that
a user with administrative access to Telephony Manager 3.1 does not also
have access to the OS on the Telephony Manager 3.1 server as a member
of the Administrators group.

Installation
Fresh installation
In a fresh installation, three new user groups are created in Windows.
Telephony Manager 3.1 utilizes HelpDesk, EndUser, and Default user
groups along with the existing Administrators group.

For Telephony Manager 3.1 Windows clients, the Telephony Manager 3.1
server’'s host name must be provided during installation. The host name is
saved in the registry.

Upgrade
In an upgrade, existing Telephony Manager 3.1 Windows Templates are
created as user groups. By default, these groups do not have access to
Telephony Manager 3.1 Web Navigator applications.

A local server account is created for each existing Telephony Manager 3.1
Windows user. The new account is assigned to the appropriate user group.

Existing Telephony Manager 3.1 Telephone Access Profiles, which were
based on user groups, are migrated from the Web Navigator database to
the new user group database. This assumes that the corresponding groups
related to them already exist.

These user groups are also migrated to the telephone manager database;
however, new user groups do not have access to telephone manager
administration. Access to telephone manager Administration must be
configured by using the User Groups Web page. "User groups” (page 140).
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Configuring Telephony Manager 3.1 Navigator users
Telephony Manager 3.1 permits the creation of user groups to speed the
process of adding users accessing the Telephony Manager 3.1 Windows
Navigator and certain Telephony Manager 3.1 Web-based applications. In
the User Group Properties dialog box, most aspects of a certain kind of
user are defined by the administrator, such as level of access to sites and
systems, and automatic connection to particular systems. As many user
groups as required can be created. Individual users are assigned to a user
group when users are added to the Telephony Manager 3.1 database.

There are two types of users — local users and remote users. Local users
have accounts on the Telephony Manager 3.1 server. When adding a new
local user, an Telephony Manager 3.1 user account and a local Windows
user account are created and the account is assigned to the specified user
group. Deletion of a user removes the user account from the account list
in Windows, as well as from all relevant database tables. Remote users
have accounts that exist on a domain controller or in the CND. For these
users, Telephony Manager 3.1 is used to assign the logon name for the
account to a Telephony Manager 3.1 user group. The logon names defined
in Telephony Manager 3.1 must be unique for all users.

Access to Telephony Manager 3.1 Windows and Web applications is
provided through the Windows server. A Windows domain account or the
CND can also be used to authenticate Telephony Manager 3.1 users for
Web Services. See "Web Navigator" in Telephony Manager 3.1 System
Administration (NN43050-601).

Deleting a user group
A user group can be deleted only after all associated members of that group
are either deleted or reassigned to another user group.

The account used when logging in to your current session cannot be deleted.

Restricting user access permission levels

A user can be restricted from having access to sites, systems, and
applications. However, when a user is defined as restricted from any access
to all sites, systems, and applications in the Navigator, the user can, in
fact, see all the sites and systems in the Navigator tree and has read-only
access to their properties. If restricted users try to open a system, they see
a System Window with no applications visible.
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Sites and systems displayed in user groups

When adding or modifying a user group, only systems that have applications
enabled are presented. If no applications are enabled for the systems
within a given site, the site and system(s) do not appear in the User Group
Properties dialog box.

For information about configuring end users for access to the Telephony
Manager 3.1 Web site, see "User groups" (page 140).

User authentication
Any of the following three methods or combination of these methods can be
used to authenticate Telephony Manager 3.1 users:

* Local Server account
*  Windows NT Domain account

« CND authentication

The Administrator account is always authenticated through the local server
account because it is a default account on all supported Windows platforms.

The default authentication method is the Local Telephony Manager 3.1
server account. This method provides the best logon performance because
there is no requirement to search the CND Directory for the user’s assigned
user group.

User authentication can also be configured using the Telephony Manager
3.1 Web Services. For information, see "User authentication" (page 138).

Procedure 38
Configure authentication

Step Action

1 From the Telephony Manager 3.1 Windows Navigator, select
Security > User Authentication.

The User Authentication dialog box appears Figure 95 "User
Authentication dialog box" (page 169).
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Figure 95
User Authentication dialog box

User Authentication x|

Llzers are authenticated upon logon to YWindows and 'Web application.

Once logged in, the user's assigned User Group controls access to specific
applications.

Select the order of authentication methods to be performed at login:

Order Authentication Method
v Local Server account
m Windaws Domain account
Dornain: =]

|3 vl Common Netwaork Directory [CHD)
Identifier: |l:0mm0n Mame VI

Wieb Endusers are always authenticated using
CHD authentication method anly.

I Use S5L for Web lagin authentication

ok I Cancel
2 Use the check boxes to select one or more of the available

authentication methods.

a. If selecting Windows NT Domain account, enter one or more
domains in the Domain text box. Separate the domain names
with a comma.

ATTENTION
The domain names must be separated by a comma. Do not use
any spaces.

b. If you select CND authentication, use the drop-down list to
choose Common Name, EmployeelD, or E-mail.

3 Use the drop-down lists to assign the order in which the
authentication methods are performed.

If choosing multiple authentication methods, Telephony Manager 3.1
respects the order configured; however, it should be noted that the
best performance is achieved by using the Local Telephony Manager
3.1 server account method.

4 To use the SSL during the authentication process, the Telephony
Manager 3.1 server must have the required certificate installed as
described in "Configuring Secure Sockets Layer (SSL)" (page 85).
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Select the Use SSL for Web logon authentication check box after
installing the certificate.

If the Telephony Manager 3.1 server has the required certificate
installed, selecting the check box causes Telephony Manager 3.1

to use SSL-encrypted transport during authentication. In this case,
Web logon is performed using https:// rather than http://, and the
traffic is encrypted. The Telephony Manager 3.1 server automatically
switches to non-SSL transport when the user is successfully
authenticated.

The selected method(s) are used to authenticate users on all
Telephony Manager 3.1 platforms: Telephony Manager 3.1 server,
Telephony Manager 3.1 client, and Telephony Manager 3.1 Web
client.

—End—

Creating a user group
Telephony Manager 3.1 allows the creation of User Groups to speed the
process of adding users by accessing the Telephony Manager 3.1 Windows
Navigator and certain Telephony Manager 3.1 Web-based applications. In
the User Group Properties dialog box, define most aspects of certain kinds
of users, such as their level of access to sites and systems and automatic
connection to particular systems. As many User Groups as required can be
created. Individual users are assigned to a User Group when adding users
to the Telephony Manager 3.1 database.

There are two types of users: local users and remote users. Local users
have accounts on the Telephony Manager 3.1 server. When adding a new
local user, a Telephony Manager 3.1 user account and a local user account
are created, and the account is assigned to the specified User Group.
Deletion of a user removes the user account from the account list as well as
from all relevant database tables. Remote users have accounts that exist on
a domain controller or in the CND. For these users, Telephony Manager 3.1
is used to assign the user ID for the account to a Telephony Manager 3.1
user group. The logon names defined in Telephony Manager 3.1 must be
unique for all users.

Access to Telephony Manager 3.1 Web Services is provided through the
server. Refer to "User authentication" (page 138).
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Procedure 39
Creating a user group

Step Action

1 In the Navigator window, choose Security > User Groups to display
the User Groups window Figure 96 "User Groups window" (page
171).
Figure 96
User Groups window

W User Groups [_ (O] x|

File Edit “iew Configuration Help

0| S 7| ol

Mumber In Use Last Changed

12/08/01 15:51:57

1 12/08/01 15:58:45

Endllser 2 12/08/07 16:45:04
1 12/08/01 15:53:49

For Help, press F1

2 Choose Configuration > Add User Group. The new user group is
created with the same access privileges as the highlighted user
group. The New User Group Properties dialog box appears Figure
97 "New User Group Properties dialog box" (page 172).

The Administrators, Default, EndUser, and HelpDesk User Groups
are always available and cannot be deleted. All groups except for
Administrators can be modified. The Administrators User Group has

access to all Windows-based and Web-based Telephony Manager
3.1 applications.
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T

Figure 97
New User Group Properties dialog box
MNew Uszer Group Properties

General |

Set the uzer's read/write, read only, or access denied status for applications
by clicking on the tree. Note that zome applications da no support read only
mode. For these applications read only will be treated as access denied

Mame IUserGroup
Mumber in Ulze: Last Changed:

Foot -
[=- B Mavigator

Sample Site
Meridian b ail
Sample CSE
[ Sample Media Gateway
. ®-EF Sample System
E| Toronto ;I
[~ Admiristrator

Access to Selected System

System [Bption 11E
[zer | I
Easswnnd I

0k I Cancel I Apply Help

3 Enter a name for this User Group.

For each site, system, and application in the tree, use the right
mouse button to assign user privileges (Read-write, Read-only,

or No Access). Each click of the right mouse button causes the
access privileges and corresponding icon to change. Select the
Administrator box, if appropriate. The site and system icons change
to reflect the access level.

Access privileges defined for sites or systems at higher levels in the
tree structure are applied to all subordinate items. Table 11 "Access
privilege icons" (page 173).

The question mark icon indicates that the sub-items belonging to the
item displaying the question mark icon have mixed access settings.
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Table 11
Access privilege icons

@ Read and write access

@ Read only access

@ No access

g Indicates that the access privileges in the branch are mixed
between one or more of the above levels

4 Enter values in the User ID and Password text boxes to allow this
class of user to connect to this system without having to enter a User
ID and Password each time for connection.

If the Administrator wants to use the Web Maintenance Pages,
these fields must be completed in the Administrators User Group
properties.

5 Click OK to save changes and close the User Group Properties
dialog box.

—End—

Adding a user
The Administrator user account for the Windows 2000 OS does not appear
in the Telephony Manager 3.1 Users window. This is to prevent users
from changing the Administrator account password from within Telephony
Manager 3.1.

Even though it is not listed in the Users window, the OS Administrator
account can always be used to log on to Telephony Manager 3.1.
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Procedure 40
Adding a user

Step Action
1 In the Telephony Manager 3.1 Users window, choose Configuration
> Add User.

The New User Properties dialog box appears. See Figure 98 "New
User Properties dialog box" (page 174).

Figure 98
New User Properties dialog box
x
General |
User Tupe
Login Name IJ e Change Passward |
Description ISecretary
Phane Mumber |51 3E55-1212
Jab Title | 0000000000000000000000000
Comment | ;I
User Group | Endlser i I
Status 0K >
Current Status IDK
Last Change: 09417403 14,5325
Last Lagin: Mo login date

ak, I Cancel Aoply Help

2 Select a User Type from the drop-down list:

* Local - Users who are authenticated using an account on the
Telephony Manager 3.1 server.

* Remote - Users who are authenticated using CND or domain.

When Remote is selected, the Change Password button, as well as
the Status and Current Status controls, are disabled.

3 Enter a User ID.

ATTENTION
The user name cannot contain spaces, including between the first and
last name, or special characters, such as forward slash (/), backward
slash (\), brackets ([ ]), plus sign (+), equals sign (=), semi-colon (;),
comma (,), asterisk (*), single quote (') or double quote (").
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4 From the User Group drop-down list, select the group to use as the
basis for this user definition.

5 Enter other data as required.

6 Click Apply. Telephony Manager 3.1 prompts the entry of a
password.

7 Enter the password and click OK to change the Telephony Manager

3.1 logon password for this user only.

8 Click OK. The new user appears in the Telephony Manager 3.1 User
window. Close the Telephony Manager 3.1 User window.

—End—

Authenticating users
One of the following methods can be selected to authenticate Telephony
Manager 3.1 users:

¢ Local Server account
*  Window Domain account

« CND authentication

The Administrator account is always authenticated through the local server
account because it is a default account on all supported Windows platforms.

The default authentication method is the Local Telephony Manager 3.1
server account. This method provides the best logon performance because
there is no requirement to search the CND Directory for the user’s assigned
User Group.

To configure authentication, complete Procedure 38 "Configure
authentication" (page 168).
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Initial logon

Windows users are authenticated using either a local account on the
Telephony Manager 3.1 server, a Windows domain account, or CND. There
is no default logon name and password for these systems.

Any user account (for example, Administrator) that is a member of the local
Administrators group is always able to log on to Telephony Manager 3.1.
In a new Telephony Manager 3.1 installation, use any local Administrators
group account for the initial log on.

After logging in to Telephony Manager 3.1 for the first time, you can set up
additional users and user groups by selecting the following paths:

» To add user groups, select Security > User Groups from the Telephony
Manager 3.1 Navigator window, and then select Configuration >
Add User Group... from the User Groups window. See "Creating
User Groups" in Telephony Manager 3.1 System Administration
(NN43050-601) for detailed instructions on adding Telephony Manager
3.1 user groups.

* To add users, select Security > Users from the Telephony Manager
3.1 Navigator window, and then select Configuration > Add User...
from the Telephony Manager 3.1 Users window. See "Adding Users"
in Telephony Manager 3.1 System Administration (NN43050-601) for
detailed instructions on adding Telephony Manager 3.1 users.

Users that are not created from within Telephony Manager 3.1 do not
appear in the Telephony Manager 3.1 Users window.
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Setting up the CND server and Terminal
server

CND server
The CND allows you to link and synchronize data in the Telephony Manager
3.1, CND, and supported Corporate LDAP directories. Telephony Manager
3.1 acts as a client to the CND.

* If CND is installed on the same server as Telephony Manager 3.1, then
all properties were preconfigured and no changes are required.

* If CND is installed on a different PC from the Telephony Manager 3.1
server, the IP address of the CND server must be entered in the CND
server setup dialog box.

« If the default Telephony Manager 3.1 account password is changed
from CND Manager, the password value must be updated in the CND
server setup dialog box.

* If Telephony Manager clients need to access CND data, CND setup on
their Telephony Manager server must be configured with the Computer
name (host name) or IP address of the CND server (not localhost), even
though the CND server is installed on the same server as Telephony
Manager 3.1 server. This is configured manually after installing the
Telephony Manager 3.1 server.

For detailed instructions on setting up the CND server, as well as an
example of importing attributes to the CND Directory, see Common Network
Directory 2.1 Administration Guide (NN43050-101).

Terminal server
The Terminal server application is a Windows application that uses the
Telephony Manager 3.1 database to obtain site, system, and IP address
information. The Terminal server supports direct serial connections and
system overlay connection over an IP network. If connecting over an IP
network to a system, the port user types (SCH, MTC, BUG, TRF) can be
configured.
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e

Telephony Manager 3.1 does not support Remote Desktop with Terminal
Server.

Terminal server setup
To launch the Terminal server application, from the Start menu, select
Programs > Nortel CS 1000 Telephony Manager > Terminal server.
The Terminal server dialog box appears. See Figure 99 "Terminal server
dialog box" (page 180).

Figure 99
Terminal server dialog box
El Temminal Server [ ]
— Configured System: Hide |
Mame i | # of Clients |
Sample Site - Mendian Mail 0 Sustems...
Sample Site - NCE -47.114.45103 0 ng
Sample Site - Sample System 1] Terminals... |
Testing - CPP - 134.177.222.158 a
Testing - Mce - 47.114.45.109 ]
Testing - Opt 11C - 134.177.222.240 0 Help |
Testing - SC9 - 47114453 i
— Terminal Client(z] on Testing - 5C9 - 47.114.45.3
From | Dluration | Lizcannest |

Click Hide on Terminal server dialog box (see Figure 99 "Terminal server dialog
box" (page 180)), do not close from the window close button (X) as this loses
all configuration.

The Terminal server window appears two lists:

« configured systems

» configured ports

The configured systems list appears information about the virtual port that is
configured:

*  Name:
As defined in the Telephony Manager 3.1 Windows Navigator

*  Number of clients:
The number of terminal clients using the port
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When selecting an entry in the Configured Ports list, the clients on Port list
appears the following information for each terminal client using the port:

e  From:
IP address of the terminal client

* Duration:
How long the connection is in use

The Disconnect button next to the clients on Port list allows termination of
the connection to one or more terminal clients.

The Terminal server application also has the following buttons:

* Hide Hides the application window. During normal operation, the
Terminal server application runs without user input, so hiding its window
frees up some desktop space. The window can be viewed at any time
by double-clicking the Terminal Service icon in the Task Bar tray.

* Systems... Configures the virtual ports. "Virtual ports" (page 181).

e Terminals... Configures the starting network socket port number for
communications between the Telephony Manager 3.1 server and the
Telephony Manager 3.1 Web System Terminal see Figure 100 "Terminal
Properties dialog box" (page 181). The default is 4789. Typically, this
does not need to be changed.

* Help Get context-sensitive Help on the application.
Figure 100

Terminal Properties dialog box

Terminal Properties

Base Part: |4?39

Cancel |
Help |

Default |

Virtual ports
In the Terminal server application, the Virtual Ports Properties window
allows the user to enable or disable connection to a particular device.
It displays the virtual port number for each configured device, and the
corresponding serial or network settings.

In the Virtual Port Properties window, a tree appears the devices that can
be connected through a virtual port. For serial ports, the window retrieves
the available serial ports from the Registry. For network connections,

the window retrieves the site and system information from the Telephony

Manager 3.1 database. The virtual port for a system uses the same IP
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address assigned to System Terminal. The tree mirrors the tree in the
Telephony Manager 3.1 Navigator. It uses the communication profile in
System Properties, determined as follows:

* For a Generic system, it uses the profile (serial or network) selected in
the Application page in System Properties.

* For a non-Generic system, it uses the communication settings from the
profile (serial or network) assigned to Virtual System Terminal in the
Applications page in System Properties.

* For any system, if a network (Ethernet) profile is selected, Terminal
server uses a Telnet connection.

To configure virtual port connection for a device, click Systems in the
Terminal server window, or double-click a Configured System in the list
(this selects the corresponding device in the Virtual Port Properties window
allowing you to quickly change the settings for a particular device).

To enable virtual port connection for a device, do one of the following:
* Double-click the disabled port in the tree.
» Select the item and select the Enabled check box.

e Click Enable All. This enables all the items listed in the tree with the
default configuration. The item becomes bold to show that it is enabled.

The field to the right of the Enabled check box automatically fills in the Site
- System name for the selected device. This is the name displayed in the
Terminal server's main window.

To disable a virtual port, do one of the following:
* Double-click an enabled item in the tree.
* Select the item and clear the Enabled check box.

» Click Disable All. This disables all the devices listed in the tree. The
item is no longer bold, and does not appear from the Terminal server
main window when you click OK.

Serial connections
The Terminal server application supports all the serial ports on the
Telephony Manager 3.1 server PC plus the systems configured in the
Telephony Manager 3.1 Navigator. Telephony Manager can support 10
COM ports, assuming that the user already has 2 ports configured on his
PC and another 8 ports are added.
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B |

For a serial connection, Direct to Com x appears, where x is the com port
number. The fields for serial settings are enabled. The default is the serial
settings from the Telephony Manager 3.1 database. The settings in the
dialog box can be changed, as shown Figure 101 "Virtual Port Properties
(Serial with Logging enabled)" (page 183).

Figure 101
Virtual Port Properties (Serial with Logging enabled)
Yirtual Port Properties E
Wirtual Part 1 ¥ Enahled —Sample Site - Sample System
E|-- Devices Direct to Com 2
=] @ Sample Site Cancel |
i Santa Clara 1 —Metwork Settings————————————————— Fefresh |
Sample System T 5cH T WMIC  TelnetPort: =
Meridian M ail — Help |
4| Toronte Lab = ELE IR
Sample System
— Senial Settings
Bits per second Data bits
| 3800 =l s =l
Parity Stop bits
INone j |1 j
Path: ITerminaI\Bin\Sample Site - Sample System. bt
Size (Kl [756 Change... |
Marker: I -af-Fil
Enable Al Disable &l <Endoffile>

Network connections
For a network connection, the IP address appears. It also indicates whether
the system is a Meridian 1, CS 1000, or Generic.

* Make sure the IP address is correct. If the IP address is different from
the Telephony Manager 3.1 database’s setting, click Refresh to update
all of the network ports with the latest settings from the Telephony
Manager 3.1 database.

* If selecting an M1 or CS 1000 System, the fields for M1 port settings are
enabled (default = SCH). The Telnet port field is disabled.

* If selecting a Generic System, the fields for both serial and M1 port
settings are disabled. The Telnet port field is enabled.

* Select the Log check box to turn on data capture. The log file name
defaults to the Site - System name plus a .txt extension. The path
and the file name can be changed by typing in the edit box or clicking
Change.

¢ The maximum size of the log file is customizes (in the Size field) on a
per-system basis, and defaults to 256 K. When the file size reaches the
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limit, the Terminal server starts from the beginning of the file, overwriting
the oldest logs.

* Due to the circular nature of the log, the Terminal server writes an
end-of-file marker (customizes in the Marker field) at the end of the
log entries.

* The log records the time and date of when a client connects and
disconnects to the virtual port, and writes all text received from and
sent to the host. This allows a network administrator to keep an activity
log of the virtual port connection.

« If this ASCII log is to be viewed from a Web browser, the file is stored in
a Web-accessible path. For more information on Virtual Port Properties
(Network with Logging disabled), see Figure 102 "Virtual Port Properties
(Network with Logging disabled)" (page 184).

Figure 102
Virtual Port Properties (Network with Logging disabled)
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Configuring the Web browser client

This chapter contains information about configuring the Telephony Manager
3.1 Web browser client.

Make sure that the PC client requirements are met, as described in
"Telephony Manager 3.1 hardware requirements" (page 33).

Configure Windows® XP SP2 to work with Telephony Manager 3.1

ATTENTION
Ensure firewalls and NAT routers are configured appropriately for Telephony
Manager to facilitate free communication between the Telephony Manager
server and clients, and between the Telephony Manager server, clients, and
communication servers.

Procedure 41
Configure Windows XP SP2 to work with Telephony Manager 3.1

Step Action

1 Open Control Panel > Windows Firewall. Choose one of the
following options:

a. Select General tab, and then set Windows Firewall to Off, or

b. Select Exceptions tab, and then select only those applications
that you want network access enabled.

2 To enable Web applications from the Internet Explorer menu bar,
select Tools > Manage Add-Ons > and then select Add-ons that
have been used by Internet Explorer in Show dropdown and
enable each of the required items.

3 From the Internet Explorer menu bar, select Tools > Pop-Up
Blocker > and then enable Pop-Up Blocker.
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186 Configuring the Web browser client

4 From the Internet Explorer menu bar, select Tools > Internet
Options > Security > Trusted Sites, click Sites and then add
server IP address to trusted site.

—End—

Accessing the Telephony Manager 3.1 Web server from a Web
browser

Procedure 42
Accessing the Telephony Manager 3.1 Web server from a Web browser

Step Action

1 Enter the Telephony Manager 3.1 server IP address or computer
name in the location bar of the Web browser on the PC client. To
access the Telephony Manager Administrator page enter http:/
<tmserver hostname>/admin/

2 Press Enter.

—End—
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Integrating Telephony Manager 3.1 with

Contents

ENMS

This chapter contains information about the following topics:
"Overview" (page 188)

"Integration requirements” (page 188)

"Telephony Manager 3.1: ENMS integration" (page 189)

"Telephony Manager OIT files" (page 190)

"Checklist for installing the Optivity Integration Toolkit" (page 190)
"About oitinstall* (page 191)

"Using ENMS InfoCenter" (page 192)

"Viewing Telephony Manager 3.1 server object properties” (page 196)
"Modifying Telephony Manager 3.1 server object properties" (page 197)
"Starting Telephony Manager 3.1 Web applications" (page 197)
"Using FaultSummary" (page 200)

"Configuring Telephony Manager 3.1" (page 203)

"Removing a Telephony Manager 3.1 server" (page 203)

"Troubleshooting" (page 204)
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188 Integrating Telephony Manager 3.1 with ENMS

Overview
Telephony Manager 3.1 integrates with ONMS versions 10.1 and 10.2 and
ENMS version 10.4. ENMS is an enterprise-level network management
solution providing fault, performance, configuration, and security
management for Nortel inter-networking devices. Through ENMS, you can
monitor your Telephony Manager 3.1 servers.

Telephony Manager 3.1 Alarm Manager receives SNMP traps from
managed CS 1000 and Meridian 1 entities. Through Alarm Notification,
Telephony Manager 3.1 sends filtered traps to ENMS.

By using ENMS InfoCenter, you can manually add Telephony Manager

3.1 servers into the Telephony Managers Resources folder. Property
information that you add about the Telephony Manager 3.1 servers is added
to the ENMS database. For access to ENMS documentation, in your Web
browser go to www.nortel.comand follow the appropriate links.

InfoCenter graphically identifies when a device is in an alarm state. By
using Optivity InfoCenter, you can set the color for alarm levels. When a
device is in an alarm state, you can right-click it to open an ENMS fault
management application. For instance, you can start Fault Summary that
graphically lists faults for the selected device. You can also set the fault
management categories for alarm monitoring.

Integration requirements
This section lists the conditions upon which Telephony Manager 3.1
integrates with ENMS optimally:

* For optimum performance, install Telephony Manager 3.1 on a separate
computer from ENMS.

e For more information refer to the OIT support Web site at
www.hortel.com. See Procedure 43 "Downloading the OIT files" (page
189) for details.

* Telephony Manager 3.1 integrates with ENMS through OIT on any NMS
platform. See "Checklist for installing the Optivity Integration Toolkit"
(page 190). Coresidence with ENMS, however, is supported only on
Windows 2000 Server.

» All software requirements for Telephony Manager 3.1 must be met.
Install 1IS before applying the service pack.

* Always install ENMS prior to installing Telephony Manager 3.1.

There are certain restrictions in Telephony Manager 3.1 application
features when installed coresident with ENMS.

* ENMS and Telephony Manager 3.1 use different Web servers: Apache
and 1IS respectively.
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In the Telephony Manager 3.1 installation, when installing IS, make
sure that the default HTTP port 80 is not used by both the Apache and
the IS Web servers.

¢ Change the ENMS Apache Web server HTTP port from the default
value of 80 prior to running IIS installation. If a port clash occurs, the
default port on the Apache server must be changed.

Telephony Manager 3.1: ENMS integration
Telephony Manager 3.1 does not automatically install any OIT files. You
must manually install the OIT files. The OIT files can be downloaded from
the OIT support Web page.

Procedure 43
Downloading the OIT files

Step Action

1 In your Web browser, go to http://www.nortel.com/.

2 Click the Product link.

3 In the drop-down list, select ENMS OIT, and click Save.

4 In the drop-down list for software types, select ENMS OIT for

Telephony Manager.

5 Click the link under the Description heading that matches your
operating system platform.

6 Click the link to the Readme file to view the installation instructions
in your Web browser. This file is also included in the zipped archive.

7 Click the link to the zipped archive to download the latest Telephony
Manager 3.1 OIT files.

—End—

Integration with ENMS version 10.4
ENMS version 10.4 comes pre-installed with the device OIT files required
for releases of Telephony Manager to OTM 2.0. The device OIT file for OTM
2.0 and the application OIT file must be downloaded and installed manually.
The application OIT file is common to all releases of Telephony Manager.
These OIT files can be obtained from the OIT support Web page. See
Procedure 43 "Downloading the OIT files" (page 189) for details.
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Telephony Manager OIT files

Telephony Manager 3.1 requires the following OIT files for integration with
ENMS:

*  NMS_otm_v10-B.oit
— Telephony Manager server device support entries

— Telephony Manager Open Alarm Il definitions

*  NMS_otmApp_v10-B.oit
— Telephony Manager Web Application integration entries

— Telephony Manager also contains the following mib file:

* rfc1223.mib
— Standard RFC 12313 MIB definitions
Run oitInstall for each .oit file, one at a time. The .mib file must be present in

the same directory when oitlnstall is executed. See step 5 under "Checklist
for installing the Optivity Integration Toolkit" (page 190).

Checklist for installing the Optivity Integration Toolkit

This section provides general information about OIT. Refer to the NTPs,
release notes, and read me files that are provided with your ENMS software
package for specific information about OIT.

OIT files for Telephony Manager 3.1 can be installed on any platform that
runs ENMS as long as it supports the Java Runtime Environment required
by Telephony Manager 3.1 Web applications. In this case, follow the steps
in this section.

In the case of coresidence, you must understand the prerequisites and
install Telephony Manager 3.1. The installation of Telephony Manager 3.1
automatically performs the OIT integration steps. Steps 1 through 6, as
shown in Procedure 44 "Checking the current configuration" (page 190), is
used to check the OIT.

Checklist for a Telephony Manager 3.1 installation on an existing ENMS

Procedure 44
Checking the current configuration

Step Action

1 log on to ENMS as Administrator.
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Check for the environment variable LNMSHOME.

View environment variables using the System option in Control Panel
on the Environment Variables tab. This variable holds the path of the
Optivity installation (typically, c:\Optivity\NMS). All the executables
are located in c:\Optivity\NMS\bin.

Check for the environment variable OITHOME.

This environment variable points to the Optivity Integration Toolkit
home directory (typically, C:\Optivity\oit). If unable to find OITHOME,
create it.

Copy Telephony Manager 3.1 OIT files to the appropriate
subdirectories in OITHOME.

All of the subdirectories under \Optivity\Oit\ on the Telephony
Manager 3.1 CD-ROM are copied to OITHOME.

Run LNMSHOMEN\bin\oitinstall -u <full path of TM 3.1 OIT file> for
every .oit file in the Telephony Manager Directory, where -u indicates
to upgrade ENMS. If the -u format is not specified, only a syntax
check is performed on the OIT file.

This command updates the ENMS database with the new definitions.

Proceed with Telephony Manager 3.1 installation, checking for
prerequisites (11S, for instance) as always.

—End—

About oitinstall

ENMS includes a program, oitinstall, that extracts the information that
ENMS needs for new device application support.

This information includes:

database schema definitions
MIB information
trap information

device management application launch points from within ENMS
applications

device discovery information

OIT definitions for Telephony Manager 3.1 reside in SOITHOME\OTM\otm.oit.
It also contains the file rfc1213.mib.
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The $OITHOME environment variable is typically C:\Optivity\oit on Windows
systems, and /usr/oit on UNIX.

What you do
OIT definitions are updated into ENMS by manually placing the OIT files into
the appropriate directories and starting oitinstall from the command line.

For Telephony Manager 3.1, Telephony Manager 3.1 server must be added
manually.

What OIT does
The oitInstall program does the following:

* Automatically stops and restarts all ENMS daemons (UNIX) or services
(Windows).

* Automatically backs up the ENMS databases, by default /usr/oit/oitdb
for UNIX, and C:\Optivity\oit\oitdb for Windows. The oitInstall program
automatically restores the database if the device support upgrade
installation fails.

* Updates ENMS with two new files: new device and device management
support, and deletes the database backup if the integration is successful.

Using ENMS InfoCenter
When Telephony Manager 3.1 is integrated with ENMS and the OIT
definition files, Telephony Manager 3.1 server objects must be added
manually to the resources folders in InfoCenter. The Telephony Manager
3.1 integration does not currently support Autodiscovery of these objects.

You must be logged in as administrator or root to perform this activity.

Configuring ENMS InfoCenter for Telephony Manager 3.1

Procedure 45
Configuring ENMS InfoCenter for Telephony Manager 3.1

Step Action

1 Create a Voice Management folder in InfoCenter to contain all of the
Voice Elements integrated into ENMS (Telephony Manager 3.1 in
this case).

2 Modify the default Properties of the Voice Management folder to

display the Optivity Telephony Manager objects added to this folder:

a. Right-click the Voice Management folder and choose Properties.
See Figure 103 "InfoCenter Resources" (page 193).

b. Open the Management server folder.
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c. Select Telephony Manager. See Figure 104 "InfoCenter Voice
Management Properties dialog box" (page 194).

d. Click Apply.

—End—

The wizards provided in ENMS 9.0.1 and later add new Telephony
Manager 3.1 servers to ENMS. These wizards automatically establish the
Device-Agent-Interface relationship in ENMS databases.

Figure 103
InfoCenter Resources
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Figure 104
InfoCenter Voice Management Properties dialog box
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Adding Telephony Manager 3.1 server object to ENMS InfoCenter
Add a Telephony Manager 3.1 server resource for every Telephony Manager
3.1 server that you integrate and monitor with ENMS.

If Access Control is enabled, you must have a valid local user account (user
name and password) and an ENMS user account to log on to InfoCenter.

Procedure 46
Logging in to InfoCenter

Step Action
1 From the Windows Start menu, choose Programs > Optivity >
InfoCenter.

The ENMS InfoCenter logon window appears.

2 Type the UserlD, password, and the name of the ENMS server, and
then click OK.

ENMS InfoCenter appears.

3 In the Folders pane, click the InfoCenter icon.
4 Double-click the Resources folder to open it.
5 A Telephony Managers folder appears.
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A Telephony Managers folder is created in ENMS InfoCenter to
contain all the Voice Elements integrated into ENMS.

6 Double-click the Telephony Managers folder to open it.

7 Modify the default view properties of the folder or you cannot view
the Telephony Manager 3.1 servers that are added to this folder.

Right-click the Telephony Managers folder and choose Properties.
Open the Management server folder. Select Telephony Manager,
and click Apply.

8 From the InfoCenter menu bar, choose File > New > Object.

The Object Properties dialog box appears with the Device tab
selected. See Figure 105 "InfoCenter Object Properties dialog box"
(page 196).

a. Inthe Label box, type a label for the new object.
b. Inthe Type box, select the Management servers object type.

c. Inthe Subtype box, select a Telephony Manager subtype for
the object.

d. Inthe IP address box, type the IP address of the object.
e. Click Private or Global.

Private lets the local user see the device. Global lets all users
see the new object.

f. Click OK.
A default switch icon appears for the Telephony Manager 3.1 server.

—End—
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e |

Figure 105
InfoCenter Object Properties dialog box
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Viewing Telephony Manager 3.1 server object properties

Procedure 47
Viewing Telephony Manager 3.1 server Object Properties

Step Action

1 In InfoCenter, open a folder in the Folders pane.

2 Select the Telephony Manager 3.1 server that you added.
3 From the InfoCenter menu bar, select File > Properties.

The Object Properties dialog box appears, displaying the properties
for the selected network object. Click OK.

—End—
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Modifying Telephony Manager 3.1 server object properties

Procedure 48
Modifying Telephony Manager 3.1 server Object Properties

Step Action

1 In InfoCenter, open a folder in the Folders pane.

2 Select the Telephony Manager 3.1 server that you added.
3 From the InfoCenter menu bar, select File > Properties.

The Object Properties dialog box appears, displaying the properties
for the selected network object.

4 Edit the object properties that you want. Click OK.

—End—

Starting Telephony Manager 3.1 Web applications
Telephony Manager 3.1 Web Application links are integrated with ENMS
when a Telephony Manager 3.1 server is added.

The Telephony Manager 3.1 system accessed can be connected remotely
through the network.

You can start Telephony Manager 3.1 Web applications by choosing
Configuration and selecting Telephony Manager from the shortcut menu on
the Telephony Manager 3.1 icon in Enterprise NMS InfoCenter. See Figure
106 "Starting Telephony Manager 3.1 Web applications" (page 198).

This action launches the default Web browser for your system and connects
to the Telephony Manager 3.1 Web server. See "Java Runtime Environment
for Telephony Manager 3.1 and Enterprise NMS" (page 198) for details

on JRE.
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Figure 106
Starting Telephony Manager 3.1 Web applications
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Java Runtime Environment for Telephony Manager 3.1 and Enterprise

NMS

Telephony Manager 3.1 Web applications require Java Plug-In 1.5.0_02 on
the client browser. Enterprise NMS uses JDK 1.1.x, which is older than the
version used by Telephony Manager 3.1.

JRE clash for Telephony Manager 3.1 and Enterprise NMS Web
clients

In both coresident and non-coresident situations, Telephony Manager 3.1
and Enterprise NMS applications cannot be launched simultaneously. The
successful launch of Telephony Manager 3.1 and Enterprise NMS Web
applications accessing JRE depends on the version of JRE currently loaded
in the system.

If a version of JRE that is different than 1.5 is loaded in the system and you
access Telephony Manager 3.1 Web applications, you are prompted to
install and load Java Plug-In 1.5.0_02 the first time that you try to connect to
the Telephony Manager 3.1 server. With the Java Plug-In 1.5.0_02 loaded,
Telephony Manager 3.1 Web applications load successfully.
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Starting Telephony Manager 3.1 Web applications 199

If a version of JRE that is higher than 1.2.2 is loaded on the system, then
Enterprise NMS Web applications that require JRE cannot be launched.
This can occur even when the lower version is installed, but not loaded,
on the system. To successfully launch Enterprise NMS Web applications,
you must remove the higher version of JRE, and run the JRE 1.2.2 setup
program.

JRE release specific to Apache Tomcat
Apache Tomcat is associated with the latest Java Runtime Environment
(JRE) installed on the server. If that release is removed from the server,
Tomcat fails. The user must update Tomcat to replace the JRE path with
a different path.

To update the Apache Tomcat path, as shown in Figure 107 "Apache
Tomcat Properties dialog" (page 200), follow Procedure 49 "Updating
Apache Tomcat path" (page 199).

Procedure 49
Updating Apache Tomcat path

Step Action

1 Go to Start > All Programs > Apache Tomcat 5.5 > Configure
Tomcat.

Select Java tab on the Apache Tomcat properties page.
Update Apache Tomcat path.
Click OK or Apply to save changes.

g A W N

Restart Apache Tomcat service.

—End—
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Figure 107
Apache Tomcat Properties dialog
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Web server
ENMS uses Apache Web server for its Web applications, whereas
Telephony Manager 3.1 uses Internet Information server (I1S).

Using FaultSummary
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Telephony Manager 3.1 filters and then forwards system traps to ENMS.

Because Telephony Manager 3.1 forms the main representative agent for
systems, all alarms received by ENMS result in the change of status state of
Telephony Manager 3.1 depicted in Optivity InfoCenter.

When ENMS and Telephony Manager 3.1 co-reside on the same server, the
Telephony Manager 3.1 Trap system disables its Trap server and instead
interfaces with the Optivity Trap server to receive traps.
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Upon receiving a system alarm (or other traps that it is configured to
handle), Telephony Manager 3.1 reformats it and forwards it to ENMS.
ENMS recognizes the trap (from OIT definitions) and is able to reflect the
changed status.

Procedure 50
Setting up FaultSummary

Step Action

1 Select Application Launch from InfoCenter’s top menu.

2 Select the Fault Summary application. See Figure 108 "Modify
Application Launch dialog box" (page 201).

3 While holding down the Ctrl and Shift keys, select the
Managementserver > Telephony Manager resource to enable
FaultSummary for Telephony Manager 3.1.

4 Click Apply.

—End—
Figure 108
Modify Application Launch dialog box
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Procedure 51
Launching FaultSummary

Step Action

1 Select the Telephony Manager 3.1 icon and use the right-click menu
to launch FaultSummary. See Figure 109 "Launch FaultSummary"
(page 202).
Figure 109

Launch FaultSummary
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—End—
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Configuring Telephony Manager 3.1

CAUTION

Service Interruption

Telephony Manager 3.1 is included in the device file to monitor the
alarms received from the Telephony Manager 3.1 server. When
Telephony Manager 3.1 coresides with ENMS, the trap server is
shared and both ENMS and Telephony Manager 3.1 receive and
process all traps. In this case, the number of traps is multiplied
and the trap server receives a large volume of traps, which can
cause the trap server to crash. To prevent this, you must modify
the natification script on the coresident Telephony Manager 3.1
system so that traps are not forwarded to the Telephony Manager
3.1 server.

The Telephony Manager 3.1 server must be set up to forward traps to
Enterprise NMS. Forwarded traps must be in the Telephony Manager 3.1
Open Alarm |l format to be recognized.

The Telephony Manager 3.1 Alarm notification application forwards traps of
interest to Enterprise NMS.

Sample scripts are provided with the Alarm Notification application, which
you can modify in the following ways to forward traps:

e Change the target IP to the address of the Enterprise NMS server.

» Select the severity of the traps that you want to forward: Critical, Major,
Minor.

* Modify the sample scripts to forward traps to Enterprise NMS.

Take care to translate the incoming trap to Telephony Manager 3.1 Open
Alarm 11, and set the proper device identification and error code fields.

These traps, when received by Enterprise NMS, result in a change of status
of Telephony Manager 3.1 and can be viewed through the Fault Summary.

Removing a Telephony Manager 3.1 server

Procedure 52
Removing a Telephony Manager 3.1 server

Step Action
1 In InfoCenter, open a folder in the Folders pane.
2 Select the Telephony Manager 3.1 server that you want to delete.
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3 From the InfoCenter menu bar, choose File > Delete. This action
deletes the object from ENMS.

—End—

Troubleshooting
If you do not see the OITHOME environment variable, you must manually
set it before installing Telephony Manager 3.1 or manually running oitinstall
to update the Enterprise NMS database.

If you do not see Managementserver type and Telephony Manager sub-type
on the Device — Add panel:

¢ Check to see if the OITHOME variable was set.

* Check to see if the Telephony Manager 3.1 OIT files are present and
in the correct folder.

* Check the oitinstall log file to verify that the Telephony Manager 3.1
entries were updated.

* You need to run oitinstall again.

If you cannot see the Telephony Manager 3.1 server that you have added:

* Check the View Properties of the folder to verify that it can display
Telephony Manager 3.1 servers.

If you cannot launch or connect to Telephony Manager 3.1 Web applications:

« Verify that the IP Address of the Telephony Manager 3.1 server entered
in InfoCenter is correct.

* Verify that the Telephony Manager 3.1 Web server is running.

* Verify that you have the proper Java Plug-In installed.

If you are not receiving traps from an Telephony Manager 3.1 server:

* Verify that the Telephony Manager 3.1 Alarm Natification application is
running and receiving traps.

* Verify that the Telephony Manager 3.1 Alarm Notification scripts are
configured to send traps to Enterprise NMS.

* Check the oitinstall log files to verify that the Telephony Manager 3.1
entries were updated.

* Check the status of Enterprise NMS daemons from Control Panel >
Services, or by typing optstatus -fe at the command prompt.
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If you cannot launch Fault Summary for Telephony Manager 3.1:

e Check the Application Launch entries. FaultSummary is enabled for
Managementserver > Telephony Manager.
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Integrating Telephony Manager 3.1 with
HP OpenView

Contents
This chapter contains information about the following topics:
"Overview" (page 207)
"Limitations" (page 208)
"Hardware and software requirements" (page 208)
"System integration” (page 209)
"Installation and configuration" (page 211)
Overview

This chapter provides information about the integration of the HP*
OpenView* (HP OV) Network Node Manager (NNM) management platform
with Nortel's Telephony Manager 3.1. It discusses the type of integration
supported. The included procedures provide detailed step-by-step
instructions on how to configure HP OV NNM to access Telephony Manager
3.1-related functionality and information.

Nortel's technical support for this feature is limited to support of the

two software files that are distributed with Telephony Manager 3.1,
OtmOpenAlarm.mib and OtmStMon.exe. These files are compatible with
the version of HP OpenView that was current at the time your Telephony
Manager software was released.
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Limitations

Figure 110
Telephony Manager 3.1 alarm integration with HP OpenView Network Node
Manager

Meridian 1

HP

OpenView

Network Telephony M1 Alarms Meridian 1
Node TM 3.1 Alarms Manager Device
Manager (TM)

(NNM)

CS1000

L

As seen in Figure 110 "Telephony Manager 3.1 alarm integration with HP
OpenView Network Node Manager" (page 208), Communication Server
1000 and Meridian 1 systems, Meridian Mail, and other devices send their
alarms to the Telephony Manager 3.1 server, which can then collect the
alarms and forward them to the NNM. The NNM appears the Telephony
Manager 3.1 alarms in its Alarm Browser and updates the color of the
Telephony Manager 3.1 object in the Network Map to reflect the current
status of the Telephony Manager 3.1 server, or the status of the devices the
Telephony Manager 3.1 server manages. In addition, you can also configure
the NNM to allow the network administrator easy access to the Telephony
Manager 3.1 server.

See Telephony Manager 3.1 System Administration (NN43050-601) for
information about configuring the Telephony Manager 3.1 server to forward
alarms to an external management station.

» coresidency is not supported for NNM and Telephony Manager 3.1 on
the same PC. However, for Web clients, if the appropriate version of JRE
is loaded in the system and the default Web browser is Internet Explorer,
both Telephony Manager 3.1 and HP OpenView Web applications can
be launched simultaneously.

e The Telephony Manager 3.1 server does not support auto-discovery
from NNM.

Hardware and software requirements
PC hardware requirements (HP OV PC)

Refer to HP OV NNM documentation for details.
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PC software requirements (HP OV PC)
 HP OV NNM Release 6.4.1(7.0.1)
* TM 3.1 Alarm Integration Package:
— Telephony Manager 3.1 Alarm MIB (OtmOpenAlarm.mib)
— Telephony Manager 3.1 Status Monitor (OtmStMon.exe)

Telephony Manager 3.1 software requirements (Telephony Manager
3.1 PC)

« Alarm Naotification application

*  Web-based alarm browser

System integration
HP OV NNM Network Map

On the NNM Network Map. See Figure 111 "HP OpenView Network Node
Manager Network Map" (page 209), a Telephony Manager 3.1 server
can be represented as an object. You can configure incoming events to
trigger a color change to the object icon to indicate the current status of the
Telephony Manager 3.1 server or of the devices monitored by the Telephony
Manager 3.1 server.

Figure 111
HP OpenView Network Node Manager Network Map

C2)134.177.222 Segment1

Map Edit View Perfosrmance Configuration Faul Tools Options Window Help

sl@lalel4] al 2]

default [ReadWite] | [Auto-Layout] 7

The Telephony Manager 3.1 Status Monitor (OtmStMon) is the program
that is used to update the color of the icon for a Telephony Manager 3.1
object. When the color is changed upon the receipt of an incoming event, a
message is also logged and appears in the NNM Alarm Browser to indicate
the status update.
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HP OV NNM Alarm Browser
You can display contents of incoming Telephony Manager 3.1 events in the
NNM Alarms Browser. See Figure 112 "HP OV NNM Alarms Browser"
(page 210).

Figure 112
HP OV NNM Alarms Browser
A AN Al Browyer = 1O x|
Fie fctions iew Help
kck Cor Severity Date/Time Source Massage

ERFEENN Tue Oct 24 19:11:52 hsclpOlk.us.nortel.com ovspnd managed process (netmon) has terminatad um:l
HEJEEIN Tue Oct 24 19:11:55 heelp0Zk us norcel com ovepmd managed process (overapd) has terminated ux
HRJEEE Tue Oct 24 12:11:55 hsclpOZk.us.nortel.com ovspud managed process (ovactiond] has terminated
HESEE Tue Oct 24 19:11:55 heclpOZk.us.norcel.com ovspmd managed process (ovcapsd) has terminated w
BRI Tue Oct 24 19:11:66 heelpOlk.us . norcel. com ovepmd mansged process (ovdbcheck) has terminated
HRSSE Tue Oct 24 19:11:56 hselp02k.us.nortel.com ovspnd managed process (ovalarmsev) has Eerminatec
_ Tue Det 24 L9:11:5€ haclpdik.us.nortel.com ovspmd managed process {ovsessionagr) has terminat

Minor Wed Oct 25 L6:06:19 134.177.222.210 Received svent .1.3.6.1.4.1.562.3.3.5.0.10 (enterp:

Mormal Wed Oct 25 L6:06:30 134.177.222 210 OTH Server Stacus Critical

Hinor Wed Oct 25 L6:40:14 124.177.222.210 Raceived svent .1.3.6.1.4.1.562.3.3.5.0.10 (encerps

Hormal Wad Oct 25 16:40:23 134.177.222.210 OTH Server Stacus Critical

Hinor Wed Oct 25 LE:42:01 134.177.222.210 Received event .1.3.6.1.4.1.56Z.2.2.5.0.10 (enterp:

Hormal Wed Dot 25 L6:42:10 134.177.222.210 OTH Server Status Critical

Minor Wed Dot 25 17:06:1% 134.177.222.210 Feceived avent .1.3.6.1.4.1.562.3.3.5.0.10 (enterp

Hormal Wed Oee 25 17:06:2% 134.177.222.210 OTH Server Srarus Criciczal -F
L3

|51 A - el 0 Mesoe 342 Minot 222 Wamming7 Mot 210 [3 acknowkedaed] %

You can also highlight a specific alarm message on the NNM Alarms
Browser, and right-click to display the message content in a separate
window. See Figure 113 "Alarm message content" (page 210). You can
then analyze the different variables and their values.

Figure 113
Alarm message content

Wed Now 01 17.0240
engwest baymetworks com ) :
OTM evert 136141 562501105 fertepie. 1 36141562 501, gsaric§ speciic 5. no emal i ropd corl. 12 g 1]

ok 2 pen Dperdism e
136 0 2000 [3] privat £ otrn ot otmOpenAlamObiects. 0O (Integer) o [4] pervate. s pi ol ot 0 Dzpects Space 0
wﬂ' perdlamibiect T, . 0 ctetStng] 100370 [6] otmOiperlaem Site.0
o [7] pitvale. seterprises w4 ridarmil 4
L 3] privisty rEped.nt. wects, otm{rige e ingl 134177.222.210 0]
e e . e o e T :

Telephony Manager 3.1 Web Access

Procedure 53
Accessing the Telephony Manager 3.1 server from NNM

Step Action

1 Highlight the Telephony Manager 3.1 object on the Network.

2 Select Tools > Web Browser > server Home Page Figure 114
"Telephony Manager 3.1 Web Access" (page 211).
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Figure 114
Telephony Manager 3.1 Web Access

(2134.177.222 Segment1

Map Edit View Performance Configuration Fault IS Options  Window ]:{a_b

Remote Power O
L | @ | A | D | % Lemmcomecttons
~ HP OpenView Launcher
(7]
[ —=]
OTM 210
default [Read-Wiits] [Auto-Lapout] v

Your default Web browser is brought up with the Web-based
Telephony Manager 3.1 interface. You can log on to the Telephony
Manager 3.1 Web and access the various Telephony Manager 3.1
applications including the Telephony Manager 3.1 Alarm Browser.

—End—

Installation and configuration
Telephony Manager 3.1 Alarm Integration Package (HP OV PC)

1. Copy the OtmStMon.exe to the Openview/bin ($OV_BIN) directory.
2. Copy the OtmOpenAlarm.mib to the directory $OV_SNMP_MIB/Ven-
dor/Nortel. Create this directory if it does not already exist.

HP OV NNM (HP QV PC)
The following configuration procedures are performed while NNM is running:

Procedure 54
Installing Telephony Manager 3.1 Alarm MIB

Step Action

1 Select Options > Load/Unload MIBs: SNMP. See Figure 115
"NNM Load/Unload MIBs" (page 212).
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Figure 115
NNM Load/Unload MIBs

(£)134.177.222. Segment1

Map Edit View Performance Configuation Faul Tools a0 !{rdmv{ﬂeh
Al @ | A D | € Bencomenm

Data Collection & Thresholds: SNMP. [
MIB Application Buider: SNMP

Load/Unload MIBs: SNMP

umk Poi_'lg Conﬁg.l&m IPAPX
License Password

| defadlt [Read Wiite] [ Puto-Layout] 7

2 Click Load in the Load/Unload MIBs dialog box. See Figure 116
"Load/Unload MIBs" (page 212).

Figure 116
Load/Unload MIBs

Load/Unload MIBs:SHNMP |

Loaded SNMP MIBs:

ifc1902-SNMPY2-S M Load...
fe1903-SNMPY2-TC

tfc1906-SNMPY2-TM
tfe1907-SNMPY2-MIB
IANAIT ype-MIB
tfe1213-MIB-I
ifc2011-IP-MIB Close
#c2012-TCP-MIE

ifc2013-UDP-MIB Help
#c2233-IF-MIB

trap.mib

UriGad

i

3 Open the OtmOpenAlarm.mib file. See Figure 117 "Load MIB"
(page 213).
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Figure 117
Load MIB

Load/Unload MIBs:SNMP /7 Load MIB from File 7| x]
Laok jn: [*_j MortelNetworks LI ﬁl

El_] OtmDpendlarrms

File name:  |OtmOpendlarms Open
Files of type: [l Files () = Cancel |

The Telephony Manager 3.1 alarm MIB definitions are now loaded
into the NNM’'s MIB database.

—End—

After the Telephony Manager 3.1 Alarm MIB is loaded, actions must be
defined through the NNM Event Configuration for each Telephony Manager
3.1 event. (See Procedure 55 "Configuring an event” (page 213).

Procedure 55
Configuring an event

Step Action

1 Select Options > Event Configuration. See Figure 118 "NNM Main
Menu - Event Configuration" (page 214).
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Figure 118
NNM Main Menu - Event Configuration

(£134.177.222.Segment1
Map Edit Miew Performance Configuiation Fault Tools QUSUHEN \Window Help
: SNMP Configuration
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Data Collection & Thresholds: SNMP |
MIB Apphication Builder: SNMP
Load/Unioad MiBs: SNMP
I Network Peling Configutatior: [P/IFX
NT _LWEmd
=]
[0TM 127]
defaul [Flead Wite] [ [AutoLayout] 7
2 Locate and select otmOpenAlarmEp from the list of Enterprises.
See Figure 119 "Event Configuration" (page 214).
Figure 119
Event Configuration
A Event Configuration - (O] x]
Eile Edt View Help
Enterprises:
Name [ Identifier I =
dmtfSystemR eset T able 1.36.1.41.41224.48
dmtfTemperatwreProbeTable  1.3.6.1.4.1.412.2.4.54
dmifUPSBatteryT able 1361414122452
dmtiVolageProbeT able 1361414122453
ENTERPRISES 136141
ManageX 1.36.1.41.2427
Dpe'\fiew 1.36.1.41.11.217.

0.1,

mon 13612116
snnpTraps 136163115

<]

Events for Enterprise otmOpendlamEp (.1.3.6.1.4.1.56250.1.1 )

Name [ Identifier | Sources

otmDpendlarmClear Specific 6 ALL SOURCES
otmOpendlarminfo Specific 5 ALL SOURCES
otmOpendlarmiy arning Specific 4 ALL SOURCES
otmOpendlarmiMinor Specific 3 ALL SOURCES
otmOpendlarmi ajor Specific 2 ALL SOURCES
otmOpendlarmCritical Specific 1 ALL SOURCES

4| | »

There are six events defined for the otmOpenAlarmEp Enterprise.
For each event, you configure the desired actions to be taken if the
event occurs.
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Use the Telephony Manager 3.1 Major Alarm event
(otmOpenAlarmMajor, Specific 2) as an example:
3 Double-click the corresponding entry on the list.

The Modify Events dialog box appears. See Figure 120 "Modify
Events - Description" (page 215).

Figure 120
Modify Events - Description

Modify Events |

Description ] Sourcesl Event Message] Actionsl Forwatdingl

Event Name: Enterprise:

otm0 pendlarmbajor |othpenAlalmEp
Generic Trap: Specific Trap Number:
IEnterprise Specific |2
_Qescription:

Long Descr.:

b
The OTM Dpen &larm Trap with a severity A

of major(2).

This trap is intended to be internationalizable,
hence, it contains no natural language text. L’

| 0K I Cancel I Aoply | Help l

4 Select the Event Message tab. See Figure 121 "Modify Events -
Event Message" (page 216).
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Figure 121
Modify Events - Event Message

Modify Events |

Descriptionl Sources Event Message |Aclicns] Folwardingl

Actions:
" Don't log or display
" Log only
(' Log and display in category: [EYEIYIEIN

Severity;

|Maior ﬂ

Event Log Message:

|D TM event $o [enterprise:$e generic:$G specific:$5), $8 args: $*

OK Cancel Anply Help

5 Configure the following:
a. Actions: Select Log and display in category: Status Alarms.

This enables the display of the incoming event message in the
NNM Alarm Browser.

b. Severity: Select Major for this event.
c. Event Log Message: Enter the following default text:

Telephony Manager 3.1 event $o (enterprise:$e generic:$G
specific:$S), $# args: $*

The displayed message shows the contents of the event
message. See Table 12 "Legend for variables in the Event Log
Message" (page 217) for other variables.

You are allowed to display any message that you choose in the
Alarm Browser.

—End—

The following table provides the legend for $ variables in the Event Log
Message.
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Table 12
Legend for variables in the Event Log Message

$o Print the name (object identifier) of the received event as a string
of numbers.

$e Print the trap enterprise as an Object ID string of numbers. This
number is implied by the event object identifier for non-SNMPv1
events.

$G Print the trap’s generic-trap number. This number is implied by the
event object identifier for non-SNMPv1 events.

$S Print the trap’s specific-trap number. This number is implied by the
event object identifier for non-SNMPvV1 events.

$# Print the number of attributes in the event.

$* Print all the attributes as seq name (type): value strings, where seq

is the attribute sequence number.

If you also want the color of the object on the map to change to reflect

the occurrence of the incoming event, you can also invoke the Telephony
Manager 3.1 Status Monitor (OtmStMon.exe) by specifying a call to it under
the Actions item. See Figure 122 "Modify Events - Actions" (page 218).
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Figure 122
Modify Events - Actions
A Event Configuration _ (O] x|
File Edt Yiew Help
C onbmermminmas
Modify Events |

Desctiplionl Sourcasl Event Message Actions IFumarcingI

LCommand for &utomatic Action: (optional]
| OtmStMon $4 "Major”

Popup Window Message: (optional]

[ ok | cacel | oy | Hep |

Telephony Manager 3.1 Status Monitor

The Telephony Manager 3.1 Status Monitor enables you to change the color
of the Telephony Manager 3.1 object on the Network Map to reflect the
current status of the server. In addition, a message is also logged onto the
HP OV NNM Alarm Browser to indicate the status change.

OtmStMon is written in C and makes use of the HP OV ovevent application.
OtmStMon takes in two parameters: an object’s selection name and a
textual representation of the new status (for example, Critical or Normal).

If ovevent cannot locate an object on the current Network Map with the
specified selection name, an error message appears. Therefore, if a
Telephony Manager 3.1 object is not defined in the Network Map, OtmStMon
are not invoked for an event.

The invocation format for OtmStMon is as follows:
OtmStMon <selection_name> <object_status>

where

<selection_name> is HP OV NNM'’s unique selection name for an object
item on the Network Map.
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<object_status> is one of the following textual strings: Unknown,
Normal, Warning, Minor, Major, Critical, Restricted, Testing, Disabled,
Managed, Unmanaged.

If the Telephony Manager 3.1 Status Monitor is not called, then the color
of the object that appears on the Network Map does not change for the
incoming event.

If no object is defined for the Telephony Manager 3.1 server on the Network
Map, a call to Telephony Manager 3.1 Status Monitor results in an error.
Therefore, do not specify calls to OtmStMon if there is no Telephony
Manager 3.1 server defined on the Map.

A call to the Telephony Manager 3.1 Status Monitor results in a message,
in addition to the original incoming event message, appearing in the NNM
All Alarms Browser. See Figure 123 "All Alarms Browser" (page 219). This
message is logged whenever the Telephony Manager 3.1 Status Monitor
changes the color of an object.

Not every incoming Telephony Manager 3.1 event necessitates the changing
of the object’s color. For example, a minor or info event may not need to
alert the customer. In these cases, the customer may want to configure
these events in such a way to simply log the incoming event message and
not call OtmStMon.

Figure 123
All Alarms Browser

A Al Alaims Biowsei

Ele Actions iew Help

Ack Cor Severity Dace/Time Source Hessage
[ Hormal Mon Oct 30 16:43:33 puphkzsS.engwest.baynetvorks.com OTH event .1.3.6.1.4.1.562.50.1.1.0.5/a]
Normal Mon Oct 30 16:43:32 pupkzsS.engwest.baynetworks.com OTH Server Status Minor

Hormal Mon Oct 30 16:43:38 pupkzsS.enguest.baynetvorks.com OTH evenc .1.3.6.1.4.1.562.50.1.1.0.5
Normal Mon Oct 230 16:43:3%8 papkssS. engwest.baynetworks.com OTM Server Status Minor

Hormal Hom Qct 30 16:47:02 pupksz#S.engwest.baynetvorks.com OTH event .1.3.6.1.4.1.562.50.1.1.0.5
Mormal IMon Det 30 1 9 papkzsS.enguwest.baynetvorks.com OTH Server Status Minor
Normal 0 30 1 ] 0 1.3.6 1
Hormal

=

70 of 965 Alums - Critical 1 Magor:3 Minoc 0 Waming 0 Nomal65 [3 acknowledged] Fiters: Souce

Procedure 56
Setting up a Telephony Manager 3.1 server object on the Network Map

Step Action

1 Locate the appropriate place in the Network Map for the Telephony
Manager 3.1 server.

2 Select Edit > Add Object. See Figure 124 "NNM Edit - Add Object"
(page 220).
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Figure 124
NNM Edit - Add Object
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3 Select Computer from the Symbol Classes in the Add Object
Palette dialog box. See Figure 125 "Add Object Palette dialog box"
(page 220).

Figure 125
Add Object Palette dialog box

Add Object Palette

Symbol Classes:

S

Symbol Subclasses for Class Computer:

IDlag a Subclass Symbol to the desired Submap.

Close Help
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4 Select and drag the standard WindowsNT icon from the Symbol
Subclasses. See Figure 126 "Add Object Palette dialog box II" (page
221) onto the appropriate location on the Network Map.

The Add Object dialog box appears.

Figure 126
Add Object Palette dialog box Il

5 Fill in the Label field (Telephony Manager 3.1 server-A in this
example). See Figure 127 "Add Object dialog box" (page 222).
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Figure 127
Add Object dialog box

OTM Serverd |

Em‘r’gﬁz‘: os Set Obfect Attibutes..,
IP Map

OTM Serverd |

6 Select IP Map under Object Attributes, and click Set Object
Attributes. See Figure 128 "Add Obiject - IP Map" (page 223).

Nortel Communication Server 1000
Telephony Manager 3.1 Installation and Commissioning
NN43050-300 01.07 Standard
5.0 3 June 2009
Copyright © 2003-2009, Nortel Networks



Installation and configuration 223

Figure 128
Add Object - IP Map

7 Select and enter the Hostname, IP Address, and Subnet Mask. See
Figure 129 "Add Object - Set Attributes dialog box" (page 224).
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Figure 129
Add Object - Set Attributes dialog box

*Hosthame : prapkzs5. engwest baynetworks.com
1P Address 134177222127

Subnet Mask : 25h.255.256.0

Physical &ddress :

8 Click OK. You are returned to the Add Object dialog box. In the
Selection Name field, enter the same value as that of the Hostname
in the previous step (pmpkzs5.engwest.baynetworks.com in this
example). See Figure 130 "Add Object - Selection Name" (page
225).
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Figure 130
Add Object - Selection Name

9 Click OK. The object is created on the Network Map.

CAUTION

Service Interruption

The value for Hostname must be the domain name server
(DNS) representation of the IP address (if the IP address
can be resolved locally). Use the command nslookup
to retrieve the DNS representation if you do not already
know it. See Figure 131 "nslookup command" (page 226).
If the IP address cannot be interpreted locally, then enter
the dotted decimal representation.
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Figure 131
nslookup command

% Command Prompt M= E3

osoft{R> Windows NT{TM>
pyright 1985-1996 Microsoft Corp.

7?.222.127

ortel.com

pmpkzsh .engwest . baynetworks .com
134.177.222.127

10 If you want to indicate the status of the Telephony Manager 3.1
server through the color of the object on the map, be sure to set the
Status Source under Symbol Properties to Object. See Figure 132
"NNM Main Menu - Symbol Properties" (page 226) and Figure 133
"Symbol Properties dialog box" (page 227)).

Figure 132
NNM Main Menu - Symbol Properties

29134.177.222 Segment]
Map Edit View Performance Configurstion Fault Tools Options Window Help

Al 2]+8 @ £

Symbol OTM 127

default [Read"Wiite] | autoLayout] 7
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Figure 133
Symbol Properties dialog box

i M senElare) G S el gl ==

—End—

The Management URL can also be configured to access the Telephony
Manager 3.1 server See Figure 134 "Object Properties dialog box" (page
228) and Figure 135 "Attributes for Object dialog box" (page 229). For
an object on the Network Map, under General Attributes in the Object
Properties dialog box, follow the procedure Procedure 57 "Configuring
Telephony Manager 3.1 Web server Access" (page 228).
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Procedure 57
Configuring Telephony Manager 3.1 Web server Access
Step Action

1 Enter the address (IP address or the DNS name) of the Telephony
Manager 3.1 server in the ManagementURL field.
2 Set iSHTTPSupported to True.

Figure 134
Object Properties dialog box

Object Properties X

Attributes:
Capabiites Editetibutes.. |

General Attributes

IP Map

Selection Name:
|pmpk235. engwest baynetworks.com Set Selection Name. ..

Qomer&s:

0K Cancel | Heb |
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Figure 135
Attributes for Object dialog box

Attributes for Object pmpkzs5 engwest_baynetworks.com x| I

General Attributes
Name [ Value |
ShMPAgent Unset

isHTTPSupparted  Tiue

isHTTPManaged  False

*ManagementURL  pmpkzs5.engwest baynetworks.com
isService False

vendor Unset

isSNMPSupported  False

isSNMPPraxied False

isADMISupported  False

Messages:
'/ alues for these attibutes are not verified. If you want to save a modified

wvalue, press OK; otherwise press Cancel. Changes take effect when you OK
the Object Properties.

oK ey Cancel Help

—End—

Telephony Manager 3.1 configuration (Telephony Manager 3.1 PC)
Refer to the Alarm Management section in Telephony Manager 3.1 System
Administration (NN43050-601) for information about configuring the
Telephony Manager 3.1 server to forward SNMP traps to HP OV NNM or
other remote systems.
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Converting Systems in Telephony
Manager

Contents

Overview

This chapter contains information about converting the following:
Procedure 58 "Converting a CS 1000S to CS 1000E CPPM" (page 232)

Procedure 59 "Converting a CS 1000M Cabinet/Chassis to CS 1000E
CPPM " (page 232)

Procedure 60 "Converting a Meridian 1 system to CS 1000M/E system"
(page 233)

Procedure 61 "Converting a Branch Media gateway CS 1000M
Cabinet/Chassis system to CS 1000E CPPM" (page 233)

This chapter contains information about how to convert systems in
Telephony Manager 3.1. There is no automatic conversion utility in
Telephony Manager, so the user must manually convert the system. This is
a one-time operation.

ATTENTION
During conversion, it is possible that the set TN license limit is temporarily
exceeded, prompting a warning message that this has occurred. No action
is required. Once the old system is deleted, after verification that the data in
the new system is correct, the number of set TN licenses should return to the
pre-conversion number.

To convert a CS 1000S system to CS 1000E CPPM in Telephony Manager,
follow Procedure 58 "Converting a CS 1000S to CS 1000E CPPM" (page
232).
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Procedure 58
Converting a CS 1000S to CS 1000E CPPM

Step Action
1 Perform backup of TBS and Traffic data.
2 From Telephony Manager Navigator, add a new CS 1000M/E

system. See "Adding a System" section in Telephony Manager 3.1
System Administration (NN43050-601).

3 Retrieve all Station, List Manager, and ESN data from the switch.

4 Restore TBS and Traffic data from the backup location. See to
"Backup and Restore" section in Telephony Manager 3.1 System
Administration (NN43050-601).

5 Verify that the data is correct for the new CS 1000E CPPM system.
6 Delete the old CS 1000S system from Telephony Manager.

—End—

To convert a CS 1000M Cabinet/Chassis system to CS 1000E CPPM
in Telephony Manager, follow Procedure 59 "Converting a CS 1000M
Cabinet/Chassis to CS 1000E CPPM " (page 232).

Procedure 59
Converting a CS 1000M Cabinet/Chassis to CS 1000E CPPM

Step Action
1 Run Update System Data in the system window.
2 Retrieve all Station data from the switch.

Before retrieving the Station data, ensure that all the telephone
records are in Sync status Transmitted (use Global Edit, if required).

—End—

To convert a Meridian 1 to CS 1000M/E, follow Procedure 60 "Converting a
Meridian 1 system to CS 1000M/E system" (page 233).
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Procedure 60
Converting a Meridian 1 system to CS 1000M/E system

Step Action

1 Select Signaling server present check box in the Network tab.

2 Run Update system data from the system window.

3 If the old system is Meridian 1 11C Cabinet/Chassis and if the new
system is CS 1000E CPPM, then retrieve all Station data from the
switch.

Before retrieving the Station data, ensure that all the telephone
records are in Sync status Transmitted (use Global Edit, if required).

—End—

To convert a Branch Office CS 1000M Cabinet/Chassis to CS 1000E CPPM,
follow Procedure 61 "Converting a Branch Media gateway CS 1000M
Cabinet/Chassis system to CS 1000E CPPM" (page 233).

Procedure 61

Converting a Branch Media gateway CS 1000M Cabinet/Chassis system to
CS 1000E CPPM

Step Action
1 Run Update system data from the system window.
2 Retrieve all Station data from the switch.

Before retrieving the Station data, ensure that all the telephone
records are in Sync status Transmitted (use Global Edit, if required).

—End—

ATTENTION
If the Meridian 1 11C Cabinet/Chassis system or CS 1000M Cabinet/Chassis
system has a survivable cabinet or survivable media gateway attached, and if the
system is converted to CS 1000E CPPM, then the media gateways will be deleted
from Telephony Manager during update system data.
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Uninstalling Telephony Manager 3.1

Contents
This chapter contains information about the following topics:
"Overview" (page 235)
"Uninstalling Telephony Manager 3.1" (page 235)
Overview

This chapter contains information about using Uninstall to remove software
that is no longer needed, or that has become damaged or was incorrectly
installed.

In Telephony Manager 3.1, the installation application is flexible, permitting
uninstallation of both Telephony Manager Client and Telephony Manager
Server separately when they are not accessible to each other.

Previously, the user could uninstall the Telephony Manager Server when
there were no clients, and uninstall the Telephony Manager Client prior to
uninstalling the Telephony Manager Server.

The enhanced installation application permits the additional uninstallation
situations:

* The Telephony Manager 3.1 Server can be uninstalled prior to
uninstalling the Telephony Manager Clients.

* The Telephony Manager Client can be uninstalled when the Telephony
Manager Server is not accessible or is already uninstalled.

Uninstalling Telephony Manager 3.1
When the Telephony Manager Client and Telephony Manager Server are
not accessible to each other, uninstallation of either can be performed.

Maintenance mode
With Telephony Manager 3.1 successfully installed, run Setup.exe from the
installation CD ROM to enter the InstallShield Wizard Maintenance mode
(see Figure 136 "Maintenance mode" (page 236)).
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Figure 136
Maintenance mode

Nortel CS 1000 Telephony Manager - InstallShield Wizard

program

ne to the Nortel CS 1000 Telephony Manager Setup Maintenance program. This program
wdify the cument installation. Clic of the opti low.

O Madily

Select new program fea » add or select curently installed features

Reinztall &l program feature: ed by the pre setup except PostgreSOL.

b uninstalled by
wove Programs

InstallShidd

Maintenance mode provides the following options:

* Modify: Using the modify option, the user can perform an install and
uninstall of Telephony Manager 3.1 components such as Web Help.

* Repair: The Repair option performs a reinstall of the existing installation,
application files of the existing installation without modifying the data
files.

e Uninstall: The Uninstall option performs an uninstall of the Telephony
Manager 3.1 installation. A warning is issued and the user is prompted
to proceed. Upon completion, the Uninstall Complete window appears
(see Figure 144 "Uninstall Complete" (page 242)).

Upon completion of the selected Maintenance operation, the Maintenance
Complete window appears (see Figure 137 "Maintenance Complete" (page
237)),
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Figure 137
Maintenance Complete

Nortel CS 1000 Telephony Manager - InstallShield Wizard

stalled Mortel CS 1000 Telephony Manager. Before
our computer

O vas, | want lo restat my computer now.

® Mo, | wall restant my computer later

InstaliShizld ] Cancel

Uninstallation of Telephony Manager Client or Telephony Manager
Server

The Telephony Manager client or Telephony Manager Server can be

uninstalled separately, regardless of whether or not they are accessible to
each other.

Procedure 62
Uninstalling Telephony Manager Server with no clients associated
Step Action

1 Select the Uninstall radio button from the Telephony Manager
InstallShield Wizard, as shown in Figure 138 "Telephony Manager
InstallShield wizard" (page 238).
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e

Figure 138
Telephony Manager InstallShield wizard

Nortel £5 1000 Telephony Manager - InstallShield Wizard

Welcome
y Marienance piogram This progeam

vy

Select new program lealures to add or setect cumently inslalled lealuses to remove

Reratal sl program leatuses instaled by the previous setup

If no clients are associated prior to uninstallation of the Telephony
Manager Server, a confirmation message displays, as seen in
Figure 139 "Telephony Manager Server uninstall confirmation--no
client" (page 238).

Figure 139
Telephony Manager Server uninstall confirmation--no client

Nortel €S 1000 Telephony Manager - InstallShield Wizard x|

Do you want to completely remove the salacted application and ol of s features?

e |

2 Click Yes to continue the Telephony Manager Server uninstallation.
3 Click No to cancel the uninstallation.
—End—
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Procedure 63
Uninstalling Telephony Manager Server with clients associated

Step Action

1 Select the Uninstall radio button from the Telephony Manager
InstallShield Wizard, as shown in Figure 138 "Telephony Manager
InstallShield wizard" (page 238).

If any clients are associated with the server prior to uninstallation, a
confirmation message displays, as seen in Figure 140 "Telephony
Manager Server uninstall confirmation--with clients" (page 239).

Figure 140
Telephony Manager Server uninstall confirmation--with clients

Nortel CS 1000 Telephony Manager - InstallSheild Wizs |

Please note that 2 clients are associated with this server.
Continuing this uninstallation will cause client Functionality to Fail,
Click "Yes" to continue uninstallation and "No" to exit the setup.

Yes
2 Click Yes to continue the Telephony Manager Server uninstallation.
3 Click No to cancel the uninstallation.

—End—

When clients are associated with the server, uninstallation of the server
creates problems in the functionality of the client. In this case, the
functionality of the Telephony Manager Client fails.

Procedure 64

Uninstalling Telephony Manager Client if able to access Common Data path
of Telephony Manager Server

Step Action

1 Select the Uninstall radio button from the Telephony Manager
InstallShield Wizard, as shown in Figure 138 "Telephony Manager
InstallShield wizard" (page 238).
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If the Telephony Manager Client can access the Common Data
path of the Telephony Manager Server during uninstallation, a
confirmation message displays, as shown in Figure 141 "Telephony
Manager Client uninstall confirmation--with access to the server"
(page 240).

Figure 141
Telephony Manager Client uninstall confirmation--with access to
the server

Nortel CS 1000 Telephony Manager - InstallShield Wizard x|

Do you wank to completely remave the salacted application and all of &s features?

T | [

2 Click Yes to continue the Telephony Manager Client uninstallation.
3 Click No to cancel the uninstallation.
—End—

Procedure 65

Uninstalling Telephony Manager Client if unable to access Common Data
path of Telephony Manager Server

Step Action

1 Select the Uninstall radio button from the Telephony Manager
InstallShield Wizard, as shown in Figure 138 "Telephony Manager
InstallShield wizard" (page 238).

If the Telephony Manager Client can not access the Common Data
path of the Telephony Manager Server during uninstallation, a
confirmation message displays, as shown in Figure 142 "Telephony
Manager Client uninstall confirmation--with no access to the server"
(page 240).

Figure 142
Telephony Manager Client uninstall confirmation--with no access to
the server

Nortel CS 1000 Telephony Manager - InstallSheild Wizard B x|

Server is unavailable, If you proceed with the uninstall of the client, you will have to manually delete
the client from Navigator -> Utilities on the server. Do you wish to continue?

i || e
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T

2 Click Yes to continue the Telephony Manager Client uninstallation.
3 Click No to cancel the uninstallation.
—End—

Procedure 66
Deleting client information on the server manually

Step Action
1 Select Navigator > Utilities > Manage.
2 Select appropriate client.

3 Click delete.

ATTENTION

A client IP can be deleted if you do a fresh installation of Telephony Manager 3.1.

The only way to restore a deleted client is to reinstall the Telephony Manager
software on the client PC.

—End—

Reasons the Telephony Manager Client fails to map the Common Data path
of the Telephony Manager Server are:

* The Telephony Manager Server is uninstalled.
e The Telephony Manager Server is not accessible, due to hard disc crash.

* The network between the Telephony Manager Server and the Client
is down.

* The Telephony Manager Server is shut down.

Uninstall using Add/Remove Programs
Telephony Manager 3.1 can also be uninstalled by using the Add/Remove
Programs window. A confirmation dialog box appears (see Figure 143
"Uninstall confirmation” (page 242)).
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Figure 143
Uninstall confirmation
Telephony Manager 3.0 - Instalshield Wizard

Do wou want to completely remove the selected application and all of its features?

The CND components, if installed, are not removed during a Telephony
Manager uninstallation. The machine requires a reboot after the uninstall is
performed.

Upon completion of the uninstall operation, the Uninstall Complete window
appears (see Figure 144 "Uninstall Complete" (page 242).

Figure 144
Uninstall Complete

Nortel CS 1000 Telephony Manager - InstallShield Wizard

led Moitel CS 1000 Telephony Manager. Before
compuier

O ves, | want to restat my computer now,

9 Mo, | will restart my computer later

stall or upgrade

InstaliShizld < Back N Finish ; Cancel
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Windows 2000 Server reference

Contents
This chapter contains information about the following topics:
"Overview" (page 243)
"Installing Telephony Manager 3.1 on Windows 2000 Server" (page 243)
"Installing Network Adapter software" (page 246)
"Testing network cards" (page 253)
Overview

This chapter describes Windows® 2000 installation. Due to hardware and
software differences, this example may not match your installation.

If a certain component is already correctly installed, then skip the installation
of that component.

Installing Telephony Manager 3.1 on Windows 2000 Server
Hardware compatibility check
Check all hardware against the documentation available on Microsoft's Web
site at www.microsoft.com/windows2000/support/onlinedocs/default.mspx.

Running the Windows setup program

Procedure 67
Installing the Windows server by using the Windows setup program

Step Action

This procedure shows you how to install Windows server using the setup
program:

1 Make sure the first bootup option on CD-ROM in the BIOS is enabled.
2 Insert the Windows server setup CD-ROM into the CD-ROM drive.
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3 Boot the system.

4 In the Windows server Setup Welcome dialog box, press Enter to
set up the Windows server.

5 In the Windows Licensing Agreement dialog box, press Page Down
to go to the bottom of the page, and then choose F8.

6 Press C to create a partition, and then type the size of the partition
that you want to create.

7 Use the up and down arrow keys to select the partition created on
the first disk in step 6.

8 Press Enter to set up Windows server on the selected partition.

9 Use the up and down arrow keys to select Format partition using the

NTFS files system, and then press Enter.

10 Wait while the setup program formats the partition. This takes
several minutes.

11 Wait while the setup program copies files to the Windows installation
folders. This takes several minutes.

12 Reboot the system.

When the system reboots, press F2 to instruct the system to boot
from the hard drive instead of the CD-ROM.

—End—

Installing Windows server components

Procedure 68
Installing Windows server components

Step Action

Windows server setup continues after the reboot.

1 The Installing Devices dialog box appears. This takes several
minutes.
2 The Regional Settings dialog box appears. Select the default values

or configure as needed, and then click Next.

3 The Personalize Your Software dialog box appears. Enter your name
and the name of your organization, and then click Next.
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4 The Your Product Key dialog box appears. Enter the product key,
and then click Next.

5 The Licensing Modes dialog box appears. Select the default value, or
choose Per server or Per Seat, as appropriate, and then click Next.

6 The Computer Name and Administrator Password dialog box
appears. Enter the computer name and the administrator password,
and then click Next.

7 The Windows Components dialog box appears. Select the default
values or select specific components, as appropriate, and then click
Next.

8 The Date and Time Settings dialog box appears. Adjust the Date,

Time, and Time Zone, as appropriate, and then click Next.

9 Wait for the Network Settings dialog box to appear. This takes
several minutes.

10 When the Network Settings dialog box appears, accept the default
value, Typical Settings, and then click Next.

11 The Workgroup or Computer Domain dialog box appears. Make the
appropriate selection, and then click Next.

12 Wait while the set up program installs components. This takes
several minutes.

13 Wait while the set up program performs final tasks. This takes
several minutes.

14 The Completing the Windows Setup Wizard dialog box appears.
Click Finish to reboot the system.

—End—

Allowing Telephony Manager 3.1 client access without constant server
log on (optional)
Telephony Manager windows and Web clients require an administrator
account to be logged into the server at all times, since it uses the identity of
the logged-in user for access.

To allow Telephony Manager 3.1 client access without logging into the
server at all times, the following configuration change for Windows server
is required.
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Procedure 69

Allowing Telephony Manager 3.1 client access without constant server log
on (optional)

Step Action

1 log on to the Windows server.

2 Go to Start > Programs > Administrative Tools > Component
Services.

3 From the Component Services window, expand Computers > My
Computer > COM+ Applications.

4 Select Telephony Manager 3.1 Application, and open the
Properties window.

5 Select the Identity tab and click on the This User radio button.

6 Enter the local administrator account and password.

7 Click OK.

ATTENTION

This procedure works for all applications except DECT.

—End—

Installing Network Adapter software
Before configuring the network adapters, make sure that the adapters
are inserted properly into the slots and RJ45 cables are plugged into the
adapters. The Nortel server Subnet Interface card is recommended to install
on the top PCI slot and ELAN subnet on the second-from-the-top PCI slot.

Procedure 70
Installing Network Adapter software

Step Action

1 In Windows 2000 Setup, verify that the Wired to the network check
box is selected, and then click Next.

2 In the Install Microsoft Internet Information server dialog box, clear
the box, and then click Next.

3 Click Select from the List in the Network Adapter dialog box.
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4 Click Have Disk and insert the CD from the manufacturer (shipped
with the network card). Click OK and select the appropriate driver
from the list. Click OK to continue.

5 The next widow appears your LAN card. Because the server has two
LAN cards, click on Select from the list to install the Nortel server
Subnet Interface card driver, and follow the previous step to install
the Nortel server Subnet Interface card.

6 In the Network Protocol dialog box, only select TCP/IP protocol,
and then click Next to continue.

7 In the Network Services dialog box, you see the following services:
* RPC configuration
* NetBIOS Interface
*  Workstation

* server
Click to select the desired services.
8 Click Next to install selected components.

9 Click OK for Adapter Properties.

10 If the ELAN subnet card is the same type as the previously installed
Nortel server Subnet Interface card, the following message can
appear: "A network card of this type is already installed in the
system. Do you want to continue?" Select OK.

11 The Adapter Properties dialog box appears for the second LAN
card. Click OK to continue.

—End—

Configuring TCP/IP
"Typical configurations" (page 277) in Appendix A for information about
different network configurations that are possible with Telephony Manager
3.1

Procedure 71
Configuring TCP/IP settings on a Windows server

Step Action

1 Choose Start > Settings > Network and Dialup Connections.
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2 In the Network and Dialup Connections dialog box, right-click the
Local Area Connection icon, and then select Properties.

3 In the Local Area Connection Properties dialog box, click to select
Internet Protocol (TCP/IP), and then click Properties.

The Internet Protocol (TCP/IP) Properties dialog box appears. See
Figure 145 "Internet Protocol (TCP/IP) Properties dialog box" (page
248).

ATTENTION
Ensure that the DHCP IP address is a static address as the host name
and IP address are used for client licensing. If the client’s IP address
changes, the client is not able to log on until the licence file is adjusted.

Figure 145
Internet Protocol (TCP/IP) Properties dialog box

Internet Protocol (TCP/IP) Properties 2| x|

General |

‘You cen get IP settings assigned automatically if vour network supports this
capahility. Otherwise, you need to ask your netwark administrator for the
appropriate IP settings.

" Dbtain an IF address automatically

— Use the following IP address:

|P address: |

Subnet mask: I

Default gatewsay: |

) Digtan Ef ervarsaddre wrtamaticsl|

& Usg the following DNS senver addresses:

Ereferred DNS server: |

Altemate DNS server, I

Advanced.. |
[ ok ] concel I

4 If you have a DHCP server and you want to configure the IP address
from the DHCP server, select the Use the following IP address radio
button. Enter the IP address, Subnet Mask, Default gateway, and
DNS server information.

For PCs with two adapters, only one default gateway is required.
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To enter WINS server information, click Advanced in the Internet
Protocol (TCP/IP) Properties dialog box.

Click OK.

5 Reboot the system.

—End—

Configuring second adapter in a Dual Network Interface arrangement
The Telephony Manager 3.1 server (or client) can have a second network
interface card (NIC) installed to connect to the ELAN subnet of a managed
system. This can result in the multicast traffic sent on the ELAN rather than
on the intended Nortel server Subnet (formerly referred to as the CLAN).
The ELAN subnet must be protected from such traffic.

To prevent this type of multicast traffic, the metric value of the ELAN network
interface card must be modified so that it is greater than that of the network
interface card connecting to the Nortel server Subnet. This causes the
server to prefer the Nortel server Subnet network interface for multicast
traffic, rather than the ELAN network interface.

The binding order of the network interfaces is also important; the Nortel
server Subnet network interface is first in the binding order. Network
services not used on the ELAN subnet are disabled as well.

Procedure 72
Configuring Telephony Manager 3.1 Dual Network Interface

Step Action
1 Right- click on My Network Places, and select Properties.
2 Right- click on the ELAN network interface card, and select

Properties. Ensure that the Client for Microsoft Networks and
File and Printer Sharing for Microsoft Networks check boxes are
selected. If not, then clear and save the changes.

3 Select Internet Protocol (TCP/IP) and then click Properties. The
IP Address and Subnet mask is set. The Default gateway field must
be left empty to avoid transmission of unintentional traffic on the
ELAN subnet.

4 Click Advanced. The Advanced TCP/IP Settings dialog box
appears. See Figure 146 "Advanced TCP/IP Settings dialog box"
(page 250).
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Figure 146
Advanced TCP/IP Settings dialog box
advanced TCP/IP Settings 2x|

IP Settings | DMS | wiINS | Options |

—IF addr

IP address Subret mask
192.168.168.2 2585.255.255.0
add... Edi.. Rremoye |

Default gateways:

Gateway | _Metric

Interface metric: I-I

[ ok | cancal |

5 In the IP Settings tab, modify the Interface Metric value to a value
greater than that of the Nortel server Subnet network interface. Click
OK to save all changes.

6 Alter the binding order of the Nortel server Subnet network interface
to a number-one position by completing the following procedure:

a. Select Start > Settings > Control Panel.
b. Double-click Network and Dial-up Connections.

c. On the Advanced menu, click Advanced Settings. The
Connections box appears the network adapters.

d. Select the Nortel server Subnet network interface adapter.

e. Use the arrows on the right side of the box to move the adapter
ahead (higher than) of the ELAN network interface adapter (if
necessary), and then click OK.

f. If you are prompted to restart the computer, click Yes.

7 Ensure that all changes are saved and the server restarted. When
the server restarts, check that all settings are applied. Launch a
command prompt window and check the routing table using the
route print command. The interface metric value has changed.

—End—
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Installing a modem

Procedure 73
Installing a modem on a Windows server

Step Action

1 Choose Start > Settings > Control Panel.

2 Double-click the Phone and Modem Options icon.

3 In the Phone and Modem Options dialog box, click the Modems tab.
4 If the modem on the computer is not already installed, click Add.

If the modem is attached to the computer, Windows can detect and
install a modem automatically.

In the Install New Modem dialog box, click Next to continue.

6 If the system is unable to detect the modem, you must insert the
modem manufacturer’s disk that came with the modem, and then
select Have disk to install.

7 If the system does not have a modem attached, select Standard
28800 bps Modem from the list.
8 Click Finish to close the dialog box.
—End—

Installing Remote Access Service

Procedure 74
Installing Remote Access Service (RAS) on a Windows server

Step Action

1 Choose Start > Settings > Network and Dialup Connections.

2 Double-click the Make New Connection icon.

3 In the Network Connection Wizard welcome dialog box, click Next.
4 In the Network Connection Type dialog box, select Accept

incoming connections, and then click Next.
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5 In the Devices for Incoming Connections dialog box, select the
appropriate connection device, and then click Next.

6 In the Incoming Virtual Private Connection dialog box, select Do
not allow virtual private connections check box, and then click
Next.

7 In the Allowed Users dialog box, select the users that are allowed

to connect to the server, and then click Next.

8 In the Networking Components dialog box, select Internet Protocol
(TCP/IP), and then click Properties.

The Incoming TCP/IP Properties dialog box appears. See Figure
147 "Incoming TCP/IP Properties dialog box" (page 252).

Figure 147
Incoming TCP/IP Properties dialog box

Incoming TCP/IP Properties 2] x|

i~ Network access

™ Allow callers to access my local ares network

[~ TCP{IP addrass assignment
" Assign TCF/IP addresses automatically using DHCP

& Specity TCF/IP addresses

Eron: | 1 0 0 1
To: | 1 0 0 255
Total: 255

™ Allow calling computer to specify its own IP address

| 0K | Cancel

9 In the Incoming TCP/IP Properties dialog box, clear the Allow
callers to access my local area network check box. Click the
Specify TCP/IP address radio button. Enter the initial range as From
1.0.0.1tol.0.0. 255, and then click OK.

10 In the Networking Components dialog box, click Next.

11 In the Completing the Network Connection Wizard dialog box, type
the connection name, and then click Finish.

—End—
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Testing network cards
Test the network cards after you complete the Windows server installation.

Testing the Nortel server subnet interface

Procedure 75
Testing the Nortel server subnet interface

Step Action

1 Network connectivity can be verified by pinging a server or
workstation known to be accessible only through the Nortel server

subnet. This could be an Telephony Manager 3.1 Web client or other
server.

From Command Prompt window on the Telephony Manager 3.1
server, enter the command ping <IP address>.

—End—

Testing the Embedded LAN interface

Procedure 76
Testing the Embedded LAN interface

Step Action

1 Network connectivity can be verified by pinging a system on the
ELAN. This could be the ELAN Network interface IP address of a
Call Server, for example: From a Command Prompt window on

the Telephony Manager 3.1 server, enter the command ping <IP
address>.

—End—
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Setting up Metabase Editor utility

Contents

Overview

This chapter contains information about the following topics:
"Overview" (page 255)

"Setting up the Metabase Editor utility" (page 255)

The metabase editor utility is only required when working with a Windows
XP operating system.

To modify the ASP session timeout value in Windows XP, you must
update the IIS metadatabase directly. Use an application provided by
Microsoft called the Metabase Editor to view or edit the Metabase.bin file in
C:\\Windows\system32\inetsrv. This file has the hierarchical configuration
information and schema that are used to configure 1IS. The IIS configuration
of folders in the Default Web Site are stored in the Metabase.bin.

Setting up the Metabase Editor utility

The following procedure sets up the Metabase Editor utility.

Procedure 77
Setting up the Metabase Editor utility

Step Action

1 Launch the utility Metabase Editor.
2 Open Metabase.bin and go to LM > W3SVC > 1 > Roots.

This path has the folders used in Telephony Manager. See

3 Change the value of Session Timeout to 90-120 minutes,
depending on the requirement.

On the right side, there is a Session Timeout value, configured
as ASPSessionTimeout.
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4 The Session Timeout value must be entered in all other folders
with ASPSessionTimeout as a parameter.

5 Select Administrative Tools > IIS > Default Website > Properties.

6 Select HomeDirectory Tab > Configuration.

7 Select Options Tab and change the SessionTimeout value to
90-120 minutes, the same as that selected in step 3.

8 Save the changes.

9 Open the Web.xml file of Tomcat in the path <TM installed

path>\Tomcat\conf\Web.xm| and change the SessionTimeout
value to that which was entered in the Metabase.bin.

10 Save the changes

11 Restart the computer.

—End—
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Appendix A
Telephony Manager 3.1 engineering
guidelines

Contents

Overview

This appendix contains information about the following topics:
"Overview" (page 257)

"Capacity factors" (page 258)

"Hardware and software comparisons” (page 259)

"Software limits" (page 260)

"PC hardware" (page 274)

"Network bandwidth" (page 277)

"Telephony Manager 3.1 system performance" (page 285)
"Telephony Manager 3.1 port usage" (page 291)

"FTP Server configuration" (page 295)

This appendix provides a set of guidelines to help you determine the
configuration and distribution of Telephony Manager 3.1 servers within a
network to efficiently manage Communication Server 1000 and Meridian 1
systems.
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Capacity factors

Impact

This appendix examines the following areas where capacity is a factor:

e Features running on the Telephony Manager 3.1 server and their impact
to its resources, such as CPU usage, physical memory (RAM), and
disk storage

* Web and Telephony Manager 3.1 clients and their impact on Telephony
Manager 3.1 server resources

* Communication Server 1000 and Meridian 1 systems and their impact
on Telephony Manager 3.1 server resources

* Communications between the Telephony Manager 3.1 server and
Communication Server 1000 and Meridian 1 systems, Telephony
Manager 3.1/Web clients, and so on, and their impact on the network to
which they are connected.

The Billing applications result in a processor load that is not possible to
predict. The exact impact depends on several factors, including types

of reports generated and quantity of data merged. It is not possible to
derive a general formula to predict the impact of these applications. Nortel
recommends that these applications be run during off-hours, and that they
not be run in parallel with other resource-intensive applications.

analysis

Analysis was performed on the majority of Telephony Manager 3.1 features.
To simplify analysis, only those features that impact these resources are
highlighted here.

Based upon this analysis, recommendations are made as to:
* The resources required on the Telephony Manager 3.1 server

e The number of clients and systems that can be connected to a single
Telephony Manager 3.1 server

¢ Network bandwidth and routing considerations

Table 17 "Network bandwidth usage per system" (page 283) and Figure
153 "Response Time versus Round Trip Time" (page 286) show an
analysis of the results of benchmark testing, which can be used to
calculate the resources and connections possible for various Telephony
Manager 3.1 server usage scenarios.

e Table 17 "Network bandwidth usage per system" (page 283) highlights
the peak and average transfer rates for various Telephony Manager
3.1 activities.

* Figure 153 "Response Time versus Round Trip Time" (page
286) presents a graphical representation of station response time
compared with round-trip time (RTT).
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To aid in this process, this appendix analyzes four typical Telephony
Manager 3.1 server configurations. Use these configurations as examples
and the raw table data to extrapolate configurations specific to a given
customer or distributor setup.

These guidelines provide minimum PC configurations for the Telephony
Manager 3.1 server, Telephony Manager 3.1 client, Web client, and
Telephony Manager 3.1 running in a stand-alone mode.

Hardware and software comparisons
Table 13 "Hardware Machine Type with CS 1000 Release 5.0" (page
259) shows a list of machine types for Meridian 1 with CS 1000 Release 5.0.

Table 13
Hardware Machine Type with CS 1000 Release 5.0

When Signaling server check box  When Signaling server check box in
in Network page is cleared Network page is selected

11C/Mini Meridianl 11C/11C Mini Communication CS 1000S Small
server 1000 System

51C 060 Meridianl 51C 060 Communication CS 1000M Half
server 1000 Group 060

51C 060E Meridianl 51C 060E Communication CS 1000M Half
server 1000 Group 060E

61C 060E Meridianl 61C 060 Communication CS 1000M Single
server 1000 Group 060

61C 060E Meridianl 61C 060E Communication CS 1000M Single
server 1000 Group 060E

61C PII Meridianl 61C PII Communication CS 1000M Single
server 1000 Group PII

61C CPPIV Meridianl 61C CPPIV Communication CS 1000M Single
server 1000 Group CPPIV

81, 81C 060 Meridianl 81, 81C 060 Communication CS 1000M/E Multi
server 1000 Group 060

81, 81C 060E Meridianl 81, 81C 060E Communication CS 1000M/E Multi
server 1000 Group 060E

81C PII Meridianl 81C PII Communication CS 1000M/E Multi
server 1000 Group PII

81C CPPIV Meridianl 81C CPPIV Communication CS 1000M/E Multi
server 1000 Group CPPIV
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Software limits
Coresidency support
Table 14 "Coresidency support" (page 260) shows the current list of
available coresidency support for Telephony Manager 3.1.

Table 14
Coresidency support

Windows XP IE 6 English |+ Excel 2003 | 3.1 English ¢ Enterprise Subscriber
Professional . Word 2003 client or Manager (ESM) 1.1
. standalone
(from Office ¢ Common Network
XP) in Directory (CND) 2.1
English

e Enterprise Network
Management System
(ENMS) 10.4 Client

» CallPilot 4.0/5.0
Application Builder

* Contact Center Manager
Administration 6.0 client

* Remote Gateway 9100
series Configuration Mgr
(previously known as
Remote Office) 1.5.2,
1.6.0,1.7

¢ PCAnywhere 11.5
e Timbuktu Pro 7, 8
e WebEx 2.4.1

* Norton Antivirus (standard
and professional) 2006

* McAfee VirusScan 9.0
* NetlQ Agent 6.0 SP2
» Concord Edge Agent 5.7
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]

Windows 2000 | IE 6 English |+ Excel 2003 | 3.1 English « ENMS 104

Professional . Wword 2003 | client or - CallPilot 4.0/5.0
(from Office | Standalone Application Builder
XP) in
English Contact Center Manager

Administration 6.0 client

* Remote Gateway 9100
series Configuration Mgr
(previously known as
Remote Office) 1.5.2,
1.6.0, 1.7

 PC Anywhere 11.5
Timbuktu Pro 7, 8
* WebEx 2.4.1

* Norton Antivirus (standard
& professional) 2006

* McAffee VirusScan 9.0

* NetlQ Agent 6.0 SP2

» Concord Edge Agent 5.7
Windows Server | IE6 or IE 7 * Excel 2003 | 3.1 English « ESM11

2003 «  Word 2003 client or . CND 21
(from Office standalone :
XP) in « PCAnywhere 11.5
English e WebEx 24.1

* Norton Antivirus (standard
and professional) 2006

« McAfee VirusScan
Enterprise 8.0i

* NetlQ Agent 6.0 SP2

Windows 2000 | IE 6 English |+ Excel 2003 | 3.1 English * CND21
Server server installa

*  Word 2003 tion * PCAnywhere 11.5
(from Office .
XP) in WebEx 2.4.1
English * Norton Antivirus (standard

and professional) 2006

* McAfee VirusScan
Enterprise 8.0i

* NetlQ Agent 6.0 SP2
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Windows 2000 | IE 6 French Excel 2003 3.1 French ENMS 10.4
E:g;‘ec‘;s'o”a' n Word 2003 gif:éa?éne CallPilot 4.0/5.0
(from Office Application Builder
?:(:De)ncl:?m Contact Center Manager
Administration 6.0 client
Remote Gateway 9100
series Configuration Mgr
(previously known as
Remote Office) 1.5.2,
1.6.0, 1.7
PC Anywhere 11.5
Timbuktu Pro 7, 8
WebEx 2.4.1
Norton Antivirus (standard
& professional) 2006
McAfee VirusScan 9.0
NetlQ Agent 6.0 SP2
Concord Edge Agent 5.7
Windows 2000 | IE 6 German Excel 2003 3.1 German ENMS 10.4
Professional in Word 2003 | S O CallPilot 4.0/5.0
(from Office Application Builder
XP) in Contact Center Manager
German

Administration 6.0 client

Remote Gateway 9100
series Configuration Mgr
(previously known as
Remote Office) 1.5.2,
1.6.0, 1.7

PC Anywhere 11.5
Timbuktu Pro 7, 8
WebEx 2.4.1

Norton Antivirus (standard
& professional) 2006

McAfee VirusScan 9.0
NetlQ Agent 6.0 SP2
Concord Edge Agent 5.7
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Windows 2000
Professional in
Japanese

IE 6 Japanes
e

Excel 2003

Word 2003
(from Office
XP) in
Japanese

3.1 English
client or
standalone

ENMS 10.4

CallPilot 4.0/5.0
Application Builder

Contact Center Manager
Administration 6.0 client

Remote Gateway 9100
series Configuration Mgr
(previously known as
Remote Office) 1.5.2,
1.6.0, 1.7

PC Anywhere 11.5
Timbuktu Pro 7, 8
WebEx 2.4.1

Norton Antivirus (standard
& professional) 2006

McAfee VirusScan 9.0
NetlQ Agent 6.0 SP2
Concord Edge Agent 5.7

Windows 2000
Professional

in Simplified
Chinese

IE 6 Simplifie
d Chinese

Excel 2003

Word 2003
(from Office
XP) in
Simplified
Chinese

3.1 English
client or
standalone

ENMS 10.4

CallPilot 4.0/5.0
Application Builder

Contact Center Manager
Administration 6.0 client

Remote Gateway 9100
series Configuration Mgr
(previously known as
Remote Office) 1.5.2,
1.6.0, 1.7

PC Anywhere 11.5
Timbuktu Pro 7, 8
WebEx 2.4.1

Norton Antivirus (standard
& professional) 2006

McAfee VirusScan 9.0
NetlQ Agent 6.0 SP2
Concord Edge Agent 5.7
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Windows 2000
Professional in
Spanish

IE 6 Spanish

Excel 2003

Word 2003
(from Office
XP) in
Spanish

3.1 English
client or
standalone

ENMS 10.4

CallPilot 4.0/5.0
Application Builder

Contact Center Manager
Administration 6.0 client

Remote Gateway 9100
series Configuration Mgr
(previously known as
Remote Office) 1.5.2,
1.6.0, 1.7

PC Anywhere 11.5
Timbuktu Pro 7, 8
WebEx 2.4.1

Norton Antivirus (standard
& professional) 2006

McAfee VirusScan 9.0
NetlQ Agent 6.0 SP2
Concord Edge Agent 5.7

Windows 2000
Professional in

Brazilian-Portug

uese

IE 6 Brazilian
-Portuguese

Excel 2003

Word 2003
(from Office
XP) in
Brazilian-P
ortuguese

3.1 English
client or
standalone

ENMS 10.4

CallPilot 4.0/5.0
Application Builder

Contact Center Manager
Administration 6.0 client

Remote Gateway 9100
series Configuration Mgr
(previously known as
Remote Office) 1.5.2,
1.6.0, 1.7

PC Anywhere 11.5
Timbuktu Pro 7, 8
WebEx 2.4.1

Norton Antivirus (standard
& professional) 2006

McAfee VirusScan 9.0
NetlQ Agent 6.0 SP2
Concord Edge Agent 5.7
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Windows 2000 | IE 6 Japanes Excel 2003 | 3.1 English CND 2.1
Server in € Word 2003 | 3€TV€T installa PCAnywhere 11.5
Japanese - tion
(from Office -
. Norton Antivirus (standard
XP) in .
and professional) 2006
Japanese
McAfee VirusScan
Enterprise 8.0i
NetlQ Agent 6.0 SP2
Windows IE6orlE7 Excel 2003 3.1 English ESM 1.1
Server 2003 in | Japanese Word 2003 server installa CND 2.1
Japanese (from Office tion
XP) in PCAnywhere 11.5
Japanese Norton Antivirus (standard
and professional) 2006
McAfee VirusScan
Enterprise 8.0i
NetlQ Agent 6.0 SP2
Windows IE 6 Simplifie Excel 2003 | 3.1 English CND 2.1
2009 Sgryer d Chinese Word 2003 | Server installa PCAnywhere 11.5
in Simplified . tion
) (from Office -
Chinese . Norton Antivirus (standard
XP) in and professional) 2006
Simplified P
Chinese McAfee VirusScan
Enterprise 8.0i
NetlQ Agent 6.0 SP2
Windows IE 6 or IE Excel 2003 3.1 English ESM 1.1
_Seryer 2903 7 S_lmpllfled Word 2003 | Server installa CND 2.1
in Simplified Chinese (from Office tion
Chinese XP) in PCAnywhere 11.5
Simplified WebEx 2.4.1
Chinese Norton Antivirus (standard
and professional) 2006
McAfee VirusScan
Enterprise 8.0i
NetlQ Agent 6.0 SP2
Web clients:

Nortel Communication Server 1000

Telephony Manager 3.1 Installation and Commissioning

Copyright © 2003-2009, Nortel Networks

NN43050-300 01.07 Standard

5.0 3 June 2009



266 Appendix A Telephony Manager 3.1 engineering guidelines

Any PC OS IE 6 N/A Telephony « CallPilot 4.0/5.0 Web
listed in above Manager 3.1 client (Administrator
table that Web client CallPilot Web client)
supports IE 6 ﬁAudI;mnlstrato * Contact Center Manager

Administration 6.0 client

* BCM 3.6 & 3.7 Web
Management Interface

Any PC OS IE 6 N/A Telephony » CallPilot 4.0/5.0 Web
listed in above Manager 3.1 client (Administrator
table that Web client CallPilot Web client)
supports IE 6 (Desktop UI)

* Contact Center Manager
Administration 6.0 client

* BCM 3.6 & 3.7 Web
Management Interface

Supported versions of co-resident applications provides the supported
versions of coresident applications.

ATTENTION
The sections OS and browser requirements, Third-party software requirements
and Coresidency support list the baseline configuration that Nortel has tested
and supports. Any deviation from the configurations has not been tested and is
supported by Nortel only on a best-effort basis, unless otherwise indicated.

Hard-coded limits
This section lists the hard-coded limits in the Telephony Manager 3.1
software.

Table 15 "Telephony Manager 3.1 capacity parameters" (page 266) outlines
the maximum value for many of the parameters associated with the various
components of Telephony Manager 3.1.

Table 15
Telephony Manager 3.1 capacity parameters
Parameter Maximum Value
Windows Common Services
Maximum number of Sites that can be created on a Telephony 3,000
Manager 3.1 server
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Parameter Maximum Value
Maximum number of MG 1000B systems can be created under a 256
specific site
Maximum number of synchronization/Update tasks (number of Log 5
Windows) that can be executed at the same time
Number of Customers 100
Range of DN 0-9,999,999
Maximum number of Survivable Expansion Cabinet 4
Maximum number of modem scripts that can be created 3,000
Windows Common Services
Maximum number of application jobs that can be scheduled in the 2,000
Scheduler application
Max String Length for:
Site name 31
System name 31
Address 44
City 24
State/Province 24
Country 24
Zip/Postal Code 16
Comments 255
IP Address 15
Timeout 60
Phone Number 50
Modem Access ID 50
Modem Password 50
Modem Installation String 50
Issue 99
System 1D 16
Maximum Speed Call Lists 8,191
Maximum ACD Agents 1,200
PDT password 16
Customer Name 31
Directory Numbers 24
Customer Password 16
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Parameter Maximum Value
HLOC 9,999
Dial Intercom Group 2,045
User ID 2,045
Corporate Directory
Maximum number of reports that can be generated at the same time 1
Maximum string length of all parameters 255 characters
Maximum number of entries in Corporate Directory file uploaded to 120,000
Large systems (for example, 61C)
Maximum number of entries in Corporate Directory file uploaded to 16,000
Small systems (for example, CS 1000S)
Maximum number of entries in Corporate Directory file uploaded to 2,000
Meridian 1 PBX 11C Chassis
Data Buffering and Access (DBA)
Maximum number of Action records that can be defined in a DBA 1,000
session
Maximum number of Rule records that can be defined in a DBA 1,000
session
Maximum number of CDRs that can be collected 5,000,000
List Manager
Maximum number of speed call lists that can be created 8,190
Maximum number of group call lists that can be created 63
Maximum number of group hunt lists that can be created. 8,190
Maximum String length for:
Speed Call List
List Name 50
Entry Name 50
Dialed Digits 31
Speed Call List
Entry Number 999
PLDN 31
Group Call list:
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B |

Parameter Maximum Value
List Name 50
Entry Name 50
Entry Number 19
Group Hunt List:
List Name 50
Maximum String length for:
Group Hunt List:
PLDN 50
Dialed Digits 31
Entry Name 50
Entry Number 95
Telephony Manager 3.1 DECT
Maximum number of DECT Systems 500
Maximum String length for:
DECT system name 255
Password Unlimited
IP Address 15
Telephony Manager 3.1 server IP Interface 15
Phone Number 64
PARI (Access Right Identification tab)
SARI (Access Right Identification tab) 8
Upstream Manager IP address (Access Right Identification tab) 15
Web Maintenance
Maximum number of maintenance commands that can be executed 10
at the same time in Web Maintenance
Telephony Manager 3.1 Web
Maximum supported number of clients that can log on to the 5
Administration page of the same Telephony Manager 3.1 server at
the same time
Maximum number of telephones that can be assigned to an end user 200
Data Buffering and Access (DBA)
Maximum number of systems 256
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Parameter Maximum Value
Organizational Hierarchy
Maximum number of organizational levels 20
Virtual Terminals
Maximum number of Virtual Terminals that can be enabled at one time 256

Billing applications (TBS, CCCR, CRS, and GCAS)

Maximum number of call records per costing configuration in TBS 2,500,000
Maximum number of call records for CCCR (across all systems) 5,000,000
Maximum number of call records for GCAS 4,000,000
Maximum number of call records for CRS (TBS & GCAS combined) 2,500,000
Maximum number of managed systems for TBS Billing General and 10
TBS Billing Enhanced (TBS,CCCR,CRS, and GCAS)

Maximum number of lines in a PBX for TBS Billing General and TBS 3,500
Billing Enhanced (TBS,CCCR,CRS, and GCAS)

Maximum number of Consolidated Multi-site Reports for TBS Billing 0
General

Maximum number of Consolidated Multi-site Reports for TBS Billing 5 (CCCR)

Enhanced (TBS,CCCR,CRS, and GCAS)

CCCR operates only within a single Telephony Manager server and
can only be run on a Telephony Manager server or standalone system

Alarm Management

Maximum number of traps in the circular queue 1,360

Rate of alarm production

A single system produces alarms, on average, at the rate of one every ten
seconds. This means the queue can hold 3.7 hours worth of alarms from a
single system without losing alarm information.

Starting with Release 25 of Meridian 1 system software and in all releases of
Communication server 1000 software, there is the capability of filtering traps,
on the PBX, based upon their categorization (for example, minor, major,
critical, and so on). This can greatly reduce the alarm rate by permitting only
major and critical alarms to be sent to Telephony Manager 3.1.
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Filtering increases the number of systems that can be connected. However,
when a single system begins having a problem, it begins reporting major
or critical alarms at the rate of 1 every 2 seconds. This means that the
queue can hold only the last 45-minutes worth of alarms from the offending
system, assuming that alarms from the other systems are minimal.

Billing applications sizing guidelines

The Telephony Manager 3.1 billing application is intended for use in small
to medium sized customer networks. Telephony Manager 3.1 billing is
most suitable for networks that do not require substantial data processing
or those with many nodes.

There are two considerations for determining whether Telephony Manager
3.1 billing is suitable for a particular customer network. The first is the
size of the largest system for which billing is used, and the other is the
total number of systems in the network. Table 15 "Telephony Manager
3.1 capacity parameters" (page 266) for some practical guidelines on
determining if the Telephony Manager 3.1 billing application meets your
customer’s requirements.

When CDR is collected and costed, the Telecom Billing System (TBS)
generates a separate Microsoft Access database for each individual
costing configuration (PBX system). Each PBX system defined in TBS

has a capacity limit of 2.5 million costed call records which is a limitation

of the Microsoft Access database used in the billing application. While
TBS does not enforce a maximum number of systems that is supported,
we recommend using the above guideline of 10 systems per Telephony
Manager 3.1 server configuration to ensure that adequate resources are
available. The size of the database determines how often call records are
archived to ensure that there is adequate capacity to receive additional

call records. However, the larger the database, the more often archiving is
required to achieve the desired result. The recommended maximum of
3,500 lines per PBX is a conservative limit based upon the assumption that
a PBX with 3,500 lines generates approximately 800,000 call records per
month. This leads to an archival interval of 12.5 weeks and allows reporting
on 3 months of calling activity within a single database. Note that call record
generation varies depending upon how the switch is used, so having a good
understanding of the customers call volume is highly recommended.

The sizing guidelines are provided to help ensure that Telephony Manager
3.1 performs optimally. Telephony Manager 3.1 billing still operates past
these limitations, but with degraded performance. Performance concerns
that arise from using Telephony Manager 3.1 past the recommended
limitation is not considered a product deficiency.
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ATTENTION
The time to cost CDR records and generate reports is directly proportional to the
size of the call record database. For larger or busier switches, the response time
for costing CDR and generating reports are slower than with a smaller switch that
doesn’t generate as many call records.

Operational limits
Telephony Manager 3.1 Web interface
The Telephony Manager 3.1 Web interface provides the ability to access the
Telephony Manager 3.1 server from any PC with a Web browser. Usage of
the Telephony Manager 3.1 Web interface does not require installation of
the Telephony Manager 3.1 client, however, using the Web interface places
a heavier workload on the Telephony Manager 3.1 server as processing is
concentrated at the Telephony Manager 3.1 server instead of distributed
across the Telephony Manager 3.1 clients.

Telephone manager
Full station administration capability is available through telephone manager.
A station change operation from the Web would include the following tasks:

» 2 seconds to find the telephone
e 6 seconds to display the details
* 5 seconds to validate and save
* 4 seconds to schedule transmission task

e 22 seconds for the actual transmission to the PBX

The times listed above measure the time lapse as experienced by the user.
They do not represent the actual CPU time consumed on the server. Only

the final task of transmitting to the PBX involves 100% of server time. Other
tasks consist primarily of time spent rendering HTML on the client browser.

Web Desktop Services for end-users

When you configure the write capability for end users in Web Desktop
Services, you also place a higher workload on the Telephony Manager
3.1 server.

However, the ability for end users to make changes may decrease the need
for the network administrator to make changes; therefore, the impact of
configuring the write capability for end-users in Web Desktop Services may
not be significant in certain configurations.
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Web support on server and Workstation platforms

Table 16 "Web support on servers and workstations" (page 273) outlines
the differences observed in Web support when Telephony Manager 3.1 is
running on server grade platforms and workstation platforms.

Table 16
Web support on servers and workstations

IIS on Supported Windows OS

Concurrent Internet Explorer sessions Only limited by Telephony Manager
3.1 capacity
Restricted Access by IP address and Yes

domain name

When additional clients attempt to access Web Services and there are
no available connections, an error message appears. See Figure 148
"Too-many-users-are-connected error message" (page 273).

Figure 148
Too-many-users-are-connected error message
/J Error 403 - Microsoft Internet Explorer =[] B
| File Edt View Favoites Tools Help | @ |
HTTP Error 403

403.9 Access Forbidden: Too many users are connected

This error can be caused if the Web server is busy and cannot process
your request due to heavy traffic. Please try to connect again later.

Please contact the Web server's admimstrator if the problem persists. ~|
'&] Done || |2H Localintranet Z

IIS support on the Telephony Manager server

To access Telephony Manager Web applications, 1S must be running on the
Telephony Manager server. "lIS support on the Telephony Manager server"
(page 273) depicts the versions of 1IS supported on the OS platforms.

Operating system Web server

Windows Server 2000 1S 5.0

Nortel Communication Server 1000
Telephony Manager 3.1 Installation and Commissioning
NN43050-300 01.07 Standard
5.0 3 June 2009

Copyright © 2003-2009, Nortel Networks



274 Appendix A Telephony Manager 3.1 engineering guidelines

Windows XP Professional 1S 5.1
Windows Server 2003 11S 6.0

PC hardware
This section describes the PC hardware requirements necessary to run
Telephony Manager 3.1 optimally. Use the guidelines provided in the
sections "Physical memory" (page 274), "Hard disk" (page 275), and
"Processor speed" (page 276):

See "Telephony Manager 3.1 hardware requirements" (page 33)for the
following information:

* Add additional serial interface cards as needed.
» Calculate disk storage requirements based on applications usage.
* Implement a backup and restore strategy.

* Follow regular maintenance instructions as documented for Telephony
Manager 3.1 features to maintain the integrity and capacity of the hard
disk.

* Add disk redundancy as required.

* Increase performance by:
— Adding more system memory
— Utilizing a faster hard disk or SCSI interface, or both
— Using a faster CPU

e Scale your PC for future growth, and utilize a PC that:

— Has areserve PCI Card slot for a SCSI Interface Card
(See "Hard disk" (page 275) for details.)

— Has a spare storage bay and power for adding an internal hard disk

— Can accommodate increasing the memory capacity to 1 GB
or greater (Most PCs have 2 to 4 memory card slots that can
accommodate DIMMS of various capacity.)

Response-time testing is based upon the recommended configuration, not
the minimum configuration. Response-time performance is only supported
on the recommended configuration.

Physical memory
The amount of physical memory installed on the server is critical in
achieving maximum performance on the PC. Microsoft Windows systems
have a feature called Virtual Memory. Virtual Memory allows the PC to
continue running programs that require more memory than there is physical
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memory available. It borrows memory using a memory-swapping scheme
from available space on the main hard disk. Although this feature permits
the PC to perform operations without worrying about running out of physical
memory and, thus, crashing the computer, it sacrifices performance of these
operations by requiring access of the hard disk while memory swapping.
This degrades performance because:

* Physical memory access is much faster than disk access.

* Accessing the disk while memory swapping steals disk resources away
from applications that need to read and write to the hard disk.

Hard disk
Disk performance
Much of the time spent by Telephony Manager 3.1 Features is in reading and
writing data to the hard disk. Features that spend a significant percentage
of their time accessing the disk are called disk-intensive applications. For
these features, the access time is critical in terms of the time it takes for a
feature to complete an operation.

Telephony Manager 3.1 disk-intensive applications analyzed in this
document include:

e CDR and traffic collection
* TBS report generation
¢ Simultaneous Update of Station Data

Station Update from a single system is not affected by disk performance,
as the speed of transmission from the system is slower than the PC
accessing its disk.

* telephone manager Access

"Physical memory" (page 274)) recommends a hard disk using the ATAPI
interface. It also recommends a single hard disk.

To improve performance you can:

e Use the fastest Ultra-Wide SCSI Interface (15K RPM).

Disk performance increases by a factor of 2 or better. This can translate
to an increase in feature performance (reduce elapsed time and increase
simultaneous operations) by 50 percent or better.

SCSI disk drives come in various speeds.

e Add a hard disk to store Telephony Manager 3.1 Data separate from the
OS and Programs.

If the server PC used is using an ATAPI interface for its main disk, C:,
then installing a SCSI interface card and second hard disk to store
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Telephony Manager 3.1 Data can achieve the majority of the SCSI
performance increase.

Disk size

The Telephony Manager 3.1 server (standalone) software with default
installation (software and English WebHelp) requires approximately 700 MB
of disk space (without any systems configured).

The minimum required server memory is 512 MB. Each Telephony Manager
3.1 client connection to the Telephony Manager 3.1 server requires an
additional 3 MB of memory.

You must reserve approximately 300 MB of disk space for virtual memory
and normal OS operations.

Each CDR record needs 250 bytes of disk space, At peak rates over a
one-day period, this creates a 700 MB file.

Telephone manager requires approximately 14 GB per 100,000 telephones.
This does not include the disk space requirements for records in the
Common Network Directory (CND). If CND coresides with Telephony
Manager on the same PC, add the space requirements for CND. For more
information, see Common Network Directory 2.1 Administration Guide
(NN43050-101).

Processor speed
An increase in CPU power does not, by itself, greatly increase the capacity
of the server.

The PC is so I/O bound, from accessing memory to accessing the hard
disk, that a two-fold increase in CPU power may result in only a 10 percent
increase in Telephony Manager 3.1 capacity.

Replacement of the motherboard, not just the CPU chip, can further
increase CPU performance, Because the newer motherboard is designed
to take advantage of the high processor speeds (for example, faster CPU
bus, faster memory, and so on). The PC is still heavily bound to disk access
and network speeds.
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Network bandwidth
Typical configurations
Telephony Manager 3.1 interface access
While the connection from Telephony Manager 3.1 to the managed systems
may be either serial or an IP connection, the Telephony Manager 3.1
applications may be accessed by a variety of means:

* The Windows GUI and Web interfaces can be used directly on the
Telephony Manager 3.1 server.

* Remote users can dial up to the Telephony Manager 3.1 server and use
CLI to access the Communication server 1000 and Meridian 1 systems.

« Telephony Manager 3.1 Web clients can also be used to connect to
the Telephony Manager 3.1 server.

* For full access to Telephony Manager 3.1 features, the Telephony
Manager 3.1 client GUI interface can be used.

» Connect to the Telephony Manager 3.1 server/client using a supported
remote access software package (for example, pcAnywhere). This is
particularly useful if Telephony Manager 3.1 clients cannot be deployed
remotely due to bandwidth limitations.

Serial connections to systems

Figure 149 "Connecting Telephony Manager 3.1 to legacy systems
(pre-Ethernet)" (page 278) shows how Telephony Manager 3.1 connects to
systems that do not support Ethernet. In this scenario, Telephony Manager
3.1 is connected to these systems through their serial ports. Physical
limitations on serial connections limit Telephony Manager 3.1 to be placed
within 15.24 meters (50 feet) of these systems to minimize noise, which can
cause transmission errors. It is also possible for the serial connection to be
established over a modem connection. Note that some Telephony Manager
3.1 applications cannot work over a serial connection. For more information,
see Table 9 "CS 1000 and Meridian 1 software requirements” (page 41).

The diagram only shows the Telephony Manager 3.1 server, but it is
possible for a Telephony Manager 3.1 client to be used. The Telephony
Manager 3.1 client requires the same serial connections to the managed
systems as the Telephony Manager 3.1 server. The usual limitations of the
Telephony Manager 3.1 client apply, such as the need for a high bandwidth
connection between the Telephony Manager 3.1 client and the Telephony
Manager 3.1 server.

It is possible for the same Telephony Manager 3.1 PC to have serial
connections to some systems and IP connections to others.
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Figure 149
Connecting Telephony Manager 3.1 to legacy systems (pre-Ethernet)
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IP connections to systems
IP connection overview

The Telephony Manager 3.1 solution consists of the Telephony Manager
3.1 server, Telephony Manager 3.1 clients, and Telephony Manager 3.1
Web clients. These may be connected in several different configurations.
The particular configuration chosen depends on the tasks to be performed
and the network environment.

The following are some of the considerations when deciding on the
configuration:

Are there multiple administrators? Do they require full administration
capabilities available with Telephony Manager 3.1 clients, or is Web
client functionality sufficient? The answers to these questions determine
the need for Telephony Manager 3.1 clients.

The Telephony Manager 3.1 clients connection to the Telephony
Manager 3.1 server must have high bandwidth and low Round Trip Time
(RTT) characteristics, as documented in the "Telephony Manager 3.1
server and client overview" (page 61) and, in this appendix, "Network
bandwidth" (page 277). Because a WAN connection is not generally
suitable this affects the placement of Telephony Manager 3.1 clients.

The Telephony Manager 3.1 clients require connections to the systems
they are managing.

The Telephony Manager 3.1 server requires connections to the systems
if the Web client is used or if applications are run on the Telephony
Manager 3.1 server (for example, DBA collection of CDR, Station
administration by the server Windows GUI interface). Note that if
Telephony Manager 3.1 clients are used, the connection to the systems
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is directly from the Telephony Manager 3.1 clients, not through the
Telephony Manager 3.1 server.

e The number of systems administered by Telephony Manager 3.1, and
what network connectivity is available to these systems. A key point
is that a high quality connection is required between the Telephony
Manager 3.1 server and Telephony Manager 3.1 clients. On the other
hand, the connection between the Telephony Manager 3.1 server
and Web clients or between the Telephony Manager 3.1 server and
managed systems requires significantly lower bandwidth, and most
WAN connections should be adequate.

Data networking guidelines

The Data Networking NTP Data Networking for Voice over IP (553-3001-160)
gives an overview of all network connections, together with guidelines for
their usage. It is important to understand and follow the recommendations
in it. Only a few key points are mentioned here and the Data Networking
NTP should be consulted for details.

e Ifitis planned to connect the ELAN subnet to the enterprise IP network,
a layer three switch or router capable of packet filtering MUST be used
to separate the ELAN subnet from the enterprise IP network. The
packet filter MUST be configured to prevent broadcast, multicast and
unauthorized traffic from entering the ELAN subnet.

« If the ELAN subnet is connected to the enterprise IP network without a
packet filtering router, the system’s call handling ability may be adversely
affected. It is recommended to use a layer two or layer three Ethernet
switch for all subnets. This is particularly important on the ELAN subnet
when other application servers (for example, SCCS) are present. The
use of shared media hubs can result in adverse system impact under
some conditions.

ELAN connection options

The Telephony Manager 3.1 server and Telephony Manager 3.1 client
require connectivity to the ELAN subnets of the managed systems. There
are two choices for this ELAN configuration:

e The Telephony Manager 3.1 server or client is connected only to the
Nortel server subnet (or another subnet of the customer’s Enterprise IP
network) and has a routed connection to the ELAN subnets of managed
systems. This is the more flexible and preferred configuration.

e The Telephony Manager 3.1 server or client has a network interface
that connects directly to the ELAN subnet. A second network interface
is also present to connect to the Nortel server subnet. This is referred
to as a Dual NIC configuration. Such a setup is suitable if there is only
one Telephony Manager 3.1 PC (for example, server but no Telephony
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Manager 3.1 clients) that requires access to the ELAN subnet. Note that
if multiple systems are managed, the ELAN Network interface on the
Telephony Manager 3.1 server or Telephony Manager 3.1 client only
allows access to a single ELAN subnet, and the other ELAN subnets
have to be accessed by a routed connection from the Nortel server
subnet.

Telephony Manager 3.1 clients that also serve as desktop PCs generally
have a routed connection to the ELAN subnets of the managed systems
because they are located on the client subnet.

In making the decision regarding which configuration to choose, a factor
is whether a routed connection to the ELAN subnet is required for other
purposes (for example, the CS 1000 Call Servers send traps directly to

an NMS).

ELAN and Nortel server subnet connectivity requirements

Connectivity from the Telephony Manager 3.1 server or client to the ELAN is
required for the following operations:

* All system management, configuration, and maintenance of Meridian
1 and CS 1000 devices. Several protocols may be used (for example,
Rlogon, SNMP).

* Access is required from the Telephony Manager 3.1 server/client to the
signaling server and Voice Gateway Media Card ELAN interfaces (for
example, to pull OM reports for IP Telephony).

* Access from the Telephony Manager 3.1 client or Web client for Element
Manager access when launched from the Telephony Manager 3.1
Navigator.

Connectivity from the Telephony Manager 3.1 server or client to the Nortel
server subnet is required for the following operations:

« If an ELAN Network interface is not present to the ELAN subnet of any
managed system, a routed connection is required from the Nortel server
subnet interface to the ELAN subnet.

« Telephony Manager 3.1 client access to the Telephony Manager 3.1
server. Due to the high bandwidth requirements of this connection it is
important that the Telephony Manager 3.1 client to Telephony Manager
3.1 server connection not be made through the ELAN subnet.

* Web client access to the Telephony Manager 3.1 server.

* Access by a remote access software package (for example,
pcAnywhere).

e CND synchronization with the customer CND server.
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e Forwarding of SNMP traps to a NMS (could be just Telephony Manager
3.1 traps or notification traps for managed systems events).

Telephony Manager 3.1 network configuration scenarios

The following are some typical Telephony Manager 3.1 configuration
scenarios:

Standalone Telephony Manager 3.1 server This is the simplest
configuration, consisting of an Telephony Manager 3.1 server with no
Telephony Manager 3.1 clients. There may be optional Web clients. There
are two possible setups:

e The server has the Dual NIC configuration, with a dedicated ELAN
subnet network interface. Generally only a standalone Telephony
Manager 3.1 server that is managing a single system is set up with an
ELAN Network interface. Figure 150 "Standalone Telephony Manager
3.1 server with Dual NIC configuration" (page 281) illustrates this
configuration.

* Routed connections are used from the Telephony Manager 3.1 server
to the ELAN subnets of managed systems (through the Nortel server
subnet). This configuration is preferred over the Dual NIC configuration.
Figure 151 "Standalone Telephony Manager 3.1 server with routed
connections" (page 282) illustrates this configuration.

Figure 150
Standalone Telephony Manager 3.1 server with Dual NIC configuration

W] " ELAN Subnet | T
£ N\

CS 1000 = =
TM Server CallPilot

(S

|

{ ] MNorel Networks Server Subnet

|: ——TLAN Subnst |

Router { Layer Three Switch

[ i—CIient Subnet -+ U" i Other SubnTtts]
=] g
e . =
TM Web Client NM3 LDAP server

Nortel Communication Server 1000
Telephony Manager 3.1 Installation and Commissioning
NN43050-300 01.07 Standard

5.0 3 June 2009
Copyright © 2003-2009, Nortel Networks



282 Appendix A Telephony Manager 3.1 engineering guidelines

Figure 151
Standalone Telephony Manager 3.1 server with routed connections
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Telephony Manager 3.1 server with Telephony Manager 3.1 clients

In this configuration the Telephony Manager 3.1 server is connected to
a number of Telephony Manager 3.1 clients, all on the same LAN (due to
bandwidth and other restrictions). There may be optional Web clients. Here,
routed connections are used from the Telephony Manager 3.1 server/clients
to the ELAN subnets of managed systems (through the Nortel server
subnet).Figure 152 "Telephony Manager 3.1 server with Telephony Manager
3.1 clients" (page 282) illustrates this configuration.

Figure 152
Telephony Manager 3.1 server with Telephony Manager 3.1 clients
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Because Telephony Manager 3.1 clients cannot be connected to the
Telephony Manager 3.1 server across a WAN, to get full GUI capabilities
across a WAN, Nortel recommends that pcAnywhere be used to connect to
the Telephony Manager 3.1 server or Telephony Manager 3.1 clients.

VPN connections Telephony Manager 3.1 does not have any special
support for Virtual Private Network (VPN) connections. It is possible

for Telephony Manager 3.1 to use a VPN connection as long as this is
transparent to the Telephony Manager 3.1 application. One example would
be for a remote user to use the Telephony Manager 3.1 Web client using a
VPN connection over the Internet into the customer Enterprise IP network
to access the Telephony Manager 3.1 server.

Bandwidth utilization
The trade-off is the cost of Telephony Manager 3.1 versus the cost of
increased network bandwidth or network subnets. When Telephony
Manager 3.1 servers are attached to the WAN, the customer’s network may
be impacted, but there is a saving on the number of Telephony Manager
3.1 servers needed.

Never expect to fully utilize Ethernet bandwidth. Performance degrades
quickly as the utilization exceeds a certain threshold (approximately

35 percent). Consult the network administrator for details on network
bandwidth utilization.

Table 17 "Network bandwidth usage per system" (page 283) lists the
average and peak traffic for the ELAN subnet and Nortel server subnet.
This is based upon traffic analysis of a system running on a CP4 CPU.
For a Cabinet system, divide the ELAN subnet numbers by 2, except for
alarms. For the CPP CPU, multiply the ELAN subnet numbers by 4, except

for alarms.

Table 17

Network bandwidth usage per system

Transfer rate (bits/second)

Telephony Manager 3.1 Activity Average Peak
Station Add/Chg/Del, Nortel server 32 KB 32 KB
subnet
Station Sync with PBX, ELAN subnet NA 48 KB
CDR, ELAN subnet 35 KB 70 KB
Traffic, ELAN subnet 24 KB 48 KB
Alarm, ELAN subnet 1 KB 3 KB
Total, ELAN subnet ~92 KB ~129 KB
Total, Nortel server subnet ~32 KB
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Alarm Processing
There are Telephony Manager 3.1 alarms and IP Line managed system
alarms.

Telephony Manager 3.1 alarm details The Telephony Manager 3.1 Trap
server can handle 25-50 incoming SNMP traps per second. However, this

limitation varies considerably with network load, PC processing power, and

CPU availability.

Traps are stored in a circular queue of 1360 traps. You can view the queue
using the Web Alarm Browser. If the rate of trap arrival is heavy, some traps
are not entered into the queue even though they are received by the Trap
server and Alarm Notification application. The circular queue can handle an
incoming rate of 50 traps in 10 seconds without any loss of information.

An SNMP trap has an average size of approximately 400 bytes. You can
use this information to approximate the bandwidth requirements for trap
processing. For example, 1000 devices, each producing one trap every 10
seconds, would require a bandwidth of 320 Kbps:

400 bytes/trap * 8 bits/byte * 1000 devices * 0.1 trap/sec/device = 320 Kbps

IP Line/IP Trunk /Switch alarm details Under normal conditions, a
system generates one trap approximately every ten seconds. Beginning
with X11 Release 25, you can use filtering on the system to reduce the
output of traps. However, there is no filtering capability on IP Line/IP Trunk.
IP Line/IP Trunk does not generate traps under normal operating conditions.
In an abnormal situation, IP Line/IP Trunk could be expected to generate
an alarm every 5 seconds.

IP Line/ IP Trunk may generate a large number of alarms when Quality of
Service (QoS) monitoring is enabled. When QoS monitoring is enabled,
an alarm is raised or cleared for every QoS threshold crossing (excellent,
good, or fair) per codec. A network with varying QoS has many threshold
crossings resulting in a large number of alarms.

Recommended usage For bandwidth and processing reasons,

alarm traffic should be minimized. If alarms from the switch are sent to
Telephony Manager 3.1, use filtering to limit the traffic to only important
alarms. Because it is unlikely that multiple Voice Gateway Media cards
simultaneously exhibit problems, the alarms generated by Voice Gateway
Media cards should not create traffic problems. To limit alarm traffic, Nortel
recommends that you not enable Network QoS Monitoring. Changes to
IPLine/IP Trunk to allow filtering helps this situation. The incoming rate of
alarms must match the handling capabilities of the Telephony Manager
3.1 configuration.
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The alarm circular queue can be quickly exhausted if there is significant
alarm traffic.

Operational measurement processing

Voice Gateway Media cards collect operational measurement (OM)
information about an hourly basis. This data is stored on the cards until it is
retrieved by Telephony Manager 3.1 using an FTP operation. The data can
be retrieved on demand, however, the FTP operation is normally scheduled
to occur on a daily basis. The data file generated by an Voice Gateway
Media card in a 24-hour period is approximately 5 KB.

When retrieval occurs, the information is collected from all cards on all
nodes. There is no capability to retrieve the information about an individual
node basis.

The retrieved information is parsed and written to comma separated values
(CSV) files on the Telephony Manager 3.1 server. The number of files
created is dependent upon the number of records retrieved.

If there are many cards in the system, the retrieval operation should be
scheduled to occur during off-hours.

Telephony Manager 3.1 system performance
Network impact on Telephony Manager 3.1 Windows client/server
As mentioned in "Telephony Manager 3.1 server and client overview" (page
61), the Telephony Manager 3.1 Windows clients do not operate in a typical
client-server mode. All data is stored on the Telephony Manager 3.1 server
and accessed by the Telephony Manager 3.1 client.

The network performance has a significant impact on Telephony Manager
3.1 Windows client/server applications. In particular, the applications

are sensitive to the RTT and bandwidth. The RTT is important because
numerous smaller packets of data are sent between the server and the
client. Very high bandwidth is consumed because Microsoft Access
database accesses by the client require transfer of the entire databases. If
the RTT or bandwidth is limited, it results in performance degradation. This
is manifested by slow response times, and if sufficiently poor may result in
failure of operations (for example, timeouts).

The demands on the network are illustrated below for the scenario of a
logon to Telephony Manager 3.1 from the client, followed by opening up an
application. The measurements were done in a lab environment with a
dedicated LAN connection. Performance in the customer environment varies
depending on network utilization and system size (for example, number of
lines, number of managed systems). During this operation over 2 MB of
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data was transferred, and over 7000 packets were transferred between
the Telephony Manager 3.1 server and the Telephony Manager 3.1 client.
Subsequent operations would result in substantially smaller data transfers.

The impact of the high bandwidth consumption on other customer network
applications should be considered when deploying Telephony Manager 3.1
clients on the customer enterprise IP network.

Figure 153 "Response Time versus Round Trip Time" (page 286) shows
the relationship between application response time and RTT in a lab
environment.

Figure 153
Response Time versus Round Trip Time

—+— Response
vs RTT
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Figure 154 "Response Time versus Network Bandwidth" (page 287) shows
the relationship between response time and Bandwidth in a lab environment.
Note the negative exponential impact of using bandwidth that is less than

2 Mbps.
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Figure 154
Response Time versus Network Bandwidth
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Hostname resolution
LMHOSTS file
When Microsoft TCP/IP is used on a local network with any combination of
computers running Windows 2000, Windows XP, and so on, server names
are automatically matched to their corresponding IP addresses. However,
to match server names across remote networks connected by routers (or
gateways), the LMHOSTS file can be used if WINS servers are not available
on the network. Figure 155 "Example of LMHOSTS file (part 1)" (page
288) and Figure 156 "Example of LMHOSTS file (part2)" (page 289) show
an example of an LMHOSTS file.

The LMHOSTS file is commonly used to locate remote computers for
Microsoft networking file, printer, and remote access services, and for
domain services such as logon, browsing, replication, and so on.

Microsoft TCP/IP loads the LMHOSTS file into memory when the computer
is started. The LMHOSTS file is a text file in the Windows directory that lists
the IP addresses and computer names of remote Windows networking
servers with which you want to communicate. The LMHOSTS file should list
all the names and IP addresses of the servers you regularly access.

For example, the LMHOSTS table file entry for a computer with an address
of 192.53.63.2 and a NetBIOS computer name of Buildingl would be:

192.53.63.2 Buildingl
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Procedure 78
Creating an LMHOSTS file

Step Action
1 Use a text editor to create a file named LMHOSTS.
Or

Edit the default file named LMHOSTS.SAM.

This file is in the <system root>\system 32\drivers\etc directory for
Windows 2000 and Windows XP systems.

2 In the LMHOSTS file, type the IP address and the host name of each
computer that you want to communicate with.

For example, on each Telephony Manager 3.1 client machine
add the Telephony Manager 3.1 server name and its IP address.
Separate the items with at least one space.

Note that entries in the LMHOSTS file are not case-sensitive.

Figure 155
Example of LMHOSTS file (part 1)

B Lmhosts - Notepad =13
Fie Edt Seach Help
Copyright (c) 1993-1999 Microsoft Corp.

This is a sample LMHOSTS file used by the Microsoft TCP/IP For Windows.

This file contains the mappings of IP addresses to computernames
(HetBIOS) names. Each entry should be kept on an individual line.

The IP address should be placed in the first column followed by the
corresponding computername. The address and the computername

should be separated by at least one space or tab. The "#" character

is generally used to denote the start of a comment (see the exceptinns
below).

This file is compatible with Microsoft LAH Manager 2.x TCP/IP 1lmhosts
files and offers the following extensions:

#PRE

#DOM: <domain>

HINCLUDE <filename>

HBEGIN_ALTERNATE

HEHD_ALTERNATE

\Bxnn (non-printing character support)

Following any entry in the file with the characters “#PRE" will cause
the entry to be preloaded into the name cache. By default, entries are E
not preloaded, but are parsed only after dynamic name resolution fails.

Following an entry with the "“HDOM:<{domain>" tag will associate the
entry with the domain specified by <{domain>. This affects how the
browser and logon services behave in TCP/IP environments. To preload
the host name associated with #DOM entry, it is necessary to also add a
#PRE to the line. The <domain> is always preloaded although it will not
be shown when the name cache is wviewed.

Specifying "#INCLUDE <filename>" will force the RFC HetBIOS (HBT)

software to seek the specified <filename> and parse it as if it were

local. <filename> is generally a UNC-based name, allowing a

centralized 1mhosts file to be maintained on a server.

It is ALYAYS necessary to provide a mapping for the IP address of the

server prior to the BINCLUDE. This mapping must use the #PRE directive.

In addtion the share "public' in the example below must be in the

LanHanServer list of "HullSessionShares" in order for client machines to

be able to read the lmhosts file successfully. This key is under
\machine\system\currentcontrolset\services\lanmnanserver\paranetersinullsessionshares
in the registry. Simply add “public” to the list Found there. =l

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

Nortel Communication Server 1000
Telephony Manager 3.1 Installation and Commissioning
NN43050-300 01.07 Standard

5.0 3 June 2009
Copyright © 2003-2009, Nortel Networks



Telephony Manager 3.1 system performance 289

Figure 156

Example of LMHOSTS file (part2)

B Lmhosts - Notepad Hi[=] E3
Fib= Edit Seach Help

" B
# The #BEGIH_ and #EMD_ALTERHATE keywords allow multiple #IMCLUDE

# statements to be grouped together. finy single successful include

# will cause the group to succeed.

#

# Finally, non-printing characters canm be embedded in mappings by

# first surrounding the HetBIOS name in quotations, then using the

# \0xnn notation to specify a hex walue for a non-printing character.

#

# The following example illustrates all of these extensions:

#

# 102.54.95.97 rhino #PRE #DOM:networking #net group’'s DC

# 102.54.94.102 “appname \Bx14" #ispecial app server
# 102.54.954.123 popular #PRE #isource server

# 102 .54.94.117 localsru #PRE fineeded For the include
#

# BBEGIN_ALTERNATE

# BINCLUDE \\localsrv\public\lmhosts

# BINCLUDE \\rhino\public\lmhosts

# BEHD_ALTERHATE

#

# In the above example, the “appname" server contains a special

# character in its name, the “popular™ and “localsru” server names are

# preloaded, and the “rhino" server name is specified so it can be used

# to later RINCLUDE a centrally maintained lmhosts file if the "localsru™

# system is unavailable.

"

# Hote that the whole file is parsed including comments on each lookup,

# so keeping the number of comments to a minimum will improve performance.
# Therefore it is not advisable to simply add lmhosts file entries onto the
# end of this file.

102.54.94.123 otmserveri #PRE HOTH server

3 Save the file as LMHOSTS.

The filename is LMHOSTS with no extension.

—End—

LMHOSTS is normally used for smaller networks or to find hosts on remote
networks that are not part of the WINS database (because name query
requests are not broadcast beyond the local subnetwork). If WINS servers
are in place on an internetwork, users do not have to rely on broadcast
gueries for name resolution because WINS is the preferred method for
name resolution. Therefore, with WINS servers in place, LMHOSTS may
not be necessary.

The LMHOSTS file is read when WINS or broadcast name resolution fails.
Resolved entries are stored in a system cache for later access. When the
computer uses the replicator service, and does not use WINS, LMHOSTS
entries are required on import and export servers for any computers on
different subnetworks participating in the replication.
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Procedure 79
Configuring TCP/IP to use LMHOSTS on a Windows PC

Step Action
1 Open Network and Dial-up Connections.
2 Right-click the network connection you want to configure, and then

click Properties.

3 On the General tab (for local area connection) or the Networking tab
(all other connection), click Internet Protocol (TCP/IP), and then click
Properties. Click Advanced, click the WINS tab. Select the Enable
LMHOSTS lookup check box. This option is selected by default.

4 To specify the location of the file that you want to import into the
LMHOSTS file, click Import LMHOSTS, and then select the file in
the Open dialog box.

5 To complete the configuration, either:
a. Reboot the computer
Or
b. Go to the command prompt, and enter the following text:

nbstat -R
nbstat -c

—End—

HOSTS file

The HOSTS file contains a list of host name to IP address mappings. Itis a
regular text file. The HOSTS file is located in the <system root>\system
32\drivers\etc directory for Windows XP and Windows 2000 systems. See
Figure 157 "Sample HOSTS file" (page 291).
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Figure 157
Sample HOSTS file

B Hosts - Notepad |- (O] x|
File Edit Search Help

# Copyright (c) 1993-1999 Hicrosoft Corp. =
i

# This is a sample HOSTS file used by Hicrosoft TCP/IP for Windows.

#

# This file contains the mappings of IP addresses to host names. Each

# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.

# The IP address and the host name should be separated by at least one

# space.

i

# ndditionally, comments {such as these) may be inserted on individual

# lines or following the machine name denoted by a '#' symbol.

i

## For example:

#

# 102.54.94.97 rhino.acme.com # source server

i 38.25.63.18 ®.acme._com #t % client host

127.8.8.1 localhost

102.54.94_123 otmserver

| ol

Use a text editor to edit the HOSTS file. In the HOSTS file, type the IP
address and the host name of each computer with which you want to
communicate, for example, on each Telephony Manager 3.1 client computer
add the Telephony Manager 3.1 server IP address followed by its name.
Separate the items with at least one space. Entries in the HOSTS file are
not case-sensitive. Note that the HOSTS filename has no extension.

Telephony Manager 3.1 port usage
When using Telephony Manager 3.1 to monitor and maintain systems,
various ports and protocols are used to communicate between Telephony
Manager 3.1 and the desired client, server, or application. Table 18
"Telephony Manager 3.1 Port Usage" (page 292) lists typical port usage
based on the flow of information between Telephony Manager 3.1 and these
system components.
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Table 18
Telephony Manager 3.1 Port Usage
Telephony
Manager 3.1
Sending
To Port Type Protocol Component Remarks
Meridian 1 or 513 TCP Rlogon Session Connect, System Using netstat
Communication Terminal, Station Admin,
server 1000 CPND, List manager,
system ESN.
Meridian 1 or 161 UDP SNMP Alarm Management, Microsoft
Communication Maintenance Window Default Port
server 1000
system
Meridian 1 or 21 TCP FTP Corporate Directory & Microsoft
Communication DBA Default Port
server 1000
system
Meridian 1 or 20 TCP FTP Corporate Directory & Microsoft
Communication DBA Default Port
server 1000 FTP -data
system
SMTP server 25 TCP SMTP Alarm Notification Microsoft
Default Port
IP Line/IP Trunk 21 TCP FTP Telephony Manager 3.1 Microsoft
Default Port
Win client 139 TCP NetBEUI Windows client File Microsoft
Sharing Default Port
CND server 389 TCP CND CND Synchronization Microsoft
Default Port
CND server Over 636 TCP CND synchronization Microsoft
SSL Default Port
(CND SSL)
Telephony
Manager 3.1 Port Type Protocol Component Remarks
Receiving From
Web client 80 TCP HTTP Web CS, Desktop Microsoft
Services, Web telecom Default Port
billing system
Web client 8080 TCP HTTP telephone manager Apache Tomcat
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Telephony
Manager 3.1
Sending
To Port Type Protocol Component Remarks
Web client 4789-5 TCP Virtual System Terminal The base port
045 VT uses 1 port per ;:r?)%b;%ganged
session. Start with 4789. '
Win client 139 TCP NetBEUI Windows client File Microsoft
Sharing Default Port
Win client 135 TCP/ logon RPC, SCM
UDP used by DCOM
Meridian 1 or
Communication
server 1000 Port Type Protocol Component Remarks
sending to
Telephony 162 UbP SNMP Alarm Traps (LD 117), Microsoft
Manager 3.1 Maintenance window Default Port
Telephony 1929 UDP DBA
Manager 3.1 2058 1 port per session. Start
from 1929 till 2057.
2058 and onward is used
as Data ports till 2185.
DECT 5099 TCP RMI Telephony Manager 3.1 Using netstat
DECT command
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Telephony Manager 3.1 language support
Telephony Manager 3.1 supports the following language configurations:

Telephony Manager 3.1 Languages supported for English and Regional OS
client language locale should be set to the language in which Telephony Manager 3.1 is
to be run
client Regional OS
Simpli
fied
server OS & Japane Chine | Portug | Spani | Frenc Germ
Locale English se se uese sh h an
WinXP | Win2K | Win2K/ | Win2K | Win2K | Win2 | Win2 | Win2K/
Pro Pro XP IXP IXP K/ K/ XP Pro
Pro Pro Pro XP Pro | XP Pro
English English | English English | Englis | English | English
Win2003 Telep Telep Telep | h Tele | Telep | Telepho
server hony hony hony phony hony | ny Man
(English Manager | Manag Manag | Manag | Manag | ager 3.1
Locale) 3.1 er 3.1 er3.1 | er3.1 | er3.1
English French
Win2003 Telep
server hony
(French Manag
Locale) er 3.1
English German
Win2003 Telepho
server ny Man
(German ager 3.1
Locale)
English English | English English | Englis | English | English
Win2K Telep Telep Telep | h Tele | Telep | Telepho
server hony hony hony phony hony | ny Man
(English Manager | Manag Manag | Manag | Manag | ager 3.1
Locale) 3.1 er 3.1 er3.1 | er3.1 | er3.1
English French
Win2K Telep
server hony
(French Manag
Locale) er3.1
English German
Win2K Telepho
server ny Man
(German ager 3.1
Locale)
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Telephony Manager 3.1 Languages supported for English and Regional OS

client language locale should be set to the language in which Telephony Manager 3.1 is
to be run

client Regional OS
Simpli
fied
server OS & Japane Chine | Portug | Spani | Frenc Germ
Locale English se se uese sh h an
WinXP | Win2K | Win2K/ | Win2K | Win2K | Win2 Win2 | Win2K/
Pro Pro XP IXP IXP K/ K/ XP Pro
Pro Pro Pro XP Pro | XP Pro
Japanese English
Win2K Telep
or 2003 hony
server Manager
3.1
Simplified English
Chinese Telepho
Win2K or 2003 ny Man
server ager 3.1
English | English | English English | English | Englis | English | English
Standalone Telep Telep Telep Telepho | Telep | h Tele | or Fren | or Ger
machine hony hony hony ny Man hony phony | ch Tel | man Tel
(no Telephony | Manager | Manag | Manager | ager 3.1 | Manag | Manag | ephony | ephony
Manager 3.1 3.1 er3.1 3.1 er3.1 | er3.1 | Manag | Manage
client) er 3.1 r3.1

FTP Server configuration
Telephony Manager 3.1 uses the FTP service from Microsoft Internet
Information Server. The correct Telephony Manager 3.1 Server IP address
and FTP user account information must be configured in order to support file
transfer operations in ITG Services and Corporate Directory applications.

To configure, go to Start>Programs>Telephony Manager Navigator. From
the Configuration menu, select Configure FTP Server and enter the correct
Telephony Manager Server IP address, username and password. See
Figure 158 "Configure FTP server" (page 296).
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Figure 158
Configure FTP server
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Appendix B
Installation checklist

Contents
This appendix contains information about the following topics:
"Overview" (page 297)
"Installation requirements" (page 297)
"Programming the switch" (page 298)
"PCl/server installation requirements” (page 298)
Overview

Use the following quick reference as a checklist or reminder when starting a
new Telephony Manager 3.1 installation.

Installation requirements
Software and memory

[1 Required X11 packages (296, 315, and 351 depending on applications
installed)

Ethernet connections

[ 1] Release 24B or later for Data Buffering and Access
[ 1] IOP, IOP/CMDU, or IODU/C cards for Meridian 1 PBX 51C, 61C, 81,
or 81C

[ 1] Ethernet AUI cables to be attached to each IOP (Meridian 1 PBX 51C,
61C, 81, or 81C)

[ 1] NTDK27 Ethernet cable for Meridian 1 PBX 11C CA
[ 1] Transceivers to connect to the LAN
[ 1] Router
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PPP connections

[ 1] Hayes-compatible modem
[ 1] SDI port available on the system (configured for SCH only)
[ ]

Serial cable to connect the modem to the SDI port

Serial connections

[ 1] SDI port available on the switch (configured for SCH only)
[ 1] Hayes-compatible modem for remote connection (optional)
[ 1]

Serial cable to connect the modem to the SDI port

Programming the switch

Enable Name Option in LD 17.
Define Limited Access Password in LD 17.
For Serial communication: Configure a TTY with User = SCH in LD 17.

For Ethernet or PPP communication: Configure a pseudo TTY (PTY)
with User = SCH MTC BUG in LD 17.

[ 1] Configure Ethernet at the switch in LD 117.

[ 1] Define the Gateway (router) IP address on the switch in LD 117.
[ 1] Configure PPP at the switch in LD 117.

[ 1] INIT the switch.

[ 1] Enable the new IP address (defined in LD 117) in LD 137.

[ 1] Enable Database Disaster Recovery (DDR) in LD 117.

[ 1] Set open alarm destination in LD 117.
[ 1] Set up Data Buffering and Access in LD 117.
[ ]

Set up filtering in the system to filter out information and minor messages.

PC/server installation requirements
For detailed Telephony Manager 3.1 minimum hardware and software
requirements, see "Preparing for installation" (page 29).

Nortel Communication Server 1000
Telephony Manager 3.1 Installation and Commissioning
NN43050-300 01.07 Standard
5.0 3 June 2009
Copyright © 2003-2009, Nortel Networks



299

Appendix C
Configuring a USB modem

Contents
This appendix contains information about the following topics:
"Overview" (page 299)
"Checking for a virtual COM port" (page 299)
"Changing the virtual COM port to USB modem association" (page 300)
Overview

The installation program for your USB modem creates a virtual COM
port. The virtual COM port allows various communications programs to
seamlessly operate with USB modems. This section shows you how to
determine if a virtual COM port is created and how to change which virtual
COM port is associated with your USB modem.

Checking for a virtual COM port
Ensure your USB modem is associated with a virtual COM port by
completing the steps in the following procedure (see Procedure 80
"Checking for a virtual COM port" (page 299).

Procedure 80
Checking for a virtual COM port

Step Action

1 If running Windows 2000, go to Start > Settings > Control Panel
> Phone and Modem Options.

2 From Windows XP, go to Start > Control Panel > Phone and Modem
Options.
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Figure 159
Phone and modem options

Phone And Modem Options E1ES

Dising Fudes Modrs | Advanced |

‘@ The folowng modems are instalbed

Iodem [ itached To |
<115, Robotics 56K Fakmodem LISE COM3

3 Click the Modems tab (see Figure 159 "Phone and modem options"
(page 300)). The modem appears in the list.

4 If the modem is not connected to the computer, it does not appear in
the installed modems list. Connect the modem and repeat steps 1-3.
If your modem is connected to your server, and is properly installed,
but still does not appear in this list, Telephony Manager 3.1 does
not support your modem.

5 Take note of the COM port your modem is associated with as
indicated in the Attached To column in Figure 159 "Phone and
modem options" (page 300). This is the COM port you need to
select when configuring the Dial-up parameters for a collection task
in the Telecom Billing System.

—End—

Changing the virtual COM port to USB modem association
Telephony Manager 3.1 requires your USB modem to be associated with a
COM port in the range between COM1 and COM10. If the virtual COM port
identified in Procedure 80 "Checking for a virtual COM port" (page 299) is
not within the supported range, complete the following steps (Procedure 81
"Changing the virtual COM port to USB modem association” (page 301))
to change the association.
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Procedure 81
Changing the virtual COM port to USB modem association

Step Action

1 Close all applications using a COM port on your Telephony Manager
3.1 server.

2 Open the System Properties dialog.

3 If running Windows 2000, go to Start > Settings > Control Panel

> System.

If running Windows XP, go to Start > Control Panel > System.

Click the Hardware tab.

Click the Device Manager button.

Expand the Modems node of the tree and select your USB modem.

Right-click and select Properties from the popup menu.

© o0 ~N o o N

Click the Advanced tab. Figure 160 "Modem properties" (page
301) shows an example for the U.S. Robotics USB modem.

Figure 160
Modem properties

1.5, Robotics 56K Faxmodem USB Properties

Gum!rail Hodeml Diagnostics  Advanced ] Dirvver I Powees Ha\agemed]
Exlra Setlings:
Exdra iniakzation commarnds:

Advanced Port Setlings I
Change Defadt Prefetences... |

|

10 Select the Advanced Port Settings button. A dialog similar to Figure
161 "Advanced modem settings" (page 302) appears.
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11

12

13

Figure 161
Advanced modem settings
e s FIFD b liequbos 16550 comparitls USAT] - :
Select fowes zeitings o comect connechion problema.
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Fecave Buffer, Low(l] 7 N ; H High[14)  [14)

Tisni Buftr. Lowfl] ; = J Hahns e

COM Pait Musbsi:  |COM3 bt

The COM Port Number select drop-down list allows you to change
the COM port to which the USB modem is associated, and
correspondingly change the virtual COM port. Select from the list
a COM port not in use and which is within the range of COM1 to
COM10.

ATTENTION

If your server has a COM1, the list shows COML1 (in use) because this is
a physically present COM port that cannot also be a virtual COM port.

If you have installed a multi-modem or other multiple-serial port cards,
these cards create virtual COM ports. Typically, they create 2, 4, or 8
virtual COM ports humbered beginning at 3, 4, or 5. You may need to
change their first virtual COM port, so your USB modem is mapped to a
virtual COM port in the range of COM1 to COM10.

When you have made your selection, click the OK button. If you
have changed the COM port, the old virtual COM port is removed,
and the new one created. You can now use this virtual COM port
in the Telecom Billing System.

Close all open Device Manager and property dialogs.

—End—
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Appendix
TBS to CND file header conversion

The following table provides sample information for CVS Subscriber Import
utilizing the TBS file header to CND file header conversion.

See "Migrating employee data" (page 81) for further information regarding
migrating employee data.

Table 19
TBS file header to CND file header conversion
TBS File Header CND File Header
UserID or EmpFNameEmpLName cn
EmpFName givenName
EmpMName initials
EmpLName sn
blank field employeeNumber
Abbr1,Abbr2,Abbr3,... Abbr20 departmentNumber
JobTitle title
Email mail
Address street
City I
ProvState st
Postal postalCode
Country country
DisplayNameAttribute cpndName
UserGroupAttribute tmUserGroup
WebReportingAccessRightsAttribute billingWebReportingAccessRights
AccountCodeAsset_ billingAccountCode
AuthorizationCodeAsset_ billingAuthorizationCode

Nortel Communication Server 1000
Telephony Manager 3.1 Installation and Commissioning
NN43050-300 01.07 Standard
5.0 3 June 2009
Copyright © 2003-2009, Nortel Networks



304 Appendix TBS to CND file header conversion

ExtensionAsset preferredDirectoryNumber
PhoneNumberAsset preferredExternalTelephoneNumber
StationLocationAsset_ officeLocation
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