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1. IrisAccess® 4000

IrisAccess”

Iris ID’s IrisAccess® 4000 sets the standard for performance and versatility for iris recognition.Whether
you are looking for a single biometric identification solution or a multi-factor solutionthat works with
many leading cards, card readers and or pin input devices for verification, thelrisAccess platform will
meet your needs.

Iris ID Systems has been the key developer and driver of the commercialization of iris recognition
technology for over 10 years. IrisAccess®, now in its third generation with even more features and
flexibility is the world’s leading deployed iris recognition platform. Iris ID’s biometric solutions enabling
non-contact and highly accurate identification by the iris of the eye, deliver security, convenience,
privacy and productivity to millions around the world.

The IrisAccess® 4000 solution is versatile and flexible allowing easy integration and expansion into a
range of applications. An intuitive user interface, with visual and audible prompts enables users to be
enrolled and identified more easily and more quickly at an affordable price. A powered, auto-tilt
capability further increases both speed and convenience by adjusting for height with a simple touch or if
a card is presented when multi—factor authentication is chosen.
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The security of the IrisAccess® platform is also superior since no biometric templates are stored on the
iCAMs. Experts also concede that the countermeasures built into the IrisAccess® suite set the standard
for the industry. A new iData software suite for access control and a tool kit for building identity
dependent applications support several different encryption alternatives is FIPS201 compliant and
include PKI support.

Every iris pattern is unique and stable for life barring direct trauma. Since there are more readily
measurable characteristics in the iris, iris recognition is the most accurate, fastest, and scalable option
for small and large scale biometric deployments. Finger, hand, voice, vein and facial characteristics often
vary and change over time.
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2. The IrisAccess™ 4000 EAC System

* |P (Ethernet) based system
* Consists of Computers, Iris Cameras, and Control Units.

* Can operate in conjunction with 3rd party access control systems.
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3. Intuitive User Interface

(26-36cm)

10~14"
A n“ T
- Y-
“ ]

Green dot = In range
Orange dot = Qut of range

» iICAM activates when user approaches or when card is presented.
* Picture capture range is 10-14 inches (26-36cm) away.

« Self or auto/set height adjustment.

* Placing dot over the bridge of nose easily helps alignment.

» Orange (dot) turns to green (dot) when user is at correct distance.
* Visual indication is amplified with friendly audio prompts.

* Right and left irides are acquired.

* A face picture can also be captured.
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4. iCAM4000 (IrisCamera)

Weight 4.41bs (2kg)

Power Consumption 30W

Voice Indication Flexible Vioice Message (English: standard, Other Language: downloading available)

Operating Temperature ~ 32°F ~ 104°F (0°C ~ 40°C)

Humidity 0% to 95% Non-condensing

Interface
o Ethernet o Proximity Card Reader (Wiegand In) e SmartCard Reader (Optional) ® Wiegand Out e Dry Contact Relay

Equipment supplied with iCAM4000
o AC Power Cord ® AC Power Adapter e Straight Ethernet Cable

IrisServer PC Requirement

Processor Pentium® 4 1.6GHz or higher

Hard Disk 10GB or higher

Other (D-ROM

IRIS ACCESS SYSTEM CONFIGURATION AND INSTALLATION
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5. Inside iCAM 4000
* Power and Network are required connections
* Wiegand In and Smartcard are optional
* Reset button to reload default IP address and iCAMlogin

e Tamper switch on unit rear and front panel
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Installation and Dimension
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floor

lllustration of mounting prep depth requirements with flush mount to wall.

Recess mount kit available for iCAM4000 - Order iCAM-RM Mount Kit.
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6. Use of IrisAccess

O S

Building Security Transportation Security  Laboratory Security Infrastructure Security
Public Safety & Justice Time & Attendance Border Control Data Center Security

System Configuration and Setup
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7. Prepare the IrisServer PC

In order to configure the iCAM iris cameras, the IrisServer computer must be
given the static IP Address of 192.168.5.1

If a different static IP Address is required for the IrisServer computer, this can be
changed after all of the iCAM’s have been configured.

Internet Protocol (TCP/IP) Properties

General

Y'ou can get 1P settings assigned autamatically iF paur nebwork, supparts
thiz capability. Othenwize, pou need to ask your netwark, administrator for
the appropriate [P zettings.

{3 Obtain an IP address automatically
() Use the fallawing IP address:

IP addresz: 192 168 . 5 .1

Subnet mask: 2eR 28R 25500

Default gateway:

{(®) Use the fallawing DMS server addresses:
Preferred DNS server:

Alternate DMS server:

[ OF. H Cancel ]
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Configuring the iCAM IP Address

With the iCAM connected and powered on, enter in the URL for the iCAM in the
computer’s web browser address bar. http://192.168.5.100

A iCAM4000 Configuration - Microsoft Internet Explorer
File Edt View Favorites Tools Help

Qex- © ¥ @& /

Address http:/{192.168.5.100|

At the log in screen enter the

Username: iCAM4000 and thepassword: iris4000. Click Login

@ IrisAccess™

Asannd dertiy Aahertiatn® Fovarom) [ ly A wediod e

iCAM 4000/4100 Configuration
# Administrator Login
L' —' Username: iCAW4000
ol ] L A1
Hﬂ_ T e [ Passward: [sesssess]
2 : I 855,(-_‘.87 Legn Coreed
[alslals]
l [ el ] 0000,
| [l et
S Siirhh | hnolagy Divizion, Al
- 4
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Steps for ChangingiCAM IP Address

At the menu select “Network Settings”

@G IrisAccess”

Advanced Identity Authensication™ Advano ity

iCAM 4000/4100 Configuration

@ Change Username/Password

@) Cenfiguratien Settings
@ SmartCard Configuration
@ Network Settings

@ iCAM Software Update
@ Voice Message Update

@ Reboot

version 2,03 0
copyright @ 2006 LG Electronics USA, Inc, Iris Technolagy Division, All rights reserved,

h Vi

Enter the desired IP information then click OK to save and change the address
values.

iCAM 4000/4100 Configuration
B Network Settings

IP Address: |122.168.5.100
Subnet Mask: |255.255,285.0

: Ea o
Broadcast Address: [192.168.5.255
Default Gateway: |192.168.5.254

ok Clear Back to Main

version 2,03
copyright @ 2006 LG Electronics USA, Inc. Iris Technology Division, &ll rights reserved,

@ LG

Advanced |dentity Authentication™
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Steps for Changing iCAM IP Address (cont’d)

The IP Address is changed within seconds.

After each iCAM configuration the arp cache on the computermust be deleted.
Click on Start (in the Windows task bar)

Select Run

Type cmd

Press Enter

At the command prompt type: arp —d

Close the command prompt window.

Connect the next iCAM to be configured on the network andperform the
configuration to the next iCAM.

To avoid confusion you may want to remove the configurediCAMs until all are
completed.
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8. Preparing for Installation

Software Disk Insert — Starting point for all installations. Identifies the
documentation needed for installation and otherdocuments to refer to as
needed.

Hardware Guides — Steps for hardware installation and unit setupintegration
with other hardware.

Software Installation Guide — Step by step procedure forinstallation of the EAC
software.

Other documents such as the IrisAccess® 4000 and 3000Hardware Manuals,
User’s Manual, Upgrade docs etc.Areavailable on the software CD.

Technical support web site knowledgebase is available 24/7

IRIS ACCESS SYSTEM CONFIGURATION AND INSTALLATION
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9. Installing the EAC Software

If the IP Address of the IrisServer computer is to be different from192.168.5.1
please changes the address at this time.

Install the IrisAccess® EAC Software on the IrisServer computer.

Follow the IrisAccess® EAC Software Installation Guide for software installation
and configuration.— CD Key is printed on the CD case label

If required the EAC software can be installed on additional computers to serve as
additional IrisEnroll, IrisManager, and IrisMonitor stations

IRIS ACCESS SYSTEM CONFIGURATION AND INSTALLATION
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Configuring the ICU

Configuration of the ICU requires a serial connection between the IrisServer

computer and the ICU.

The ICU Serial Configuration Cable is included with each ICU. This has a 9 pin
female serial connector on one end and a 6 pin Wieland connector on the other.

The serial cable is only required when programming the IP Address and the
Security ID’s on the ICU.

9 Pin Female

[] i
// To Serial
7/ N o

B omputer
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Configuring the ICU (cont’d)

The ICU is configured using the IrisICUAdmiIn utility.
When configuring the ICU with iCAMs use the IrisilCUAdmMin4000 program only.
Connect the ICU, but do notpower on the unit.

Double click on the IrisiICUAdmMin4000 icon. Select “New Installation” from the
menul.

2 IrisICUA dmind000
Program  Help

% IrisAccess™ EAC SIW - IrisICUAdmind000

' New Istaliation IrisICUAdmIn enables yau to setup, upgrade and
configure the IdentityCantraller (ICU4000). Click an

the menu item to start the process.

Upgrade

E2 |9

Configuration

Change Passward

Re

Exit

-

Enter the Server IP Address (the address entered here will be the only computer
which will be allowed to communicate with the ICU) This must be the computer
which will have the IrisServer program running.

IRIS ACCESS SYSTEM CONFIGURATION AND INSTALLATION
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ICU4000 New Installation - Config Network IP/Security 1D

Configure Metwark [P Address

Serer [P Address

~Setting for IrisServer

192.168.5 1

—Settings for 1CU4000

ICL 1P Address

Gateway Address

Subnet Mask

|192_158.5.200

[192.168.5.254

|255.265.255.0

ex) 160.160.97 .42

ex) 160.160.97 254

ex)] 255.265.255.0

2 Disconnected

Cancel < Back

Mext =

Finish

IRIS ACCESS SYSTEM CONFIGURATION AND INSTALLATION
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Enter the SIDs for all four channels.

Be sure to record what has been entered for SIDs. They will need to be entered in
IrisManager later and must match exactly.

Configure iCAM Security 1D

Security IDs
Installed (CARM Security D
v iCAM 1 | 200a | EEEE] | EEEE] | azal
W iCAM 2 | 200a | EEEE] | EEEE] | aaal
¥ iCAM 3 | 200a | aaaa | aaaa | aaal
W iCAM 4 | 200a | aaaa | aasa | aaad

iCAM 3 and iCAM 4 are available for only 4-channel 1ICU4000.

& Only select the iCAMs which are installed in this ICU. A unigue security 1D must be used for
each iCAM connected in this system, this security ID can consist of numbers, upper and lower
case letters and special characters. The security 1D must be 16 characters long and is case
sensitive. The security ID's should be recorded as these will need to be entered exactly into the
Irishdanager as a later time.

X Disconnected Cancel | < Back Mext = ‘ |

Select the COM port of the IrisServer to which the Configuration cable is
connected.

Click Start, then Start and turn on the ICU.

During boot-up the ICU will look for the serial connection and will automatically
start to download the configuration from the computer.

Connection and transfer should be complete within 80 seconds.

After the transfer is complete the serial cable may be removed .The rest of the
ICU configuration will use the network.

Before proceeding, connect the DCU or WIB to CH1 of the ICU main board. If

IRIS ACCESS SYSTEM CONFIGURATION AND INSTALLATION
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using the DCU be sure that the DIP switches are in the down position. If using a

WIB the DIP switches may be left in the up position.

Continue the setup by entering the password for the ICU. The default password is

iris4000.

The ICU will connect over the network. Click Next to download the software into

the ICU.

After the configuration files have been downloaded from the ICU c lick on

configuration to modify the setting

The IP Address of the iCAM is entered into each channel of the ICU.

In this case channel 1 of this ICU will control the iCAM with the IP Address of

192.168.5.20

.2 Channel Configuration

7 Configure the iCANM, Access Panel, Access Door and GPO for the channel 1o be activated properly.

Channel 1 Configuration -iCAM Default Settings...
iCAM 1 Access Panel [ Access Door | GPO
iCANM P Address [192.168.5.20 4_)
Eve Selection |Altemating LI
Default Message }LG Electronics

FakeEye Detection
E] EnkeEye Datariion Lovels [Cevaii =

ICANM Volumea

Mte Low High

~Activate ICAN -

Select the GPI port used to detect a manual iCANM activation. If 'Proximily Sensor’ is selected the
r ICAM will active using the buill in proximity sensor

lF‘lommrt-( Sensor *i
Solect the typa of activating sigasl for input part
= - GPI Settings

Repeat the IP Address entry for each channel of the ICU. If the channel is not

N i Fancal

I
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being used you may disable it by un-checking the Channel check mark.
Click next for the remaining configuration, and click Yes to reboot the ICU.

The remaining ICU’s maybe configured at this time by following the same
procedure.

Each ICU must have a unique IP Address and SIDs.

Do not connect more than one un-configured ICU to the network at the same

time. This will cause an IP Address conflict on the network.

10.IrisServer

Starting IrisServer

1. Double Click on
the IrisServer Icon

2. IrisServer will

= “:w‘“” | open, then
B/28/2002 1405:32 'Pi;:u:&lc‘kﬂ minimize to the task
08/28/2002 1405:32  Prepared DB
08/20/2002 1£05:45  Coanscted to IrisEnrol (Enroll Station) b ar

062872002 1406:90
0Bf2872002 14:06:00
UBf2872002 14:05:89
062872002 14:06:20
06/2872002 14:05:52
0Bf282002 1452:51
08/2872002 1453:41
062872002 1455:29
062072002 14£55.30
062872002 1455,32
0Bf282002 14:55:41
UBf2872002 14:55:55
08282002 14£56:34
0B/2672002 14:56:30
0Bf2872002 1458:13
0Bf2872002 14:58:16

istert| 74 B2 [ Frisserver -

Connected to IrisAecog ROUT)

Checking DB of lrizRecoy _[ROUT]
Checked DB of IrieRecog [FIOUT)
Coanccled to IrisManeger [meneger)
Connected to IrisMonitor {Iriz Monitor)
Disconnected IrisEnrell [Enrell Station]
Coanected to IrisEnroll [Enroll Station)
Disconnccted IrisManager fmanager]
Disconpected IrisManitor [Iris Monitor]
Disconpected IrisEnrell (Enrell Stasion]
Coanected to IrisEnroll [Enroll Stakion]
Connected to IisManeger [manager)
Disconnected IrisManager fmanager)
Coanected to IrisMenitor {Iris Moniter]
Diseonsected IrisManitor (ris Monitor]
Disconmected IrisEnrell (Enrell Station)

3. Double click on
the IrisServer icon
to open.

4. Login with the
information below
when prompted.

ID: administrator
Password: iris3000

IRIS ACCESS SYSTEM CONFIGURATION AND INSTALLATION
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IrisServer Main Window

IrisServer should always be left running in the background (minimized).

Only one IrisServer per network.
Displays real-time database and remote unit connection status.

Helpful for troubleshooting iCAM / ICU connection problems

@risserver- =10l x|
File(E) Option(Q) Help(H)
Date and Time | Message |:J

08/28{/2002 14:05:32
08/28{/2002 14:05:32
08/28{2002 14:05:45
08/28{/2002 14:06:08
Udf284200Z 14:Ub:U8
08/28{/2002 14:06:09
08/28{/2002 14:06:28
0872842002 14:06:52
08/28{2002 14:52:57
08/28{2002 14:53:41
08/28{/2002 14:55:29
08/28{2002 14:55:30
UBf2812002 145532
08/28{2002 14:55:41
08/28{2002 14:55:55
08/28{2002 14:56:34
08/28{2002 14:56:38
08/28/2002 14:58:13
08/28{/2002 14:58:16

Prepared Socket
Prepared DB
Connected to IrisEnroll (Enroll Station)

Connected to IrisRecog (ROU1)
Checking DB ot IrisHecog ..|ROU1|

Checked DB of IrisRecog [ROU1)
Connected to IrisManager (manager]
Connected to IrisMonitor (Iris Monitor]
Disconnected IrisEnroll [Enroll Station)
Connected to IrisEnroll [Enroll Station)
Disconnected IrisManager (manager]
Disconnected IrisMonitor (Iris Monitor]
Disconnected Iristnroll |Enroll Station)
Connected to IrisEnroll (Enroll Station)
Connected to IrisManager (manager]
Disconnected IrisManager (manager]
Connected to IrisMonitor (Iris Monitor]
Disconnected IrisMonitor (Iris Monitor]
Disconnected IrisEnroll (Enroll Station)
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11.IrisManager

Configuring IrisManager

This part of the setup is also covered in the EAC Software QuickInstallation Guide.
Open the IrisManager program by double clicking the desktopicon.
The system configuration is performed in IrisManager / Creationmenu.

A default configuration is created for IrisEnroll, IrisManager, andlrisMonitor. The system is

configured to be able to run all programs from the IrisServer computer using the loopback
IPAddress (127.0.0.1)

Since we are using only the IrisServer computer for IrisEnroll, IrisManager, and IrisMonitor we
do not need to modify the default settings. If we did want to change settings we could click on
the New... button to add computers or Modify... to change existing settings.

When the applications are started for the first time, the loopbackIP address (127.0.0.1) may
need to be entered.

IrisEnroll4000 may require the SID to be entered:111111111111111.

X Program Management @

IrisEnroll | IrisManager | IrisMonitor [
,% Use this tab to register remote units.
Remote u... ] Remote Name | ICU IP Address | Security ID [ Ch: @
< >
Close

* Since we will have “Remote Units” (iCAMs protecting a door) we
need to configure these in IrisManager. Click on the Remote Unit
tab then the “New” button to add the configuration of the ICUs
and their channels into IrisManager.

IRIS ACCESS SYSTEM CONFIGURATION AND INSTALLATION
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¥ New Remote Unit

Remote Unit 1D : ]
Name Doort iCAM
ICU IP Address : |192.168.5.200
Security D : ]Eﬂﬂaaaaaaaaaaam
Description : [icam IP 192.168.5.20
Channel 1D : 1 -]
Use Type : ]Identiﬂcatinn _1]
Model :
0] 4 Cancel |

Name: Short descriptive name for the iCAM
ICU IP Address: The IP Address of the ICU which is controlling the iCAM.
Security ID: The Unique SID entered for the ICU channel during ICU configuration.

Description: Optional field for other information. Putting the iCAM IP Address here will assist in
troubleshooting.

IRIS ACCESS SYSTEM CONFIGURATION AND INSTALLATION
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Channel ID: Channel of ICU which is controlling the iCAM.
Use Type: no effect

Model: Selects the icon type shown for this remote unit.

7+ Program Management @

Remote Unit I IrisEnroll l IrisManager | IrisManitor ]
Use this tab to register remote units.

Remote u... | Remote Mame I ICU P Address i =ecurity [0 Ch: NEW
1 Doort iC Ak 192.168.5.200 200aazaaaaqsaaa1 1

2 Doofr2 iCAM 192.168.5.200 200zaaaaqaqqaaqs 2

3 Door3 iCAmk 192.168.5.200 200aazazsaaazazad 3

4 Doord iCah 192.168.5.200 200aazazaaaazazad 4

< >

Close

Complete the entries for each ICU and ICU channel that will make up the system.
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12.IrisEnroll4000

= lrisEnroll4000

Program Actions Tools Help

AR o AL

E;r—cull Idﬁy 'v'er_l-fy Ca‘rd. Live nnect Options
Ready.. O
IrisAccess” -
0000"”
QOO
= (elelole]
0000 _
IrisEnroll4000
IrisEnroll4000 action status
Result Date & Time ~|
'\1) Stopped. 2/13/2009 4:27:34 PM
&) Processing. . 2132009 4:28:37 PM =
&) Dare. 21132009 4:28:50 Phd l*’l ‘

==e Connected to lrisServer.

Dane.

iCAR IP:192.163.5.100

* Enrollment

* |dentification
* Verification

* Card

* Live

IRIS ACCESS SYSTEM CONFIGURATION AND INSTALLATION
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* Options

" isEnioti4000
Progrom | Adtons Teok HEp

‘ ‘ d 7 ) S || ;

*  When enrolling a user you W'”/’B gas:223
. — Ready.. O
select Enroll from the main ’

screen.

IrisAccess”

* The user will be prompted to
present their iris to the iCAM.

* Upon successful iris capture you R e

B PFroceszing... 2/1312009 4:28:37 PM

IrisEnroll4000

InsEnrall4000 action status

. . . . . . @ Done. 2/1312009 4 28:50 PM |
will receive a window indicating — e
the quality of the image. e
e Veriﬁcation Of the useris then @ Processed...Excellent! (The first trial)

required. \

* Once the user is verified you can

ocessing Result

 User Information... 3

Iri iy~ = I

continue by filling in user p = e
information. Cancel |

IRIS ACCESS SYSTEM CONFIGURATION AND INSTALLATION
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* Enter the User ID and then click
the Get user information button.

* Optional entries:
— First name, Ml and Last name
— Card reader ID and Card Number
— Gender (Male/Female)

— Photo (allows an image to be associated with the
user being enrolled)

¢ C(Click Next to enter additional user
information. (department, position, phone,

email, address, etc.)

* Enter the User ID and then click
the Get user information button.

* Optional entries:
— First name, Ml and Last name
— Card reader ID and Card Number
— Gender (Male/Female)

— Photo (allows an image to be associated with the
user being enrolled)

¢ Click Next to enter additional user
information. (department, position, phone,

email, address, etc.)

| 1 User Information

<]

Type user ID and then click "Get user information’ button. If user information is
not found. click OK, to enable user information fields. If the user information
already exists in the server DB, the information will be displayed.

* User ID et Get user information l

Basic information of the user - All fields marked with an asterisk () must be

filled.
Name Phaota
First Name [frest
MI ,—
Last Name fest
Card -
Prox card :1
gl?r?:n Card 1 ,Ml
Prox card [ M

Card Number | I Delete photo

Gender
PIN
,7  Female
" Male
~* Eye =
| ~ Righ
] ey -
et i
Click the ‘Next' button to continue.
| Next > Cancel

!_!. User Information

<]

Type user ID and then click "Get user information’ button. If user information is
not found. click OK. to enable user information fields. If the user information
already exists in the server DB, the information will be displayed.

“ User ID test Get user information l
Basic information of the user- All fields marked with an asterisk (*) must be
filled.
Name Phato
First Name Tast
MI
LastName Test
Card -
Prox card ~|
None Capture Image |
Smart Card —_——
Prox card [ Belect Photo...

Card Number | I Deleto phato

Gender
PIN
% ‘  Female
 Male
“ Eye
¥ Lefl I Righ
I Usewarning eve -
~ Lef = Giaht
Click the ‘Next’ button to continue.
| Next > Cancel

IRIS ACCESS SYSTEM CONFIGURATION AND INSTALLATION
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Users should be assigned a
remote group and time
group.

ViSItOrs (users with temporary access rights)
should be assighed to a
remote group with set terms
and reservation times. Select
the Calendar button to
select dates the user will be
granted access.

13.Identifying a User

Select the Identify icon from
the tool bar on the main
screen.

Click the start button and
have the user present their
iriS tO the |CAM (the process of

identifying will continue until the operator hits the stop
button)

| ® User Information

(<]

Select the type of the user using the check box labeled with Visitor. If the user is
a general user, select the remote group and the time group. If the user is a
visitor, select the remate group and set valid term and reservation time.
‘test
Assign access rights 10 the user.
LR Access Rights
Remote Group
. | Remote Group | Time Group | Delete
Al Y] Al
Add A term of validity
{mndcic/yyyy)
Tirme Group SRtEEE
All Delete Calendar I
Fwpira Nate |
Delste Calendar |
Datail |
| Sunday | Mandsy [Tuesesy | wednesday | Thuisday | Friday
00002400 00.00-24.00 00.00-24.00 C0.00-24.00 00.00-24 00 00.00-24
< EY
< Back Mext > I Cancel
|0 ldentification =]
@ Identified. Identifying... 08
2 User D Time | User Neme |
UserID: test T SR T T
First Name : Test
Mi:
Last Name : Test
Aithoity User
Gender
Ennolled Eye © Left/Right
Warming Eye Nothing
Depatment
Position
Emall:
Address
PhaneHome)
Phure(botile)
Phane(fics)
Enroll Date 2372003 16:36 37
Start Date ©
Exite Date
Resenation Tims fo Yister
Residerd um
Mermo |
Memo2
Mermo 3
Moo 4
o
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Verifying a User

* Select verify from the tool bar on
the main screen.

* Enter the User ID and click Verify
to being the Iris image capture
process. i

l &2 Verification

@ Erter user 1D and click Verify' button 10 procaed.

User D :

'[ Verify I
Smart Card

I™ Cortinuous Yerification  Vaiify with Smart Card

Please enter a valid PIN

Werify with PIN
Close

IrisEnroll4000 Options

* This screen provides the
function of changing iCAM
settings such as:

— Sound Volume
— VFD Message

— Using white LED’s during
image capture.

[V tdestication
@ Identified. identitying . OO
User ID test
First Name . Test
M
Last Name : Test
A : o
v
Envoled Eya Lot (Righe
Wann) Noging
[ oHo

!

Once the Iris image is captured the results
will display in a verification window.

f‘-’.) Options
i Display | SmatCard |  Eye Selection |
|CA_I& T IrisServer Lock T Countermeasure [}

Set the iCAM sound volume and VFD message to display

Sound Volume : ——r————: G
low high
VFD Message LG Electronics
v Use White LEDs during face capture
OK Cancel
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IrisEnroll4000 Options (cont’d)

In this tab a user can set
which eye should be
considered when
identifying and verifying,
Left, Right, Both or Either.
The user can also set
which eye should be
enrolled Left Right or both.

When selecting the “Detect
fake eye.” option, fake eyes
will be detected when a user
tries to enroll, identify or
verify.

When selecting “Don’t detect
fake eye” no
countermeasures will be
considered when a user tries
to enroll, identify or verify.

!ﬂ Options

( iCAM If IrisSenver

I

Lock

Display T Smart Card

a Select eye(s) foreach acfion
-~

| [Eye Selection|

Countermeasure
|

i~ Identification /Verification
" LeftEy2 " RightEye
(" Either Eye (+ Atemating Eye

[~ Get eye selection from smart card

Enroliment
" LeftEye

Issue Smart Cardwhile Enrollment -

" Right Eye

" Bath Eyes ‘

(+ Both Eyes

" Left Eye " Right Eye ¢ Both Eyes
OK Cancel
| £3 options
f Display T Srart Card T Eye Selection ]
[ iCAM T InsSewer T Lock T {Countermeasure! []
M Faks eye detection.
" Detectfake eye.
& DU Uelecl ke eye.
QK Cancel
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Testing the System

* At this point the IrisServer and ICUs should be able to
communicate. Open IrisServer (double click on icon near taskbar
clock), and view the messages in IrisServer for errors.

* Open the IrisEnroll4000 application, when prompted for an IP
Address, enter the IP Address for the iCAM which will be used for
enrollment.

* Perform a self enrollment, to test IrisEnroll and iCAM operation.
Set permissions to All time, All remotes.

* Perform a recognition on an iCAM controlled by the ICU.

* |Ifa DCU is connected listen for the relay click when a recognition
is performed.
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14.IrisMonitor

IrisMonitor Screen

. 1 IrisMonitor [*9{1=1 % )
The status of units and  [Feem s
T ® | «
software applications. | /® - = Ba
Connectign,
Example: Remote(0/2) means @"m O isMonitor (111) o@ IrisMonitor
that 2 Remote units are A :

& A . Results | Date & Time | Door | User Name | User| Display Ilcnn j
configured and neither is —— Y T
connected to the IrisServer. z

4000R 4‘160
User Activity monitor.
Provides real time P
status of user activity d
and warnings. < > Status of units
Results Date & Time Node Namg lNﬂﬂOID and Softwa re
applications.
System Activity monitor.
Provides real time
status of system activiy//
and warnings. 2 =
g Connected to InsServar. 112902008 L15PH
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IrisMonitor Warning

IrisMonitor 255

Program  Took  Halbp

& B4 7|

provides visual and |
TreEreol  TkManapx | Password  Cplions Hp

audible alerts for ~Conntciion Siatus
user and System O rougr) O Eoupm) O mshonitor (1) O InsManager O IrisSenvar

P Resuts | Date & Trne | Door | UserName | UserD Dep:  Display T -
conditions. Daciersd 0282002 14.18.97  ROUT John DePew . 250 RIS "
%Dmled(menlnnulemnne‘ﬂ) 0282002 143¢ 15 ROU rRou 1 Eou | | {_insServer
A\ Denied (User 1D nol enrolledy  ORZAZ0021437 068  ROWY
H o 10 not e 7 ry
The Warning button [rCSISTtis o oo
- 5 Deniied (User 1D not anrolled; ORZAZ002 2058 ROU ROUY
WI” ﬂaSh Red on %omuea:x::mlonutenwum: nww’jum::;oza Rouz
-_bDenleﬂ (UserlD notenrolled;  OBZ&20021440:31  ROUL
the IrisMonitor Do vtz 405 Ro0l  smosten 250 s
iy d ;ﬁ»\uemad fedaming eyel ORZAF2002 144850 ROW John DePew 250 IRIS
main screen an
provide audible
= 1| | 3
alarm using the — T T T
computer sound
output.
Alert conditions are
selectable in the
IrisMonitor — S—— : = —————
ornectadto InsSener. B
h‘.c In3S 22802002 249 PM

Options screen.

IrisMonitor Options

L3 options B
Warming f IrisServer T Display
‘ By selacting Usa sound for Waming' chack box, the sounds ara arailabla al smergency or specifiad s ualions.
| What
Soeclal | veogial |
v warning ege I Alarm S | h = h ~ “ =
elect which events will trigger

I~ Unauthonzed sceese tial (For door) I~ Rerote unt disconnected (TCPAP)
™ Unauthorized sccass trial (For time) I~ Rernote Unit /iGAM tamp ered
I Unauthotized access tris| Evpited) ™ ICUZDOU is tampered an a Ie rt i
™~ Unauthorized accass trisl (Nat enrolled)
¥ Unauthorized acceas thal (ris check failed) ™ Disk ie full

I” Databasa loo is full

Do atusss il ursilinm

I~ ROU wideo connection ertor I ROU serial connection ercor

— Sound file to play for each
 Default Setting : Regardless of waming type, this uses the same sound. NG different Condition. AIIOWS to
& Manuslly Setting - Acc ording to waming type, 1his uses different sound | .
ke browse and test the sound file.

Waming eve a|  After selecting waming fype in listbox, Set each sound.
Unauthorized accese trial (For door) E

Unauthorized access tial (For ime)
Unauihorizad access trial (Expirsd) Sound Brovse >

P oo M- Duration of the Sound file
¥ Play sound periodically until Warning' button in the main window is clicked . .
i | ety played and whether it will be
continuous.
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IrisManager

lrisManagier

'

To start IrisManager, Double click on the IrisManager icon on the desktop. Enter
ID: administrator, Password: iris3000

IrisManager
& liksbanager -JoE
Program  Adwnisbatee Cresbon Usyy Repots Teok  Heb
e - <
©.2.8. .08 %
Crekon  Usr  Repts Do Opbow  Hep
2 4 IiaAccoss IV-(u of envolld uzare 373 ~ [Uesr D | T Find |
Device, Users, L # “'E"‘“‘“; User ID | Cad D Name | Departrmant | Position [ Phone(Cfice) [ Gender | Auth
Groups Tree = :UEI'; 0183 Datio G Dsstne Maie User
o 41 gmz Sohni 14 Hague Femals  User
# ""’;j“if'f‘“l‘) a741 Mike Vagrari Ml Usar
& Trra Groups
Al
£4 Addtiond Info
@ vistar Enrolled
@ Expiration ﬁ—
User List
Enrolled Users Area
Real time Remote unitTime group - Detaled infomation I
System Date and Trre | Cperstion [Source In__[ Source Name Node (D (Us | Node Name (User . | o
Activity >
< + J £y
e Connactad 10 InsEServer. | 12672008 11:53 40

IRIS ACCESS SYSTEM CONFIGURATION AND INSTALLATION



Training 3

User Icons

f: (Orange): Operator

'7 (Orange ) Unauthorized Operator because iris is not enrolled.

Pt (Orange): Unauthorized Operator because Remote or Time Group is not assigned to this
user.

g. ( Black): General User

e ( Black): Unauthorized general user because iris is not enrolled.

A (Black): Unauthorized general user because Remote or Time Group is not assigned to this
user.

5_& { Green): Visitor

+‘1‘ (Green): Unauthorized visitor because iris is not enrolled

X (Green): Unauthorized visitor because remote group or reservation time is not assigned to
this user.

* Note: Starting in EAC v3.0 a Blue user icon is available. This blue icon indicates that the
users term of validity is expired.
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Setting Users Access Rights

]
Summary | Bascie. | AccessRighs | betainio )| | The selected Remote
(,'Z Asslgn access tghts 1o the user and Time group Wl” be
A .
—m listed here. You can
Isitor

Access Rights

&% Remote Group assign multiple groups

o Remote Group | Time Group | #~ Delze |
Proy Only Prox Only Day Shit g to one user.
-

Select the Remote
Add I —Aterm of validity 2
o, (17 | Group the user will have
(P Time Group tarl Date : Delete | Calendar... - ;
Expiry Dste: [ Delete | Calerdr permission too. Click

Add

\ SeleCt the Time Group

the user will have

permission too. Click
Madify l Cancal l Add

The term of validity can also be set so that the users
permission will automatically expire.
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Setting Visitor Access

| usermformation x|
Select Visitor Surmary Il Basic info. | AccessRights | Detail Info. | Access Rights
to set user :

. ‘,2 Assign access righis to the user. 2 Ass;gned
active on a ™~

S > Viei
temporary b srlait Access Rights
basis. I3+ Rerols Giolip Remote Group | | Delota |

All V
Prax Only Prox Only
Add | ~ Aterm of validity Valldlty Settings
{mm/dd/yyyy)
Start Date . | 09052002 Delete | Calendar... Start and Expire

Expiry Date : [ 09052002 Delete | Calendar... Dates

L 3

—Reservation time for visitor

oo = 5 |
14 2ffo0 4 W_'J_Un_d
| 14:00 ~ 16:00

Start and Expire
Times

Muodify | Cancel |
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Users Multi-Assignment

Changes to multiple
user accounts can be
made at one time.

Multiple users in the
list can be selected by
selecting the top user
then hold shift key
and click on bottom
user.

Multiple users can be
individually selected
by holding down the
CTRL key while
selecting

While the users are
selected click User —
Multi-assign on menu
bar.

i

Pogam Adnryex Cedthn | Lher Repoets Tods el

- Card
=g Remate Group
= A

I
B siang Dooe
55N

« Day Sht
= A3 Fo

Vishor
@ Expraton

< | |

| Dt mformticn of 3 rermate it ar frme grougp |- =7

Data and Trne: | Oparatian [Saurca I | Sourca Name | hada ID Us.. | Nade Nama (Usar | OperatorlDA.

DONOE2002 142350 A holiday iz regetered of InisMansger 21000 Hianager New Years Day sdrinistr

.ﬁvmcg:cuz 143163 Atima graup & regstarad af InaManatar 21000 Manager Dap ahit ackvinictal =
< »

K Cormiactadta NaBanar | amoooz 2230

P T e I Rt B = ey | I uereat [ R rtsrtwmaer S pa | JBHS  om
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Edit Multi-Assignment

* In Multi-assigh mode you can change access rights to several users at

one time.
'p”MuIti Assign 5]
@ Same access rights can ba assigned 1o the selected users. Select the ramota groups to be
assigned and click <Add> button And then select the time groups to be assigned bafore clicking
The IISt Of <Add> button.
users that Selacted Users I Misitor Access Rights
have been \ User|D__ | Name 8 Remate Group Remate Group | Time Group | DEelete
10399 Jonathan DJa. flad
selected. 14354 Mchammed M. ||Prog Only
17837 Ross Fidler
25) John DePew
951 Paul Mirenda

Add | —A tem of validity

immiddﬂxﬂﬂ

@ Time Group Start Date : Deletel Calendar...l
Al ; :

Day Shif Expiry Date : I Deletel Calendar...l

| (o) | 2dd |

] Cancel I
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Administrators and Operators

Administrator - -
OPeraioE.. ctrlao «— From menu bar select Administrator then click
Operation log...  Ctrl+L operators.

Security Setting. ..

By default there is an administrator option called “administrator” (This is the
account used to log into the IrisAccess applications).

This screen is used to create other administrators and operators that will be able
to log in and use the IrisAccess applications.

Administrator Vs. Operator

Administrators can control all options available in the IrisAccess software,
including system configuration.

Operators have limited access to applications and reduced available functions
within IrisManager (set by an administrator).
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Training 3

Setup Operators

Ix

Only sdminictrator can provids or dismise the nght of operstors. Chck <New> bution 1o
add a new operstar and cick <Delete> bution 10 remove 3 aperaicr. To modify 8
operaior's information, select the opreator and then click <Madify> button

ey

/

< Modify — Modify existing

Jalels
b
Cloag
The existing Administrators and Operators
_a
Information T Authority
Al fields marked with an astensk (%) must be
filled in completely.
* Operator ID | .
UserID I ol
First Name |
L3stName [
E-mail I
* Password [
* Confirm Password [
0K | Cancel |

New — Create Admin/Operator

Admin/Operator

\

Delete — Delete existing
Admin/Operator

Operator ID — The username used to open

/ the IrisAccess applications.

Optional User ID — The user ID that the
operator uses for iris access.

Password — Password used to access
application.
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Operator Authority

x

Irformation [ ‘Authority |~ Operator or Administrator privileges

o
Administrator can provide tW
piugram lu the specified uperatur PrngamS that Operator nOt a ble tO
Joperators il / access. Click Add to give operator

~Actess rights for program " access.
Selected program Unselected program /
2= Add IrisEnrall ’
.. [(rsManager i ithi i
Remoyes | isManage Functions within IrisManager that

operator will be able to access.

—Additional rights (in lrisManager)
I~ Wiew Ing (enmll, arcess, systerm ag)
™ Beor Control
I~ Backup

S

View log (view reports) Door
Control (able to open doors)
Backup(can run database backup)

oK Cancel |
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Operator Level IrisManager

¢ IrisManager =

Proyam Use Jogk Heip

Il |

10:

Creratee foptices

| £

Heb

1 isfecess3000 Mo of enrolled users © 1 = m Find |
\D | Marne | Deparmant | Position | Tel | Gerder | awbhorty  [Em
77 John DePeaw LG RIS Hale Oparator Left
All fields rmarkad with an asterisk (7] must be
filed in complately.
* Qperator ID IJD
Usarlp |777
First Mame IJohn
LastMName I
E-mail Iogpgw
4| | 3
Detail infornation of the ramote or lime Bioup Change password I
Curent Password |
Date and Time | Cperation [ Sourca ID__| Sou MNews pes=word I
Confirm Password |
«

o~ CONNEtted 1o InsSemer

This is a restricted operator screen (no configuration or report permissions)

Cancel

Mod iy I
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Setup Remote Groups

i Creation

Remote Unit...

TIrisEnroll... . .

TrisManager... Click on Creation in the menu bar and select
ook / Remote Group

Remote Group... Ctr+R
Time Group...  Ctr+T

Holiday... Chri+H
x|
Remote Group 1 Titre Group 1 Holidzy
Remaote groups can be created, modified or delatad. To chack the list of
remate unts assigned 1o the remote group after creating, click the remote
group in the list of Remote Graup.
~Remote Group ~Group = /
Ity |
JElete I /
Cloge

New — Create new group.

Modify — Modify existing
remote group.

Delete — Delete existing
remote group.
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Setup Remote Groups

i Creation

Remote Unit...
IrisEnroll,.. . . .
e Click on Creation in the menu bar and select
Irtoier / Remote Group
Remote Group... Ctr+R
Time Group, .. Chrl+T
Holiday... Cerl+H
',:EGroup LI
Remote Group T Time Group T Holiday
Remate groups can he created, modified or delsted. To check the list of N ew — Create new gI’OU p-
ramote units assigned to the remaote group after creating, click the remote
group in the list of Remote Group. ) g LY
Modify — Modify existing
~Remoie Group ~Group T | rem Ote grO u p ;
5] Delete — Delete existin
Palete | / g

remote group.

Close |

Making Remote Groups

:1‘ New Remote Group

D I
Name : |

x|
—
+

Description |

~Select remote unit

Selected Remote Unit Unselected Remote Unit

Border Crossing
Man Trap Door
Prox Card

Sliding Door

|

oK Cancel

4

-

L~

\

Enter Remote Group name
Description is optional

Select the iris cameras which you want
to add to the group.

Selected iris camera will appear here.
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Setup Holidays

| Creation
Remote Unit. ..
IrisEnrall...
IrisManager. ..
IrisMonitor...

Remote Group... Ctrl+R

Click on Creation in the menu bar and select

/Holiday.

/ New — Create new Holiday.
Modify — Modify existing

/ Holiday.

Time Group...  Ctrl+T /

Holiday. .. Chri+H
::’ Group z'

Remote Group | Tirme Group T Holiday!
é Sefting for Holiday:
i~ Current Holiday List Date
Memo
[Dz]ete
Close |

- Delete — Delete existing
Holiday.
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Entering a Holiday

Z»New Holiday 5

Holiday Name

Date

Memo

|Aug _'] |2l102 vl‘\n

W

S

[

0 3

3

5

10

11

12

14

& [17

18

19

21

3 |24

25

26

3

l Cancel |

———— Enter Holiday name

—— Select month and year

Select the day of the week which
you want to add as a holiday.

————— Memo is optional

The date selected as a Holiday will use the defined holiday time schedule set up
in the time group.

Reports

IrisAccess® EAC software has four different reports. All reports are
filterable, printable, and exportable to Microsoft Excel (Excel must

be installed on system)

* Enroll report — All enrollment activity
* Access report — All door access history including rejection,

warning eyes, etc.

» System report — All system operations, including remote unit

connection / disconnection.

* Operator log — Operator and Administrator activity. What
operations were performed while operator was logged on.
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15.Iris DBAdmin

IrisDBAdmin

* The IrisDBAdmin utility is used to manage the IrisAccess®
Database.

* The options available in IrisDBAdmin is determined by the DBMS
type used for the IrisAccess® Database.

* With a MS Access DB only Upgrade, Import, or Backup DB
functions are available.

* MS SQL and Oracle 9i have all IrisDBAdmin functions available.

* For upgrade, import, backup, and merge the IrisServer program
must first be stopped.

* To open the program double click on the IrisDBAdmin icon
located on the desktop.

* When IrisDBAdmin is started the program will prompt for the
location of the DB to be administered.

& Select Database file F x|

In MS ACCESS mode, Only the 'Upgrade database’, Import
database’ or '‘Backup database'button is available.

Database file
IC:\ngram FilesiLG ElectronicstrisAccess 30001A3000SDB.mdh

oK I Cancel
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IrisDBAdmin Main Menu

Create Database — Creates

Program Database Operator Help

DB in SQL and Oracle. IrisAccess™ EAC SW - IrisDBAdmin
Drop Database — Erases DB [;
in SQL and Oracle. P S IrisDBAdmin is a utilty to install the
[ "2’ i :ii[gl?lSDB into DBMS and to administrate
Upgrade Database — M@ -
Upgrades a older IrisAccess
DB to the v1.241 format. [5 Import Database

Import Database — Import
DB from previous stored DB

Backup Database — Backup

Program Database Operator Help
current DB and Log files. IrisAccess™ EAC SIW - IrisDBAdmin

Administrator — SQL and = ]
Oracle DB administration.

Users — SQL and Oracle
user access.

IrisDBAdmiIn is a utility to install the
|1A3000SDB into DBMS and to administrate
users.

P
(S mscnowone
Ca
e

Merge User Data — To
merge an existing
IrisAccess DB into the
active IrisAccess DB.

|

# Merge User Data

‘@ Exit

)
|
|
|
|
)
|
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IrisDBAdmin - Backup

Backup creates a backup copy of
the IrisAccess database to the
specified location. This backup
must be initiated manually.

Enter destination pat/

¥, Backup ]

Window for DB and log (transaction, system and
operation log) back-up.

x|

Log

DE backup destination :

Browse. .. | Shaw il path |

Backup File Name :

3 1 [
Enter destination fllename"'—'—_———— c== Btk Up DB nowd __:L

We recommend backing up the DB
after new enrollments or at least once
a month. IrisMonitor will report if DB
allocation is reaching its limit and
needs to be backed up immediately.

Backup Log copies and cleans up
the system log file database to the
specified location. This backup
must be initiated manually.

Enter destination path

Filename is created
automatically

Latest backup date

Close I

/

Window for DB and log (transaction, system and
operation log) back-up.

DB

Log backup destination :

Browse. .. Showy full path ‘

Back up log now |

Latest hackup date :

x|

Close I
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IrisDBAdmin - Merge

Merge allows an existing IrisAccess® DB
to be merged with the active IrisAccess®
database

Access Rights of users when imported

Overwrite existing users if matched

= Merge User Data @

Merge user data from another Database

Access Rights for imported users :
ndla s} (" None (No Access)

>/ Overwrite existing user data if isCode matches

Location of merge log files

Type of database being merged and A Select..
location. Name:
| cancel |

Select the database type and DB location.

Merge Log Browse...

Source Database :

& Select Source Database IX]

Select the type of database to merge from and enter
each field for connecting o the database.

Select the file( mdh) to merge from:

Browse...
|

" MS SQL Server

(" Oracle

| OK I Cancel
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16.Technical Support

Iris ID support web site: www.irisid.com, click on Support
&Service. Knowledgebase answers available 24 x 7 x 365.
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