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SMARTKEY AND SMARTPICO END USER LICENSE AGREEMENT

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THE
CONTENTS OF THE PACKAGE AND/OR BEFORE DOWNLOADING OR INSTALLING THE SOFTWARE
PRODUCT. ALL ORDERS FOR AND USE OF THE SMARTKEY and SMARTPICO PRODUCTS
(hereinafter “Product ”) SUPPLIED BY EUTRONSEC S.P.A., A WHOLLY OWNED SUBSIDIARY OF
ALADDIN KNOWLEDGE SYSTEMS LTD, (hereinafter “Aladdin ") ARE AND SHALL BE, SUBJECT TO THE
TERMS AND CONDITIONS SET FORTH IN THIS AGREEMENT.

BY OPENING THE PACKAGE CONTAINING THE PRODUCTS AND/OR BY DOWNLOADING THE
SOFTWARE (as defined hereunder) AND/OR BY INSTALLING THE SOFTWARE ON YOUR COMPUTER
AND/OR BY USING THE PRODUCT, YOU ARE ACCEPTING THIS AGREEMENT AND AGREEING TO BE
BOUND BY ITS TERMS AND CONDITIONS.

IF YOU DO NOT AGREE TO THIS AGREEMENT OR ARE NOT WILLING TO BE BOUND
BY IT, DO NOT OPEN THE PACKAGE AND/OR DOWNLOAD AND/ OR INSTALL THE
SOFTWARE AND PROMPTLY (at least within 10 days from the date you received this
package) RETURN THE PRODUCTS TO ALADDIN, ERASE THE SOFTWARE, AND ANY
PART THEREOF, FROM YOUR COMPUTER AND DO NOT USE IT IN ANY MANNER
WHATSOEVER.

This Agreement has 3 sections:
Section | applies if you are downloading or using the Product free of charge for evaluation purposes only.

Section Il applies if you have purchased or have been otherwise granted by Aladdin a license to use the
Product.

Section Il applies to all grants of license.

SECTION | -- TERMS APPLICABLE TO GRANT OF EVALUATION LICENSE

License Grant . Aladdin hereby grants to you, and you accept, a nonexclusive license to use the Product
in machine-readable, object code form only, free of charge, for the purpose of evaluating whether to
purchase an ongoing license to the Product and only as authorized in this License Agreement. The
evaluation period is limited to the maximum amount of days specified in your applicable evaluation
package. You may use the Product, during the evaluation period, in the manner described in
Section Il below under "Extent of Grant."

DISCLAIMER OF WARRANTY . The Product is provided on an "AS IS" basis, without warranty of any
kind. IMPLIED WARRANTIES OF FITNESS FOR A PARTICULAR PURPOSE, SATISFACTION
AND MERCHANTABILITY SHALL NOT APPLY. SOME JURISDICTIONS DO NOT ALLOW
EXCLUSIONS OF AN IMPLIED WARRANTY, SO THIS DISCLAIMER MAY NOT APPLY TO YOU
AND YOU MAY HAVE OTHER LEGAL RIGHTS THAT VARY BY JURISDICTION. The entire risk
as to the quality and performance of the Product is borne by you. This disclaimer of warranty
constitutes an essential part of the agreement.

If you initially acquired a copy of the Product without purchasing a license and you wish to
purchase a license, contact Aladdin or any Aladdin representative.

SECTION Il -- APPLICABLE TERMS WHEN GRANTED A LICENSE



License Grant . Subject to your payment of the license fees applicable to the type and amount of
licenses purchased by you and set forth in your applicable purchase order, Aladdin hereby grants to
you, and you accept, a personal, nonexclusive and fully revocable limited License to use the
Software (as such term is defined in Section Il hereunder, in the Intellectual Property subsection),
in executable form only, as described in the Software accompanying user documentation and only
according to the terms of this Agreement: (i) you may install the Software and use it on computers
located in your place of business, as described in Aladdin’s related documentation; (ii) you may
merge and link the Software into your computer programs for the sole purpose described in the
SMARTKEY and SMARTPICO Guide; however, any portion of the Software merged into another
computer program shall be deemed as derivative work and will continue to be subject to the terms
of this Agreement; and (iii) you are permitted to make a reasonable number of copies of the
Software solely for backup purposes. The Software shall not be used for any other purposes.

Sub-Licensing . After merging the Software in your computer program(s) according to the License Grant
section above, you may sub-license, pursuant to the terms of this Agreement, the merged Software
and resell the hardware components of the Product, which you purchased from Aladdin, if
applicable, to distributors and/or users. Preceding such a sale and sub-licensing, you shall make
sure that your contracts with any of your distributors and/or end users (and their contracts with their
customers) shall contain warranties, disclaimers, limitation of liability, and license terms which are
no less protective of Aladdin's rights than such equivalent provisions contained herein. In addition,
you shall make it abundantly clear to your distributors and/or end users, that Aladdin is not and shall
not, under any circumstances, be responsible or liable in any way for the software and software
licenses contained in your computer programs which you merge with the Aladdin Software and
distribute to your distributors and/or end users, including, without limitation, with respect to
extending license terms and providing maintenance for any software elements and/or computer
programs which are not the Aladdin Software. Aladdin expressly disclaims any responsibility and
liability with respect to any computer programs, software elements, and/or hardware elements which
are not and do not form part of the Aladdin product.

Limited Warranty . Aladdin warrants, for your benefit alone, that (i) the Software, when and as delivered
to you, and for a period of three (3) months after the date of delivery to you, will perform in
substantial compliance with the SMARTKEY and SMARTPICO Guide, provided that it is used
on the computer hardware and with the operating system for which it was designed; and (ii) that the
SMARTKEY and SMARTPICO, for a period of twelve (12) months after the date of delivery to
you, will be substantially free from significant defects in materials and workmanship.

Warranty Disclaimer . ALADDIN DOES NOT WARRANT THAT ANY OF ITS PRODUCT(S) WILL MEET
YOUR REQUIREMENTS OR THAT THEIR OPERATION WILL BE UNINTERRUPTED OR
ERROR-FREE. TO THE EXTENT ALLOWED BY LAW, ALADDIN EXPRESSLY DISCLAIMS ALL
EXPRESS WARRANTIES NOT STATED HERE AND ALL IMPLIED WARRANTIES, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE. NO ALADDIN’S DEALER, DISTRIBUTOR, RESELLER, AGENT
OR EMPLOYEE IS AUTHORIZED TO MAKE ANY MODIFICATIONS, EXTENSIONS, OR
ADDITIONS TO THIS WARRANTY. If any modifications are made to the Software or to any other
part of the Product by you during the warranty period; if the media and the SMARTKEY and
SMARTPICO is subjected to accident, abuse, or improper use; or if you violate any of the terms of
this Agreement, then the warranty in Section 2.3 above, shall immediately be terminated. The
warranty shall not apply if the Software is used on or in conjunction with hardware or program other
than the unmodified version of hardware and program with which the Software was designed to be
used as described in the SMARTKEY and SMARTPICO Guide. For Italian consumers (as
defined by Legislative Decree No. 206 of September 6, 2005) both the above-mentioned warranty
periods last for 24 months.




Limitation of Remedies . In the event of a breach of the warranty set forth above, Aladdin's sole
obligation, and your sole remedy shall be, at Aladdin's sole discretion: (i) to replace or repair the
Product, or component thereof, that does not meet the foregoing limited warranty, free of charge; or
(ii) to refund the price paid by you for the Product, or component thereof. Any replacement or
repaired component will be warranted for the remainder of the original warranty period or 30 days,
whichever is longer. Warranty claims must be made in writing during the warranty period and within
seven (7) days of the observation of the defect accompanied by evidence satisfactory to Aladdin. All
Products should be returned to the distributor from which they were purchased (if not purchased
directly from Aladdin) and shall be shipped by the returning party with freight and insurance paid.
The Product or component thereof must be returned with a copy of your receipt. Italian consumers
(as defined by Legislative Decree No. 206 of September 6, 2005) have 2 months from the
observation of the defect to complain about it with Aladdin and have to pay no cost to return the
Product to Aladdin.

SECTION 1l -- TERMS APPLICABLE TO ALL GRANTS OF LICENSE

Extent of Grant and Prohibited Uses . Except as specifically permitted in Sections 2.1 and 2.2 above,
you agree not to (i) use the Product in any manner beyond the scope of license purchased by you in
accordance with your applicable purchase order; (ii) use, modify, merge or sub-license the Software
or any other of Aladdin’s products except as expressly authorized in this Agreement and in the
SMARTKEY and SMARTPICO Guide; and (iii) sell, license (or sub-license), lease, assign, transfer,
pledge, or share your rights under this License with/to anyone else; and (iv) modify, disassemble,
decompile, reverse engineer, revise or enhance the Software or attempt to discover the Software’s
source code; and (v) place the Software onto a server so that it is accessible via a public network;
and (vi) use any back-up or archival copies of the Software (or allow someone else to use such
copies) for any purpose other than to replace an original copy if it is destroyed or becomes
defective. If you are a member of the European Union, this agreement does not affect your rights
under any legislation implementing the EC Council Directive on the Legal Protection of Computer
Programs. If you seek any information within the meaning of that Directive you should initially
approach Aladdin.

Intellectual Property . THIS IS A LICENSE AGREEMENT AND NOT AN AGREEMENT FOR SALE. The
software component of Aladdin’'s SMARTKEY and SMARTPICO Product, including any
revisions, corrections, modifications, enhancements, updates and/or upgrades thereto, (hereinafter
in whole or any part thereof defined as: "Software "), and the related documentation, ARE NOT
FOR SALE and are and shall remain in Aladdin’s sole property. All intellectual property rights
(including, without limitation, copyrights, patents, trade secrets, trademarks, etc.) evidenced by or
embodied in and/or attached/connected/related to the Product, (including, without limitation, the
Software code and the work product performed in accordance with Section Il above) are and shall
be owned solely by Aladdin. This License Agreement does not convey to you an interest in or to the
Software but only a limited right of use revocable in accordance with the terms of this License
Agreement. Nothing in this Agreement constitutes a waiver of Aladdin’s intellectual property rights
under any law.

Records & Audit. _During the term of this End User License Agreement, you undertake to maintain
records and reports with respect to all Product Activations and of the floating network seats
consumed through your services ("Records "). Aladdin shall be entitled to audit your Records at any
time upon prior written notice. Any such audit shall be performed during normal business hours.

Termination . Without prejudice to any other rights, Aladdin may terminate this license upon the breach
by you of any term hereof. Upon such termination by Aladdin, you agree to destroy, or return to
Aladdin, the Product and the Documentation and all copies and portions thereof.



Limitation of Liability . Aladdin’s cumulative liability to you or any other party for any loss or damages
resulting from any claims, demands, or actions arising out of or relating to this Agreement and/or the
sue of the Product shall not exceed the license fee paid to Aladdin for the use of the Product/s that
gave rise to the action or claim, and if no such Product/s is/are so applicable then Aladdin's liability
shall not exceed the amount of license fees paid by You to Aladdin hereunder during the twelve (12)
months period preceding the event. UNDER NO CIRCUMSTANCES AND UNDER NO LEGAL
THEORY, TORT, CONTRACT, OR OTHERWISE, SHALL ALADDIN OR ITS SUPPLIERS OR
RESELLERS OR AGENTS BE LIABLE TO YOU OR ANY OTHER PERSON FOR ANY INDIRECT,
SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES OF ANY TYPE INCLUDING,
WITHOUT LIMITATION, DAMAGES FOR LOSS OF GOODWILL, BUSINESS INTERRUPTION,
COMPUTER FAILURE OR MALFUNCTION, LOSS OF BUSINESS PROFITS, LOSS OF
BUSINESS INFORMATION, DAMAGES FOR PERSONAL INJURY OR ANY AND ALL OTHER
COMMERCIAL DAMAGES OR LOSSES, EVEN IF ALADDIN SHALL HAVE BEEN INFORMED OF
THE POSSIBILITY OF SUCH DAMAGES, OR FOR ANY CLAIM BY ANY OTHER PARTY. SOME
JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF INCIDENTAL OR
CONSEQUENTIAL DAMAGES OR DAMAGES FOR PERSONAL INJURY OR IN CASE OF
GROSS NEGLIGENCE OR WILLFUL MISCONDUCT OF ALADDIN, SO THIS LIMITATION AND
EXCLUSION MAY NOT APPLY TO YOU.

No other Warranties . Except and to the extent specifically provided herein, Aladdin makes no warranty
or representation, either express or implied, with respect to its Products as, including their quality,
performance, merchantability or fitness for a particular purpose.

Export Controls . You acknowledge that the Product is subject to certain export control laws, rules,
and/or regulations, including, without limitation, to the United States and/or Israeli export control
laws, rules, and/or regulations, and you therefore agree that the Product will not be shipped,
transferred, or exported into any country or used in any manner prohibited by applicable law.

Governing Law & Jurisdiction . This Agreement shall be construed and governed in accordance with
the laws of Italy (except for conflict of law provisions) and only the courts in Italy shall have
jurisdiction in any conflict or dispute arising out of this Agreement. The application of the United
Nations Convention of Contracts for the International Sale of Goods is expressly excluded. The
failure of either party to enforce any rights granted hereunder or to take action against the other
party in the event of any breach hereunder shall not be deemed a waiver by that party as to
subsequent enforcement of rights or subsequent actions in the event of future breaches.

Third Party Software . If the Product contains any software provided by third parties, such third party’s
software are provided “As Is” and shall be subject to the terms of the provisions and condition set
forth in the agreements contained/attached to such software. In the event such agreements are not
available, such third party’s software are provided “As Is” without any warranty of any kind and this
Agreement shall apply to all such third party software providers and third party software as if they
were Aladdin and the Product respectively.

Miscellaneous . This Agreement represents the complete agreement concerning this license and may
be amended only by a writing executed by both parties. THE ACCEPTANCE OF ANY PURCHASE
ORDER PLACED BY YOU, IS EXPRESSLY MADE CONDITIONAL ON YOUR ASSENT TO THE
TERMS SET FORTH HEREIN, COMBINED WITH THE APPLICABLE LICENSE SCOPE AND
TERMS, IF ANY, SET FORTH IN YOUR PURCHASE ORDER. If any provision of this Agreement is
held to be unenforceable, such provision shall be reformed only to the extent necessary to make it
enforceable. The failure of either party to enforce any rights granted hereunder or to take action
against the other party in the event of any breach hereunder shall not be deemed a waiver by that
party as to subsequent enforcement of rights or subsequent actions in the event of future breaches.



Certifications

CE Compliance

g

The SmartKey hardware key is in compliance with the following test specification:

EN 61000-4-2; EN 61000-4-3; CISPR22

as required by:

EN 61000-6-1, EN 61000-6-2, EN 61000-6-3, EN 61000-6-4

which are specified for the following test:

“ESD Immunity test”

“Radiated radio-frequency and electromagnetic field immunity test”

“Radiated Emission Verification”

in compliance with the “Essential Requisites” for the EMC Directive 89/336/EEC & 2004/108/EEC

CONFORMITY APPROVAL TO EN60529 (IP67)
This hardware key is in compliance with essential evaluation elements for the conformity approval to EN 60529 (IP67) concerning safety
(EN 60529:1991-10 + EN 60529 corr:1993-05 + EN 60529/A1:2000-02) as required by LVD directive.

FCC Compliance

C

FCC ID: TFC-AAI

Eutronsec Spa
SmartKey

Supply: 5V DC
Absorption: 30 mA

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) this device may not cause
harmful interference, and (2) this device must accept any interference received, including interference that may cause undesired
operation.

NOTE: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC
Rules. These limits are designed to provide reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiate radio

frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception,

which can be determined by turning the equipment off and on, the user is encouraged to try to correct the interference by one or more
of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
- Consult the dealer or an experienced radio/TV technician for help.

Caution: changes or modifications not expressly approved by the party responsible for compliance could void the user's authority to
operate the equipment.

IMPORTANT REMARKS
Due to the limited space on the product shell, all FCC certification references are on this technical manual.
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1 Introduction

1.1  Objectives of the manual

The purpose of this manual is to provide a fullreigew of SmartKey's application environments andhef product's
operational potential in general.

This manual deals with the following subjects:
the importance of protecting software.
SmartKey's use methods for manual protection.

the use methods for automatic protection: this reahdeals exhaustively with the techniques and umsénts for
automatic protection of software and data.

the different application situations and the protecimplementation methods within the sphere calmetworks.

1.2 To whom the manual is addressed
Consultation of this manual is useful for those:

who are dealing with software protection technitprethe first time, and seek a full overview of ttate-of-the-art and
practical effective instructions.

requiring the traditional techniques of manual ection, but at the same time, seeking secure, tlerggstruments for
automatic protection of software and data.

who need to control the authorisation and execuifaoftware: in fact, with only a few operationsdausing the
instruments supplied with tHgeveloper Kit the SmartKeytechnology can be used to build sophisticated
mechanisms for controlling licenses and executamameters, simply by usingSmartKeyNET dongle.

1.3 How to contact Aladdin

The best way to contact Aladdin about SmartKep isend an e-mail message to the helpteidesk@eutronsec.it
You can also telephone the Assistance Servicerabau035697055 or send a fax to number 035697092.

For all types of commercial contacts, phone 035897 send an e-mail message to this addnefeg®eutronsec.it
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2 Why should | protect software?

lllegal duplication of programs is a very widesptg@mactice: it is very simple, cheap and does eqgtire complex,
costly equipment. The methods used to prevent leaat, make copying difficult, have not proveceefive, as they
could be overcome in a few months or even a feve.dagnartKey approaches the problem in a different wopying
is not prevented, but use of the program by an tineeized person.

2.1 The menace of piracy increases the need for pro  tection

In a world dominated by technology, software hasobee very important. The development of softwatks ¢ar
enormous resource in terms of time, work, and mombgt is why software has become the intelleqiuaperty of the
developer or of the company producing it. But tight of the developers is often breached, almivghys causing
serious economic losses. Consequently, there égd to protect software.

Companies need to control their intellectual prépsrto protect themselves against IT pirates, alter and distribute
software to users without a license and registnafidoreover, loss of profits due to piracy has aictreaction
resulting in lower economic return for developemrsployees and all who work in the Information Teabgy sector.
This puts a question mark on the availability attier funds for research and development, for gagumalified
developers, and, even for marketing for new pragluct

Another reason why piracy has become so widespsdaetause the falsification of this type of irgetual property
makes it possible to produce perfect, functiongies This is in addition to large profits througle illicit sale of
software.

While the levels of piracy differ from county towry, the Business Software Alliance (BSA) annaththat, in
2005, about 40% of software used in the world oeggd from piracy. This led, that year, to a ldssore than 10
million dollars in assets. BSA estimated that i92025% of software in the United Sates was obthiheough piracy.
Permissive laws and lack of political commitmentigveloping countries to prevent piracy have ontysened the
problem.

2.2 Commercial reasons for protecting software

Piracy has put software developers on the defensiwbeir market plans, managers take into comatds the loss of
profits due to piracy. In view of the alarming lessthe commercial reasons for creating a solutigmmotect software
have drawn the attention of an increasing numbénetector's operators.

An idea is taking shape in the community of devetgpthere could be a good balance between the abst
implementing software protection and the benefitstobtained. Furthermore, to convince managerstahe
economic advantages of software protection, deeetomust consider the following factors:

e The percentage of software pirated in one's owrketariche, if one operates in such a niche. (If the
percentage is very high, one risks losing thatelich

* The percentage of software pirated in the countiesre one intends to sell software.
Considering the first two factors, is it necessamy useful to add a protection facility to one'plie@ation?

2.3  Piracy? Ruinous to the software industry

Information Technology piracy has endangered tig ®encept of intellectual property. In brief, ITrgcy is the
practice of copying and using a software produthewt permission of the proprietor or developere Tdea that use
and duplication of proprietary software is illegi@s only recently began to spread among usersugithmany still
show a general disinterest in treating softwarmt@lectual property with its own value.

IT piracy occurs in different ways. We shall explaifew cases of this below:

Theft of software: buying a single license and Ingdhe software on several computers, in breachetontract
clauses.

Upload and download: providing unauthorized copiethe software to users connected by modem to@wager or
to the Internet.

Forging of software: unlawfully duplicating softveaand selling it as if it were new.

OEM unbundling: selling what was originally starldree software, while pretending it is an integraitpf one's
own hardware.

Hard disk loading: unlawful installation on the tiatisk of personal computers, often as an inceritivend-users
to buy hardware from a particular hardware dealer.

Hire: sale of unauthorized software for temporasg,Las if one were hiring a video-cassette.
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There are also different types of IT pirates:
* Resellers selling hardware with illegally preinkdlsoftware.
» Companies using unauthorized copies of softwarénfernal use.
* Persons obtaining profits by forging software
* Any person who makes an illegal copy of anothes@es program.

2.4 Ahistory of software protection systems

In the seventies, most software was proprietargigthed for use in a specific commercial environmant operating
on mainframe systems. Therefore, piracy did natedis soon as computers changed from mainfrantétecture to
client/server architecture, installing softwareare's own workstation became standard practicethendoncept of
distribution and license was thus born.

The 80s saw a rapid spread of personal computadinig to the creation of a large-scale pirate ugremd network
for illegal distribution of software. This madeniécessary to protect software. The 90s saw piedaya further step
ahead thanks to the Internet, which opened up manreels for unlawful distribution. New technologissch as CD
writers, made illegal software duplication and rilttion even easier, thus contributing to furteswth of piracy.

The battle to topple piracy began in the 80s. Safwprotection mechanisms were used in the DOSa@mvient, such
as special disk formatting using functions, whiakrevnot, part the operating system itself (addétidracks, non-
formatted tracks, disk sector exchanges, modificatif disk rotations peed, etc.), of the magnetjgp®rt was altered.

Other protection systems also spread around: ssjdhfdbiting copies with the standard DOS commaadisi,
therefore, the back-up copies too). When the soéivaotection technologies improved, hardware sgcsystems
began to be integrated with license managementanusg

As the need for protection grew, techniques wekeld@ed to make software and programs ever morgeeln spite
of this, piracy backers still survive, and grow siag huge economic damage. The on-going growthdfriology is
one of the main factors that makes piracy possilie. possible illegal gains are its motivating ¢actt does not seem
that piracy will stop in the short-term. All thisdreases the need for a software protection salutio

2.5 SmartKey paves the way for a new software prote  ction era

Aladdin has created an innovative technology tliféerd from the traditional protection model. Snikay solution
effectively resists piracy and the globally widesgot cracking methods. Software protection strabegyshifted its
attention from "protection of the copy" to a moealistic "control of software execution". The pretien of IT piracy
goes beyond mere inhibition of an abusive coplyalt evolved to limiting use of software to one cap#g time.

The SmartKey dongle for protecting software is dastl mainly for the requirements of this type aiuséy. By using
leading-edge anti-hacking mechanisms, SmartKeyesardware protection system that offers the d@stions for
software sellers.

SmartKey is a small electronic device, which carfitted in the parallel or USB connector of anynpuiter. Each
dongle has a unique personalized diditaderprint which can be recognized by the software it pistec

Encryption is the heart of this software protectiechnology. Through use of a combination of akfons and
encrypting dongles, SmartKey resists the most azh@breaching attempts by pirates. SmartKey alsocownes the
disadvantages of normal anti-copy protection begdéusnables the user to make back-up copies ffdriown
protected program.
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3 Introducing SmartKey

Just imagine being able to limit the executionf C program, so thgbucan decide on which and how many
computers your software can be executed. SmartKaysbftware protection dongle, i.e. a hardwarécdethat
performs this very function, with the aim of pretiag illegal diffusion of the software. The progrdhat is protected
by a call to the system, controls if SmartKey isgant on the computer or on the SmartKey servepuaten in the case
of a 'networked' configuration. If the dongle ig peesent, the program shuts down. The call tes¥lséem usually
occurs when the program has been commanded totexéct can occur several times or when the program
considers it most appropriate.

SmartKey is available in two versions:
* SmartKey ParallelSmartKey is connected to the computer via thalfgmport
* SmartKey USBSmartKey is connected to the computer via the P88,

Both models are small and compact, less than maxctize. UsingsmartKey Paralletioes not prevent you from using
the parallel port for the printer. In fact, you aaonnect, othegmartKey Parallelso SmartKey Parallelor a printer

cable or the cable of any other device using tmallgh port. SeverabmartKey USBsan be connected to the system by
using the USB hub. Using SmartKey neither slowsmtve system nor creates hardware or softwareictilith

other devices and progran®&martKey Parallemust be fitted in the parallel port and connectethé other devices
before switching on the computer. Inste8thartKey USRBan be fitted and removed also while the compstar
operation.

In terms of programs, the two types of SmartKeyusmed in the same way: a program protected BynartKey Parallel
can also be used withSmartKey USEind vice-versa without making any modificationshie software. Hardware
management of the two types of SmartKey is whalsigned to the drivers supplied.

The SmartKeys area available in five different medeistinguished by their functions:
¢ SmartKey FX (FixedyVith fixed security algorithms and codes
* SmartKeyPR (ProgrammableyVith programmable safety codes, and internal mgmor
* SmartKey EP (Extended Protectidnke PR, with extended security performance
* SmartKey SP (Super Protectidrike EP, with more memory and user-programmablersigcalgorithms.
¢ Smartkey XM (Extended Memolyke SP, with more memory.
¢ SmartKey NET (Networlor networked programs.

SmartKey SRndXM are the version offering the greatest degree amirity. SmartKey NETRIso makes it possible to
protect programs installed on several computeraected by a network. It is the most expensive algihgle dongle is
sufficient to protect the programs in a networlcoimputers.

SmartKeyis compatible with Linux, Mac OS X and all Micros®¥indows operating systems. Both the drivers #ed t
libraries for these operating systems are availdidevever,SmartKey Paralleis not supported by Mac OS X and
SmartKey USBannot be used with operating systems that dsuygtort the USB porEmartKey USHs also available
in Driver Less(DL) model that does not require any additional drimstallation for its usage.

The libraries supplied make it possible to writetpcted programs in Windows, Linux and Mac OS X.

For Microsoft operating systems, programs withapgic interface are available, that facilitate itisallation,
configuration and use of SmartKey. By using 8lebal Security System (GS$S$pu can automatically protect a
program without any particular IT knowledge andheitt having the programs source code.

GSSis not available for use with Linux and Mac OS idatherefore, manual protection only is possihih these two
operating systems.

The following tables summarize the support suppi@dperating systems Windows, Linux, and Mac QS X

Operating system Support Automatic | SmartKey 2 | SmartKey | Smartkey 3
Utilities protection | Parallel 3 USB USB DL
(Driver Less)
Windows i386 v v v v v
Windows x64 v v v v
Linux i386/amd64 4 4 4
Mac OS X Intel/PowerPC v v

Table 1 Software available.
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3.1  Who needs SmartKey?

SmartKey is mainly aimed at software houses, bectesy need to protect their software against siiffio and illegal
copies.

However, SmartKey is needed not only by softwaneetipers: end-users such as company managersniafion
systems managers, and sales managers can obtairbgrefits from its technology. WitdSStechnology, programs
can be protected without knowing the source code.

» Software-houseaise SmartKey to prevent software piracy and tkgal spreading of their programs. Only
users with the dongle can activate execution ofggted programs.

» Sales managersise SmartKey to provide potential customers witly foperational copies of the programs,
without the risk, however, of operational copiegigemade. By using SmartKey, they can even motfiter
number of executions performed by the programs.

« Company managersandinformation system managerause SmartKey to prevent civil and criminal
responsibilities for the theft of software by emyges. With SmartKey, the site-licenses agreementhé
purchased software are safeguarded against useystations.

« IT lab managersof schools and universities use SmartKey to preresyponsibility for abusive copies of
software by students. Software for school use istpased at special conditions and, heavy penaties
imposed when the programs are used outside th@lscho

End-users do not have to worry about how to userBeg all they have to do is to insert the donigl¢he parallel
port or USB port and forget about it. SmartKey poté programs, while being completely transparetiie user.

3.2  What are SmartKey's characteristics?

SmartKey is based on the use of electronic chipdicdted microprocessors and algorithms that imefersecurity
functions.

» High security: cloning via hardware is impossible thanks toithplementation of dongle questioning
algorithms (scrambling).

« Installation on parallel port: SmartKey Paralleinstalls on the parallel port of any personal catep

« Installation on USB port: SmartKey USknstalls on the parallel port of any personal catepwith at least
one USB port.

» Algorithmic interrogation: SmartKey has an algorithmic interrogation mechasisised to both protect the
software and to encrypt confidential data.

» Personalized codesevery SmartKey is individually personalized witfaatory fitted internal code, which
differs for each user.

* Code programming capability: SmartKey has additional codes programmable bysiee. No special
programming devices are necessary, just the supptitware utilities.

* Internal memory up to 8192 bytes of non-volatile memory for regdamd writing, and over 16+16 access
code bytes are available inside SmartKey

« Standalone and network usemodels are available for protecting both standakwftware and programs on a
local network.

* Protection of executable programstheGlobal Security System (GS8rhnology makes it possible to protect
programs in executable format even without provisibsource codes.

» Interfacing with software: SmartKey can be used with leading developmentrenmients and operating
systems, including Windows98, Windows Me, WindowE, Windows 2000, Windows XP, Windows 2003,
Windows Vista, Linux, Mac OS X and AutoCAD.

« Power supply:it neither uses internal batteries nor does idreeeexternal power supply.

* Compact The outer dimensions are highly compact and sustable for programs such as notebook and
laptop.

« Stackability (for SmartKey Parallel®nly): SeveraSmartKeyParallel dongles can be stacked on the same
parallel port, by means of a daisy chain connecfltns characteristic was not implemented onSheartKey
USRB because the USB protocol itself makes it possthi#aisy-chain connect several devices by meatiseof
USB HUB.

» Transparency (for SmartKey Parallebnly): SmartKey Paralletioes not does not prevent use of the parallel
port for other purposes, because it permits bypgs3ihe dongle can be connected - in daisy-chaimera-
to the printer or to most of the numerous periphéeaices using the parallel port (network adapBe S|
adapter, portable hard-disk, other protection desmgttc). The only constraint is tf&hartKey Parallebnd
the devices connected to it must be installed leefaritching on the computer.
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3.3 How does SmartKey work?

This is the use principle of SmartKey: fitting thengle in the PC's parallel of USB port, and cdritfahe dongle's
presence by the protected software. Each dongleaisacterized by the unique 'digital credentiglstsonalized for
every user, which are recognized by the softwadeegmable correct operation.

Immediately after the program starts, or in othietegic points, the software verifies if Smartdgsyresent on the
PC's port. If the verification proves negative, fiilegram stops its execution. If, instead, the d®igpresent, the
program continues its execution correctly, andeifessary, runs further controls on the donglesnpeters.

An internal non-volatile memory enables implemeotanf selective protection criteria or individysérsonalization of
the installed dongles, for example, so that theaseumber of the program to be protected matchesbntents of the
dongle. SmartKey can be used for special markediregegies such as granting of demo packagesphseftware for

specified periods, measurement of software usameral of subsequent versions, etc.

SmartKey is a sure, flexible software protectiongle, designed for transparent fitting on the corapsi parallel or
USB port. Every SmartKey dongle has unique, custabie codes, so that every software house is atiteglement
its own original, secure protection systems.

3.4 How much time is needed to protect a program?

SmartKey's flexibility makes it possible to defivarious levels of protection. They use the dongkssurces in a
different way and require longer or shorter implatagon time.

* A few minutes thanks to the supplie@lobal Security System (GS8pgram, you can directly protect your
executable file in a short time, without any actamthe source codes. In fact, the entire protagiiocess
(i.e. prepare the personalized codes, program tirethe dongle, select the program and protecait)le run
in only a few minutes.

* Afew hours: this is the most common case. You don't have ntinod, but don't worry: a few hours are
enough to implement the dongle's main securitytfons to create a personalized protection schesiaguhe
supplied software drivers and obtaining a prograth an extremely high level of protection.

« Afew days in just a few days, you can write an almost itetite software by fully exploiting Smartkey's
characteristics and adapting them to your own #yawquirements.

3.5 What is SmartKey's degree of security?

SmartKey is state-of-the-art in terms of softwarewsity. The use of microprocessors and sophisticanhcrypting
algorithms makes dongle cloning virtually impossibl

Whether you decide to protect the programs withstigplied functions or by using tk&S Sautomatic utility,
SmartKey provides a high degree of security.

As concerng&sSSthis program does not just protect your other @ots, but encrypts the software, using the valfies o
the registers stored in SmartKey asoding dongleWhen the program protected 8¥5Sis commanded into execution
mode, it instantly decodes itself using the registe SmartKey. Without SmartKey, the program wiiver be

decoded.

3.6 Programs for SmartKey
SmartKey is supplied with the following supporttsedre:

* GSS,Global Security Systera utility for rapid, direct protection of exechta files without any modification
to the program'’s sources.

* SPC,SmartKey Programming Centra utility for programming and personalizing thendles with the user's
own security codes.

e SDI, Smart Driver Installationa utility for installing drivers both manually duautomatically.
* SCC,SmartKey Programming Centra utility for configuring the servers and clienfsa SmartKey network.
» Interfacing drivers for different programming larmes and for diverse operating systems.

In addition to these tools, programs written fa tbading development environments are suppliéetm how to use
the functions of the libraries supplied.

The programs described in this paragraph are dlaitanly for the Windows environment.

3.7 SmartKey for Linux and Mac OS X.

SmartKey can be used also with operating systemsxdand Mac OS X, but subject to some limitatiorfew
compared to the Windows operating system.
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On Linux environment SmartKey can only be usedstandalone with manual protection. On Mac OS X remrnent
SmartKey can be used for standalone and multilaim mvanual protection.

SmartKey installation for Linux and Mac OS X is é&dped in chapter 13.

On Linux environment is supported t8enartKey ParallelISmartKey 3 USBnd theSmartKey 3 USB DLOn Mac OS
X environment is supported ti®martKey 3 USBNnd theSmartkey 3 USB DL

3.8  Getting Started

SmartKey's ease of use and its development kithellb you to start using the system quickly.
3.8.1 Installation

The installation of the programs for using Smartléey its drivers is in two stages.

¢ Installation of programs SmartKey Control Cent@C(C), SmartKey Driver Installation (SDI), SmartKey
Global Security System (GSS), SmartKey Programr@iagtral (SPC), SmartKey Remote Update (SRU) and
installation of the development kit.

» Installation of the drivers fdsmartKey USBfor SmartKey Paralleand forGlobal Security Systerfonly the
Global Security Systeprogram requires its own drivers.)

When the installation CD-ROM is inserted in thed®a the program installation procedure startsraatially. To
finish it, you just have to specify the directooy fnstalling the programs if you do no wish to tise default directory.
After the programs are installed, start progiamartKey Driver InstallatioiSDI) and select the driver to be installed.
To automatically protect an executable file, indta driver of SmartkKey (USB or Parallel) and@8STo install
SmartKey Parallelthe SmartKey must be connected to the computktathe printer, if any, before the computer is
switched on. To instabmartKey USBmake sure you connectaitter installing the driversTo check if the drivers
were correctly installed, use tBenartKey Program Centrgrogram. If the SmartKey is fitted and if the dnig were
correctly installed, this SmartKey must appeahim list of SmartKeys present on the computer.
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4 SmartKey models

The software protection requirements include botipke programs for low-cost packages and costhhstigated
programs requiring maximum security and flexibilifhere's a cost-effective SmartKey model for egtyation.

All models have been implemented to ensure higlmtoeompatibility: if a program operates with a Sthay, it will
surely also operate with a more complex one. Famgpte, a program written for SmartKEX will operate with all
other SmartKeys.

This chapter provides a detailed description ofctharacteristics of the SmartKey models, and thecten criteria for
using the one most suited to your needs.

41 FX

SmartKey FXs the simplest, low-cost model. It makes use pfaection mechanism based on the assignment of a
unique, personal internal identification code: lifgzation Code or ledCode

Protection is algorithmic (thus without a fixed pesse) and uses encrypted coding operations, wafehto the
internal code. Thé&d-Codeis used as the main parameter for coding. A sdatd is sent and is returned suitably
encrypted in a different way according to tdeCode

Dongle presence can thus be verified by compaliegeturned data-item with the expected one. Itwedata-items
coincide, program execution continues normally,ibtitey do not, execution can be stopped.

*  Algorithmic protection based on a unique, persaode (d-Codg

» Algorithmic protection based on a 20 customizableusity codes using the AES cryptographic algorifom
SmartKey USB 3

42 PR

SmartKey PRs the model conceived for the most versatile @t where every single package must be persodalize
e.g. in program serialization operations.

In fact, SmartKey PRin addition to having the same algorithmic pratatmechanism as SmartKey KX, can also be
programmed. The dongle contains a 64/128 byte mgnegister for both reading and writing. This candtcessed

only by sending two access codes entitlalelandPasswordeach has 16 bytes). The data stored in the damgle
defined asSecureData, because only the person who knows the padsvaorread or write them.

The LabelandPasswordcodes, with a length of 16 bytes, can be progradhimmen the software, without the need for
external programming devices. This means that tmglé can be programmed for each different progmbe
protected. Stored data can be dynamically variethéyrotected program, thus enabling highly sdjmsited
applications, such as use of the data themselvascass counters.

SmartKey PRises a 'double-lock’ protection mechanism: secigiggiaranteed by the unigli2-Codefixed in the
factory, by the password, and by the programmea kizdwn to the software house only.

e Algorithmic protection based on a unique, persaode (d-Codg

« Algorithmic protection based on a 20 customizableusity codes using the AES cryptographic algorifom
SmartKey USB 3

« Additional 16-byte programmable security codeabel andPasswordl
e 64-byte of internal programmable memo8eture Data)128 forSmartKey 3 USB DL (Driver Less)
* Optional limitation of the number of executionstieé program to be protected.

43 EP

SmartKey ERexpands the security characteristics of the previnodels and is the model suitable for high securi
applications, such as control of access to datahamid confidential programs.

In addition to having the same protection mechagiefi®martKey PRSmartkKey ERenables detection of attempted
accesses with an incorrect password. A specifertial counterKail Countel) reports the number of 'break-in' attempts
to enable the lawful user to take any action -safiware - for defending the data or programs.

SmartKey EPs second special characteristic is the optiorireszing passwords and data after they are progen
This means one can irreversibly fix the codes atd grogrammed in the dongle by the software-holseg.
subsequent manipulation of the dongle for fraudypemposes is prevented, e.g. to modify one's aatgsts to
databanks or the operational limits of the supptieftware.

e Algorithmic protection based on a unique, persaoale (d-Code
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« Algorithmic protection based on a 20 customizableusity codes using the AES cryptographic algorifom
SmartKey USB 3

* Additional 16-byte programmable security codeahelandPasswordl

e 64-byte of internal programmable memoBeture Data)128 forSmartKey 3 USB DL (Driver Less)
*  Counter of fraudulent access attemptai Countel)

* Freezing of programmed data.

e Optional limitation of the number of executionstioé program to be protected.

44 SP & XM

SmartKey SRndXM are the most sophisticated models of the Smart&eyly. They are suitable for top-security
applications, for expensive programs and for &t-eisvironments, where there is a very high prolitstof
disseminating illegal copies.

SmartKey SRks a development @martKey EPextending its internal memory (Secure Data) fronbgs to 416/896.
SmartKey XMextends the memory to 8192 bytes.

»  Algorithmic protection based on a unique, persaode (d-Codg

« Algorithmic protection based on a 20 customizableusity codes using the AES cryptographic algorifom
SmartKey USB 3

» Additional 16 byte programmable security codesbel andPasswor{l

e 416 byte of internal programmable memory. 896SorartkKey USB 38192 forSmartKey XMSecure Data
e Counter of fraudulent access attemisil Countei)

* Freezing of programmed data.

« Optional limitation of the number of executionstioé program to be protected.

45 NET
SmartKey NETs the model for programs on a local netw@kartKey NETs designed to:

» Protect the software written for local networksnfrthe abusive copy

* Enable control of the number of users who may gimmelously use the protected program.
The protection requires a singsenartKey NETongle installed on any computer of the network.

SmartKey NETs capable of managing several networked usersnida@mum number of users can be programmed on
the dongle itself. One can define the number ofsusaabled to use the same software package.

e Algorithmic protection based on a unique, persaode (d-Codg

« Algorithmic protection based on a 20 customizableusity codes using the AES cryptographic algorifom
SmartKey USB 3

* Additional 16-byte programmable security codeabelandPasswordl

e 416-byte of internal programmable memoBg¢ure Data)

*  Counter of fraudulent access attemisil Countei)

* Freezing of programmed data.

* Protection of programs on a local network by meafrjast one protection dongle.

e The number of users simultaneously enabled toheserotected program and the number of its exetsii®
all programmable.

4.6 A comparison of SmartKey models

If we compare SmartKey to a safe, this will helgaibetter understand the difference between theusa SmartKeys.
TheFX model is similar to a safe requiring a particydaysical dongle to be opened: safes of differenters have
different dongles, and, likewise, th&X dongles of different users have differ&iCodes

Instead, the?Rmodel resembles a more sophisticated safe: yadi agéysical dongle to open it, but you also have t
set a special combination on an appropriate khaeb {urns to the left, three to the right, ettikewise, thePRdongle
has arid-Code (the physical devicahd a Passwordhe combination)Both the safe and tHegR model have a
programmable combination - only if you know the ®aard, can you verify its Secure Ddi&. access the contents of
the safg.

The EP model is a variation of theRdongle, and in our analogy, it corresponds tofa wéth a lock (d-Codég and a
combination Passwor{l. Furthermore, an internal device counts the nurobancorrect set combinationE4il

20



Counter) In addition to that, a mechanism, available apuest, prevents anyone fraudulently changing the se
combination.

TheSPhas 416 bytes (896 for USB 3 model) instead dfy@és (t is a larger saf§ TheXM has 8192 bytes of
memory.

Finally, theNET dongle has the same security mechanisms &8Rldengle, but is suitable for personal computer
networked programs.

Here is a table summarizing the characteristich®fSmartKey models:

SmartKey | Network |IdCode/ | Password | Memory Fail
AES Counter

FX v

PR v v 64/128 byte

EP 4 v 64/128 byte v

SP v v 416/896 byte v

XM v v 8192 byte v

NET v v v 416 byte v

Table 2 SmartKey models summary table.

4.7  Which SmartKey to use?

It is not easy to answer this question, becauge e very many both technical and economic reagmolved in
steering selection to one model rather than totemoOnly case-by-case examination can define ithielgm, while
taking into account variables such as:

e The cost of the package

e The environment where the protected software iatbut
» The geographic area where the product is diffused

e The time available to implement the protection

In this connection, it is well to remember thattpating software entails problems and decisiondlairto those of
theft insurance policies (" For what sum shouldsiire?", "What additional guarantees should | ibelin the insurance
package?", "What is the probability of theft?").

Here are some general considerations providingt@aiio choosing an appropriate SmartKey model.

SmartKey FXs simple, rapidly implemented, and low-costslsuitable for protecting low-cost or packaged paots,
where there is no need to distinguish the diffepgngrams and the different software versions feawh other. Bear in
mind that, in this case, the algorithmic protectm@chanism is based on a unique personalized szignad in the
factory (d-Codg, which can no longer be modified. ThereforetlaFX dongles of a single user have the same code.

SmartKey PRs, instead, the most cost-effective model, begaimsaddition to the unique-Code it has an internal
memory, which can only be accessed through resepredrammable codes. A software house can thergimgram
each dongle according to its specific requireme®ésh dongle can therefore be prepared for proigetiparticular
program or a defined set of modules of the samgrpm. The following can be written in the donglesesial number,
the customer's name or code, a date or any otfeniation useful for the implemented protection hegusm. This
dongle is suitable for protecting most medium-cmstware, because it offers high security at amealle price.

SmartKey ERs recommended for protecting costly programshwie intent of discouraging not only attemptsdpyc
the software, but also attempts to 'break intoptteeection mechanism itself, i.e. cracking thegleror altering its
contents.

SmartKey SRndXM are required if your protection system needs a bapacity for storing the data inside the dongle.
SmartKey NETs a_musfor local network programs, to avoid installingengle for every user.
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5  Protecting a program with SmartKey

To protect a program with SmartKey, you have tolenpgent execution control, i.e. modify the progratlsat its
execution depends on the presence of a dongleoteqgbithe software.

SmartKey has two methods for implementing protectio
e Manual protection by intervening on the sources of the original pamgrand using software drivers
* Automatic protection by intervening directly on the executable file lo€ toriginal program

5.1 Manual protection

Manual protectiormeans that the programmer has to intervene orotlrees of the program to be protected, to add the
functions supplied. These functions enable intémfpbetween the program and SmartKey via its dsi{@om now on
we shall use the term “Application Programming tfggee” or API when referring to the set of all tedanctions).

This is the appropriate software protection metlduich makes it possible to independently define'®wn
protection strategy (how many calls to make in otdeverify presence of the dongle, in which poiotshe program
and when to make them, which actions to take ifdiiegle is absent, etc.).

Although this method calls for considerable effyytthe programmer, if you have the sources of thgnams to be
protected, manual protection is the mechanism ahigior maximum flexibility and security.

The atomic functions of API are explained in chaBteHowever, a simplistic use of API is not suffitt to guarantee
that the programs protected with SmartKey reacadmguate level of security. One should also makeofithe
protection techniques described in chapter 10, lvbiggest powerful protection strategies. We styoadvise you to
read chapter 10: even a small, apparently harrstessturing of the code may frustrate all the prote work if it
contains security-critical elements. Here is a $éngxample: the password must not be saved in nonypted form on
the hard disk or must not be transmitted non-eried/petween server and client.

APIs are available Linux, Mac OS X and Windows &aagle an identical syntax for all three operatingtems. This
speeds up and simplifies porting of the code posti@r protecting your program from one operatipgtesm to another.

5.2 Automatic protection

Automatic protectiomeans the possibility of fully automating the prabaee for protecting an executable file without
having to manually intervene on the structure efdhiginal program, thus relieving the programmment what is
sometimes a difficult job.

TheGlobal Security System (GS3pprietary technology is used to this end. Itlenpents the automatic protection by
transforming a program so that it cannot operathawuit the presence of a suitable protection dongle.

By using the supplie@SSsoftware, you don't have to worry either about ifyaaly the program you wish to protect, or
possessing the source: starting from the origitalrf executable format, a second executablddilgenerated. It
performs the same functions as the original fiteyfging the correct SmartKey is inserted in theteyn.

GSSoperates in an extremely sophisticated mannegusecit does not just add the call to SmartKeheéogarogram
being protected. It also actually encrypts theindbprogram. The encrypting can be decryptedefghogram is
executed in the presence of the correct SmartKey.

When the program treated wiBSSis commanded to execute, it immediately decrystdfiautomatically. The
program cannot be decrypted without SmartKey. Ttaygting operation does no slow down executiothef
protected program.

It is virtually impossible to analyze a file enctgd byGSS because the software's reverse engineering has no
significance until it is decoded in run-time. Atiet messages in text format in the original exedettille (e.g.
containing the name of the software house, theoowssts name, serial number, the value of some aotstare also
transformed into a sequence of indecipherable ctensg thus preventing alterations by the utilitiest act directly on
the hard-disk sectors.

The automatic protection performed B%Salso makes use of a set of optional mechanisnsrthke it possible to
solve the specific requirements of every appli@situation, e.g. periodic control of dongle presen

A detailed description of how to automatically geita program by usin@SScan be found in chapter 8.

The GSS version is available for Windows only, ahdrefore, only Windows programs can be automiffica
protected.

5.3  Should I use manual or automatic protection?

Before you begin the software protection operaty@mu must define the technique to be used. Whathareifferences
between automatic protecting and personalized gliotg The answer is provided briefly in the foliog table:
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Type of Time Is IT knowledge Are the Security
protection required required? program's

source codes

necessary?
Manual Hours v v Very high
Automatic Minutes High

Manual protection is preferable when you have the sources, becawseks to its flexibility, it helps introduce a very
high level of security. Some initial implementatiefiort is required, which, however, enables yointplement

personalized protection strategies.

Automatic protection is a secure, fast solution. When you have to ptat&indows program, this technique enables

you to solve situations such as:

* Sources unavailable: the typical case of softwéeillutors not protected by dongles in the counfrgrigin.

Table 3 Type of protection to use.

e Limited time for implementing the protection.

e Programs written in uncommon programming languaged, therefore, without the relevant software ehsv

for manual protection.
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6 Protection in a local network
When several computers are connected in a localonkt the network software can be protected in afrte
following ways:

« Fit a standalone protective dongkeX( PR, EP, SP, XN on each of the computers enabled to execute the
program. In this case, there is no need for anyification of the software, which is already protxtfor the
standalone mode.

»  Fit only oneNETtype protective dongle with the relevant Smartisegver software.

SmartKey NETs an extension of thBP model. It has all the latter's main charactersstamd some additional
characteristics, enabling protection by usirgjrgle dongleinstalled on any computer on the network or omin
dedicated server.

The software supplied with the dongle enables eaatputer on the network to interrogate the @yartKeyNET
dongle. There is, therefore, no need to use as mangles as the number of work stations on the orétw

With the proprietaryMap technology — Multi Application Protectio§martKey NE®&Iso:
e Protectsseveral different programsoperating on a network (up to 116),

» Restricts, for each protected progrdahe maximum number of userswho may simultaneously use the
program, in order to keep the use licenses unddraoFor example, PROG1 can be enabled for Ehfes,
PROG2 for 27, PROG3 for an unlimited number ofriges, etc...

* Restricts theaumber of executionsof each of the protected programs. This can beuliggfou wish to create
demo versions of the software or if you want togdosoftware hire policy, allowing the user arsenber of
executions.

6.1 Automatic protection on a local network
In addition to protecting programs operating imsteone modeiGSScan also protect networked programs.

Use of the protected program is absolutely traresgao the end-user. The latter may use both d tale and a
network dongleGSSinitially searches the dongle on the local pond,af the search fails, it continues by attemptiog
communicate with a network dongle.

6.2 Manual protection on a local network

The great popularity of local networks calls ofragle, intuitive approach for interfacing towardttiongle. SmartKey
makes use dfiultilan technology, which enables software developersatept programs with a single driver
independent of the operating environment, in eigt@endalone or network mode.

e MultiLan is a single driver, for both standalonelaretworked programs
e MultiLan automatically identifies the type of netio

The end-user just has to inst8lhartKey NETongle or on any PC in the Lan. If the progranocally executed, the
driver automatically searches for the don@en@rtkKey FXPR, EP, SP, XN on the parallel port of the local PC.

6.3  Protecting several programs with SmartKey

In the Lan environment, orfgmartKey NEDnly need be used to protect several software progr The technology
used is namellap —Multi Application Protection and makes it possible to:

« Protect more than one program in a standalone@mwient or on a network. In the case of a local ogtw
one can also define a different number of enaliéeth$es for each protected program.

« Limit the number of executions of each of the pcted programs. This can be useful if you have ¢ater
demo versions of the software or adopt a softwaeegolicy. When the number of executions presethen
counter (reduced at every program start) expieeptiogram is not allowed to start any more.
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7 SmartKey's internal structure
The structure of SmartKey dongles entails the fis®me internal registers, each with a particutatqztion function:
* Id-Code register
e Label register (16 bytes)
» Password register (16 bytes)
e Secure Data register (64 / 128 / 416 / 896 / 8782
«  Fail Counter register (2 bytes)

7.1 1d-Code register: the personal code

Id-Codeis a register programmed in the factory as eaclyléds tested, and cannot be modified any moreryv
SmartKeyuser has a different identification code, and tialthumber of possible codes %ZZequal to about
4,000,000,000).

Id-Codeis present in all SmartKey models and ensuresiieationgles of different users are securely difiefrom
each other. In fact, it assigns a unique persoode ¢o every owner of the protection dongles.

For reasons of security, the identification cod#idated in théd-Coderegister is not directly legible, but its value

influences the result of the algorithmic interragatof the dongle. Different users have differehCodesand,
therefore, the relevant dongles provide differergveers to the algorithmic interrogation by the potéd software.

7.2 Label register: the identification and access|  abel

TheLabelregister contains one of the two codes for accggbi@ dongle and its function is to identify therect
dongle for the particular program being executadatt, the label is an electronic identificatiaiél inside the dongle.
The function of theé_abelregister is particularly important when seveSailartKey Paralletiongles are stacked in a
daisy chain on the same parallel port. In facthia case, théabelis a kind of address, enabling the protected softw
to interrogate the correct dongle. To check thsgmee of the searched for dongle, the protectédiaid sends the
value of theLabelto the parallel port: only the dongle with theraoding Labelwill provide an answer.

It is therefore important to assign a different &btm each of your application programs, so thaesd SmartKey
dongles can be installed simultaneously.

TheLabelregister measures16 bytes{®combinations, equal to 810°8). As the number of combinations is
enormous, it would be impossible for two differenftware-houses to decide to assign the daabelto their
programs.

By using the programmable dongl&R EP, SP, XMandNET), theLabel can be programmed off-line with the SPC
utility, by selecting the programming mode, or arelby means of the supplied software drivers.

For FX dongles, théabelregister is fixed and coincides with tlieCode

FX Non-programmablé&abel Id-Code

PR EP SP XM NET Programmablé&abel 16 bytes

Table 4 Table of SmartKeys with non-programmable and mognable_abel

7.3 Password register: the data access dongle

ThePasswordegister is extremely important in the protectioaamanism, because only if you know how it was
programmed, can you access the data containee ithaingle's non-volatile memory. Similarly to therdmnation of a
safe, knowing the corre®asswordwill open the dongle and thus provide access ta#fie's contents.

ThePasswordregister, which measures 16 bytes, can be progezhwith the SPC utility, by selecting the
programming mode.

One can never directly read the contents oPthgswordset in the dongle: access to Passwords possible only in
writing mode during programming.

The Passwordcan also be re-programmed, even if you do not kiln@\previous one. In this case, however, the
contents of the data memory (Secure Data) are aticaily reset.
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7.4  Secure Data register: the data of the non-volat  ile memory

The Secure Dataegister is a non-volatile memory inside the dengthich can be accessed only if you know the
Password. If you control the contents of the regjstou are shown if an attempted 'break-in' isceamed, or lawful
installation of the software.

Model Memory
FX Parallel/USB 0

PR, EP Parallel/USB 64
PR, EP USB Driver Less 128
SP Parallel 416
SP USB 896
XM USB 8192
NET Parallel/USB 416

Table 5SmartKey memory size.

The Secure Datantervene in different ways in the protection meailsm, but mainly through an operation that
compares the expected contents with the contefastiekly read by the dongle: the result of the panison enables
you to decide whether or not to continue executibthe program.

In the case of th8P, XMandNET dongles, the register is also used for storingugex-programmable security
algorithm. Lastly, with th&lET network dongle, some bytes are used to definendd@mum number of simultaneous
users of the protected program and any limitatiothe total number of executions. The license mansnt register
requires 2 bytes for enabling the service, andt8dfor each protected program.

The Secure Dataan be read or written from software providing tberectPasswords first transferred.
If the Passwords incorrect, the reading operations do not getcibntent of th&ecure Databut a pseudo-random

series of bits. Writing operations with an incotreassworchave no effect, in order not to alter the validtent of
programmed data.

7.5 Fail Counter register: the incorrect accesses a  larms

TheFail Counterregister, available in theP, SP, XMandNET dongles only, enables automatic counting of the
number of incorrect access attempts to the dongle.

Whenever a read or write access with an incofPasswords attempted, the content of the register is aataally
increased by one.
This is therefore a counter that is automaticaityrémented for reading only, and indicates 'breakitempts by a

search of théassword For reasons of security, the counter cannot bet fgy any of the dongle's writing or
programming functions.

Counting is in the range from 0 to 10,000. Thestyiis read during a READING MODE, subject to kiedge of the
Password. If th@asswords incorrect, the returned number is randomly gateel.

The software to be protected can use the registesefifying any unlawful access attempts. For eplamif the dongle
is used to permit access to the databanks or aotfal data, the software can permanently disdldg altering the
content of the Secure Data, after a programmed euwflincorrect access attempts (including non-eousve
attempts).
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8 Automatic protection

TheGlobal Security System (GS3pgram protects the program automatically witHwaing to write any code lines
and without having the program's source files.tBigfrom the program's executable fi@SSgenerates a protected
program. The protected program obtained in this has/the same functions as the original one, bubparate solely
with the SmartKey for which it was generated, ariithwhe SmartKeys with the same configuration asgénerated
program.

GSsoffers a further degree of security: the encryptifithe executable file of the new program. Thatoks
sophisticated encrypting algorithms, it is extreyrdifficult to obtain the original program from tipeotected one. So
GSSoffers two independent protection mechanisms:

e program shut-down if the SmartKey dongle is nospre
* encrypting of the data contained in the new exddeattle

GSSalso makes it possible to encrypt all the files agad by the application software. This ensurestadulevel of
security.

Thanks toGSS SmartKey offers other advantages. It can be tseffectively limit the number of executions when
programs are distributed for demo purposes. Whesehlimit is reached, the software disablesfitgeirthermore,
protecting various programs in the Lan environnigmiow a simple matter, thanks to SmartKey. Theimam
number of licenses for the protected program csm ¢ set.

All SmartkKey models are compatibith GSS In the case odmartKey FXprotection is based only on the
Identification CodeFor the other models, the protection is basea afsother elements suchRasswordandSecure
Data.

Figure 1 shows th&SSpanel, which is used for inputting all data reqgdite crate the protected program. All the fields
to be input are explained in the paragraphs ofdhépter.

i(Smarl:KE:.r Global Security System 5[

Fey | Application I Meszage |

— K.ey Parameters

Enable the Map protection to allow the
uze of a Smartkey MET model in a
network envirohment

Application Hurnber

[~ Map |1

Label ___ Select the LABEL and

SHARTEE'Y] PASSWORD required to access
the Smartk.ey.

Paszzword

IELITHEIN Faor Smartk.ey Fx= model vou can
lzave the PASSWORD entry

[™ Hex Format blank.

—Map — Pratection

= Enable a penodic check, of
the Smartk.ey presence

r Enable the check of the
Smartk.ey memory

Protect I E xit

Figure 1 GSSinterface.

8.1 Automatic protection with GSS

SmartKey's protection makes useG#Stechnology, which is supplied with a package ofSEXE utilities, supplied
together with the SmartKey Kit. Here is a summastydf some of the advantages offered by thistutili

¢ Automatic protection of executable files

*  Optional encryption of data files associated with protected programs
* Protection based drabel PasswordandMemory

e Periodic control of SmartKey presence
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e Selection of the message to be displayed

8.2  Protection of Windows platforms with GSS

Global Security Systeran protect all executable files created for tiWwing platforms: Windows 9x, Windows Me,
Windows NT, Windows 2000, Windows XP, Windows 20@&ndows Vista and later.

To start the protected Windows programs, the fdlhgwun-time modules must be present in the saraewgable
directory:modw9x.exegssvx12.vxéndmodwnt.exeThese files are automatically created by the Gi8iBy into the
destination folder during the protection procesghWindows NT, Windows 2000, Windows XP, Window&03 and
Windows Vista the driver of th@ SSdevice specific for these operating systems migstlze installed. To correctly
install the device's driver, the user must postessdministration rights.

The SmartKey driver and th@SSdevice can be installed manually with the SDlitytibr automatically, by integrating
the SDI library with your installation procedure.

8.3 GSS: the common options

The different versions déSShave a single user interface. This protects ttegiity of the object code of the protected
programs. It is particularly useful when, in attéimg to alter a part of the code or of the numedacameters or text
strings, a hacker fraudulently modifies the objaude.

Even the smallest of changes, even if only onéslagbncerned, is detected 8B5S which displays a warning message
at program start and immediately stops the progfa88also provides the possibility of entering a téwdttis shown if
the dongle is absent, or if the program file israpted.

8.3.1 Control of dongle presence

SmartKey users can often send commands for mainggénlist of dongle presences by using the PeriGdtieck
option. This list guarantees users that the doisgheesent during the entire execution of the mutets program.

The "Enable a periodic check of the SmartKey preséoption also prevents the users removing th@leaafter a
program has been started. In the absence of thgieldhe appliance would continue operating, bezawsrequest to
control dongle presence would be sent.

Furthermore, periodic control of dongle presensgeiad of continuous control helps starting numeomyses of the
same program. This is because, in the absencenthaous control, one can first start the protegemyram and then
remove the dongle for a given time, in order totstapies of the same program.

8.3.2 Programming Error Messages

SmartKey enables users to personalize the errosages that are displayed in special conditionsuddyg this
function, one can define the error messages t® tikiglg. These are the conditions for which one peogram error
messages:

* SmartKey dongle not present
e Program code changed

The list of programmable messages depends on hetBrhartKey model and the Configuration charadténe
Protection. Th&sSSutility also suggests some default messages fdr efithe error situations listed above.

8.3.3  Encryption of executable code

The GSSby default fully encrypts the original file, scatithe new executable file is wholly encrypted.sltéfends the
program against hacker attacks, because it isaliytimpossible to disassemble the original progtanusing the
executable file generated BSS

Any protection strategy without encryption techréguoffers a rather low level of protection. Cryptguhy is reversible
only if the SmartKey used for cryptography is carted to the computer. If the SmartKey is missihg, ¢ryptography
is irreversible.

In the case of Windows-based programs, cryptograpdilyes it possible to avoid exporting and unlawhpying of
one's resources. This is necessary, because tieemgaay Windows-based programs that allow extraatictheir
resources (icons, cursors, dialogues, menus, bntaplbars, etc.) and also the copying and refisaah resources.

8.3.4 Parameter-based protection

SmartKey users can use a protection based on #titity of parameters in addition to that offered cryptography.
This ensures that the protected program operatgsadren the dongle being used is the same as theginally used
for creating the file. This is because each dohgkea unique set of parameters includit@ode Label Passwordand
Memory

However, parameter-based protection is an optiahdan be easily disabled, except forlthbel Use of the_abelis
obligatory. When a protected program is operatimdthe dongle's optional parameters are disableg tbeLabelis
controlled, while the other parameters are overoolVith a good combination of labels only, thegvamn is
successfully executed.
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8.3.5 Message displayed in absence of the dongle (key)

If the protected program is activated in the absaricdhe relevant SmartKey, it stops and the folimadefault message
is shown:No Key.

This message is not fixed. In common with messagssciated with other functions, the GSS.EXE wtitiakes it
possible to also replace the standard messageavpiénsonalized one.

8.3.6 Limitation of number of executions and licenses

Use of SmartKey is not limited just to programstpoted against unauthorized accesses. SmartKegaddges you to
set the number of executions and licenses pernfittetthe protected program. This function is pately useful for
issuing demo versions of a program. It providessiggth the possibility of limited use of the pragn. When the set
number of executions is reached, the program sippgating.

Moreover, the possibility of limiting the number lafenses guarantees that the program is useciwnlith the licenses
policy. This function is available with trgmartKeyNET version.

8.3.7  Automatic cryptography of data files

To make a program completely safe against unauthdccesses, not only must one protect the eXxseyieogram,
but also all the relevant data/databases (.DBFT,B¥Ac.) associated with it. Thanks@®Stechnology, SmartKey now
lets you do all this.

When a data string is sent to the dongle, the ppgrpmmed algorithm is used to encrypt it. B@Sutility is used
mainly for this purpose. When it is being startibe, encrypted program automatically decrypts trezygrted files.
When not in use, these files are again encrypted.

8.3.8  Protection of programs on a network

In addition to protecting programs operating imstone mode, SmartKey also provides security fograms based
on a Local Area Network. As a protected programsisd in an absolutely transparent way for the esadf;Uoth a local
and a network dongle can be used. T&Stechnology first searches for the device on tleallports. If it does not find
a dongle, it begins to communicate with a Lan devic

SmartKeyNETwas developed in particular with this in mind. Buoftware supplied with the dongle enables networked
computers to send the request to a siSgartKeyNET. Consequently, there is no longer any need t@assaany
dongles as the number of stations connected toetveork.

8.3.9 Protecting files executable in series

It may sometimes be necessary to automaticallyeptaeveral executable files, in a single operatiothis situation,
gssline.exewhich is the command line version of GSS, is wesgful.

This is the syntax for executing GSSLINE:

gssline CFG_FILE EXE_FILE [DATA_FILE...] DESTINATIO N_DIR

CFG_FILE The configuration file.

EXE_FILE or DATA_FILE The name of the .EXE or ddile to be protected.

DESTINATION_DIR The path where the final protect&XE file is located.
Table 6

When typing in the command line, the following mbstconsidered:

e The path of the protected file (DESTINATION_DIR)te produced by GSSLINE, must differ from the path
where the original file (EXE_FILE|DATA_FILE) is lated.

¢ Clearly indicate the extension of each file (CH@ e&EXE).

8.4  Rapid implementation of the program's protectio n

In this chapter, we have up to now deal, in deteih automatic protection of software. We shalwndescribe a set of
key steps for rapidly implementing your progranpplacation.

* Insert theLabelandPasswordof your SmartKey and activate the protection basekdlemory.

« If using SmartKey NETthe Map protection can be activated to contrairymrogram's licenses and executions.
e Select the Program file.

» Select an Icon file, if it exists.

» Select the possible data files referring to yowrgpam.

* Select the destination where your wish to saveptbeected file. We advise you to change the fotdexvoid
overwriting the original file.

e Change the Error Message (if you wish) accordiridpéoerror situation.
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9 Manual protection

Manual protection is based on the use of the fanstdf the library of the development kit suppli&éte functions for
SmartKey or API are implemented both as stati@ties and as dynamic libraries (DLL, in the cas@/aidows).
From a functional point of view, there is no difece between the two types of library. The dyndibiaries offer a
lower degree of security because an expert hackéd einderstand when the protected program usesytiemic
library. This danger is cut down with static lidesr because the link occurs when the executakelésfijenerated.

Use of the APIs and implementation of powerful potion techniques make it possible to protect yeork also
against the menace of expert IT pirates with refiaealysis instruments. It is very important to Wrthese techniques,
because a hacker could overcome the security sgstemugh a banal weak point of the code. For eXantipe
possibility of obtaining théabelor Passwordoy analyzing the executable file must be absoludelided. The chapter
10 illustrates and gives examples of some of thesgction techniques and is an essential additidhe current
chapter.

The software drivers make it possible to activasetaof commands, each of which implements onbefdllowing
security operating modes:

* Locating mode: detects if the dongle is preserd,@anwhich parallel or USB port.

e Scrambling mode: algorithmically verifies if the-Codeis correct.

* Reading mode: reads the Secure Data.

¢ Block Reading mode: reads the Secure Data in blocks

»  Writing mode: writes the Secure Data.

*  Block Writing mode: writes the Secure Data in black

« Fixing mode: fixes the contents of the dongle s they can no longer be modified.
* Programming mode: reprograms the contents of thgldo

*  AES mode: algorithmically authenticates the Smaytlsing the AES algorithm.

The SmartKey development kit contains fineartdenprogram that uses some of the commands explaing i
following paragraphs. The program is the consgbetyand was written in C. It can be compiled witly & compiler in
the following environments: Linux, Mac OS X and \WWaws.

The source code containedsmartdem.é@s the same for all the operating systems, buttmpiling mode is different.

9.1 Execution method of SmartKey commands

The execution method for SmartKey commands oc¢umigh the exchange of a data field between thgrane and
the SmartKey driver. The data field has a fixedrfat and contains all information necessary for efiag the
command and any result. It is defined as a stradturrecord) with the following fields:

struct smartkey {
word Ipt;
word command,;
byte label[16];
byte password[16];
byte data[64];
word fail_counter;
word status;
byte ext_data[352];

Use of e}ach field can vary according to the exetatenmand, but is generally as follows.

Ipt Parallel or USB port identifier where the Smartkingle is located

command Code of the command to be executed

label The SmartKey'sabel The label is necessary for all commands.

password The SmartKey'®assword The password is necessary for all commands rieguéiccess to
SmartKey's memory

data The contents of SmartKey's memory and a generi@bfdr operations requiring exchange of
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data

fail_counter Counter of failed accesses to SmartKey.

status Result of the execution of the command. Value Gcites that the command was correctly
executed.

ext_data Content of SmartKey's extended memory.

It should be considered that, although some fibldee the same name as the dongle's physical negigtey are
different entities. For example, the content of 8Key's memory is actually present in the structdtatafield only
duringReadingandWriting operations. For example, during tBeramblingoperation, theatafield contains the data
for scrambling between PC and SmartKey. Boeamblingfunction uses thdatafield only as a variable in support of
its own operations, and does not modify the comésmartkKey's memory.

To execute a command:
* Declare a structure type variable with SmartKeidie

«  Fill the variable's fields with the values requédby the command.
In particular, theommandield must be set to include the command to beebesl, and all other fields
required for executing the command itself.

e Call up the function defined in the SmartKey drjvaaissing the structure variable as the subje.riime of

the function and the structure's passing methoémt#pn the development environment being used. The
function is generally callenhsclink()and the variable is passed according to addrebsatrvalue.

*  From thestatusfield, read the result of the command and evengooutput value.

The SDK SmartKey contains examples of the main ldpweent environments. Refer to treadme.txfile of each
example for more details on how to use the Smartiaser in that specific environment.

If you wish to use a development environment diffgifrom the environments explicitly supported, y@an, in any
event, make direct use of the available libraifethe language being used is able to import s{@i¢ormat .OBJ/.LIB)
or dynamic (in format .DLL) external libraries.

9.2 Locating

TheLocatingcommand searchéise SmartKewvith a label pre-fixed on all the ports of the sysm, whether
parallel or USB, and enables the protected software to detecthichvof these ports the dongle is fitted.

The result of thé.ocatingoperation is the identifier of the port on whittetdongle is installed. This identifier must be
used for subsequent operations on the dongle. ¥ooat make assumption on this value, it may chaegending on
the SmartKey model, driver version, operating sysitestalled and PC configuration. You must only igé@t thelpt
field after theLocatingcommand and use it in all the other commands tirgiepplication end.

Use of theLocatingfunction makes the protected software independkttite parallel/USB port on which the user
installs the dongle.

After theLocatingcommand thépt field is filled with the identifier of the port owhich the dongle is present.
Remember that with thEX dongles, the.abelcannot be programmed and coincides withith€ode whereas by
using the programmable dongles, ttabel can be programmed with any sequence of 16 bytdsoth cases, the
Locatingmode is fully operational.

The exchange of information is organized like this:

Models ALL

Input COMMAND L
LABEL Label

Output LPT Port
STATUS Status

==0 SmartKey dongle found
1=0 SmartKey dongle not found

Table 7 Parameters for tHeocatingcommand.

9.2.1 Parameter transfer

Parameters to be transferred to executeaatingoperation, including search on all parallel andBUferts, for a
dongle with a Label named "SMARTKEY".
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COMMAND 4C 00 Locating (L" )

LABEL 534D 4152 54 4B 4559 Label (SMARTKEY")
00 00 00 00 00 00 00 00

Table 8 Exchange of information for tHeocatingcommand.

If a dongle containing the passkeabelis present on a port, thgt field will count its identifier.

9.3 Scrambling

The Scramblingmode supported by all SmartKey dongle modelsagel on individual customization for every client
of theld-Coderegister lts function is to algorithmically discover if the Id-Code is correct.

The identification code contained in tlieCoderegister is used as the fundamental parametemaftaematical coding
function: a set of data are sent, processed anchest appropriately encrypted in a unigue manneeveryld-Code
Dongle presence can therefore be verified by comgdhe processed datum to the expected one.

Dongles with differentd-Codesuse different codes and, therefore, input datagbequal, the returned data will be
different. This means that a table comparing odgdata and returned scrambled data can be assbevith every
differentld-Code

The Scramblingalgorithm used is high secure and non-linear.
The exchange of information is organized like this:

Models ALL
Input COMMAND ‘'S’
LPT Port
LABEL Label
DATA[O..7] Original data (8 bytes)
Output DATAJ[O..7] Scrambled data (8 bytes)
STATUS Status
==0 Success
1=0 Error

Table 9 Parameters for thécramblingcommand.
If a Locatingoperation had been effected, the correct valaeitismatically assigned to tha field. This means that the
programmer does not have to assign a value tdiéhet

The Scramblingfunction does not change the contents of the $egnmemory, but uses tliatafield as a variable in
support of the exchange of data.

9.3.1 Parameter transfer

Parameters to be transferred to execueramblingoperation, including search for the dongle onliR&1 parallel
port:

LPT 0100 Port
COMMAND 53 00 Scrambling (S" )
LABEL 534D 4152 54 4B 45 59 Label (SMARTKEY")
00 00 00 00 00 00 00 00
DATA XX XX XX XX XX XX XX XX Data to be scrambled (8 bytes)

Table 10Exchange of information for thecramblingcommand.

At the end of the operation, the first 8 byteshefdatafield are replaced by the scrambled data thatmi#pe both the
sent original data and on the dongld<Code

In this case, thipt field must be initialized according to the porhicerned. This operation can be voided, by using the
Locatingcommand for automatic search of all the portsaitedi on the computer.

9.4 Reading

The programmable models of the SmartKey familyeayeipped with a protection system based on sekeutiiting
and reading access to tBecure Dataegister, by a password programmable on the softwa
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Every software-house can therefore personally entloel dongles in its possession merely by usingtipplied utility
software, and without the need for any externagmming devices. The administration of the accesgs and of the
contents of the non-volatile memory is managedctlyey the software-house, which thus become tiigue holder

of the personalization codes.

As concerns reading, tiiReadingfunction enables access to ttetaandext_datafields to verify their contents and
compare them to the expected contents. Knowledgalwél andPasswords necessary.

The Readingcommand allow the access of the first 416 bytesafmory. If the dongle has more than 416 bytes of
memory, you must use tiockReadingommand to completely access it.

For theEP, SP, XMandNET models, the value of tHeailCounterregister is also available Readingmode.
The exchange of information is organized like this:

Models PR, EP, SP, XM, NET|
Input COMMAND ‘R’
LPT Port
LABEL Label
PASSWORD Password
Output DATA Read data
EXT_DATA Read extended data (for models with mitgn 64 bytes of memory)
FAIL_CTR Fail Counter (for models EP, SP, XM andNonly)
STATUS Status
==0 Success
1=0 Error

Table 11Readingcommand parameters.

If the dongle found on the indicated port, withreatLabelandPasswordvalues, thalatafield will contain the first 64
bytes of the reaBecure Dataand in the case of dongl8®, XMandNET, theext_datafield will contain the
remaining 352 bytes.

If the Passwordpassed to the dongle is incorre®gcure Data and Fail Counter are pseudo-randomlyemerated.
9.4.1 Parameter transfer
Parameters be transferred to execute a READINGatiparon a dongle present on the on the LPT1 gdnadirt:

LPT 0100 Port

COMMAND 52 00 Reading (R" )

LABEL 534D 41 52 54 4B 45 59 Label (SMARTKEY")
00 00 00 00 00 00 00 00

PASSWORD 45 55 54 52 4F 4E 00 00 Password"EUTRON?")
00 00 00 00 00 00 00 00

Table 12Exchange of information for tHReadingcommand.

9.5 Writing

If the Passwords known, theéSecure Dataan be written in the same way specified for ne@di heWriting function
modifies on-line the contents of tecure Data

The Writing command allow the access of the first 416 bytasamory. If the dongle has more than 416 bytes of
memory, you must use tlockWritingcommand to completely access it.

The exchange of information is organized like this:

Models PR, EP, SP, XM, NET|

Input COMMAND ‘w’
LPT Port
LABEL Label
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PASSWORD Password
DATA Data to be written
EXT_DATA Extended data to be written (for model, XM and NET only)
Output STATUS Status
==0 Success
1=0 Error

Table 13Writing command parameters.

If the dongle is found on the indicated port anthéLabelandPasswordvalues are correct, thiatafield (and
possibly theext_datafield if the dongle as enough memory) will be sfarred to the dongleSecure Data.

If the password passed to the dongle is incortbetdata present in the Secure Data register are hchanged.
9.5.1 Parameter transfer

Parameters needing to be transferred to exedtetimg operation on a dongle fitted on the on the LPTralbal port:

LPT 01 00 Port

COMMAND 57 00 Reading (W")

LABEL 53 4D 41 52 54 4B 45 59 Label (SMARTKEY")
00 00 00 00 00 00 00 00

PASSWORD 45 55 54 52 4F 4E 00 00 Password"EUTRON")
00 00 00 00 00 00 00 00

DATA XX XX XX XX XX XX XX XX Data

EXT_DATA XX XX XX XX XX XX XX XX Ext Data

Table 14Exchange of information for th&/riting command.

9.6 Block Reading mode

TheBlockReadingnode enables reading portions of 8exure Datafor example, one, two or a few words rather than
the entire field. This saves a few fractions otaad compared to full reading with tReading

TheBlockReadingommand is the only reading command which givegsgto all the dongle memory.
The exchange of information is organized like this:

Models PR, EP, SP, XM, NET]

Input COMMAND ‘BR’
LPT Port
LABEL Label
PASSWORD Password
DATA[0,1] Pointer at the first word to be readd(fin O to 31 for models with 64 bytes of

memory, from 0 to 63 for 128 bytes, from 0 to 267416 bytes, from 0 to 447
for 896 bytes)2 bytes)

DATA[2,3] Number of words to be read (from 1 to) 18 bytes)
Output DATA[4,...] Values to be read in the area @aded by the two previous parameters (2 - 32
bytes)
STATUS Status
==0 Success
1=0 Error

Table 15BlockReadingcommand parameters.
If the Passwordpassed to the dongle is incorreé®gcure Data and Fail Counter are pseudo-randomly gerated.
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9.6.1 Parameter transfer

Parameters to be transferred to execlBéoakReadingperation on a dongle present on the LPT1 panadligl 15
words must be read (0O00F hex = 30 bytes) startiorg the twelfth word (000B hex = address 11).

Remember that, in the parameter transfer structioeefjrst two bytes of thdatafield are reserved for the address of
the first word to be read, and the subsequent ftestcontain the number of words to be read. Tad data block will
be contained from in the fifth byte onward, at &mel of the operation.

LPT 0100 Port
COMMAND 52 42 Block Reading'BR")
LABEL 534D 41 52 54 4B 45 59 Label (SMARTKEY")
00 00 00 00 00 00 00 00
PASSWORD 45 55 54 52 4F 4E 00 00 Password"EUTRON")
00 00 00 00 00 00 00 00
DATA 0B 00 OF 00 Address and Number of Words

Table 16 Exchange of information for tH&lockReadinggommand.

9.7  Block Writing

The BlockWritingfunction makes it possible to write portionsSecure Datae.g. one, two or a few words rather than
the whole field. This saves a few fractions of eosel compared to complete writing with Mé&iting.

TheBlockWritingcommand is the only writing command which givesess to all the dongle memory.
The exchange of information is organized like this:

Models PR, EP, SP, XM, NET|

Input COMMAND ‘BW’
LPT Port
LABEL Label
PASSWORD Password
DATAJ[0,1] Pointer at the first word to be writt¢from O to 31 for models with 64 bytes of

memory, from 0 to 63 for 128 bytes, from 0 to 267416 bytes, from 0 to 447
for 896 bytes)2 bytes)

DATA[2,3] Number of words to be written (from 1 16) (2 bytes)
DATA[4,...] Values to be written in the area indiedtby the two previous parameters (2 - B2
bytes)
Output STATUS Status
==0 Success
1=0 Error

Table 17BlockWritingcommand parameters.

If the Passwordpassed to the dongle is incorrect, the data ptéséine Secure Dataegister are not changed.
9.7.1 Parameter transfer

Parameters to be transferred to execlBéoakWritingoperation on a dongle present on the LPT1 panadigl 10
words must be written (O00A hex = 20 bytes) starfrom the first word (0000 hex = address 0).

Remember that, in the parameter transfer structivedfjrst two bytes of thdatafield are reserved for the address of
the first word to be written, and the subsequentiytes contain the number of words. The bytestwiitten are
contained from in the fifth byte onward.

LPT 0100 Port

COMMAND 46 00 Fixing Mode (F" )

LABEL 534D 4152 54 4B 45 59 Label (SMARTKEY")
00 00 00 00 00 00 00 00
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PASSWORD 45 55 54 52 4F 4E 00 00 Password"EUTRON")
00 00 00 00 00 00 00 00

DATA OB 00 OF 00 XX XX XX XX Address, Number of Words, and Data
XX XX XX XX XX XX XX XX
XX XX XX XX XX XX XX XX

Table 18 Exchange of information for tH&lockWritingcommand.

9.8 Fixing

Fixing data means preventing further programminthefLabel, Password and Secure Data registepsactice,
previously programmed data can be frozenAfter theFixing mode has been executed, SmartKey's contents can no
longer be changed in any way. The data fixing mtoigether with thé-ail Counter Registeis available only on
modelsEP, SP, XMandNET.

The possibility of fixing data enables a softwareibe to generate totally personalized, no londeraille dongles.
Attempts to change the contents are therefore diaged, e.g. to vary access priority to databanis enable non
specified software modules.

TheFixing operation should not be performed in testing, mtige you would no longer be able to re-program the
dongle.

We therefore recommend that the possibility ofrfixthe contents programmed in the dongle shoulg lmalevaluated
during the final stage of implementing the protectiimportant: bear in mind that the additionaldiions involving
memory writing will not be available.

This command cannot be executed from lan, it workg with a local connection with the SmartKey.

The exchange of information is organized like this:

Models EP, SP, XM, NET
Input COMMAND ‘F
LPT Port
LABEL Label
PASSWORD Password
DATA Data contained in the dongle
EXP_DATA Extended data contained in the dongle ifiodels SP, XM and NET only).
Output STATUS Status
==0 Success
1=0 Error

Table 19Fixing command parameters.

Fixing is executeanly if the sent parameters - Label, Password andeSure Data - coincide with the contents of
the respective registers.

9.8.1 Parameter transfer

Parameters to be transferred to execliiag operation with dongle on the LPT1 parallel pantluding sending of
label, passwordanddatafields, and comparison with the expected. If taeameters coincide, they are fixed.

LPT 0100 Port
COMMAND 46 00 Fixing Mode(F" )
LABEL 534D 4152 54 4B 45 59 Label (SMARTKEY")
00 00 00 00 00 00 00 00
PASSWORD 45 55 54 52 4F 4E 00 00 Password"EUTRON")
00 00 00 00 00 00 00 00
DATA 53 45 43 55 52 49 54 59 Data (“SECURITY DATA")
2044 41 54 41 00 00 00
00 00 00 00 00 00 00 00
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00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

EXP_DATA 00 00 00 00 00 00 00 00 Exp Data

Table 20Exchange of information for tHeixing command.

9.9 Programming
TheProgrammingis used for fully re-programming the dongle amdparticular, the.abelandPasswordregisters.

The Programmingfacility allows you to set up your own program iedied to preconfiguring the dongles, usually
connected to a database, in order to associatembtitent of each dongle with a customers and/adymts list.

To program newabels and?asswordsyou do not have to know the prevideasswordwhereas you must know the
currentLabel), because the operation automatically resetset®exzure Dataegister (it is filled with 0). For obvious
reasons linked to security, thail Counteris not reset.

If you have forgotten to value of the currémtbelduring the tests, you can return to the defatuigion with the SPC
utility.

The Programmingmode is necessary for off-line programming of dieagle. We therefore advise you not to use it on-
line in the software to be protected, both for ceasof safety and to prevent a programming er@nfactivating the
function on a different SmartKey in the system.tRermore, it is normally sufficient to act on thendle with the
ReadingandWriting functions that limit their action to tH&ecure Dataegister.

This command cannot be executed from lan, it workg with a local connection with the SmartKey.
The exchange of information is organized like this:

Models PR, EP, SP, XM NET
Input COMMAND ‘P’
LPT Port
LABEL New Label
PASSWORD New Password
DATAJ[O..15] Current label (16 bytes)
Output STATUS Status
==0 Success
1=0 Error

Table 21Programmingcommand parameters.

9.9.1 Parameter transfer

Parameters needing to be transferred to exeddtegtammingoperation, with access to the dongle on the LPT1
parallel port, and programming bbelandPassword Let's suppose that thabel saved before the operation was
"LABELOLD":

LPT 01 00 Port

COMMAND 50 00 Programmind(P" )

LABEL 534D 41 52 54 4B 45 59 Label (SMARTKEY")
00 00 00 00 00 00 00 00

PASSWORD 45 55 54 52 4F 4E 00 00 Password EUTRON
00 00 00 00 00 00 00 00

DATA 4C 41 42 45 4C 4F AC 44 Current Label (LABELOLD)
00 00 00 00 00 00 00 00

Table 22Exchange of information for tHerogrammingcommand.
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If the dongle is found on the indicated port, Ladel andPasswordvalues are transferred to the dongle, whereas the
Secure Datan the dongle are automatically reset. The curkaiel uses the first 16 bytes of tdatafield, which are
normally used for transferrinBecure Data

9.10 Comparing

The Comparingmode was introduced to simplify use of the dongled to help those addressing software protection
technique for the first time.

This is the simplest mechanism for using the stande programmable SmartKeys dongles, i.e. mdeRIsEP, SP
andXM. It enables automatic verification, on all theteys's ports, of the presence of a protection dowgleLabel
PasswordandSecure Datassigned, to find out if the dongle is present @amavhich door.

Comparingis therefore an extension of thecating valid for programmable dongles only. It can befukin programs
where verification of dongle presence is sufficjevithout the need to update the contents by met8gcure Data
rewriting operations.

The exchange of information is organized like this:

Models PR, EP, SP, XM
Input COMMAND ‘C
LABEL Label
PASSWORD Password
DATA Data
Output FAIL_CTR Fail Counter
STATUS Status
>=0 Success, number of the port where the dondteéed.
<0 Error

Table 23Comparingcommand parameters.

The statusfield indicates if the operation was successfetyuming the port number or a value of less tham €ase of
an error.

9.10.1 Parameter transfer

Parameters to be transferred to execut®mparingoperation, including search for the dongle orpatiallel ports
present:

COMMAND 50 00 Comparing(C" )
LABEL 534D 4152 54 4B 45 59 Label (SMARTKEY")
00 00 00 00 00 00 00 00
PASSWORD 45 55 54 52 4F 4E 00 00 Password EUTRON
00 00 00 00 00 00 00 00
DATA 53 45 43 55 52 49 54 59 Data(SECURITY DATA")

20 44 41 54 41 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

Table 24Exchange of information for tHeomparingcommand.

If the dongle is found on any of the ports presenthe system, and with corrdcibel PasswordandSecure Data
values, the status variable will have a value &fdt,3 at the end of the operation, according ¢olfAT.
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9.11 Model Reading

TheModelReadindunction enables one to identify the installed 8@y model. This is an accessory function, which,
for example, can be used to activate a differgue tyf behavior for software packages operatingoth Btandalone and
network versions.

The exchange of information is organized like this:

Models ALL

Input COMMAND ‘M
LPT Port
LABEL Label

Output DATA[O] SmartkKey model
='1", FX

=2, PR

'3, EP

='9, SP

='A", NET

='D', XM

DATA[1] Memory available on the dongle
='0', 0 bytes

'1', 64 bytes

'2', 128 bytes

'3', 416 bytes

'4', 896 bytes

'8', 8192 bytes

STATUS Status

==0 Success

1=0 Error

Table 25ModelReadinggommand parameters.

9.11.1 Parameter transfer
Parameters to be transferred to execlodelReadingperation, with access to the dongle on the LParalfel port.

LPT 0100 Port

COMMAND 4D 00 Model Reading"M")

LABEL 53 4D 41 52 54 4B 45 59 Label (SMARTKEY")
00 00 00 00 00 00 00 00

Table 26 Exchange of information for thdodelReadingsommand.
If the dongle is found on the indicated port, toagle model is available on the first byte of tieafield.

9.12 Serial Number Reading
This command reads the SmartKe§&rial NumberTheSerial Numbeis a 32-bit number unique for every SmartKey.
The exchange of information is organized like this:

Models ALL

Input COMMAND ‘N’
LPT Port
LABEL Label

Output DATAJ[0,1,2,3] Serial Number
STATUS Status
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==0 Success
1=0 Error

Table 27SerialNumbe Readingpmmand parameters.

9.13 Ext Model Reading
This command reads the extended information orsthartKey dongle.
The exchange of information is organized like this:

Models ALL

Input COMMAND ‘H’
LPT Port
LABEL Label

Output DATAJ[O] Mode
=1, FX
='2', PR
='3, EP
'9', SP
='A', NET
='D, XM

DATA[1] Memory available on the dongle
='0', 0 bytes

'1", 64 bytes

'2', 128 bytes

'3', 416 bytes

'4', 896 bytes

'8', 8192 bytes

DATA[2] Hardware model

= 2, Parallel

=3,USB

=4, USB DL (Driver Less)

DATA[3] Functionalities (organized as a bit mask)

commands available

command

STATUS Status
==0 Success
1=0 Error

Table 28ExtModelReadingommand parameters.

9.14 Fix Reading
This command reads the value of Hie register.
The exchange of information is organized like this:

Models EP, SP, XM, NET

Input COMMAND X’
LPT Port
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*  bit 1 (value 2)- Anti-sharing and anti-emulation protection aetiv
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LABEL Label
PASSWORD Password
Output DATAJ[O] =1, SmartKey Fixed
=0, SmartKey not Fixed
STATUS Status
==0 Success
1=0 Error

Table 29FixReadingcommand parameters.

9.15 Fail Counter Reading

This command reads the value of el Counterregister. This is the same value obtained witiRbadingcommand.
With this command, you can obtain the registerlaevavithout reading all the memory.

The exchange of information is organized like this:

Models EP, SP, XM, NET
Input COMMAND ‘A
LPT Port
LABEL Label
PASSWORD Password
Output FAIL_COUNTER | Fail Counter value
STATUS Status
==0 Success
1=0 Error

Table 30FailCounterReadingommand parameters.

9.16 AES authentication
The AES authentication is based on user custoroizati twenty security codels function is to algorithmically
discover if SmartKey is present.
These commands allow a new authentication way ub@@\ES 128 bit algorithm, as alternative to Swwambling
command, without the need of using a big scramhtie of known input/output scrambling pairs.
The AES authentication is supported by all SmartB&ySB. You can check if your SmartKey supportsAES
authentication using tHextModelReadingommand and checking for the corresponding funetity bit.
9.16.1 Authentication
To identify the SmartKey dongle, the applicatiomgetes a pseudo-random number and sends it tiotigte.
The dongle executes the XOR operation of the randember sent by the application and with serial bem
previously stored, then it replies by encrypting it
RESULT = AES_ENCRYPT( RAND XOR SERIAL )
The application is so ready to decrypt the resudt ta get the serial number by executing the XO&rafon with the
pseudo-random number.
SERIAL = AES_DECRYPT( RESULT ) XOR RAND

If the serial number is valid the application asesrthat the SmartKey is present.

* by using a pseudo-random value it is sure thattmgle answers differently each time and so theesamswer

can not be used twice
e the cryptography utilization allows only at the Apgtion to correctly interpret the serial number
« the application can verify the serial exactnessdiling beforehand part of this number equal tgedfvalue.

Example: having a 16 byte serial, 8 of these 1&$ygan be set to '0' for all the serial numberthdée 8 bytes
are equal to '0' after the decryption, the apphceis sure that the answer received from the egally valid.
This check assures that the program is talking witeal dongle and not with a fake one.
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9.16.2 Utilization
In order to use the new commands, the applicatdretprotected should use the standalone or nulialy with the
LOCAL protocol) driver that provides the common StKey interface and the new AES authentication camds.

According to the challenge-response protocol stingctthe application must contain the AES 128 Igibdthm and a
pseudo-random numbers generator in order to impiethe communication with the SmartKey. It is imjaoit to
underline that this implementation must be inclugied the application and not into the SmartKeyeribecause
moving the authenticity from the application to ®mmartKey driver, the application might work eveithva fake
driver.

The application code should also include some ptiote methods in order to hide the cryptographig keed by the
authentication process.

9.17 AES Set

This command sets 20 different 16-byte cryptographkiys for the AES algorithm and the 16 byte semimhber. The
cryptographic keys and the serial number, oncdewrion the SmartKey, can’t be extracted or ovetamiany longer
even if you run the command again. In other waittis,command can be executed only once.

WARNING! the AES keys can be set ONLY ONE TIME!
This command cannot be executed from lan, it workg with a local connection with the SmartKey.
The exchange of information is organized like this:

Model Only SmartKey 3 USB
Input COMMAND ‘G’
LPT SmartKey port
LABEL SmartKey Label
EXTDATAJO..15] Serial number to be set
EXTDATA[16..31] First AES key
EXTDATA[320..335] Twentieth AES key
Output None

Table 31AESSetommand parameters.

9.18 AES Scramble

This command executes the AES authentication dperathe SmartKey operates on a pseudo-random chlosen
by the application and gets back a value thatdegeized by the application and allows it to vetlig SmartKey
presence based on the communication protocol prsljiaescribed.

Before to use this command you must have setupB® keys with theAESSetommand
The exchange of information is organized like this:

Model Only SmartKey 3 USB
Input COMMAND ‘O’

LPT SmartKey port

LABEL SmartKey Label

DATA[O..15] Pseudo-random values to use

DATA[16] AES key to use. The first key has indexXT®e last key has index 19.
Output DATAJ[0..15] Protocol result.

Table 32AESScrambleommand parameters.

9.19 Errors
After a command, in thstatusfield in the communication may assume one of ttieviang values:

Nome Valore Descrizione
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ST OK

Operation completed with success.

ST_NONE_KEY -1

Device not found. This error is due by:
SmartKey not correctly inserted in the ParalleU&B port.
Drivers not correctly installed.
Wrong LABEL used.

ST_SYNT_ERR -2

Syntax error in the command. This error is dye b
One of the arguments of the command is invalid.

The command is not support by the specific model of
SmartKey used. For example you are trying to rbad
memory of a SmartKey without memory.

The command is prohibited in the current Smartkates
For example you are trying to write the memory in g
SmartKey with the memorlyixing flag set.

ST_LABEL_FAILED -3

Wrong LABEL used. Depending on the command othen
SmartKey model it may be returned this error or the
ST_NONE_KEérror.

ST_PW_DATA FAILED |-4

Wrong PASSWORD used.

ST_HW_FAILURE -20

An integrity check on the hardware device ieth

9.20 Some suggestions on using SmartKey's functions

Combined use of the listed functions enables yaetaip protection criteria providing high secuetyd flexibility.
However, we should make somenimumsuggestions to ensure secure implementation giristection.

Always use thé.ocatingcommand to detect dongle presence. This will felpmake the program

independent of the parallel port where the Smarti@ygle is installed

Use theScramblingmode with different values or better tAESScramblingnode in different points of the
program. If the result of subsequent comparisop®sitive, you will be sure that a dongle with yédiCode

is installed on the PC.

If you are using programmable dongles, riRemadingoperation in different points of the program: yeill be
able to compare the read values with the expeageks, and ensure that the software being rurallyre
authorized thanks to the special programming ofriballed SmartKey dongle.

The chapter 10 introduces some further suggestarsecure implementation of the protection.
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10 Program protection techniques and examples

By using the SmartKey protection dongles, you hawein place a powerful deterrent against attertgpeusively
duplicate software. However, remember that a pplediypical of all security systems applies to sbéware protection
battle too.

A security system has the same degree of vulnerabil ity as its weakest component

Consequently, a great deal of attention must besid not only on the type of protection but alsatenprotection's
software implementation methods.

In other words, using a protection dongle withazguaately implementing it in the software meangging medium-
shrewd hackers (people doing it for a hobby, ocrediusers, etc.), but not criminal-commercial aigations, which
may have the time, economic resources and skittepgy software or obtain confidential data.

We therefore thought it useful to provide a listome of some techniques and useful suggestions chibie of
techniques to use depends on individual programgh@ cost and level of confidentiality of the sedte and/or of the
protected data.

In general, to make life hard for potential softevairates, bear in mind the following suggestiomd @mments:
» Use more than one of the protection techniquesateld below.
» Distribute the protection measures along the whobgram.

« If one of the protection measures is eliminated,rdmaining measures should ensure that the proggams
to be working correctly for a certain time, aftehnioh it stops randomly in terms of time and method.

Lastly, remember that the psychological aspecery important: the aggressor can never be suresthathas disabled
all the protection mechanisms. Whenever he thirkkads found one, the protected software will maiatteer problem
emerge later on (even hours or days later!), aadh#itker will probably be so frustrated, that hit give up attacking.

To protect your program, you should consider thpécl attacks, and try to repel at least these marstmon cases,
which are:

* Reverse engineering of the program and removahytall to SmartKey API

» Using a High Level (User Level) emulator able teensept and record any SmartkKey API call and siteutae
behavior of SmartkKey API. These emulators potegtiaddow the semantics of the API calls and can exteul
SmartKey, but with the exception of tBeramblingandAESoperations.

e Using a Low Level (Kernel or Hardware) emulatoreata intercept and record physical communicationa o
Parallel or USB port and simulate SmartKey's phajdiehavior. These emulators usually totally igrtbee
communications semantics.

The following guidelines will considerably increga®tection against these attacks.

10.1 General guidelines
The following guidelines apply to all SmartKey méxle
10.1.1 Check the dongle in different points of your program.

The program should not control presence of Smarieynly one point of the execution. SmartKey cohshould be
duplicated in various points of the program. Tloeate/Operoperation can be executed at start only, but therot
operations should be executed in many other points.

10.1.2 Extensive use of the AES Scrambling operation

If your SmartKey model supports it, tA&=SScrambl@peration should be used to control the presehagexal
SmartKey.

You must hide in your application one of the tweABS key setup with thAESSetommand, and use it to verify
periodically and in many points of your applicatitie presence of a real SmartKey with A&E€SScrambleommand.

10.1.3 Extensive use of the Scrambling
The Scramblingoperation should be used to control the presehageal SmartKey.

The control must be performed by first calculatinget of input pairs and output strings of 8meamblingoperation.
When the operation has been started, some coupisisha compared with the result of the same omeratn the
current SmartKey.

During execution, you must select the couple tedigrolled, using a combination of both random det&rministic
elements. For example, the choice should depend mandom value, the system's current time, yoognam's point of
execution, and any other variable that could diffem one program to the other.
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Example

Let's suppose that you have identified three ingadmpoints of the execution, where you wish to margresence of
SmartKey: start of program, the saving function #reprint function. Moreover, you want controlde performed on
a monthly basis, to obtain 12 different time inplastly, you want 100 different random controls.

Therefore, this table is necessary: 3 x 12 x 18880 couples.
10.1.4 Hiding Label and Password

TheLabelandPasswordstrings should not be stored as a simple texbur program. Otherwise, a simple analysis of
the resulting binaries could reveal these infororatitems.

The following could be a good approach: generatendom string and calculate the XOR of the originfdrmation
and its random value. This original informationctbke re-built during execution using another XORhwtihe original
random string and the previous result.

These information items can be stored in many paifyour program and can be compared during gs@bion.
Example
With these pre-calculation steps:
LABEL = “SMARTKEY”
RANDOM = “01234567"
CRYPT = LABEL XOR RANDOM
You can do the following in your source:

RANDOM = “01234567"
LABEL = CRYPT XOR RANDOM
SmartKeyCheckWithLabel(LABEL)
10.1.5 Use the .OBJ version of the drivers
If available, it is always better to prefer the .D&ersion of the driver instead of the DLL version.

The .DLL driver exposes a simple, known entry poildith this entry point, monitoring and filteringj driver calls
executed by your program becomes a simple matter.

10.1.6 CheckSum of your executable files and of the DLLs

The CRC/CheckSum of your program and the DLLs @ndiculated and controlled. This is a very impurizhase if
you wish to use one of SmartKey's .DLL driverstHis way, you will be certain that your programuggng the original
DLL and not a false version.

You should avoid using a simple CRC algorithm. &mmple, the CRC32 of a file can be modified withaabitrary
value, changing only 3/4 of the file's bytes. Aptography hash function such as MD5 is certainlyeoe

10.1.7 Do not stop execution immediately if the dongle is not found

If SmartKey's behavior is negative, correct behaidgmot to stop program execution suddenly, buteiay its end on
another region of your code. This will avoid expagsthe dongle control point.

Example

This example uses th&yPresentariable to store the result of the SmartKey aantmportant: the variable is
accessible only when dongle presence is detectes partly prevents use of the debugging optioh ighable to
control any access to a variable.

variable KeyPresent = False;
DoSomething();

if (SmartKeyPresent())
KeyPresent = True;

DoSomethingOther();
If (KeyPresent == False)

Abort();
All accesses to thikeyPresentariable must be executed on different leveleffunction calls.
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10.2 Examples of implementation

This chapter contains some examples of C implertientaf the guidelines we have described. Furtheeqihey can

be found in the archivBmartKeyProtectionGuidelinesExample.zip.

In all the examples, we suppose that you are wgrkiith a SmartKey Demo withabel “SMARTKEY” and Password

“EUTRON?" as default.
10.2.1 Example 1 — Basic Use

This example shows the basic use of SmartKey. Tinegse of the program is to initialize the variabier SmartKey
and check if the dongle is actually present. Tremgple MUST NOT BE USED IN A REAL PROGRAM, becauke t
label andpasswordare included in the code without using any prétectechnique and one could trace them by

analyzing the executable file.
#include "skeylink.h"

#include <stdio.h>
#include <stdlib.h>
#include <string.h>

int main() {

}

KEY_NET k;
memset(&k,0,sizeof(k));

strncpy(k.label,"SMARTKEY",LABEL_LENGTH);
strncpy(k.password,"EUTRON",PASSWORD_LENGTH);

/* Open */
k.net_command = NET_KEY_OPEN;

smartlink(&k); /* Chiamata a sistema */

if (k.status != ST_OK) {
printf("Error in NET_KEY_OPEN\n");
exit(EXIT_FAILURE);

/* Close */
k.net_command = NET_KEY_CLOSE;
smartlink(&K);
if (k.status != ST_OK) {
printf("Error in NET_KEY_CLOSE\n");
exit(EXIT_FAILURE);

return EXIT_SUCCESS;

10.2.2 Example 2 — Basic use of Scrambling

This example shows the basic use of the scrambliegation. This example too MUST NOT BE USED IN EAL

PROGRAM, because the values included in the cogl@atr protected.
#include "skeylink.h"

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
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/* Scrambling input/output */

unsigned char scrambling_in[SCRAMBLE_LENGTH] = { 0x 45, 0x34, 0x67, 0x23, Oxa5,
0x8f, Ox2c, 0x6d };
unsigned char scrambling_out{SCRAMBLE_LENGTH] ={0 x98, Oxab, 0x22, 0x24, 0xbb,

Oxe6, 0x61, 0x8f };

int main() {
KEY_NET k;

[* Scrambling */
k.net_command = NET_KEY_ACCESS;
k.command = SCRAMBLING_MODE;
memcpy(k.data,scrambling_in, SCRAMBLE_LENGTH);
smartlink(&K);
if (k.status != ST_OK) {
printf("Error in SCRAMBLING_MODE\n");
exit(EXIT_FAILURE);

}

if (memcmp(k.data,scrambling_out, SCRAMBLE_LENGTH)! =0) {
printf("Wrong SCRAMBLING\n");
exit(EXIT_FAILURE);

}

printf("Scramble ok\n");
}
10.2.3 Example 3/4 — Storing and using a C function in the SmartKey memory

This example shows how to store and use a binaty oba C function in SmartKey's memory. Theresamme
limitations:

e The function's dimensions must be smaller thargaakto those of the SmartKey memory.

« External functions cannot be called directly, they can be called indirectly by passing a funciomter as the
argument.

* External variables cannot be used directly, bug tten be used indirectly by passing a pointer astjument.
* Your project must be connected to the option /FIXi&Rvoid a new location in your code.

Storing the function

This example stores functiony_func()in SmartKey's memory.

#include "skeylink.h"

#include <stdio.h>
#include <stdlib.h>
#include <string.h>

/* Function type */
typedef int my_func_t(int m, int n);

/* Buffer used to store the function */
char my_func_data[DATA_LENGTH + EXTENDED_DATA_LENGT HJ;

/* Function */
static int my_func(int m, int n) {
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return m * n;

/* Marker of the end of the function */
static int my_func_end(void) {
return O;

int main() {
KEY_NET k;
unsigned size;

/* Preventive use of the functions to prevent colla teral effects through
optimisation of the compiler.*/

my_func(1,1);
my_func_end();

/* Compute the function size */
size = (char*)my_func_end - (char*)my_func;

printf("Function size %d\n", size);

if (size > DATA_LENGTH + EXTENDED_DATA_LENGTH) {
printf("Function size %d too big\n", size);
exit(EXIT_FAILURE);

[* Copy of function on the dongle*/
if (size > DATA_LENGTH) {
memcpy(k.data,((char*)my_func),DATA_LENGTH);

memcpy(k.ext_data,((char*)my_func) + DATA_LENGTH, size -
DATA_LENGTH);

} else {
memcpy(k.data,((char*)my_func),size);

/* Write on SmartKey */
k.net_command = NET_KEY_ACCESS;
k.command = WRITING_MODE;
smartlink(&K);
if (k.status != ST_OK) {
printf("Error in WRITING_MODE\n");
exit(EXIT_FAILURE);

printf("Function written on the key\n");

/* Close */

k.net_command = NET_KEY_CLOSE;
smartlink(&K);

if (k.status != ST_OK) {
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printf("Error in NET_KEY_CLOSE\n");
exit(EXIT_FAILURE);

return EXIT_SUCCESS;
}
Use of the function
This example reads tmay_func()function of SmartKey's memory and executes it.
#include "skeylink.h"

#include <stdio.h>
#include <stdlib.h>
#include <string.h>

/* Function type */
typedef int my_func_t(int m, int n);

/* Buffer used for storing the function */
char my_func_data[DATA_LENGTH + EXTENDED_DATA_LENGT HJ;

int main() {
KEY_NET k;

/* Read the function */
k.net_ command = NET_KEY_ACCESS;
k.command = READING_MODE;
smartlink(&k);
if (k.status !I= ST_OK) {
printf("Error in READING_MODE\n");
exit(EXIT_FAILURE);

[* Copy data in buffer */
memcpy(my_func_data,k.data,DATA_LENGTH);
memcpy(my_func_data + DATA_LENGTH,k.ext_data,EXTEN DED_DATA_ LENGTH);

/* If the function pointer */
my_func_ptr = (my_func_t*)my_func_data;

[* Calls function */

result = my_func_ptr(2,3);

if (result = 6) {
printf("Error in function result\n");
exit(EXIT_FAILURE);

printf("Result of the stored function %d\n",result );

/* Close */
k.net_command = NET_KEY_CLOSE;
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smartlink(&k);

if (k.status != ST_OK) {
printf("Error in NET_KEY_CLOSE\n");
exit(EXIT_FAILURE);

return EXIT_SUCCESS;
}
10.2.4 Example 5 — Control of the DLL checksum
This example shows how to calculate and contraigle checksum of themartlink.dllfile
#include <stdio.h>
#include <stdlib.h>
#include <string.h>

int main() {
FILE* f;
int c;
unsigned checksum;

/* Initialize the checksum */
checksum = 0;

/* Compute the checksum of the DLL */
f = fopen("skeylink.dll","rb");
if (1f) {
printf("Error opening the DLL\n");
exit(EXIT_FAILURE);
}
¢ = fgetc(f);
while (c !'= EOF) {
checksum +=c;
c = fgetc(f);
}
fclose(f);

printf("DLL checksum %08X\n",checksum);

if (checksum != 0x007ffcf1) {
printf("Error invalid checksum\n");
exit(EXIT_FAILURE);

return EXIT_SUCCESS;
}
10.2.5 Example 6 — Hiding Label and Password information

This example shows how to hide tha&belandPasswordnformation, by using a simple masking algorithrhis
algorithm must be used to prevent the possibilit§iscovering thd.abelandPasswordrom the executable file, thus
frustrating all SmartKey's protections.

#include "skeylink.h"
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#include <stdio.h>
#include <stdlib.h>
#include <string.h>

/* Hidden values */
static unsigned char hidden_label[LABEL_LENGTH] ={

h

0x09, 0x2f, 0x2d, Ox2a, 0xd2, Oxdd, Oxed, Oxe5,
0xd2, Oxea, 0x04, 0x20, 0x3e, 0x5e, 0x80, Oxa4

static unsigned char hidden_password[PASSWORD_LENGT

h

0xe0, 0x91, Oxb1, 0x5a, 0x62, Ox1a, 0x7d, Oxa8,
0xd5, 0x04, 0x35, 0x68, 0x9d, 0xd4, 0x0d, 0x48

int main() {

}

KEY_NET k;
unsigned i;

memset(&k,0,sizeof(k));

/* Calcola la label e la password corrette */
for(i=0;i<LABEL_LENGTH;++i)

k.label[i] = hidden_label[i] » (i*(i+0x7)+0x5a);
for(i=0;i<PASSWORD_LENGTH;++i)

k.password[i] = hidden_password[i] ~ (i*(i+0x1e)+

/* Open */
k.net_command = NET_KEY_OPEN;
smartlink(&K);
if (k.status !I= ST_OK) {
printf("Error in NET_KEY_OPEN\n");
exit(EXIT_FAILURE);

printf("Net password %d\n",k.net_password);

/* Close */
k.net_command = NET_KEY_CLOSE;
smartlink(&k);
if (k.status != ST_OK) {
printf("Error in NET_KEY_CLOSE\n");
exit(EXIT_FAILURE);

return EXIT_SUCCESS;

10.2.6 Example 7 — Scrambling confidential data

This example shows how to hide confidential datidwieScramblingoperation.
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In the example the pi value is stored as follows:
#include "skeylink.h"

#include <stdio.h>

#include <stdlib.h>

#include <string.h>

#include <math.h>

/* Scrambled data */
unsigned char scrambled_data|[SCRAMBLE_LENGTH] ={
0x0c, 0xd8, 0xb3, 0xf6, 0x57, Ox6f, Ox4d, Oxe5

h

[* Scrambled input */
unsigned char scrambling_in[SCRAMBLE_LENGTH] = {
0x45, 0x34, 0x67, 0x23, 0xab, 0x8f, 0x2c, Ox6d

h

int main() {
KEY_NET k;
unsigned i;
double pi;

[* Scrambling */
k.net_ command = NET_KEY_ACCESS;
k.command = SCRAMBLING_MODE;
memcpy(k.data,scrambling_in,SCRAMBLE_LENGTH);
smartlink(&k);
if (k.status != ST_OK) {
printf("Error in SCRAMBLING_MODE\n");
exit(EXIT_FAILURE);

for(i=0;i<sizeof(pi);++i)
((unsigned char*)&pi)[i] = k.data][i] * scrambled_ datali];

printf("Pi greco is %g\n",pi);

[* Close */
k.net_ command = NET_KEY_CLOSE;
smartlink(&K);
if (k.status !I= ST_OK) {
printf("Error in NET_KEY_CLOSE\n");
exit(EXIT_FAILURE);

}
return EXIT_SUCCESS;

}
10.2.7 Example 8/9—-Generating and using a large Scrambling table

This example shows how to generate and use adargenbling table. The input values of the scrangbtiperation are
calculated during execution, using the index asrilimlization of a simple random function.
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Generating the “table.h” file
This example generates ttaele.h file
#include "skeylink.h"

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <time.h>

#define SCRAMBLE_MAX 1024

void scramble_in(unsigned char* dst, unsigned src) {
unsigned i;
for(i=0;i<SCRAMBLE_LENGTH;++i)
dst[i] = (((src + Ox5a) >> i) * (i + 0x13)) * Ox3 e;

int main() {
KEY_NET k;
unsigned i;
FILE* f;

srand(time(0));

f = fopen("table.h","wt");

if (1f) {
printf("Error opening the file table.h\n");
exit(EXIT_FAILURE);

fprintf(f,"void scramble_in(unsigned char* dst, un signed src) {\n");
fprintf(f,"\tunsigned i;\n");

fprintf(f,"\tfor(i=0;i<SCRAMBLE_LENGTH;++i)\n");

fprintf(f, "\t\tdst[i] = (((src + 0x5a) >> i) * (i + 0x13)) ~ 0x3e;\n");
fprintf(f,"\n\n");

fprintf(f,"#define SCRAMBLE_MAX %d\n\n",SCRAMBLE_M AX);
fprintf(f,"unsigned char SCRAMBLE[SCRAMBLE_MAX][SC RAMBLE_LENGTH] = {\n");

for(i=0;i<SCRAMBLE_MAX;++i) {
unsigned j;
k.net_command = NET_KEY_ACCESS;
k.command = SCRAMBLING_MODE;

scramble_in(k.data,i);

smartlink(&k);

if (k.status !'= ST_OK) {
printf("Error in SCRAMBLING_MODE\n");
exit(EXIT_FAILURE);
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fprintf(f,"{");
for(j=0;j<SCRAMBLE_LENGTH;++j) {
unsigned v = k.data[j];
if ()
fprintf(f,", ");
fprintf(f,"0x%02x",v);
}
fprintf(f," }');
if (i+1'=SCRAMBLE_MAX)
fprintf(f,",");
fprintf(f,"\n");
}
fprintf(f,"};\n");
fclose(f);

printf("Scrambling table written\n");

[* Close */
k.net_ command = NET_KEY_CLOSE;
smartlink(&k);
if (k.status !I= ST_OK) {
printf("Error in NET_KEY_CLOSE\n");
exit(EXIT_FAILURE);

return EXIT_SUCCESS;
}
Using the Scrambling table
This example uses the generated file to contropthsence of the SmartKey dongle.
#include "skeylink.h"

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <time.h>

#include "table.h"

/* Return a random index in the table */
unsigned get_scrambling_index(void) {
time_tt;
struct tm* ptm;
unsigned i;

time(&t);
ptm = localtime(&t);

i = (rand() % (SCRAMBLE_MAX / 31)) * 31;
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i += ptm->tm_mday;
i =i% SCRAMBLE_MAX;

return i;

int main() {

}

KEY_NET k;
unsigned i;

/* Initialized the random number generator */
srand(time(0));

/* Get the random index in the table */
i = get_scrambling_index();
printf("Scramble index %d\n",i);

/* Do the scrambling */
k.net_ command = NET_KEY_ACCESS;
k.command = SCRAMBLING_MODE;
scramble_in(k.data,i);
smartlink(&k);
if (k.status !I= ST_OK) {
printf("Error in SCRAMBLING_MODE\n");
exit(EXIT_FAILURE);

[* Check the scramble */

if (memcmp(k.data, SCRAMBLE[i],SCRAMBLE_LENGTH)!=0)
printf("Wrong SCRAMBLING\n");
exit(EXIT_FAILURE);

}
printf("Scramble ok\n");

[* Close */
k.net_ command = NET_KEY_CLOSE;
smartlink(&K);
if (k.status != ST_OK) {
printf("Error in NET_KEY_CLOSE\n");
exit(EXIT_FAILURE);

return EXIT_SUCCESS;

The “table.h” generated file
This is thetable.h generated file
void scramble_in(unsigned char* dst, unsigned src)

unsigned i;
for(i=0;i<SCRAMBLE_LENGTH;++i)
dst[i] = (((src + 0x5a) >> i) * (i + 0x13)) ~ Ox3
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#define SCRAMBLE_MAX 1024

unsigned char SCRAMBLE[SCRAMBLE_MAX][SCRAMBLE_LENGTH] = {

{ Oxa2, 0x43, 0x2d, Oxdc, 0xf0, 0x49, Ox4b, 0x5c },
{ 0x00, 0x24, 0x9f, Ox6e, 0x51, 0x10, 0x9c, Oxla },
...Stripped...

{ 0x10, 0x0f, Ox5e, 0x8e, 0x5b, 0x44, 0x67, 0x11 },
{ Oxcd, Ox0a, 0x74, Oxed, 0x78, Oxc0, Ox0a, 0x97 }
2

10.2.8 Example 10 — Code encrypting

Furthermore, SmartKey can be used to encrypt tde obyour executable files or of the dynamic litea (DLL), if
these are developed in Visual C. A full, extengixample can be found in the archive:
SmartKeyEncryptionGuidelinesExample.&pr further details, consult filkeadme.txt

10.2.9 Example 11 — AES authentication

The following are two examples to set AES keys aselthem.

Setkey

This example sets the AES keY8ARNING! the AES keys can be set ONLY ONE TIME!

#include "skeydrv.h"

#include <stdlib.h>
#include <stdio.h>
#include <windows.h>

[* Serial */
unsigned char serial[16] = {

0x39, 0x9d, 0x81, 0xd0, 0x6f, 0x78, 0x94, 0x41, Oxe
0xd4, Oxel, Ox6d,

h

/* 20 AES keys */
unsigned char aeskey[16*20] = {

0x27, Oxel, Ox4e, Oxf4, 0x82, 0x3a, 0x1d, Oxa2, Oxb
0Oxel, 0x37, 0x66,

...Stripped...

0x57, 0x4b, 0x21, 0x94, 0x82, 0x38, 0x68, 0xf8, Oxf
0x05, 0x70, 0x39,

2

int main() {
SKEY_DATA key;

printf("SmartKey AES example\n");

memset(&key, 0, sizeof(key));

strncpy(key.label, "SMARTKEY", LABEL_LENGTH);

key.command = LOCATING_MODE;
msclink(&key);
if (key.status !=0) {

c, Oxfe, 0x71, Oxal, Ox21,

d, Oxee, Oxc7, Oxd2, 0x50,

8, 0x54, 0x38, Oxal, Ox6d,



MessageBox(NULL, "SmartKey not found", "Error", M B_ICONERROR |
MB_SYSTEMMODAL);

exit(1);

key.command = EXT_MODEL_READING_MODE;
msclink(&key);
if (key.status !=0) {

MessageBox(NULL, "SmartKey not found", "Error", M B_ICONERROR |
MB_SYSTEMMODAL);
exit(1);
}
if (key.data[3] & Ox1) == 0) {
MessageBox(NULL, "This SmartKey model doesn't sup port AES commands",
"Error", MB_ICONERROR | MB_SYSTEMMODAL);
exit(1);
}
if (MessageBox(NULL, "Set the AES keys ? The opera tion cannot be undone
1", "Warning", MB_YESNO | MB_ICONWARNING | MB_SYSTE MMODAL) != IDYES) {
exit(1);
}

memcpy(key.ext_data, serial, 16);
memcpy(key.ext_data + 16, aeskey, 16*20);

key.command = AES_SET_MODE;
msclink(&key);
if (key.status !=0) {

MessageBox(NULL, "Error setting the AES keys and serial.\n\rPlease
note that you can set them ONLY ONE TIME!", "Error" , MB_ICONERROR |
MB_SYSTEMMODAL);

exit(1);

}
MessageBox(NULL, "AES keys setup correctly"”, "Info rmation”,

MB_ICONINFORMATION | MB_SYSTEMMODAL);

return O;
}
Usekey
This example uses the AES keys.
#include "skeydrv.h"
#include "aes.h"

#include <stdlib.h>
#include <stdio.h>
#include <time.h>
#include <windows.h>

/* Serial */
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unsigned char serial[16] = {

0x39, 0x9d, 0x81, 0xd0, 0x6f, 0x78, 0x94, 0x41, Oxe
0xd4, Oxel, Ox6d,

h

/* 20 AES keys */
unsigned char aeskey[16*20] = {

0x27, Oxel, Ox4e, Oxf4, 0x82, 0x3a, 0x1d, Oxa2, Oxb
Oxel, 0x37, 0x66,

...Stripped...

0x57, 0x4b, 0x21, 0x94, 0x82, 0x38, 0x68, 0xf8, Oxf
0x05, 0x70, 0x39,

h

int main() {
SKEY_DATA key;
aes_context aes;
unsigned key_index;
unsigned char result_buffer[16];
unsigned char random_buffer[16];
unsigned i;

printf("SmartKey AES example\n");

/* initialize the random number generator */
srand(time(0));

memset(&key, 0, sizeof(key));

strncpy(key.label, "SMARTKEY", LABEL_LENGTH);

key.command = LOCATING_MODE;
msclink(&key);
if (key.status !=0) {

MessageBox(NULL, "SmartKey not found", "Error", M

MB_SYSTEMMODAL);
exit(1);

key.command = EXT_MODEL_READING_MODE;

msclink(&key);
if (key.status !=0) {

MessageBox(NULL, "SmartKey not found", "Error", M

MB_SYSTEMMODAL);
exit(1);
}
if ((key.data[3] & 0x1) == 0) {

c, Oxfe, 0x71, Oxal, Ox21,

d, Oxee, 0xc7, Oxd2, 0x50,

8, 0x54, 0x38, Oxal, Ox6d,

B_ICONERROR |

B_ICONERROR |

MessageBox(NULL, "This SmartKey model doesn't sup port AES commands",

"Error", MB_ICONERROR | MB_SYSTEMMODAL);
exit(1);
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/* set the random value */
for(i=0;i<16;++i)

random_buffer[i] = rand() % 256;
[* set the key number */
key_index = rand() % 20;

memcpy(key.data, random_buffer, 16);
key.data[16] = key_index;

key.command = AES_SCRAMBLE_MODE;
msclink(&key);

if (key.status !=0) {

MessageBox(NULL, "Error using the AES key", "Erro r', MB_ICONERROR |
MB_SYSTEMMODAL);

exit(1);

aes_set_key(aes, aeskey + key_index*16, 16);
aes_decrypt(aes, key.data, result_buffer);
for(i=0;i<16;++i)

result_buffer[i] ~= random_bufferf[i;

if (memcmp(result_buffer, serial, 16) != 0) {

MessageBox(NULL, "Wrong serial", "Error", MB_ICON ERROR |
MB_SYSTEMMODAL);
exit(1);
}
MessageBox(NULL, "Correct serial", "Information”, MB_ICONINFORMATION |

MB_SYSTEMMODAL);

return O;
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11 Manual protection in a network

SmartKeyNET supports the standard commands of the SP moded aatiof commands slaved to the network: OPEN,
ACCESS, CLOSE and USER NUMBER.

All the functions explained in the following paraghs were used in the Windows progremmartdem.cwhich is

located in directorieSdk\Manual_Protection\Client_Windows_Libraries_ABdamples\GenericWin32Dd!
Sdk\Manual_Protection\Client_Windows_Libraries_ ABdamples\GenericWin320bjhe program can be compiled
with any C compiler.

11.1 Open mode

The OPEN Mode is employed by the user to activateraunication with SmartKey. The OPEN operation nogst
carried out before all operations for accessingithragle's memory.

The OPEN command generates a special passworddiden@®assworgwhich must be used in all the subsequent
commands.

In the first byte of the Data field is reported tlgpe of the protocol used in the connection. ifi yeant to prevent the
use of the LOCAL protocol, you can check this b@enerally this is useful to force the use of theaBKey server
for license management.

To use this command with the Map protection youtraiso specify the Map code in the Data field escdbed in the
Map chapter.

The exchange of information is organized like this:

Models NET
Input NET_COMMAND | ‘O’
LABEL Label
PASSWORD Password
Output NET_PASS Net Password
DATAJ[Q] Protocol type used:
=0, LOCAL
=2, ANP
=3, TCPIP
STATUS Status
==0 Success
1=0 Error

Table 33Exchange of information fadpen Mode

11.2 Access mode

The ACCESS mode enables actual access to the ddniglselected with the Label, which madivaysbe passed
before carrying out any standard dongle interregatiperation. This mode requires tET-Passworgdwhich
identifies the Client requesting access and thesLiglentifying the dongle to which access is regir

The exchange of information is organized like this:

Models NET
Input NET_COMMAND | ‘A’
NET_PASS Net Password
COMMAND SmartKey Command
Output
STATUS Status
==0 Success
1=0 Error
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Table 34Exchange of information fokccess Mode

Apart from this, the same methods - already andlyae manual protection with a standalone prograpply.

11.3 User number mode
This command is used to obtain the number of usaraected to the dongle specified in the Labetlfiel

This command works only if a net protocol is usad aot with the LOCAL protocol. If used with the BAL protocol
the error =2 (SYNT_ERR) is returned.

To use this command with the Map protection youtralso specify the Map application code in the Deial as
described in the Map chapter.

The exchange of information is organized like this:

Models NET
Input NET_COMMAND | ‘A’
NET_PASS Net Password
COMMAND ‘v
Output STATUS Status
>=0 Number of connected users
<0 Error

Table 35Exchange of information fddser Number Mode

11.4 Close mode
The CLOSE mode is used for ‘closing' (LOGOUT retjuescommunication to SmartKey by the program @xtad
by means of a previous OPEN call.

If, due to an error in the application softwares lrogram ends without first executing a CLOSE apien of the open
dongle, there may be problems linked to the timersanagement of the Client. Such problems sometietpsre
booting the computer. The opening and closing dfmeranustbe carefully observed in order not to uselesstyvent
other users from employing the key.

The exchange of information is organized like this:

Models NET
Input NET_COMMAND | ‘'C
NET_PASS Net Password
Output STATUS Status
==0 Success
1=0 Error

Table 36 Exchange of information fa€lose Mode

11.5 Close mode on timeout

To prevent use of licenses if the program is teatad incorrectly (e.g. because the PC was switoff¢da transparent
refresh function fotimeout is implemented. This is actually the automaticdimection of users who have not used
the CLOSE mode correctly. The timeout control fimtis completely transparent to user and develafike, and is
managed by the dongle's software drivers. Thetteeiefore no need to carry out periodic dongle s€operations to
ensure timeout is refreshed.

11.6 Errors

In addition of the errors returned with the standal driver, thestatusentry may assume one of the following values:
Nome Valore | Descrizione

ST_NET_ERROR -5 Generic error on the Lan communication.

ST_USER_ERROR -8 Maximum number of user and license reached.
ST_EXEC_ERROR -16 Maximum number of execution reached.
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ST_NET_PWD_ERR -9 Wrongnetpasswordpecified.

ST_INIT_ERROR -11 Generic error in the library initialization.
ST_TOO_MANY_OPEN_KEY |-14 Maximum number of open connection reached.
ST_NET_CONF_ERROR -21 Generic error in the library configuration.
ST_NET_ANP_INIT_ERROR -22 Generic error in the initialization of the pvobl ANP.
ST_NET_TCPIP_INIT_ERROR |-23 Generic error in the initialization of the pyool TCPIP.
ST_NET_LOCAL_INIT_ERROR |-25 Generic error in the initialization of the pyobl Local.
ST_NET_KEY_NOT_MAP -26 Attempt to open a MAP connection without usiniy]AP configured

device.

11.7 Standalone or Multilan drivers?

Use of drivers for standalone programs was degtiibéhe chapter on manual protection. The Multilechnology
was instead discussed in the current chapter.t€bimology enables use of drivers for both standabnd networked
environments. Here are a few hints on which oftéh@types of drivers the following should be used:

Programs which are certainly standalone onlyuse a standalone type driver, because the dioeissmaller
(about half of the relevant MultiLan driver, agldes not include support of the network).

Standalone and network programs user a MultiLan type driver, because it makespitsgram independent of
the operating mode (standalone or network).
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12 Protecting several programs with SmartkKey

In the Lan environment, you can use a sirjfieartKeyNET to protect several software programs. The techryolsgd
is namedViap — Multi Application Protection and enables you to:

e Protectmore than one programin a standalone or network environment. For loedlvorks, a different
number of enabled licenses can be defined for peatected program.

« Limit the number of executionf each of the protected programs. This featurebeanseful for creating
demo versions of the software or for adopting &gfe hiring policy. When the number of executipnsset
on a counter expires (quantity reduced at evergnara start-up), the program is not allowed to stagt more.

12.1 Operating methods
Implementing Map entails only a few small differesccompared to the operating methods we have Hedciie.:

*  Optional limitation of the number of executions aimdthe case dbmartKeyNET, programming the number
of licenses for each individual program.

e Adifferent calling method to the management driaeregards OPEN mode and USER NUMBER mode
operations.

12.2 Programming the number of licenses and executi  ons

The maximum number of programs that can be praldayethe same dongle is 116. The maximum number of
executions for each program is in the range fram@5,535. Value -1 disables this control and,gfare, there is no
limit to the number of executions.

The number of licenses and executions for eachranogan be set by writing the value in the firselsyof the Secure
Data field, and possibly, in the Extended Datalfigf the dongle, following the scheme below:

Offset Value Meaning

0 ‘M’ (4D hex) Map identification fixed code

1 ‘A’ (41 hex) Map identification fixed code

2 0-50 Maximum number of users for program 1
3-4 0 — 65535 Maximum number of executions for paog 1

5 0-50 Maximum number of users for program 2
6-7 0 — 65535 Maximum number of executions for paoy 2

8 0-50 Maximum number of users for program 3
9-10 0 — 65535 Maximum number of executions foigpam 3
62 0-50 Maximum number of users for program 20
63-0 (ext_data) 0 — 65535 Maximum number of exenstifor program 20
1 (ext_data) 0-50 Maximum number of users fogmm 21

2-3 (ext_data) 0 — 65535 Maximum number of exeawtiior program 21
285 (ext_data) 0-50 Maximum number of users fogam 116
287-288 (ext_data) 0 — 65535 Maximum number of etiens for program 116

Table 37 Settings for licenses management.

For example, if you wish to protect 3 different grams with the following quantities of licenses ax@cutions:
e First program: 23 licenses, unlimited executions.
e Second program: 4 licenses, 4000 executions.
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Third program: 12 licenses, 100 executions.
The dongle memory must be set as follows:

Offset Value Meaning

0 ‘M’ (4D hex) Map identification fixed code

1 ‘A’ (41 hex) Map identification fixed code

2 23 (17 hex) Maximum 23 users for program 1
3-4 65535 (FFFF hex) Unlimited number of prograractions
5 4 (04 hex) Maximum 4 users for program 2

6-7 4000 (OFAO hex) Limitation active for 400 exgons

8 12 (OC hex) Maximum 12 users for program 3
9-10 100 (64 hex) Limitation active for 100 exeous

Table 38Program

12.3 Map automatic protection

If automatic protection via th@SSutility is performed with a network dongle, a sifiegpush-button makes it possible
to associate a code with each program. This colldevused to trace the number of licenses for Withe program is

protection setting.

enabled, and any limitation to the number of progexecutions (see chapter 8).

12.4 Map manual protection

As one can protect several programs, as regard3pba and User Number commands only, you must fgpsbich
program is being referred to (program identifiedabyumber from 1 to 116). To this end, during thasfer of
parameters referring to each of the two commarsDiata field of the relevant data structure mesniiialized as
follows:

Offset Value Meaning

0 ‘M’ (4D hex) Map identification fixed code
1 ‘A’ (41 hex) Map identification fixed code
2 1-116 Program reference number

Table 390pen/User Number Mode setting.

For the Open command the exchange of informati@nganized like this:

Models NET
Input NET_COMMAND | ‘O’
LABEL Label
PASSWORD Password
DATAI[O] ‘M’ (4D hex)
DATA[1] ‘A’ (41 hex)
DATA[2] 1 - 116, Program reference number of ibernse to use
Output NET_PASS Net Password
DATAJ[Q] Protocol type used:
=0, LOCAL
=2, ANP
=3, TCPIP
STATUS Status
==0 Success
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‘ 1=0 Error

Table 40Exchange of information fadpen Modewith Map.

In the first byte of the Data field is reported thpe of the protocol used in the connection. ifi yeant to prevent the
use of the Local protocol, you can check this b&enerally this is useful to force the use of theaB8Key server for
license management.

Please note that if the Open is not done in Mapentiee SmartKey is opened without the license cladoking any
number of applications to run.

For the User Number command the exchange of infoomés organized like this:

Models NET
Input NET_COMMAND | ‘A’
NET_PASS Net Password
COMMAND ‘v
DATA[O] ‘M’ (4D hex)
DATA[1] ‘A’ (41 hex)
DATA[2] 1 - 116, Program reference number of whjou want to know the number of
licenses in use
Output STATUS Status
>=0 Number of licenses in use
<0 Error

Table 41Exchange of information fddser Number Modgith Map.

12.4.1 Open mode Map: an example

Parameters that have to be transferred to exeoudP&N operation, using Map multiple protectionsometwork
dongle; opening of program 2 is requested. If thiegle was programmed as in the previous programiaiolg, not
more than 4 simultaneous users may use the program.

NET_COMMAND 4F 00 Open [O")

LABEL 53 4D 41 52 54 4B 45 59 Label (SMARTKEY")
00 00 00 00 00 00 00 00

PASSWORD 45 55 54 52 4F 4E 00 00 Password EUTRON
00 00 00 00 00 00 00 00

DATA 4D 41 02 Map, 2" program

Table 42Example of Open mode Map setting.
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13 Installing SmartKey

The installation of the SmartKey drivers is exeduty applicatiorBmartKey Driver Installe(SDI). SDI makes it
possible to install and uninstall all the driveeeded for correct operation of SmartKey: the dever SmartKey
Parallel, those forSmartKey USBind those foGlobal Security Syste(&SS), the automatic protection program.
Note that if you are using@martkKey 3 USB D[Driver Less) no driver installation is required.

Moreover, you can integrate the SmartKey installaprocedures in the installation package of youn program.
This is possible thanks to the libraries suppliethie development kit provided. The functions carrbegrated with
leading software products that generate distrilbutackages such &sstallShield

13.1 Warnings on installation

SmartKey USBan be fitted and removed while the computer isatp®y (as specified by the USB standa&hartKey
Parallel must be fitted before the computer is switchedawm the printer must be connected in the daisyrcimginner.
Otherwise, bottsmartKey Paralleand the printer may not operate correctly

13.2 Options of SmartKey Driver Installer (SDI)

SDI provides three options for the three typesisfdllation and unistallatio®@martKey ParallelSmartKey USBind
Global Security Systenfrigure 2 shows the graphic interface $onartkKey USBhat is the same as the one for
SmartKey ParalleandGlobal Security System

i Smartkey Driver Installation x|

Paalel USE | Gss |

I thiz Panel you can inztall and uninstalll the Smartk.ey
IISE Driveer

Inztall or Update the Smartk.ey LSE
Ciriseer

Unintall Uninstall the Smartkey USE Driver

Remowve with force the Smartkey USE Driver. A

Remowve reboot iz alwayps required. Ulze thiz command anly
to recover from a wrong installation.

Statuz
’7 W Installed Werzion |11.4.2.U Refrezh |

[ e |
[ Fewsm |

(] | Cancel | Spply |

Figure 2 SDI's graphic interface f@martkey USB.

SDI's graphic interface provides three options:
* Install: install the drivers of the selected type
¢ Uninstall: uninstall the drivers of the selected type
* Removeuninstall the drivers without controlling any @egulencies.

If the installation was unsuccessf8DI opens a panel showing details of the failed opmratand the error number of
the operating system.

Figure 3 shows an example of a pop-up due to faisthllation.
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Installation Log x|

Q Failure. Check the log to detect the exact problem.

skeyErmor Getl astE mar

SKEYINST ERROR FAl 2

Log

inztall: 3597 :InstallLoglmit: Yersion Jan 10 2006 -

irztall: 3692 Started: 02/14/06 11:47.48
irztall: 106:4P Call:
ingtall: 109:Log0pen: call setup_update_init[]

inztall: 115:Log0pern: call setup_is_wowEd()

install: 121:Log0pen: call setup_wowEd_redirection_dizable(]

inztall: 1484:SkevinstallPar: enter

irztall: 1362 I nztallPar. enter

inztall 345 zetup_iz_admin: enter

inztall: 855 zetup_iz_admin: leave Admin

ingtall: 1500:1sDriver nztalled: enter eusk2par

irztall: 157 &[zDriverlnstalled: leave success found

inztal: 1340 pdatelriver. enter eusk2par eusk2par

ingtal: 1303 pdateFile; enter C:\Documents and Settingshh azzolen. FC1 EDEHLI

Cancel |

Figure 3 Pop-up log and error number of operating system.

Normally, only thelnstall andUninstall functions need be used. TRemovdunction must be used only if problems
occur in executing other functions. TRemovedunction removes all reference to the system'sr8¢es drivers, thus
making it possible to recover all the error corwdis that may occur during installation of a drivéthen usindqRemove
the system must always be rebooted.

13.3 The SDI library

The functions used for the SDI program are conthingheskeyinst.dllibrary, provided in the development kit
supplied. Specifically, the prototypes of the fuoies are contained iskeyinst.rand the functions iekeyinst.dll The
library can be used both for writing programs amdviriting installation set-up scripts.

These are the library functions:

SkeylnstallUSB Installs the drivers foBmartKey USB
SkeylnstallPar Installs the drivers foBmartKey Parallel
SkeylnstallGSS2 Installs the drivers foGlobal Security System
SkeyUnInstallUSB Uninstalls the drivers foBmartKey USB
SkeyUnlnstallPar Uninstalls the drivers fadbmartKey Parallel
SkeyUnInstallGSS2 Uninstalls the drivers foBlobal Security System

SkeyForceUnInstallUSB Forces removal of drivers f@martKey USB

SkeyForceUnlInstallPar Forces removal of drivers f@martKey Parallel

SkeyForceUnInstallGSS2 | Forces removal of drivers f@lobal Security System

SkeyLogFile Activates writing of a log file for all performecperations.

SkeyGetlLastError Returns last error code.

Installation functionsSkeylnstallUSBSkeylnstallPamandSkeylnstallG SS&utomatically control the status of the
drivers before executing the installation.

To create installation and uninstallation scripte,strongly urge you not to use functiddiseyForceUninstallUSB
SkeyForceUnlnstallPaandSkeyForceUnlInstallGSSZhese functions were implemented only for sohabgormal
situations, and not for normal use.
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We advise you to use tl8keyLogFildunction, because, thanks to the log file, onewasterstand where the
installation script or program is inhibited.

The functions can generate the following error sode

SKEYINST_OK The operation was correctly terminated.

SKEYINST_ERROR_WAIT The operation was not performieecause, at that tim
the operating system was installing another compio
In this case, the user must be asked to finisbth#r
current installation processes and then re-try the

4

operation.
SKEYINST_WARNING_MUST_REBOOT The operation was @mtty terminated, but the system
must be rebooted to complete the operation.
SKEYINST_WARNING_MUST_INSERT The operation was @atly terminated, but the USB
device must be fitted to complete the operation.
SKEYINST_ERROR_FAIL The operation failed due toaperating system error.

In this case, more detailed information can beinbth
from the log file.

13.4 Installation of SmartKey in Linux

On Linux there are two package for the installatiod the use of the SmartKey:
- user level usb — packageartkey-linux-user-usb.tar.gz
« user level Ipt — packaganartkey-linux-user-Ipt.tar.gz

The packages are kernel and distribution independen

13.4.1 Linux user level usb

The user level package doesn't require the insi@atiaf the driver but it's available an objeckfilo statically compile
with the application to communicate with the SmaykKievice. This package only supports $imeartKey 3 USRBnd
the SmartKey 3 USB DHongle.

13.4.2 Linux user level Ipt

The user level package doesn't require the insiatiaf the driver but it's available an objecfilo statically compile
with the application to communicate with the Smayievice. This package only supports SimeartKey Parallel
device.

13.4.3 Using APIs for Linux

The API prototypes are in tiofink.h header file. The APIs were compiled in the objféetto statically link. The
dynamic link cannot be done. Read RIEADMEfile enclosed to the package for further inforroati

13.5 Installation of SmartKey in Mac OS X
On Mac OS X are supported tBenartKey 3 USBnd theSmartKey 3 USB DL

It's not required to install the driver to accelss BmartKey device; it's available a static librand a dynamic library
to access the SmartKey device. For dynamic libirzstallation is available a package for the autaeriastallation.

It's supported applications for the Mac OS X PP@ bmiversal applications (Mac OS X PPC and Mac Oiat¥l).
The package to use is the Mac OS X disk imsgartkey-sdk-macosx.dragiable in thenix/ directory
13.5.1 Using APIs for Mac OS X

The API prototypes are in tratink.hheaders file for the standalone interface skellink.hheader file for the multilan
interface. The APIs are available with the stabcalry for static link and the framework for thendynic link. Read the
READMEfile enclosed to the package for further inforroati
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14 Installing SmartKey on a network

SmartKeyNET can be used with any type of local network, thawokihie supplied support software. Furthermore, you
can choose from the following communication protsco

e TCPIP: Standard protocol for data transmission betwcomputers

e ANP: Data transmission protocol via shared fileg &dvise you to use this protocol when TCPIP dam’t
used. ANP is still available only to guarantee catiiplity with old DOS programs.

According to the selected protocol, it will be pbsto use the dongle remotely on PCs with thiotaihg operating
systems, and according to the following scheme:

SmartKey Client TCPIP ANP
Windows 9x/NT/2000/XP/2003/Vista 4 4
Mac OS X Intel/PowerPC v

Table 43Protocols supported by SmartKeys installed omtié®mputers.

The dongle will, instead, be physically installedaPC to be named KeyServer. The KeyServer cauttid network
server or a generic Client PC. The server can nsebthe following operating systems accordinth®protocol used:

SmartKey Server TCPIP ANP
Windows 9x NT/2000/XP/2003/Vista v v
Linux v

Mac OS X Intel/PowerPC v

Table 44 Table of protocols supported by SmartKey instaladserver computer.

14.1 TCPIP protocol
The TCP/IP protocol can be used on any networkghpports it.

The protocol does not put any constraints on thuécehof the SmartKey server, which can be eitheetavork server or
a generic client server.

To use the protocol:
e Find out the network address of the PC on whictStimartKey dongle and server will be installed.
e Check if the SmartKey server PC can be reachedl tiyeaother PCs through the network.

* Find a free TCP/UDP port, to be used for the comoation. The port' s number must be in the rangefr
1024 and 49151 to avoid conflict with other protecd3527 for example.

» Install and correctly configure both the sever #tr@lSmartKey clients for using the TCPIP protocol,
specifying the SmartKey server's address and tHeIF @ort to be used.

If possible, it is always best to use the TCPIRqwol in preference to the other protocols.

14.2 ANP protocol

The ANP protocol (Algorithmic Network Protectioexploits the presence of filesystems shared formsonication
between client and server. The only condition feoperation, is the locking file support by thargd filesystem.

The ANP protocol is therefore the most general ongiew of the common availability of shared fiysgems in all
types of networks and operating systems. On thea@gn use of files makes the protocol inefficieompared to
TCPIP. We advise you to use this protocol only wih&@PIP cannot be used. ANP is still available miy®o ensure
compatibility with the old DOS programs.

The protocol does not put a constraint on the ehofche SmartKey server, which can either be gte/ork server or
any client.

To use the protocol:

* Find a network disk shared by all the client P€sdh be the disk on which the network program radiym
operates)N: for example:

69



* On the identified network disk, create a work dioeg for the SmartKey server program. The naménef t
directory is arbitrary, for example:

MD N:\ANP

« Make this directory accessible for reading andingito all the network's computer that will want teuke
protected program. All computers must be abler&ate and modify files inside this directoryydiu are not
sure of this possibility, before taking the subsatisteps, try to copy some files inside this dogcfrom all
the client computers that will use the protectemfpam.

» Install and correctly configure both the server gr@lSmartKey clients for using the ANP protocad dme
shared directory that was created.

On some network operating systems, the lockindifiaés not automatically enabled for files at timéinstallation:
refer to the documentation for details on the amlity and activation of file locking.

The full name of the shared directory used forANP protocol may have different values among thg¥aver and

the client PCs. The parameter which passed whesettwer program was loaded identifies the shanextudiry, as it is
seen by KeyServer, which is not necessarily sed¢meirsame way and with the same name by the ¢¥€st In fact, the
KeyServer might see the shared directorg:&mydir, whereas the client PCs might see this very dirgasf:\mydir .

In this case, the configuration for the SmartKeweeshould be:\mydir, whereas the configuration for the SmartKey
client should bd:\mydir.

14.3 Installation for Windows

The best way to install and configure the servertae clients in Windows is to use tBenartKey Configuration
Centralapplication described in the chapter 14.4.

To install and configure the server you can alsothe command line utilitgskeyaddavailable in the directory
Sdk\Manual_Protection\Server_Programs\Service_Wirsfor the service and
Sdk\Manual_Protection\Server_Programs\Executableddivsfor the executable version of the server.

To configure the clients you can also use the conthtiae utility cskeycfaavailable in the directory
Sdk\Manual_Protection\Client_Windows_Libraries_ABdamples\CSkeyCfgor more details please refer at the
included documentation in the same directories.

14.4 Installation for Linux and Mac OS X

To install the SmartKey server on Linux and MacX08se the relative package, expand it and with rigbit run
Jskinstallcommand. To uninstall the SmartKey server.fakuninstalicommand.

Read theREADMEfile enclosed in the package for further inforroati

Package Descrizione
smartkey-server-linux.tar.gz Server SmartKey for Linux
smartkey-server-macosx.tar.gz Server SmartKey for Mac OS X PowerPCl/Intel

Tabella 45SmartKey Server for Linux and Mac OS X.
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15 SmartKey Configuration Central (SCC)

SmartKey Configuration CentrgSCC) is a program with a graphic interface tlaatlitates configuring the server
whereSmartKey NETSs located, and the client where the program tprioéected is located. SCC operates in the
Windows environment and enables configuration ieintland server on networks with ANP and TCPIP grols.

15.1 Configuration of the server

Configuring a server for the SmartKeys means comiiigy a program which effects in-background dateherge with
the protected program located on a client. Databeaexchanged through the TCPIP protocol, or tHndhg exchange
of files located in a common directory (ANP prothc@he Smartkey server is available in two versiaerviceor
executablerogram. Theserviceversion is started automatically during the baags.and it is compatible only with
Windows NT, Windows 2000, Windows XP, Windows 2@0®% Windows Vista.

% Smartkey Configuration Central |

Multilan Client  Multilan Service | Languagel

— Configuration

v TCPIR Port [16567

[ aMP Diir | Erowsze... |
Timeout [z] ISEI_

— Operation

The status of the multilan service. To install it configure a
Installed pratocal and press the “Spply” buttan. The service will rn
automatically at each system boot.

b onitar | Start the manitar of the zerver to check uzers connections
and licences,

Configure and run the legacy executable server used in old *Windows 98 Executable |
and "Windows Me systemsz.

(] 4 I Cancel | Spply |

Figure 4 SmartKeyConfigurationCentral: service configuration.
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x

Multilan Server |

— Configuration

Port I'IEEE?
it | Erowsze... |
Tirneout [=) |3EI

[T Autohide Automatically hide the uzer interface after the startup

— Operation
Start the executable zerver. vou need to manually add the

Shart | "aske_l,ls_rv.e:-:e" file i the Windows "Startup' menu to start_ it
automatically at every system boot. Please note that for Windows
MT/200054P spstems the service version iz the suggested
choice.
b it or | Start the monitor of the zerver to check uzers connections
and licences.

Ok I Cancel Spply

Figure 5 SmartKeyConfigurationCentral: server configuration.

FigureFigure 5 shows the SCC panels used for the configuratigheSmartkey server. To configure gervice
version set the protocol you want to use and phggdy. The Smartkegervicewill be automatically installed and
started. The service will also start automaticatlgach system reboot.

For theExecutableversionset the protocol you want to use and pegsgly. Then presStartto run theExecutable
Server. You can add the figskeysrv.exato the WindowgPrograms-Startupnenu to force the automatic execution of
the Executable Server.

These are the options available for the configarati
e TCPIP. enables the TCPIP protocol.
e TCPIP Port number of the port (TCP) used for the TCPIP proto
* ANP: enables the ANP protocol.
« ANP Dir. directory used by the ANP protocol for exchandiites.

* Timeout timeout in seconds before a non-replying clisrdisconnected and its license is released. This is
very useful in case of network troubles.

* Autohide automatically closes the Executable Server's aundfter the start.
¢ Monitor: starts the server Monitarsed to check available licences and client comnext

15.2 Configuration of client

The computer on which the program operates cambigtired through th#&ultilan Clientwindow of SCC The
central table lists all the protocols on which pnetected program has to search the SmartKey. &igwhows an
example where the client was configured so thaWhedows programs search the SmartKey on computer
187.11.10.74port16567 and among SmartKeys installed on local ports.
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% Smartkey Configuration Central |

Multilar Cliert | ke ultilan Sewicel Languagel

— Configuration

Program tpe Configuration source
IW’indu:uws j |E|:|iting Feqistry infarmation

Praotocols
TCRIP187.11.10.74: 16567
Local

Edit...
Remove

Clear all

i

E
[

W Use Local pratocal as last resource

[ Display a message in case of emor accessing the key

(] 4 | Cancel Apply |

Figure 6 SmartKeyConfigurationCentrat client mode.

The Multilan Clientwindow provides the following options:
Program typeenables selection of the type of program to méeoted: Windows, Windows 3.1 (16 bits) and DOS
(16 bits).
Use Local protocol...if enabled, it always searches the SmartKeydallprotocol even if this protocol is not
explicitly input.
Display a message: if enabled, it shows - in a window - all theas occurring during communication with the
SmartKey. This option is very useful for identifgicommunication problems.
15.2.1 Selection and configuration phases
When theAddkey is pressed, a window as in figure 7 is shomhrgre one can choose one of the three types of

protocols available.
Protocol Selection x|

— Protocol
™ AMP [shared directan]
" Movell P

" Local [standalone]

(] I Annulla

Figure 7 Protocol selection panel.

If you choose the Local protocol, no further partareneed be input. If you choose the ANP protab@ ANP
Protocolwindow is opened as shown in figure 8 and you Heveput the name of the shared directory to lezlder
communication between server and client. If youosieathe TCPIP protocol, tHeCPIP Protocolwindow is opened as
shown in figure 9 and you have to input the sesv&mbolic or numeric name and its port.

73



ANP Protocol x|

AMP configuration

Shared directory

I Browse. .. |
(] I Cancel |

Figure 8 Panel for configuring the ANP protocol

TCPIP Protocol |

TCFIP configuration

Server name or |IP address
[187.11.10.74

Server port
I'I |
(] 4 I Cancel

Figure 9 Panel for configuring the TCPIP protocol.

74




16 SmartKey Programming Central (SPC)

SmartKey Programming CentrdSPQ can program SmartKey, i.e. input the data thaerdeine the SmartKey's
configuration The number of fields to be set varies accordinthé SmartKey model.

SPCmakes it possible also to read the SmartKey cardiipn, modify it, save it on a file, restorerioin a file and,
lastly, to write it on the SmartKey. The SPC windo&s two parts, as shown in Figure 10. The left igdor selecting
the SmartKey list you wish to configure. The righit is used for selecting one of the 10 panelSfoartKey
configuration.

If your SmartKey is not displayed, you can updatelist with theUpdatepush-button. If your SmartKey is still not
shown, this means that the system has not recatjitiaed the installation of the drivers must, gfere, be checked.
If the selected SmartKey Kixedand, therefore, non-writable, the following pareis not shownProgramming,

Fixing, ContentsandReset DefaultThe first panel to use Identification.It enables identification of the SmartKey and
access to the other panels. After identificati@tess to the panels is no longer subject to angtrint.

16.1 Identification panel

The SmartKey is identified by selecting tidentificationpanel and inputting thieabelandPasswordvalues. The
values can be written either in text format or @x&decimal format. You can select the two optioitk push-buttons
ASCII andHex If you are using a SmartKey, which still has tlegault values, you can avoid inputting these &l
selecting théJse default valuesption. The default values aleabel= SMARTKEY andPassword= EUTRON.
Figure 10 shows an example of a computer contaiaiNgT type SmartKey, whose drivers were correottyalled,
and with thddentificationpanel selected.

i(Smarl:KE:.r Programming Central - NET [demo] (USE) 5[

Srnartk.ey list Rezet Default I b ap | Diagroztic I |rfo I Repart
j'l__gcal Identification | Scrambling I Caontent I Programming I Fixing
..... LPT W HEH |
Ea&" UsE Inzert Label, Fazsword, or both to access the following
o NET [demo] pages.
‘g USBE DL

Label

SHMARTEEY

Pazzword

EUTROM

v Uze default values for label and pazsword

Refrezh | E =it |

Figure 10 SmartKey identification panel.

16.2 Info panel
If you select thénfo panel, some information about SmartKey is dispfaye
The following values are shown:

e Model: type of SmartKey

¢ Device: type of device used by SmartKey (USB oajel)

¢ Memory: the size of SmartKey 's programmable memory

e Serial (dec): serial number in decimal format

e Serial (Hex): serial number in hexadecimal format
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¢ Fail counter: the number of times that somebodyitast either the incorret¢abel or the incorrecpassword
¢ Fix: indicates if the configuration can be modified
o Fixed cannot be modified
o Not Fixed can be modified
e AES: indicates which AES functions the key supports
o No: AES functions not supported
0 Basic:it supports AES_SET and AES_SCRAMBLE functions
e AES Keys: indicates if the AES keys are set
0 Yesthe AES keys are set (and can not be changed)
o0 No: the AES keys are not set

e Scrambling: shows an example of scramblings the input value an@utis the output valuelhe two values
(In andOut) unmistakablyidentify the dongle, because scrambling dependb@dongle'sd-Code

Figure 11 shows an info panel foN&TtypeUSB DL SmartKey

i SmartKey Programming Central - NET [demo] (USB DL) 5[
Smartkey lizt Idertification I Scrambling I AES Scrambling I Cortert | Programming
,é I_Encal Fidng I Reset Default I Map I Diagnostic Irfo | Report
- LPT
5{&9 USE
Elﬁ USE DL Smart Key details
e ( MET [demo] Model: MET [dema]
Device: USE DL
Memonry: 416 bytes
Serial [dec]: 2074520947
Serial [hex): TBABADTI
Fail courter: 1]
Fioc: Mot fied
AES: Basic
AES keys: fes
\Scrambling check:
n 3132333435363738
ot JNFEIDEFCA164D16
Press the "Refresh’ button or F5 to detect new tokens.

Figure 11 SmartKey Info panel.

16.3 Reset Default panel

TheReset Defaulpanel makes it possible to reset the default vadmelsSmartKey's memory. To do this, just press the
Reset Defaulpush-buttonHowever,Reset Defaultunctions only if the SmartKey is nbixed i.e. if it is still

rewritable. These are the default values:

e Labetl SMARTKEY
* PasswordEUTRON
e Contents of memoryll the cells contain value “\0” (00 Hex).
* SmartKey fixing flagnot Fixed
Figure 12 shows thReset Defaulpanel of aNETtype USB SmartKey.
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i(SmartKE!_.r Programming Central - NET [demo] (USE) ﬂ

Smartk.ey list

=& UsSE

Refrezh |

|dentification I Scrambling I Content I Programrming I Fixing
Feset Default | Map | Diagnostic I Info I Feport

Thiz function rezets the default values to the key.
The default values are the following:
Label: SMARTEEY
Pazzwaord: EUTROM

t ermnomy: all zero

16.4 Map panel

Figure 12Reset Defaulpanel of SmartKey.

TheMap panel is used to associate, with each programmuheer of possible executions and licenses.

Figure 13 shows an example oiiap panel used for the configuration oN&ETtype SmartKey.
The panel has a table with three columns:

Program No.the program's identification number,

No. of executionsmaximum number of executions

No. of licensegnaximum number of licenses, i.e. the maximum nunobeisers who can simultaneously use the

program.

If the SmartKey is not of thRET type, there are only two columrigrogram No. and No. of executiofsvo types of
configurations can be done with thlap panel: One for managing the number of executioisthe other for managing
the number of licenses, if usingsanartKey NETWe shall now describe the operations to carryfauthe two

configurations:

SmartKey configuration for managing the number of e&ecutions

In the No of executionsolumn, input the maximum number of executionshenline referring to the program.
The value can vary from “-1” to “65,535". Value "-is interpreted by SmartKey as "Unlimited execnsia

Do not type any value in théo. of licensesolumn. This column is displayed only if you amnfiguring a

SmartKey NET.

After dealing with all the programs, press Wete push-button to write the configuration values ona®Key.
SmartKey configuration for managing the number of Icenses (ForSmartKey NET only)

In the No of executionsolumn, input value "-1" on the line referring teetprogram.

In theNo. of licensesolumn, input the number of licenses on the relelina. The number can vary from “0” to

g

After dealing with all the programs, press Wete push-button to write the configuration values ona®Key.
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i(SmartKE!_.r Programming Central - NET [demo] (USE) ﬂ

Smartk.ey list |dentification I Scrambling Cantent I Programrming I Fixing
Ma . .
'_f I_Eu:al Reset Diefault p Diagnostic I Info I Feport
o g ll:lF.STE M. of M. of executions | M, of
E“"E-9 applications | { -1 For na limits ) | licenses
o NET [demo] 1 . 0 IF you wish, you
..... &g USE DL ar limit the
2 o n amaunt of
3 o i Smartk.ey mernary
that MAP needs by
4 ] n decreasing the
5 a 0 map lenath.
] ] i tap length
7 0 n =
117 —
g 0 0
9 0 0
10 0 0 =

Refrezh | E it |

Figure 13Map panel of &NETtype USB SmartKey.

The data required for configuring withap are input in the SmartKey memory and, therefdre,riumber of programs
that can be protected depends on memory capaeity.bjtes are required to enable Map service, and three bytes
for each program to be protected. When usindgvhp protection, it is best not to write SmartKey megnby using
other programs, because you would risk overwritirgmory cells assigned Map. The memory cells used are
sequential starting from cell 00. If you wish teubke free memory cells, remember that the firsfulsell is number
(+2(3* number of protected programs)).

Here are two simple examples:

* You wish to execute program 1 only 5 times:
Program No. 1

No. of executions: 5
No. of licenses: no value (Leave the O default@gl

* You wish have program 1 executed by a maximum pédnnel simultaneously:
Program No.: 1

No. of executions: -1
No. of licenses 10
(The last example applies &martKey NEDnly).

16.5 Scrambling panel

The Scramblingpanel is used for displaying the output of the sdring algorithm for known input data values. Both
input and output data can be displayed in ASChexadecimal format. You can select with &@CllandHex push
buttons. This function is useful for programmersow¥ish to input scrambling functions in their onode.

Figure 14 shows th8cramblingpanel with data displayed in hexadecimal format.
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SsmartKey Programming Central - SP [demo] (USB) ﬂ
Srnartk.ey list Reset Defautt I Map | Diagnostic I Irfo I Report
§ Local Identification Scrambling | Content I Programming I Fixing
""" r;’f LPT This panel executes the "scramble data” operation to verfy the
-6 USE existence of the key and the validty of the Label.
- ff P [demo]
~-fd| USB DL Scramble (8 bytes)
|12345s?s |
Scramble (8 bytes)
|123455?s |
Scramble (8 bytes) =
|12345s?s |
Scramble (8 bytes)
|123455?s |
(Generate |
Refresh | E xit |

Figure 14 Scramblingpanel.

16.6 Contents panel

The Contentspanel is used for reading and writing SmartKeayternal memory. The values can be displayed in
decimal forma, by selecting tlixeckey, or in ASCII format, by selecting t#eCll key, or in hexadecimal format, by
selecting thedex key. The values to be input should be writtendiyein the table in the middle. Each cell of tagle
corresponds to one of SmartKey's memory cells.vEthges can be written in SmartKey after pressimg/thite key.
The panel can also show the SmartKey's serial nuariéthe number of failed accesses. Figure 15 sla@ontents
panel with values shown in text format. The celintner is determined by the sum of the number idgfieolumn and
the number at the top. For example, value "E" iseith9 (8 + 1), and value "U" in cell 10 (8 + 2).

x
Smartk.ey list Rezet Dietault I b ap | Diagnostic I Info I Feport
i_.} Looal | dentificatian I Scrambling Content | Pragramming I Fixing
. LPT
-2 W R 2=
g NET [dema] o [l Hox
“fidg USB DL g E'U TR O N
16 Sernial Mumber
24 |31 45309299
32
40 Fail Counter
45 ||:|
o6
54
72
Refrezh | E it |

Figure 15 Contentspanel of aNETtype USB SmartKey.
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ATTENTION: Access to the SmartKey memory is dirantl without a filter. We advise you not to inputada the
memory if you wish to use SmartKey to limit the ruen of multi-user licenses or the number of maxinexacutions
of a program, because you would run the risk ofimgiover memory cells needed for these two tygessnvice.

16.7 Fixing panel

TheFixing panel makes SmartKey non-rewritable. If you préss$-itx push-buttonthe LabelandPasswordegisters
and thedata memorypecome non-modifiable. TH&x operation is irreversible. Figure 16 shows andepla of the
Fixing panel.

i(Smarl:KE:.r Programming Central - NET [demo] (USE) 5[

Srnartk.ey list Rezet Default I b ap | Diagroztic I |rfo Repart |
jl I_Encal | dentification I Scrambling I Conternt I Frogramming Fixing

..... LPT

=8 USE

- l MET [demo] Thig function allows vow ta fis permanently the content of the ke,

Mare specifically, data fizing means that the Label, Pazsward, and
Secure Data set for the key can nat be reprogrammed.

After executing the FIING operation, it will no longer be pozzible to
change in any way the contents of the Smartk.ey.

Refrezh | E =it |

Figure 16 Fixing panel of &NETtype USB SmartKey.

16.8 Programming panel

TheProgrammingpanel is designed for managing files containing 8i§&y's configurationProgrammingis used for
creating a new configuration, saving it on a filestoring a saved configuration on a file, modifyihand saving it
again on a file and, lastly, writing the selectedf@yuration on SmartKey. The differecnfigurationsare catalogued
according to the name of the client to which thea8Key is assigned. In fact, every saved configanamust be
associated with the client who will use the Smaytkégure 17 shows an example dNET type USB SmartKéy
which the configuration assigned to the “INFO” alievas selected. (the file was selected by clickingouse over the
file). The central panel drogrammingshows the possible configurations that can beewriin SmartKey. Each
configuration corresponds to a file opened with@penkey.

Functions of the panel push buttons:

* Open:Opensa file containing the configuration and insertwithe list in the central table. (figure 17 shows
three configurations, with the configuration sedector the INFO client)

* Save:Saves the selected configuration in a file.

* New:Creates a new configuration. By selecting the pudien, theClient Datapanel (figure 18) is opened
with all its fields empty.

« Modify: Modifies the selected configuration. By selectihg push-button, th€lient Datapanel (figure 18) is
opened, containing all the configuration's values.

» Delete:eliminates the selected configuration from thedabl

*  Write: writes the selected configuration in the SmartKéythe case of figure 17 the configuration faent
JQSAED is written). If the FIX value of the configtiion is 1, the writing is irreversible (in cadeeoror,
SmartKey can no longer be used). If it is 0, theaBKey values can be modified (writing irreversiyil
increases the degree of security).
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SsmartKey Programming Central - NET [demo] (USB DL) ﬂ
Smartk.ey list Fidng I Reset Default I Map I Diagnostic I Info I Report I
7 Looa ldentification | Scrambling | AES Scrambling | Comtent  Programming

..... (y‘ LPT T

5%9 IJSE The PROGRAMMING function allows the complete reprogramming H
=i USE DL of the key as well as of the Label and Password registers. ———IEX

"o NET [dema]

Load Client Label Password | Fix | AES |
Save DEMO SMARTKEY ELTR.OM 0 0]
— Brgqial.. |"APE=EQ.. | 0 | 1 |
Mew
Modify
Delete
Write |

Refrezh | E it |

Figure 17 Programmingpanel of &NET type USB SmartKey.

Figure 18 shows th€lient Datafield. The panel is used for writing the configiiwa's data. Theonfigurationfields
are as follows:

* Client's' namethe name of the client to whom the SmartKey iscpsesil
¢ Label: SmartKey's label

¢ PasswordPassword of the dongle

¢ Data: The memory cells are shown in thata table.

* Fix after programmingif you select this option, the writing of the capniiration on the SmartkKey becomes
indelible. The selection of the option can alssben on the central table of the configuration pdahEIX is
1, this means that the optidiix after writingwas selected. If it is on 0, this means that {httoa was not
selected.

* Set AESIf you select this option, you set the AES keys #Hi@dAES serial number during the programming of
the SmartKey. AES Serial number and keys are usgdgithe AES authentication (refer to section P dred
they can be set only one time. The selection sfdption can also be seen on the central tableeof t
configuration panel. If AES is 1, this mean tha tption Set AES was sselected. If it is O, thimnsethat the
option was not selected.

The values oClient's nameLabelandPasswordcan be displayed in ASCII or hexadecimal formatselecting push
buttonsASCllandHex TheData values can be displayed in decimal, ASCII or hexadal format, by selecting push
buttonsDec, ASCllandHex
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Customer data

Cuztomer IJQSAED
name

AES Serial Mumber [16 byte)

Label |3242?E F402EDEOOIBEACARCA0T 223R00

Pasaword |2241 BOCE 2C27EECI51 3FECESE 7964400

Data
W0 [1 ]2 [3 |4 [s]6]7
0|50 |49 |50 50 |47 O 0O 0
8|0 oo |0 0 o 00
B0 | 0 0|0 |0 0000
24| 0 oo |0 0O o 00
32|00 |0 0|0 000
40 ( 0 oo |0 0O o 00
48| 0 |0 |0 0|0 000
56| 0 oo |0 0O o 00
[ Ei after programming ¥ SetAES
Ok, I Caticel

|21 13E53E2B34F 474151 2D D C32D5C330DC

BES keps [0-9]

AES keps [10-19]

ICSECDE'I 3ADAFBEAZS4ATEF2422NCDEZS

ICBSCBEDBDSE 0436229FB4165AB315B1C

|928FBB ECECE18BEA07D 72D 7FOOSBEATT

I?CBD24DEE!3AB1A5324F4?B231 FCER1A1

IECE4EDE?ESE 3323407CE5AD 454034150

I?’AB 3799634826 8FC22D CB4038E0035E 4

|3??AEE?84E'I 2058245DED 2650308085

|D31 B512081287037EFEED 2COFNBFOD 34

IBFFBC.-’B.283E=ED OF1EDZ20FSBDCE42DF42F

IEEIUD1 4ADD0OBFI208E 91D YFEOFESS0AFT

IEID?EEIIJD1 OFD30CEEB4C2234ERCTFDFOT7

I?SEBAE D0873038E FERAG02444F A 23402

IA'I 331F24647FABGICCEFDBE 2BDEDBAAE

|E|251 285943504 AFB2BE7272911ECD 2

|383FSB SE0DDEETCZo41F463D7AEE4ETC

|49Ei?51 FAE4055354B50B4B5C3FAZTEOD

|B2B2?DB?5&041A5E31 5480981 DOF43C3

IZ&DA?FFEBDDEEB3D1 FCECZ205B52FE3A0

|41 74271220381 23EF145348FA3082833

Generate Keyps |

IEBEEE1 BAEADFCZC24F1ECBAD03187420

Figure 18 Client Datapanel. The panel for writing the configuration.

16.9 AES Scrambling panel

The AES Scramblinganel allows to execute an authentication usiegMBS 128 bit algorithm, an alternative to the
Scramblingcommand. This panel will be shown only if the AES/s have been set on the Smartkey.

This authentication requires the use of the AES_AKBLE command and the AES decryption function. The
AES_SCRAMBLE command requires in input pseudo-ramdi@ta (16 bytes of length) and the index of th&AEy
present on the Smartkey dongle. The applicatiort kmswv the AES key used, because the result oltdigehe
AES_SCRAMBLE must be decrypted to identify the Stkkey dongle. After that, the decrypted data musteie the
XOR operation with the previously pseudo-randonadesed in input to the AES_SCRAMBLE command. Iffihal
result is equal to the AES serial number, the autbation of the Smartkey dongle has been ended suitcess. Refer
to section 9.16 for a more detailed explanation.

Figure 19 shows an example of AES authentication.
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SsmartKey Programming Central - NET [demo] (USB DL) ﬂ

Smartk.ey list Fidng I Reset Default I Map I Diagnostic I Info I Report
Identification I Scrambling  AES Scrambling | Content I Programming

i _f Local
""" r;’f LPT This function executes the "AES scramble” operation to verify the
5%’ UsE existence and the validity of the key.
Eﬁ IJSE DL 16 bytes in hexadecimal format are expected for each field.
oy I MET [dermna] Random input for the AES scramble

IEEH DD ARBE0F1ESFEBRABCFE4IFADFSS Generate |

Index of the AES key stored in the Smart Key |5 _%

AES key value for decrypting the result of AES scramble
II}D 7590010FD30CEEB4CZZ9AERCTTDTOT

AES Serial number to verify
|21 13ESBEZ2B34F47A1512DDC3205C330C

Result

Authentication succeed.

Refrezh | E it |

Figure 19 AES Scramblinganel.

16.10 Diagnostic panel

By using SPC, you can analyze SmartKey's entire ongnperforming reading and writing cycles to diage if
SmartKey is correctly installed and operating. Fé&gR0 shows thBiagnosticspanel for aSmartKey NETThree
reading and writing cycles were selected on thirepdReading and writing are selected with\Weting Testand
Reading Tesbptions. The number of cycles is set withmber of cyclesThe Executekey starts the diagnostics
process, and tHaterruptkey ends the process before due time.

i(SmartKE!_.r Programming Central - NET [demo] (USE) ﬂ

Srnartiep list | dentificatian I Scrarmbling I Cortent I Pragrarnming I Fixing
Fieset Default I Map Diagnostic | Info I Feport

i _f Local

(y‘ ..... LPT

-6 USE

ooy f MET [dema] Thiz function performs a read memony test and write memony test to verify
Ly USE DL the functionality of the selected Smartkey.

Fepeat count

v ‘wiite test |3 ::ll

Shop | Fun |

Refrezh | E it |

Figure 20Diagnosticpanel Panel for diagnosing the SmartKey.
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16.11 Report panel

TheReportpanel is used for running tests on Smartkey's dsj\the devices, the system and SmartKey itsetf itan
generates a report file. The report file - a norteat file - can then be sent to the customer sargidepartment to
obtain a detailed explanation about the causeseoptoblem and information on how to solve it. Bmgrate a more
detailed report, you may attach a list of prograinaed use Smartkey. Thedd key adds the names of the programs to
the list. TheGenerate reporkey starts the analysis and writing procedurethemreport file. Figure 21 shows the
Reportpanel for &SmartKey NETwhere programs were not input in the list of peogs.

i(Smarl:KE:.r Programming Central - NET [demo] (USE) 5[

Smartkey lizt |dentification I Serambling I Cantent I Programming | Fising |
I_Encal Rezet Default I Map | [iagnostic I Info Repart
""" LPT Thiz function creates a report file with detailed information about drivers,
E‘%" UsE devices, system, and the selected Smartkey [if plugged in).
o NET [dema]
ﬁ LUSE DL If you believe the key haz prablems, pou can send thiz file to Eutron

cuztomers gervice at helpdesk@eutron. com

To check the drivers uzed by applications pratected thraugh Smartkey,
pleaze add these applications in the fallowing list.

Applications list [optional]:

Generate report |
Refresh | Exit |

Figure 21 Reportpanel. The panel generates report files.

84



17 Technical specifications

17.1 Warnings

Fit SmartKey Parallebetween the PC and the printer when both are OFF.

SmartKey is sensitive to electrostatic chargesnbiadouch the pins of the SmartKey connectors.
Do not expose SmartKey to high temperatures or tégiperature ranges.

Any electrical faults on the computer or on itsipeeral units, may irreversibly damage SmartKey.

Do not fit SmartKey in the 25-pole serial port: th@tages could change the contents of SmartKey and
damage it.

17.2  Functionality

Protection mechanism: by password and algorithmic
Access codes: fixed or programmable 16+16 bytes
Storable data: 64/128/416/896/8192 bytes

Access attempts detection

Facility for freezingstored data

17.3 SmartKey 2 Parallel

Number of writing operations: 100,000 (typical)
Data storage. 10 years (typical)

Dongle dimensions: 48 x 52 x 15 mm
Interconnection: Centronics standard parallel port
Connector on computer side: D-type 25-pole male
Connector on printer side: D-type 25-pole female
Power supply: self-powered from parallel port
Expected MTBF: 2,800,000 hours

Operating temperature: 0 - +70 °C (32 - 158°F)
Humidity: 20-80% relative humidity

17.4 SmartKey 3 USB / SmartKey 3 USB DL
Number of writing operations: 100,000 (typical)
Data storage. 10 years (typical)
Interconnection: USB 2.0 LowSpeed
Connector: USB Male Type A

Power supply: self-powered from USB port
Expected MTBF: 3,000,000 hours
Temperature: -20 - +80°C

Humidity: 20-95% relative humidity
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