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Quick set-up instructions for
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(read these notes whilst also referring to the manual supplied with the product)
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1 Passwords.

Some levels of access in the firmware are password protected. Below shows the default password for the current firmware
version:

name : adsl
password s adsl1234

2 Notes

These notes cover basic set-up and configuration of the Asus AAM ADSL routers. In most cases configuration is the same
for all current Asus router models. However the VI model is slightly different because of the wireless set-up. A
supplementary set-up guide is supplied to cover the wireless set-up for that model.

3 Connecting to your network and line

3.1 EV Model

The LAN port on the EV router is the type designed to be connected to an ‘uplink’ (or crossover) port on a hub. This means
you can also connect the router LAN port direct to the port on a PC LAN card using a standard cat5 LAN cable. If you wish
to connect the router to a ‘normal’ port on a hub then you will need to use a crossover cable or adapter. For the purposes of
configuration the easiest way is to connect the router directly to the LAN card of a standalone PC. After you have gone
through initial set-up of the router (see below) you can then connect the router to the uplink port of your hub if required.

3.2 Bl and VI Model
Simply connect you PC to one of the normal LAN ports on the router using a standard CATS5 LAN cable.

Then refer to the product manual and connect to the ADSL line using RJ11/RJ11 cable as supplied by your provider (if you
don’t have a cable then we can supply one for you) from the socket marked ‘Line’ on the back of the router.

4 Basic Configuration

Please note that the author is assuming you are using MS Windows (Win9x or 2K/XP) or Mac OS10; please make
appropriate allowances if using another operating system or platform such as Linux. Please note that if there is some reason
why you cannot do configuration via a web browser then you will have to use console management via the WAN port of the
router connected to the serial port of your PC and then run a terminal application. To do this you will require a 9 pin serial
lead. Details on how to do configuration via the console port are given in the product manual. If you are using console
management then the following sections concerning TCP set-up can be skipped and you can go direct to the section
concerning configuration from the Main Menu.

4.1 Setting up TCP/IP protocol on your PC

The easiest way to configure the router is using a standard web browser (e.g. Explorer). You first of all need to check the
TCP/IP settings of your PC. If you already use TCP/IP on your PC for LAN use then this section can be skipped.

Win9x Win2K/XP
Go to Start/Settings/Control Panel/Network.... Go to Start/Settings/Network and Dialup Connections...
—ioix

J File Edit Wew Favorites Tools **
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Conneckion Connection

Click on ‘Local Area Connection’.




Network (71

Canfiguratian |Ideniificat\un | Access Cantral |

The following hetwork components are installed

R~ NDISWARN - <nathing> -]
[ NDISWARN -> Microsoft Virual Private MNetworking Adapter

[ TCR/IP -> Dial-Up Adapter

- TCR/IP -> Dial-Up Adapter #2 (YPMN Suppor)
¥ TCR/IP -> Realtek RTLE13 30) PCl Fast Ethernet NIC
L= el Distributed Print Services
B 1 ovell Wiorkstation Manager

4 |

ﬁdd Remove | [ — |

Prirnary Metwork Logon:
MNervell Metware Client j

FEile and Print Sharing... |

Description

TCR/IPis the protocol you use to connect to the Intemet and
wide-area networks.

OK | Cancel |

If you already see a line showing TCP/IP protocol such as
the example shown above then you can skip this section.
Otherwise click on Add, then select Protocol and then click
on Add.. again. Then on the Select Network Protocol
screen select Microsoft/ TCP/IP...

Select Network Protocol [x]

.—_g:. Click the Network Protocal that you want to install, then click OK. If you hawve an
installation disk for this device, click Hawve Disk.

Manufacturers: MNetwork Pratocals:
AT LAN Emulation Client (Microsoft) [5-11-1938] 4]
MNovell ATM LAN Emulation Client (Micrasoft) [ B- 8-2000]

Fast Infrared Frotocol
IFx}3F-compatible Fratocol
NetBEUI

FPP over AT (protocol)

Hawve Disk.

Click on OK and Windows will then add the protocol to
your network set-up. You now need to check the settings of
the TCP/IP protocol to ensure they are compatible with the
router set-up. Details on how to do this are shown in the
next section.

Local Area Connection Status A |
General
—Connection
Status: Connected
Duration: 18:07:39
Spesd: 100.0 Mbps
— Activity
£
Sent —— 1 —— Received
[B=29
Packets: 328,311 | 477,573
Dizable |
Close |

Then on Properties..
Local Area Connection Properties e

General |

Connect using:

I B Realttek RTLS1 390 A%-bazed PCl Fast Bthernet Adapter

Configure

Components checked are used ky this connection:

Client Service for Metvyare

[[] = Cliertt for Microsoft Metworks

O File and Printer Sharing for Microsaft Metwarks
- Internet Protocal (TCPAP)

d |

Install.... | Unin=tall | Froperties

I;I*_I_IL

—Description

Enahles this computer to log on to MetWare servers and
access their resources.

v Show icon in taskbar when connected:

Ok Cancel

If you already see a line showing TCP/IP protocol such as
the example shown above then you can skip this section.
Otherwise click on Install, then select Protocol and then
click on Add.

Select Network Component Ty| 21

Click the type of network component you wwant to install:
Cliert

Ser\rice

- Protocol

—Description

A protocol iz & language your computer uses to
communicate with other computers.

A Cancel

Then on the Select Network Protocol screen select
Microsoft/TCP/IP...




Click on OK and Windows will then add the protocol to
your network set-up. You now need to check the settings of
the TCP/IP protocol to ensure they are compatible with the
router set-up. Details on how to do this are shown in the
next section.

4.1.1 Checking your TCP/IP settings

The default IP address of the EV router is 192.168.1.1 on subnet mask 255.255.255.0. In simple terms this means that, in
order for your PC to talk to the router, the IP address of your PC’s should be in the range from 192.168.1.2 to
192.168.1.254. If you already use TCP as your default network protocol and you don’t use IP settings in the required range
then you will have to either permanently alter the settings of your computers to suite or change the default address of the
router. If you wish to alter the settings of all your PC’s to suite then it is probably best to ask the person in charge of your
network set-up to do this for you. If you want to alter the router then you will have to temporarily change the settings for

your PC.
Win9x Win2K/XP
Go to network settings (Start/Settings/Control Go to your local network settings (Start/Settings/Network
Panel/Network). and Dialup Connections/Local Area
Network B Connection/Properties).

Configuration |Idemificamn | Access Cantral |

The following network components are installed
[ MNOISWARN -> <nathing> -]

[ NDISWAN -» Microsoft inual Private Networking Adapter
- TCR/IP -» Dial-Up Adapter
- TCR/IP -> Dial-Up Adapler#Q (\/PN Suppnrt)

‘_Tl :P/IP -> Bealtek BTLE13 Sl Fast Ethernet NIG
v

V= Novell Distributed Print Services
Remove | Properies |

JE'-: MNovell Warkstation Manager

< |

Prirnary Metwork Logon:
MNervell Metware Client j

File and Print Sharing... |

Description

TCR/IPis the protocol you use to connect to the Intemet and
wide-area networks.

OK | Cancel |

Scroll down the list of network settings until you find the
entry showing TCP/IP. There may be several such entries
(see example); the one you need is the entry associated
with your network card. Select it and then click on
Properties:

Local Area Connection Propetties cd |

General |

Connect using:

I B Reattek RTLE1 3904 )-based PC| Fast Ethernet Adapter

Components checked are uzed by this connection:

Client Service for hetvare

[C] ™ Cliert for Microsoft Metwarks

O File andd Printer Sharing for Microsoft Netwaorks
- Internet Protocal (TCPAP)

< |

Install... | Uninztall | Fropetties

ILI;I_I'_

— Description

Enshles this computer to log on to MetWare servers and
access their resources.

W Show icon in taskbar when connected;

Ok Cancel

Scroll down the list of network settings until you find the
entry showing TCP/IP. Select it and then click on
Properties:




TCP/IP FProperties HE

Bindings | Advanced | NetBIOS | DNS Configuration |
Gateweay I WINS Configuration IP Address

An P address can be automatically assigned to this computer. f
wour network does not automatically assign IP addresses, ask your
network administratar for an address, and then type it in the space
below.

" Obtain an IP address automatically

@ Specify an [P address:
IP Addrass: 192 .168. 1 . 2

Subnet Mask 255.255.255 . 0

¥ Detect connection to network medis.

Ok I Cancel |

Click on ‘Specify an IP address’ and, on the first screen (IP
Address) enter a suitable address (e.g. as above) and the
subnet mask.

Internet Protocol (TCP/IP) Propetties 21|

Genetal

*ou can get IP seftings assigned automatically if your netwoark
supports this capabilty. Ctherwise, you need to ask your network
administrator for the appropriste [P settings .

" Oktain an IP address automatically

—i* Use the following IP address:

P address: 192 165 . 1 . 2
Subnet mazk: I 255 295 .255 . 0
Default gatevweay: I . . .

i~ Ohtain DNE server address automatically:

—1* Use the following DMNS server addr

Advanced. .. |
O I

Click on ‘Use the following IP address’ and enter a suitable
address (e.g. as above) and the subnet mask.

Preferred DNS

Alternate DMS server:

cancel |

Next, for each PC you must enter a Gateway address. This
is the address of the router and tells your PC where to send
internet TCP requests:

TCP/IP Properties K E
Bindings | Advanced | MeBIOS | DNS Configuration |
Gateway | WIS Configuration | IP Address

The first gateway in the Installed Gatewsay list will be the default. The
address arder in the listwill be the order in which these machines
are used.

Dew gatewsy:

192.166. 1 . 1 |

Installed gateways

19216811

Bemove

Ok | Cancel |

Finally you must set-up DNS Configuration on each PC:

Each PC MUST have the address for DNS entered in it’s
TCP setting. If your PC doesn’t have a DNS setting then it
will not be able to find any internet sites so it’s important
that you have this set correctly!

On the DNS Configuration screen you must Enable DNS
and then enter a Host name; this can be anything you like —
just a made up name will do!

Now you need to enter the address of the router as the
default gateway.

Internet Protocol {TCP/IP} Properties : _"Ill

General |

You can get IP zettings assigned automatically if your network
supparts this capability. Ctherwise, you need to ssk your network
administratar for the appropriste P settings

£~ Qktain &n IP address automaticaly

—{+ Usethe following IP address:

P address: I 192 188 . 1 . 2
Subnet mask: I 255,255 .255. 0
Default gatewsay: I 192 188 . 1 . 1

 Oftain DME server address automeatizally
—(® Usethe following DNS server addresses

Preferred DS 192 165 . 1 . 1|

Advanced.. |
cocs |

Now you need to enter the DNS address.

Alternate DMNS server:

Each PC MUST have the address for DNS entered in it’s
TCP setting. If your PC doesn’t have a DNS setting then it
will not be able to find any internet sites so it’s important
that you have this set correctly!

On the main TCP/IP Properties screen select ‘Use the
following DNS server addresses’.

Now you need to enter an address for the ‘Preferred DNS’.
You now enter the address for the DNS server from your
ISP. Please ask your ISP for the address of their DNS (a list
of ISP DSN addresses is given at the back of this guide but




TCPZIP Properties 7|

Bindngs |  Advanced | NetBIDS
BMS Configuration | G ateway I WINS Configuration ! |P Address
™ Djsable DNS

—{s" Enable DMS

Host: Isamlncal Domair: Icompany
OMS Server Search Order

212.50.160.28

Hemove |

Damair Suffie Search Order

| Add

| Hemove I

Cancel

EIKI

You now need to enter the address for the DNS server from
your ISP. Please ask your ISP for the address of their DNS
(a list of ISP DSN addresses is given at the back of this
guide but it might not be up to date). Enter the DNS
address and then ‘add’ the address to the DNS list.

Finally click on OK and then OK from the main Network

it might not be up to date). Enter the DNS address and then
‘add’ the address to the DNS list.

Finally click on OK, then OK and then Close. The new
TCP/IP settings should take immediate effect.,

That’s all there is to the basic set-up. The next section
covers basic testing.

menu.

Windows will now install the revised network settings;
please note that your original Windows installation CD
might be required. You should then reboot your PC.

That’s all there is to the basic set-up. The next section

covers basic testing.

Internet Options

To zet up an Internet connection, click.
Setup.

— Dialup and Yirtual Private Metwork zettings

4
F.arao
My Connection ;I

Chooge Settings if you need to configure a prosy
server for a connection.

* Mever dial a connection
" Dial whenever a netwark connection iz not present
 Alwayz disl my default connection

Curent default. Hone

™| Eesfarmsysten security check befare disling

Add... |
Settings... |

Set Default |

HE

Generall Securit_l,ll F'rivac:_l,ll Content Cornections I F'rogramsl Advancedl

Setup... |

— Local Area Metwork, [LAN] settings

LAM Settings do not apply ta dial-up connections.
Choose Seftings above for diak-up settings.

LaM Settings...l

ak Cancel

Apply

So now you should have the ethernet and ADSL settings correctly
configured on your router. If you altered the IP address settings of
the router then you may need to now go and change the TCP settings
of your computer (or LAN) to suite.

If you want to use the router via your LAN (i.e. not just connected to
a single computer) then you should now unplug the network cable
from your computer and connect it to an uplink port on your network
hub. If you did this with the router power still on then now press the
reset button on the router. Alternatively now reconnect the power to
the router.

4.1.2 Running your Browser

After checking your connections and TCP settings (see above) you
are ready to run your browser in order to configure the router.

Any browser can be used on any operating system: The
configuration screens are the same. If you are using Explorer then
click on your Explorer icon to start your browser.

When your browser starts up first check that it’s using your LAN for
internet access. To do this in Explorer go to Tools/Internet
Options/Connections.




Then check that the setting ‘Never dial a connection’ is selected. Then on the LAN Settings screen nothing should be

ticked.

Local Area Metwork (LAN) Settings

21|

—#utomatic configuration

[ ‘Automatically detect ssttings;

[ Use automatic configuration script

Address I

Automnatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration,

No other changes need to be made. If you’re using
Netscape then no configuration is required for your
browser to automatically use your LAN.

Now enter the address of the router on the Address/URL
line of your browser. The browser should then load the
start-up page from the router:

—Proxy server

[ Use a progey server

Gddress: I Port:

[ Bypass prowy server for [ocal addresses

Advanced, . |

oK I Cancel

Welcome to the ADSL Modem Configuration Home Page

&l Dore S

Click in ‘Enter’ to go to the configuration logon (or if you wait a few seconds this should happen automatically anyway).

Enter Metwork Password

Flease type your user name and password.
Site: 192.163.0.9
Realm ADSL

User Mame Iadsl

Password IN

¥ Save this password in pour password list

ok I Cancel |

(Don’t worry that the example above shows the router address as 192.168.0.9 — this is the address we’ve used on our
network. If you left the addresses as default in the router then yours will show as 192.168.1.1).

Now enter the default user name and password.

Click OK and you should then go to the main configuration menu.



4.2 Setting up TCP/IP protocol on your Mac

Configuration of the router is done using your web browser but first of all you need to ensure that the IP settings on
computer are correctly set to enable you to talk with the router. The default IP address of the Asus router is 192.168.1.1 with
netmask 255.255.255.0. This means your computers and other network resources should have IP address’s in the range
192.168.1.2 to 192.168.1.254. First of all go to the Network set-up on your Mac:

86 MNetwork (=]

e & Enter a suitable IP address (e.g. 192.168.1.2) and

Show All : Displays Sound Startup Disk  MNetwork the netmask as Shown above and Click on Apply
Location: .Ethernet Modem Set—upm Now.
Show: | Built-in Ethernet q
fFrepnp ) peeot | AppleTalk | Proxies |
Configure: | Manually 'y
Domain Name Servers (Optional)
IP Address: 192.168.1.2
Subnet Mask: 255.255.255.0
Router: Search Domains (Optional)
Example: apple.com, earthlink.net
Ethernet Address: 00:30:65:fa:fcce0
7 co " e

@ Click the lock to prevent further changes. [ Apply Now
8o Haternk = Now enter the IP address of the router in ‘Router’ box.

e« A S @
| Showal | Displys Seund SarupDisk Kemwork You also need to enter an address for your ‘Domain Name

Location: Ethiermiet t‘ Server’
Shew: | Built-in Ethernet ¥

f‘mﬂﬁ FRPOF T AppleTalk | Prosses |

Suhnet Mask: 285255 2550

19216811 Search Damains

I
Routar ioptionall

Example apphe.cem, earthisk.ne

Erhernes Address: 003065 Ta o el

p
_i\ Click the ok to prevent Tusther changes.

Configure: | Marually =
Darain Name 3anvers: (Optionall
P Address: 192 168.1.2 212.50.160.28

You now need to enter the address for the DNS server
from your ISP. Please ask your ISP for the address of their
DNS (a list of ISP DSN addresses is given at the back of
this guide but it might not be up to date). Add the DSN
address to the Domain Name Server list.

That’s all you should have to do. Click on Apply Now and
your new settings should be set.

So now you should have the ethernet and ADSL settings
correctly configured on your router. If you altered the IP
address settings of the router then you may need to now go
and change the TCP settings of your computer (or LAN)
to suite.

If you want to use the router via your LAN (i.e. not just connected to a single computer) then you should now unplug the
network cable from your computer and connect it to an uplink port on your network hub. If you did this with the router
power still on then now press the reset button on the router. Alternatively now reconnect the power to the router.
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Now start up your browser and on the Address line enter the address of the router; 192.168.1.1. The start-up configuration
for the router should display:

[-X5X-) (3 Welcom 1o ADSL Modem Configs [=)
4 «@ (R @+ = e
B
Doy Daoa Dorvew Ho Goa Gy Oe Do Oov Doo Gews Dre O Dae Oue »
al
:| Welcome to the ADSL Modem Configuration Home
Page
[ T
gs) Welcom 1o ADSL Madem Configur == Now click in ‘Enter’ to go to the configuration logon (or
if you wait a few seconds this should happen
= W omatically anyway).

| Welcome to the ADSL Modem Configuration Home  gpter the UserID (adsl) and Password (adsl1234) and
Page click on OK.

Entey
| Connect to "192.168.1.1" as:

User ID: | ads!

Password,

Realm: ADSL

& Remember Password (" Cancel ) (E0RD)

The initial configuration screen should then be displayed showing the Firmware version and router MAC address:
[eee © ADSL MODEM =)
9 «Q R @ i+ = ¥ e
(@ http:7192.168.1.1 /seow htm

@k @903 @uneeits @i QFt @vT @M Do QT @Dovt @t @t DFRe @ dope Dot »

S/W Version
SL Line Status
Quick Setup Wizard

Network Service
tistics

Sys-Maintenance

Reset Modem

ADSL Modem
Firmware Version T1146al
MAC Address 00:20:18:62:02:7f

=
g
&
2
2
&

o1l -



4.3 The Main Menu

_ After successfully entering the user name and
SR password the main configuration menu will be
E‘f‘!+-:sl;ntensn$e shown:
Resst Modem

| ADSL Modem

| Firmware Version | Thaaal

| MAC Apdress | OOl 18: 200844

4.3.1 Set Ethernet i.e. configure IP settings

If you want to alter the default IP address settings of the
router (e.g. if you already use a different IP address range for
your LAN) then below shows the basic outlines to do this.
Note that this is the address that your router uses for your
internal LAN.

Spi-htaimenant:
Resat Medam

Mlerw I Aciiress

WARNING If you alter the IP address settings of the router
then remember that the TCP settings of your computer may
have to be altered to suite (this will especially be true if you
are using Telnet or web interface to do the router
configuration).

P o

Click on the quick Set-up Wizard and then Ethernet:

Enter your new settings and then click on submit. If you change

the settings then you will now have to alter the TCP settings on
your PC and also change the address that you enter on your
browser to go into configuration.

Sat Channel Configuration
p—
wmpo-2ms) B . voiejo-essss) [
“Service Type : |FPPoA Fosied )

4.3.2 Set ADSL Channel
Click on the quick Set-up Wizard and then Channel:

For BT

Service Type : PPPoA Routed. All Channels Configuration List
Channel number 01

VPI 10

VCI 38

For KC RapidTime

Service Type : PPPoA Routed.

Channel number 01

VPI 01

VCI 150

_ Then click on Submit. The next screen is then for you to set-up

your user name and password:
Now enter your user name and password as provided by your

| —— ISP.

e, S non s ww Encapsulation Mode : ‘Auto’ when using BT

s P : ‘LLC’ for KC RapidTime.

Encommamonmose [RTE 3] Get IP Address from : if you have a static IP from your

B ® poes "°,“—“,1°",P'i“",'_3 P ISP then enter select ‘Customize’

rre sacup o, I and then enter your IP address in the

e Temeaue: [ secons, { Mk 3500 seconds ) Wan IP Address box. However

Function: BHAT , 9 Fier, B Ao Cicorery DHS From 765 normally your ISP will provide your

' s ' IP address so you should select

-12-



‘Service Provider’ \
PPP starting status : “UP’ i.e. start service automatically

DoD : ‘DISABLE’ Dial on Demand — basically this tells the router to disconnect from the ISP if you don’t use the service
for a specified time. Then the router will automatically reconnect when there is an demand for internet access from you
LAN. Normally you would want the service permanently up i.e. DoD disabled BUT if you are worried about security and
unsolicited access from the ISP then selecting DoD means that the connection will break if you are away from your PC for a
period of time or if your don’t use the connection for a while. The Idle Timeout value specifies when the connection should
be dropped. Once the connection is dropped then the router will automatically reconnect if it detects internet demand.
Reconnection is very quick; typically just a second or two.

NAT : normally this should be selected. If you have a block of IP addresses from your provider then you may want to
disable NAT and fully ‘expose’ your LAN.

IP Filter : this feature enables or disables to IP filter firewall. Normally you would have this NOT ticked. However if
you run non-NAT mode, with a fully ‘exposed” LAN then you may wish to enable this feature. You will then need to set-up
IP filtering; see Network Service, IP Filtering.

Auto Discovery DNS... : This setting doesn’t matter unless you are going to use DNS relay.
Now click on Submit to store the changes.

SN Version
ADSL Line Status
Quick Setup Wizard

Ethernet
Channel
Network Service

AE:te Please don't restart modem until configuration saved I!

DHCP Server . .
NAT Saving the new configuration.... Done

IP Filter

DNS Rela Change will have no effect until restart modem
Statistics
Sys-Maintenance
Fmiledzu New Configuration

Channel . 1, Service Type | RFC2364/Routed

4.3.3 Restarting

To make the changes have an effect you must now select Restart...
5 Trouble Shooting

5.1 Testing
After doing a restart on the router the following things should happen.

1. Power, Status, Line and PC lights go on and then go out.

2. Then the PC light goes on and the Status LED should start to flicker; this indicates there is a line negotiation taking place.
3. If the Status does not come on or stays flickering all the time then there might be something wrong with the line (but see
note about bsp mode in the Advanced section).

4. After line synchronisation the Status light stays on and then the router verifies the user name and password. It is possible
to have a connection (Status light on) but no internet because of failure to logon.

5. Reconnect using your web browser (as shown above).

6. From the login screen enter your user name and password.

7. Then go ADSL Line Status.

It should look something like this....
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S/W Version
ADSL Line Status
Quick Setup Wizard

ADSL Line Status

Network Service

Statistics

Sys-Maintenance

Reset Modem

ADSL Modem

Cannection Status CONNECTED
Downstream Rate 576 Kbps
Upstream Rate 288 Kbps

ADSL Modem

However, if it says MODEM ACTIVATING then it’s not
finding the line or failing to synchronise. This could be
because your ADSL phone cable is not plugged in or
maybe even faulty. Check and retry.

8. Now you need to do some ping tests. These are tests to make sure that you can ‘see’ the router. If running windows then
drop into DOS (DON’T PANIC!). For W9x do start/run enter ‘command’ and then click on OK. For W2K do start/run/cmd

V% MS-D0S Prompt

C: \WINDOWS\Desktop>ping 192.168.0.1
Pinging 192.168.0.1 with 32 bytes of data:

Reply from 192.168.0.1: bytes=32 time=14ms TTL=128
Reply from 192.168.0.1: bytes=32 time=13ms TTL=128
Reply from 192.168. ytes=32 time<lOms TTL=128
Reply from 192.168.0.1: bytes=32 time<lOms TTL=128

Ping statistics for 192.168.0.1:
Packets: Sent , Received = 4, Lost = 0 (0% Toss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 14ms, Average = 6ms

C: \WINDOWS\Desktop>

[EE| and then click on OK. If using Mac (OSX) then run

ping from Applications/Utilities/Network Utility.

For DOS enter ‘ping’ followed by the router
address (remember the DEFAULT router address

is 192.168.1.1 but if you’ve changed this remember
to use the new address):

You should get a reply if not then check the
addresses of your computer match the gateway (as
shown below)....

For a MAC enter the address of the router in the
ping programme. You should get a reply message.

9. If you have a PC you should check your actual IP settings (not what you think your settings are). If it’s a MAC you can
assume that what the values are is what you’ve set them to be!

Win9x

Win2K

From your PC go Start/Run/winipcfg.
B IP Configuration

= B3

—Ethernet Adapter Infarmation

|Rectiek B139-series PCIMIC -
Adapter Addrass | 00-20-18-80-55-C1
IPAddress | 192.168..2
Subnethask | 255 255 255 11
Default Gateway | 192.168.1.1
Feleaze | Eenew |
Felease All | Renew All | More Info >> |

actual network card (see the example above).

Click on ‘More Info’:

Make sure that the Ethernet Adapter Information is for your

To check your actual IP settings under W2K you first of all
need to drop into DOS again: Isn’t W2K great —
Microsoft’s great Windows OS and you still have to run
DOS programmes?!

Do start/run/cmd and click on OK.

Then, at the prompt enter

ipconfig \all

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix

Description
Fast Ethernet Adapter

Physical Address. . . . . . . . . :

DHCP Enabled. . . . . . . . . . . :

Autoconfiguration Enabled . . .

: company
: Realtek RTL8139(A)-based PCI

00-E0-18-2F-92-4B
No

: Yes

IP Address. . . . . . . . . . . :192.168.1.20
Subnet Mask . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . :192.168.1.1
DHCP Server . . . . . . . . . . . @

DNS Servers . . . . . . . . . . . : 192.168.1.1
NetBIOS over Tcpip. . . . . . . . : Disabled

Lease Obtained. . . . . . . . . . :
Lease Expires

28 February 2002 12:57:21

: 03 March 2002 12:57:21

Check you have sensible numbers for IP address, Subnet,
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B 1P Configuration [_ O]

—Host Infarmation

Host MName ‘ samlocal

DME Servers 212.50.160.100
MNode Type Broadcast

NetBIOS Scope ld |
IF Routing Enahled ’_
MNetBl0S Resolution Uses DNS ’7

WINS Proxy Enabled [

—Ethemet Adapter Information

[Reaitek 8138-series PCIMIC |

Adapter Address 00-20-18-80-55-C1
IPaddress | 18218812
Subnet Mask ’W
Default Gatewan ’W
DHCPServer |
Primany WINS Server ’—
Secondar WINS Server ’—

Lease Obtained ‘

Lease Expires ‘

Belease | Eenew: | Re\egseAlll RenewAlll ‘

Check you have sensible numbers for IP address, Subnet,
and Default Gateway. If you just have 0.0.0.0 then either
you haven’t correctly set-up you IP settings on your PC or,
if trying to use DHCP, you haven’t correctly set-up DHCP
on the router. Also check that the IP address for your PC is
on the same subnet as the address given for the gateway
e.g. if the gateway is 192.168.1.1 then your computers
should be addresses where the first three numbers match
e.g. PC’s could be 192.168.1.2 or 192.168.1.3 or
192.168.1.4 or 192.168.1.xx etc.. If the address of your PC
does not match the subnet range of the gateway then either
the address of your PC or the gateway must be changed to
suite.

Also check you have a valid DNS address, if not then
check you have it set correctly in your IP settings or the
DHCEP set-up on the router. Remember that if you are using
the DNS Relay feature of the router then the DNS address
should be the same address as the router/gateway.

and Default Gateway. If you just have 0.0.0.0 then either
you haven’t correctly set-up you IP settings on your PC or,
if trying to use DHCP, you haven’t correctly set-up DHCP
on the router. Also check that the IP address for your PC is
on the same subnet as the address given for the gateway
e.g. if the gateway is 192.168.1.1 then your computers
should be addresses where the first three numbers match
e.g. PC’s could be 192.168.1.2 or 192.168.1.3 or
192.168.1.4 or 192.168.1.xx etc.. If the address of your PC
does not match the subnet range of the gateway then either
the address of your PC or the gateway must be changed to
suite.

Also check you have a valid DNS address, if not then
check you have it set correctly in your IP settings or the
DHCP set-up on the router. Remember that if you are using
the DNS Relay feature of the router then the DNS address
should be the same address as the router/gateway.

10. Then start your browser. If using IE then go to Tools/Internet Options/Connections. Check it says ‘Never dial a
connection’
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Internet Options 71
Generall Secumyl Content Connections |Prugram5| Advancedl

. ' Use the Internet Connection Wizard to connect
— wour computer to the Intermet.

—Dialup settings

@ 0800200 - Add
aps
ConnectdFree (Default) Bemowve
ergergerege?
J extra ;I Settings...

£ MNewver dial a connection
" Dialwhenewver a network connection is not present

 Always dial my default connection
Current defaulf Cannectdfres St Default

= Bertarm system security chech hefore dialing

i Local Area Network (LAN) settings

LAM Settings

[AL:

0]9 | Cancel | Apply |

11. Finally enter a valid web site name on the ‘Address’ line e.g. www.solwise.co.uk! It should work!!

5.2 Fault diagnosis script when you can’t get on to the internet (a more detailed
process)?

1. Is your modem/router actually connected to the ADSL line?

Check the STATUS light. Is it flashing or on full. If flashing then this means you haven’t got a connection to the DSLAM at
the local exchange.

Things to check:
1. Cable okay
plugged in right?
not going via an alternative route e.g. a patch panel?
faulty?
II. Check the Modulation
it should be G.dmt BUT might need to be ANSI.
To change Asus to use ANSI then you need to drop into CLI mode (via HyperTerminal or Telnet option 9).
Then enter
bsp mode ANSI
config save
@close
Reset router....
We had one Asus customer who had to do switch debug mode on so..
bsp mode ANSI
bsp debug on
config save
@close
Reset router....
I11. Have you really got ADSL on the line?
IV. Lastly faulty router (but very unlikely — more likely line not set-up right by ISP/BT).

2. Have you got a connection to your ISP?

How can you tell?
On the Asus router go into the web configuration and select Statistics/PPP. Then click on Status.
Check the IPCP settings:
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If the IPCP state is ‘Starting’ and the various [PCP IP values are 0.0.0.0 then you AREN’T logged into the ISP. You
should have ‘sensible’ IP values here for ‘local options IP address’ and also ‘remote options IP address’. If DNS relay
(with autodiscover) is on then you should also have sensible values for the DNS IP.

If no connection then things to check:
I. Obviously look at the user name and password. Are these correct. e.g. for Pipex the correct format of the user name is
‘userID@dsl.pipex.net’.
II. For the Asus make sure that the ‘PPP Starting Status’ (on the second screen of the Channel set-up) is set to UP. If not
then the router won’t auto login.
III. Also for the Asus check that DOD (Dial On Demand — on the second screen of the Channel set-up) is not enabled. If it
is then the router will need to detect some local traffic before it will login.
IV. Check the VCI/VPI/Encapsulation. Get it wrong and it won’t login (not settings for KC are different than for BT).
V. Try the BT test account:
Enter the user name of bt_test@startup_domain
The password doesn’t matter.
NAT on.
Save settings and reset.
After Synch then check the PPP status again.
If now connected then the problem is with the ISP not letting you login with them.
(please note that using the bt test account the only web site that will work is www.bt.net/digitaldemo and you must be
using the bt_test DNS — see DNS list below)
VI. Lastly faulty router (but very unlikely — more likely line not set-up right by ISP/BT).

3. IP settings on Computer(s)?

Things to check:
I. Can you ping the router from the computer?
No?
Check IP address of computer is suitable (same subnet).
Can you ping yourself? e.g. if computer is 192.168.0.2 then can you ping 192.168.0.2? If not the IP set-up on
computer is really knackered. Removes ALL LAN settings on the computer and reinstall.
Check no clashes with any other computers (or net printers) on the LAN. Best to try normal LAN cable direct from
router to computer LAN card/port. If okay then check other computers/hubs/wiring.
Check LAN cable: You should have a ‘PC’ light on on the router (or for BI/VI the LAN light on the port should be
on) and also the ‘link’ light on the hub/PC LAN card should also be on.
Check LAN card.
Try removing ALL LAN set-up on computer and also LAN card installation. Reinstall and try again.
II. So you can ping router. Can you ping the DNS?
If you don’t know this and using DNS relay (with auto-discover) then check the ‘IPCP primary DNS server’ setting
for the DNS address.
No joy?
Check ‘default gateway’ on computer.
For Win 95/98/ME run ‘winipcfg’ to check this.
For NT4/2K/XP run ‘ipconfig \all’ in a DOS box.
Possibly might have some ‘wrong’ routes set-up on computer. Remove ALL LAN settings and
reinstall.
II1. So you can ping the DNS (or outside address).
Does the computer have DNS enabled?
Check the DNS settings in TCP/IP set-up. DNS is enabled yes?
Does the computer have a valid DNS entry. Check winipcfg or ipconfig (see above). Note if using DNS relay
then DNS address on computer should be the same as the gateway. Also, if using DNS relay ensure that
‘IPCP primary DSN server’ has a sensible IP address (0.0.0.0 is not sensible!).

4. Browser set-up.
So the router’s working and the basic IP settings on the PC are correct (e.g. you can correctly ping the external DNS).
Common browser problems:

I. IE set to dial up when it should be using LAN — set connections to ‘Never Dial a Connection’.

II. Browser set to ‘work offline’

-17-



6 Advanced

6.1 Port Forwarding

The normal way of using your Asus router is in NAT mode (see below).
Most users will use their router with NAT enabled because this allows
them to ‘share’ their internet connectivity across their whole network

without needing a block of static IP addresses from the ISP i.e. the ISP =) = “H" ulw-‘—‘m’
sees the whole of your LAN as a single IP address and the router

automatically sorts out traffic to the correct local clients:
However using NAT has it’s advantages and disadvantages. The
advantages are it allows you to easily run multiple PC’s through a
single user ISP account and it acts as a natural firewall stopping

I

unsolicited incoming traffic. However the disadvantage of NAT is that
some software needs the IP address of the PC to be ‘exposed’ to the
outside world — this is just what NAT stops!

The normal way around this problem whilst still retaining the NAT
mode is to use port forwarding. Port forwarding (also sometimes
called pinholeing) tells the router to direct certain incoming traffic to
specified local addresses. e.g. if you are wanting to run a local web
server on address 192.168.1.10 and you want external internet users to
be able to see your server then you need to instruct the router to
forward all port 80 TCP requests (the port used by http) to your local
server.

LAN Conneetion

15218811

oo wt))

) WaN Connection
205.192.50.100

R

To set-up port forwarding bring up the router web
based configuration screen and click on Network
Service/NAT:

NAT Configuration

uita
DHGE Sarver |
IP Filter Application Support Status

DHS Relay
Statistics

hetheeting - Enable
Real Player - Enable

Sys-Maintenanse

Reset Madem Flease selEct he applcation

Artior : |Erable =] apsiication : |Hetdaeang =
Skt |

NAT Channe List
Channel=01 MRFC2364/Routed /38 interface=ppp_odevice

Multigle Port Farwanding Tanle List

NO interface  InPortNewPort  Protocol  Private IP Flag

MuRigle Port Forasding

scton [A00 3] wma | (DELETE ONLY)
Channed Mo |'| Protacel | TCP =

Incoming Port 'iﬂ_"l""’_ (10000-10256 iz reserved!)
wew pom:[ [
wewipaeress: [ [ [ [

Sibes| o]

S Varsisn
ADEL Line Status
Quick Setup Wizard

Now to add a port forwarding rule enter first of all
select the Protocol (e.g. http uses TCP). Then

Ethernet
Channa!

Hetwark Servise
ARP

enter the incoming port range (so, for example if
it’s just port 80 you want to forward then it will be
80~80) and enter the same range for the New ports
(e.g. 80~80). Finally enter the IP address of the
local client computer to receive the ports (e.g.
192.168.0.10):

Now click on submit. The rule is now added to the
‘Multiple Port Forwarding Table List’ in the

centre of the page.

Finally, and this is important (!), select Action
Save and click on submit again. This saves the
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Sys-Maintenance
Reset Modem

MNAT Configuration

Application Support Status
Nethdzeting - Enable
Real Player | Enable

Flease seect Ihe appication
Action : [Eneie =] Application | |HetMesteg =
Suben I

NAT CI sl
Channel=01 MRFC2364/Routed 0438 Interfacesppp_device

Muitiple Port Forwarcing Table List

NOD Wberface  WPOrMewPom  Proocol  Private R Fag

Mubiple Port Forwarang
=l No (DELETE OMLY)
channetno[1 2] prowcs [ToF 2]

Begin  End
Incoming Fart - |50 -.|BD (10000~ 10256 is reserved!)

Mew  Pot:f -0
wew i agaress - 192 [ee [ fl
Cise |

Adtion | ADD




port rules into the flash memory so they are remembered if you do a router reset:

fosi o _
ADSL Ling Status
Quick Setup Wizard

Etharnet

channel

ARP Please don't restart modem until configuration saved Il

Eoute
DHCP Server

Saving the new configuration... Done
IP Filter
DMS Relay

Statistics New Configuration
5 ena

Have the port range mapgping table

That covers basic port forwarding set-up.

6.2 DHCP

When connecting clients to a TCP network there are various IP parameters that must be configured on the client.

Namely:

Client IP address
Network Mask
Default Gateway
DNS address/domain

In the notes above it has been assumed that these settings will be manually set-up on each client. However there is a feature

called DHCP in which the router will automatically send these settings to the clients when they boot up and connect to the
router. To do this the router needs to be configured as a DHCP server.

6.2.1 Setting Up DHCP Server

Go to Network Service/DHCP Server:

| DHCP Server Configuration
Imerface Ethernel =

sean:[ [ [ [
e [ [ [ [

Lease Time Walue Urit - | Minue =
Mest|  Clear FLUSH

DHCP Currert Configuration
Thi Canfiguratian & Empty

P Adss fange

I A
Resst Modem

For ‘interface’ select Ethernet or, if this is the VI model and you’ve configured the WLAN to be routed (i.e. on a different
segment to the wired network, see Quick/WLAN if using a VI model) you can also select WLAN if you want to use DHCP
on the wireless network. Then enter a starting and an end address for auto client IP allocation i.e. the range of addresses you
want the DHCP server (the router) to automatically use for the clients. The lease time tells it how long this address can be
used (leased) by a particular client. A Value of one day should be okay.
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DHCP Server Configuration
Routs

DHCP Server

HAT Irtertace WLAN =

Begn [ [o
end. [ B0 | o0

Lesse Time vate [ U [EE]
(]  ctom| _FsH |

WLAN
Natwork Service
ARP |

P Adiress fange

OGP Currert Gonmiguration
The Canfiguration & Eenpty

The click on Next....

DHCP Server Configuration [Option)

Current Coefgurtica
The Ceefiguratin Is Empty

Subnet Mask O

{ Example | 255.255.255.0 )

I Nil
Resst Modem

Difaut Route e pee [ [

R primary: [z [t [T
: secontoy [T
WINS Sarver prinary: [
@ sene secomaey: [

Domain Kame schwise
Broagcasteduress | [192 g B @5

Suomi | | Clear | BAGE

The next screen is where you enter the other IP values that your clients will require: You remember above we said that a
client needs to know an IP address? Well the address values to be assigned to the clients was set-up on the first screen. This
second screen covers the other parameters required i.e. subnet mask, default route (gateway), DNS server address (and
domain name). The broadcast address is the address used by the DHCP server to tell the clients there is a DHCP server here
on the network; the segment address. 255 is the normal value to use to e.g. if your segment is 192.168.2.x then the broadcast
address is 192.168.2.255 or if it’s 192.168.1.x then use 192.168.1.255.

Click on Submit and reset the router. Now you need to make sure your clients are set-up to expect IP assignment from the

SCrver.

6.2.2 Setting up Your PC Clients to use DHCP

For simplicity we shall assume you’re running Win98 or W2K. However the principles covered are exactly the same for

other operating systems albeit the screen shots will look different!

Win9x

Win2K

Go to Start/Settings/Control Panel/Networks. Then select
the TCP/IP protocol entry for your network card and then
click on Properties. To use DHCP click on ‘Obtain an IP
address automatically’:

Go to your local network settings (Start/Settings/Network
and Dialup Connections/Local Area

Connection/Properties).
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TCP/IP Properties K E

Bindings |  Advanced | NetBIOs
DMS Configuration | Gateway I WINS Configuration P Address

A P address can be automatically assigned to this computer.
If pour network. does not automatically assign IP addresses, ask
your network. administratar for an address, and then tepe it in
the space below.

+ ‘Obtain an |P address automatically

" Specify an IP address:

IF Address: | i i . |

Subnet b ask: | i i A |

i~ Detect connection to network. media

(0] 4 I Cancel

Next go to the DNS Configuration and make sure that DNS
is enabled and you have entered a host name (this can be

anything you want!).

TCP/IP Properties K E

Bindngs | Advanced | MetBIDS

DMS Canfiguration | Gateway | WINS Configuration I IFP Address

" Dizable DMS

— (% Enable DMS

Host: Isamlocal Darnair: I

DMS Server Search Order

|...|add

Eemawve |

Domain Suffis Search Order

Sdd |
Hemowve |

Ok, I Cancel |

That’s all you should have to do! To test operation just
reboot your client and then check winipcfg; you should find

sensible IP settings (see previous section).

Local Area Connection Propetties 2l

General |

Connect using:

I HY Realtek RTLE1 39(A)-bazed PCl Fast Ethernet Adapter

Configure

Components checked are used by this connection;

Client Service for MNetare
[[] ™ Client for Microsoft Metwarks
O File and Printer Sharing for Microsoft Metworks

j
W Internet Pratocal (TCRAPY =
| E

=

In=tall... | Uninstall | Propeties |

—Description

Enakles this computer to log on to MetWare servers and
access their resources.

v Show icon in taskbar when connected:

Ok Cancel

Scroll down the list of network settings until you find the
entry showing TCP/IP. Select it and then click on
Properties:

Internet Protocol (TCP/IP) Propetties el |

General I

You can get IP settings assigned automatically it your netwark
supports this capability. Otherwize, vou need to ask your network
administrstor for the appropriste IP settings.

& Dbtain an P address automsticslly:

—{" Uge the following IP address:

|P address: I . . .
Subnet mask: I . . .
Cefaul gateway: I . . .

{+ Ohtain DNS server address automatically

—{" Use the following DNS server addresses————————

Ereferred DS I . . .
Alternate DN server: I . . .

Advanced.. |
Ok I Cancel |

Tick on “Obtain an IP address automatically”
and “Obtain DSN server address automatically”. Finally
click OK, OK, Close to save the settings.

That’s all you should have to do! To test operation just
reboot your client (you shouldn’t have to reboot but I have
sometimes found it necessary to get W2K to request the
new settings from the server) and then in ipconfig you
should find sensible IP settings (see previous section).
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6.3 Using your Router in Bridging Mode

192.168.1.2 192.168.1.3 19216814 192.168.1.5

Most users will use their router with NAT enabled. This allows
them to ‘share’ their internet connectivity across their whole
network without needing a block of static IP addresses from
the ISP i.e. the ISP sees the whole of your LAN as a single IP
address and the router automatically sorts out traffic to the
correct local clients:

However using NAT has it’s advantages and disadvantages.

LAN Co
192.168.1.1

Y/ WAN Connection
205.192.50.100

The advantages are it allows you to easily run multiple PC’s
through a single user ISP account and it acts as a natural
firewall stopping unsolicited incoming traffic. However the
disadvantage of NAT is that some software needs the IP
address of the PC to be ‘exposed’ to the outside world — this is

just what NAT stops! For some applications you can get
around this using port forwarding but not always. In this case
the only way around the problem is to turn NAT off and open
up you network.

To do this you will first of all need to get a block of IP
addresses from your ISP so that you can allocate an IP address
to each of your clients. Then untick nat on the Quick Channel/Channel set-up page:

Sys-Maintenance
IEEE 802118

Current Configuration

Reset Modem EMETY

| FFPFoA Routed

Action tem : ADD, ChannelNo: 1, VPRI 1, VI 38

user wame - fred

Password  [==

Confrm Password : [+

Get 1P Agdress from ; [Customaze

FEF =.t1r(up status - |UF hal

DoD ; [DHSABLE =

205.192.50.101 205.1 92.50.1 03

0.104

205.192.50.10:

0 g
|

_HED

El Mode | |AUTO 'I
wa N ol ol

e Timeout seconds, | Maximum © 3600 se

G o oot))
&P 205.192.50.100

/
xR

conds

Function : 7 HAT , [T IP Filter ,.F_-M.llu Discovery DNS From PRP

Submit | Clear |

Now with NAT not running both the LAN side and WAN side of the
router are visible from the ISP (internet) along with your whole
network i.e. you will have no security!

Therefore you should now go to the IP Filter configuration and set-up
a rule which denies access to the router on ports 23 (used for Telnet)
and 80 (used for http configuration). Make sure that you have enabled
IP Filter on the Channel Configuration screen then go to the router
configuration, now on its allocated address (e.g. 123.45.67.137).
Select Network Service, then IP Filter. Click on RULES, then enter
the details for each of the following rules and click ADD:-



Rule 0 Rule 1
Source IP 0.0.0.0 0.0.0.0
Source Mask 0.0.0.0 0.0.0.0
Destination IP <router's IP address (e.g. 205.192.150.100)> <router's IP address (e.g. 205.192.150.100)>
Destination Mask 255.255.255.255 255.255.255.255
Protocol TCP TCP
Port 23 80

Next click on GROUPS. Leave Groups No set to 0. First enter 0, then 1 into Rules, followed each time by clicking ADD.
Make sure that the Policy is deny for Group O (i.e. deny access).

Finally click on HOME. For Channel No 1, enter 0 into Groups and click ADD.

Now click SAVE to save the router configuration.

6.4 Altering Configuration User/Password

The default user name and password are ‘adsl’ and ‘adsl1234°. However the AAM6000EV does allow you to both alter the
default user set-up and also create new users with three levels of permission:

MAINTENANCE - Full access and configuration capability
SETUP - Similar to above but no permission to create or edit users
MONITOR - Only permission to read or monitor settings
Go to Sys-Maintenance/User:
8/ g
: Witara .
enuon: Sevuse To alter the default ‘adsl” main user select EDIT
S Excteryasraii for the ‘Action’ then enter the user number (1 for
ResstMadem i "*'“_’"'"f the first ‘adsl’ user). Then alter the settings and
No | Name Password Senace Class Status then Cllck on Submit.
1 adsl | CLASS_MAINTEMANCE Default
e = o s et re oy To add a new user select ADD for the ‘Action’
user Hane and then enter the new user details. Then click on
(:::mu:?:‘:r:’:-‘xsmlm — Submlt
Senvce Class - [MonmoR 5]
S| _Pesel After doing all the changes select SAVE for the

‘Action’ and then click on Submit again.

The new settings are then stored:

SAN Yersion
ADSL Line Status
Quick Setup Wizard

Network Service
Statistics
Sys-Maintenance
Eacto default Please don't restart modem until configuration saved !I
ser
Reset Modem

Saving the new configuration... Done

New Configuration

Saving the Current Configuration

You should now ‘Reset’ the modem.
If you ever loose or forget your user name/passwords you will need to connect to your router user the Console interface with

a serial cable (see full manual for details). Then, when the router boots up press the ?° key to restore the default user
(adsl/adsl1234).
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6.5 IP Filter

6.5.1 Aims:

The IP filter function is working like a simple firewall. Users can set up policies per ATM channel to allow/deny the data
transfer to/from a certain IP address, or TCP/UDP port number. The IP filter should be used to give basic firewall capability
when not using NAT.

6.5.2 Procedures:

<Channel Configuration>
Before IP Filter Configuration starts, there MUST be at least one routing channel defined in Quick Setup/Channel and you
must check the IP Filter box in Channel Setup. check to enable the IP filter function for the channel.

SN Version
ADSL Line Status
Quick Setup Wizard

Ethernet

Network Service
Statistics

Sys-Maintenance PPPoA Routed
Reset Modemn

Current Configuration :

Channel=01, Operation Mode= MRFC2364/Routed, vPI= 0, wCl= 32
User Name: adsl.

Password: ads!

Althentication: pap.

Encapsulation Mode © LLC

IP Address from Service Provider

Use MAT, IP Filter, Auto Discovery Dns

Action ltem : MODIFY,  ChannelNo: 1, vPI: 0, VCI:32

User Name |ads\

Password : |“°“

confirm Password |”’°'°“

Authentication Mode : [PAP =]

Encapsulation Mode @ |LLC 52

Get IP Address from : | Service Provider ¥
WAN 1P Address [ Customize Onky )

Function: M NAY |, ¥ IP Filter, i Auto Discovery DNS From PPP
Submit Clear

<IP Filter Configuration Menu>
The <IP Filter> function can be found under <Network Service>. The IP filter configuration is independent in each channel,
so, users may define different group or set of groups to each channel. A channel may have up to 16 groups.

S/ Version
ADSL Line Status
Quick Setup Wizard

Network Service
ARP
Route
DHCP Server

z:_?P Relay IP Filter Configuration

= o=y Channel No - |1 =

IP

DNS Relay Groups : |

ATM OAM
st ADD| | DELETE || FLUSH | savE|  GROUPS RULES

Sys-Maintenance
Reset Modem

Mo Interface Groups

1 ppp_device 01248

Channel No

The number of the ATM channel to be set up; normally this would be one

Groups

The policies to be ADDed or DELETEA for the channel. Users can type one or more groups or a range of groups. For
example, “0-2,4-5” means all Groups 0, 1, 2, 4, and 5 are included.

ADD

To add one or more pre-defined Groups to the channel. The new configuration will work immediately but NOT be
remembered after a router restart unless you do a SAVE (see below).

DELETE

To remove one or more Groups from the channel. The new configuration will work immediately but NOT be remembered
after a router restart unless you do a SAVE (see below).

FLUSH
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To remove all Groups from the channel. As before, the new configuration will work immediately but NOT be remembered
after a router restart unless you do a SAVE (see below).

SAVE

To write the current settings of all channels to flash memory. All new settings are now available after the ADSL router
restarts.

Notes - ADD, DELETE and FLUSH are per channel actions.

<GROUPS>
To go to Groups Sub-menu

<RULES>

To go to Rules Sub-menu

List of IP-Filter Active Channels

It display the current status of the active channels

No: channel number with IP Filter enable

Interface: ppp_device (e.g. PPPoA or PPPoE)
(e.g. MpoA or IpoA)

Groups: selected groups in this channel

<Groups Sub-menu >
A group is the policy to deny or allow a certain packets, which are defined in rules. Each group is independent, and they
may refer to a single rule or a set of rules (max. 127). Users may define up to 16 different groups in a router.

SN Version
ADSL Line Status
Quick Setup Wizard

Ethernet

Channel
Network Service

ARP

Route IP Filter Configuration

DHCP Server

DHCP Relay
NAT Groups No |U | Rules

IGME Prosy 4pD| | DELETE | [FLUsH | (SAVE | muies Howme
DNS Relay BN
ATM OAM

Statistics Groups No Folicy Rules

Ss-Maintenance
Reset Modem

] deny | Modity DETAIL
1 deny _ Modity DETAIL
2 deny Moty DETAIL
3 deny Moty DETAIL

Group No

The number of the Group to be defined.

Rules

The rules to be ADDed or DELETEd in the Group. Users can type one or more rules or a range of rules. For example, “0-
2,4-5” means all Rules 0, 1, 2, 4, and 5 are included.

ADD

To add one or more pre-defined Rules in the Group. It will have effect after this action, but, the new setting will disappear
after ADSL router restarts (see SAVE below).

DELETE

To remove one or more Rules from the Group. It will have effect after this action, but, the new setting will disappear after
ADSL router restarts.

FLUSH

To remove all Rules in the Group. It will have effect after this action, but, the new setting will disappear after ADSL router
restarts.

SAVE

To write the current setting of the channel to flash memory. The new settings are now stored and available after ADSL
router restarts.

Notes - ADD, DELETE and FLUSH are per group actions.

POLICY

This simply means do you want the action of this rule to deny access or allow access.

<RULES>
To go to Rules Sub-menu

<HOME>
To return IP Filter Configuration Menu

-25-



<VIEW>
To open the ALL Rule List window

ALL Rule List

Mo SRCIP SRCMask DESTIF DESTMask  FProto Port
00000 0000 0.00.000.0.0 al all

1 192721260 2652652550 182168.100.1 255.256.256.0 tep
211111100 25525500 182.168.100.0 2552552550 all 23

free session =253

Groups List

It displays the current status of all groups.

Groups No:  Group number 0~15

Modify: toggle to allow or deny all rules included in the Group
DETAIL: display to Rule List of the Group

Rule List of the Group No.0

Mo BRCIP SRCMask  DESTIF DEST Mask Promo Part
0192 72126.0 255.256.265.0 1921681001 255.295.255.0 top 21

1 11111100 255.255.00 18216281000 255.255.255.0 all 23

free sess_index= 126

<Rules Sub-menu>
Each rule can define the source and destination IP address, Port number and Protocols for se in Group sub-menu. A
maximum of 256 rules can be defined in the ADSL router.

SAN Version
ADSL Line Status
Quick Setup Wizard

Ethernet

Channel
Network Service
ARP
Route IP Filter Configuration
DHCP Server
DHCP Relay
NAT Mo : I (DELETE OMLY)
IGMP Prox Source P | . | X
N Source Mask | |
DNS Relay
ATM OAM Destination [P I X I X
Statistics
Sys-Maintenance Destination tMask I ) I )
Reset Modem Protocal - m
Fort I
ADD|  DELETE | FLuUsH | save | GROUPS  HOME

Mo SRCIP SRC Mask DESTIP DEST Mask Proto Port
0 0000 00000000 0000 al al

1 19272126.0 285255.255.0 192.168.100.1 255.256.2550 tcp 21
2 1M1.111.00 25525500 182.168.100.0 255.255.255.0 all 23
free session = 263

NO

Rules index number. Enter the correct rule number for DELETE only.
Source IP

To define the source IP address in the rule.

Source Mask

To define the source subnet mask in the rule.

Destination IP

To define the destination IP address in the rule.

Destination Mask

To define the destination subnet mask in the rule.

For example,
IP =192.168.1.1 Mask = 255.255.255.255 means 192.168.1.1 only
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IP = 0.0.0.0 Mask = 0.0.0.0 means all IPs

IP =192.168.0.0 Mask = 255.255.0.0 all IPs in 192.168.x.x subnet

Protocol

To define the protocol in the rule.

ALL = All IP packet

TCP = TCP packet only

UDP = UDP packet only

ICMP = ICMP packet only

Port

To define the TCP/UDP port number in the rule. Null entry means all ports.

ADD

To add a new defined Rule in the Rule List. It will have effect after this action, but, the new setting will disappear after
ADSL router restarts unless you do SAVE (see below).

DELETE

To delete a pre-defined Rule from the Rule List. The rule number MUST be entered in NO. It will have effect after this
action, but the new setting will disappear after ADSL router restarts.

FLUSH

To remove all Rules in the Rule List. It will have effect after this action, but, the new
setting will disappear after ADSL router restarts.

SAVE

To write the current setting to flash memory. The new settings are available after ADSL
router restarts.

<GROUPS>
To go to Groups Sub-menu

<HOME>
To return IP Filter Configuration Menu

List of Rules
It displays the current status of all groups.

6.6 Firmware Upgrade

To accomplish a firmware upgrade you will need the Asus Firmware Update software application which is available for the
downloads section of the Solwise site, www.solwise.co.uk/downloads.htm (it is assumed that you are using a standard PC
running Windows 9x or similar). Also, of course, the latest firmware file for upload. Contact Solwise direct or your dealer
for these files. DO NOT GO TO THE ASUS SITE FOR THIS. Solwise have their own, special firmware for UK use. You
cannot get this from the Asus site. To be kept informed of firmware releases as they happen you can also send and email to
the ev firmware mailing list. Just send a blank email (with a valid reply-to address) to evfirmwarelist@solwise.co.uk.

Upgrade Procedure:

1.Set up the modem and pc ip address in the same subnet.
2.power on the modem.

3.After the modem has booted up then run the upgrade utility.

I} ADSL Modem Upgrade Utility ¥1.2 - 0] x|

Modem IP: IlS'Z.lEB.l .1

Username: Iadsl Password: thkdkk ko
Image FilE:Iuk—snlwise.hexl Cpen |
Lpgrade | 0%

4.Enter the router username and password ("adsl" with password "ads11234" is the default).
5.Click the button "open" to choose the "71146al.hex"
6.Click the button "upgrade"
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I} ADSL Modem Upgrade Utility ¥1.2 -0 x|

rUpgrade image information

[ Bootrom bhaatrarm
v hodemimage | MPimage image

IV Configuration snmpinit ervices initl2tp indesx hitml fdefaut

(0.4 Cancel

7.Select "Modem image" and "Configuration", click "upgrade"

8.Then click the button "Ok" to start upgrade firmware.

9.Wait about 40 seconds for the file to be sent to the router and the modem will then auto reboot.

10.After modem reboot go into router configuration via console or telnet or via http and choose System Maintenance and
then Factory Default Configuration.

11.After this all configurations of the modem will be cleared, and the modem's ip will become "192.168.1.1"

12.Modify you PC's ip to the same subnet with modem or modify the modem's ip via rs-232 console.

13.0pen browser to access modem, the username is "adsl",password is "ads11234"

14.Configure the modems Channel.

6.7 BSP Mode

This should only really be of interest if your router is refusing to synch with the line. The symptoms are that the Status LED
on the front of the router just keeps on flashing. You’ve checked the cable and the line and they’re okay.

If this happens then it might be that your line is using a non-standard ADSL mode. Normally UK ADSL lines use G.DMT
protocol however, occasionally if you have an RADSL line (Rate-adaptive ADSL) then your line might be a different
protocol. However, by default the Asus routers are set to use G.DMT protocol only. We set the routers this way to reduce
the amount of time taken by the router to synch with your line.

To get around this problem you need to configure your router to use ‘auto bsp mode’. When set to auto your router will
automatically try all the different protocols until it finds a match with your line. The only down side of doing this is that
synching will take a bit longer to achieve; however, since you only connect to your line the first time you switch the router
on then it doesn’t matter too much if it takes an extra minute or so to connect.

To change your router to use bsp mode auto you need to access the router using Telnet: For Win9x/Me you do
Start/Run/Telnet to start telnet but if unsure how to do this then talk to your dealer or software guru!.

Connect via telnet and enter your user name and password.
o8 Telnet - 192.168.0.6 M=
Connect Edit Terminal Help

ADSL User Hode Console
Main Henu

.Display Version.

-ADSL Line Status.

-Quick Setup Wizard.

-Network Service Maintenance.
.Network Status

.System Maintenance.

.Screen Display Hode.

-Reset Hoden.

.Exit User Hode Console.

RN R S U

HODEH ACTIVATIMG.

Press '.' to Back, 'ESC' to Main Menu.
[ads1], Enter Your Selection[1-9]:

Then from the menu select option 9 (Exit User Mode...).

Now enter the command ‘bsp mode auto’...
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% Telnet - 192.168.0.6
LConnect  Edt Terminal Help

ADSL User Hode Console
Hain Menu

.Display Version.

-ADSL Line Status.

-Quick Setup Wizard.

-Hetwork Service Maintenance.
-Network Status

.System Haintenance.

-Screen Display Hode.

-Reset Hodem.

.Exit User Hode Console.

LRI R SV VY

HODEH ACTIUATING.

Press ‘. to Back, "ESG" to Main Henu.
[ads1l], Enter Your Selection[1-9]: 9

Press Any Key to Continue...

Exit User HMode Console.

192.168.08.6> bsp mode autoll

S E3

- Telnet - 192.168.0.6

Connect Edit Temminal Help

.Display Version.

-ADSL Line Status.
-Quick Setup Wizard.
.Network Serwice Haintenance.
-Hetwork Status

.System Haintenance.
.Screen Display HMode.
.Reset Hodem.

.Exit User Hode Console.

LRI R I VR

MODEM ACTIVATING.

Press '." to Back, 'ESC' to Hain Henu.
[ads1], Enter Your Selection[1-9]: 9

Press Any Key to Continue...

Exit User Hode Console.

192.168.0.6> bsp mode auto

192.168.0.6> config save

Saving configuration...Gonfiguration saved.
192.168.0.6> 1

Now tell the router to save this new setting. Enter
[=101x]|  the command ‘config save’ and wait whilst the
router saves the settings...

Now shut the config screen down by doing
‘@close’. This will cause the connection to the
router. Now press the reset button on the router to
initiate the new setting.

If the problem with synching is due to the bsp
mode then hopefully this should fix the problem
)

6.8 DNS Addresses

Below shows the current name server (DNS) addresses as used by the most popular ISP’s. Please note that this should not be
taken as a definitive list and it might be that the address for a listed provider might have changed. You are therefore advised

to check with your ISP:
ISP DNS
Pipex 158.43.240.4
158.43.240.3
BT test (as used by bt_test@startup_domain) 194.72.7.57
194.73.82.242
PlusNet 212.159.11.150
212.159.13.150
Nildram 195.112.4.4
195.112.4.7
Demon 158.152.1.58
158.152.1.43
BT Openworld 213.120.62.100
194.72.6.57
194.72.6.52
194.72.6.51
KC 212.50.160.28
Freedom-2-Surf 194.106.56.6
Eclipse 212.104.130.9
212.104.130.65
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6.9 Other Information

http://www.schneider.eclipse.co.uk/

A good selection of FAQ’s covering typical set-up scenario’s
with good examples of using IP Filter rules.

http://www.solwiseforum.co.uk

Solwise’s own forum for users to discuss problems and products.

http://www.adslguide.org.uk/

Excellent source of ‘gossip’ and news on ADSL

http://www kemyst.com/aam6000ev.htm

A list of the command line interface commands

http://www.nzdsl.co.nz’howtos/ASUS/externalhowto.html

A quick set-up guide as written for the New Zealand market.
Contains several useful pointers.
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