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Configuring and Monitoring Sun Java Web Server

Configuring and Monitoring Sun
Java Web Server

This chapter deals with the steps involved in the configuring and monitoring the Sun Java Web

Server.

1.1 Configuring the Sun Java Web Server for
Monitoring by the eG Agent

eG Enterprise provides agent-based monitoring support for Sun Java Web Server 7 on
Windows and Solaris platforms. To enable the eG agent to collect statistics of interest from the
Sun Java web server, you need to ensure the following:

>

The eG agent connects to the administration server to which the target Sun
Java web server is registered to extract the required metrics. To enable the eG
agent to communicate with this administration server, you first need to create
a password file containing the administrator password for accessing the server,
in the bin directory within the install directory of the Sun Java web server.
Then, you need to configure the eG tests with the name of that file;

If this administration server is SSL-enabled, then you need to trust the SSL
certificate of the server to enable the eG agent to communicate with that
server;

While monitoring the Sun Java Web server on Windows, make sure that the
eGurkhaAgent service on the server runs using the privileges of the user who
trusted the SSL certificate of the administration server;

Configure the Sun Java web server to allow metrics collection.

The steps to fulfill each of these pre-requisites have been detailed in the sections that will

follow.

1.1.1 Creating a Password File

This section explains how to create a password file on a web server operating on a Windows
and a Solaris platform.
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1.1.1.1 Creating a Password File on Windows

A password file named admin.passwd has to be created in the bin directory of the Sun Java
Web Server’s install directory. Specify the following in that file:

wadm_password=<Password_of_admin_server's_administrator>

Figure 1.1 depicts how this is done:

B admin.passwd - Notepad

File Edit Faormat Yiew Help
'wad'm_pas Swaor d=adm1n

Figure 1.1: The password file containing the administrator’'s password

1.1.1.2 Creating a Password File on Solaris

Issue the following commands from the bin directory of the Sun Java web server’s install
directory to create the password file named admin.passwd with the admin server’s
administrator password:

vi admin.passwd
“admin.passwd” [New file]

wadm_password=adm1n

1.1.2 Trusting the SSL Certificate of the Administration Server

Follow the instructions provided in this section to trust the SSL Certificate of the
administration server to which the target Sun Java web server is registered.

1.1.2.1 Trusting the SSL Certificate of the Administration
Server of a Sun Java Web Server on Windows
To achieve the above, follow the steps discussed hereunder:

Make sure that the administration server to which the target Sun Java web server is registered
is running.

Then, login to the target Sun Java web server and go to its command prompt.
At the prompt, issue the following command:

wadm list-virtual-servers --user=<userName> --password-file=admin.passwd --host=<serverHostName> --
port=<serverAdminPort> --config=<configName>

Here,
userName is the name of the administrator to the administration server
serverHostName is the IP address of the administration server

serverAdminPort is the port of the administration server; the default is 8989



Configuring and Monitoring Sun Java Web Server

configName is the name of any configuration in the administration server

Executing the aforesaid command displays the SSL certificate of the administration server; at

the end of the display, you will be prompted to trust the certificate (see Figure 1.2).

Keylzage [

]

Do you trust the ahove certificate [yinl —

ava: D7 6B 1D DF

7828462
318978688
391

public exponent: 3
Validity: [From: Thu Apr 16 LT 4 SGT 288%,
To: Tue Apr 16 H 208191
sepuepr: CH=admin—ca-ceprt, 0=Sun Jauva ten Weh Server 7.8, 0="Sun Microsyste
Inc."
rialHunber: I 28Fc4d15 ]

3: 1
[11: Dbjectld: 2.5.29.15 Criticality=true

;_Encipherment
greanent

Algorithm: [SHALlwithRSA1

EBR C9 BC
2R
AE

Figure 1.2: Trusting the SSL certificate of the administration server of a Sun Java web server on Windows

Type y at the prompt to trust the certificate.
1.1.2.2 Trusting the SSL Certificate of the Administration

Server of a Sun Java Web Server on Solaris

In this case, follow the steps given below:

1.
2.

Login to the Sun Java web server as the eG install user.

Ensure that the administration server to which the target Sun Java web server is
registered is running.

Then, at the prompt, switch to the bin directory of the Sun Java web server’s install
directory, and then issue the following command:

Jwadm list-virtual-servers --user=<userName> --password-file=admin.passwd --host=<serverHostName> -
-port=<serverAdminPort> --config=<configName>
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Here,

userName is the name of the administrator to the administration server
serverHostName is the IP address of the administration server
serverAdminPort is the port of the administration server; the default is 8989

configName is the name of any configuration in the administration server

Executing the aforesaid command displays the SSL certificate of the administration server;
at the end of the display, you will be prompted to trust the certificate (see Figure 1.3).

modulus: 1203310349792568982046535908265138052081865923001501866227234139024466387659505
60978335434508874610694867032205505500967130196245202 7245926346886 1501 55763354465728585!
2739519768625893451479308613386402417

public exponent: 635537

Validity: [From: Thu Apr 16 16:55:04 36T 2009,

To: Tue Apr 16 1l6:55:04 SGT 2019]
Tasuer: CN=admin-ca-cert, O0U=3un Java 3yatem Web Jerwver 7.0, 0="3un Microayscems, Inc
Seriallumber: [ 20fcddls]

Certificate Extensions: 1
[1]: ObjectId: Z.5.29.15 Criticalitystrue
Eeyllzage [
Fey Encipherment
Fey Agreement
]

]
Algorithm: [SHALwithRS4]

Zignature:

0000; 22 FOEB CO SC FE 2CEE O7 CADE C8B AE C3 EBE F5 ".vis. Frevisaaise
00l0: 2C 2B 5F 81 2A CD 6A CA EC 26 84 98 BB E8 16 5E  ,+ .*.9..6..... *
0020: 71 6E A 9F AR 2E SE FE 4B 40 DF FE AE 79 M 7E (. .v e E@...yt.
0o30: B6 29 89 33 CC EE DD 90 54 20 BF FF EA BE 67 38 .).3....Z ....gB
0040: 7E CE 3A 23 78 7A 5B 9C 27 36 CA AC AS 18 E2 49 ..:fxz[.'8..... I
oos0: AD 76 22 ED ES5 FE 36 2ZF B8 01 10 81 AZ 40 BO 72 .9 ...6/..... B.t
00E0: &3 22 ZA A7 CB AS 44 24 76 11 BS 21 AS 6F 85 E9 ."%...D&x..'....
go70: DT 6B 22 4D DF B85 F& FD BB 27 BB 98 88 43 03 18 .EK"M..... e e
]

Do you trust the above certificate [Yin] -->¥

Figure 1.3: Trusting the SSL certificate of the administration server of a Sun Java web server on Solaris

Type y at the prompt to trust the certificate.
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1.1.3 Changing the LogOn Privileges of the eGurkhaAgent Service of
the eG Agent that Monitors the Sun Java Web Server on
Windows

After trusting the SSL Certificate of the administration server to which a Sun Java web server
on Windows is registered, you need to configure the eGurkhaAgent service of the eG agent on
that web server to run using the privileges of the user who trusted the certificate. For this
purpose, do the following:

1. Login to the target Sun Java web server.

2. Open the Component Services window to view the eGurkhaAgent service. Right-click on the
service, and pick Properties from the shortcut menu that appears.

“in Companent Services g =12 2]
) Conson  Window  Help 18] =)
i Yo || &= 5 GO@ FRNE R 00w
Toen | Services (Local)
[0 Coraote oot i [oesopnon [sew  [satwtpe [wgons | B
i (@ Component Servces |G Mmter Mt gl Hurnadl LocalSipiten
Evert Viewer (Locel) [ THp ek Merage... Provides 5. Marussl LocalSrstem
Services (Lozal) aauronsic Updstes  Ensbssth.., Sated  Automstc LocatSysten
5 By Teardeesl.. Marnsal LecalSyitem
% ook Supports ... Mol LocalSystem
(Bacoms Evert Systen  Provides o... Harnasl LocalSysten
(Bncomputer Erowser  Martans a... et LocaiSystem
Bgetwatct, Auterntic Localpstemn
2

Uk Tra... Sendsmotf...
Tranesc.,, Coordnats,..

iy DS Cherst

BnEvert Log

o
fr o Sarvic

iy 1S Pl
B Lexgical D

o Barted  Automatc LocalSyitem

T FF F FF F EEEF N N W Wy
&

hiet Logen| . Stated  Autematic LocalSystem =1
... Ml otatytem
i ok v oo Sted Ml LoealSpatn
B Pretwork COE Provides ... Haresal LocalSystem
Barietork DOL D50M Manages 5., Marasl Locatystem
BT LM Socurity S, Prevvides 5., Harusl LoealSyitem
a... Configures.. ol LocalSystem
B Pharg e Plary Masges .. Sarted  Automatic LocalSysten
i Frive Spcoler Loagsfies .. Stated  Automatic LocalSystem
ted Storage  Provdespe.. Started  Aubomatic LocalSystem
By s BV Frirvicles ... Harud LoealSpatn
fpriemate Access k... Crestesa ... Haresal LocalSystem
Eyemcte Access Con... Crestess.. Stwted Ml LocatSysten
o Providesth.. Sarted  Auemslic LoealSyitem

Harages . Maruaal ocalSystem =

[opers property sheet foe the ourrent selection.

Figure 1.4: Selecting the Properties option of the eGurkhaAgent service

3. Select the LogOn tab from the Properties dialog box that appears (see Figure 1.5). Then,
choose the This account option from the Log on as section of Figure 1.5, and provide the
Domainname\Username of the user using whose privileges the eGurkhaAgent service
should run. Provide the Password of the domain administrator, and confirm the password
by retyping it in the Confirm Password text box.



Configuring and Monitoring Sun Java Web Server

T Sorvices Local) %, Services (Local)

| eGurkhahgent Mame | Descripbion | Status | Starbup Type [ LogOnds |

1 oM Event System  Supports 5. Started.  Marwal Local System

| St the service T e L et Rt Yo . 1| an 1 gk oal System

| Ellocat swstem

F oeal System

Gereeal| LeaOn | Revovery | Dependentie: | ccal System

Laog on as eal System

oeal System

(T Local System account tork S, .\

i=tvork. S,

Gl System

(& This account: Shanghui ncal System

Pasywcnd: EERERERRRERR R ocal System

Confim passsond = =essssssssssses ] ncal System

ocal System

: ocal Sestem

“'ou can enable o dizable this zesvice lor the hardware profiles: isbed below ocal System

Heaidveaie Profls Sernce ceal Gystem

Undocked Profils Enabled ocal System

ocal System

ocal System

ocal System

oeal System

ol System

ocal Sestem

ol Systam

Figure 1.5: Specifying the credentials of the user using whose privileges the eGurkhaAgent service should
run

4. Finally, click the Apply button in Figure 1.5, and then the OK button to register the
changes.

1.1.4 Enabling Metrics Collection on the Sun Java Web Server

To achieve this, follow the steps given below:

1. Login to the administration console by first accessing the URL: http://<IP/hostname of the
administration server>:<port of administration server>, and providing a valid user ID and
password (see Figure 1.6).
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Figure 1.6: Logging into the administration server

2. Figure 1.7 then appears. Click on the Configurations tab page in Figure 1.7. Figure 1.8 then
appears displaying all the server configurations on the administration server. A
Configuration in Web Server is an entire server configuration. It can have many virtual
servers and many HTTP listeners: a declaration of which IP addresses and ports to use. In
Figure 1.8, click on the configuration which the web server instance you want to monitor
uses.
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Figure 1.8: The Configurations tab displaying all the configurations on the administration server
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3. Doing so brings up Figure 1.9 that displays the details of the configuration that is clicked
on.

h Bt Wew Faotes Took  Hen
O - Q8] @@ Powo e @ 2- 15 @ |JCH

Addeess @] hepw 152, 160 1. 100; S adning Al adminguiser-erC onfigurationeGener sl Teer ver Corfigur stionsGaner ol paneralConfigurstons Tabls, ronfighineshong w

ke

Sun Java” System Web Server

Comgursfions = hong

| s | ATUsOS | AWt Omacn | Purtocs | feous oo | conmesn, | e, | smwy |

hong - Configuration Virtual Servers

VTR 002 SE WAl SEPErS y0us Can Oer cOMans OF indiadess domsin names, P addiesges, and S0me Senel moniloning capabilies with a singie inglaled serar For
wasrs, 15 Almost & ITthey have thalr own el sevars, Though W prowds the Meetwars and basic =eb serer mantenance This page lets you ceale and edt wiual seners
cefined for the selected configuration

Virtu sl Servers (1)
e .
(L1 8] | Mame o L Eep R g oot

0 hong ran nong Jdots

Figure 1.9: The details of the configuration that corresponds to the web server instance to be monitored

4. Click on the General tab page in Figure 1.9. Figure 1.10 will then appear. Click on the
Monitor Settings tab page within the General tab page.
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Figure 1.10: The General tab page

5. This will invoke Figure 1.11. Select the Enabled check box against Statistics collection to
enable metrics collection. Similarly, enable profiling by clicking on the check box against
Profiling. Then, click the Save button in Figure 1.11.

10
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Figure 1.11: The Monitoring Settings tab page

6. Once the settings are saved, a Deployment Pending alert appears as depicted by Figure 1.12.
Click on the Deploy button therein to deploy the new configuration setting.

11
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Figure 1.12: The Deployment Pending alert

7. This will open Figure 1.13, which will prompt you to restart the web server instance that is

affected by the configuration change. With the Now option selected click on the OK button
to restart the web server instance immediately.
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Figure 1.13: Restarting the web server instance

8. Upon successful restart, Figure 1.14 will appear indicating the same. Click on the Close
button to complete the operation.
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Figure 1.14: Finishing the configuration change

1.2 Administering the eG Manager to monitor Sun
Java Web Server

1. Log into the eG administrative interface.

2. eG Enterprise cannot automatically discover Sun Java Web Server. You need to manually
add the server using the Add/Modify Components page (see Figure 1.15) that appears when
the Infrastructure -> Components -> Add/Modify menu sequence is followed. Remember
that components manually added are managed automatically.

14
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COMPONENTS
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External agents

extl

ext2

ext3

Figure 1.15: Adding the Sun Java Web Server

List of unconfigured tests for "Sun Java Web Server’

Performance | 192.168.10.15:80
/S Conn Queues SWS DNS Cache SWS File Cache
Instances s Instances HTTF SW3S Instances Web Applications
WM Keep &lives SW5S Proceszses
SWS Thread Pools SWS HTTRP SWS Web &pplications
Application Process Hardware - ArrayControl Hardware - Drive
Hardware - Fan Hardware - Overview Hardware - Status
Hardware - Temperature Hardware - Voltage Processes

Figure 1.16: List of unconfigured tests for the Sun Java Web Server

3. When you attempt to sign out, a list of unconfigured tests appears (see Figure 1.16). Click
on the SWS Conn Queues test in the list to configure it.
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SWS Conn

HOST

PORT

Queues parameters to be configured for 192.168.10.15:80 (Sun Java Web Server)
192.168.10.15

TEST PERIOD = 5 mins |3

admin

admin.passwd

* ADMINSERVER : 192.168.10.15
ADMINPCORT : 5989

* CONFIG config2

* NODE clusterof2
55L true

* WEBSERVERDIR ¢ |cifsunjavawebserver

Figure 1.17: Configuring SWS Conn Queues test

4. To configure the test, specify the following in Figure 1.17.

>

>
>
>

TEST PERIOD - How often should the test be executed
HOST - The host for which the test is to be configured.
PORT - Refers to the port used by the web server.

USER - Specify the name of the administrator of the administration server to which
the target web server is registered.

PASSWDFILE - The eG agent connects to the administration server to which the target
Sun Java web server is registered to extract the required metrics. To enable the eG
agent to communicate with this administration server, you first need to create a
password file containing the administrator password for accessing the server; this
password file should be created in the install directory of the Sun Java web server.
Specify the name of this file in the PASSWDFILE text box; by default, this is
admin.passwd.

ADMINSERVER - Specify the IP address of the administration server to which the
target web server is registered.

ADMINPORT - Indicate the port at which the administration server listens.

CONFIG - In Web Server 7.0, all configurable elements of a server instance like web
applications, configuration files, and search collection indexes are logically grouped
and termed as a Configuration. To enable the test to locate the web server instance to
be monitored, you need to mention the Configuration that applies to the instance. In the
CONFIG text box therefore, specify the name of the Configuration which the target web
server instance uses.

NODE - Node is a network resource, such as a server or a host. Instance refers to the
environment of a web server daemon on a given node, including its configuration, log
files and other runtime artifacts such as lock databases, caches and temporary files.
To enable the test to identify the exact web server instance to be monitored, you need
to specify the name of the NODE on which the instance executes. The test will thus
monitor only that web server instance that operates on the given NODE and which
uses the specified CONFIG.
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> SSL - Set this flag to Yes if the administration server is SSL-enabled; if not, set it to

No.

> WEBSERVERDIR - Here, specify the Sun Java web server installation directory

5. Then, click the Update button in Figure 1.17. Trying to signout now, will once again invoke
the LIST OF UNCONFIGURED TESTS. This time click on the SWS HTTP test to configure it. Figure
1.18 will then appear.

SWS HTTP parameters to be configured for 192.168.10.15:80 (Sun Java Web Server)
192.168.10.15

TEST PERIOD : 5 mins %
HOST 192.168.10.15
PORT 50
USER admin
PASSWDFILE ¢ |admin.passwd

* ADMINSERWVER : 192.168.10.15
ADMINPCRT 7 898g

* CONFIG config2
551 true

* WEBSERVERDIR 1 |cifsunjavawebserver

Figure 1.18: Configuring SWS HTTP test

6. To configure the test, specify the following in Figure 1.18:

>

>
>
>

TEST PERIOD - How often should the test be executed
HOST - The host for which the test is to be configured.
PORT - Refers to the port used by the web server.

USER - Specify the name of the administrator of the administration server to which
the target web server is registered.

PASSWDFILE - The eG agent connects to the administration server to which the target
Sun Java web server is registered to extract the required metrics. To enable the eG
agent to communicate with this administration server, you first need to create a
password file containing the administrator password for accessing the server; this
password file should be created in the install directory of the Sun Java web server.
Specify the name of this file in the PASSWDFILE text box; by default, this is
admin.passwd.

ADMINSERVER - Specify the IP address of the administration server to which the
target web server is registered.

ADMINPORT - Indicate the port at which the administration server listens.

CONFIG - In Web Server 7.0, all configurable elements of a server instance like web
applications, configuration files, and search collection indexes are logically grouped
and termed as a Configuration. This test will monitor those virtual servers across all
nodes where the configuration specified against CONFIG is deployed. In the CONFIG
text box therefore, specify the name of the Configuration that applies to the virtual
servers of interest to you.
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> SSL - Set this flag to Yes if the administration server is SSL-enabled; if not, set it to
No.

> WEBSERVERDIR - Here, specify the Sun Java web server installation directory

Then, click the Update button in Figure 1.18. Trying to signout now, will once again invoke
the LIST OF UNCONFIGURED TESTS. This time click on the Hardware - Voltage test to configure
it. Figure 1.19 will then appear.

Hardware - Voltage parameters to be configured for 192.168.10.15:80 (Sun Java Web Server)

192.166.10.15

TEST PERIOD 2 5 mins (W
HCST - 192.168.10.15
SNMPPCRT . 161
TIMECUT . 10
SNMPWVERSION : vl W
* SNMPCCMMUNITY - public
| vpdate |

Figure 1.19: Configuring the Hardware Voltage test

To configure the test, specify the following in Figure 1.19:
» TEST PERIOD - How often should the test be executed

> HOST - The host for which the test is to be configured. Ensure that the HOST is SNMP-
enabled.

» SNMPPORT - The port number through which the UPS exposes its SNMP MIB. The
default value is 161.

> SNMPVERSION - By default, the eG agent supports SNMP version 1. Accordingly, the
default selection in the SNMPVERSION list is vl. However, if a different SNMP
framework is in use in your environment, say SNMP v2 or v3, then select the
corresponding option from this list.

» SNMPCOMMUNITY - The SNMP community name that the test uses to communicate
with the UPS. This parameter is specific to SNMP v1 and v2 only. Therefore, if the
SNMPVERSION chosen is v3, then this parameter will not appear.

> USERNAME - This parameter appears only when v3 is selected as the SNMPVERSION.
SNMP version 3 (SNMPv3) is an extensible SNMP Framework which supplements the
SNMPv2 Framework, by additionally supporting message security, access control, and
remote SNMP configuration capabilities. To extract performance statistics from the MIB
using the highly secure SNMP v3 protocol, the eG agent has to be configured with the
required access privileges - in other words, the eG agent should connect to the MIB
using the credentials of a user with access permissions to be MIB. Therefore, specify
the name of such a user against the USERNAME parameter.

» AUTHPASS - Specify the password that corresponds to the above-mentioned
USERNAME. This parameter once again appears only if the SNMPVERSION selected is
v3.

» CONFIRM PASSWORD - Confirm the AUTHPASS by retyping it here.
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>

Y

vV V VYV VY V

AUTHTYPE - This parameter too appears only if v3 is selected as the SNMPVERSION.
From the AUTHTYPE list box, choose the authentication algorithm using which SNMP
v3 converts the specified USERNAME and PASSWORD into a 32-bit format to ensure
security of SNMP transactions. You can choose between the following options:

MD5 — Message Digest Algorithm

SHA - Secure Hash Algorithm

ENCRYPTFLAG - This flag appears only when v3 is selected as the SNMPVERSION. By
default, the eG agent does not encrypt SNMP requests. Accordingly, the
ENCRYPTFLAG is set to NO by default. To ensure that SNMP requests sent by the eG
agent are encrypted, select the YES option.

ENCRYPTTYPE - If the ENCRYPTFLAG is set to YES, then you will have to mention the
encryption type by selecting an option from the ENCRYPTTYPE list. SNMP v3 supports
the following encryption types:

DES - Data Encryption Standard

AES - Advanced Encryption Standard

ENCRYPTPASSWORD - Specify the encryption password here.

CONFIRM PASSWORD - Confirm the encryption password by retyping it here.

TIMEOUT - Specify the duration (in seconds) within which the SNMP query executed by
this test should time out in the TIMEOUT text box. The default is 10 seconds.

9. Finally, click the Update button in Figure 1.19 to save the changes. If you now try to sign
out, you will be prompted to configure the Application Process test.

HOST

PORT

USEPS

Application Process parameters to be configured for 192.168.10.15:80 (Sun Java Web Server)

192.168.10.15

TEST PERIOD o [smins |

192.168.10.15

80

Faxprl:Fexpr2

* PROCESS : View

" Yes {* No

CORRECT 5 (" Yes 1+ No

Figure 1.20: Configuring the Application Process test

10. To configure the test, specify the following in Figure 1.20.

>

>
>
>

TEST PERIOD - How often should the test be executed
HOST - The host for which the test is to be configured
PORT - The port to which the specified HOST listens

PROCESS - In the PROCESS text box, enter a comma separated list of names:pattern
pairs which identify the process(es) associated with the server being considered.
processName is a string that will be used for display purposes only. processPattern is
an expression of the form - *expr* or expr or *expr or expr* or *exprl*expr2*... or
exprl*expr2, etc. A leading '*' signifies any number of leading characters, while a
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trailing '*' signifies any number of trailing characters. For example, in a Citrix
environment, a process called cmstart.exe is part of the Citrix login process. When
logins are working well, there will be very few cmstart.exe processes running on a
server. However, when users experience slow logins or have difficulty in launching
applications on a Citrix Presentation Server, many cmstart.exe processes are
observed. This process hence requires monitoring. Similarly, users might also want to
be alerted if any instance of the dreaded virus drwatson.exe is executing on the
system. Therefore, the PROCESS configuration in this case will be:
Citrixstartprocess: *cmstart*,Virus: *drwatson*. Other special characters such as
slashes (\) can also be used while defining the process pattern. Typically, slashes (\)
are used when the configured process pattern includes the full directory path to the
process to be monitored.

To determine the process pattern to use for your application, on Windows
environments, look for the process name(s) in the Task Manager -> Processes
selection. To determine the process pattern to use on Unix environments, use the ps
command (e.g., the command "ps -e -o pid,args" can be used to determine the
processes running on the target system; from this, choose the processes of interest to
you).

Also, note that the PROCESS parameter is case-sensitive in Unix environments.

» CORRECT - Increased uptime and lower mean time to repair are critical to ensuring
that IT infrastructures deliver a high quality of service to users. Towards this end, the
eG Enterprise suite embeds an optional auto-correction capability that enables eG
agents to automatically correct problems in the environment, as soon as they occur.
With this capability, as and when an abnormal situation is detected, an eG agent can
initiate corrective actions automatically to resolve the problem. Automatic correction
without the need for manual intervention by IT operations staff reduces service
downtime and improves operational efficiency. By default, the auto-correction
capability is available in the eG Enterprise suite for the Number of processes running
measure of Processes test, and the Service availability measure of the
WindowsServices test. You can enable this capability for the ApplicationProcess test, to
correct a problem condition pertaining to a particular measure reported by that test.
To enable the auto-correction capability for the ApplicationProcess test, first, select the
TRUE option against the CORRECT parameter in this page (by default, FALSE will be
selected here).

» ALARMTYPE - Upon selecting the true option, three new parameters, namely,
ALARMTYPE, USERPARAMS, and CORRECTIVESCRIPT will appear. You can set the
corrective script to execute when a specific type of alarm is generated, by selecting an
option from the ALARMTYPE list box. For example, if the Critical option is chosen from
the ALARMTYPE list box, then the corrective script will run only when a critical alarm
for the ApplicationProcess test is generated. Similarly, if the Critical/Major option is
chosen, then the corrective script will execute only when the eG Enterprise system
generates critical or major alarms for the ApplicationProcess test. In order to ensure
that the corrective script executes regardless of the alarm type, select the
Critical/Major/Minor option.

» USERPARAMS - The user-defined parameters that are to be passed to the corrective
script are specified in the USERPARAMS text box. One of the following formats can be
applied to the USERPARAMS specification:

o exec@processName:command: In this specification, processName is the display
name of the process pattern specified against the PROCESS parameter, and
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command is the command to be executed by the default script when the there is
a problem condition pertaining to the processName.

o command: In this specification, command signifies the command to be executed
when there is a problem condition pertaining to any of configured processes.
Such a format best suits situations where only a single process has been
configured for monitoring, or, a single command is capable of starting all the
configured processes.

Note:

1. The USERPARAMS specification should be placed within double quotes if this
value includes one or more blank spaces.

2. Note that if a processName configured in the PROCESS parameter does not
have a corresponding entry in USERPARAMS (as discussed in format 1), then
the auto-correction capability will not be enabled for these processes.

» CORRECTIVESCRIPT - Administrators will have to build the auto-correction capability
for this test to address probable issues with it, by writing their own corrective script.
To know how to create custom auto-correction scripts, refer to the eG User Manual.
The full path to the corrective script should be specified here.

> USEPS - This flag is applicable only for AIX LPARs. By default, on AIX LPARs, this test uses
the tprof command to compute CPU usage of the processes on the LPARs. Accordingly,
the USEPS flag is set to No by default. On some AIX LPARs however, the tprof
command may not function properly (this is an AIX issue). While monitoring such AIX
LPARs therefore, you can configure the test to use the ps command instead for metrics
collection. To do so, set the USEPS flag to Yes.

Note:

Alternatively, you can set the AlXusePS flag in the [AGENT_SETTINGS] section of the
eg_tests.ini file (in the <EG_INSTALL_DIR>\manager\config directory) to yes (default: no) to
enable the eG agent to use the ps command for CPU usage computations on AIX
LPARs. If this global flag and the USEPS flag for a specific component are both set to
no, then the test will use the default tprof command to compute CPU usage of
processes executing on AIX LPARs. If either of these flags is set to yes, then the ps
command will perform the CPU usage computations for such processes.

In some high-security environments, the tprof command may require some special
privileges to execute on an AIX LPAR (eg., sudo may need to be used to run tprof). In
such cases, you can prefix the tprof command with another command (like sudo) or the
full path to a script that grants the required privileges to tprof. To achieve this, edit the
eg_tests.ini file (in the <EG_INSTALL_DIR>\manager\config directory), and provide the prefix
of your choice against the AixTprofPrefix parameter in the [AGENT_SETTINGS] section.
Finally, save the file. For instance, if you set the AixTprofPrefix parameter to sudo, then
the eG agent will call the tprof command as sudo tprof.

11. Now, when you try to sign out, it will prompt you to configure the Processes test.

12. Click on the test name in this page to configure it. While configuring, remember to provide
the PROCESSPATTERN.
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=

Refer Refer to Configuring and Monitoring Web Severs document for details on configuring the

Processes test and specifying the PROCESSPATTERN.

13. After configuring, sign out of the administrative interface.

1.3  Monitoring the Sun Java Web Server

To monitor the Sun Java Web Server, do the following:
1. Login as a monitor / supermonitor user.

2. Click on the Components option in the menu bar, and select the Servers option from the
components menu.

3. From the component list page, click on the Sun Java Web Server for which you wish to
view measurements.
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Conclusion

This document has described in detail the steps for configuring and monitoring the Sun Java
Web Server. For details of how to administer and use the eG Enterprise suite of products, refer
to the user manuals.

We will be adding new measurement capabilities into the future versions of the eG Enterprise
suite. If you can identify new capabilities that you would like us to incorporate in the eG
Enterprise suite of products, please contact support@eginnovations.com. We look forward to
your support and cooperation. Any feedback regarding this manual or any other aspects of the
eG Enterprise suite can be forwarded to feedback@eginnovations.com.
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