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1. Introduction

Congratulations on your purchase of this Super G™ Wireless Access Point. The Access
Point features five operating modes. The Access Point mode connects your wireless
clients with the wired part of your network. The AP client mode acts as a wireless
network adapter for your PC or game console. The AP Repeater mode extends the
range of your access point/wireless router by repeating the signal to wireless clients that
are beyond the broadcasting range of the access point/wireless router. This provides
the wireless clients with greater flexibility and mobility. The WDS bridges the network
clients from various physically separate LANs into one virtual LAN. Finally, the WDS
with AP bridges separate LANSs into a virtual LAN while allowing wireless clients to
connect with the device.

The Access Point is compatible with existing 802.11b and 802.11g network devices so it
will work with most existing wireless devices. If you have other Super G™ compatible
wireless network device, you can also enable Super G™ on the Access Point for faster
transfer rate.*

Instructions for installing and configuring this product can be found in this manual.

Before you install and use this product, please read this manual carefully for proper
operation of this product.

Package Contents

Before you begin the installation, please check the items of your package:

Super G™ Wireless Access Point
Power Adapter

RJ-45 Network Cable

Antenna

Quick Installation Guide

Manual CD

If any item contained is damaged or missing, please contact your local dealer
immediately. Also, keep the box and packaging materials in case you need to ship the
unit in the future.



2. Getting Started

Please refer to the following diagrams to determine which operating mode you should
use for your network.
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If you want to use the AP431W as an Access Point with minimal configuration, just
connect it to your existing router or switch with a Cat. 5 network cable and then power it
on. The Access Point is ready to use with its default settings:

SSID: default
Channel: 6
Encryption: disabled

If you want to configure the Access Point’s settings or set it to other operating modes,
please follow the rest of this guide.



Step 1 Connect one end of a network cable to the Network port of the Access Point
and connect the other end to one of the LAN ports of the router (See the diagram
below).

Step 2 Power on the Access Point by connecting one end of the supplied power
adapter to the power jack of the Access Point and connecting the other end to an
electrical outlet.

Step 3 Verify that all three lights on the Access Point are lit. If not, verify that all the
connections are secure and try again.

S _L___ Router
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Access Point




3. Gathering Information

Step 1 From a computer connected to the router with a cable, go to Start, Run, type
command (for Windows 95/98/ME) or cmd (for Windows 2000/XP) and click OK.

Step 2 Type ipconfig and press Enter. Your network settings will be displayed.

o¢ C:\WINDOWS\system32\cmd.exe HEE
B

Microsoft Windows XP [Uersion 5.1.26881
{C> Copyright 1985-2801 Microsoft Corp.

IC:~Documents and Settings“Administrator>ipconfig

Mindows IP Configuration

Ethernet adapter Local Area Connection:

Connerc tinn_cnecific H

IP Address. . - - - = « - - - - - = 192.168.1.188
Subnet Mask @ 255.255.255.8
Default Gateway : 192.168.1.1

C:~Documents and Settings“Administrator>

Step 3 Write down the values for the IP Address, Subnet Mask, and Default Gateway
on a piece of paper.

Step 4 If you want to set the AP431W to a mode other than an Access Point, write
down the following values for your existing wireless router or AP:

1. SSID (Network Name)
2. Channel Number
3. Wireless Security Settings

The AP431W needs to use the same wireless settings in order for it to work properly.
You may gather this information from the web configuration utility of your wireless router.

Step 5 Refer to the IP Address you've written down from Step 3.

If the first three numbers of your IP Address are 192.168.1, then you do not need to
configure your computer’s IP Address. Please continue to Section 5, Using Web
Configuration Utility.

If the first three numbers of your IP Address are not 192.168.1, (Ex. 192.168.2), then
please refer to the next section for instructions on how to change the IP Address of the
Access Point.



4. Configuring Network Address

This section describes how to change your computer’s IP Address to access the Access
Point’s Web Configuration Utility and then to change the Access Point’s IP Address to
match your existing Network Address.

Step 1 Go to Start > Settings > Control Panel > Network and Internet Connections.
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Step 2 Select Network Connections.

# Network and Internet Connections

Fie Edit View Favortes Tooks Help

Qosk - ) [T Do vk | [+

ress | [ Network and Internet C:

Network and Internet Connections.
See Also

& My Hetwork Places

(b Printers and Other Pick a task...

Hardware
@ Remote Deskiop

R Phone and Modem Options Bliact o crchanae yours

Troubleshaoters A28 [3] Set up or change your home or small office network
[2) Home or Small office:
Networking

iy or pick a Control Panel icon

[2) metwork Diagrostics

" . . !
v Internet Options }3 Network Connections
-




Step 3 Right-click on Local Area Connection and select Properties.

" Network Connections |Z| ‘E‘ rzl
i

File Edit ‘%iew Favorites Tools Advanced Help

Q= - O F ;?seamh [ Foders | |5 (3 X ) -

Address @ Mebwork Cannections W ‘ &3
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Network Tasks
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@ Chanoe Windows Repair
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Bridge Connections
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Rename
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Other Places

B Contral Panel =5
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Step 4 Select Internet Protocol (TCP/IP) and click on Properties.

-+ Local Area Connection Properties

General | Authentication | Advanced |

Connect uzing:

B& V4 Compatable Fast Ethernet Adapte

Thiz connection uzes the following items;

i |nternet Protocal [TCPAAR)

Irztall... [Irinztall

Drescription

Tranzmizzion Control Protocal/lnternet Protocol. The default
wide area network, protocol that provides communication
acrosz diverse interconnected network s,

[1 5how icon in notification area when connected
Matify me when this connection has limited or fo connectivity

[ OF. ] [ Cancel




Step 5 Select Use the following IP address and enter the following:

IP Address: 192.168.1.101
Subnet Mask 255.255.255.0

Internet Protocol (TCP/IP) Properties

General |

You can get |P settings assigned automatically if your network supports
this capability. Otherwize, you need to ask vour network. administrator for
the appropriate [P settings.

(7) Obtain an IP address autamatically
() Usze the fallowing P address:

IP address: 192 168 . 1 .1

Subnet mask: 250 255 2860 0

Obtain DMS server address auto [y

(%) Usze the fallowing DNS server addresses:

Preferred DMS zerver: l:l
Alternate DNS server: l:l

[ QK H Cancel ]

Click OK when done.

Step 6 Click Close.

- Local Area Connection Properties

General |Authentication Advanced

Connect uzing:

‘ BS VIA Compatable Fast Ethemnet Adapte

This connection uges the following items:

Intemet Protocol [TCP

Inztall... Urinztall Fropertiez

[rezcription

Tranzmizszion Control Protocol/ nternet Pratocol. The default
wide area network protocol that pravides communication
acnoss diverse interconnected netwarks.

[ Showy icon in notification area when connected
Huotify me when this connection has limited or o connectivity




Step 7 Open your web browser (Internet Explorer or Netscape) and enter
192.168.1.250 in the Address Bar and press Enter.

File Edit \View Faworites

o </ |ﬂ

Address 192,158,1,250

Step 8 Enter admin for both the User name and Password and click OK.

Connect to 192.168.1.250 7| x|
'Iﬂlll ?:l_"--.

The server 192,168.1.250 at AP431%W requires a username
and password,

Wearning: This server is requesting that wour username and
password be senk in an insecure manner (basic authentication
without a secure connection),

User narme: 7 admin j

Password: senes

[~ Remember my password

(8] 4 Cancel
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Step 9 Refer to the Network Settings you've written down from the previous section and
change the first three numbers of the IP Address to match your local network address.

For example: If your computer’s IP Address is 192.168.2.100, change the first three
numbers to 192.168.2 as well but leave the last number 250 alone.

\WINDOWS\system32\cmd.exe

S Camdab 1985 2081 Wisrecais Comn. IP Address of Access Point

C:\Documents and Settings“Administrator>ipconfig LAN MAC Address: 00-17-9:

Windows IP Configuration

uration Type: [ Static (Manual) 7]

Ethernet adapter Local Area Connection:

Connection—swnecific NNS Suffix - address: |192,1EE.2.25E} Thisis

IP Addyess. . . . . . . . . . . . 192.168.2.188
s=ubnet Mask . . . . . | . . . « .« = Z00.d02.L00.H

Default Gateway . . . | . . . . . = 192.168.2.1 ubnet Mask: 955 955 255 0 Defaul

C:“Documents and Settings“Admir istrator>
Gateway: |192.1EE.2.1 is sear

IP Address of Computer

Step 10 Enter the Subnet Mask and Gateway fields with exactly the same values as
you got from running ipconfig.

AWINDOWS\system32\cmd.exe

Microsoft Windows XP [Uersion 5.1.2668081
(C>» Copyright 1985%-20P1 Microsoft Corp. MAC Address: 00-17:9¢

Windows IP Configuration |SE“C(MEHUEU 2
thernet adapter Local Area Connection: | i hngESEQED This is

Connection—specific DMNS Suffix . =

IP_Address = 192 168 2 10AA J : |255.255.255.U Defaul
Subnet Mask = 255.255.255.8 :
Default Gateway T 192.168.2.1

C:“\Documents and Settings“\Administrator> e - hQQJEMEJ 1% Sseel

iC:“Documents and Settings“Administratorripconfig

Step 11 Click Apply to save the changes.

are Version: AP431W.v100.r541.t579-51

Apply || Cancel | Helpl
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Step 12 Return to Internet Protocol (TCP/IP) Properties and select Obtain an IP
address automatically and Obtain DNS server address automatically and click OK.

Internet Protocol (TCP/IP) Properties

General | Altermate Configuration

You can get |P settings assigned automatically if vour network supparts
thiz capability. Otherwize, you need to azk vour network, administrator for
the appropriate [P settings.

I (=) Obtain an IF address autamatically I

(" Use the follawing IP address:

I (&) Obtain DMNS server address autamatically I
(") Use the follawing DNS server addresses:

]
]

[ ak ]l Cancel ]

Step 13 Click Close.

— Local Area Connection Properties

General | Authentication | Advanced

Connect using:

E& 1A Compatable Fast Ethernet Adapte

Thiz connection uzes the follwing items;

Internet Protocol [TCPAP]

Install... Urirztal Froperties

Dezcrption

Tranzmiszion Contral Protocol/ntermet Protocol. The default
wide area network, protocol that provides communication
acrosz diverse interconnected networks.

[15kow icon in notification area when connected
Matify me when this connection has imited or no connectivi

Cloze Cancel
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Step 14 At the Command Prompt, type ipconfig /release and press Enter. You should
see all 0’s as shown below.

WINDOWS\system32\cmd.exe

osoft Windows XP [Uersion 5.1.26081
(C) Copyright 1985-2881 Microsoft Corp

IC:~Documents and Settings“Administrator‘*ipconfig srelease

Mindows IP Configuration

Ethernet adapter Local Area Connection:

DME_C.
IP Address. . .

Subnet Mask . .
Default Gateway .

C:“Documents and Settings“Administrator>

Step 15 Type ipconfig /renew and press Enter. You should receive a valid IP address
as shown below.

WINDOWS\system32\cmd.exe

Microzoft Windows HP [Uersion 5.1.2608681
{C> Copyright 1985-2881 Microsoft Corp.

IC:“\Documents and Settings“AdministratorPipconfig Arenew

Mindows IP Configuration

Ethernet adapter Local Area Connection:

Connactinn=cpacific TS Cuffiv
IP Address. 192.168.2.1681
Subnet Mask . . . . - 255.255.255.08

Default Gateway . . . 192.168.2.1
C:“Documents and Settings“Administrator>

Step 16 Type ping 192.168.2.250 and press Enter. You should receive four Reply from
messages as shown below.

WINDOWS\system32\cmd. exe

Microsoft Windows HP [Version 5.1.2608@1
{C> Copyright 1985-2001 Microsoft Corp.

IC:xDocuments and Settings“Administrator’ping 192.168.2.258
Pinging 192.168.2.2508 with 32 hytes of data:

Reply from 192.168.2.25 bytes=32 time{ims TTL=255

Reply from 192.168.2.25 2 time=35%ms TTL=255

Reply from 192 _168.2_25 te 2 time=1ims TTL=255
Reply from 192.168.2.258: hyteg—32 time=58ms TTL=255

Ping statistics for 192.168.2.250:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss>.
fpproximate round trip times in milli-seconds:

Hinimum = Bms,. Maximum = 58ms,. Average = 23ms

IC:~Documents and Settings“Administrator>

13



5. Using Web Configuration Utility

You can use the Access Point’s built-in Web Configuration Utility to configure the
encryption settings and operating modes. This section describes how to configure the
Access Point’s wireless and security settings.

Step 1 Open your Web Browser (Internet Explorer or Netscape), enter the IP Address
of the Access Point (default: 192.168.1.250) in the address bar and press Enter.

File Edit ‘iew Favorites

. 7 \ﬂ

Address 192,1658.1.250

Note: If you have changed the IP Address of the Access Point, as described in the
previous section, enter its new IP Address instead of the default.

Step 2 Enter admin for both the User name and Password and click OK.

Connect to 192.168.1.250 7| x|
=

Y

The server 192,168.1.250 at AP431%W requires a username
and password,

Wearning: This server is requesting that wour username and
password be senk in an insecure manner (basic authentication
without a secure connection),

User name: 7 admin j

Password: senes

[~ Remember my password

(8] 4 Cancel




Step 3 At the Wireless section, enter the SSID (Network Name) for your wireless
network and select a channel number.

MAC Address: 00:17:9a:b7:29:2b
Super G Mode [Disable -
SSID: [default
SSID Broadcast  [Enable |
Channel: |S_;l " Auto Channel Scan

Step 4 You may enable encryption (authentication) for your wireless network for
security purpose, or to match the encryption settings of your existing Access Point.
Select an encryption mode from the Authentication drop-down list.

For more detailed information, please go to Page 24, Wireless Encryption Settings.

less MAC Address: 00:17:9ab7:29:2b

Super G Mode [ Disable -

S3ID: |defau|t

S5ID Broadcast: IEnabIe -I

Channel: 6 x| ™ Auto Channel Scan

Transmissian Rates:|Auto -|

Authentication: [Open System -
T

Encryption: @ Disg|Shared Key
Open System/Shared Key
WPA-EAP

KEY Type: IHE;’( -JWP:"—\-PSK |E4 Bits vI
WPAZ-EAP

Valid Key: |First |[WPAZ-PSK

WPA-Auto-EAP
: WPA-Auto-PSK
First Key: [seseslaaaz

Second Key/|

Third Key: |

Fourth Key: |

Version: AP431W.v100.r541.t579-51

15



WEP (Wired Equivalent Privacy)
Step 4a WEP is a basic encryption type for wireless network.

Open System and disabling encryption implies no encryption
Open System and enabling encryption implies WEP open system mode
Shared Key and enabling encryption implies WEP shared key mode

Open System/Shared Key and enabling encryption implies WEP auto switch
mode

less MAC Address: 00:17:9a:b7:29:2b
Super G Mode [ Disable -
SsID: |default
SSID Broadcast  [Enable -
Channel: |S_;[ " Auto Channel Scan
Transmission Rates:m
Authentication: Open System j

Encryption: & Difa|=hared Key
Open System/Shared Key

WEAEAD
Key Type:  [HEX Elwpapsk e
WPAZEAP
Walid Key: |First WPAZ-PSK
! WPA-Auto-EAP

WPRPA-Auto-PSK I
First Key: Ioooooooooo

Second Key/|

Third Key: |

Fourth Key' |

Version: AP431W.v100.r541.t579-51

16



Step 4b Enable Encryption, select the same Key Type and Key Size (64-Bits / 128-
Bits / 152 Bits) from the drop-down menus, as the WEP settings in your wireless
network.

less MAC Address: 00:17:9a:b7:29:2b
Super G Mode | Disable o
SsiD: |defautt
SSID Broadcast  [Enable 1]
Channel: IS_;I 7T Auto Channel Scan
Transmission Rates:m
Authentication® [ Shared Key B
Encryption. @ Disable & Enable |
Key Type:  [HEx KeySizee  [64Bis [
Valid Key: [First 5
FirstKey: [eeosessces
Second Key]
Third Key: |
Fourth Key: |

Step 4c Enter the same key (password) of your wireless network in the First Key field
and click Apply.

Valid Key: [Fist ]
First Key: [esesssccse
Second Key|
Third Key: |
Fourth Key: |
Version: AP431W.v100.r541.t579-51
ropy | corc | v

17




WPA-EAP

Step 4d If your network uses a Radius Server, select WPA-EAP from the drop-down
menu and enter all the applicable fields. Click Apply and proceed to.

less

Version:

MAC Address: 00:17:9a:b7:29:2b

Super G Mode | Disable B
SsSID: [default

SSID Broadcast  [Enable 7]

Channel: 6 x| I Auto Channel Scan
Transmission Rates:m

Authentication: [wPa-EAP =l

Cipher Type: |AUTO -I Group Key Update Interval: |1SDD

RADIUS Server |

RADIUS Port |1812

RADIUS Secret |

AP431W.v100.r541.t579-51

@ Cancel | Help |

18



WPA-PSK (WiFi Protected Access-Pre Shared Key)

Step 4e WPA-PSK and WPA-2PSK are more secured than WEP and highly
recommended. Select WPA-PSK from the drop-down menu and enter the key value in
the PassPhrase. Click Apply.

ireless MAC Address: 00:17:9a:b7:29:2b
Super G Mode [ Disable I
S8ID: [defautt
SSID Broadcast:  [Enable 5]
Channel: |E_;, [T Auto Channel Scan
Transmission Rateszm
Authentication: [wPa-PsK E I
Cipher Type:m Group Key Update Interval: W
PassPhrase |

re Version: AP431W.v100.r541.t579-51

I Apply |I Cancel | Helpl

Step 5 For best result, place the Access Point at a central location where it is
accessible to all the wireless computers.

6. Connecting to the Access Point

Once you have properly configured the Access Point, your wireless computers should
be able to detect its signal.

Use your wireless network adapter’s utility to detect and connect to the Access Point.
You can identify the Access Point by its MAC Address, which is displayed in the BSSID
field of your wireless network adapter’s utility.

You can check the Access Point's MAC Address on its bottom label.

If the signal is wealk, try reorienting the Access Point’'s antenna or relocate the Access
Point to a different place.

19



7. Web Configuration Utility

The Access Point comes with a built-in Web Configuration Utility that allows you to
easily configure its various features. This section describes how to use the Web
Configuration Utility.

7.1 Primary Setup

Step 1 Open your Web Browser (Internet Explorer or Netscape), enter the default IP
Address of the Access Point 192.168.1.250 in the Address Bar and press Enter.

File Edit ‘iew Fawvorites

. 2, \ﬂ

address 192.168,1.250

Note: If you have changed the IP Address of the Access Point, enter its new IP Address
instead of the default.

Step 2 Enter admin for both the User name and Password fields and click OK.

Connect to 192.168.1.250 EE3

The server 192,163,1.250 at AP431% requires a username
and password,

Warning: This server is requesting that yaur username and

password be sent in an insecure manner (basic authentication
withouk a secure canneckion).

Lsetr name: I ﬂ admin j

Password: | sesesl

[ Remember my password

(8] 4 Cancel

The Primary Setup page is the main screen for configuring the Access Point.

20



You can configure its IP Address and Wireless settings from this page.

. — Su;m G;: =
J iretess ACCess Foin
74 h

=

"‘ﬂ Frimary. | vy el oGl

netwarkingsalutiong

Setup

This section contains the primary configuration for the Access Point. You
should be able to customize easily the Ethernet and Wireless interface in
this section. Remember to press Apply for finalizing your
configuration.

MAC Address: 00:17:9a:b7:29:2b

Static (Manual)

192.168.1.250 This is the IP address, Subnet Mask and
m Default Gateway of the Access Point as it

|192.‘|53.‘|.1 is seen by your local network.
|Nor1h USA 9'[

MAC Address: 00:17:9a:b7:29:2b

Super G Mode [Disable I
SSiD: [defaut

SSID Broadcast  [Enable &

Channel: [6 2] r Auto Channel Scan

Transmission R&YeS:l Auto -I

Authentication: | Open System E

Encryption: @ Disable ¢ Enable

Key Type: [HEX 1 KeySize  [6:65 H
validKey: [Fist [

First Key: looooolcoca

Second Key|

Third Key: |

Fourth Key: |

AP431W.v100.r541.t579-51

.App!yl Cancel | Help]
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LAN

ay:

MAC Address: 00:17:9a:b7:29:2b

|Static (Manual) j

[192.168.2.250

|255.255.255.0

[192.188.2.1

This is the IP address, Subnet Mask and
Default Gateway of the Access Point as it

is seen by your local network.

MAC Address: Displays the Access Point's MAC Address.

Configuration Type: If you want the Access Point to obtain an IP address
automatically from a DHCP server, then select Dynamic (DHCP). If you will assign the
Access Point a static IP address, then select Static (Manual) and enter an IP Address,
Subnet Mask, and Default Gateway address in the corresponding fields.

Note: It is recommended that you assign a static IP Address for the Access Point so
you can access its web configuration utility with ease.

Wireless

less

MAC Address: 00:17:9a:b7:29:2b

Super G Mode | Disable =l
SSID: |default
SSID Broadcast:  [Enable o]

Channel:

Transmission Rates:|Auto -|

Authentication: | Open System =l

Encryption: @ Disable ¢ Enable

]HEX v|
Valid Key: ]First -I

Key Type: Key Size:

|5 'I " Auto Channel Scan

I.O!....Q!Q

First Key:

Second Key|

Third Key: |

Fourth Key |

22
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Super G Mode: Choose from Disable, Super G™ without Turbo or Super G™ with
Dynamic Turbo as the wireless mode that your wireless network is using. Disable
implies using 11b/11g.

SSID: The SSID is the network hame shared among all devices in a wireless network. It
must be identical for all devices in the wireless network.

SSID Broadcast: To broadcast the Access Point's SSID, select Enable. When wireless
clients survey the local area for wireless networks to associate with, they will pick up the
SSID broadcast by the Access Point. If you do not want to broadcast the Access Point's
SSID, then select Disable.

Channel: Select the appropriate channel (1 to 11) from the list provided to correspond
with your network settings, All devices in your wireless network must use the same
channel in order to function correctly. Enable Auto Channel Scan allows the Access
Point to automatically scan for a clear channel.

Note: If you enable Auto Channel Scan, then you cannot specify a channel setting.

Transmission Rates: The default setting is Auto. The range is different according to
the Wireless Mode you select.

You can select a range of transmission speeds, or you can keep the default setting-
Auto to have the Access Point automatically uses the fastest possible data rate. Auto-
Fallback will negotiate the best possible connection speed between the Access Point
and a wireless client.

Authentication: Select the proper authentication for the encryption of your network.
Encryption: Choose Enable to select your security type, or the default setting Disable

to connect with better performance. Disabling security setting will make your network
more vulnerable to intrusion.

23



Wireless Encryption Settings

WEP

Wired Equivalent Privacy (WEP) is an encryption method used to protect your data
during wireless communications. These settings must be identical to your existing
wireless network’s WEP settings. If your network supports WPA or WPA-PSK security,
it is recommended that you use those encryptions for better security.

Authentication: [Shared Key |

Encryption: ¢ Disable & Enable

Key Type: [HEX 3] KeySize:  [64Bis 5
Valid Key: [Fist =]

First Key: [sssesscess

Second Key/|

Third Key: |

Fourth Key: |

Authentication Type: Choose between Open System or Shared Key.
Encryption: Choose Disable or Enable.

Key Type: Choose HEX or ASCII

Key Size: Choose between 64-bit, 128-bit and 152-bit encryption.
Valid Key: Select a key to be the active key.

Key 1 — 4: Manually assign a passphrase for each key.

If you selected HEX and 64 bits encryption, enter 10 HEX characters.

If you selected HEX and 128 bits encryption, enter 26 HEX characters.

If you selected HEX and 152 bits encryption, enter 32 HEX characters.

If you selected ASCII and 64 bits encryption, enter 5 ASCII characters.

If you selected ASCII and 128 bits encryption, enter 13 ASCII characters.
If you selected ASCII and 152 bits encryption, enter 16 ASCII characters.

Note: HEX number is a number from 0 to 9 and a letter from A to F. ASCII is any
alphanumeric character.

Click Apply to save the changes.
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WPA-EAP

If your network uses a RADIUS server for authentication, you may select WPA-EAP as
your encryption setting.

Authentication: [wPA-EAP E
Cipher Type:  [AUTOH] Group Key Update Interval: [1800
RADIUS Server |

RADIUS Port I‘IB‘|2

RADIUS Secret |

re Version: AP431W.v100.r541.t579-51

| Applyl Cancel | Helpl

Authentication Type: Choose between WPA-EAP.
Cipher Type: Select the WPA Algorithm (AUTO, AES or TKIP) that your network uses.

Group Key Update Interval: Enter the key renewal time in seconds. Default is 1800
seconds.

RADIUS Server: Enter the IP Address of your RADIUS server.
RADIUS Port: Enter the Authentication Port number of your RADIUS server.
RADIUS Secret: Enter the Shared Key for your RADUS server.

Click Apply to save the changes.
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WPA-PSK / WPA2-PSK

WPA-PSK and WPA-2PSK are more secured than WEP and highly recommended.
Select WPA-PSK or WPA2-PSK from the drop-down menu and enter the key value in
the PassPhrase. Click Apply.

Authentication: | WPA-PSK -]
Cipher Type AUTO ] Group Key Update Interval- [1800
PassPhrase |

re Version: AP431W.v100.r541.t579-51

| Cancel | Helpl

Authentication Type: Choose between WPA-PSK.

Cipher Type: Select the WPA Algorithm (AUTO, AES or TKIP) that your network uses.

Group Key Update Interval: Enter the desired key renewal time in seconds. Default is
1800 seconds.

PassPhrase: Enter a password for your wireless network. The key should be 8 ~ 63
characters in alphanumeric.

Note that these settings must be exactly the same as your access point/wireless router.

Click Apply to save the changes.
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7.2 System

The System page allows you to change the Access Point’s login password as well as
other administrative functions.

g SuPer G
7 } Wireless Access Point

74

JHiR e

netwarkingsolutions

This section contains the It is strongly recommended to change the default
m passwaord for your Access Point in order to avoid any security risks. In this
secfion you can also upgrade the firmware.

sword: (Enter New Password)
(Re-enter to Confirm)

Factory Defaults: © YES & NO

Mote: If YES, all setting will be restored as factory defaults

Applyl Cancel ] Help]

- Browse.. | Restore Setting
R e tiing: Backup Setting ]
Mote: Click on "Backup Setting” to create and save the setting on your local
hard drive.

Click on "Restore Setting” to load the setting profile from your hard drive.

e Upgrade: Current Version: AP431W.v100.r541 1579-51

J Browse... | Firmware Upgrade |

AP Password: Enter the new login password and re-enter to confirm the new password.
This is the password used for logging into the Access Point’s Web Configuration Utility.

Restore Factory Defaults: Select Yes and click Apply to reset all of the settings to
factory default.

Backup/Restore Setting: Click on the Backup Setting button to save your settings as

a file in your PC. Later when you want to restore the settings, just Browse for the
previously saved file and click on the Restore Setting button.
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Firmware Upgrade: Click on the Firmware Upgrade button to update the firmware.
You can download the updated firmware from our web site at www.airlink101.com

Step 1 Unzip the new firmware.

Step 2 Click on Browse to locate the new firmware and click on Firmware Upgrade to

change the AP firmware.

re Upgrade: Current Version: AP431Wv100.r541 t579-51

J

Browse... |

Firmware Upgrade

Warning: Upgrading firmware may take a few minutes, please don’t turn off the power

or press the reset button.
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7.3 Operating Mode

The Operating Mode page allows you to select different functions according to your
needs.

SUPER G~
l Wireless Access Point

;él‘ﬁiu'!-‘@

netwoarkingsolutions

-‘ !Iili “-m Operating Advanced ﬁf‘ “m-
HSelyn L 4 M[:dg oillro 1 2SS, Sralus,

g Mode In this section you can change the operating mode of the 802.11g AP.

ting Mode | [ vl
WDS with AP
WDS

AP Repeater
AP Client
Appiy——Semes! | Help |

Access Point: This mode allows your wireless computers to connect to your wired
network. (Default mode)

AP Client

The AP Client mode converts the Access Point to a wireless network adapter, allowing
the network device such as your computer or game console to become a wireless client.

Step 1 Select AP Client and enter the MAC address of the remote AP or click on the
Scan button for any available wireless network.

Step 2 Select the desired wireless network from the list.

Step 3 Click Apply to save the changes.
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SUPER G~
Wireless Access Point

/i

_m" 1 5)\"'&.} . ..‘..;.' v e — ap;ggéng

netwarkingsolutians

In this section you can change the operating mode of the 802.11g AP.

Remote AP MAC Address

55D [default

Type CH Signal BSSID Security SSID
[c]apBss| 10 [ 100% [oono7erssser | wep || 2wiRE217
F‘AP BSS ’T| 100% |[00:09:5b:0d 1066 | WPA-PEK [TemporarilDown

| Cancel He!pl

Step 4 Once the Access Point has restarted, you may disconnect it from the wireless
router and connect it to the Ethernet port of your computer or game console, and reboot
the Access Point.

AP Client

— f Access Point

'{"ame Consale

Perfect for connecting Ethernet-
ready game consoles to your
wireless network.

AP Repeater

The AP Repeater mode converts the Access Point to a wireless repeater. By extending
the wireless signal of the source AP/wireless router, the wireless coverage is expanded.

Step 1 Select AP Repeater and enter the MAC address or use the Scan button to
search for the remote AP (source AP/wireless router). Click Apply to save the changes.
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SuPEr G~
Wireless Access Point

1<
y Brimrary Operating NS T i
& .. etun L Sistem. | Mode % areo Yireless, m— faliis

g Mode In this section you can change the operating mode of the 802 11g AP.

1373 o
-_ g Mode IAP Repeater =
Remote AP MAC Address
SSID |defauh
Type CH Signal BSSID Security SSID
[c]#pass] 10 [ 100% [ov0d7zmaseer | wer | 2wiRe217
F|AP 8ss [ 11 | 100% |[o0:09:5b:da0bs | WPA-PSK [TemparariyDewn
Apply || Cancel | Help

Step 2 Once the Repeater has restarted, you may disconnect it from the wireless router.
For best result, place the Repeater at a central location between the wireless router and
your wireless computers.

i

y B lﬂ __
:\-'.\\ c3
T__ -:‘\-\\I
Router ) Ty |

o

e Access Foint H""“ {?j
& ;
2 o

Extends the range of your current
Airlink101 or other wireless
network, **

B

Note: The repeater mode may not be compatible with all routers due to the lack of a
standard protocol for repeater mode.

WDS (Bridge)

The WDS mode converts the Access Point to a wireless bridge. It bridges the network
clients from physically separate LANs into one virtual LAN. You will need to use ap431w



access points throughout your network. This mode will not work if you try to use them
with any other brand of access point.

Step 1 Select WDS and enter the MAC address of the remote APs. Click Apply to
save the changes.

SUPER G
Wireless Access Point

Operating
Mode

WwDs o2

Remote AP MAC Address

1] 2]
3| 4]
5] 6]
71 8|

Apphr' Cancel | Heipl

Step 2 Configure other Access Points in the same way.

‘i I Access Paint l'

1 "'--./

C4
:// Switch
= 2 =W
2 e

Switch =
(=
~

T L ue

c3 Access Point Ce

Using wireless connection to network
between two houses/buildings.
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WDS with AP

The WDS mode converts the Access Point to a wireless bridge. It bridges the network
clients from physically separate LANs into one virtual LAN and allows wireless clients to
connect to the network via the Access Point. You will need to use ap431w access points
throughout your network. This mode will not work if you try to use them with any other
brand of access point.

Step 1 Select WDS with AP and enter the MAC address of the remote APs. Click
Apply to save the changes.

SUPER G
Wireless Access Point

b
Qm NKS

PrIMary Operatiing Access
atup L System | Mode m QLG

netwarkingsolutions

ng Mode In this section you can change the operating mode of the 802.11g AP.

::l'lg Mode |WDS with AP v|

Remote AP MAC Address

1] 2|
3 4]
5] 6|
7| 8

Apply || Cancel | Helpl

Step 2 Configure other Access Points in the same way.

WDS with AP

“ I Access Point 1 !‘n

Tl \/’

c4
Switch

l c5
i <= <y U

Access Point 2

N

Using wireless connection to network
between two houses/buildings
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7.4 Access Control

The Access Control page allows you to control which PCs may or may not communicate
with the Access Point depending on their MAC address.

. Surer G
7 l Wireless Access Point

74"
'H_n_” . igl'{:\&: ey eratine Access
| O mm Mode: Control

netwarkingsolutians

Please input the MAC address of each target workstation in order to Permit
ar Deny the connection to the network.

 control: [Disable o]

dress:

s Control

Save

Apptyl Cancel | Helpl

MAC Address Delete MAC Address Delete

Select Accept from the drop-down menu to enable Access Control.

SUPER G
l Wireless Access Point

n i" - |L"‘|{;\:

netwarkingsolutlons

AR TETTT I Wl Access
S et Mo Control

Please input the MAC address of each target warkstation in order to Permit

e ntrol or Deny the connection to the network.

s control: [Accent B

dress: | i Save ||

Apply || Cancel | Help |

MAC Address Delete MAC Address Delete
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Enter a MAC Address, then the Save button to create a list of PCs that can
communicate with the AP.

Note: Each MAC address should be entered in this format: XXXXXxXXxXxxxx ("X"
represents the actual characters of the MAC address).

Click Apply to save the changes.
If you want to block specific PCs from communicating with the Access Point, set Access

Control to Reject. Enter a MAC Address, then click the Save button to create a list of
PCs that cannot communicate with the AP.

P SUPER G
/‘/‘ l Wireless Access Point

? o il.*---.q..iili:a{._

networkingsolutians

.S s et s Accpes
S o AL o Controf

Please input the MAC address of each target workstation in order to Permit

s Control or Deny the connection to the netwaork.

esscontrol: [N
ddress: |

| Cancell He!pl

MAC Address Delete MAC Address Delete

Note: Each MAC address should be entered in this format: XXXXXXXXxxxx ("x"
represents the actual characters of the MAC address).

Click Apply to save the changes.
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7.5 Advanced Wireless

The Advanced Wireless page allows you to customize data transmission settings. In
most cases, the advanced settings on this page should remain at their default values.

SUPER G~
Wireless Access Point

eI Acress Advanced
i wihsoiron Wirefess

The Advanced Wireless settings should be left at their default values.

e cless! Impraoper configuration may result in poor netwark performance.
2gacon Interval: |1DE| (Default:100, Miliseconds, Range:20-1000)
S Length: [2346 (Default: 2346, Range: 256-2346)
ntLength:  [2346 (Default 2346, Range 256-2346)
- DTIM: [i (Default1, Range1-255)

| Appfyl Cancel | HeEpl

Beacon Interval: The default value is 100. Enter a value between 20 and 1000
milliseconds. The Beacon Interval value indicates the frequency interval of the beacon.
A beacon is a packet broadcast by the Access Point to synchronize the wireless
network.

RTS Threshold: This value should remain at its default setting of 2346. The range is
256-2346 bytes.

Should you encounter inconsistent data flow, only minor modifications are
recommended. If a network packet is smaller than the preset RTS threshold size, the
RTS/CTS mechanism will not be enabled. The Access Point sends Request to Send
(RTS) frames to a particular receiving station and negotiates the sending of a data
frame. After receiving an RTS, the wireless station responds with a Clear to Send (CTS)
frame to acknowledge the right to begin transmission.

Fragmentation Length: This value should remain at its default setting of 2346. The
range is 256-2346 bytes. It specifies the maximum size for a packet before data is
fragmented into multiple packets. A smaller setting means smaller packets, which will
create more packets for each transmission. Setting the Fragmentation Threshold too
small may result in poor network performance. Only minor modifications of this value
are recommended.
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DTIM: The default value is 1. This value, between 1 and 255 milliseconds, indicates the
interval of the Delivery Traffic Indication Message (DTIM). A DTIM field is a countdown
field informing clients of the next window for listening to broadcast and multicast
messages. When the Access Point has buffered broadcast or multicast messages for
associated clients, it sends the next DTIM with a DTIM Interval value. Its clients hear the
beacons and awaken to receive the broadcast and multicast messages.

Click Apply to save the changes.
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7.6 Setting Status

The Setting Status page displays the Access Point's current status and configuration. All
information is read-only.

p SuPer G’
4 l Wireless Access Point

TR il . A W W Seting

netwarkingaaiutlons JHiE ! 252 Status

g Status This section contains setting information of the system.

P Name: AP431W
re Version: AP4A31Wv100r541 t579-51

MAC Address: 00:17:9a:b7:29:2b

Configuration Type Manual

IP address: 1921681 250

'Subnet Mask: 2552552550

Default Gateway: 19216611
eless MAC Address: 00:17:9a:b7:29:2b

Operating Mode: Mormal AP

SSID: default

Super G Mode: Disabled

Channel: 6

Encryption Mode: Open System / Encryption Disabled

Refrash | Help |
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7.7 Help

The Help page provides links to online help files regarding each page of the Web
Configuration Utility.

SUPER G
J i Wiraless Access Point

74

FHRL By

naetwarkingsolu tians

This page provides you more detail information about following seffings.

Primary Setup

System
Operating Mode

Access Control

Advanced Wireless

Setting Status
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Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from thatto which the
receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) This device may not cause harmful interference, and (2)
this device must accept any interference received, including interference that may
cause undesired operation.

FCC Caution: Any changes or modifications not expressly approved by the party
responsible for compliance could void the user's authority to operate this equipment.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance
20cm between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other
antenna or transmitter.
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Industry Canada Statement

This device complies with RSS-210 of the Industry Canada Rules. Operation is subject
to the following two conditions:

1) this device may not cause interference and

2) this device must accept any interference, including interference that may cause
undesired operation of the device

This device has been designed to operate with an antenna having a maximum gain of
2dBi.

Antenna having a higher gain is strictly prohibited per regulations of Industry Canada.
The required antenna
impedance is 50 ohms.

To reduce potential radio interference to other users, the antenna type and its gain
should be so chosen that the EIRP is not more than required for successful
communication.

IMPORTANT NOTE:

IC Radiation Exposure Statement:

This equipment complies with IC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance
20cm between the radiator & your body.
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Technical Support

E-mail: support@airlink101.com

Toll Free: 1-888-746-3238

Web Site: www.airlink101.com

* Super G™ technology (108Mbps) can only be obtained when using products with Atheron Super G™ chipset.

* Theoretical maximum wireless signal rate based on Atheros™ Super G™ and IEEE standard 802.11g specifications. Actual data
throughput will vary. Network conditions and environmental factors, including volume of network traffic, building materials and
construction, mix of wireless products used, radio frequency interference (e.g., cordless telephones and microwaves) as well as
network overhead lower actual data throughput rate.

Copyright © 2007 AirLink101. All rights reserved. AirLink101, the stylized AirLink101 logo, specific product designations, and all
other words and logos that are identified as trademarks and/or service marks are, unless noted otherwise, the trademarks and
service marks of AirLink101. All other product or service names are the property of their respective holders. AirLink101 products are
protected under numerous U.S. and foreign patents and pending applications, mask work rights, and copyrights.
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