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Chapter 1
Getting Started
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Introduction

Biometrics systems are becoming increasingly convenient and
affordable, causing their use to expand beyond the usual high security
locations. Among biometrics systems, fingerprint recognition systems are
most widely used because they are easy to use, affordable, and can
support various applications. NITGEN&COMPANY, a leader in the
fingerprint recognition industry, provides various fingerprint solutions
including computer security, knowledge management, access control,
vault security, electronic transaction settlements, and financial
settlements. The company responds to evolving customer demands
through continuous R&D and quality management.

NITGEN&COMPANY'’s access control system integrates the company’s
core technologies such as fingerprint recognition algorithms, optical
sensors, embedded design, and software application technology. Unlike
access control systems which only use passwords or ID cards,
NITGEN&COMPANY'’s fingerprint system prevents the possibility of lost
passwords, card forgery, or card robbery. Instead of having terminals
operate independently, the system remotely monitors terminals in
network format, resulting in improved efficiency.

NITGEN&COMPANY’s access control system supports RF cards,
passwords, and fingerprint recognition and provides features such as
group ID, shortcut ID, and 1:N matching, as well an interphone and voice
instructions to satisfy the needs of various customers.

This guide describes how to use the high-capacity access server and
remote manager.

Getting Started - 7
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System Configuration

m Network configuration

AccessManager
AccessManager Professional
‘ ‘ - ’ AccessServer
~_DBMS
o 1
" H
2000 ea. terminals
ltem Major Functions
S/W : AccessServer, remote manager
AccessManager
Server PC ( 9 ).
User Central terminal control and management
Authentication

S/W : remote manager (AccessManager)
Client PC User registration and management
Terminal status and event monitoring

8 — Getting Started
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Specification

Item Description
Terminal Up to 2,000 terminals can be connected.
P Sixteen programs can connect to the access
rograms ;
server at the same time.
Registered users | 100,000

Maximum connection counts could be modified by TERMINAL_MAX
(Maximum connection of terminals) and ACCESSMANAGER_MAX
(Maximum connection of management programs) which are defined
in ACServerConfig.ini of program installed folder.

Initial values are shown below.
- Maximum connection of terminals: 500

- Maximum connection of management programs: 16

/& Large size of system memory would be required to\

support many number of connections. Therefore,
proper maximum connection count should be
configured to manage AccessManager efficiently.

N If maximum connection count was exceeded maximum
value or configured to zero, this value will be
configured to initial value.

N J
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System Environment

m Server System (AccessServer)

Item Description

0S Windows 2000/XP/2003/VISTA/7

CPU Minimum : Pentium IV 2 GHz or higher
Recommended : Core 2 Duo E8400 3GHz or higher

Memor Minimum : 1GB (With 400 MB free memory)

Y| Recommended : 3GB (With 1GB free memory)

Hard Disk | Minimum 5 GB free memory
MS SQL Express 2005(Windows 2000 Professional,
XP Professional, VISTA)

Database | MS SQL Server 2000 & 2005 & 2008(Windows 2000
Server, 2000 Advanced Server, Server 2003, Windows
7) Oracle 9i, 10g (To be supported)

AN ms SQL Express 2005 Database is provided with
the product. NITGEN&COMPANY will bear no
financial or legal responsibilities. For greater
reliability and stability, please purchase MS SQL
Server 2000 & 2005.

J
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m Client System (AccessManager / Monitoring)

ltem Description
oS Windows 2000/XP/2003/VISTA/7
CcPU Minimum : Pentium IV 1GHz or higher
Recommended : Core2 Duo or higher
Memory Minimum : 1GB
Hard Disk Minimum 1 GB of free memory

m Terminal (Access Controller)

+ NAC-5000

« NAC-3000, NAC-3000plus

« NAC-2500, NAC-2500plus, NAC-2500 SOC
« FINGKEY ACCESS (SW101)

e Card Only (NAC-2500 / SW101)

m Fingerprint Reader (USB Type)

To authenticate the administrator’s fingerprints or to register the user’s
fingerprints at a PC, a NITGEN&COMPANY fingerprint recognition
mouse or hamster must be installed.

Getting Started - 11
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Scanning Fingerprints

Scan the fingerprint as described below to prevent errors in fingerprint
registration or authentication.

(D Maximize the area scanned and apply pressure evenly (50 to
70% of full pressure).

e BN

X o

@ Place the ( core ) of the fingerprint at the center of the scanner.
The core is usually opposite the whitish half-moon at the bottom of
the fingernail. Therefore, place the half-moon part at the center of
the scanner when scanning.

i | E |

')(

A The scanner’s performance depends greatly on the
user. Users should practice and use the scanning
method above for best results.

12 - Getting Started
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Authentication Method

The access control system can conduct authentication using passwords
and RF cards (optional). The administrator can select one of the
following authentication methods to fit the client’s environment.
m Fingerprint Authentication

The following fingerprint authentication modes are available.

@ 1:1 Authentication

The user inputs a registered ID and scans his fingerprint. The

system will compare the scanned fingerprint and the fingerprint
registered for the ID. This method enables fast authentication.

@ 1:N Authentication

The user scans his fingerprint without inputting an ID. This
process is simple but authentication may take longer than the 1:1
method if there are a lot of users.

® Shortcut ID (SID) Authentication

The user inputs only part of his ID and scans a fingerprint that

was already registered. This process is simple but authentication
may take longer than the 1:1 method if there are a lot of users.

Getting Started - 13
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@ Group Authentication

A one to four digit group ID is given to each group. To
authenticate, the user enters the group ID and scans his
fingerprint. For example, apartment residents can use the room
number as the group ID. The group ID can be set during user
registration.

m Password Authentication

The user inputs 4 to 8 digit password without scanning a fingerprint. This
method is useful in special situations (when the fingerprint is damaged,
etc).

m RF Card Authentication (optional)

Users are identified by their RF cards. The RF card numbers must first
be registered at the system.

14 - Getting Started
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Installing SQL Express

This section describes how to install SQL Express, which can be used as
the basic database of AccessManager Professional.

(D Start the executable file of SQL Express. Accept the license
agreement and click [Next].

P Microsoft SOL Server 2005 Setup

End User License Agreement

MICROSOFT SOFTWARE LICENSE TERMS A

HICROSOFT SQI. SERVER 2005 EXFRESS EDITION WITH
ADVANCED SERVICES

These licensze terms are an agreensnt betwesn
Hicrosoft Corporation {or based on whers you
live. one of it=s affiliate=s) and wyou Fleaze
read them. They apply to the software named
above, which includes the media on which you
received it, if any. The terms also apply to any
Microsoft

* ypdates.
* supplenents.

#* Internet-based =services, and

*  support services ~

v | accept the licensing terms and conditions

Print Cancsl

A\ NETFramework 2.0 must be installed on the system
before SQL Express is installed.

16 - Installing AccessManager Professional
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@ Click [Install] and install the essential components.

™ Microsoft SOl Server 2005 Setup E

Installing Prerequisites

Installs software components required prior to installing SOL
Server.

SQL Server Component Update wil install the following components
required for SQL Server Setup:

Microsoft SQL Mative Client
Microsoft SQL Server 2005 Setup Support Files

Click Install to continue.

Irustall Cancel ‘

(@ After installing the components, click [Next] to proceed with
the installation.

™ Microsoft SQL Server 2005 Setup &

Installing Prerequisites

Installs software components required prior to installing SOL
Server

SQL Server Component Update wil install the folowing components
required for SOL Server Setup:

¥ Microsoft SQL Native Cient
¥ Microsoft SQL Server 2005 Setup Suppart Fles

The required components wera installed successfully,

Mext > ‘

Installing AccessManager Professional - 17
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@ Click [Next] and start the Installation Wizard for Microsoft SQL
Server.

i Microsoft SQL Server 2005 Setup

» Welcome to the Microsoft SQL
Server Installation Wizard

Setup will help you install, modify or remove Micosoft
SOL Server. To continue, click Hext.

| Next » Cancel ‘

® After the system configuration check is completed, click
[Next].

]
o

icrosoft SOL Server 2005 Setup @

System Configuration Check
Wait while the system is checked for potential installation

problems,
@ 15 Tatal 0 Enar
Success 14 Success 1 Warning
Details:
| Action Status Meszage ~

Pending Reboot Requirement Success
Performance Monitor Counter Require...  Success
Default Installation Path Permission Re... Success

[N <N <N NN

Internet Explarer Requirement Success
COM Pluz Catalog Requirement Success
ASP Met Version Registration Require...  Success
Minimum MDAC Yersion Requirement Success
Edition Change Check. Success

Filter - | Repat = |

18 - Installing AccessManager Professional
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® Input the registration information and click [Next].

rosoft SOL Serwve

Registration Information
The Follawing information will personalize your installation.

The Mame field must be filled in prior to proceeding, The Company Field is optional,

Company:
MITGEN

Hide advanced configuration options

@ Select the components to install as shown below, and click

[Next].

rosoft SOL Serwve

Feature Selection
Select the program features you want installed.

Click an icon in the Following list ko change how a feature is installed.

Feature description

B %I D?tabase Sefvices Installs interactive management tools
= == | Client Components For running SQL Server, including SOL
=3 - | Connectivity Compaonents Server Management Studio Express,

¥~ | Software Development Kit

12 bytes on
X Entire feature will be unavailable

Installation path

= Back. ] [ Next > } [ Cancel ]

Installing AccessManager Professional - 19
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Select [Mixed Mode]. Enter the password and click [Next].

i& Microsoft S0OL Ser

Authentication Mode
The authentication mode specifies the security used when
connecting to SOL Server,

Select the suthentication mode to use For this installation,

(O windows Authentication Mode

(&) Mixed Mode {Windows Authentication and SQU Server Authentication)

Specify the sa lagon passward below:

Enter password:

|»ewuw

Confitm password:

|mmm«

= Back. ] [ Next > 1 [ Cancel

@ Click [Next] on the Error and Usage Report Settings window.

& Microsoft SOL Server 2005 Setup

Error and Usage Report Settings
Help Microsoft imprave some of the SOL Server 2005 components
and services,

Automatically send Errar reports For SQL Server 2005 ta Micrasoft or your corporate error

Fl reporting server. Errar reports include information regarding the condition of SOL Server
20085 when an error occurred, your hardware configuration and other data, Error reports
may unintentionally include personal information, which will not be used by Microsaft,

Automatically send Feature Usage data For SCL Server 2005 to Microsoft, Usage data
includes anonymous information about your hardware configuration and how you use our
software and services,

By installing Micrasoft SOL Server 2005, SOL Server and its components will be configured ko
automatically send Fatal service error reparts to Micrasoft or a Corporate Error Reporting
Server, Microsoft uses errar reparts ta improve SQL Server Functionality, and treats all
infarmation as confidential.

< Back ] [ Next > 1 [ Cancel

20 - Installing AccessManager Professional
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Click [Install] on the Ready to Install window.

Ready to Install
Setup is ready to begin installation.

Setup has enough information to start copying the program Files, To proceed, click Install, To
change any of your installation settings, click Back. To exit setup, click Cancel.

IThe following components will be installed:

. SOL Server Database Services

(Database Services)

. Client Components

(Connectivity Components, Managerment Studio Express)

= Back. ] [ Install } [ Cancel

@ After the selected components are installed, click [Next].

icrosoft SOL Server 2005 Setup El

Setup Progress
The selected components are being configured

Product Status

(PMzarie Setup finished
@SQL Setup Support Files Setup finished
@SQL Mative Client Setup finished
(501 ¥35 writer Setup finished
@Sg | Server Datahase Services Setup finished

@SOL Server Management Studio Express  Setup finished
@Workstatmn Components, Books Onlin...  Setup finished

Installing AccessManager Professional - 21
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@ After SQL Express is installed, click [Finish].

Microsoft SOL Server, 2005 Setup

Completing Microsoft SQL Server 2005 Setup
Setup has finished configuration of Microsoft SOL Server 2005

Refer ta the setup errar logs Far information describing any Failures) that occurred during
setup. Click Finish to exit the installation wizard,

Summary Log

To minimize the server surface area of SQL Server 2005, some features and services are
disabled by defaulk For new installations. To configure the surface area of SQL Serwer, use the

Surface Area Configuration tool.

Configuring and Managing SQL Server ~
Express
*  Forimproved manageability and security, SQL

Server 2005 provides maore control over the SGL

Server surface area on your system. To minimize

the surface area, the following default

configurations have been applied to vour

instance of SQL server:

o TCPIP connections are dizabled

e Mo d D in Ainaklad

Help Finish

v
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Configuring SQL Express

This section describes how to configure SQL Express so that
AccessManager Professional and the SQL Express database can
work together.

@ Click the Windows [Start] button and select [Run]. Then,
execute the [emd] command as shown below.

- Type the name of & program, folder, document, or
Internet resource, and YWindows will open it For wou,

e |cmd "

iz

L [ol's ][ Cancel ][ Bronse. .. ]

@ Execute the [ipconfig] command and write down the [IP
Address] on paper or notepad.

\WINDOWS\system32\cmd.exe HEE|
B

icrosoft Windows AP [Vers 5.1.26081
(C> Copyright 1985-2081 Mi. soft Corp.

IC:Whocuments and SettingsWSeen.NITGEN>ipconfig

Mindows IP Configuration

[Ethernet adapter Local Area Connection:

Connection-specific DME Suffix . * nitgen

IP Address. . . . . . . . . . 172 .16 .8.1P6
Subnet Mask 255.255.0.0
Default Gateway : 172.16.9.18

IC:Whocuments and SettingsWSeen.NITGEN>

=]

Installing AccessManager Professional - 23
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® Click the Windows [Start] button and select [SQL Server
Configuration Manager] as shown below.

e Windows Media Playd

I MVIDIA Corporation » | B2 sQL Server Management Studio Express ] 5GL Server Error and Usage Reporting

“}3 Windaws Messenger || 7 Startup 3 (5] QL server Surface Area Configuration
@ Internet Explorer
@ Tour Windows 4F -

)
< Files and Settings Trdf [l Outlonk Exprass

Wizard .. Remate Assistance

Micrasoft Office worl| & Windows Media Player

4% windows Messenger
NIRRT B G, windows Movie Maker

@ After starting SQL Server Configuration Manager, click [SQL
Server 2005 Network Configuration - SQL EXPRESS
Protocol]. On the right side of the window, click [Named Pipe]
and [Properties].

% SOL Server Configuration Manager

File Action  View  Help

- B ERE &

M8 SOL Server Configuration Manager (Local) Frotocol Name [ Status [
SGL Server Z005 Services 4 shared Memery Enabled
= ] sqL server 2005 network Configuration
Protacols for SQLEXPRESS - TCRIF Enable:
& 5QL Native Cliert Configuration v le
Help

Cpens property sheet for the current selection,

24 - Installing AccessManager Professional
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® In the Named Pipes Properties window click [Enabled] ->
[Yes] and click [Apply].

Hamed Pipes Properties

“Protocal |

=]
Enabled Mo ¥
Pipe Mame Ves

Enabled

Enable ar disable Mamed Pipes protacal Far this server instance

® A warning message will appear as shown below. Click [OK]
and close the Named Pipes Properties window.

\1‘) Any changes made will be saved; however, they will not take effect until the service is stopped and restarted,

Installing AccessManager Professional - 25
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@ As shown below, click [TCP/IP] and [Properties].

%7 SOL Server Configuration Manager [k

Fle Acion Vew Help

* B FBE 2

[ 5L Server Configuration Manager Lacal) Protocol Name [ tatus |
QL Server 2005 Services WsharedMemory  Enabled
= 5QL Server 2005 Network Corfiguration ¥ Named Ppes S
B~ Protocols For SQLERPRESS
= 25 5QUNative Cliert Configuration vin Enable
Help

[Opens property sheet for the current selection.

In the Protocol window, click [Enabled] - [Yes] and click
[Apply].

TCP/IP Properties

Pratocol | 1P addresses |

=]
Enabled Mo ¥
e e
Listen Al Mo
Mo Delay O

Enabled

Enable or disable TCPYIP protacal For this server instance

26 - Installing AccessManager Professional
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©@ In the IP1 index of IP Addresses window, click [Enabled] >
[Yes] and put your computer’'s IP Address that a recorded IP
Address in step 2 to the IP Address space and click [Apply].

TCP/IP Properties

Protocol J TF Addresses |
|=
Active Ves
Enabled Yes
TCP Dynamic Porks i
TCP Port
B 1p:
Active Yes
Enabled Mo
1P Address 127.0.0.1
TCP Dynamic Parks il
TCP Port
E 1
TCP Dyvnamic Ports 1414 |
TCP Port
|| 1P Address
1P address
ok | [ Cancel ] [ Apply ] [ Help

A warning message will appear as shown below. Click [OK]
and close the TCP/IP Properties window.

Warning

.
y Any changes made will be saved; however, they will not take effect until the service is stopped and restarted.

@ After applying all changes, go to SQL Server 2005 Services,
and restart the SQL Server Browser and SQL Server
(SQLEXPRESS) as shown below.

Installing AccessManager Professional - 27
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AccessManager Professional

Click [SQL Server Browser] and then [Properties].

T SQL Server Configuration Manager

Fle Acion Vew Help

e B &FB 2

[ 5L server Configuration Manager (Local)
SOL Server 2005 Services

= E 5L Server 2005 Network Configuration
B~ Protocols For SQLEXPRESS

B SQL Native dlient Configuration

NT ALITHOR

Opens property sheet for the current selection.

Go to the Service tab on

the SQL Server Browser Properties

window, and click [Start Mode] and [Automatic]. Then click

[Apply].

SOL Server Browser Properties

Log On | service | advanced

=

Start Mode:

Disabled
Manual

Start Mode
The start mode of this service.

OF H Cancel ][ Apply ][

28 - Installing AccessManager Professional
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After changing the Start

Mode option, click [Start Service] as

shown below to restart the SQL Server Browser.

% SOL Server Configuration Manager

File Action Yiew Help

« B EB 2 O®

{8 st server Configuration Manager (Local)
QL Server 2005 Services
= E 5QL Server 2005 Network Configuration
Protocols for SQLEXPRESS
& SOL Native ient Configuration

erver (SOLEXPRESS)

Stark Mode:

Automatic

Automatic NT ALITHOR|

Select [SQL Server (SQLEXPRESS)] and restart the SQL
Server (SQL Express) by clicking [Restart] as shown below.

%7 SOL Server, Configuration Manager

Fie Acion View Help
& e SRR ONON )
(8 50U server Corfiguration Manager (Local) Name. State Start Mode Log On A
~[g SQL Server 2005 Services | [By50L Server Browser Running Automatic NT AUTHOR|
=+ 5. 501 Server 2005 Network Corfiguration 5 e
B Protocols for SGLEXPRESS
B 50L Native Cent Configuration Stop
Pause
Properties
Help
< >
[Restart (stop and then start) selected servie

Installing AccessManager Professional - 29
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@ Check the basic configuration of SQL Server 2005 (SQL

Express).

Click the Windows [Start] button and select [SQL Server

Management Studio Express] as shown below.

@ Windows Media PIayJ
_3 Windows Messenger
@ Tour Windows XP

| Files and Settings Tr

‘Wizard
3 Windows Messenger
CULIEL LTI B @ windows Movie Maker

MYIDLA Corporation
Skartup

Internet Explorer

40004y

M3M
@

.. Remote pssistance

Outlook Express

S0L Server Configur.

@ windows Media Player
Manager

l@ Configuration Tools

anagement Studio Ex

Enter the login and password for the SA account configured
when SQL Server 2005 (SQL Express) was installed. Then click

[Connect].

£F Connect to Server

Microsoft

SQL Server 2005
Server name; |C1 ExPRONMNSOLEXPRESS vl
Authentication: | SOL Server Authentication v |
Lagin: ' 3a W |
Pazsword: [~ |

[ Remember passward

l Connect H Cancel ][ Help

][ Options > ]

If login is failed, please follow the step 15. And try again.

30 - Installing AccessManager Professional
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® In the SQL Server Management Studio Express window, go
to [Security 2 Login = sa account], and click [Properties].

.. Microsoft SOL Server Management Studio Express

byt Exphorer
B =@ r NERS
= |y CIEXFROMSQLEXPRESS (SQU Server 5.0.2047 - sa)
& [ Dotabases i
& [ secuity |_J sa
S [ Logns CIENPROM|SQUEXPRESS!SecurkylLogisisa 0 Tana(s)
£ BULLTIN Adinistr atars
R BUILTIN Jsers
SR C1EXPAONISQL Sarver200SMSFTEUSer§CIERPRON | | Hame
| C1EPRONSU Server200SMSQLUserfC L EXPRON
A N AUTHORTTY{SYSTEM

Hew Logn...

5
@ [ Server
Sorpt Login as #

& [ Credat
® [0 Server 00 fename
# [ Replkcatior  pejere
* 4 Manageme

Refresh

Installing AccessManager Professional - 31
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In the [Login Properties — sa] window, click [General] then
[Status]. Check that the settings are the same as below, and
click [OK].

5 scipt + [ Help
Server Holes
User Mapping Logh neme:
2 Status
Password ]
Corfim password
Enforce password policy
[ Enforce password expiration
Cettificate name: [ ]
JE= Kep name:
Server ‘ ‘
CIEXPRONASOLEXPRESS .
Defaul database: [ master v
Connection: 7
Default language: [ Engish v
3] view connection propeniss
Fleady

S 5 scipt + [ Help

General
Server Roles
User Mapping Settings

Permission to comnact to database enging:
© Grant
O Deny

Login
@ Enabled
© Disabled

Status.

SOL Server authenticatior:

| Con

Server
CIEXPRONNSHLEXPRESS

Connection

% View connection properies

32 - Installing AccessManager Professional
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In the SQL Server Management Studio Express window, click
[SQLEXPRESS (SQL Server)] as shown below. Then click
[Properties].

%X Microsoft SOL Server Management Studio Express

Fie Edt View Took Window Communty Help

RN

- %
=8 = Connect...
2 S o tems || [] CLEXPRON\SQLEXPRESS (SQL Server 9.0.2047 - sa)
81 [0 Server Objects Regsters CIERPROMISQUENPRESS 5 Item(s)
® [ Replcation New Query
#1 [ Management
ame
2:]‘; [apatabases
[ Security
oot [5erver Obiects
[CaReplcation
[ Management

Ready

Installing AccessManager Professional - 33
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Click [Security] on the Server Properties window. Check that
the settings are the same as below, and click [OK] to finish
configuration.

F Server Properties - C1EXPRON\SQLEXPRESS (=1E3)

| ;Scmpl - u Help

24 General
&4 Memory
124 Processors

na Server authentication

12" Connecions ) Windows Authentication mode
% Databaze Settings
14 Advanced () SOL Server and Windows Authentication mode
144 Pemissions
Lagin auditing
) Nore

(=) Failed lngins only

) Successiul loging only

() Bothfailed and successful logins
Server prosy account

[[] Enable server proxy account

Server. Optians

CIEXPRONYSOLEXPRESS

Connection:

sa [] Enable C2 audit tracing

27 Wiew connection properties [[] Cross database awnership chaining

Ready

34 - Installing AccessManager Professional



AccessManager Professional l” NITGEN
iometric solutions

® For inspection, execute the SQL Server Management Studio

Express in common with step 11. And log-on by new server
name made with IP Address as shown below.

£¥ Connect to Server

Microsoft 37 Windows Server System
SQL Server 2005

Server name; |1?2.1 E£.0.10EM SOLEXPRESS v

Authentication: LS_QL Semver Authentication W !

Login; :35 |

Bassward: [~ §|

[ Remember password
I Connect ] l Cancel ] [ Help l [ Options »» ]

If log-in is succeeded, all set-ups are done about SQL server.

Installing AccessManager Professional - 35
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Installing AccessManager Professional

This section describes how to install AccessManager Professional for
the Access Server.

@ Double-click [setup.exe] in the installation CD of
AccessManager Professional to start the installation.

When the installation process is started, the Installation Wizard
for the AccessManager Professional will appear. Click [Next].

AccessManager Professional - InstallShield Wizard rg‘

Welcome to the InstallS hield Wizard for
AccessManager Professional

The Install hield® izard will install Accesshd anager
Professional on your computer. Ta continue, click Next

36 - Installing AccessManager Professional
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@ Read the license agreement and accept its terms. Then click
[Next].

AccessManager Professional - InstallShield Wizard

License Agreement

Please read the following license agreement carefully. I o —

MNITGEM ACCESS MANAGER END USER LICENSE AGREEMENT ~

Thiz End User License Agreement [“Agreement'”) is a legal agreement between
NITGEMECOMPANY Co., Lid.["NITGEN"] and you [an individual and, if applicable, the

entity on whose behalf you are acting, either of which is referred ta herein as "Licenses']

the subject matter of which iz MITGEN's ACCESS MANAGER product, which includes
computer software and any applicable updates or uparades thereta [ "Software') and

which may include associated media and printed or electionic (1etrievable via computer
netwarks such as the Internet ar otherwise) matenials ['Documentation'] [collectively

refemred to herein as "Software Product'). |f Licensee does not agree to the terms and
conditions of this Agreement, Licensee must nat install, copy or othenwise use the

Software Product v

(&)1 accept the terms of the license agresment

(1 do not accept the terms of the license agresment

[ < Back. H Nest > ][ Cancel ]

(@ Enter the user information and serial number, and click [Next].

AccessManager Professional - InstallShield Wizard

Customer Information

Please enter your information. l o —
Please enter pour name, the name of the company for which you work and the product

sefial humber,

User Mame:

R |

Company Mame:

[WITGEN

Serial Hurnber
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@ Select the functions to install and click [Next]. As these
instructions refer to the AccessServer, select [AccessServer].

AccessServer — Both AccessServer and AccessManager (a
remote management program) will be installed.

AccessManager — Only AccessManager will be installed.

AccessManager Professional - InstallShield Wizard

Select Features

Select the feature you want to install. I - - [

Please select the feature that pou want to install.

@ AccessServer [with Accessh anager)
It installs the server and remate management tools.

Accesst anager

It Installs remate management tools.

< Back H Next > ][ Cancel
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® If the database server is SQLEXPRESS, input the server IP
and the instance name (default : sqlexpress) set during the

installation of SQLEXPRESS and click [Next].

AccessManager Professional - InstallShield Wizard

Select Database Server
Select the database server to install to

Select the database server to install to from the list below or click Browse to see a list of all
database servers.

Database Server:

172 1E.0.155 eglexpress w|

[ < Back, ” Newt > I[ Cancel I

If the database server is SQL 2000 / 2005, enter only the IP

address.

® Enter database server’s administrator ID and password, and

click [Next].

AccessManager Professional - InstallShield Wizard

Database Server Login
Database server requires login credentials to continue,

Specify 2 50L Login |0 and Password,

Login 1D:

|sa

Password

< Back. ” Next > l[ Cancel
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@ If the wrong database IP address or instance were entered, or
if the wrong administrator ID or password were entered, a
warning message will appear as shown below.

AccessManager. Professional - InstallShield Wizard

Database Server Login

Database server requires login credentials ko continue. --'. s

Specify a SOL Login 1D and Password,

AccessManager Professional - InstallShield Wizard

! The account or IP address is incorrect or the database server is not in normal state,
LY

[ < Back ][ Nest > ][ Cancel ]

Enter the installation path of the database to be used by the
AccessManager program, and click [Next]. The default
installation path is shown below (a different path is used for SQL
2000).

AccessManager, Professional - InstallS hield Wizard

Choose Destination Location
Select folder where setup will install files.

Type a DB path what vou want to install in the blank

' C:\Program Files\Microsoft SOL Server\MS50L. 145500 \Dats

< Back. ” Next > l[ Cancel
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@ If a database already exists, a warning window will appear as
shown below. Select [Yes] or [No] depending on whether the
existing database will be used.

AccessManager. Professional - InstallShield Wizard

Choose Destination Location

Select Folder where setup will install files.

Type a DB path what you want to install in the blank

- | Question L .
{C:Prodram Filesthi =

b4 Access Manager DB is already installed.
\-\'(’ Do you want ko reuse the existing DE?

[ < Back ][ Nest > ][ Cancel ]

If [No] is selected, the existing database will be deleted.

After setting the database installation and the database
storage paths, a program installation window will appear. Click
[Install].

AccessManager Professional - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation, l

Click Install to begin the installation.

If wou want to review or change any of your installation settings. click Back. Click Cancel to exit
the wizard.

< Back ” Install ] [ Cancel
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@ After the necessary files are installed, an installation
completion window will appear. Click [Finish].

AccessiManager Professional - InstallS hield Wizard

InstallShield Wizard Complete

The InstalShield Wizard has successfully installed
AccessManager Professional. Click Finish to exit the wizard.

@ The following message will appear. Click [OK] to start the
AccessServer and finish the installation process.

AccessManager, Professional - InstallShield Wizard E|

i Start the Access Server on the service manager manually!
k after confirm the setting

To start the AccessServer, select [Windows Service
Administrator] and [AccessServer Service] and click [Start
Service].
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Basic Configuration and Administrator Registration

m Overview

AccessManager Professional is an access control management
program that consists of AccessServer (server program) and
AccessManager (client program).

AccessManager can be used on the same PC as AccessServer
or can be installed on a remote PC connected to a network.

@ AccessServer

AccessServer communicates with the administrator programs at
the terminal and remote locations, and manages the user and
event log databases. In Server Authorization mode, Access
Server conducts fingerprint authentication. The administrator
cannot directly manage the server, which can only be accessed
and managed through the AccessManager program.

AccessServer is registered as a Windows service and operates
in background mode even when the system is logged off.

@ AccessManager
AccessManager is an administrator program that can connect to

the server and manage databases, and connect to the server
and network to control and manage access control terminals.
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m Basic Setting and Execution
(@ AccessServer Execution and Information
o Execution

After installing the program, AccessServer is registered in
Windows Service and the user can start it directly.

Click [AccessServer Service] and [Start].

4 Services

File Action Wiew Help
zalif= 2 L
s Services (Local) ervices (Local)

AccessServer Service jame | Description | status [ startupType [Logonas | ~
E % NET Rurtime Optini: Micrasoft NET Framework NGEN Manual Local System

top ”‘i serice, kN = e Started  Automatic Loc n

Pause

e i “plerter Notifis selected users and comp. Disabled Local Service
Sanpplication Laver Gate,.. Provides support for rd party p.., Started  Manual Local Service
S application Management  Provides software installation se. Manual Local System

32?‘:;;‘:?@55 ol sorver 4AP NET State Service  Pravides support For out-of-proc Manual Nebwork S,
E S Automatic Updates Enables the download and install,.. - Started Aukamatic Local System
“yBackground Inteligent ... Transfers data between cients Started  Manual Local System
“cipBook. Enables ClipBook Viewer to store. Disabled Local System
E #COM+- Event System Supports System Event Notficati...  Started Manual Local System
“yOMH+ System Applicat... Manages the corfiguration and t...  Started  Manual Local System
S Computer Browser Mairksins an updated list of com...  Started  Automatic Local System
SacCryptographic Services  Provides three management ser...  Started  Aubomatic Local System
DCOM Server Process ... Provides launch functionality for ... Started  Automatic Local System
k- $DHCP Client Manages network configuration ... Started Automatic Local System )

Extended A, Standard

¢ Information

After AccessServer is executed, an icon will appear on the
Windows tray as shown below. But, icon will not appear on the
Windows Vista/7.

Double-click the AccessServer icon to open the AccessServer
information window. Click [Hide] to close the window.
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Server [nfo

RM Port | 7331
Terminal Port | 7332

DE Info

Instance

Client Info
M 1 16
Terminal 1 | =000

Server Running

Server RM IP | wonki_dev
Server T IP| wonki_dewv

Wersion |y 1,0.11.4

DEIP | 192.168.10.130

sccessServer Manager ]

Server RM IP IP address of the AccessServer
(To connection the AccessManager)
Server TM IP IP address qf the Access.Server
(To Connection the Terminal)
Server Info —
Communication port for Access
RM Port
Manager Program
Terminal Port | Communication port for the terminal
Version Version of the AccessServer
Database | Instance DBMS instance name
Info Database IP IP address of the database server
Number of currently connected
RM AccessManager programs /
Client Info Maximum number of Remote
Manager programs
Terminal Number of currently connected
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terminals / Maximum number of
terminals

@ Reconfiguring Network for AccessManager

If AccessManager fails to connect to AccessServer or is being
executed in a remote place for the first time, the network must be
reconfigured.

Logln |2‘

Server Connection Failzd
Server is not warking. Check server name and

address or others setting in ‘Setting’ menu first, then
try again.

Server [P : 127.00.1

Click [Setting] and a window for entering AccessServer’s network
address will appear as shown below.
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Server Settings El

Input the Server Information far Connection

Server [P 17216.0.155

Por [7231
Jog 2een
‘Wating Time |10
Server IP Enter the IP address of AccessServer.

Communication port for AccessServer. To
Communication | change the port value, the port value in
port AccessServer must also be changed.
(default : 7331)
Enter the network standby time when
connecting to AccessServer. If this value is
exceeded, no more connection attempts will
be made.

Standby Time

Enter the correct values and click [OK] to finish configuration.

A The AccessManager program can function only while
AccessServer is operating. Start AccessServer
before using AccessManager.
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(® AccessManager Execution and Configuration

When AccessManager is first executed, the following window will

appear.

Server Setting & Manager Enrollment Wizard

w Thiz page configures server settings.

(X

I Set up termina!

Chooze available terminal type.

I Init Setting

Init setting available when no uzer data in terminal.

Maimum Templates [172] 4

MAC-2500 / 3000 / FINGKEY-ACCESS [ 50C OMLY

[Under NAC-3000] 5| UserlD Length (415] |7 E

I RF Card Type

Init setting available when no uzer data in terminal.

RF Card Type Mifare - 34Bit w | AFInput Type |1 - Unified v
I Security Level

Set the Secuity Level Using "When Server Authentication

1:1 Security Level 7 :
I Encryption Type on Communication

Enciyption Type
I 50C Key Setting

KEY & FFFFFFFFFFF| CadSize  O1K @ 4K

KEY B FFFFFFFFFFFF | authType @& OB O4B OBA

[ System Log Saving Option ]

LCancel

Using AccessManager Program - 49



’I oo AccessManager Professional

m Set up terminal

The user can choose a type of the terminal device. If NAC-2500,
NAC-3000 or FINGKEY ACCESS(SW101) is used, please check
the [NAC-2500/3000/FINGKEY ACCESS(SW101)]. [SOC ONLY]
should be selected to use a NAC-2500 SOC device. Other
devices would not be connected in [SOC ONLY].

m Init Setting

Because it is difficult to revise the initial configuration after it is
entered, initial configuration should be done carefully.

If a user is already registered or downloaded to the terminal, the
following should be noted.

-

~

N increasing the number of fingers to register or
making the ID longer, first delete all users
registered at the terminal.

A i decreasing the number of fingers to register or
making the ID shorter, first delete all users
registered at the server and terminal.

e Maximum number of fingers to register (1~2) — Set the number
of fingers that each user can register. (This function only applies
to NAC-2500 / NAC-3000 / FINGKEY ACCESS terminals)

For NAC-5000 terminals, users can register up to 10 fingers

regardless of the configured value.

e User ID Length (4~20) — Set the required user ID length. (NAC-
2500 / NAC-3000 / FINGKEY ACCESS terminals : 4~15)

If NAC-2500, NAC-3000 or FINGKEY ACCESS terminals are
selected, ID Length will be following the 4 ~ 15.
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After changing the maximum number of fingers to register or the
user ID length, click [Next]. The following warning will appear.

AccessManager

P

\ ./ Do not restore small value after saving, Will you continue?

m RF Card Type

If RF cards are used to authenticate users, the type of RF card
must be the same as that in the terminal’s configuration value.

If the RF card type is changed while the program is in use, the
RF values of all users must be changed.

Mifare — 34Bit, HID — 26Bit, EM — 26Bit,
IClass — 26Bit / CEPAS (NAC-5000 Support only)

m RF Input type

Two kind of RF input type are supported in AccessManager
Professional.

One blank for the specified card numbers is provided in [Unified]
mode when user registration. And two blanks are provided in
[Separated] mode.

Two blanks contain facility code and card number of the card.

If facility code is used in the card type, [Separated] mode must
be applied.

The facility code is that defined number for the site. For more
information about facilty code, please refer to a card
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manufacturer.

Fingerprint Enrall Fingerprint I

Password

Re-enter Password [Un Ifled] E
RF Card Mumber 3

.
o [ Using Personal Setting

Fingerprint Enrall Fingerprint ]

eeccccccsccccccce

Pazsword
Re-enter Password [Se pa rated]
RF Card Mumber

eecccccccccssccccce

[] Using Personal Setting

m Security Level

A security level is selected for fingerprint authentication.
Minimum security is 1 and maximum security is 9.

e 1:1 Security Level (1 to 9) — This value is used when
authenticate by fingerprint with User ID. (Default: 5)

e 1:N Security Level (1 to 9) — This value is used when
authenticate by fingerprint without User ID. (Default: 8)
(not yet supported)

K& The security level must be high if greater security is
required. However, at high security levels, actual
user fingerprints may be rejected more often. At
low security levels, the fingerprints of people who
are not the user may be accepted more often.

- J
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m Encryption Method

Set whether to encrypt the data transmitted to and from the
terminal over the network.

o Communication Encryption — Refers to the encryption method
for communication packets. DES encryption is supported.

If the communication encryption is not used, the transmitted data
will not be encrypted.

m Checking for Similar Fingerprints when Registering
(not yet supported)

When a fingerprint is being registered, the server will check
whether the same or a similar fingerprint already exists in the
database, and block registration if such a fingerprint exists.

o Similar Fingerprint Probability (10 ~ 100%) — The value is set in
percent. The top x% of all registered fingerprints that are most
similar to the new fingerprint will be checked. (not yet supported)

For example, if 100 users are registered, the similar fingerprint
probability is set at 10%, and a fingerprint is registered, the top
10% of all registered fingerprints that are most similar to the new
fingerprint will be checked.

The 100 registered users will have already been sorted based on
fingerprint similarity.

After configuration is completed, click [Next] to proceed.
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m SOC Setting

Setting value should be defined correctly to issue the card and
authentication. This value must be same with the value which is
configured in NBioRFCardManager installation menu.

m System Log Save Option

For the system logs only, you can choose to save the logs you
want using System Log Save Option.

The system logs are diverse and occur frequently. So they need
to be saved in consideration of the system capacity. Choose only
the logs you need.

System Log Saving Option §|

Check choicely if pou want to zave gpstem log.

I System-Log

Fiemate b anager

I zer Management Terminal Management

Group Management Frivilege Management

I Terminal Log
Option Setting Idser Management
Metwork, [ Door

Wwharning & Error

Ok ] [ Cancel ]
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@ Administrator Registration

In this screen, the administrator of AccessManager can be
registered.

Server Setting & Manager Enrollment Wizard E‘

w You must enroll a manager first to start this program,

I Basic Information

User ID 0000
User Mame Nitgen
Privilege Mazter w
Position Administrator
Personal Mumber N10001
Description I aster
I Setduth-Type FIFe FPw CIFF (aND »
Password 1]
FRe-enter Pasgword m
RF Card Number

[[] Use Personal Setting

I Cardlssue

Device Type OMMIKEY_DEVICE v

lssue

Back QK “ Cancel
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m Basic Information

The length of the user ID must be equal to the length set in the
server.

The user ID and user name must be entered.

(Up to 29 characters can be entered for user name, organization,
and resident registration number/employee number, and up to 49
digits can be used for the description)

m Configuring Authentication Method

Different combinations of fingerprints, passwords, and RF cards
can be used for terminal access authentication.

After inputting all information, click [OK] to complete
administrator registration and run Remote Manager.

4 )
N A fingerprint reader from NITGEN&COMPANY is

needed to input user fingerprints.

N For more information on fingerprint scanning and
personal information input methods, see the [User
Registration] section of Chapter 4.

.

m Card Issuing
Click the [Issue] button after input all information to issue the
card.
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Menu Layout and Icons

m Menu Layout

This section describes the overall menu configuration of the
Remote Manager program.

® File  View MWindow Terminal Setting  Tool Help

AccessManager Professional

ormatio
& Homepage
© User Management Envoll Teminal BT Terminal Information  BH Authertication List B3 Delete Teminal 3ea
9 Group Management Teminal D & TeminalName  Status IP Addiess Dessription Erty 2one Esit zone
Teminal Management 1 NAC-3000 Normal 19216810110 Init value Init value
& AuthlogManagement [ 855 NAC-3000.02 Mol 19216810138 Init value Irit value
DﬂlEHH N&C-5000 Mormal 1921681093 Init walue Irit value

8 SystemLog Mansgement

9 Priviege Management

e —
9 Schedule Setup

9 Schedule Management
B Schedule Search

© Resut Seaich

B Result Process

g
© Option Setting

B Timezone Setting

@

@ Menu Bar
The following are Remote Manager’s basic menus.
File — Conducts functions such as user, terminal, group, and

authority registration, as well as reconnection and disconnection.
View — Selects the screen layout. The Information Management
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window can be displayed or hidden, and if the Homepage option
is selected, the NITGEN&COMPANY website will appear on the
List window.

Window - allows the following to be selected from the
Information Management window: User Management, Group
Management, Terminal Management, Authentication Log
Management, Schedule Setup/Management/Search, Result
Search/Process, Privilege Management, Timezone settings,
System Log Management, and Option Settings.

Terminal Settings — offers the following functions: configure
options for terminals connected to the server, configure
fingerprint reader, set time, download log/Wallpaper, download
firmware, door control, synchronize, general synchronize.

Tools — Monitors terminal, authentication logs, Position
Management, notice management, user message management,
user export, user import, log import and can print data in Excel
format, APB Setting, Extend T&A Management.

Help — Displays the version information of the program.

@ Information Management Window

This window is where management menus are selected. If an
item is selected, the related data will be displayed on the list
window to the right.

(3 List Window

This window displays the data list and related information of
items selected from the Information Management and Option
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Setting window. By double-clicking the data, detailed information
can be viewed. The administrator can select multiple items using
the <Shift> or <Ctrl> keys.

m lcons

This section explains the icons that are displayed on the list

window when

Management window.

¢ User Management

items are selected from the Information

v Description
Status p
Ei General user.
&l Administrator.
% Power user.
[E Guest.
& Expired user.
« Group Management
Group —
Status Description
&£ Group.
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o Terminal Management

Terminal Status

FINGKEY | o | 8000/ | 2500/ | Card Description
ACCESS 3000+ 2500+ Only
& / &/ @ | Normal status.
. User number  error,
T / / synchronization list error,
B |5 tme zone version
error.
T / = Connected but
&t & unregistered.
EEEE %/ B9 | Not connected.
CH EEI.] / = | Other errors.

o Authentication Log Management

Log —
Status Description
fil Authentication success logs.

Authentication failure logs.
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¢ System Log Management

Log
Status

Description

&

Logs related to user registration, deletion, and
changes.

Logs related to Terminal reconfiguration.

B

Logs related to program execution and
reconfiguration.
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Homepage

By selecting the Homepage option, the website of
NITGEN&COMPANY can be viewed along with the company’s
product information.

File Miew Window Terminal Seting Tool Help

AccessManager Professional

{2 NITGEN & COMPANY - Windows Internet Explorer [=1E]

Homepage —
&' - 2] e/ wwnigen, com eng/index. huml ] [ | | o[-

© User Management

v

© Gious Management S IO 8 Daum ZAOSTION g DI g BT g HRHESY £ DI @) SHOIZDTA @] SHIE
© TeminaiMansgement | NAVER [D U010 -] 24 - MIHY- B AR - 5 3BUN- 4PCUE- &

o
Ll
(i
g
il
i

@zl 9239

© uthLog Management b [gwwesmcowmv [_} -8B -8 &-DHIAE - G-
B System-Log Management b

8 Piviegs Management

 Scheduie Setup Products Solution Technology Support & Download News AboUtNITG
8 Schedule Manage
8 Scheduls Search
B Result Search

NITGEN&COMPANY

© Resul Frocess

More than Fingerprint

NAC-5000

© Timezone Setting
New Paradime of fingerprint

recognition access control system

more »

Access Control/Time8Attendance | FIMModule | PC-peripherals Server Solution ive Scanner

|EE} FEEE FI00% -

For change a URL(address) of hamepage, changing DEFAULT _
HOMEPAGE item in C:\Program Files\AccessManager Professi-
onal\RemotoManager.ini is essential.

Example) DEFAULT _HOMEPAGE = http://www.msn.com
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Managing Users

Users can be registered, deleted, or changed.

AccessManager
File View Window Terminal Seting Tool Help
AccessManager Professional
ser
© Homepage Type Keyword Persons: 1008 [ RF Search
User Managemert Everplser | Search 6 Ervall User B Modiy User B Authentication List E3 Delete User
© Broup Management %dTolal statis.. & User Name Plivilege Auth Type Group ID Department APE
@ Teminal Management 20000000 Adiin Master P 1001 Nigen
© AuthLog Management 0000001 0000001 Master P 1001
0000002 0000002 Master P 1001
9 System-Log Managenient | €2 nnponn3 0000003 Master P 1001
© Friviege Management 50000004 0000004 Master P 1001
50000005 0000005 Master P 1001
0000006 0000006 Master P 1001
0000007 0000007 Master P 1001
© Schedule Setup 50000008 0000002 Master P 100
© Scheduls Manage 0000009 0000003 Master Pt 0
& Scheds Sach 0000010 0000010 Master P 0
50000011 0000011 Master P 0
© Result Seaich 0000012 0000012 Master Pt 0
@ Resul Prosess 0000013 0000013 Master P o
0000014 0000014 Master P 0
0000015 0000015 Master P 0
0000015 0000016 Master P 0
@ Oplion Sefiing 0000017 0000017 Master P 0
& Timezans Sefling 0000018 [ Master P 0
0000013 e Master P 0
0000020 0000020 Master Pt 0
0000021 0000021 Master P 0
0000022 ooonozz Master P 0
0000023 0000023 Master P 0
0000024 0000024 Master P o
0000025 0000025 Master P 0
50000025 0000026 Master P 0
0000027 0000027 Master P 0
Sannnozs oo0002E Master P 0 -
< 5

(@D User Registration

Click [User Management] on the Information Management
window.

Click [Register User] at the top of the List window, or right-click
the List window and click [Register User].

Or, select [File] > [Enroll User] on the menu bar.
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Enroll User Information: @|
Basic Information
? Please enroll user information
)

I Basic Information
User ID
User Name
Group HMon-Group Number v
Pasition W
Privilege Mormal User -
Timezone Code Mot Selected v
Pasition

Personal Mumber

Description
Fegistered Date 2010-06-23 b
[ Expited Date

I SetAuth-Type FP [1Pw [1RF
Password
Fie-enter Password
RF Card Number
[] Using Personal Setting

I Card Issue
Device Type OMMIKEY_DEVICE -

m Basic Information

¢ User ID — Enter a unique user ID.

ID length can be changed according to server and terminal
settings. Enter an ID with the length determined in the server

settings and administrator registration.

e User Name — Enter the user name to be displayed on the
server and terminal. (Up to 29 characters)

The user ID and user name must be entered.
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e Group — The user can be assigned a group registered in the
Group Management. The user will belong to the selected group.

¢ Position — A user’s position can be assigned in the Position
Management.

o Authority — The user’s authority can be set.

The authority levels are Administrator, General User, and Guest,
as well as the authority level registered in Authority Management
(power user).

An administrator can use both AccessManager and Access
Monitor. There is no difference between a general user and a
guest, but temporary users are given guest status.

Power users could obtain various authorities by administrator on
the [Authority Management] menu.

o Time Zone Code — The user’s time zone code can be set.

If a certain time zone code is given to a user, access will be
restricted based on the time zone.

e Organization — Enter the user’s organization. (up to 49
characters)

¢ Resident registration number / Employee number — Enter the
user’s resident registration number or employee number. (up to
49 digits)

o Description — Additional user information can be entered. (up to
49 characters)
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o Registration Date — Date the user account was registered. This
data can be changed if server has created a reserved user.

For reserved users, the account will be activated on the specified
date. If a terminal to download to is added after registering a
reserved user, the user will be automatically downloaded to the
terminal when the account is activated.

o Expiration Date — Can set the date the user account expires.

If an expiration date is set, authentication cannot be done with
that account after the expiration date. Setting an expiration date
is useful for guests.

o Import Image — Each user can insert pictures or various images
and print out when authentication succeeded at the terminal
device.

Image format supports bmp, jpg, gif, png and tiff types which are
adjusted to the print-out size at the terminal regardless of picture
size.

o Image Capture — Users are able to register images which are
captured by PC camera if PC camera is available in your PC.

Capture Dialog El

|LDgitEEh QuickCam E3500 ~ |

| Capture | [ apply ] [ Cancel ]

Using AccessManager Program - 67



’Il oo AccessManager Professional

Image Capture dialog will be pop-up on the screen when [Image
Capture] is clicked. Then, users can select a camera device
which is installed in your PC through the Combo-Box and real-
time images will be appeared on the left window. Secondly,
captured image will be appeared on the right window when
[Capture] button clicked and click [Apply] to register captured
image.

m Authentication Method Setting — The method for authenticating
users can be set.

The authentication method can be a combination of fingerprint,
password, and RF card. For details about the authentication
process, see the terminal manual.

When selecting more than one authentication method, either
[AND] or [OR] must be selected.

4 ™
AND - Authentication will work only if all authentication

requirements are satisfied.

OR - Authentication will work if one of the authentication
requirements is satisfied.

o

o Fingerprint — Compares user’s fingerprint with a registered
fingerprint for authentication.

¢ Password — Authentication is done using a registered password.
The password can be from four to eight digits.

¢ Password Confirmation — Enter the password again to confirm.

e RF Card Number — Authentication is done using an RF card.
Available only at RF card module added terminal.

68 — Using AccessManager Program



AccessManager Professional ’” NITGEN
iometric solutions

The RF card number consists of a facility code and the RF card
number. The facility code and RF card number must be entered.
In case of the single code (No facility code), [Unified] must be
selected on the [RF Input Type] option.

The facility code is that defined number for the site. For more
information about facility code, please refer to a card
manufacturer.

o Auth-Type Setting (SOC only) — Authentication type of SOC
devices is different with others.

RF authentication would be selected automatically when
fingerprint authentication is selected.
(Authentication sequence — RF > FP)

If password authentication is selected, RF card is not required.
(Authentication sequence — PW only)

If FP and PW are selected to way of authentication, RF button
will be checked automatically.
(Authenticaton sequence — RF > FP > PW)

e Personal Setting — The security level and the fingerprint
brightness, etc, can be set according to the condition of the
individual’s fingerprint.
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Personal Setting
Security Level 5 ; v
Gain O1 ®2 04 O¢f
Brightresz : ] - 40
Contrast — ] ]

User Message | MotUse 3

1| Cancel

Security Level — Security increases with higher security levels,
and authentication is easier at lower security levels.

Gain — Sets the intensity of the scanned fingerprint.
Brightness — Sets the brightness of the fingerprint image.
Contrast — Sets the clarity of the fingerprint image.

User Message — Set the message registered in User Message
Management to the current user.
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m Registering Fingerprints

If the fingerprint authentication method is used, fingerprints can

be registered as follows.

Click the [Register Fingerprint] button.

Total Bmmetrm
; . ,Salutmns Pm vider

Show this window next time.

»Click "NEXT" to begin.

@ NEXT @ CANCEL

Jog rrcen

————————————————— ——
S

Fingerprint Registration STEP1

» Seleet the finger you wish to enroll by clicking once
on the corresponding fingertip.

[m——————————————————

le The initial screen for i
I fingerprint  registration  will |
I appear. :
| To continue fingerprint |
! | registration, click [Next]. :
1 1
| |
| |
1 1
1 1
| |
| |
1 1
1 1
| |
| !
I ¢ Select the fingers to register |
I by clicking on them with theI
I mouse. 1
1 1
| |
| |
1 1
1 1
| |
| |
1 1
1 1
| |
| |
1 1
1 1
| |
| |
L . |
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Fingerprint Registration STEP2

Place your finger
on the sensor again

415t Scan »

This second scan is used to
confirm the first scan,

< 2nd Scank

@ roavst @ ercc (@) cancer

b

NITGEN

biometric solulions

Adjust Brightness

Place your finger
on the sensor

™

Bright

Dark

»If the Image Is too dark/bright slide bar to right/eft

@ vonve (@ cance

Jog rrsen

etttk R —————————————

Fingerprint Registration STEP1

» Select alternate finger to enroll by clicking once on the
corresponding fingertip
» To finish fingerprint registration, click NEXT"

[m——————————————————

R —————————————— —— —— -

le Place the finger to bel
| registered on the scanner. The |
I fingerprint image will bel
| displayed. After the fingerprint is |
: registered, scan the finger !
I again. The clarity of the image |
I can be adjusted by clicking the |
[Adjust].

=,

I o If [Adjust] was clicked, place |
| the finger on the scanner and |
I adjust the brightness. Click |
1 [Finish] to end the adjustment.

After the fingerprint sl
registered, the dot above the |
finger will turn purple. To=
egister more  fingerprints,
epeat the above process. Click
[Next] to go to the next step.

r 1

I
r I
I
I
I
I

| multiple
I session.

Note) The user can register |
fingerprints in
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"""""""" « Click [Finish] to finish |
fingerprint registration.

Fingerprint Registration STEP3

Fingerprint Registration
Successfully Completed

1

1

1 1
| |
1 Note) If multiple fingerprints |
: were registered and :
I authentication fails with one |
| fingerprint, another fingerprint |
I may be used. I
1 1
1 1
1 1
1 1
1 1
1 1
| 1

»To complete fingerprint registration, click FINISH"

@ erck (@ riuish (@) cancer

" NITGEN
biomelric solulions

¢ Issue (SOC only) — User details could be stored in RF card
through RF read and write device (Omnikey device only) in SOC
devices environment.

Before issuing RF card, SOC option should be configured in
[Server Default Setting] menu in [Option Setting].

Please reconfirm SOC setting if card issuing is failed.
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@ User Editing

Basic user information and authentication methods can be
checked and edited.

Select [User Management] in the Information Management
window.

Select a user from the List window and click [Modify User], or
double-click the user.

Or right-click a user, and select [Properties].

User Information (User ID : 0000} El

? User Information enmolled in server.

I Basic Information

UserID 0000

User Mame Nitgen

Group Nan-Group Mumber v
Privilege Master

Timezane Code Not Selected v
Fasition Adminiistrator

Personal Humber N10001

— Master
Registered / [ Evpired Date | 20091211+

I SetAuth-Tope [OFF [# Pw CIRF

<

Firgerprirt
Password m
Re-enter Password 1

FiF Card Number
[ Using Personal Setting

I Card lssue
Device Type OMMIKEY_DEVICE v
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(® Changing Authentication List

Select [User Management] in the Information Management
window.

Select a user from the List window to change the authentication
list and click [Authentication List] near the top of the List window.

Or, right-click the user and click [Auth-List Modify].

It can be decided whether the user will perform server or terminal

User authenticated list information (Terminal ID ; 101) 3]
User List in Selected Terminal,
| User it Using | Usor it Using
Gerver Authentication Pesons 1 Teminal dubentisalon PersonsFP: 172
UserlD & User Name Group ID UserlD & User Name Group D Master FP. Co.
Bz admin 0 Ba0000 0000 0 [ e
09 g
[

o Terminal List (Authenticate by Server) — If a terminal is added
to the list of server authentication terminals, the server will
conduct user authentication at the terminal.
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o Terminal List (Authenticate by Terminal) — If a terminal is added
to the list of independent authentication terminals, user
authentication will be done at the terminal.

To delete a terminal, select the terminal from the Change
Authentication List window and click [Delete].

To register a user as the master of a terminal, check the
terminal’s Master field on the Terminal List (Authenticate by
Terminal) and click [Master]. Remove the checkmark from the
Master field and click [Master] to cancel the user’s master
authority.

To add a terminal, click [Add] on the Authentication List Change
window. The following window will appear allowing terminals to
be added.

Select a terminal to add and click [Apply] to add the terminal.

Authenticate in Terminal 3

I Awailable Teminal List for Addition
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@ Deleting Users

Select [User Management] from the Information Management
window.

Select a user to delete from the List window and click [Delete
User] or press the <Delete> key on the keyboard.

Or, right-click a user and select [Delete].

Multiple users can be deleted by using the <Shift> or <Ctrl> keys.

® User Search

If many users exist in the database, search conditions can be
used to make searching easier.

Select [User Management] from the Information Management
window.

Select a category in the search bar near the top of the List
window and enter a keyword. The search results will appear on
the List window.

Categories: User ID, User Name, Privilege, Auth Type, Group ID,
Position / Department.
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® RF Card Search

Users could be found by reading RF card key values.

The information of the user who is registered in card would be
appeared on the screen when contacting user’s card on the RF

reader.

This function is available in SOC type only.

T ——— A ]

File View Wndow Terminal Seting Tool Help
AccessManager Professional
© Homepage Type Kepord Persons: 99998 RF Seach
User Management [ seaen EniollUser BB Modiy User E) Authentication List E3 Delete User
& Group Management User D & User Name Privilege Auth Type Group 1D Pastion / Depattment APE Stat &
© Terminal Management 20000000 0000000 Master P 1] T
© pulhLog Menagamert | GE0000001 0000001 Master P o
Sa0000002 0000002 Master PP 0
© SystemLog Management | & qopgong 0000003 Nomal User RF 0
© Piiviege Management | G50000004 0000004 Master PP 0
&a0000005 0000005 Master P o
m, 1,0000008 0000008 Master FP/Pw [OR] i
0000007 00000
& Option Setting 0000008 000oo| Contac RF card to the reader, 5
& Tinezone Seting 0000003 0000{ (WNWNWEWENWEERE )
0000010 o000g| -
0000012 0000072 Waster FP7PW BND] T
0000013 0000013 Master FP/PW (4HD) o
&a0000014 000014 Master FR /P [4HD) 0
0000015 000015 Master FP /P [4HD) 0
&a0000015 0000015 Master FP/PW [4ND) 0
0000017 0000017 Master FP /P (4HD) o
&as0000018 00008 Master FP /P [4HD) 0
&a0000019 00009 Master FP /P [4HD) 0
&a0000020 0000020 Master FP/FW [4ND) 0
0000021 000021 Master FP /P (4HD) o
Sa0000022 0000022 Master FP/PW (4HD) o
Sa0000023 0000023 Master FP /P [4HD) 0
&a0000024 ooooz4 Master FP/PW [4ND) 0
Sa0000025 0000025 Master FP /P [4ND) 0
&a0000025 0000025 Master FP/PW (4HD) o
0000027 0000027 Master FP /P [4HD) 0
&a0000028 o0000ze Master FP/FW [4ND) 0
Sa0000029 0000029 Master FP/P [4ND) 0
k. AN Anannon [T £DE iaMr n = (v
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Managing Groups

Users can be managed by group.

&1 AccessManager |ZHE|E‘

File View Window Terminal Seting Tool Help

AccessManager Professional

information Mena..

© Homepage
© User Managemert

- . [ Envol Gioup B Modify Group BB User List €3 Delete Group
oup Management

2 Teminal

2 0 Al
© AuthLog Management 258 Growp 1 Sroun D 2001
012
© System-Log Management o
5713 Group Group 3
© Priviege Management 26 Growp 2
Descr

TNA Management UserID User Name Department

© Schedule Setup
© Schedule Manage
© Schedule Search
© Flesull Search

B Result Process

© Oplion Setting

& Timezone Setting

=

| @

Delete User

All groups will be listed in Group Management Menu.
When user authentication is succeeded, the group ID will be
displayed on the terminal screen.
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@ Registering Groups

Select [Group Management] in the Information Management
window.

Select [Enroll Group] button after you select a group what you
want to enroll.

Or select [File] = [Enroll Group] on the menu bar.

Enroll Group Information @

ii Pleaze enroll 2 group information.

I Basic Information

Growp D1~ 20y |
Group Mame |

Description

I ak. H Lancel

Group ID (1 ~9999) — Enter the group ID.
Group Name — Enter the group name.

Description — Enter additional group information.
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Select [OK] button after enter items. New group will be
created under the selected group.

@ Editing Groups

Select [Manage Group] from the Information Management
window.

It shows a specified group information in the left window
when you select a group what you want to modify.

Modify contents of an item what you want to modify

Entered data are changed when you click [Modify Group]
button. (Group ID can't be changed.)

(3 User add

Select [Group Management] in the left frame [Information
Management].

Click [User Add] button after you select a group..
Available user list to add into the specified group is displayed.
Selected users are added into the specified group when you

click [add] button after you check a "add” items what you
want to add in.
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Available User List for Addition

H Uszer list in the group.

I Awvailable User List for & ddition Select &ll] [ Check || Uncheck |

User ID User Mame Department Add bt

S nnnonng DOn0nS —

Sm0000010 00000 o [

S 0000011 oono0t _J

Sa0000012 000001 2 ]

S=0000013 000001 = (]

S=00n0on7 4 nonnnT 4 ]

SE0000015 000001 S —

S 0000 6 0000 & _J

Sm000001 7 oo0o0i 7 —

S 0000018 000001 & _J

S,0000019 0000019 ]

S= 0000020 0000020 (]

S=0000021 000001 ]

S 0000022 oono0zz [

S=0000n23 00n0n23 _J

S 00000z4 oono0z4 —

S 0000025 0000026 _J

S,0000026 0000026 ]

[~ Ty AnnnneT 1 - =

[ 1
add | TDess

@ User delete
Select [Group Management] in the Information Management
window.

User list of a specified group is shown when you select a
group.

Users are removed from the list and group information of
those is changed into unspecified group when you click [User
Delete] after you select users that you want to delete.
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® Group Delete
Select [Group management] in the Information Management..

Group information is removed from the list when you click
[Group Delete] button or enter “delete” key on the keyboard.

Or select groups what you want to delete. And then select
[Delete] menu after click a right mouse button

When you delete group information, all information under the
group is also removed. User information of a specified group
is changed to “unspecified group”
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® Group Timezone Setting

Select [Manage Group] from the Information Management
window.

Select a group to change and right-clicking firstly. Then, click
[Timezone Setting].

Timezone Setting E]
I User List I Timezore Information I Holiday List

UserID & User Mame Timezo... y s

Timezone Code ~

S50000000 0000000 i

#a0000001 0000001 Timezane Mame : TESTZ

S=0000002 0000002

820000004 0000004 Holiday List Code 0

820000005 0000005 )
Seonooos  ononos Holiday List Name
820000007 0000007

&an000012 0000012

&uuuumg 0000013 o 3 E 9 12 15 12 21 24
820000014 0000014 Haliday | |
Sa0000015 0000015 y ‘ |
Ss0000mE  0000ME on ‘ |
@a0000017 0000017 Tue

Ba0000015  000001E wed | |
Sa0000019 0000019 Tha I |
820000020 0000020 . ‘ |
820000021 0000021 ' ‘ |
Sa0000022 0000022 Sat

Sa0000023 0000023 Sun \ |

paphpnpnanRarnananans
b

Ss0000024 0000024
820000025 0000025
<

coocoocococoococoocoOCooooaooo

‘work Completed. [Ermmor Counts @ 0]

( ]

g
<

User List — Users which are contained in selected group could
be checked easily by check-box to configure Timezone.

A many number of users could be selected easily by “All",
“Check” and “Uncheck” buttons. Basically, all users are selected.

Timezone Information — Selected Timezone’s information will be
displayed by clicking Timezone Code in Timezone Code menu.
After select a Timerzone Code, [Apply] button should be clicked
to apply Timezone to selected users.
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Managing Position

You can manage various positions.

Select [Tool]-[Position Management] in the main menu.

Fosition Manage §|

Position Mame
Positiond

Positionl
Position2

Position3
Positiond
Position>

New position is created when you click [Add] button.
You can change a specified position via double clicking.
A specified position is deleted when you click “Delete” button

and also group information is changed to unspecified group
in the relevant user information.
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Managing Terminals

Terminals can be registered, deleted, or edited.

AccessManager

File View Window Terminal Seting Tool Help

AccessManager Professional

© Timezone Selting

Information

Information Mana... | J Terminal

8 Homepage
© User Management B Ervoll Teminel B Terminal Information B Authentcation List E3 Delete T eminal 5 ea
© Group Management TeminallD & TeminalName  Slatus IP Address Description Enlry zone Exil zone
Terminal Management | BBg10 ‘world_Test 3000+ Nok Connected
© Authrlog Management 8 et Connected
1 m Not Connected
© SystemLog Management | g5ong 3000+ Mot Cornected
© Pivilegs Management | (2000 Werki_Test Nomal 19216810120
& Option Setting

The [Terminal Management] title will be changed if abnormal
terminal devices are listed.
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@D RegisteringTerminals

Select [Terminal Management] from the Information
Management window.

Select [Register Terminal] near the top of the list window. Or,
right-clicking on the List window then click [Register Terminal].

Or, select [File] = [Enroll Terminal].

Register Terminal

Flease reqgister terminal infarmation

I Basic Information

Teminal D (1~ 2000) |l
Terminal Hame |

Description

I OF l [ Cancel ]

Terminal ID (1 ~ 2000) — Enter the terminal ID which will be used
for identification by the server.
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For a connection to be made, the terminal ID entered in the
terminal registration window and the terminal ID set in the
terminal must be identical.

Terminal Name — Enter a unique terminal name.

Description — Enter additional information.

@ Terminal Information

Basic terminal information, terminal configuration, and fingerprint
scanner settings can be checked or edited.

Select [Terminal Management] from the Information
Management window.

Select a terminal to check or edit in the List window, and select
[Terminal Information]. Or, double-click the terminal.

Or, right-click the terminal and click [Properties].
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4 NAC-5000 Terminal Information

m Basic Information — The terminal’s basic information can be
checked and edited.

Terminal Properties (Node 1D : 2000) El

(] Basic Information

23] U & Sound I Basic Information
5 Terminal Option

— ) ) Terminal 1D 2000
Fingerprint Setting
Wonki_Test
El Timezone Checking Terminal Name —
Description qQuewer

Registered Date

Status Mormal

IP Address 19216810120

Firmweare Yersion 1.000 - 0046

UTC Timezone:

[UTC+0300) M= w

Cancel

If current time is different between server installed area and
terminal installed area, terminal’s current time could be
configured by UTC Timezone menu.
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m Ul & Sound — The terminal’s user interface can be configured.

Terminal Properties (Node ID : 2000) E|

[ ] Basic Infarmatian

I Display
@S Terminal Option Disp. Uszer phato [ Digp. User message
Fingerprint Setting Dizp. Uzer Name

@ Timezone Checking Set Language Englizh £
M ain View

LED Erightriass 50

I Camera
General Extra

Picture-taking Success ~ Mot Use £
Fiesolution High e

Display Using b Not Use w

I Sound
[JBeep [ %aice
Sound Yolume J 20

I Time of terminal read only]

2010-02-22 2 = 5:55:00

¢ Display

Disp. User photo — User can select whether or not the registered
picture will be displayed in the user information. If there is no
picture registered, selecting this option will not display any
picture.

Disp. User message — User can select whether or not the user
message set in the user message management menu will be
displayed. If there is no user message set, selecting this option
will not print out user message.
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Disp. User Name — User can select whether or not the registered
name will be displayed in the result window of the terminal.

Set Language — Select the language to display on the terminal
screen.

Main View — User can select a type of background image on the
terminal.

LCD Brightness — LCD brightness can be controlled.
o Camera

This menu is consists of Normal Camera Setting and Expanded
Camera Setting. After the authentication, status images coule be
captured in Normal Camera Setting. On the other hand,
Expanded Camera Setting is depends on special cameras which
haave certain functions like thermo-camera. Please refer to
terminal’s manual for details about Expanded Camera Setting.

Capture — User can select whether or not the camera will be
used in terminal device. Also, capture option can be selected
through this menu.

Resolution — The resolution of captured images can be selected
through this menu. (Low : 320 * 240, High : 640 * 480 pixels)

Display — User can select whether or not the captured picture will
be displayed in authentication result window of terminal device.

e Sound
Beep — Sounds are generated when screen is touched or keys
are pressed on the terminal.
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Voice — Voice instructions are given when authenticating
fingerprint at the terminal.

Sound Volume — Sound volume can be controlled.

o Time of terminal (Read only)

Time of terminal — The current time of the terminal is displayed.

m Terminal Option — The terminal’'s detailed options can be

checked and changed.

Terminal Properties (Node ID : 100)

(1] Basic Infomation

£] U1 Sound I Teminal Setting
£L Teminal Option Saving log
Fingesprint Setling

[EZ) Timezone Checking

FF Card Type
Enciypt Typs
wiegand

] TéA Mode

Type
ThA Auth Only

I Door Settings
Door Settings
Function
Reslt signal
Coor Opening

Open'Warning

Time Out for comm [Sec.)

Using
Success
5

0

[ Timezane
Mot Use v
10 e
Mormal v

Olsing @ MotUse

O

Door Settings
Function Using
Result signal Failed

Door Opering 5
OpenWaming o

b= klie =

ok [ Zaneel ||

£pply
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e Terminal

Saving Log — Sets whether to save access data and system
change information. If the terminal is connected to the network,
event information is sent to the server in real time. If the terminal
not connected to a network, all data will be stored in the terminal.

Timezone — Sets whether time zone is used at the terminal. If
this option is selected, the terminal will have time zone-related
functions.

RF Card Type — If RF cards are used to authenticate users,
select the card type to use. The same type as the one in the
Option Setting must be selected.

A RF cards are optional. They cannot be used in
terminals without RF modules.

Encrypt Type — Select whether to use DES encryption for the
data transmitted between the terminal and the network.

Wiegand — User can using Wiegand interface through this menu.
Time Out for comm. (Sec) — If the server and a terminal are
communicating through a network and no response occurs within
the specified time, the network connection will be considered
nonexistent.

o T&A(Time and Attendance) Mode

Type — Type of T&A can be selected.

Normal — Attendance, leaving from working, going out, return
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buttons are applied.
Simple — Attendance, leaving from working buttons are applied.
Extended — Up to 99 functions can be applied.

T&A Auth Only — User should use a T&A authentication for pass
the door.

¢ Door — Up to two doors can be controlled.

Function — Set a function of selected door. If you installed the
other devices such as fire alarm or light alarm, select the device
corresponding with installed devices.

Result — The doors and lighting only will be operated by selected
result signal. If you select “Success”, the door will opened when
authentication succeed.

Door Opening — Sets how long the door will remain open after
the user is authenticated.

Door Warning — If the door remains open for longer than the door
opening period, an alarm will sound. If the alarm sounds, check
why the door does not closing, and enable it to close.

For the NAC-5000 terminal, door opening periods and warning
periods can be set for two doors.
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m Fingerprint Setting — The terminal’s fingerprint reader can be
reconfigured.

Terminal Properties (Node ID : 100) E‘

[1] Basic Information

S U1 Sound I Fingerpiint Sensar
Terminal Opti
e e Brightness 0 10
BE Fingerprint Setting
° - Contrast 0 0
[TE) Timezone Checking
Gain [0 2
| Secuity Level Setting
Set1:1 Securty Level 5 E
Set TN Secuity Level 8 E
LFD Level Nane ~
I Others
Fingerprivk Timeout (Sec] 5 E
Teminal &uthenticate Type Use 1:N Authertication v
1N Timeout 3 E
ok J[ cencel J[ apew

« Fingerprint Sensor
Brightness — Sets the brightness of the fingerprint.

Contrast — Sets the contrast of the fingerprint.
Gain — Sets the intensity of the fingerprint.

o Security Level Setting

A security level is selected for fingerprint authentication.
Minimum security is 1 and maximum security is 9.
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1:1 Security Level (1 to 9) — This value is used when
authenticate by fingerprint with User ID. (Default: 5)

1:N Security Level (1 to 9) — This value is used when
authenticate by fingerprint without User ID. (Default: 8)

~

A The security level must be high if greater security is
required. However, at high security levels, actual
user fingerprints may be rejected more often. At low
security levels, the fingerprints of people who are
not the user may be accepted more often.

J

LFD Level — One of 4 Live Finger Detection levels may be
selected to detect forged fingerprints.

¢ Others
Fingerprint Input Timeout — If the user does not scan a fingerprint
in the specified time, the scanner’s LED will turn off and no scan

will be made.

Terminal Authentication Type — Select how the user will receive
server authentication.

When [Use 1:N Authentication] is selected, authentication is
processed by scanning user’s fingerprint without inputting an ID.

When [Not use 1:N Authentication] is selected, authentication
should be processed after a user’s ID is inputted.

When [Use 1:N + Short ID Authentication] is selected, both 1:N
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Authentication and user authentication that is processed after a
part of user’s ID is inputted can be used.

Using 1:N Timeout — Fingerprint search time may be limited for
1:N authentication. If this feature is used, the search will only be
done in the specified period.

m Timezone Checking — is set to the current terminal time zone
information can be found and changed.

Terminal Properties (Node ID : 100) @

(2] Baslo Information
£ Uit Sound

I TimezoreVersion 3
£ Terminal Option
Fingerprint Setting I Timezone Information I Holiday List
[) Timezone Checking Timszons Cods | 3 08-03
03-12
12728

Timezone Name  Mitgen_Mormal P T
Holiday List Code 1

Holiday List Name  Mitgen_1

Huliday
Man
Tue.
Wwed
Thu

Fii

Sat
Sun.

a3 H LCancel H Apply

* Time zone version

Time zone version — displays the version of the current time
zone.
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¢ Time zone Information

Time zone code — is set in the current terminal to display time
zone code value. On this screen, change the code so you can
change the settings for the terminal time zone.

Time zone name — displays the name of the selected time zone
code.

Holidays list the code — the code is applied to the selected time
zone code to display the list of holidays.

Holidays list the name — the name of the code is applied to
display the list of selected holidays.
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@ NAC-2500, NAC-3000, FINGKEY ACCESS Terminal
Information

m Basic Information — The terminal’s basic information can be
checked and edited.

Terminal Properties (Node 1D : 2) El

(1] Basic Information

2] Terminal Setting I Basic
F#5 Timezone Checking
- . Termninal ID 2
Fingerprint Setting
1
[ Logo/Firmuware Infomation Terminal Narme
Description

Reaistered Date

Status Mormal
IP sddress 192.168.10.135

Firmrare Yersion 252220

UTC Timezone:

[UTC+09:00) M = k.

Cancel

If current time is different between server installed area and
terminal installed area, terminal's current time could be
configured by UTC Timezone menu.
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m Terminal Setting — The terminal’s detailed options can be checked
and edited.

Terminal Properties (Node ID : 123) EJ

Basic Information

#8 Teminal Setting

I Option
[#5 Timezone Checking

Beep Voice [ Timezone
Fingerprint S&tting Saving lag [ Function Key
E/ Loga/Firmware Infarmation
FF Card Type Mot Use v
Door Opening Time |5 =
Door Open'waming |0 e
Time Dut for 10 =
Set Language English v
Ercrypt Type DES b

I Set Time of terminal

27/05/2009 16:44:06

o Option Setting

Beep — Sounds are generated when screen is touched or keys
are pressed on the terminal.

Voice — Voice instructions are given when authenticating
fingerprint at the terminal.

Timezone — Sets whether time zone is used at the terminal. If
this option is selected, the terminal will have time zone-related
functions.
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Saving Log — Sets whether to save access data and system
change information. If the terminal is connected to the network,
event information is sent to the server in real time. If the terminal
not connected to a network, all data will be stored in the terminal.

Function Key — If this option is selected, terminal function keys
can be used in application programs.

RF Card Type — If RF cards are used to authenticate users,
select the card type to use. The same type as the one in the
Option Setting must be selected.

A RF cards are optional. They cannot be used in
terminals without RF modules.

Door Opening Period — Sets how long the door will remain open
after the user is authenticated.

Door Warning Period — If the door remains open for longer than
the door opening period, an alarm will sound. If the alarm sounds,
check why the door does not closing, and enable it to close.

For the NAC-5000 terminal, door opening periods and warning
periods can be set for two doors.

Time Out for comm (Sec) — If the server and a terminal are
communicating through a network and no response occurs within
the specified time, the network connection will be considered
nonexistent.

Set Language — Select the language to display on the terminal
screen.

Encrypt Type — Select whether to use DES encryption for the
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data transmitted between the terminal and the network.
o Set time of terminal (Read only)

Set time of terminal — The current time of the terminal is
displayed.

m Timezone Checking — is set to the current terminal time zone
information can be found and changed.

Terminal Properties (Node ID : 123) EJ

[2] Basic Information
5] Teminal Setting

I Timezone 3
Fingerprint Setting I Timezone 1 Holiday List
@ Logo/Fimware Information Timezone Code |1 " 03 -03
09-12
12.25

Timgzone Mame  Mitgen_Mormal
Haliday List Code 1

Huoliday List Mame Mitgen_1

0 3 [ El 12 15 18 21 24
Holiday | |
Man | |
Tue.
wed.
Thu,
Fii. [ |
Sat. [ |
Sun L J

* Time zone version

Time zone version — displays the version of the current time
zone.
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¢ Time zone Information

Time zone code — is set in the current terminal to display time
zone code value. On this screen, change the code so you can
change the settings for the terminal time zone.

Time zone name — displays the name of the selected time zone
code.

Holidays list the code — the code is applied to the selected time
zone code to display the list of holidays.

Holidays list the name — the name of the code is applied to
display the list of selected holidays.

m Fingerprint Setting — The terminal’s fingerprint reader can be
reconfigured.

Terminal Properties (Node ID : 123) EJ

(5] Basic Information

] Teminal Setting

I Fingerprint
T Checki
mezone hecking Brightness I 45
Bl Fingerprint Setting
Contrast J 20
[ LogoFirmware Information
Gain [ 2
1 Security Level
Set 1:1 Securiy Level 5 =
Set 1:N Securty Level 8 =
1 Others
Fingerprint Timeout (Sec] |5 =
[#] 1:N Timeout 3 =,
v

Capture Mods Intelli Capture

ok [ Cancel [ dppy
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 Fingerprint Sensor Options

Brightness — Sets the brightness of the fingerprint.
Contrast — Sets the contrast of the fingerprint.
Gain — Sets the intensity of the fingerprint.

A These settings greatly affect sensor performance. It
is recommended that the default settings be used.

4 I
A If the weather is very dry, the recognition rate may

drop. In this case, adjust the brightness to between 20
and 30. (20 is recommended)

A\ If the weather is too humid, adjust the brightness to
between 50 and 80. (60 is recommended)

\

o Security Level

A security level is selected for fingerprint authentication.
Minimum security is 1 and maximum security is 9.

e 1:1 Security Level (1 to 9) — This value is used when
authenticate by fingerprint with User ID. (Default: 5)

e 1:N Security Level (1 to 9) — This value is used when
authenticate by fingerprint without User ID. (Default: 8)
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~

A The security level must be high if greater security is
required. However, at high security levels, actual
user fingerprints may be rejected more often. At low
security levels, the fingerprints of people who are
not the user may be accepted more often.

J

o Others

e Fingerprint Input Timeout — If the user does not scan a
fingerprint in the specified time, the scanner’s LED will turn off
and no scan will be made.

¢ Using 1:N Timeout — Fingerprint search time may be limited for
1:N authentication. If this feature is used, the search will only be
done in the specified period.

o Capture Mode

Latent (Checking Residual Fingerprints) — This function prevents
errors caused by fingerprint residue from sweat or moisture.
Intelli Capture — If the finger is too moist or dry, the fingerprint’s
brightness will be adjusted. The Intelli Capture feature includes
the latent function.

e R
A Using the latent function or intelli capture will
increase security but authentication time may also
increase. These functions are recommended for
high-security access control. For regular access
control (attendance management, etc), it is
recommended that these functions not be used.
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B Logo/Firmware Information

Terminal Properties (Node ID : 123) E‘

Basic Information
£ Teminal Setting

F#5 Tinnszone Checking I Basic
Finaerprint Setting
= nformation l“mrcau
I Basic
Wersion Information | 2522 - 00
ok J[ concel [ spoy |

Logo Image and Firmware version of the selected terminal are

shown on the screen.
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(® User Authentication List
The list of users authenticated by the terminal is displayed.

Select [Terminal Management] from the Information
Management window.

Click [User Authentication List].
[User List Using Server Authentication] or [User List Using

Terminal Authentication] that will be authenticated by the terminal
can be added or deleted.

The [Master] button can give an authenticated user Master
authority or cancel the authority.

User authenticated list information (Terminal 1D : 1993)

User Listin Selected Teminal,
| UserLit Using | UserList Using
Server Autheniicalion Persons 11 Teminal Authertication Persons/FP: 12/0

UserlD & User Name GrowplD  Reser. UserlD & UserName GiowplD  Masler FP.Co.. Reserv.

£ 0000012 0000m2 0 fs0000000 0000000 0 O o

L0001z oooom3 0 Sa0000001  0O0DODY 0 0 o

£ 0000074 00004 0 S=pooon02  oooooo2 0 o

£ 0000015 0000M5 0 850000003 0000003 0 - o

£ oo000te 0000ME 0 Sa0000004  OO0DOD4 0 0 o

£ 0000017 oooom 7 0 820000005 000DO0S 0 J o

£ 0000018 000018 0 £ 0000005 000000 0 - o

£oo0001e ooooms 0 £ oooooo? oooogo? 0 0 o

£ 0000020 0000020 0 £ 0000008 0000008 0 J o

£ 0000021 0000021 0 £ 0000008 000000Y 0 - o

Looooozz  oooonzz 0 £ o00omo  ooooio 0 0 o

& ooooon1 ooooon 1 0 J o
>
add dd

( )
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Click [Add]. In the user list, select a user and add him to the
terminal’s server authentication or terminal authentication user
list.

Authenticate in Terminal

I Awailable User List to Addition

Usger |0 & Uszer Mame Group 1D Master FP.Co.. Feserved #
& 0000023 000023
8 0oo0oz4 0000024
8 0000025 0000025
8 0000026 0000026
8 0000027 0000027
& 0000028 0o0ooza
8 0000023 0000029
8 0000030 0000030
8 000031 nanao3t
8 000003z 0000032
8 0000033 0000033
8 0000034 0o0oo34
8 0000035 0000035
8 0000036 0000036
8 0000037 oonon3?
8 0000038 0000038
& 0000033 000033
8 0000040 0000040
8 0000041 0000041
8 0000042 oonoo42
8 0000043 0000043
& 0000044 0000044
< >

[ e Y e e Y e Y e e e e e e e e Y e e = = Y Y
[ e Y e e Y e Y e e e e e e e e Y e e = = Y Y

COOO0000000000000000000

@ Remote user registration

Users could be registered on termimals by Access Manager
Professional.

Select a terminal in the Terminal Management menu. Then, right-
clicking and choose a [User Registration].
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| Enroll User E|

User ID:

[ (o] 4 ][ Cancel

Input ID and clicking [OK] to execute a registration function on
the terminal. After that, following register sequences on the
terminal to complete user registration.

(This function is currently available at Fingkey-Access firmware
version 4.643 or higher only.)

® Deleting Terminals — Selected terminals can be deleted.

Select [Terminal Management] from the Information
Management window.

Select a terminal to delete and click [Delete] or press the
<Delete> key on the keyboard.

Or right—click a terminal and click [Delete].
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Managing Authentication Log

AccessManager

File Yiew Window Terminal Setting Tool Help

AccessManager Professional

2 Authentication

B Homepage

Starting Date Closing Date Category FResult Keyword Log: 2000
@ User Management 20071249 s | (20100819 & | EONMSIE -~ | 20 v Search L’ﬁU
© Gioup Management Time 7 User D User Name: Fosiion  TeminallD  Temindl.. Autheniic.. Auhentic.. Func#

B Temninal Management 0100819 27 39:09 0000000 0000000 1993 MNACS000  FP+Pw/ Success
0100818 2T §33.08 0000001 0000001 1553 NACEIOD  FP+ P/ Success
0100813 27 %33:03 0000002 0n00002 1993 NACEAOD  FP + P/ Success
0100819 27 9.33.09 0000003 0000003 1993 MNACS000  FP+Pw/ Success
0100818 2T §33.08 0000004 0000004 1553 NACEIOD  FP+ P/ Success
0100813 27 %33:03 0000005 0n00005 1993 NACEAOD  FP + P/ Success
0100813 27 3,39.09 0000008 0000008 1993 MNACS000  FP+Pw/ Success
0100818 2T §33.08 0000007 0000007 1553 NACEIOD  FP+ P/ Success
0100818 27 933:09 0000008 0000008 1993 NACS0OD  FP+PWw  Success
0100813 27 3,39.09 0000003 0000003 1993 MNACS000  FP+Pw/ Success
0100818 2T #33.08 0000010 0000010 1333 NACEIND  FP+ P/ Success
0100818 27 933:09 0000011 0000011 1993 NACS0OD  FP+PWw  Success
0100813 27 3,39.09 ooooo12 ooooo12 1993 MNAC-S000  FP+Pw/ Success
0100818 2T #33.08 0000013 0000013 1333 NACEIND  FP+ P/ Success
0100818 27 %33:09 0000014 0000014 1993 NACS00D  FP+PW  Success
0100813 27 9:39.09 0000018 0000015 1953 NACEODD  FP+Pw Success
0100818 27 35:08 0000016 0000016 1953 NACEAOD  FP+ P/ Success
0100818 27 %33:09 0000017 0000017 1993 NACS000  FP+PW  Success
0100813 27 9:39.09 ooooo1s ooooo1s 1953 NACEODD  FP+Pw Success
0100813 2 %33:03 0000013 0000013 1993 NACEAOD  FP+ P/ Success
010-0813 27 %38:09 0000019 0000013 1993 NACS000  FP+PW  Success
0100818 2T 38:08 0000018 0000018 1553 NACEIOD  FP+ P/ Success
0100813 27 338:03 0000017 0000017 1993 NACEAOD  FP+ P/ Success
0100819 27 9.38:09 L 00o001e 1993 MNACS000  FP+Pw/ Success
0100818 2T 38:08 0000015 0000015 1553 NACEIOD  FP+ P/ Success
0100813 27 %38:03 0000014 0000014 1993 NACEAOD  FP+ P/ Success
0100819 27 9.38:09 0000013 0000013 1993 MNACS000  FP+Pw/ Success
0100818 2T 38:08 ooooo12 0000012 1553 NACEIOD  FP+ P/ Success v

AuthvLog Management
B SysterrLog Management

© Piiviege Management

© Schedule Setup
© Schedule Managsment
© Schedule Search

8 Resut Search

© Result Process

© Oplion Seting

 Timezone Setting

The Authentication Log Management menu can be used to
check data related to terminal authentication.

Select [Authentication Log Management] from the Information
Management window.
Authentication logs can be checked on the List window.

If many logs exist in the database, search conditions can be
used to make searching easier.

Select a category in the search bar near the top of the List
window and enter a keyword. The search results will appear on
the List window.
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To view detailed information, double—click the log, or right—click
the log and select [Properties].

If camera is available, the picture captured by authentication will
be shown as below. User can configure the timing of capturing
through terminal properties menu.

Authentication Log E|

Detail information about selected auth-log.

L%

I InFormation
Log Time : 05/03/2009
User ID : Terminal 10 100
Authenticate Type Function Key a

Authenticate Error ¢ Failed [0x00000001]  Door error

User Information

Authentication :

User Mame : Position ;
Privilege : Group !
Reqgistered Date : Expired Date :
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/& Only authentication logs of certain users which
are contained in logged-in authority’s user list will

be displayed when logged-in by power user.

A In case of terminal information, although
authentication has occurred in uncontrollable
terminals by certain users which are contained in
logged-in authority’s user list, the authentication
logs will be displayed. However, terminal related

detail will not be displayed without terminal ID.

N J
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Managing System Log

System logs of program execution items such as user addition

and deletion or terminal connection can be checked.

AccessManager
File Miew MWindow Terminal Setting  Tool Help
AccessManager Professional
© Hamepage StafngDate  Closing Date Search Resul Log: 86
& User Management 20071218 v | | 20100819+ | [H] | [an - Search
© Group Management Time ¥ Admin ID Log Type: Result ~
 Teminal Managemert 520100813 2 3 41321 0000000 FiM - Connection Suscess
© AuthLoaManagement 10819 25 34213 0000000 FiM - Add Privilege Temingl Success
10819 23 34213 0000000 Rk - &dd Privlege Terminal Success
System-Log Management 20100818 £ 3 34213 0000000 RM - Add Frivilege Termingl Sucosss
8 Piivilege Managemert 20100613 2 5 34209 0000000 Fib - Add Privilege Liser Suscess
10819 23 34209 0000000 Fib - Add Privilege User Success
10819 23 34209 0000000 Rl - 4dd Priviege Liser Success
20100819 2§ 34208 0000000 FiM - Add Privilege Liser Susoess
9 Schedule Setup 20100819 2= 34203 0000000 FiM - Add Privilege Llser Success
8 Schedule Management 10819 22 34209 0000000 Fib - Add Privilege User Success
5 Sehedus Search 10313 2 34203 0000000 Rl - 4dd Priviege Liser Success
20100819 2§ 34208 0000000 FiM - Add Privilege Liser Susoess
8 Result Seaich 20100819 D3 34209 0000000 R - Add Privilege Uiser Success
& Result Process 10819 22 34209 0000000 FiM - Add Privilege User Success
10819 23 34209 0000000 Rl - 4dd Priviege Liser Success
20100819 2§ 34208 0000000 FiM - Add Privilege Liser Susoess
20100613 2 5 34209 0000000 Fib - Add Privilege Liser Suscess
8 Optian Setting 0819 23 34209 ooa0aao FiM - Add Privilage User Success
8 Timezone Seting 10819 23 34209 0000000 Rl - 4dd Priviege Liser Success
20100819 2§ 34208 0000000 FiM - Add Privilege Liser Susoess
20100613 2 5 34209 0000000 Fib - Add Privilege Liser Suscess
10819 22 34209 0000000 FiM - Add Privilege User Success
10819 23 34209 0000000 Rl - 4dd Privilege Liser Success
Bo0100819 £ % 34048 0000000 FiM - Connection Susoess
220100819 2F 31444 0000000 FiM - Databsse Synchronize / Teminal ID: 1 Sucoess
10819 22 31443 Terminal - Fived Option Modity / Terminal D: .. Suceess
10819 23 31442 0000000 R - Database Synchronize / Teminal ID: 1... Success
[Bo0100819 £ % 31440 0000000 FiM - Modity Information of Terminal / Termin... Sucoess
gzmn-na-w 22 3143 0000000 FiM - Envoll Teminal Suscess 3

Select [System Log Management] from the Information
Management window.
System log information can be checked in the List window.

If many logs exist in the database, search conditions can be
used to make searching easier.

Select a category in the search bar near the top of the List
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window and enter a keyword. The search results will appear on
the List window.

To view detailed information, double—click the log, or right—click
the log and select [Properties].

System Log [g|

g Detail information about selected system-log
é

Basic Information

Event time :  2/17/2009 7:00:27 PM
Location @ AccessManager
Admin ID 0000000

Category

Type ! RM - User Delete

Ervor code @ 0x00000000

1 Description

{UserID:0033570)
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Managing Authority

The Authority Management menu can only be accessed by the
administrator. The menu is used to set Remote Management
program functions as well as user and terminal authorities.

If the authority ID defined in the menu is applied, the user will be
given the corresponding level of authority.

e If the Authority Management menu is accessed by power
users, they could check specified authorities which are
approved to them.

£ AccessManager E”Elgl
File View Window Terminal Seting Tool Help

AccessManager Professional

S prviege

9 Homepage
© User Management [ Ervol Friviege [ Inpfg;"&zgt;n [E3 Delete Privilege
8 Group Management L -
P banag D Privilege Name ‘ o
8 Teminal M. e
Basic Privilege W % o
& AuthlogManagement &by For Terminal Management ¥ v ¥ ¥
© System-Log Management | (16 For User Management W & ¥ ¥ ¥
Piivilege Managemert
TNA Management
8 Schedule Setup
© Schedule Management
© Schedule Seaich < >
© Result Seach
User D Userbame  GroupID 4| TermnallD  TerminalNa.. Status
9 Resul Process Roooooos  ooooooe 1 NAC-3000 hormal
£ oooooo7 oonooo7 [@ss NAC-3000_02  Hormal
& ooooooe 0onoo0s [Thosn NAC-S000  Marmal

© Option Setting a 0000003 0000009
S ooooota oooooto
L ooooot1 ooooots
Loooootz  oooooiz
50000013 0000013
L ooooote ooooot4
L ooooots  ooooots
&£ooooote  ooooots
50000017 0000017
L ooooots  oo0001s
L ooooots  ooooote
fxnunnuz‘u 0000020

© Timezone Setting

coocococooococococaoaoo
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@ Registering Authority

Select [Manage Authority] from the Information Management
window.

Click [Register Authority] or select [File] > [Register Authority].

Enroll Privilege Information E|

@ Please enroll sub-admin privilege information.

Sub-admin have a privilege to allowed users and terminals only

I Basic Infarmation

Privilege 1D

Priviege Mame Power Usel

I Privilege Setting

User M anagement Group Management - - Terminal Management Log Management
Get Info. Get Info Get Info. Get System Log Info.
[¥] dd [ &ad [ add Get Authentication Log Info.
Update [ Updats [ Update
[ Delete [ Delete O Delete
User Management
[ Door Cortrol

Authority ID — Enter an account ID to register as a semi-
administrator.

Authority Name — Enter the name of the authority to register as a
semi—administrator.

Authority Setting — Select authorities to make a new authority.
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@ Authority Information

Basic authority can be set, and member users and terminals can
be checked or changed.

Select [Manage Authority] from the Information Management
window.

Double—click the authority on the List window, or right—click the
authority and select Properties.

o Basic Information Modification — Authority Name and
Authority Setting could be modified.

Privilege Information (Privilege ID : B)

L@ Sub-admin privilzge information erralled in server,

@ BasicInfomation | B User List [ Terminal List
I Basic Information

Piivilege 1D

Piivilege Mame

I Pivilege Setting

User Group Teminal Log
[7] Get Info. [7] Get Info. [ Get Info. [7] Get System Log Info.
[ Add [ 4dd [Jdd [¥] Get Authentication Lag Info.
Update [J Update [] Update
Delete [ Delete [ Delete
] User Management
[ Door Cartral

Apply
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AccessManager Professional

o User List Modification — Users who are managed by selected
authority would be defined. Only normal users and guests will be
appeared on the list. Power users who have selected authority
would supervise selected users only.

Privilege Information (Privilege ID : 7).

L@ Sub-admin privilege information enrolled in server,

@ Basic Information | @ UserList |EJ] Terminal List

I Userlistin the privilege I Available User List for Addition

Everyliser % EveryLiser v
User D & User Name: Group 1D User 1D & User Mame: Group 1D
& 55855 Seen 2 D & 3333 Wonki 1

2 ERE6 Jary 2 HonGioup Numbe| & 4444 Chalie 1

& 7777 Fois n 1-Group 1

| |2-Group2

& mans Guest i 3 Growp 3
< » < >

Users could be found quickly with Group-list Box and Search
functions.
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o Terminal List Modification — Terminals which are managed by
selected authority would be defined. Power users who have
selected authority would supervise selected terminals only.

Privilege Information {Privilege ID : 7)

@ Sub-admin privilege information enrolled in server.

@ Basiclrformation | & User List |E] Teminal List

I Teminal list in the priviege I Awailable Terminal List for Addition

Teminal 1D & Teminal Mame  Status Teminal ID & Teminal Mame  Status

B Termninal 1 Mat Connec [x3m 8 Not Conmec
B2 Teminal 2 Mat Conner [<fms 99 Mot Connec
[l Teminal 3 Mat Conner [lie? a7 Mot Connec
B 1 Mot Conned
[Elles a3 Mot Conned

i -
e §

£ > < >

Terminal addition complete. [Emor Counts : 0]
( )
Success: 1 Failed: 0 1

Close
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(® Deleting Authority
Registered authority can be deleted.

Select [Authority Management] from the Information
Management window.

Select the authority to delete and click [Delete] or press the
<Delete> key on the keyboard.

Or, right—click the authority and click [Delete].

Multiple authorities can be deleted using the <Shift> or <Ctrl>
keys.

A When one of authority is deleted, users who are
using deleted authority would obtain a normal user
authority.
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T&A Management

You can manage T&A(Time & Attendance) of registered user
using authentication log generated from a terminal.

Please, refer to “T&A User Guide” deployed regarding details
of T&A.
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Setting Options

Basic server configuration can be done as well as management
program configuration. Menus can be selected using the tabs.

Select [Option Settings] from the Configuration window.
@ Server Default Setting

Basic options for authentication can be set. The options in this
menu must have the same values as the options of the terminals.

& AccessManager

File  View Window Terminal Seting  Tool Help

AccessManager Professional

8 Homepsas

& User Management Apply
© Group Management &
. Sarver Dsfault Settin Set Manage Program
© Teminal Management g "
8 AutheLog Managsment
I Set up terminal type
8 Systemdog Mansgement

@ Privilege Management NAC-2500 / 3000 / FINGKEY-ACCESS

I Tnit Setting
TNA Management WP
At _ - _
© Schedule Setup [Under NAC-3000) UserID Length(a =2 7|

& Sehedule Management

& Schedule Search

1
. 5 2
o Fet Semch 11 Secuity Level [1 ~ 9] -

I Secuity Level

© Result Process I RF Card Type
RFCadType | Mifars - 348t v| FFlnputType |1 Unified v
Option Setting 1 Encryption Type I Anti Pass Back Level

& Timezone Setting

Communication Encryption O High @ Low

I SOC Key Satting

[ ] Cadsie  OTK @4
Ky & |FFFFFFFFFFFF s Tye @4 OB Os8 OBA
KEY B [FFFFFFFFFFFF

System Log Saving Dption
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e Set up terminal

NAC-2500, NAC-3000, FINGKEY ACCESS(SW101) can be
selected in this menu for using in AccessManager Professional.
[SOC ONLY] type could be selected only in initial configuration
window. Also, it cannot be used with other type devices.

« Init Setting

Maximum number of fingers to register (1~2) — Set the number of
fingers that each user can register. (This function only applies to
NAC-2500 / NAC-3000 / FINGKEY ACCESS terminals) For
NAC-5000 terminals, up to ten fingers can be registered.

User ID Length (4~20) — Set the ID length between 4 and 20
digits. However, When NAC-2500, NAC-3000 or FINGKEY
ACCESS are used, the ID Length range will be following the 4 ~
15.

o Security Level (Default : 7)

1:1 Security Level (1~9) — The user shall input the user ID and
the fingerprint or password to be authenticated. Select a security
level between 1 and 9, with 1 being lowest security level and and
9 being the highest.

¢ RF Card Type

Select the RF card type for user authentication. The RF card
type must be same as the terminal’s setting value.

Mifare — 34Bit
HID — 26Bit
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EM — 26Bit
IClass — 26Bit / CEPAS (NAC-5000 Support only)

¢ RF Input type

Two kind of RF input type are supported in AccessManager
Professional.

One blank for the RF input is provided in [Unified] mode. And two
blanks are provided in [Separated] mode.

e Encryption Type

Communication Encryption — Refers to the encryption method for
communication packets. DES encryption is supported.

If the communication encryption is not used, the transmitted data
will not be encrypted.

¢ SOC Setting

Setting value should be defined correctly to issue the card and
authentication. This value must be same with the value which is
configured in NBioRFCardManager installation menu.

¢ System Log Save Option

For the system logs only, you can choose to save the logs you
want using System Log Save Option.

The system logs are diverse and occur frequently. So they need
to be saved in consideration of the system capacity. Choose only
the logs you need.
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@ Setting Management Program

The AccessManager program can be set.

{3 AccessManager

File  Mew Window Terminal Setting  Tool Help

AccessManager Professional

> Optan

© Hamepage
B User Management Apply

© Group Management

B Teminal Management 8 Server Default Setting | ) Set Manage Program
8 AuthLog Management
B System-Log Management I User Option

© Frivilege Management Save Usar ID for Login

TNA Management

© Schedule Setup -
0a List Option

Log Search Condition [1 ~ 1000 Days) 75
Maximum Log Numbers {100 ~ 30,000)

€ Schedule Management
B Schedule Search
B Result Search

@l @
=
g
2
=
<3|en

B Result Process

I Commurication Time Limits (5 ~ 60 Sec)
5

Input Time Limits Between Remote Manager to Server
Option Setting

™

“»

© Timezane Seting

I Sensor Setting

Set Brightness of the Sensor Sensor Option

o User options

Save User ID for Log-In — Administrator ID for the
AccessManager Professional is automatically saved.

¢ Log List Option
The size of the log display (by date and items) in the

Authentication Log Management and the System Log
Management menus can be configured.
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Log Search Condition (1 to 1000 days) — The default search
period can be set. (Default : 30)

Maximum Log Number (100 to 30,000) — The number of search
results shown on the log list can be configured. (Default :
30,000)

e Communication Time Limits (5 ~ 60 Sec)

A communication timeout can be set between Remote Manager
and the main server. (Default : 25)

If there is no response within the specified time, the network will
be seen as disconnected. If the network environment is poor,
lengthen the timeout period.

e Sensor Setting

The brightness of the fingerprint reading mouse or hamster
installed in the AccessManager system for authentication and
registration purposes can be adjusted.

o Door Control

Activation Door Control Function — A remote administrator can
forcibly open or close a door of a terminal.
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Setting Time Zone

Time zones can be set to manage access periods, restricted
periods, and door opening periods.

Click [Timezone Setting].

The time zone list will appear, and tabs can be used to check the
holiday list.

&1l AccessManager

File View Window Terminal Seting Tool Help

AccessManager Professional

2l Time-zone

Timezane Setting Madfy Holiday List

© Homepage
© User Management
© Group Management
& Teminal Management M Timezore List | B Holiday List

© AuthLog Management

& SystemrLog Management I Version 7
& Priviege Management
1 Timezone List 1 Helidap
Timezone Code  Timezone Name Holiday List Cod # Holiday List
& Option Setting il DENNIS TEST
Timezone Selling % TEST2
4
5
E
7
8 v
< b

Haliday us 09[10[11[12[13[14[ 15[ 16 [17[18[19]20] 21
R W[ o[ W[
O ] 3 =

us ] EE 18 2
e WS R[] WO
O o o wR[a[

00| 0102 [ 03[ 04| 05| 06 [ 07 [ 0& [ 03[ 10] 11| 1213 [14[ 15[ 16|17 [ 15[ 15[ 20 21| 2:

.

EEEEEEE

E

EEEEEEE
5

|
i
N

4 &
g
=
2

™|
P
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@ Time Zone List

The list of currently registered time zones can be checked.
Select a time zone from the list to check the range of the time
zone.

¢ Setting Time Zones

Select the [Modify Holiday List] or double—clicking a registered
time zone to set that zone. By setting a time zone, user access in
certain times can be allowed or denied.

Enter the time zone name, select the holiday code, and set
access—permitted times, access—denied times, and times when
the door is always open for each day.

As shown below, select an access—permitted time, access—
denied time, or door-open time, and click on the desired time

and drag.
Set up.
I Timezone
Holiday List
Timezone 1 03-11 [0 Access Denied
= -t 03-27
Timezone | Kevin 03-20 [ Access Allowed
Haoliday Code _1 -Je_rry X = Opened

Hlids @ [ (A E EE@F 08| 03] 1011121314 15] 1617 1E|1s 20[21[22] 73]
Mor,  [00]01]02]03 ﬁn_ﬂn_sﬁn_nln_s 0|1 12 13]14[ 15[ 1617 18 13] 2021 22| 73]
Tue.  [00]01]02[ 03[ 04]05] 06| 07| ue] o8] 10|11 12[13] 14| 25| a6 17| 18 18] 20] 21| 22| 23]
Wed [00]01] 02| 03] 04| 05| 06| 07| 08] 03[ 10] 11 12|13 [ 14| 15] 16| 17| 18] 18| 20 21] 22| )
Thu,  [00[01]02[ 03] 04| 05] 06] 07| 08 09| 10] 11| 12[13[14]15] 16 [17] 18] 19| 20 21] 22| 23
Fii 00| 01 02] 03| 04| 05] 0607 [ 08| 03 [ 10] 11| 12|13 [14] 15[ 1617 [ 18] 15[ 20 21| 22| 23
sat.  [oo[o1]02[03[0a| o5 us]oz |08 0s[10] 11| 12|13 [14]15] 16|17 18] 18] 20| 21| 22| 23

Sun. [0 01[02[03[04[05] 06 [ 07| 08| 03] 1011|1213 13| A5 16 | A7 [18[ 1920 [ 21| 22 )
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¢ Time Zone Display

Access—denied times are displayed in red, access—permitted
times in yellow, and door—open times in blue.

The above picture example, holidays from 3am to 6:59am,
region which is on Monday at 5:00pm to 7:59pm with marked in
red and the other day by the time zone is built, separated by red
and yellow.

The time zone of the red area to a successful authentication is
not allowed to even approach the time zone of the yellow area. If
successful, the authentication means only to allow access. In
addition, the region marked in blue if the door will be always in
your time zone.

To use minute’s time zone, more than two blocks of [Access
Denied] or [Opened] are required. How to use: In the time zone,
the Settings, if the mouse cursor is put over the red or blue block,
right click the mouse. Then, setting time in minutes will be
available.

The following image is the screen which sets minute’s time zone
in the not access block.

Minute Setting (Access Denied) g]
Tue. Tue.
15 .0 & ~ 170 B
I oK ‘ l Cancel I
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Time zones can be set according to user, terminal, or a
combination of both.

If a combination of time zones is used, the priority will be as
follows:

/& Priorities by Time Zone Code \

Door-opening Time set in the terminal > Holidays
set in the terminal > Regular days set in the terminal
> Holidays set for the user > Regular days set for
the user

Even if the time zone code of a user allows door
access, the user cannot enter if the time zone code
of the terminal does not allow access.

- J
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 Holiday List
Display the list of holidays in the time zone.
One list may have multiple holidays. The holiday list can be

edited by double—clicking item on the [Holiday List] or click
[Modify Holiday List] button.

& AccessManager

File View Window Terminal Setting  Tool Help

AccessManager Professional

Information Mana._ Al Time-zone

© Homepage

8 User Management Timezone Seting Modify Holiday List
© Group Management ) )

© Temind Management ) Timezore List | B Holiday List

9 SuthLog Management
© SystenLog Management

& Privilegs Management

I Holiday List I Holday List
oot L ety
© Oplion Setling 1 Halidaw 03-01

2 04-05
Timezone Sefting 5 505
4 06-16
. 5 07-17
: B
7 10-01

8

g

10

11

12

13

14

15

18

¢ Holiday List Modification

Multiple holidays can be selected and registered to a single
holiday list.

Enter the holiday list name and select the date in the date
selection window. Double-clicking item or click [Select] button to
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include the date in the holiday list. The holiday code will be given
automatically.

The user can add up to 30 dates to a single holiday code.
To delete a date from a holiday list, select a date and click

[Delete].

Modify Holiday List

I Haliday

Holidsy Code |1

T -
Holiday Mame | Haliday

I Holiday Setting

April, 2009 E';"dua;’ Lt
Sun Mon Tue Wed Thu Fi Sat 03-19

9 30 31 1 2 3 4 03-17
s el 3 10N -Delete 03-26
12 13 14 15 16 17 18

19 20 21 22 23 24 25
% 27 02 02 M 1

0K l [ Cancel
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Setting APB

Anti Pass Back (APB) is a feature that blocks the exit of users
who were not authenticated when entering. This is useful for
areas requiring high—level security.

All visitors must be authenticated when entering or exiting.

In area—based APB, a user who was authenticated in a certain
area when entering must be authenticated in the same area
before he can go to another area.

If the user moves to another area without being authenticated,

an APB error will occur.

« APB Concept

Zone ID 1

Termin
al 1

Terminal 2

Zone ID 2

In the above figure, Terminal 1 is an exit from Zone 1 as well as
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an entrance to Zone 2.
Terminal 2 is an exit from Zone 2 and an entrance to outer area.

To apply the APB feature, exits and entrances must be set for
each terminal. If entrance and exit terminals are specified for an
area, each terminal must have at least one corresponding
terminal.

The above figure is the simplest example of APB, and more
terminals can be set in more areas.

From the user’s perspective, the default APB value is 0. If the
user enters Zone 2 through Terminal 1, the APB value will
become 2 (zone ID value). If the user is not authenticated by
Terminal 2 when exiting, an APB error will occur. If the user exits
through terminal 2, the APB value will become 1.
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e Zone Setting

&1 AccessManager

File Miew MWindow Terminal Setting | Tool i Help
Monitaring, .,
AccessManager Professional Export Excel...
Position Manage
Information Mana... > Terminal Motice Management,., i
B Homepage User Megsage Management, .,
& Uszer Managemert B Enroll Ter Export User,,. or
B Group Management Temina ID & T Import User,,,
Terminal kM anagerment 1 Impart Lag
) B ! —
& Auth-Log Management s Anti Pass Back Setting, .
B Sypstem-Log Management E¥ THA Manage
B Privilege Management

Select [Tool] = [Anti Pass Back Setting] on the menu bar.

Anti-Pass Back Setting b_(|
I Anti-Pass Back Teminal Select
Terminal ID Terminal Mame Entry zone Exit zone Rezult
'I Terminal 1 Ik walue It walue
2 Terminal 2 It walue Irit walue
(55 Terminal 555 it walue it walue
DH2DDD Mair Terminal ik walue it walue
Initialization “ Set Entiy Zone ][ Set Exit Zone ]
[ Setting Zone ]| dpply || Cancel ]
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Click the [Setting Zone] button then activate the following window

for zone editing.

Anti-Pass Back Zone Information

Zone ID
0

N L My

| &nti-Pass Back Zone Infarmation

Zone Mame
Init walue

Ot door Zone
Zone 2

Zane 3

Zone 4

Zone 5

fdd

” Update H Delete l

Close

When a zone registration window opens after clicking [Add],
please type in zone ID and zone name to proceed. As ID 0 and 1
is a default zones, you cannot modify or delete it.

When zone registration is done, please select terminals for each
zone. After clicking target terminals from <illustration 1>, please
set entrance and exits for each zone by clicking relevant buttons
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-Pass Back Setting

I ArtiPass Back Terminal Select LIiE

Teminal ID Terminal Mame: Entry 2one Exit zone Rl I Anti-Pass Back Zone Information
&1 Terminal 1 Init value Iniit value
o Zane 1D 2Zane Mame
[H Teminal 2 It valug It valug
[f5s5 Teminal 555 Iniit value Iniit value i i vl
@000 ManTemind it value Irit value . ol el
2 Zone 2
3 Zone 3
4 Zone 4
Bl Zone 5

Initislzation||_Get EntyZone |9

When you set entrance and exit to zones, you will have the
following screen.

Anti-Pass Back Setting E

I Anti-Pass Back Teminal Select

Teminal ID Teminal Mame Entry zone Exit zone Result

'I Termninal 1 Zohe 2 Zone 3 Success
2 Terminal 2 Zone 3 Zone 2 Success
(555 Terminal 555 Zone 4 Zone 5 Success
(2000 tdain Terminal Zone 5 Zone 4 Success

Initialization ” Set Entry Zane H Set Exit Zone ]

ISettingZone” Apply ” LCancel ]
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Please click an <apply> button to complete the setting.

/& Note \
1. Please make sure that you select an exit when
you selected an entrance to a zone.

2. Please make sure that you select an entrance
when you selected an exit to a zone.

3. Please do not select the same values for an exit

\ and an entrance to a zone.
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o APB Level

The APB feature works on the network and the terminals in the
relevant areas must be connected for the feature to work.

The following policies exist for the APB feature:
Anti Pass Back Level — Low

If the terminal at the zone exit (or entrance) is disconnected from
the server or is malfunctioning, the user may be prevented by the
APB settings from passing any exits.

If the Anti Pass Back level is set to low, the user can exit through
the door of any zone if a network fault occurs. (Default)

Anti Pass Back Level — High

If the terminal at the zone exit (or entrance) is disconnected from
the server or is malfunctioning, the user may be prevented by the
APB settings from passing any exits until the network connection
is restored. Therefore the settings should be given close
attention.
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o Initializing User Data if Error Occurs

Select a user management item from the Information
Management window. Right—click a user on the List window and
click [Initialize APB Status]. Then, the door will open once

regardless of the APB setting.

& AccessManager

File Wiew Window Terminal Setting  Tool Help

AccessManager Professional

& Homepage Type Kepword Persong ;1000
|dzer Management Ewery Uzer w Search

& Group Management UserID & Llser Mame Privilege

B Teminal Management &,UDDDUDD Qoooo0o I aster

FaTalutatnlat] b oo

@ Fr
@ Er

Auth
FI\.V'

! Sanoogeo
B Auth-Log Management ,%DDEIEI Properties. ..

§ & System-Log Management &,DDDD Authentication List
& Privilege Management %DDDD

B Scheduls Setup 2 o000 Refresh

- #| Setting time-zone code For each user,,,
Sz0000 o
=| Delete
TNA Management %Eggg —'

Ehyy

SR
@ Schedule Management ,a 0oao | Initialize APE Status

B Srbedule Search 8 ] aaQoo o Mormal User
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Setting Terminal Options

(not yet supported)

The options of multiple terminals can be changed using the
Manage Terminal menu.

Select [Terminal Setting] > [Set Terminal Options] on the upper
menu bar.

Options and time zone codes for each terminal can be set.

For more information about option setting, see [Terminal
Management - Terminal Information > Terminal Setting].
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Setting Fingerprint Scanner

(not yet supported)

Fingerprint scanner settings can be changed for multiple
terminals using the Terminal Management menu.

Select [Terminal Setting] > [Set Fingerprint Scanner] on the
menu bar.

For more information about fingerprint scanner option setting,
see [Terminal Management - Terminal Information ->
Fingerprint Reader Setting].
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Setting Time

(not yet supported)

The terminal time is automatically synchronized with the server
time. However, time can also be manually synchronized.

Select [Terminal Setting] - [Set Time] on the menu bar.

Select a terminal and click [Apply] to synchronize the terminal
and server times.

To unselect the fields, click [Initialize].

Using AccessManager Program - 143



,ll T anion AccessManager Professional

Downloading Logo/Wallpaper

The LCD screen of terminal to specify the logo/wallpaper image
can be downloaded.

Select [Terminal Setting] - [Download Logo/Wallpaper] on the

menu bar.
Logo/Wallpaper Downloads rg|
I' Teminal Logo I Awailable Teminal List MAC-R000 ~ [ Select &1
Teminal D Teminal Name Firmnware Ye...  Result
O 1 Mitgen_5000 1000 - 0023

T =

A rezolution of the image stared in the terminal
is 4807640

If the image rezolution is different with a
detault resolution, it may have some distortion,

|~
|

e

[NAC-5000]
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Logo/Wallpaper Downloads El
I Teminal Logo I vailatle Terminal List | 0ld Type v [ Sedect Al
Teminal ID Teminal Mame Firrnweare Ye...  Result
O 123 Hitgen_3000 2522 - 0000
|i”.nn1'c.rm

You can uge only a black and white bitmap

image [ 2colar, *.bmp) with the size of B0 % 32

pixels as a logo file.
< b

Terminals except [NAC-5000]

User can select the terminal device to which logo or background
image will be applied on the applicable terminal device list
screen and designated the file path to be used as the
background image for the terminal device by clicking the [Load
Image] button.

In the NAC-5000, supported Image formats are bmp, jpg, gif,
png, tiff regardless of the size. Image can be automatically
adjusts the size for the output terminals.

Selected images have previewed to adjust to fit the screen size
as upper.
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In the NAC-3000, supported image format is a black—and-white
bitmap with the size of 80 * 32 pixels as a logo file.

Downloading Logo is not supported in NAC-2500 and FINGKEY
ACCESS.

Click the [Apply] button, selected image is applied to terminal.
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Downloading Firmware

Firmware can be downloaded to each terminal.

Select [Terminal Setting] > [Update Firmware] on the menu bar.

Or, right—click the terminal and click [Firmware Download].

Firmware Updates E‘
I Available Teminal List | MACEODD  + [select i
Terminal I Teminal Name Firmware Ve...  Result
1o Nitgen_5000 1000 - 0023
< >

( ]

I Set Fimwars Path

Path
C:A\Documents and SettingshSeen NITGENA\Desktop\MACE000_Cab_Fw_1C

Set the device type and select a terminal and specify the
firmware path. Then click the [Apply] to download the firmware.
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Log Management

Authentication logs could be imported from terminals.

Select a terminal on the Terminal Management Window. Then,
right-clicking and select [Log Management].

I available Terminal List [ select Al
Terminal 1D Terminal Name Firrmware Y., Resulk
|:| 111 MeZ-2500+4 3702 - 0000
[ Log count ] [ Log get l [ Log delete ] | Close |

Log Count — This function will display a number of logs which
are stored in selected terminal.
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Log Get — Logs which are stored in selected terminal will be

saved in database.

Log Delete — All logs of selected terminal will be deleted.

version below.

/& This function is available in specified firmware

Terminal

F/W

NAC - 3000 Plus

3.602-00 (or higher)

NAC - 2500 Plus

3.704-00 (or higher)

o
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Users which are stored in selected terminal will be saved in
database.

Select a terminal in Terminal Management Window. Then
right-clicking and select [User Restore].

The progress of restoration will be displayed.

&This function is available in specified firmware
version below.

Terminal F/W
NAC - 2500 Plus 3.704-00 (or higher)

- J

( )
D ABIE 2IE S0Es Y LI B S8
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Key Download

Download SOC key value which is stored in server to terminal.

Select a terminal firstly. Then, [Right-Click] (selected items would
be checked) > [Key Download].

S0C Key download |
I Terminal Lisk [ select al
Terminal I Terminal Mame Firrware ¥... Result
= 1 2820 - 0041
[ ]
[ Send ] [ Close i

SOC terminals only will be shown on the list view.

Check on the Check-Box of terminals which want to download and
click [Send] to download key value. Then, key value will be
downloaded on selected terminals.

A i soc key value is different between server and
terminal, the terminal would not be able to recognize
the card
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Door Control

Doors can be controlled by this function.

Select [Terminal Setting] = [Door Control] on the menu bar.

Door Control El
I Awailable Teminal List [ Selectan
Teminal 10 Terminal Mamne Fimwaree..  Fesult
1 1o Mitgen_Admin 1000 - 0028
< >
Select Door
©DoorT
Door 2
’

Administrator can control each doors through [Open Door] and
[Close Door] button.

Door 2 is available only in NAC-5000.

152 - Using AccessManager Program



AccessManager Professional ,” NITGEN
iometric solutions

Syncronization

When user group and time zone information is changed in the
server, the corresponding information in the terminal will also
change.

If user information is incorrect due to network problems,
synchronization list error, user count error, or time zone version
error may occur. Synchronization is needed to prevent these
errors.

Select a terminal where a synchronization error occurred, and
choose [Terminal Setting] = [Run Synchronize] on the menu bar.

Or, right—click the terminal and click [Synchronize].

Synchronize gl
I Basic Information
Terminal ID : 2000
I Error Detail
Number of Users [aynchronize List
Server User 6000 Mumber of
Synchronize List ; 1]
Terminal User : 4005
SynchronizelS) Close (C)

Select the Terminal Management menu from the Information
Management window and check the synchronization error and
status of each terminal.
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e Error

If a synchronization error occurred, the cause of the error can be
checked.

Time Zone — When the time zone settings of the server and
terminal are different.

Number of Users — When the user counts are different.
Synchronization List — When the user information of the terminal
and server are different.

Click [Detail]. Then a list of servers and terminals that do not
have the same user information will appear as shown below.

Server User 6000 Terminal User 4008

User ID Master  Group ID Al | UserID Master  Group ID ol
0000000 1 o o0oooo1 1 o i
0000001 1 o 0000004 2 o

0000002 2 o o000tz 2 o

0000003 Z o 00o00i4 2 o

0000004 2 a aoooots 2 a

0000005 2 o o0oooLe 2 o

0000006 2 o oooooL7 2 o

0000007 2 o 00o00Ls 2 o

0000005 2 o ooooote 2 o

0000009 2 a 0002001 2 a

0oooo1n 2 o onozanz 2 o

0000011 2 o 000z003 2 o

oooooiz 2 1] 000z004 2 o

0000013 z o 000z005 2 o

0000014 2 a 0002006 2 a

00o0o1s 2 o onozaoo? 2 o

0000016 2 o 000z005 2 o

0000017 2 o 000z009 2 o

000001E 2 o 000zo10 2 o

0000019 2 o o00z011 2 o

0000020 & o onozaiz 2 o

oooagz1 2 o 0002013 2] o

00oo0zz 2 o 000z0o14 2 o

0000023 2 o 000z01s 2 o

0000024 2 o , o00z01e 2 o 7

| nnnnnos = n | looaons= o o |
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General Syncronization

All user information can be synchronized between the server and
the selected terminals.

By completely synchronizing user information, any problems
related to synchronization can be resolved.

Select a terminal with a synchronization problem, and select
[Terminal Setting] > [Synchronize All Data] on the menu bar.

Or, right—clicking the terminal and click [Synchronizing all].

The following message will appear. Click [Yes] and conduct
general synchronization.

AccessManager

<P All users in the terminal will be initialized and synchronized to server settings.

This job might take several seconds to a minuke depending on user count in the terminal, Do you want to continue?

Select the Terminal Management menu from the Information
Management window. The terminal list will be displayed.
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Batch User Downloading for Server Authentication

(not yet supported)

Users subject to server authentication can be downloaded.

Select [Terminal Setting] - [Batch User Downloading for Server
Authentication] on the menu bar.

Select a terminal and click [Apply] to download all users.
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Batch User Downloading for Terminal Authentication

(not yet supported)
Users subject to terminal authentication can be downloaded.

Select [Terminal Setting] - [Batch User Downloading for
Terminal Authentication] on the menu bar.

Select a terminal and click [Apply] to download all the users.
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The status of all terminals registered in the server and user
authentication logs can be monitored in real time.

Select [Tools] = [Monitoring] on the menu bar.

M Realtime Monitoring [E=1E

Time: User D User Name Postion Terminal D TerminalName  Authenticate T...  Authenticate R...
[BJz306/2009 15:15:41 1111 hitgen Nitgen 104 NAC-S000M Fingerprink (&) Success
[Blz3jsjzo08 151533 1111 hitgen nitgen 104 NAC-S000M Fingerprink (Al)  Success
[Bz3f0s/2009 15:15:48 104 NAC-5000M Fingerprint (Al Faled [0x0000,..
[Bfz3/o8/2009 15:15:44 104 NAC-5000M Fingerprint (All) Failed [0x0000...
[Bz3s06/2008 15:15:36 104 NAC-5000M Fingerprink (&) Faled [3x0000...
[Bfz306/2009 15:15:21 1111 hitgen Nitgen 104 NAC-S000M Fingerprink (&) Success
[Blz306/2009 15:15:19 104 NAC-S000M Fingerprink (&) Failed [0x000D.
[Blz3j0s/z008 151500 1111 hitgen nitgen 104 NAC-S000M Fingerprink (Al)  Success
[Blzajosjzo0e 15:1m57 1111 Hirgen nitgen 104 NAC-5000M Fingerprint (al)  Success
[Bfz3/08/2009 15:15:08 104 NAC-5000M Fingerprint (All) Failed [0x0000...
[Belz3/08/2000 15:15:02 104 NAC-5000M Fingerprink (&) Faled [3x0000...
[Bz3106/2008 15:15:54 104 NAC-5000M Fingerprink (&) Faled [3x0000...

Novmal Termingl 10t Warning Abnormal Terminal

TerminalID Terminal..,  Status Opening ... Warning Terminal 1D Terminal ..,  Status
@104 NAC-S000M  Wormal Open

From this point of time, all authentication results will be shown on
the [Monitoring] screen. If warning status activated in normal
terminal, the terminal color is changing to red. Also, terminal
status can be restored to normal through [Init Warning] button.
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Excel Export

The lists displayed on the Information Management window can
be exported in Excel format (*.xls) or CSV format (*.csv).

5 AccessManager [B=E

File View Window Terminal Seting Tool Help
AccessManager Professional
© Homepage Type Keyword Persans: 1000 RF Search
User Managsment EveryUssr v Search Envoll User Modify User Authentication List B3 Delete User
& Group Managsment UserID & User Nome Priviege Auth Type Giroup 1D Department -
© Terminal 2 0000000 Master P 0
& Authelog Management 0000001 0000001 Master P 0
0000002 Master Pus 0
© Systemiog : 0000003 Master Pu 0
© Friviege : 4 0000004 Master Pt ]
5 0000005 Master [ 0
5 0000006 0000006 Mormal User P 0
£ 0000007 0000007 Motmaal User Pus 0
© Schedue Setup 2 000000z 0000003 Normal User Fw 0
© Schedue Mansgement | & 0000003 0000003 Mormal User P 0
& Schaduie Soach & oooooto 0000010 Mormal User P 0
£ 000001 0000011 Mormal User Pus 0
@ Result Search 2 ooooo12 000012 Marmal User Pur 0
© Result Pracess 2 0000013 0000013 Mormai User Pl 0
& 0000014 0000014 Mormal User P 0
& ooooms 0000015 Mormal User Pu 0
£ 0000016 0000016 Mormal User Pus 0
@ Option Setting 2 ooooo1 7 0000m 7 Marmal User Pur 0
© Timezone Setting & 00oomta 0000018 Mormai User Pl [
& 0000013 0000019 Mormal User P 0
& 00000z 0000020 Mormal User Pu 0
£ 0000021 0000021 Motmaal User Pus 0
& 00o00zz 0000022 Mormai User Fu 0
& 0000023 0000023 Mormal User P 0
£ 0000024 0000024 Mormal User P 0
£ 0000025 0000025 Mormal User Pus 0
£ 0000026 0000026 Mormaal User Pus ]
2 oooo0z7 0000027 Mormai User Pl 0
& ooooozs 0000028 Mormal User P 0
& ooo00zs 0000029 Mormal User Pu 0
</°> 0000030 0000030 Motmaai User Pus 0 s o

For example, the user list can be exported as an Excel file or
CSV file by clicking [User Management] on the Information
Management window and clicking [Export Excel].

Select [Tools] = [Excel Export] on the menu bar.

CSV file is a text-based format. User can read this file though
NotePad.

Lists that can be exported as Excel files: Users, Groups,
Terminals, Authentication Logs, and System Logs.

Using AccessManager Program - 159



lll T anion AccessManager Professional

Notice Management

It can be used very effectively in delivering important message
by displaying the notice on the background of the terminal device.

Execute for this function, select [Tool] = [Notice Management]
on the menu bar.

Notice Manage

ID | Noice data & o

©

Service Unavailable!!

Nitgen Website Service Unavailable

I Terminal List Notice Init | | Check | |Inchec]
TeminalID & Terminal Na. No. IP Address Result | &

& o e e | Please be advised that

[ 7z 000 due to
1818 Chul ¥

s system maintenance from 18:00 to

24:000n Friday, December 14

(6T +029-00).

Ewie  [19/05/2008 v [ 104150 £ Ounimit

« Make a Notice

Total 15 notices can be made and selected for modification to
apply to the terminal device.

Double clicking the item to create or modify in the upper—left
notice section will create the screen for modification as follows.
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Service Unavailablell

Nitgen Website Service Unavallable

Please be advised that

due to
system maintenance from 18:00 to
24:00 on Friday, December 14

(6T +03-00).

[awial | A 4 A2 _JD Apply | Cancel |

The upper part with written words is the section to create word
lines. User can use it like a word processor.

User can apply size, color, font type, highlight and so on for the
created word line by the setting in the bottom section.

To apply the modifications, user can drag the part to be modified
and changed the setting values.

To change the English font, the font containing English letter
should be selected for the change. If the font not containing
English letter is selected, there will be no change in the font. This
applies same to the fonts for other languages.

If all settings are completed, click the [Apply] button.
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¢ Expiration Date

User can set up the effective date of the notice by expiration date
setting in the right bottom section.

If a certain date is selected and the notice is sent to the terminal
device, the background screen of the corresponding terminal
device will return to the original screen after the set time.

If [Unlimited Period] is selected, the notice will be maintained
through AccessManager Professional until the specified setting is
made.

o Application of Notice
After choose a notice, check a terminal for sent. And then, set

expiration date. Finally, click the send button. User can confirm
the result through the [Result] section.

A\ The notice will not show in extended attendance

mode.
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User Message Management

This function can deliver short message for the user if the user is
successfully authorizes at the terminal device.

Execute for this function, select [Tool] - [User Message
Management] on the menu bar.

User Message Management &‘
ID & Message Description
1 Hello, Have a good tirne:
z ‘fou have to make labed today Envoll Message
3 “elcome to the NITGEN

Update Message
Delete Message

Eal

UserID & User Mame Auth Type Group ID Department Result
D 0000000 0000000 P a
D 0000001 0000001 P a
D 0oooooz 000000z P 1}
D Q000003 Q000003 P a
D Q000004 Q000004 P a
D 0000005 0000005 P a
D 0000006 0000006 P a
D 0000007 0000007 P 1}
D Qooooog Q00000 P a
D Qoooooa Qoooooa P a
D 0000010 00a0oio P a
D 0000011 0000011 P 1}
D oooooiz oooootz P 1}
D Qoooo13 Qoooo13 P a
M onnnnia nnannta s n A

s

e Enroll Message — User can create message which will be
assigned to each user. User can register the new message by
clicking [Enroll Message] button.

Maximum 30 letters can be used for the message.
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o Update Message — The message can be modified by double—
clicking the previous message or clicking [Update Message]
button after selecting the message to be modified.

¢ Delete Message — The message can be deleted by clicking
[Delete Message] after selecting the message to be deleted or
with the delete key.

Through dragging with mouse or shift or Ctrl keys can delete
multiple messages at once.

If the message creation is completed to be sent, select the
message, check the users to send the message and click the
[Apply] button. Then, the message will be set for the user.

After the message is set, everytime the user succeeds in
authorization, the message will be displayed in the bottom of
authorization success screen.
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Export User

User can save the user data into USB memory and hard disk by
selecting the user data registered in the server.

Execute for this function, select [Tool] = [Export User] on the
menu bar.

Export User @

I User List

UserID & User Mame Privilege  Authenticate Type Gtou,.,  Time... FP. Count Position
@ 0000000 0000000 Mormal ... PW 0 0 a
ﬁ 0000002 000000z Master FRIPW (AND) 0 0 4
& 0000003 0000003 Master FRIPW (OR) 1} 0 4
m 0000004 0000004 Master FRIPW (OR) 1} 0 4
m 000000s onoooos Master FRIPW (OR) 0 0 &
@ 0000005 0000006 Masker FPIPW (OR} 0 0 i}
L ooz 000000F(DT)  Master  FR[PW (OR) 0 0 4
i ooonaos 0000008 Master  FP/PW (OR) 0 0 4
i ooonaos 0000003 Master  FP/PW (OR) 0 0 4
: 0ooooLo 0nooo10 Master FR/PW (OR) 1} 0 4
: 0000011 0000011 Master FR/PW (OR) 0 0 4
; 0ooooLz onoooiz Master FRIPW (OR) 0 1} 4
|| 0000013 0000013 Masker FPIPW (OR) 0 0 4
L] ooonots 0000014 Master  FPPW (OR) i i 4
[ ] ooooois 0000015 Master  FP/PW (OR) 0 0 4
[ ] ooooote 0000016 Master  FP/PW (OR) 0 i 4
: 0000017 onooalz? Master FR/PW (OR) 0 0 4
: oooooLs onooo1s Master FRIPW (OR) 1} 0 4
: 0ooooL9 onooo1s Master FRIPW (OR) 1} 0 4
| ononnzn 0000020 Master  FPPW (OR) i i 4
|| oononz1 0000021 Master  FPPW (OR) 0 0 4 )
Selected user count : 9 f 100000

On the above screen, select the user to download to USB
memory and press ‘Select’ button to check it.

After that, selecting [Export] button will bring the following image
and ask the file name to be saved.
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& If the file name is changed, the terminal device
cannot read file. So, it is recommended not to
change the file name.

I User List
User ID & Open
[ ooooooo Lookin: | 1§ My Computer “] @& i@ W
{1 ooooooz
[ oonooos o 1,31 Flappy (A7)
B oooooo4 ‘_%3 e Local Disk (1)
i oonoons My Recent | | Workspace (i)
{7 oooooas Documents  |agestorage (E:)
[ oononoz — L DVD-RAM Drive (Fi)
{7 oooooos L L DND Drive (G:)
[ oooooos Deskiop <2 Remavable Disk (1:)
[] oooooto
[ | oooois
oonont2
L MyDEJents
[] oooooie
[] ooooots
[ oooooe gj
[] cooootr ]
: 0000018 ey Cornputer
[] ooooos
L| ooooozo .‘Q File name v [ o]
[] oooos2t 3 2
My Network | Files of type: | AL user data File [*ndb) v [ cance ] =
e

Save the file by making file name to be saved and pressing the
[Open] button.

AccessManager,

€

Export user data. Tokal[ 9 ] File[D: ¥nacS000_userdb_up.ndb].

Continue?
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If save command is successfully completed, the screen will be
showed up as follows.

AccessManager @

\'5) Export Completed

A When the user exported, user privilege will be set to
the [Normal User].

\

-
A You have to use a “user exporting” function after
you stop other process”

&
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Import User

User can import user data saved in USB memory and hard disk
to save in server.

Execute for this function, select [Tool] = [Import User] on the
menu bar.

X
Look i |_\,i], Femovable Disk (1) v-| (€] G
y Doactivesyne:
i :} () CruzerLockz
My Fiecent | |5 Cruzersync
Documents [CLicense
= |LZIMETFramework,
Lff (NPT
Desktop [CZ)PocketCache Trial Yersion
SecurDatastor
SecurDataStorRM
”/' [ SMRTHTKY
(sl
My D I -
v Documents e
E C)v1.0.5.4
é\g MACS000_UserDE_Lp.NDE
My Computer
‘p-'] File name: hd | [ Open ]
My Metwork, | Files of tupe: | AC uzer data File [*.ndb) | [ Cancel ]

Firstly, set the file path. Then, select the file to import and press
the [Open] button to import the file.

When the file is loaded, the user data loaded will be displayed as
follows. Among the accounts, selected the account to register in
the server and select by [All], [Check] or [Uncheck] button. Then
clicking the [Upload] button will register the selected accounts
into the server. The default is selected all.
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Header Info
version: 1 Template per FP: 2
1D Length: 7 User Count: 601
1 UserList Al || check || uncheck
UserD & Lser Name Suthentic,.. Grou.. RFCardMumber Secu.. Gan  Bri.. Co.. Timezo.. FP.Courk Resut ~
4 noooooo Adnin FRIPW[RF ... 1000 3926400270 7 2w 0 H
4 nooooon Lz+RF FPIRF (AND) 1000 2062817806 7 2 0 H
4 oooooe RE RF 3000 571671891 0 0 0 0 0 0
4 ooooooa P3 Pt 3000 0 0 0 0 0 0 0
4 oooooos GuestL4 i s000 0 0 0 0 0 0 H
4 ooooos R2 +RF FPIRF (AND) 2000 2719155539 0 0 0 0 0 H
4 ooooos R3+PE+RE  FPPW/RF ... 2000 1645413715 0 0 0 0 0 H
4 oooooor R4OPP7OrRF  FP[PW/RF .. 2000 3269198931 0 0 0 0 0 H
4 ooooos Guest Pg P s000 0 0 0 0 0 0 0
4 ooooong ] P 3000 0 0 0 0 0 0 0
[ oooomio PO P 3000 0 0 0 0 0 0 0
4 oooon11 Re-L1+Pl+.. FPPW/RF... 4000 3792897363 5 2w 0 H
4 oooom2 Re-LSor PZ.. FP[PW/RF.. 4000 3526755667 0 0 0 0 0 H
4 ooooma Re-RIorRF  FP[RF(OR) 4000 2738048915 0 0 0 0 0 H
4 oooom4 Re-P4+RE  PWIRF (A, 4000 1645479251 0 0 0 0 0 0
4 ooooms Re - P5 P 4000 0 0 0 0 0 0 0
] ooooms Re - PG P 4000 0 0 0 0 0 0 0
] oooom7 Re - P7 P 4000 0 0 0 0 0 0 0
] ooooms Re - P8 P 4000 0 0 0 0 0 0 0
4 oooomg Re - P9 P 4000 0 0 0 0 0 0 0
4 oooonzo Re - PO P 4000 0 0 0 0 0 0 0 v
Selected user count : 601§ 501

< Reqist user to server, Tatal [ &0 ]

Continue?

When update command is successfully completed, the screen
will be displayed to indicate the progress results as follows.

AccessManager,

\:\l‘) User upload completed

N User data can be created in the terminal device. The
more detail information can be found in NAC-5000
User Manual.
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Import Log

It can register the log information sent to USB memory by
NAC-5000 terminal device into the server after importing it.

Execute for this function, select [Tool] > [Import Log] on the

menu bar.

Open RIX)
Lok, jh: |_\,l], Femovable Disk (1] V & ? ] '
Y i:j.qctives;»nc _.NF\CSDDD_LDgDB_Dn_Z.NLG

§ :? I CruzerLockz

My Recent () Cruzersync
Documents CiLicense

. ICIMETFramework
H | % [CIMPKT
(L PocketCache Trial Version

Dezktop
SecurDataStor
SecurDataStorRM
[CHSMRTHTKY
S)sql
My Documents | | -
¥ [ 2hsrc
Cvi0.5.4
1 -
" 1,; = MACS000_LoaDE_Dn.MLG
o MACS000_LogDE_Dn_1.NLG
ty Computer
@) oo 2
My Network | Files of type: | AC log data File [%rlg) | Cancel

Firstly, set the file path. Then, select the file to import and press
the [Open] button to load the file.

When the file is loaded, the log data loaded will be displayed as
follows. Among them, selected log data to register in the server
and select by [All], [Check] or [Uncheck] button. Then clicking the
[Upload] button will register the selected log into the server. The
default is selected all.
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Import Log 3]
Header Info
version: 1 Terminal ID: 101
Log Type: NOT SEND LOG Log Count:  AUTH [4]f 3¥5 [0]f TOTAL[4]
Vo [ ©
Tims & User ID Authenticats Typs Authenticats Result Function Ke... Transfered
A 1sjosiz009 11:15:29 Fingerprint (All Failed Mo
M 1sjosiz009 11:15:33 Fingerprint (All Failed o
M 1sjosi2009 11:15:42 Fingerprint (Al Falled Ho
A 1sj0512009 11:15:45 Fingerprint (All Falled Ho

Selected log court : 4/ 4

AccessManager

P Regist log to Server, TOTALL 4 1{ AUTH L3 [4] § SYSTEM LOG [0] 1

Continue?

When update command is successfully completed, the screen
will be displayed to indicate the progress results as follows.

AccessManager [z|

-
;\[‘) Log upload completed,
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m AccessManager Information

The version information of Remote Manager can be checked.

Select [Help] > [AccessManager].

RemoteManager

AccessManager Professional

Product Yersion: 1. 0. 0.0
File Version: 1. 0. 4. 5

Copyright 2009
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Setup extended T&A UI

Select [ Menu bar = Tool &> EXT&A 1.

X

I Terminal List

TP Address Result

192,168,10,93

Terminal ID & Terminal Name

[ 1999 s000

EX TNA Manage E

Extend THA File

Button Info

[ BG Image.. ]I Add ][ Del ]

TEXT KEY: F
A W 5K SY
Arial v A A A3 D

K. | TEXT

Apply LG
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B File

You can save/load extended T&A UI information from/to user
pc.

@® Open
Load stored extended T&A UI information

@® Save
Store changed extended T&A Ul information.

B Button information

@® Background image
Load a background image will be used in the extended T&A mode

@® Add
Add extended T&A button up to 12 unit

@ Delete
Delete extended T&A button

@® TEXT
Write a text of extended T&A button

® KEY
Type a button coupled with extended T&A button.
KEY value is from 0 to 98 and reserved area is from 1 to 4

You can use duplicated key values but confirm it before use it.

® X
X coordinates of extended T&A button.
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® v
Y coordinates of extended T&A button

® SX
Width of extended T&A button

® SY
Height of extended T&A button.

@® Character format
You can change font, bold type, italic type, size, color, and underline of

specified chracters
B Adjust button position and size

You can adjust a button position and size via mixing SHIFT key
and arrow keys.

@® Position Change
You can move button images via arrow keys after you select a button

what you want to change a position.

@® Size Adjustment
You can change button size via you push an arrow button with clicking
SHIFT button

B Applying

Select a terminal what you want to apply and push the
button.

Transferring process is started, processing status and the
result is displayed on the result column.
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m | cannot install SQL Express.

SQL Express is a free database program distributed by Microsoft.
SQL Express may be having installation problems due to system
specifications. The system requirements recommended by
Microsoft are as follows:

— OS : Windows 2000 Service Pack 4; Windows Server 2003
Service Pack 1; Windows XP Service Pack 2

— Intel or Pentium 1l 600MHz or equivalent processor (of 1GHz
or higher)

— Minimum 192MB RAM (Minimum 512MB is recommended)

— 525MB of hard disk space

Note : The user must have authority over the PC in which SQL
Server Express will be installed. Install the following files before
installing SQL Express.

@ Download and install Windows Installer 3.1.

@ For a 32-bit platform, download Microsoft .NET Framework
2.0 32-bit version. For a 64-bit platform (only for X64 and
EMT64), download Microsoft .NET Framework 2.0 64—bit version.

® Install the SQL Express.
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m The terminal or Remote Manager is not connected to Access
Server due to Windows firewall settings.

Select Control Panel and double—click [Firewall]. Select the
[General] tab and click [Off]. Or select the [Exceptions] tab and
add ports for AccessManager and the terminal by clicking [Add
Port].

AccessManager port : 7331 (Default)
Terminal port : 7332 (Default)

= Windows Firewall 3] @ Window: all ‘ml

General | Exceplions | Advanced General | Exceptions | Advanced
Add a Port 3]
Windows Firewal helps pretect yous computer by preventing unautharized users Use these settings to open & port through Windows Firewall To find the port
o gaining access to your compLter thiough the Intemet of a network number and protocol, consul the: documentation for the program or service you
want to use.
@ © On (recommended)
This setting blocks all outside sources hom connecting to this Name: [AccessManager

computer. with the exception of thase selected on the Exceptions tab
Port number. | 7331

@ Tor Oucr
Select this when you connect to public netwerks inless secure
lacations, such as aimorts. 'You il not be notiied when windows
Firewial blocks progams. Selections on the Exceptions tab will be T e R
ignored M R
@ @ O [not recommended)
Avoid using this setting. Turring off Windows Firewal may make this [2adProgen. | [ AddFor. J[ e ][ o]
computer mare vulnerable to vituses and rtruders.

Display & notification when Windows Firewall blocks a program

“hat else should | know sbout Windows Firewall? What are the risks of allowing exceplions?
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m In case of changed the AccessServer IP and DB Server IP

You can change easily both of IPs AccessManager and DB
Server when its IP changed or reassigned by DHCP Server.

(D Exit to Running AccessServer
Windows Control Panel - Administrative Tools - service Iltem
double—click > Stop after selecting [AccessServer Service] in
the list of services.

@ Go to the path C:\Program Files\AccessManager Professional
and open the [ACServerConfig.ini] file using notepad.

B C:\Program Files\AccessManager Professional
Fla Edt View Favorees Tools Hep >
ek - L A e r—
3 Ci\Program Files|AccessManager Professianal ~ B
Folders X name Date podfied
(& peskeop P=TCH 4/1/2009 8:53 AM
B 2 My Documents 8 acespeng.di \ Bf2s/2004 8121 P
8 § My Compuoac %) aceseror.ai " Bf26/2004 B:21 PM
® & 314 Fowoy (A} 48 AccessManager exe 3/27/2000 7:02 PM
S e R (€ 28 Accossmanager_zo0s-04-01_., okE OMPFils 412009 11:23 AN
3 (3 Documents and Settings [2] Accasstanager_2005-04-01_ 1KB Text Document 41142008 11:23 AM
F 2 NYIDIA |8 AccessManager_2009-04-01_., 41KE  DMPFile 4/1/2009 11:23 AM
S 2 Prooram Files (] Accessvanaper_2005-04-01_. LK Text Document 4f14z009 11:23 AM
5 € Ameutsge Forweinad 2] Acchentson.al 179K8  Appication Extension  3[27/2009 7:02 PM
2 Accommortr.an 19KE  Applcation Estension  3/27/2009 7102 PM
d‘a(sms. e 549K8  Apphcation 3fe71z009 7102 P
1KB  Configuration Settngs  3[31/2009 5:20 P
(2] atio0.al 158KB  Applcation Extension  11/7/2007 1119 AM
[ micon.an 1,130K8  Appbcation Extension 11712007 1119 AM

@ In contents of ACServerConfig.ini file, close the file and save
after entering the changed IP in the [SERVER_IP] or [DB_IP]
item.

B ACServerConfig.ini - Notepad EEX
File Edit Format Wiew Help

[[CONNECTION_SETTING]
SERVER_IP =172.16.0.155
RM_PORT = 7331

TM_PORT = 7332

DB_TYPE =0

DE_IP =172.16.0.155
DEPORT = 1433

@ AccessServer again to re—run.
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m How to back-up SQL Database?

You can back-up current database through Microsoft SQL Server
Management Studio Express

@ Terminate AccessServer

Start > Control Panel = Administrative Tools = Service =
Terminate AccessServer.

@ Excute the Microsoft SQL Server Management Studio
Express.

(3 Connect to DB.

s comesrosee (=

Microsoft 4" Windows Server System
SQL Server 2005
Database Engine
Server name: 152.168.10.48 -
Authertication- | SGL Server Authertication -
Login: 53 -
Password: ==

[7] Remember password

Connect ][ Cancel ” Help H QOptions =

180 - Appendix



AccessManager Professional l” MITGEN

@ Confirm the location of the database file after connection.
NitgenAccessManager(Right-Click) — Properties

s Microsoft SOL Server Management Studio Express

File Edit Miew Tools ‘Window  Community  Help
= Mews Query

T

22 m 4
B [ 192,188, 10,48 (5GL Server 9.0,4053 - sa)

= [ Databases Lj Nltger

[l Svstem Databases

[ Database Snapshots FOIS-COM
e Iﬁ_gcurit ' Mew Database...
TR i _ Mew Query
# [ Setver Objects . Mame
It e Scripk Database as ¥ -
& [ Replication |_1 Database Diagr.
# [ Management Tasks » 3 Tables
Rename '—J Vichs
Delete |___] Synonyms
— | | L3 Programmability
Refresh [ starage
i [ Security

Select a [Files] Tab.

B Database Properties - NilgenAccessManager

25 Seript ~ % Help
%A Files
A Filegroups Database name: [Nitgens Manage |
44 Options
S Permissions Lnet [z ICJ
A
5 Estendsd Froperties e Rl et indering
Database files:
Path
MSSDE_data  [..) C:WProgram FilesWMicrosalt SOL Server®MSSOL 1MSSOLWD ata
MSSDE_lag [ C*Program FilestMicrosolt SOL ServerhSS OL 19SS OLWD ata
Server:
192.168.10.48
Connection:
M3 View connection properties
Feady & | ¥
Ldd
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AccessManager Professional

® NitgenAccessManager(Right-Click) — Tasks — Detach

F: Microsoft SOL Server Management Stu

Express

File  Edit %iew Tools Window

Community

Help

_:;__Neruerv I__Ej == 25:" Ef‘ ﬁ_ﬁ:i

I

2=

-« 0 X __7/)5ummarym

h 4 & 7

= L_J, 192,168,10.45 (SQL Server 9.0,4053 - sa)
= [}l Databases
[ Swstem Databases

Database Snapshats

7]
# [ Security
# [3 Server Obje|

| Mew Database...
MNew Query
Scripk Database as  »

# [3 Managemen,
Rename
Delete

Refresh
Properties

Click [OK].

" Detach Database

# [3 Replication

Shrink. 3

Back Up...

. | NitgenAcc

FOIS-COMWDatabas

Restore »

Generate Scripts. ..

Server
132 163.10.48

Connection:
2 View connection pioperties

Progress
Feady

5 sept ~ [ Help
Databases to detach
Database Name Drop... | Updat. Keep .. | Status  Message
: Nitgentocess. - ] Fieady
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AccessManager Professional

® Copy Data File (mdf) and Log File (Idf) to new folder from the
path which is checked at @ to back-up current database.

@ Databases(Right-Click) — Attach

& Microsoft SOL Server Management Studio Express

File  Edit Wiew  Tools  Window Community Help
0 ew query [y | 55 LA @ | B [ =
Object Explorer ~ o X _/E';ummarym
2= 3 ca @&l
= [ 192, 168.10.48 {S0OL Server 9.0.4053 - sa) |
Mesww Database. ..
3 Swsl Datat
= oo Fors-coms
# [ Security  Restore Database...
[ [ Server ¢ Restore Files and Filegroups. ..
# [ Replicat Mame
# [ Manage BERESH [l Swstemn Datab:
[ Database Snaf

Select a detached database file
(NitgenAccessManager.mdf) by [Add] button.

(=13

B Attach Databases

HaliR 55 st + [ Help
Databases to attach
MDF File Location Database Aftach s Owner Status Message
Add Remave

Database details:
Original File Name File Type Current File Path Message

Server

192.168.10.48

Conrection:

3 Yiew connection pioperties

Feady

Appendix - 183



," NITGEN
biometric solutions

AccessManager Professional

Locate Database Files - FOIS-COM

Select the file;

- JMI Al
I.“ﬂ [ LightScrbe Template Labeler
[ 4 LimeMedia Technologies
-3 Microsoft
] 3 Microzoft Analyziz Services
] 4 Microzoft Device Emulator
e 4 Microzoft Office
-0 Microsoft Office Outloak Cannectar
-0 Microsoft SDKs:
# 4 Microzoft Silverlight
=] [ Microzaft SOL Server
- @3 100
@3 80
=-E3 90
=3 MSSOL1
=03 mMssoL
&3 Backup
& 1 Binn
=) 1 Data
; mazter. mdf
model. mdt
mzdbdata. mdf
mzsqlsystemresaurce, mdf
Mitgendccessbd anager_data - 100000, mdf

o

anager_data. mdf

] | ) e | |

ternpdb. mdf

- Inatall b
Selected path: |C:WF‘n:ugram FilesMicrosoft SOL ServerfMSSOL 11 |
Filez of type: | Databasze Files".mdf) W |

File harme: | Mitgerdcoesshd anager_data mdf |

ok, H Cancel ]
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AccessManager Professional
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Click [OK] then all work done.

' Attach Databases

g Script ~ u Help

Databases to attach

i Rl‘\‘tgenAccessM ana, Log
Server:
192.168.10.48

Connection:
sa

3 View connection properties

MDF File Location Database Altach As Owner Status Message
i C:¥WProgram Filest. [:] Mitgendce: Nitaerécr. sa
Add. | [ Bemove
“Nitgentcoessh anager” database detals:
FileType  Curent File Path Message

Data L Program FilestMicro
¥ Program FilesWMicro. E

LJ

Database could be restored by @ process with database

which is made in ®.
(NitgenAccessManager
restoring)

DB should be deleted before
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