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UltraBac User Manual

Introduction

Minimum System Requirements

O/S (running the latest service pack and hotfixes and Microsoft .NET Framework 2.0 & 3.5):

Screen:

Windows 2000 (Professional and Server)

Windows XP Professional

Windows Server 2003 / 2003 R2

Windows Vista (Business and Ultimate Editions)
Windows Server 2008 / 2008 R2

Windows 7 (Professional, Enterprise, and Ultimate)

A minimum screen display of 800x600 is required and 1024x768 recommended. 256
color display required and 65536 colors recommended.

Memory:

Windows 2000 — 512 MB required, 2 GB or greater recommended.

Windows Server 2003/2003 R2/XP — 512 MB required, 2 GB or greater recommended.
Windows Server 2008/2008 R2/Vista/Windows 7 — 1024 MB required, 2 GB or greater
recommended.

UBDR Gold — 512 MB required, 1024 MB or greater recommended.

Hard Disk:

20GB of free hard disk space required, 50 GB recommended.
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Conventions Used In This Manual

Option Name

Convention:
Example:
Sample:

Dialog Box Name
Convention:
Example:
Sample:

Text Box Name
Convention:
Example:
Sample:

Text Insertion
Convention:
Example:
Sample:

Number Insertion
Convention:

Example:
Sample:

An Option Path
Convention:
Example:

Sample:

Action Insertion
Convention:
Example:
Sample:

Chapter or

Section Name
Convention:
Example:
Sample:

" " (Option Name can refer to Menu Items,
Choices, Buttons, etc.)

"Option Name"

"Tools"

Choose the "Tools" option

"ltalicized"

"ltalicized Dialog Box Name"
"UltraBac Preferences”

Select the "Operation” box found in the
"New Backup" Screen

"ltalicized - Bold"

"ltalicized - Text Box Name"

"Restore only SQL table: ..."

Key the table into the "Restore only SQL table:..."
text box

< >

<Description of text to be inserted>

\\<Your Computer Name>\<Share Name>\<File Name>
WCAT\C$\temp

[ ]

[A series of #'s - the quantity of #'s specifies the
maximum number of digits]

Protect Media for [###] days

Protect Media for 365 days

n Il/ll II/II n

"Option Name"/"Option Name"/"........
"Tools"/"Preferences"/"Media"/"Protect Media for
[###] days"

Select the "Tools" option, then the "Preferences” option, then the
"Media" option, followed by the "Protect Media for [###] days"

option

( )

(Action to be Performed)
"File"/"Open Backup"/"(highlight a set)"

Select the "File" option from the main UBUI toolbar and choose the
"Open Backups" option. Next, click on the desired backup set to

select and highlight the set.

"Bold Type"

"Chapter or Section Name in Bold Type"
"Backup Group Format"

Refer to the "Backup Group Format" section of the "Creating



File Path
Convention:
Example:
Sample:

Keyboard Shortcut
Convention:
Example:

Sample:

UltraBac User Manual

Backup Sets" chapter

"Underlined"

"Underlined File Path"

"C:\UltraBac\"

By default, UltraBac installs into the "C:\UltraBac\" directory

"First Alpha Character Underlined"

"New"

A keyboard shortcut for creating a new backup is executed by
pressing and holding the Ctrl key while pressing the "n" key.
"Ctrl" + "n"
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Setup and Configuration

Installing UltraBac

The UltraBac Installer allows UltraBac to be installed on either the local system or to remote
systems. A full install should be performed on the backup host, then any necessary agents (or a
full install) can be installed to the remote systems. Running the full installation on the host
machine will allow the backup of remote files, SQL databases, Exchange servers, or a full
"Image" backup of the local system.

UltraBac agents can be installed on remote systems to allow the backup of their Active
Directory/System State, and Image backups of their physical disks. UltraBac device controls can
be installed to allow the use of remote tape devices, including libraries.

NOTE: During both the installation and uninstallation of UltraBac the system will prompt for
the system to be rebooted in order to install/uninstall UltraBac's Locked File driver.

For additional information about files and drivers used by UltraBac, please see the UltraBac
Knowledge Base:

See UBQ000261: Additional File and Driver Details

To start the install process:

1. Download UltraBac and unzip the contents of the downloaded .zip file to a temporary
directory.
2. Double click on the "Launcher.exe" in the temporary directory.

UltraBac

Launch UltraBac Installer

Visit hitp:/fwww.ultrabac.com/

Learn about UBDR Gold

Exit Program

Fig. 1 - Launch screen for the UltraBac Installer.

3. Click "Launch UltraBac Installer."
4. Click "Next" in the "UltraBac Installer" screen.
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5. Read the UltraBac Licensing Agreement text, and check "l accept the terms of the

licensing agreement."

6. Click “Next” to continue.

Install Types

Full Install — Select “Full Install” when installing to the backup host. This option can also
be used to install all client systems without violating or invalidating UltraBac's license.
File-by-file and System State — Installs only the agents used to back up files, folders, and
the System State, as well as perform Locked File backups.

Image Backup Only — Installs only the Image Disaster Recovery Agent, UltraBac
Management Console, and the backup engine.

Image Agent Only — Installs only the Image Disaster Recovery Agent.

Microsoft SQL Agent Only — Installs only the Microsoft SQL Agent.

Exchange Agent Only — Installs only the Microsoft Exchange Agent.

Custom Install — Allows the selection of any combination of UltraBac components for
install.

Installing UltraBac on the Backup Host

When performing the initial installation of UltraBac on the backup host, all components should be
installed using the "Full Install" option.

1. From the UltraBac setup screen, select "Full Install" and click “Next.”

2.

UltraBac 9.2.2 Setup — Selact Install Type

Select the install type you waould like to perform from the lizk below,

Full Inztall [&ll available componentsz]

File-by-file and Syztem State

Image Backup Only

Irmage Agent Only

Microzoft SOL Agent Only

Exchange Agent Only

Cuztomn Ingtall [Uzer selected list of components]

DOODOD;

| < Back | | MHext = | | Cancel

Fig. 2 - Selecting a Full Install.

Review the list of components in the "Setup Summary" and click "Next."
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NOTE: UltraBac requires elevated privileges due to the administrative functionality
utilized by the backup product. It is recommended that the UBMS account be given
Domain Admin privileges for backing up domain systems and services (or local
Administrator permissions for non-domain systems). To set up a Backup Account that is
not an account with Domain Admin permissions, please see the UltraBac Knowledge
Base:

See UB0000198: Backup Account Permissions

More information:
See UB0Q000112: Troubleshooting Permissions Issues

3. Type the account name to be used for backup in the "Account" field.

Required account information for connection

Enter the uzer id, pagzword, and domain to be uzed for the connection.

~Account [nfarmation

zer |.ﬁ.dministratnr

Pazzwaord:

EEREE R

Coanfirrn Passward:

I
EEREEEEY

Domain: | DOMAIN

[¥] Set as default for all connections

QK | Cancel |

Fig. 3 - Entering account information into UltraBac.

4, Type the account's domain in the "Domain" field. When installing in a workgroup, leave
this field blank.

5. Type the password into the "Password" field.

6. Re-type the password into the "Confirm Password" field, and click "OK."

Checking "Set as default for other connections" will instruct UltraBac to use the specified account
to run the UltraBac Management Service on the local system, and to use that account for backup
and restore with the following agents:

¢ Image Disaster Recovery
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File-by-File Local

File-by-File Network Share
File-by-File Networked Computer
Exchange

Exchange Mailbox

SQL

Installing UltraBac on a Remote Client

After the initial installation completes, the UltraBac installer will give the option to launch UltraBac,
and to launch the Remote Installer. The Remote Installer can also be launched from the Windows
Start menu.

To install UltraBac on a client using the Remote Installer:

1. Click "start"/"Programs"/"UltraBac"/"UltraBac Installer."
2. Select "Install to other machine(s)" and click "Next."

UltraBac 9.2.2 Setup -- Setup Options

Select from the setup options below.

@ |nztall to ather machine(s)

Replicate Account Infarmatian
Copy Licenze Server Infarmation
Copy D atabaze Server Infarmation

¢ Back || Mt > | | Cancel

Fig. 4 - Setup options.

3. Click the "Add New" icon, type or browse to the name of the client system(s) to be
installed, and after adding all of the systems, click "Next."
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UltraBac -- Managed Machines X

Below are the machines that will be upgraded/installed.

| Selctal || Selestore | {Add | Bemove |
b achines |
[X] backup
=] lab
[X] zerver
| <Back || Mestr | | Cancel |

Fig. 5 - Selecting systems for installation.

4. Select the install type, and click "Next."
5. Review the list of components in the "Setup Summary," and click "Next" to begin the
install.

Remote Installer Options

¢ Install to other machine(s) — Install UltraBac to a system on the network.

e Upgrade managed machine(s) — Upgrade all systems in the Managed Machines set in
the Manage tab, under "Managed Machines," to the version installed on the Remote
Installer host.

o Replicate Account Information — Replicates all account information set in the Manage tab,
under "General"/"Authentication options"/"Accounts," to each system being installed.

e Copy License Server Information — Replicates the licensing server information set in the
Manage tab, under "Licensing"/"Set License Server," to each system being installed.

e Copy Database Server Information — Copies the database configuration set in the
Manage tab, under "Database"/"Database Wizard," to each system being installed.

Scripted Install

UltraBac can be scripted to perform both local and remote installations, using the following
syntax:

setup.exe /installto:serverl,server2,exchangesvr

NOTE: For more information on performing a scripted install of UltraBac, please see the
UltraBac Knowledge Base:

See UB0Q000229: Unattended Installation of UltraBac

Installing UltraBac in a 32/64-bit Environment
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When performing the initial installation of UltraBac on the backup host, all components should be
installed using the "Full Install" option. This will allow all agents and options to be used and
controlled from the backup host. If installing UltraBac into a mixed 32/64-bit environment, check
"Install files for other platforms" and check the applicable platforms. This will not install those
files, it will make them available for remote installation to other platforms. UltraBac automatically
installs the files for the system's platform.

UltraBac Installer X

ltraB ac Installer.
Thiz product will install UltraB ac on your computker.

To continue, click Mext,

Inztall files far ather platfarms.

[nztall path:

|E:HF’rngram FilezJdltraB ac SoftwearebUtral ach [ Browse |

Hewt > | Cancel |

Fig. 6 - Copying 32/64-bit binaries.
Uninstall
Uninstall UltraBac through “Add/Remove Programs” in the Windows Control Panel:

1. Highlight the UltraBac entry in the “Add/Remove Programs” window and click
“Change/Remove."
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10

UltraBac LUninstaller x

[]iRemave all Llrak ac user filex on local machine

[T Remave data files (groups and zetz)
[] Remave log files.

[] Remaove index files.

[] Remave registry backup files.

[] Remave registry entries.

[] Urinstall UlraB ac Fiker Driver [Provides snapshat for image and LFB backups].
For thiz process to complete vou will hawve to reboat,

Urirztall Exit

Fig. 7 - Uninstalling UltraBac.

Check "Remove all UltraBac user data files on local machine" to completely remove the
entire application, including sets, groups, online indexes, registry entries, and ALL other
application information.

If "Remove all UltraBac user data files" was not selected, open the registry editor and
browse to “HKEY_LOCAL_MACHINE"\"SOFTWARE." Delete the "UltraBac Software”
key.

NOTE: If the UltraBac Database has been installed, the database files must be
removed manually after uninstalling UltraBac. The location of the database files will be
dependent on the Database Storage Location; all of the files in the Database Storage
Location folder can be removed if they are no longer needed. Please visit the "UltraBac
Database" section of the User Manual:

UltraBac User Manual: UltraBac Database
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UltraBac Preferences

UltraBac allows the configuration of many user preferences in one centralized menu. UltraBac
Management Console behavior, the path to backup logs, user accounts, and more can be
configured in this menu. The menu can be accessed at any time by selecting the Manage tab,
and clicking "General."

e I UltraBac Management Console -=alx
EBackup Restore Manage Tools View Support

ot ] o wle. a2l )

General | Agents Storage Library Licensing Storage Managed Database
- ' Devices = ' ' Devices Machines '

Current Computer User Options Configure

Authentication Options
Backup Cptions
Restore Options
Verify Options
Encryption Cptions
General Options
Index Options

Log Options
Media Options
Holiday Options
Advanced Options
UltraWVue Options

. BackupPath0 <nol

Fig. 1 - Selecting the preferences.
User Options

The User menu modifies the default behavior of the UltraBac user interface.

11
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Show zave as helper dialog

[7] Start minimized [ Dizable Splash Yindow

Include subdirectories Show Advanced Options

Shaw file zize in KB/MBE Maintain avwn Managed Machines List
Sort directones bo top [] Showw full 14-5 week on scheduler

[ Reconnect ta last machine at startup [ Show help dislog on startup

[] Save window size and positian

] | Cancel |

Fig. 2 - User preferences.

User Preferences:

e Save password — If a username and password are entered through the Backup Wizard,
the account will automatically be remembered for the next backup set.

e Start minimized — UltraBac will be minimized when launched.

¢ Include subdirectories — UltraBac will select the entire directory tree by default in all
backup sets.

e Express file size in KB/MB — When checked, only data amounts smaller than 1 KB will be
expressed as bytes. If unchecked, all data values will be expressed as bytes.

e Sort directories to top — When enumerating a backup set, directories will appear on top of
the directory tree.

e Reconnect to last machine at startup — If UltraBac was connected to a remote system
when last closed, UltraBac will reconnect at startup.

e Save window size and position — UltraBac will remember its previous window size when
opened.

e Show save as helper dialog — Enables the dialog box opened after a set is saved.

e Disable Splash Window — Eliminates the introductory splash screen appearing before the
application launches.

e Show Advanced Options — Enables dialog boxes that allow the File-by-File Agent to be
run locally or remotely during an ad hoc backup, and during restore.

¢ Maintain own Managed Machines List — Allows each user to create and maintain a
Managed Machines list when logged into the backup host system.

e Show full M-S week on scheduler — Shows the entire 7-day calendar in the UltraBac
Scheduler.

¢ Show help dialog on startup — Enables the helper dialog when the Management Console
is launched.

Authentication Options

The Authentication menu allows user accounts to be added for use in UltraBac. Account
passwords can also be changed or reset in this menu.
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g =

ACCoUNts x

Here vou can maintain the accounts that UltraB ac will use when connecting to
- .‘ machines an vaur network,.

) AddAccount G Edit 0 Delete

Machines | User
<Default Account: Damain'eer

Cloze

Fig. 3 - User accounts.
To add a domain user account in UltraBac:

Click the "Show Accounts" button in the Authentication tab.

Click the "Add New" icon.

Type the domain name for the account to be used in the "Domain” field.
Type the account name to be used in the "User Name" field.

Type the password for the specified account in the "Password" field.
Re-type the password in the "Confirm Password" field.

Click "OK" to add the account.

Nogkrwbr

Required account information for connection

Enter the uszer id, pagsward, and domain to be uzed for the connection.

qm.III

~&ccount [nformation

|Jzer: |'-4$E*f

EEREEEEEY

Pazzword:

Confirrn Pazzword:

— |

Damain: | Domair|

Set as default for all connections

ok | Cancel |

Fig. 4 - Account Information.
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Checking "Set as default for all connections" will instruct UltraBac to use the specified account to
run the UltraBac Management Service on the local system, and to use that account for backup
and restore with the following agents:

Image Disaster Recovery
File-by-File Local

File-by-File Network Share
File-by-File Networked Computer
Exchange

Exchange Mailbox

SQL

To add a workgroup user account in UltraBac:

Click the "Show Accounts" button in the Authentication tab.

Click the "Add New" icon.

Type the account name to be used in the "User Name" field.

Type the password for the specified account in the "Password" field.

Re-type the password in the "Confirm Password" field.

Click "OK."

Type in or browse to the Windows name or IP address of the system to be backed up.
Click "OK" to add the account.

ONoOR~WNE

NOTE: When specifying an account to be used in a workgroup, do not enter any information
into the "Domain" field.

Creating a Secondary Account

When creating a backup of a remote system, it is sometimes necessary to use an account other
than the default account for the backup connection. This can be used in cases of backing up a
system in a workgroup from a domain, or backing up systems in another domain. The secondary
account can target either an individual system or a domain. A workgroup cannot be specified as
a target; individual accounts for the systems in that workgroup must be added.

To add a secondary user account in UltraBac:

Click the "Show Accounts" button in the Authentication tab.

Click the "Add New" icon.

Type the domain name for the account to be used in the "Domain" field, if the target
system is in a domain. If in a workgroup, leave this field blank.

Type the account name to be used in the "User Name" field.

Type the password for the specified account in the "Password" field.

Re-type the password in the "Confirm Password" field.

Click "OK" to add the account.

wh e

No gk
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Select a machine from the netwark izt below.

b aching name: | WORKGROUPOS

M etwark,
- 3{3: Microzoft WWindows Hetwark,

& TESTDOM2
B WORKGROUP

?{L ‘wieh Client Metwark,

] 4 | Cancel |

Fig. 4 - Specifying a system in the "Select Network Machine" screen.

8. Atthe "Select Network Machine" prompt, type or browse to the target machine (or
domain) and click "OK."

Deleting an Account
To delete an account from the Authentication menu:

1. Click the "Show Accounts" button in the Authentication tab.
2. Click on the account to be deleted.
3. Click the red "Delete" icon.

To view or modify the properties of an account:

Click the "Show Accounts" button in the Authentication tab.
Click on the account to be viewed/modified.

Click the "Properties" icon.

Click "OK" when finished.

PwnNPE

Backup Options

The Backup menu can be used to set system usage and other backup specific options.
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-

a Set backup and restore preferences.

~ Reqiztiy backup path

|E:'\P‘ru:ugram Files\UltraB ac SoftwaretJltrab achRegBack! | [ Browse |

~ Mizcelanesous

[] Clear media before backup
[ erify after backup
[T Compare to disk during verify

Backup/Restore priority; r'-h:nrrrlal - |

Before/after job timeout [minutes]:

] | Cancel |

Fig. 5 - Backup preferences.

Backup/Restore priority — This setting designates the priority of the system's resources
when UltraBac is running:

o Normal
o High

0 Realtime
o lIdle

Registry Backup Path — The directory used to store the registry dump created during
backup.

Before/After job timeout (minutes) — Through either the set level or scheduled backup
group level, UltraBac has a function available to execute batch files, or previously written
scripts, to run before the backup begins or after the backup finishes. This time interval
specifies how many minutes UltraBac should wait before it stops trying to run the script.
Clear media before backup — Sets a global preference to check the "Clear storage
media" option when creating scheduled backup groups. "Clear storage media" can be
unchecked in the scheduled group.

Verify after backup — Sets a global preference to check the "Verify after backup” option
when creating scheduled backup groups. "Verify after backup” can be unchecked in the
scheduled group.

Compare to disk during verify — Sets a global preference to compare all files to their
original source files during verify. With this option unchecked, only a CRC verify is
performed.

Restore Options

The Restore Options menu is used to set two restore options.
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-

Festore x

a Specify global restore options.

[Resture Options

[|Eject media after restore,

oK | Cancel [

Fig. 6 - Restore preferences.
Restore Options:

e Run unattended — Do not prompt the user during ad hoc backups.
o Eject media after restore — Eject removable media after ad hoc backup.

Verify Options

The Verify Options menu is used to set two restore options.

-

Yerify x
a Specify glabal werify options,
Merify Options
[ Eject media after verify.
(] 4 | Cancel |

Fig. 7 - Verify preferences.
Restore Options:

¢ Run unattended — Do not prompt the user during ad hoc backups.
e Eject media after restore — Eject removable media after ad hoc backup.

Encryption Options
The Encryption Options menu sets the global options for using AES encryption during backup.

When AES is enabled, it functions on the device level, and encrypts all data written to the backup
media.
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-

Encryption

IE 'LE., Specify encryption options

~Seleck AES encryphion skrenath
Disable 123 hit 192 hit #1256 hik

~Encryption server
[|Use server For encryption key storage and retriesval

~Select encryption key generation method
Generate key from ASCII phrase

| enerake key automaticallyd
Enter hex key directly

:-Enn:ryptinn ke
Strength

Phrase
| 65129b8351 9aa44aa?6carias 1877 az 399560caZ5c2F451 2b182dbbaf 7ec0dz6 |

Confirm phrase
| 651290331 9aa44aa960a7(E5 1 67 7a2 399300042590 2F 451 2b1582dbbaf Fec0dz6 |

~Exkernal encryption files

| Impark key tolocal registry | | Expart key to file |

(0] 4 Zancel

Fig. 8 - AES encryption options.

To enable encryption:

1. From the main UltraBac toolbar, click "Tools"/Options"/"General"/"Backup."

2. Click the button marked "Global Encryption Options."
3. Setthe AES encryption strength:

o Disable — Turns off all AES usage.

0 128-bit — Sets AES to use a 128-bit key.

0 192-bit — Sets AES to use a 192-bit key.

0 256-bit — Sets AES to use a 256-bit key.
4. Select the method for generating the encryption key:

0 Generate key from ASCII phrase — Creates an encryption key using any ASCII

characters, of the specified encryption strength.

0 Generate key automatically — Creates a random encryption key using HEX

characters, of the specified encryption strength.

o Enter hex key directly — Allows a user to create a specific encryption key using

HEX characters, of 32, 48, or 64 characters.
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5. Click "OK" to set the encryption options as specified.

NOTE: For more information on using AES encryption, please see the UltraBac Knowledge
Base:

See UB0Q000251: Encrypting Backup Data with AES

General Options

UltraBac stores all backup sets and groups in the path specified under "Default path for UltraBac

data files."

~
gﬁ_‘L Here you can set the general preferences for UtraBac.

~ Default path for UtraBac data files

|C:"-.F'mg|am Flles'\UltraBac Software\UtraBac Data', | | Browse

~ Auto Response
lUse an AutoResponse file

Eirmius
| Crowse

Fig. 9 - General preferences.

To change the default data file path:

1. Type in or browse to the folder to be used to store the UltraBac sets and groups.
2. Click "OK."

Index Options

The Index menu can be used to set the location of both backup and express indexes, and the
amount of time those indexes are to be stored.
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Index

~Backup Indexes
Create online backup indexes

Here you can specify the index options for Ulral ac.

Comprezs onling indexes

Index files path:
|I::"-.F'ru:-gram Filez'\UltraB ac S oftwareJltraB achl ndexes' [ Browse

Auto purge indexes after: daysz [0 = never|

~ Tape Express [ndex

Create and uze online express indexes

Auto erase express indexes
Expresz index file path:
|E:"-.F'ru:ugram FilezhUraB ac 5 oftweareh U iraB achE spressh, | Browse

] | Cancel |

Fig. 10 - Backup index preferences.

Backup Indexes

Create online backup indexes — Must be checked to create an online disk index for every
set backed up.

Compress online indexes — Uses up to 65% less storage space than uncompressed
online indexes, while requiring minimal compression/decompression time.

Index files path — Path where all online disk indexes are stored. Online disk indexes can
be stored locally or on a network path.

Auto purge indexes after [###] days — Number of days before online disk indexes are
purged. When set to "0,” index entries are not purged by UltraBac. Valid entries are "0"
through "999.”

Tape Express Index

Logs

Create and use online express indexes — Enables express indexes.

Auto erase express indexes — Automatically deletes the express index when the
corresponding storage media is cleared by UltraBac.

Express index file path — Path where all express indexes are stored. Express indexes can
be stored locally or on a network path.

The Logs menu can be used to set the location of backup, verify and restore logs, and define the
amount of time those logs are to be stored.
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Specify the logging options

~ Log File Creation
Default Path:

| E:\logsh
Purge Logs After: Bisye

LCreate Log Files
[] Create Detailed Log Files

|| Browse |

Clear lock filez |

Log stylesheet path:

|E:'\P‘ru:ugram FilezhUIraB ac 5 oftwarehU iraB achD atahdefaultliogzs. wsl | | Erowse

~ Time Shown in Log Files

Local Time
GMT [Greerwich Mean Time)
% Bath Local Time and GMT

ak. [ Cancel |

Fig. 11 - Log file preferences.
Log File Options

The default location and other log file options are handled by the preferences selected. The log
file time can be set to use the time zone specified in the Windows clock on the backup host, or
GMT, or both.

Log File Creation:

o Default path for Log Files — Path where all UltraBac log files are stored. Log files can be
stored locally or on a network path.

e Purge Logs After [###] Days — Number of days before log files are purged. When set to
"0,” log files are not purged by UltraBac. Valid entries are "0" through "999.”

e Clear lock files — Deletes all .Ick files from the logs directory.

e Create Log Files — Enables the creation of backup, verify, and restore logs.

e Create Detailed Log Files — Backup logs will show all files handled during backup, verify,
and restore operations.

e Log stylesheet path — Specifies the path to the stylesheet to use for displaying all
UltraBac logs in the UltraBac File Viewer.

NOTE: For further information on the Centralized Reporting Console, including installation of
a web based Centralized Reporting Console, please see the UltraBac Knowledge Base:

See UBQ000157: Configuring Centralized Reporting
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Time Shown in Log Files:
e Local Time
e GMT (Greenwich Mean Time)
e Both Local Time and GMT
Media Options

The Media menu is used to set the default values for the media protection and compression
options available in UltraBac.

- "

Mediz x

E Here pou can zet the preferences related to storage media.

[ Default Device [

~Data Compresgion ————————— ¢~ Storage Media Protection

Hardware compression Protect media far; Days
Software compression Allows overnde

# A avallable comprezsion Expire media after: &00 : Uzes

Mo comprezsion

] | Cancel |

Fig 12 - Media options.

Default Device — Opens the UltraBac Storage Device Manager.

NOTE: For more information on using the UltraBac Storage Device Manager, please visit the
"Storage Device Manager" section of the User Manual:

UltraBac User Manual: Storage Device Manager

Data Compression

Data compression options are set globally and cannot be overridden in the scheduled backup
groups:

e Hardware compression — Compression is controlled by the storage media.

o Software compression — Compression is controlled by UltraBac, and is reported in the
backup log.

e Any available compression — Software compression is used if hardware compression is
not available.

e No compression — Disables the use of compression in all backups.
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Storage Media Protection

o Protect media for: [###] Days — Protects the storage media from being overwritten by
UltraBac for the number of days specified. Valid entries are "1" through "999.”

e Allow override — Allows protected media to be cleared by UltraBac before backup.

o Expire media after: [####] Uses — Sets the number of times the storage media can be
used by UltraBac before the media is considered unusable. Valid entries are "1" through
"9999.”

NOTE: When backing up to an autoloader, UltraBac uses the protection settings on only the
first tape. If the backup uses more than one tape, UltraBac will automatically clear the
subsequent tapes.

Holiday Options

The Holiday menu can be configured to alter backup behavior on specified days.

i -

Holidays x

a Specify the system holiday behavior and edit the list of holidays.

Ewentz

| = | holidays by default.

) AddNew Holiday O

Dezcription | Ocours
[®] Mew Year's Day Ewvem Year onJanuary 1zt
™ Independence Day Ewvem Year anJuly 4th
[®] Chriztrnasz Day Ewvem Year on December 25th

| Cloze

Fig. 13 - Holiday preferences.

Use the "Events [option] holidays by default” field to set holiday behavior:

e Run On - Instructs to run on holidays.
¢ Do Not Run On — Instructs backups to not run on holidays.

To add a holiday to the Holidays menu:

1. Click the "Add New Holiday" icon.
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2.

Nogakw

Type a description or name into the "Description” field.

' =

Holiday Properties X

Enter month, day and optional vear for a new holiday. B estricts events from running
| on certain days of the year.

~ Mew holiday

Description: |Memu:-ria| Day | [Muzt be unique]

Date: | 5/25/2009 ,|

Druration; Drays.

[] 5ame date every year
Haliday enabled

k., [ Cancel |

Fig. 14 - Holiday properties.

Type or use the drop-down calendar to enter a date for the holiday.

Type or use the selection arrows to enter a duration for the holiday.

Check "Every Year (same month/day)" to set the holiday for the same date every year.
Check "Enable Holiday" to activate the holiday.

Click "OK" to add the holiday.

Advanced Options

The Advanced menu contains options for configuring error handling and cluster server
behavior. It is not recommended to change these settings from the default values.
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-~ "

Advanced x

o
_ e Set advanced UltraB ac options. Changing theze options is not recommended.
~ Mizcellaneous

| 1001 Mumber of errars in =et befare abaorting

[] Enable backup node failover on Cluster Server

[] Publish Licenze Servers to Active Directary

~ Reparting Behavior
[] Treat file nat found as warning
[] Treat data truncation as warming
[ 5uppress Unknown Profile Feparts
[ Dan't treat skipped file a2 emar or warning

~ Backup Throughput Restore Throughput

# High [default] % High [default]
b edium b edium
Lo Lo
k. | Cancel |

Fig. 15 - Advanced options.

e Number of errors in set before aborting: [###] — Sets the number of errors allowed in
each backup set before UltraBac is allowed to abort that set. The default setting is "100."

e Enable backup node failover on Cluster Server — This option should only be enabled if
UltraBac is installed on a Microsoft Cluster Server. Should the primary node fail, UltraBac
will continue its regular scheduled backup jobs on the secondary node in the cluster.

e Publish License Servers to Active Directory — Records the UltraBac License server in
Active Directory for the local domain.

Reporting Behavior

e Treat file not found as warning — Files "not found" during a backup will be reported in the
backup logs as a warning only, not an error.

e Treat data truncation as warning — Data truncation during backup will be reported in the
backup logs as a warning only, not an error.

e Suppress Unknown Profile Reports — Causes UltraBac to not report 1332 errors when a
profile has been partially deleted or corrupted.

e Don't treat skipped file as error or warning — Instructs UltraBac to not record skipped files
as either an error or a warning in backup logs.

Backup Throughput

The Backup Throughput options can lower the overall backup and restore speeds by up to 75%.

25



UltraBac Administrative Guide v9.2

e High — Runs at full speed
e Medium — Runs at 50% speed
e Low - Runs at 25% speed

Restore Throughput
The Restore Throughput options can lower the overall backup and restore speeds by up to 75%.
e High — Runs at full speed

e Medium — Runs at 50% speed
e Low - Runs at 25% speed

UltraVue Options

UltraVue allows the viewing of active backup jobs on the local system, and all systems in the
Maintain Managed Machines list.

-

Uliratiue X

f .
f/-:}

~ Select machines to monitor

Local computer
Machines in the Managed Machines List

Specify Ultrav'ue monitor options.

~ Select manitar intervals

Mew job check interval; 20 : [Seconds]

Progress refresh interval; [Seconds]

0k, | Cancel |

Fig. 16 - UltraVue preferences.

e Local computer — View active backups on the local system.

e Machines in the Managed Machines List — View active backups on all systems in the
Managed Machines list.

o New job check interval [###] (Seconds) — The amount of time between backup activity
queries, in seconds. Valid entries are "1" through "9999."

e Progress refresh interval [###] (Seconds) — The amount of time between backup activity
gueries, in seconds. Valid entries are "1" through "9999.”
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UltraBac Licensing

NOTE: If you do not have a license from UltraBac Software, please request one by visiting
our Web site:

http://www.ultrabac.com/licensing/

The initial installation of UltraBac will run as a fully functional trial version for 20 days. After the
expiration date is passed, a license must be obtained to run backups.

Each system in the backup scheme must have a valid license, including servers, workstations,
and individual agents that UltraBac offers for specialized backups such as SQL, Exchange,
Oracle, etc. As a backup progresses, each set is validated by the license server before the
backup of that set begins.

Importing a License
After receiving a license file, it will need to be imported into UltraBac. To import the license:

1. Save the file “ublicense.txt” to: "C:\Program Files\UltraBac Software\UltraBac."

2. Launch the UltraBac console from "Start"/"Programs"/"UltraBac"/"UltraBac Management
Console."

3. Select the Manage tab, and click "Licensing"/"Import License."

Import Product License X

Lizenze sounce

Select icenze import zource

®mport license from fils

] [ Cancel |

Fig. 1 - Importing a license in UltraBac.

4. Select "Import license from file" and click "OK."
5. Browse to the UltraBac8 directory, select the "ublicense.txt" file, and click "Open."
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Select UltraBac License File @ backup

Drrivve; = 0 - | [

Path: C:AProgram Filez\UIraBac SaftwarehUlbralB ach
Free space: 33 GB

[|Data [Logs [|RegBack [UxAgents
[DATA_BACKUP  [msxml [|Reporting =64

TJDF2K (CMyODEC (]5aripts

[ |Crivers [CMysQL [ ]5tyles

[ |Express [CMySQLData [ TempIndex

[ iag4 [ MetWare [ ubfd

[Indexes [ Redist [ Jultrabac.lic

File narne: | | Bren
Filez of type: | traBac Licenze Files [ lic, ublicensze ket Caricel

Fig. 2 - Browsing to the license file.

6. If the license was imported successfully, a dialog box will open with the message, "The
license has been imported successfully."

7. Confirm the successfully imported license file by accessing "Tools"/"License
Management"/"Edit License." A list of licensed components will appear underneath the
computer name.
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Company | LLTRABAC SOFTWARE |

Custarner Code | |

Yerzion

|a.2[ma 07-2003-DC1) |

Mate: Licenses created during the last 21 days cannat be reset

+

- License on server LABDY-2003-DC1

AUTOLOADER MODULE [20418- B/02/2013)

AUTOLOADER MODULE 3+ DRIVES [20/20- BA02/2013)

BACKLUPRATH DEVICE [20420- B/02/2013)

CD/AOVD DEVICE [20420- 6024201 3]

EXCHAMGE MAILBOX AGENT [70/70- 64022013

EXCHAMGE SERYER AGENT [F0/66- B/02/2013)

ExCHAMGE SERVER[SES]AGEMT [70/70- B/02/2013)

FTF STORAGE DEVICE [70/70- BA02/2013)

IMAGE DEVICE (70470 B/02/2013)

IMAGE DISASTER RECOVERY SERVER AGEMT [70/53- BA02/2013)

IMAGE DISASTER RECOWERY SERVER(CIF]AGENT [70/70- 6/02/2013)
IMAGE DISASTER RECOVERY SERVER(SES] AGEMT [F0/70- BA02/2013)
IMAGE DISASTER RECOWERY SERVER(SES)CIF] AGENT (70470 6/02/2013)
IMAGE DISASTER RECOWVERY SERVERSESIVMOK) AGENT [70/70- B/02/2013)

+- IMAGE DISASTER RECOVERY SERVER[MMMDE] AGEMT [FO/BE- B/ADZ/2013]
+- IMAGE DISASTER RECOVERY \WORKSTATION AGEMT [FO466- B/02/2013]

IMAGE DISASTER RECOVERY WORKSTATIOM[CIF] AGEMT [70/70- B/02/2013)
IMAGE DISASTER RECOVERY WORKSTATIONMMDE] AGENT [70/70- 6/02/2013)

+- LOCKED FILE BACKUP SERVER (70/56- £/02/2013)
+- LOCKED FILE BACKUP WORKSTATION (70465 6/02/2013]

MvYSOL SERVER AGENT [70470- 1042242010

| Clse |

Fig. 3 - License components.

NOTE: The "Edit License" functionality is not supported by Demo licenses.

License Details

The "License Maintenance" screen shows:

Company
Customer code

UltraBac version

Each component/agent licensed

Number of licenses issued for each component/agent
Expiration date for each component/agent licensed

29



UltraBac Administrative Guide v9.2

View the list of issued licenses for each agent by clicking on the "plus sign" to the left of the
agent. This shows:

e Names of servers that have acquired licenses for each component/agent
o "Modified" date — last date the agent or component was used
e "Created" date — date the license was issued to the system

A license can be reset by expanding the component, right clicking on the server name, and
clicking “Reset License.”

Updating an Existing License

Adding components of the software will require a new license file, obtained from UltraBac
Software. Contact your account manager for pricing.

When the new license is received from licensing@ultrabac.com, import the new license directly
over the previous license.

Pushing the License

It is possible to "push" a license to a remote license server when the license is issued to the
server by name. Import the license from any UltraBac host and it will automatically export it to the
correct system.

When using a centralized license server, it is only necessary to point the remote systems to the
license server by selecting the Manage tab, and click "Licensing"/"Set License Server."

Upgrading to Version 9

To upgrade a prior Version 7 or 8 license to Version 9, please visit:

http://www.ultrabac.com/licensing/

Upon completion, submitting this form will send it to the UltraBac Software Licensing department.
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UltraBac Management Console

The UltraBac Management Console is used to configure, manage, and maintain all UltraBac
operations. The Management Console can show backup, verify, and restore logs along with
scheduled backups and backup sets.

UltraBac Management Console Toolbars

P T e UltraBac Management Console - = x

Restaore Manage Tools View Support

Connected to:
|DGMTR.°.

COpen Action

Current Computer

aupPathl <none 5:33PM DGMTRA .2

Fig. 1 - The UltraBac Management Console.

The UltraBac Management Console now has multiple tabs that each contain options, settings,
and other management functionality. Clicking on each tab will bring up each individual operations
menu:

e Backup — Launches the Backup Wizard, opens backup sets/groups, and allows backup
operations to be run.

e Restore — Launches the Restore Wizard, and restore operations.

¢ Manage — Allows the management of UltraBac storage devices, licensing, and other
settings.

e Tools — Launches UltraCopy, the UltraBac Scheduler, and the UltraBac Installer.

e View — Used to display log files, reports, and device information.

e Support — Launches the Help file, the UltraBac Web site, and the version information.

Backup Toolbar

The Backup toolbar can be used to create new backup sets, modify existing backup sets, and to
modify the properties of sets. This toolbar can also be used to create new scheduled jobs, and to
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start a set-level ad hoc job. The "Action" button will remain unavailable until a backup set is
opened for enumeration.

Restore Manage Tools View Support

Conneded to: @L %
|DGMTRF'.
Open | Action |

Run Backup Mow

Run Backup Later Ctrl+B

=[] gl Tmane Disasker Recovery foert @DGMTRSA | &, View Backup Set Properties
= @) (tmage Disaster Recovery Agent) | View File Selection Filter F2
il = DiskD
il = Disk 1

Save Backup Set As

Close Backup Set

BackupPathl <nonez 5:33PM DGMTRA .

Fig. 2 - The Backup toolbar.

e New — Launches the Backup Wizard used to create backup sets.
e Open — Opens backup sets or groups stored in the "Data" directory (“C:\Program
Files\UltraBac Software\UltraBac\Data").
e Action — Displays a sub-menu containing the following options:
0 Run Backup Now — Runs the open backup set to the selected backup device.
0 Run Backup Later — Opens the Scheduled Backup Wizard to create a new
scheduled backup job.
0 View Backup Set Properties — Views the properties of the open backup set for
editing. Each agent has its own specific options/properties.
o0 View File Selection Filter — Views the file selection logic as used in the open
backup set.
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-~ -

Selection Filtker x

Rule | Bemove |
O+ /MR

[ -Disk 04Partition-2 [D:] - Active Clusters Drily | Remove gl |

[ Movellp |

| Move Down |

| Cancel |

4 [ 2

Fig. 3 - UltraBac File Selection Filter.

Save Backup Set — Saves the open backup set using the current set name.
Save Backup Set As — Saves the open backup set using a user-generated name.
Close Backup Set — Closes the open backup set.

O O0O0O0

Restore Toolbar

The Restore toolbar is used to load backup indexes, view the properties of a completed backup
set, and perform backup/verify operations.

=Nl | = UltraBac Management Consaole - [Index for Backup: Backup of CHL.. - B X

Manage Tools View Support

Connected to: ‘ @ T
DEMTRA -] N ol o
Media Online [Database Action

Restore this Backup
[ Verify this Backup

= 4 Backup: Backup of <[] Mame &, View Backup Set Properties
=l B} (File-by-File L[ 4. k3 Close this Backup Set
R =R
4 It Bl 4 I 3

BackupPathl <none> 5:33FM DGMTRA .:

Fig. 4 - The Restore toolbar.

Locate source Backup Index:
e Media — Loads a list of all backup set indexes stored on the selected backup media.
e Online — Loads a list of all backup set indexes stored on the disk of the backup host.
e Database — Loads a list of options for selecting an index stored in the Index Database:
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e Retrieve From Current Media in the Drive — Load a list of all indexes on the
selected device.

e Retrieve From Storage Media Group — Load a list of all indexes used in the
backup on the selected device and any other devices used in that job.

¢ Retrieve All Sets in the Database for the local machine — Load a list of all indexes
in the database for the local system.

¢ Retrieve All Sets in the Database — Load a list of all sets in the database.

e Action — Loads a list of operations:

e Restore this Backup — Start the restore process for all selected data.

o Verify this Backup — Perform a manual verify of all selected data.

o View Backup Set Properties — View the properties of the currently loaded
backup set index.

-

Index Properties x
Backup

H Below are the properties of the current backup.

Froperty | “alue
Backup Description  Backup of DGMTR.A
Backup Started 4/28/2009 11:55:02 Ak
Backup Ended 4/28/2009 17:55:02 AM

Backup Path File-by-File Agent Agent

Mumber of Entriez 12

Waolume 1 IdltraB ac Storage Media

4 1l 3

(] 4 | Cancel |

Fig. 5 - Properties of the selected file-by-file backup index.
e Close this Backup Set — Closes the backup set index.
Manage Toolbar

The Manage toolbar is used to set global options for backups, and to maintain backup devices,
licensing, and Index Database functionality.
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e B UltraBac Management Console =l x
EBackup Restore Manage Tools View Support

Connected to: = e [ —— 5 ]
|DGMTRP. L L \) Qfﬁ'd ey 'L hrrd !1' 1 L p

General Agents Storage Library Licensing Storage Managed Database Email
' ' Devices = ' Devices Machines '

r ]
. BadwpPath0 <none> 5:33PM DGMTRA .:

Fig. 6 - The Manage toolbar.

Options:
e General — Lists the available global options for UltraBac.
e Agents — Lists the available global options for all UltraBac agents.
e Storage Devices — Lists the available global options for all UltraBac devices.

Configure:

e Library — Allows users to maintain and manage a media library.

e Licensing — Used to import and maintain UltraBac licenses.

e Storage Devices — Allows the creation of backup path devices, and the selection of the
default device.

e Managed Machines — Opens the Managed Machines list, allowing users to add and
delete machines from the list.

e Database — Launches the Index Database Configuration Wizard.

e Email — Launches the SMTP Configuration Wizard.

Tools Toolbar

The Tools toolbar has options for Media tools, remote installation, and backup job
scheduling.
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UltraBac Management Console

Backup Restore Manage Support

Connected to: | ;- 1/3{. ""2 .

|DGMTRF'.

Media | UkraCopy Deploy View Backup UlraCopy
= Events Group Job

- "

Current Computer y Prepare Current Media Scheduler

Erase Current Media

Eject Current Media

Dump Media to Files

Wiew Current Media Header
Rebuild Index from Media

Show Current Media Information

Copy Index from Media

]
~none > 5:33 PM DGMTRA .-

Fig. 7 - The Tools toolbar.

Tools:
e Media — Allows users to perform multiple media operations:

e Prepare Current Media — Deletes the existing media header and all backup data
on any selected disk based media, and creates a new header.

e Erase Current Media — Deletes the media header, and all backup data on any
selected disk based media.

e Eject Current Media — Ejects removable media.

e Retension Current Media — Winds the selected tape media to the end of the tape
and then rewinds. This option is only used on legacy tape devices.

e Dump Media to Files — Dumps the contents of tape media to a disk path.

e View Current Media Header — Views the header of the selected media.

e Rebuild Index from Media — Scans the selected media for all file-by-file backup
data.

e Show Current Media Information — Shows statistics of the selected media, such
as capacity and media remaining.

e Copy Index from Media — Copies the selected media's indexes to the Online

Index.
o UltraCopy — Launches UltraCopy for ad-hoc copy operations, or the UltraCopy
Scheduler Wizard.

e Deploy — Launches the UltraBac Remote Installer.
Scheduler:

e View Events — Opens the UltraBac Scheduled Events pane.

e Backup Group — Launches the UltraBac Scheduler Wizard.

e UltraCopy Job — Launches the UltraCopy Scheduler Wizard.

View Toolbar

The View toolbar gives access to UltraBac/UltraCopy logs, Current/Future operations,
and additional device information.
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=\ "2 = UltraBac Management Console -8B X

Backup Restore Manage Tools Wi Support

Connected to:
|DGMTRA

Logs Reports Current
= K Device

Current Computer View Backup Logs

View Restore Logs

View Verify Logs

Yiew UltraCopy Logs

View UltraCopy Verify Logs
View All Logs

:33PM DGMTRA .

Fig. 8 - The View toolbar.

Logs:

e View Backup Logs — Launches the Log File screen, filtered to view only backup logs.

¢ View Restore Logs — Launches the Log File screen, filtered to view only restore logs.

e View Verify Logs — Launches the Log File screen, filtered to view only verify logs.

e View UltraCopy Logs — Launches the Log File screen, filtered to view only UltraCopy
copy logs.

e View UltraCopy Verify Logs — Launches the Log File screen, filtered to view only
UltraCopy verify logs.

¢ View All Logs — Launches the Log File screen, with no filter.

Reports:
e View Current Operations — Launches the Current Operations workspace.
e View Future Operations — Opens a list of enabled backup jobs.

Current Device:

The Current Device option opens a list of all features and functions supported by the selected
device.

Current Operations
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B B Devices ~ B B Devires Machines B

il scheduled Events: Tuesday, May 1., E Current Operations ' Il Slof Based Library

iew | Machine: [DEMTRA | Action: [COMPLETED |
Current Group/Set: [Daily-DB-3PM [Daily-DB-3PM.UBE] |
Current Path: [DEMTRA |

Curent Throughput: [1136.8 ME/Min Total Bytes/Time:[10.5 GB / 0:09.25 Device/Volume: BackupPath? / n/a Ertors/AWamings:
Wiew | Machine: DGMTRA | Action: [COMPLETED |

Current Group/Set: [Daily-DB-114M [Daily-DB-114M.UBE) |
Current Path: DEMTRA |

Current Throughput: [T0E0.0 ME/Min Total Bytes/Time: [8614.3 ME / 0:07.58 Device/Yolume: Enors/Awarnings:
Wiew | Machine: DGMTRA | Action: [COMPLETED |

Current Group/S et: [DailyDB-98M [Daily-UE-94M UBE] |
Curent Path: DEMTRA |
Current Throughput: 557 7 ME/Min Total Bytes/ Time: [B525.0 MB / 0:2311 Device/Valume: Enors/warnings:

Fig. 9 - The Current Operations workspace.

Process statistics and information shown in the Current Operations workspace:

Machine — System hosting the active process.

Action — Type of active process, and current status of the process.

Current Group/Set — Current set being backed up.

Current Path — Current file being backed up.

Current Throughput — Current data transfer rate of the active process.

Total Bytes/Time — Total amount of data transferred, and elapsed time.

Device/Volume — Storage device being used, and volume number of the device.
Errors/Warnings — Total number of errors and total number of warnings reported during
the active process.

View button — Launches the UltraBac progress screen.

The Current Operations workspace can display the backup host and/or the systems listed in the
Managed Machines list. This preference is set under "Manage"/"General"/"UltraVue Options."

UltraBac keeps a user specified list of machines (UltraBac backup hosts) to be managed. To view
the Managed Machines list, click "Managed Machines" from the Manage toolbar.

File Viewer

The UltraBac File Viewer can be used to show the contents of backup sets, indexes, and all log
files.
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I.fi, ! NTa TE UltraBac Management Console - =l x

Manage Tools View Support

Connected to: 3 ﬁ
|DGMTRF'. i

Cpen Action

-

m Backup [MNot Saved]

=[] ¥ Backup of DiEMTRA Mame Size | &
- g (File-bry-File Local A ] uBos3 0
=] [ ubush 0
T E’ E::“ @] use 0
i — )] Utilities 0
= ]
+ Swstern Stake @M 0
][] ¥Mware virtual Machine Console n -
| I Bl A Il »

Fig. 10 - Backup set loaded in the File Viewer.
Remote Administration

Using the "Connect" feature, it is possible to administer all UltraBac operations from a remote
server or workstation. This includes creating sets, scheduling backups, editing sets, restoring
from tape, setting preferences, etc. When connected to the remote system through the “Connect”
feature, the UltraBac user interface will act as if logged into the backup host locally, similar to
Windows Terminal Services.

Usage

The UltraBac Management Service must be installed and running on the connection target
system. UltraBac receives the security information required for user authentication on the remote
system from the UltraBac Management Service. When authenticating through a domain,
UltraBac will use an account specified for the target system (listed in
“Manage”/"General’/”Authentication Options”/"Show Accounts") to gain access to the remote
UltraBac host. If no specified account is available, UltraBac will use the default account.
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P T e UltraBac Management Console - = x

Restore Manage Tools View Support

Connected to: @l @L
DGMTRA e

BOO
E
MSSES

Mew COpen Action

33PM DGMTRA .2

Fig. 11 - The "Connect" feature.

To connect to the remote system’s console:

1. Add the target system to the Managed Machines list:
1. Select the Manage tab.
2. Click "Managed Machines."
3. Click "Add Machine."
4. Type in the Windows name of, or browse to, the target system, and click "OK."
5. Click "Close."

2. From the "Connected to:" menu, select the target system.

After a system has been added to the Managed Machines list, it will appear in the main toolbar
drop-down list box, making it easy to switch from one UltraBac host to another.

Once connected to another system, move through the UltraBac user interface as if you were
logged into the managed system locally.

Selecting the local system from the menu will break the connection and return to the local
machine's interface.
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Storage Device Manager

UltraBac stores information on backup output devices in the UltraBac Storage Device Manager.
This utility allows the administrator many different kinds of storage devices. To access the
UltraBac Storage Device Manager, click “Select”/"Storage Devices” from the main UltraBac
menu.

Tape — locally attached tape devices, including libraries.
CD\DVD - locally attached CD\DVD writers.

BackupPath — disk path devices.

Tivoli — IBM Tivoli devices.

FTP — internet FTP\SFTP sites.

Image — unpartitioned disk used for static mirror imaging.
Partition — partitioned disk used for static mirror imaging.
Remote — UltraBac devices configured on remote systems.

Tape Devices

To use a locally attached tape device, ensure that the latest Windows device driver is loaded for
each tape device. Locally attached tape devices are automatically enumerated by UltraBac,
numbered in sequential order starting with the lowest SCSI ID. UltraBac will automatically assign
names to these devices, starting with "Tape0."

Storage Devices x

Tape  CD/ADWD BackupPath Tiveli  FTP Image  Partiion Femote

A Tape Device can be any locally attached tape device, including librariez. The
zelected ztorage device iz highlighted.

. o~
s (_.." g~ Find

M ame | Dezcription | Path

Taped HF  Ultriurn Taped

‘ 1l b‘

[ Cloze [

Fig. 1 - Tape devices.
CD/DVD Devices

If a CD/DVD writable drive is installed in the backup host, it will automatically appear in the
CD/DVD tab.
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Storage Devices x
Tape CD/OYD  BackupPath Tiveli  FTP Image Parliion Femote

1{ & CD/DVD Device can be any locally attached COor DD writer. The zelected

; zhorage device iz highlighted.
i T “\I [ '; .
wr [_.} - find

Mame | Description | Path

CD/DvD0 _MNEC DD +-Rw ND-36504 WitideHcdrom_ner
CD/DYDA k.J4845P OMUO025) SCEI CdRom De..  \\Whacsifodromioe

‘ 11} }

[ Cloze [

Fig. 2 - CD/DVD devices.

The UltraBac CD/DVD device uses two methods to write backup data to disc in a RAW format.
This format makes the disc unreadable to the Windows operating system. To set the write
method of CD/DVD devices, highlight the device to select and click the "Properties" button:

e Unformatted — Allows for the full capacity of the disc to be used, but the disc can only be

used for one backup job before being erased.
e Formatted — Formats the disc upon first usage to allow for multiple backups.

BackupPath Devices

BackupPath devices are user-created output targets that point to a folder on the backup host, or
on a network path. When creating a BackupPath device, there must be enough space to hold all
data being backed up to that device. To create a BackupPath device:

1. Open the Storage Device Manager by selecting the Manage tab, and clicking "Storage
Devices.”
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Storage Devices x

Tape CD/DWD | BackupPath - Tivoli  FTP Image  Partiion Femote

. & Backup Path device can be any local or remaote drive path where the uzer has
= permiszion to write files, The zelected storage device iz highlighted.

'Gi fdd Device o u }J Find

Mame | Description | Path

BackupPathd IltraB ac Storage Device ehbackuph

1 I »

[ Cloze |
Fig. 3 - Creating a BackupPath device.
Select the BackupPath tab.
Click "Add Device."
UltraBac Disk Storage Device Properties X

Lizted below are the properties of an UltraBac Digk Storage Device. UltraBac will store backup
autput files in the path pou zpecify below,

~Device Hame

| UltraB ac Storage Device |

~ Path far Device

|'\"-.sewer'l?Hhackups'ﬁimages'\dgmtra || Browse |

MediaLimtMB(] | |
File: Limit ME

~Auto Deletion of Old Backups

Delete Backups Older than 3 Days [ I:I

OF. | Cancel | | Add/Edit Metwork Share Info |

Fig. 4 - Disk Storage Device properties.

Enter a unique name in the "Device Name" field.
Enter a local or UNC path to be used as an output target in the "Directory for Device"
field.
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6. Click "OK" to save. If the directory specified does not exist, UltraBac will create it.

7.
To limit the amount of data that can be written to the BackupPath, enter the maximum folder size
in the "Limit size per media" field. This will force UltraBac to write to a failover device, or abort the
backup, if the amount of data written to the disk path reaches the specified limit.

To change the size of the files written to the BackupPath, enter the desired size in the "Limit size
per file" field. It is not recommended to use a file size larger than the 512 MB default.

Auto Deletion of Old Backups

Checking "Delete Backups Older than X Days" will allow UltraBac to write multiple days' worth of
backups to the same BackupPath device, and keep only an archive of the specified number of
days.

Delete Backups Older than = Daps

Fig. 5 - Auto deletion of old backups.

{.ﬁ.utu Deletion of Old Backups

To specify the number of days to store backups:
1. Check "Delete Backups Older than X Days."
2. Specify the number of days to store the backups in the field to the right of the checkbox.
3. Click "OK" in the "Disk Storage Device Properties" screen.

NOTE: For information on configuring a Backup Path to a CIFS Share or an HP
StorageWorks D2D Backup System, please see the UltraBac Knowledge Base articles:

See UBQ000264: Writing to CIFS Backup Path
See UBQ000260: HP StorageWorks D2D Backup Systems Support

Tivoli Devices

NOTE: To use the Tivoli device, the backup host must be running the Tivoli client software.
You can download the client software from the following link:

http://service.boulder.ibm.com/storage/tivoli-storage-management/maintenance/client/

To define a Tivoli device:

Lo

Open the Storage Device Manager by selecting the Manage tab, and clicking "Storage
Devices.”

Select the Tivoli tab.

Click "Add Device."

Enter a unique device name in the "Device Name" field.

Enter the name or IP address of the Tivoli server in the "Server" field.

Enter the password defined on the selected Tivoli server for the Node name in the
"Password" field.

Enter the Folder (high-level name) to use for backup in the "Folder" field.

Enter the output file size in the "Object Size" field.

Click "OK" to save.

o gk wn

© o~
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UltraBac Tivoli Storage Manager Device Properties

Specify properties of an UltraBac Tivoli Storage Manager device. UltraB ac will store backup
output filez on logical storage hosted by the given Tivali zerver.

~ Device Infarmation

Device Mame: | Server Storage
Server: [ TIWSTOR |
Pazsword: | s |

File: Limit MB:
Pot

Folder: | |

~ Configuration Data

|I::HF'r-:|gram Fileghlral ac SoftwareiUlraBachdsm.opt | [ Browse | | Edit |
dze DSKI_COMFIG environment variable, if available.

~ Advanced Properties

Hade: | UltraB ac |

Filezpace: | WU ltraB ac |

[T] Uzing "Passwordtcoess Generate! in opt file.

~ Activednactive Files

[] Use Inactive files for Festores

| Unlock | | Test | | Cancel | Ok,

Fig. 6 - Tivoli device properties.
Advanced Properties

e Configuration File — This is the TSM Client config file and defines things like the
communication protocol and port number to use when communicating with the server.

e Use DSMI_CONFIG environment variable, if available — Selects whether the
DSMI_CONFIG environment variable, if set, overrides the above path.

e Node — The Node name that UltraBac passes to the Tivoli server.

o Filespace — Part of an object's full name and stems from ADSM being designed to back
up servers.

Click “Test” to ensure the device is working correctly.
FTP Device

The FTP device provides UltraBac with the ability to direct backups to any FTP server compliant
with the RFC 959 specification and sufficient space to store backup output files. This is especially
useful for configuring an offsite backup location, or to non-Windows file storage.
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To add an FTP device:

1. Open the Storage Device Manager by selecting the Manage tab, and clicking "Storage
Devices.”

2. Select the FTP tab.

3. Click "Add Device."

LlltraBac FTF Storage Device Properties X

Lizted below are the properties of UlraBac FTP Storage Device. UltraB ac will store backup
output filez on the server and the path chosen by the uzer.

~ Server Information

Description: |HE|T|I:||:E FTP Server
Server |72.32.231.8 -
Fath: | hzervback

Type: |SFTP = Encryption: | AES =
Use Defaul Port I:I Mode: PASSIVE
MedaLimtMe[(] [ | File Limit MB

~ Login Information

KERKARNE |

|Jzer | adrmirigtrator | Paszward:

R e-Enter:

RERENERE |

~&uta Deletion af Old Backups

Delete Backups Older than ¥ Days [ I:I

k. [ Cancel | | Delete Lock File | | Test |

Fig. 7 - Adding an FTP device.

4. Type a unique device description (as it will appear in the backup log) into the
"Description” field.

Type an FTP server name or IP address in the "Server" field.

Type a folder path to be used to store backup data in the "Path" field. This must be the
full path, from the FTP root directory to the location where the backup files will be stored.
Type the user name for the FTP server in the "User" field.

Type the password for the user name in the "Password" field.

. Re-type the password for the user name in the "Re-Enter" field.

0. Click "OK" to save.

o g

Additional FTP Device Options

e Media Limit MB — Restrict the amount of data the device can accept to the amount (in
megabytes) listed in this field.
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e Limit size per file — Limit the backup output file size to the amount (in megabytes) listed in
this field.
e Test— Establish a test connection to the FTP directory.
e Delete Lock File — Deletes the .ubd file that is created when the device is in use.
e Type: — This allows the FTP device to use standard FTP or SFTP servers.
e FTP - File Transfer Protocol server.
e SFTP — Secure FTP server, allowing UltraBac to encrypt the all data transferred
to the SFTP server.
e Encryption
¢ Blowfish — Uses the Blowfish encryption algorithm when writing to the SFTP
server.
e DES — Uses the Data Encryption Standard algorithm when writing to the SFTP
server.
e None — Do not use encryption during data transfer.
e ThreeDES — Uses the ThreeDES encryption algorithm when writing to the SFTP
server.
o Use Default Port — Uncheck this field to specify a port other than the default FTP port.

Auto Deletion of Old Backups
Checking "Delete Backups Older than X Days" will allow UltraBac to write multiple days' worth of

backups to the same BackupPath device, and keep only an archive of the specified number of
days.

Delete Backups Older than = Daps

Fig. 8 - Auto deletion of old backups.

{.ﬁ.utu Deletion of Old Backups

To specify the number of days to store backups:
1. Check "Delete Backups Older than X Days."
2. Specify the number of days to store the backups in the field to the right of the checkbox.
3. Click "OK" in the "Disk Storage Device Properties" screen.

Image and Partition Devices

A static mirror image backup requires the creation of either an Image or Partition device. It is
necessary to have either Partition or Image devices that are of the same size, or larger, than the
original disk/partition. These backups can only be performed to a local disk.

¢ Image device — If a hard disk is present with all partitions deleted, it will be available for
addition as an Image device.

e Partition — If a partition is created on a hard disk, with no assigned drive letter, it will be
available for addition as a Partition device.

NOTE: For additional information on Static Mirror Image backups, please visit the "UltraBac
Disaster Recovery" section of the User Manual:

UltraBac User Manual: UltraBac Disaster Recovery
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Remote Device

The Remote device option allows UltraBac to use a tape device attached to a system other than
the UltraBac backup host.

NOTE: The "UltraBac Device Drivers" must be installed on the system hosting the tape drive.
Tape devices are automatically enumerated when UltraBac is installed on the tape host, and
these devices are numbered in sequential order starting with the lowest SCSI ID. UltraBac will
automatically assign names to these devices, starting with "Tape0."

=

Open the Storage Device Manager by selecting the Manage tab, and clicking "Storage
Devices.”

Select the Remote tab.

Click "Add Device."

Enter the Windows name or IP address of the tape host in the "Device Host" field.

Enter the UltraBac assigned device name in the "Remote Device" field, or click "Browse"
to select.

Click "OK" to save.

akrwn

o

LliraBac Remote Storage Device Properties x

Lizted below are the propertiez af an UlraB ac Remaote Starage Device. UlraBac will ztare
backup output files in the device you zpecify below.

Device Host: |5EH"~"'EH1-_"' | | Browse |

Femaote Device: |tape[l | | Browse |

[ QK [ | Cancel |

Fig. 9 - Remote device properties.
Device Selection

The currently selected device is shown on the main title bar of UltraBac.

To set a device as the default:

1. Click the device to highlight it.
2. Click "OK."

To select the device for use during an ad-hoc backup:

1. Start an ad hoc backup.
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2. Click the "Browse" button in the "Backup Options."

i !

Backup Options x

a Specify the optionz to use durng thiz backup.

Enter the description of thiz backup. Thiz description will be uzed ta identify this backup alang
with the backup date/time and path.

|Bau:kup of DGMTRE, |
Back up to Device: Tapel *
Optians %
[T Clear Media [] Clear frchive Bit
[] Werify After
[Backup] | Cancel |

Fig. 10 - The "Browse" button in the "Backup Options."

3. Inthe "UltraBac Device Browser," click on the device to use for backup.

'y o

UltraBac Device Browser x

a Select a device from the lizt of UlraB ac devices below.

Browzing dewices on machine:  DGEMTRA

Device Types | Device | Description | Path
All Devices CO/DVDD _NECDWD+Rw M. \Whide
CO/DWD Co/DWDN F14845F OMUDZR) . WWihacs
Image Tapel HF  Ulkrivim Tapel
FTF BackupPathD  UltraBac Storage 0., ehbach
Fartitian
R emote
Tape
Tivali
BackupPath

4 1 3
[ Cancel |

Fig. 11 - UltraBac Device Browser.
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4. Click "OK" to select.
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UltraCopy

UltraCopy is a utility used to copy the contents of one storage media to another, such as
"Backuppath0" to "Tape0." This utility can provide for redundant copies of backups for
safekeeping off-site.

To copy storage media:

1. From the Tools tab, click "UltraCopy"/"Run UltraCopy Now."
2. Under "Available Devices," highlight the source device to copy from, and add it to the
"Selected Devices" by clicking the "Add>>" button. Click "Next."

" =y

LlltraCopy Source Devices X
@% Select the source devices for this UlraCopy Job,
Awailable Devices Selected Devices

COADD [ MNEC DD +-F W36 CD/DVDT [KJ48345F OMUD25] SCSI

Tapel [HF  Ultrium . Taped]
BackupPathl [UkraBac Storage Dewi) | Add s |
| << Remaove |
4 [ 3 L I 3

| Mextx | [ Cancel |

Fig. 1 - Selecting the source device.

3. Under "Available Devices," highlight the target device to copy to, and add it to the
"Selected Devices" by clicking the "Add>>" button. Click "Next."
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-

UliraCopy Options

Select the ophions for the media copy operation.

~ Clearing Options

[] Clear destination media

“olume Label |UltraBac Starage Media

~ Individual Set Options
[] Copy Individual Sets

~ After Copy Optionz
[] erify after copy

| < Back | MHest > | Cancel |

Fig. 2 - UltraCopy options.

4. Set the UltraCopy options to be used during the copy job, and click "Next."

UliraCopy Summary

|%ﬁ Here iz the summary of the UlraCopy Job that you have created.

traCopy Ophionz:

IJzing the Express Index.
Source Devices:

Tapel:23-23
Destination Devices:

B ackupPathl

[ <Back | Copy | Cancel |

Fig. 3 - UltraCopy job summary.

5. Click "Copy" to begin the copying process.
UltraCopy Options
Clearing Options:
e Clear Destination Media — Clears the contents of the target media before it is used by

UltraCopy.
e Volume Label — Specifies a volume label on the cleared media.
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Individual Set Options:

e Copy Individual Sets — Allows UltraCopy to select and exclude specific sets from being
copied to the destination media. Selecting this option will add a set selection screen to
the UltraCopy wizard.

e Use Express Indexes — Uses the Express index for each source device when scanning
for sets. When unchecked, the full media is searched for all sets. This process can be
time consuming when copying from tape devices, using the Express index is highly
recommended.

After Copy Options:

o Verify after copy — Runs a CRC verify operation on the destination media after the copy
completes.

Copying Individual Sets

When selected, this option allows the user to only copy specific sets to the destination media.

LltraCopy Set Selection

Select the zetz that you want copied.

[ Ewxpandal | [ Image Dizaster Recovery Agent -~ 3/26/2010 22212 PM
Image Dizaster Recovery Agent - 372642010 2:38:39 P
Backup of SERVER - 5A8/2010 31704 P

Callapse &l
| Collapse Al | []Backup of SERVER - 5/18/2010 217:14 PM

[ Clear&l |

[ <¢Back | Mewt > [ Cancel |

Fig. 4 - Selecting individual sets in UltraCopy.

To select individual sets:
1. Ensure the "Copy Individual Sets" option is selected in the UltraCopy Options screen.
2. Expand the media to be searched for individual sets.
3. Check the box to the left of each set to be copied. Only selected sets will be copied.
4. Click "Next."

Using a Library with UltraCopy

In UltraBac v9.2, media library functionality has been incorporated into UltraCopy. This
functionality allows UltraCopy to easily copy data from a spanned volume to a single storage
location, or to copy a backup that would require multiple tapes from a path to a range of slots, or
to a media pool.

If one of the specified devices is a media library, the library controls will automatically be enabled

and allow the selection of any library element that contains media. If the library uses media pools
than that can be selected and the pool set in the next screen.
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- o

Library X

L}
"'";) Select library optionz far this UltraCopy Job,

Warning: kultiple destination zlotz selected. Data on gpanned slotz will be erazed)

~Source Slot(g] + — Degtination Slot[z]

Starting Slot: Starting 5ot | Slotl 7E1EES1Y - |

[] Uze starting ot as ending ot
Ending Shot: Ending Slat: |SI|:|t3 T51EES1E" - |

After copy... | Eject media from diive |~ |

[ Use media pool

[ <Back | et [ Cancel |

Fig. 5 - Library/Media Pool settings in UltraCopy.
Command Line Options

UltraCopy can be run from the Windows command line, or a .bat file using the following syntax:
UBCopy <source> <destination> [options]
When specifying multiple source devices, separate each device with a comma:

UBCopy tape0,tapel backuppathO
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fFPrepareMedia Frepare the
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Apm /P . . Aom:New Label

AMedi ez ad 3 . To usze multiple media

/ fedia
MOTE: Media

Auet

Alnatten:

AEjectFromOra

dMadia

appendin
th an

tr to use

Fig. 6 - UltraCopy command line switches.
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Media Library Controls

Both locally attached and remote media libraries can be controlled through the UltraBac user
interface with the use of the UltraBac Media Library Controls. UltraBac can use a media library in
three different ways:

e Sequential mode — Media is moved by the library as the backup spans from one to the
next. The library must be set to "sequential mode," and the UltraBac Media Library
Controls will not be usable.

e Slot based backups — A slot range is specified for use in each scheduled group. The
media library must be set to "random mode," and the UltraBac Medium Changer device
driver must be loaded.

¢ Media pools — A pool of media is created in UltraBac and specified for use in each
scheduled group. The media library must have barcode support, and the UltraBac
Medium Changer device driver must be loaded.

Setup and Configuration

To use the UltraBac Media Library Module, the UltraBac Medium Changer device driver must be
installed on the system hosting the autoloader.

To install the UltraBac Medium Changer device driver on a
Windows 2000/XP/2003/Vista/Windows 7/2008/2008 R2 system:

Open the Windows Device Manager.

Expand the "Medium Changers" component appearing on the right side of the screen.

Right click the existing device and select "Properties.”

Select the Drivers tab.

Click "Update Driver.”

Click "Next.”

Select "Display a list of the known drivers for this device so that | can choose a specific

driver" and click "Next.”

Click "Have Disk.”

Browse to the location of the "mchgr.inf" file (by default in "C:\Program Files\UItraBac

Software\UltraBac\Drivers\Win2k"), and click "Open."

10. At the "Select a Device Driver” screen, highlight the "UltraBac Medium Changer Device"
and click "Next.”

11. Click "Yes,” then click "Next" again.

12. Click "Finish."

NougkrwbdE

©®

NOTE: For more information on installing the UltraBac Medium Changer driver, please see
the UltraBac Knowledge Base:

See UBQO000150: Installing the Optional Medium Changer Driver (Autoloader) in
Windows 2008

Library Configuration

The Library Configuration tool can be used to map the drive layout of the libraries attached to a
backup host.
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o &)

Library Configuration X

Uze this functionality ta autormatically confiqure your tape librane. IF vaur Tbrany iz
warking properly already click "Cancel” to abort,

Freparing to move all media out of the drives in the libranes...
Preparing to move all media out af the drives in the libranes...
boving media in #1003 to Drivel ‘BEIODLSHT003. .
Mapping Drivel to Tapel for brary instance 0

b apping Drives to Tapel for brary instance 0

[ Cancel |

Fig. 1 - Library Configuration tool.

To use the Library Configuration tool:
1. Select the Manage tab, and click "Library"/"Configure Library."
2. Click "Begin" to run the configuration process.
3. Click "OK" when the configuration is complete.

Moving Media

To access the media library, select the Manage tab and click “Library”/"Control Library.” The
Library Control selection is only available if the tape device is selected as the current storage
device. To select the tape drive as the current storage device:

Select the Manage tab, and click “Storage Devices”/"Tape."
Click on the autoloader's tape device to select the device.
Click "Close."

wh e

& Drivel 'SEY

)
=[] MailBox

& vaico | EETOFERI 5010
=[] slat

Move ko Mailbox
B Slotl 751E mave o,

B3 Slot? ‘7518
B3 Slot3 ‘7516
B Slok4 ‘751 Feos

B3 Slots ‘7S1EER1D
B3 Sloté ‘7S1EESLE

3 Slot7 ‘7S1EER1F
] o B Slakd '7S1FFaz
Fig. 2 - Media library controls.

v Current Device

Media Operations  #
Media Pool k

From the above screen, drag and drop tapes into the drive, or right click on an object and move
the tape to its destination by choosing a slot or tape drive number.
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Right click menus:

e Move to Slot — Move the media from the selected element to the specified available slot.

¢ Move to Drive — Move the media from the selected element to the specified available
drive.

e Move to Mailbox — Move the media from the selected element to the specified available
mailbox. This option is only available on libraries that have mailbox slots.

e Move to... — Opens a control screen allowing the selection of the source and destination
elements/locations.

e o

Media Move x

a Select the source and destination elements for the media mowve operation.

Select elements

Source: |EEIEEEBB'[TapeEI from Slot1d] - |

Destination: | Slot10 - |

2k, [ Cancel |

Fig. 3 - Media Move options.

e Media Pool — This option allows media to be added to any available media pools, create
new pools, or to manage existing pools.

UltraBac also supports the administration of remote media libraries:

e To control a remote library, the "UltraBac Tape Library Control" and the UltraBac Medium
Changer device driver must be installed on the system hosting the library.

e To manually manipulate media in the remote library, use the “Connect” feature to control
the library host system, and use the control methods above.

e To use aremote media library for a scheduled backup, create a "Remote" device, select
the device as the default, and set the "Remote" device as the first backup storage device
under "Use devices in this order."

Configuring Media Pools

Media pooling has been implemented to allow better organization and automation of library
backups, as compared to "slot based" backups, or using a media library in "sequential mode."
Some benefits of using media pools include space savings on tape, automatic inventory of bar
codes, lower-level administration, and more in-depth logging information. To use media pools, the
tape library must have barcode support, and only media that has a readable barcode can be
used.

Media pools are created through the media library controls:

1. Right click on a tape with a barcode listed.
2. Click "Media Pool"/"Other."
3. Inthe Media pool name field, type a <name> for the Media Pool.

58



UltraBac User Manual

4. Click "Assign."

) D UltraBac Management Console

Backup Restore Manage Tools Wiew Support

Connected to: :’L ‘)
DGMTRA Sl
General Agents Storage Library  Licensing Storage Managed Database
™ ™ Devices = ' ' Devices  Machines '

Il sSlot Based Library
= [j i

= Drivel (Tape0)
=] MailEax

EP MailBxd
=17 Slok

[E7 Slotd ;

& Slotz Move ko Drive
B Slat3 Move to Mailbos
&7 Slat4 Move o,

& Slats Cleaning Tape. ..
7 Sloté {nane)

[ Sot7 FSIEEGIF default

7 Slatg ‘7S1EES20"

&7 Slokd 'SESEAERA’ Other...

& Slot10 ‘SESEAERE' Maintain Pools, .,
[ Slot11 'SEIEEERC add Multiple...

7] Slob 'SEQsAFRN

. BadwpPathD <none> 5:33PM DGMTRA .:

Fig. 4 - Media Pools in the Autoloader Library controls.

Next to the barcode number, the assigned media pool name will appear:
"Pool: <Media Pool Name>"

Any available barcode can be added to the media pool by right clicking on the barcode number
and assigning the desired pool. To add multiple barcode tapes to the media pool:

1. Right click on a tape with a barcode listed.
2. Click "Media Pool"/"Add Multiple."

Other Media Pool Right Click options:
¢ (none) — Remove the specified barcode from the media pool.
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- I:I Drive
& Drivel (Taped)
-1 MailBiox
EF MailBax1
=] Slat
g S:Dtl :?5“: Mave ko Drive k
@] ;EEE .;:E Mowve bo Mailbox ¥
@ Slok4 7E1g OOV FO
@ Slots ‘7518 Cleaning Tape... *
@7 Sloks ‘7516 Media Pool
& Slot7? 'FS1EESLF default
B sSlots 'FS1EERZ0 v temp
[ Slots ‘SEIEGERA Other...
B sSlot10 'SERGGERE Maintain Pools. .
@7 Slok11 'SESEEERC Add Multiple. ..

@1 Slek 2 'CEQSEFER

Fig. 5 - Media pool options.

e default — Adds the selected media to the default media pool.
e Other... — Opens a dialog that allows a new media pool name to be specified.

Select media poal x

tedia pool name

Erter the name of the media pool to assign the selected
media o below,

| Draily-Backup |

Azzign [ Cancel |

Fig. 6 - Specifying the media pool name.

e Maintain Pools... — Opens the "Media Pools" maintenance screen.
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Media Pools

G Edit Paal Properties

&

Here vou maintain a izt of media poals.

Delete Paoal

E

Draily-Backup
default
FulHmages
ternp

.................................

Fig. 7 - Media pool management.

Add Multiple... — Opens a screen that allows multiple tapes to be added to a media pool.

&dd Media to Pool

x

Select the media pou want to add to the media pool specified below.

~Select media to add
Location | Label | Pool s
[ Slat2 TA1EETA L aily-B ackup =
[ Slat3 To1EES1E Ful-lmages i
(=] Slat4 TA1EESIC
[=] Slats TA1EESTD
[=] Slats TA1EEA1E
[ Slat? TO1EEATF 2
o I o Ty TCArroan
4 I 2
| Al | | More | | Free |
~ Select media poal to add to
Ful-mages - |
ok | Cancel |

Fig. 8 - Adding multiple barcodes to a media pool.
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Using the Library in a Scheduled Backup

NOTE: For instructions on creating a Scheduled Backup group, please visit the "Scheduled
Backup Creation" section of the User Manual:

UltraBac User Manual: Scheduled Backup Creation

Sequential Mode

When using an autoloader in "sequential mode," the autoloader will appear to UltraBac as a
stand-alone tape device. Before backing up, a tape must be put into the drive. If the autoloader is
set to run in "sequential mode," all autoloader control functionality in UltraBac is disabled.

NOTE: "Sequential mode" is a setting usually available through a configuration/control screen
on the autoloader. Please refer to the manufacturer's documentation for more information on
this setting.

Slot Based Backup

This option allows a range of autoloader slots to be specified for use in a scheduled backup
group. If the amount of data backed up is larger than the capacity of the slot range, the backup
will abort when it reaches the end of the tape.

The slot range is specified during the creation of a scheduled group in the Scheduled Backup
Wizard.

NOTE: This setting will only be available if an autoloader tape device is specified as the first
device to use, under "Use devices in this order," during a scheduled backup.

To view the media library settings of a group:
1. Select the Tools tab, and click "View Events."
2. Double click the backup job to be viewed.
3. Select the Library tab.
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Schedule Mew Backup Group x

-.:_’) Specify libram media usage for thiz Backup Group.

~ Media uzage optionz

[ Start with the curent media in the: drive.

Starting library =lot;
Ending library slot:

| «Back | Mewt > | Cancel |

Fig. 9 - Library tab in the properties of a scheduled backup group.

Media Pools

Media pools are assigned to each backup through the Scheduled Backup Wizard, or through the
scheduled backup's properties. If the amount of data backed up exceeds the tape space provided

in the media pool, a secondary, or spillover, media pool can be defined.

NOTE: This setting will only be available if a media library tape device is specified as the
device to use during backup. Failover support to a non-media pool device (BackupPath, stand-
alone tape drive) is NOT supported.

To view the media pool settings of a scheduled backup:

1. Select the Tools tab, and click "View Events."
2. Double click the backup job to be viewed.
3. Select the Media Pools tab.
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Schedule Mew Backup Group x

- Specify which media poolz zhould be wuzed to allocate media for this backup, Only
\9 poolz with media currently in the libram will be lizted.

Ay ailable Media Pools: IJze Media Poolz in this Order;

Daily-Backup | I1B-Daily |
default
Full-lmages
bemp . | << Bemowe |
[ Clear |

2|+ |

~ Media Selection

# Always allocate new media for the backup from the pool

Append to last-used backup media from the pool

| <Back | Mext:» | Cancel |

Fig. 10 - Media Pool tab in the properties of a scheduled backup group.

UltraBac will use the blank media in the pool first, then the expired media, protecting the media
for five days (the default setting defined in the Manage tab, under "General"/"Media
Options"). During the protection period, UltraBac will not be able to overwrite the tapes.

When the protection period has ended, the media will appear as "expired" in the library controls,
making the media available for backup rotation. If the protection period has been disabled,
UltraBac protects the barcode media automatically for one day.

Media Pool Options

These options define the way UltraBac selects the first tape from the media pool for use during
backup:
o Always allocate new media for the backup from the pool — Use the first expired tape in
the pool when starting the backup.
e Append to last-used backup media from the pool — Append the backup to the most
recently used tape in the media pool.

NOTE: Ad hoc backups cannot use protected media pool tapes, and "Clear storage media" is
disabled to eliminate the possibility of overwriting data.

NOTE: For information on removing Media Pools from UltraBac, please see the UltraBac
Knowledge Base:

See UBQ000242: Removing Media Pools
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Enabling Automatic Cleaning

To specify a tape in the library as a cleaning tape:

1. Selectthe Manage tab, and click "Library"/"Autoclean Library."
2. Right click on the slot containing the cleaning tape.

[E] Slotzs 'SESGEECE

Slokz4 'SEE===="
& Move bo Drive L4

Move ko Mailbox  #
Mowe to.,..

Matk as Cleaning Tape

Media Paal » |

Fig. 11 - Specifying a cleaning tape.
3. Select "Cleaning Tape" from the menu options.

To enable library AutoClean options:

1. Selectthe Manage tab, and click "Library"/"Autoclean Library."

UltraBac has the ability to automatically schedule a cleaning operation on a cleaning tape in a
barcode enabled library.

o

Library AutoClean Options

Select library autoclean options

AutoClean Options
Enable Library AutoCleaning

Mumber of days between cleanings:

Max number of times the cleaning tape should be used:

[ (4 [ | Cancel

Fig. 12 - Setting the AutoClean options.

2. Check "Enable Library AutoCleaning."

3. Specify the number of days between cleanings as recommended by the manufacturer of

the library.

4. Specify the maximum number of times the cleaning tape should be used as
recommended by the manufacturer of the cleaning media.

5. Click "OK" to save the settings.
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UltraBac Database

UltraBac has the ability to add backup indexes, sets, groups, and logs to several types of
database:

Microsoft SQL Server (2008, 2005, and 2000)
Microsoft SQL Server 2008 Express
Microsoft SQL Server 2005 Express

MySQL 5.1

NOTE: For information on configuring the SQL server prior to setting up the UltraBac
Database, please see the UltraBac Knowledge Base:

See UBQ000253: Configuring SOL for use with the UltraBac Database

Setting up the UltraBac Database

To set up the UltraBac Database:
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w N

From the Start Menu, click "All Programs"/"UltraBac Software"/"UltraBac Database
Setup.”

UltrabBac Databa

Selection of Database Server Location

Please select the database server location below,

On which database server do wou wish to store information about the back ups done on this computer?

#110n an existing UlkraBac Database Server!

Setup a new UltraBac Database Server

[ sSelect | | Cancel |

Fig. 1 - UltraBac Database Setup.

Select "Setup a new UltraBac Database Server," and click "Select."
Select the SQL platform to host the UltraBac Database.
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UltraBac Database

Database Server Type

Select the bvpe of database server you wish ko use

Select the database server bype:

#11se an exisking Microsoft SOL Server or SOL Express Server!

Use an exisking My30L Server

| Eack. | Select [ Cancel |

Fig. 2 - Selecting the database platform.

Type or browse to the name of the SQL host.

Enter the Instance name, if one exists. If not, leave the "Instance Name" empty.

Enter the name of a native SQL account (i.e. the "SA" account) that UltraBac will use to
create the database.

Enter the corresponding password.

UltraBac Databa

Microsoft SQL Server

Select the Microsoft 0L Server (2000 or newer) ko use,

Server: | SCLSRY | [ Browse

Instance MName: | |

~ Accaunk

Account Name: | 53 |

Password: | TITITIL |

| Test Conneckion |

| Back. | Select Cancel |

Fig. 3 - Specifying the Microsoft SQL server.

Click "Test Connection" to ensure that the specified account has permission to create the
UltraBac database.
Click Select

. Enter the account UltraBac will use for connection to the database and click "OK." If the

specified account does not exist, UltraBac will create it.
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UltraBac Databa

Microsoft SQL Server

Enter the name and password for the account ko use For UlkraBac

IIkraBac will use this account ko access it's databases,

ser Mame: | AdminDE |

Password: | TITIN L |

Ok

Cancel

Fig. 4 - Entering the database administration account.

11. Enter the path where the UltraBac databases will be stored. 15 GB free space is

required for installation.

UltraBac Databa

Database Storage Location

Select a Folder to store the database Files in

Enter the name of the Folder to store the database files in on the server lab-2003-2gl05
The location must have at least 15GE of free space.

| Select

Database Folder: E:\LltraBachatal| | | Browse

Cancel

Fig. 5 - Setting the database location.

12. Click "Select" to create the UltraBac databases.
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Backup and Restore Basics

Backup Set Basics
A scheduled backup consists of two UltraBac file types:

e Backup Sets — Backup sets define the files, folders, or data to be backed up, and have a
".ub" file extension.

e Backup Groups — Backup groups are used to run one or more backup sets as a part of a
backup job. They define time, date, storage devices, and other options. Backup groups
have a ".ubb" file extension.

By default, these files are saved in the in the "C:\Program Files\UltraBac Software\UltraBac\Data"
directory. Before any backup groups can be created, one or more backup sets must be created.

Creating Backup Sets

UltraBac uses the Backup Wizard to create all backup sets. To access the Wizard, select the
Backup tab and click "New."

Backup sets for all agents, including Image Disaster Recovery, Exchange, and File-By-File are
created using the Backup Wizard.

New Backup Set

\ Select the type of backup pou would like ta create fram the list Below.
Backup Type Y

I Di A A _.|
mage Dizaster Recovern Agent N

File-by-File Local —
File-by-File Metwork. Share

File-bw-File Metworked Computer

IJ‘] YMware Conzolidated Backup Agent o]

] Il [ -

Mewut » | | Cancel

Fig. 1 - Backup Wizard.

After selecting the agent to use in the backup set (in this case the File-by-File Local), and
configuring that agent's preferences, UltraBac gives the option of modifying the file selection logic
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in the "Selection Criteria" screen before enumerating the set. This is also where the set is given a
description that will appear in the backup, verify, and restore logs.

New Backup Set I

\ Select the file zelection criteria pou would like far this new backup et

Backup Path: Static
Set Description; | Backup of BACKLIF |
File Selection Logic: | &l Files - |

< Back || Heut » | | Cancel

Fig. 2 - Selection criteria.

e Set Description — This is a user-defined field that will appear in the backup log as a
description for the set. This field does not affect the file selection logic.

o File Selection Logic — This drop-down list box contains pre-defined options for creating
backup sets containing only modified files, or for deselecting all files. The default "All
Files" option leaves all files selected.

NOTE: The "File Selection Logic" option DOES NOT affect all agents. The Exchange,
Exchange Mailbox, and Image/Disaster Recovery Agents do not support the "Modified Files"
selection logic.

After specifying the file selection logic, and entering a description, UltraBac will return a summary
of all options selected in the Backup Wizard.
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Mew Backup Set

\ Below iz a summary of the backup zet you have created. “ou have the option to start
the backup now, zave the backup zet to a file or edit the backup zet.

Selected files

Property | walue
Backup Type Image Dizazter Recoven Agent
D ezcription Backup of DGMTRA

&l Files

Save Backup to Fils

Back up Selected Files to device 'Tapel’

# 1 View/Edit files in the backup zet

| «<Back | Einizh | Cancel |

Fig. 3 - Backup Wizard summary.

e Save Backup to File — This option saves the backup set as a ".ub" file in the "C:\Program
Files\UltraBac Software\UltraBac\Data" directory.

e Back up Selected Files to device '<backup device>' — This option immediately starts the
backup process, using the default backup device.
e View/Edit files in the backup set — This opens the set in the File Viewer, showing all files,

directories, and the selected files/data defined in the backup set. This screen is used to

select an

d/or deselect files and data from the backup set.
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f’i !g =y \I = UltraBac Management Consale - =X

Manage Tools View Support

Connected to: @L @L
|DGMTRF'. i T
Mew

COpen Action

-

H Backup [MNot Saved]

=[] ¥ Backup of DiEMTRA Mame Size | &
- g (File-bry-File Local A ] uBos3 0
=] [ ubush 0
T E’ E::“ @] use 0
i — )] Utilities 0
= ]
+ Swstern Stake @M 0
][] ¥Mware virtual Machine Console n -
| I Bl A Il »

BackupPathl <norne> 5:33PM DGMTRA .:
Fig. 4 - Viewing a file-by-file local agent backup set in the File Viewer.

When viewing a backup set, select the files to be backed up by marking the box directly to the left
of the desired file/folder/data in blue.

Save the backup set by clicking "Action"/"Save."

Backup Set Properties

When loaded into the File Viewer, each backup set can be modified through the "Set Properties.”
The Set Properties can include the “Set Description,” encryption key settings, or other options.

These options can vary, depending on the agent used in the set.

To view the properties of a backup set:

1. Load a backup set into the File Viewer.
2. Click "Action"/"Set Properties."
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Set Properties

Description  Before/dfter Jobs | File-by-File Agent - Backup Set Options

Select the Backup optiohz that will be 2aved in the Backup zet.

Enurerate Reparse Pointz [Enable Locked File Backug

Backup Resolved Reparze Pointz

[] Maintain Last Access Date [Can be slaw)]

Dizable Last Access Date for remote [] Clear archive bit
backupz
Agent Host
DGMTRA | Clear

k., [ Cancel

Fig. 5 - File-by-file set properties.
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Scheduled Backup Basics

The UltraBac Backup Scheduler is used to create backup jobs consisting of one or more backup
sets, to configure those jobs to use a specific device, and run them at a specific time, date, or
interval. The scheduled backups can also be configured to send administrative emails, execute
batch commands before and after the scheduled jobs, and can be run manually if needed.

Creating the Scheduled Backup
To launch the Scheduled Backup Wizard, select the Tools tab, and click "Backup Group."

1. Type in a description that will appear in the "Scheduler" screen and in the backup
log. Click "Next."

Schedule Mew Backup Group x

__\’) Specify a description of the Backup Group that uniguely identifies thiz group.
b

Dezcrption

| <E nter Description:

Cancel

Fig. 1 - Scheduled backup description.

2. Highlight a set in the left column and click "Add" to move it to the right column, adding it
to the backup. Sets should be added in the order they are to be run during the job. Click
"Next."
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Schedule Mew Backup Group x

L

l-.;) Specify Backup Sets to be included in thiz Backup Group.

e

Available Backup Sets: Back up in this order;

Set Mame | Description Set Hame | Descrption
Ban::kup_pf_BNN‘JL... | addss | BackupOfDGMTRA...
Image_Dizazter_Fec...

| << Bemove |
[ Clear |
L 1l b 1 il b

[ <Back | Mest> [ Cancel |

Fig. 2 - Selecting backup sets.

3. Set the Before/During/After backup options, and click "Next."
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Schedule New Backup Group

M Specify options for this Backup Group.

~ Before backup options ~ ~ After backup options
Clear storage media. Werify after backup
Retension tape Compare to disk during verfy
Run “Befare” job Run "After” job
| - ||
How to handle media after:
| Rewind Media
~ During backup options
Back up System State Use Auto Response File
Dizable media spanning |
Clear archive bit for all sets

= Back MNeadt >

Fig. 3 - Scheduled backup options.

4. Set the notification options, and click "Next."
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Schedule Mew Backup Group

L

-..;) Specify natification method ko uze for this Backup Group.

~ Event log natification

Log natifications ta the event log.

« E-mail notification
[V]:Enable SMTP e-mail notificatior

[] Send notification on each emor
7] 5end report only if emars
[ Atrach full logs to repart

[ Limit &-mail repart size
b aw report zize [kb):

| Edit e-rnail farmat and distribution list |

[ <Back | Mest> | Cancel

Fig. 4 - Email and event log notification preferences.

5. Highlight a storage device in the left column and click "Add" to move it to the right

column, adding it to the backup. Storage devices should be added in the order they are to

be used during the job.
6. Set the storage device options, and click "Next."
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78

Schedule Mew Backup Group

Available Starage Devices:

B ackupPathd [UltraBac Storage
CD/DvD0 MEC DD +-Fw |
CDADD [k 45345F LINLIDZS

4 | g

how to handle Device problems.

Add x>

| << Bemove |

Clear

_.\r) Specify which Storage Devices to uze while backing up thiz Backup Group, and
L

Ize Devices in this Order:

4 |l 4

~ Storage Device Options

If an erar occurs during backup:

[] Uze next device if problem mounting media

~ Check If device iz ready ————

Minutes befare backup:

| Abort

N
-
e

<Back | Memt:> || Cancel

Fig. 5 - Setting the storage device options.

7. Set the options for the Media Library Controls (if applicable), and click "Next."

Schedule Mew Backup Group

-..;) Specify libram media usage for thiz Backup Group.

~ Media uzage optionz

[ Start with the curent media in the: drive.

Starting library =lot;
Ending library slot:

¢Back | Mewt: | Cancel

Fig. 6 - Media Library configuration.
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8. Set the event time and date options, and click “Next.”

Schedule Mew Backup Group

-

l-.;) Specify the starting and ending times for thiz Backup Group to .

L]

Date and time

Start; |17:55
Start; | 942272003 - End: [
| <Back | Mest> | Cancel |
Fig. 7 - Setting the date and time of a scheduled job.
9. Set the frequency/restrictions options, and click "Next."
Schedule Mew Backup Group x
"";9 Specify the frequency and restrictions for backing up this Backup Group.
~Huolidayz
| Default behavior -
- Eent frequency
| Ewver day &
Evern [ Mirute(z]
- Resztrict to:
] Sunday & | | [ January & | | [ 12am -
] Monday || | February = | [ 1am
[ Tuesday = | March [ 2am
[ wednesday 1 Al [ Zam
[ Thursday - | | Map - | | O dam -
[ <Back | Meut: [ Cancel |

Fig. 8 - Scheduler repeat options.
10. Type in a file name for the scheduled backup, and click "Next."
11. Click "Finish" at the "Summary" screen to enable the scheduled backup.
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Deleting a Scheduled Backup

To delete a scheduled backup, it is possible to delete the selected .ubb file from the "Data”
directory in the UltraBac install path. It is also possible to delete the scheduled backup in the
Scheduler's "Day-at-a-Glance" window:

1. Select the Tools tab and click "View Events," or press "F8."
2. Scroll to the date and time of the job to delete.
3. Right click on the job, and select "Delete."

Backup "tg——— == =——3=t" [test BB Backup “test" (te:
P Wigw 5:30pm Backups ( ) 2 L

Schedule 5:30pm Backup
kesk (test. UBE) Edit

Fun Mow Unattended
v Enable

_I—

Fig. 9 - Deleting a scheduled backup job.
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Scheduled Backup Options

UltraBac can run scripts before and after backup, manage file attributes, and manage the
contents and handling of storage media during a scheduled backup.

Backup Options

Schedule New Backup Group

e
h\@ Specify options for this Baclkup Group.

~ Before backup options ~ Ater backup options

Clear storage media. Verify after backup

Retension tape [ Compare to disk during verify

[] Run "Before” job (7] Fun "After” job

How to handle media after:
| Rewind Media - |

~ During backup options

Back up System State [] Use Auto Response File

[ | Disable media spanning | |
[ Clear archive bit for all sets

<Back | Net> || Cancel

Fig. 1 - Scheduled backup options.

Before backup options:

e Clear storage media — Clear the contents of the currently selected storage media.
e Retention tape — Fast forwards to the end of the tape, then rewinds to remove any slack
from the tape.
o Run "Before" job — To execute a script before the backup begins:
1. Check 'Run "Before" job.'
2. Type in or browse to a script file (.bat, .exe, .vbs, etc.).

During backup options:

81



UltraBac Administrative Guide v9.2

e Back up System State — Global selector instructing all file-by-file backup sets to back up
the System State/registry for each Windows NT/2000/XP/2003 system in the job.

o Disable media spanning — Abort the backup when the storage media is full.

e Clear the archive bit for all sets — Clear the "archive bit" file attribute after the file is
backed up.

After backup options:

o Verify after backup — Perform a cyclic redundancy check on each file for inconsistencies.
e Compare to disk during verify — Compare the file on the storage media to the file backed
up during the CRC check of the data. This option takes longer than the standard verify.
e Media — Media handling options after the backup (and verify, if selected) completes:
o0 Rewind — UltraBac will automatically rewind the media after the job completes.
o0 Eject Media from Drive — Will eject the tape out of the tape drive, if the device
supports the function (not supported by all tape drives).
0 Eject Media To Mailbox — May only be selected with the use of an autoloader
containing a built-in mailbox.
o Run "After" job — To execute a script after the backup (and verify, if selected) is complete:

1. Check 'Run "After" job.'
2. Type in or browse to a script file (.bat, .exe, .vbs, etc.).

NOTE: Itis strongly recommended to perform a Verify operation after backup to check the
consistency of the files backed up, and ensure those files can be restored.

Email Notification

UltraBac can relay an email containing backup logs, and can send notifications of backup and
verify errors, using a local (to the backup host) SMTP server. Email notification is set up through
the “Notification” tab in the properties of a scheduled backup. This can be done during the
process of creating a scheduled backup, and the settings can be changed after the job is created.
This functionality is not supported on ad-hoc backups.

NOTE: UltraBac's SMTP Email notification only supports local SMTP servers. Servers that
are either off-site or separated by a firewall are not supported.

To edit the Notification settings:

1. Open the Properties of a scheduled backup.
2. Select the Notification tab.
3. Click "OK" to save.
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Schedule Mew Backup Group x

-.:_’) Specify natification method ko uze for this Backup Group.

~ Event log natification

Log natifications ta the event log.

« E-mail notification
[V]:Enable SMTP e-mail notificatior

[] Send notification on each emor
7] 5end report only if emars
[ Atrach full logs to repart

[ Limit &-mail repart size
b aw report zize [kb):

Edit e-mail format and diztribubian st

| <Back | Mest > | Cancel |

Fig. 2 - Notification tab of the Backup Group properties.
Options

e Log notifications to the Event Log — Write UltraBac events to the Windows Application
event log.

e Send notification on each error — UltraBac will send an email for each error encountered
in the backup.

e Send report only if errors — If no errors are encountered during the backup, UltraBac will
not send email notification.

e Attach full logs to report — UltraBac will attach both the backup and verify logs to the
email rather than sending the logs in the body of the message.

e Limit e-mail report size — Restricts the size of the email to prevent it from exceeding the
specified number of KB.

Configuration

To enter the email notification settings, click "Edit distribution."
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-

SMTF Distribution List @ DGMTRA, X

Fram: |E><I2HE=I35

]
G Add Server O L\_Jj

SRVRHOST

{.1 Add Recipient O kx

emaili@uzemail com

[ Custom SMTP Paort | Ok [ Cancel |

Fig. 3 - SMTP distribution settings.

e From [Address] — Type in a properly formatted email address. This address does not
have to be an existing email address; any properly formatted address can be used.

e SMTP Servers — Click the "Add Server" button and type in or browse to the Windows
name or IP address of an SMTP server on the network. Multiple servers can be added
for redundancy.

e Recipients — Click the "Add Recipient" button and enter a valid and existing email
address that should receive the UltraBac notification email(s). Multiple addresses can be
added to allow the notification of multiple users.

Device Options
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Schedule Mew Backup Group x

- - Specify which Storage Devices to uze while backing up thiz Backup Group, and
:—) how to handle Device problems.

Available Starage Devices: Ize Devices in this Order:
B ackupPath0 (UlraBac Starage [ | add s |
CO/DWD0 MEC DD +-Fw | =
CDo/DD k.J4845F QNLIOZS [-<< Remove-]|
[ Clear |
* 11l } | | ‘ 11l }
~ Storage Device Options ~ Check If device iz ready ————

[] Uze next device if problem mounting media Mirwtes befare hackup:

If an erar occurs during backup:

| Abort - | | = |

<Back | Memt> | | Cancel |

Fig. 4 - Device options.
Available storage devices are added by highlighting and clicking the "Add" button.

Storage Device Options

e Use next device if problem mounting media — If a media error occurs, UltraBac will
continue the backup job on the next device. If unchecked, the backup will abort after a
media error.

e If an error occurs during backup:

0 Use next device to restart set — Restart the current backup set using the next
storage device in line.

0 Use next device to restart group — Restart the scheduled backup using the next
storage device.

0 Abort — Abort the backup.

Check If Device Is Ready

o  [#####] Minutes before backup — Initiates a check of the storage device before the backup
is run.

Event Time Options

A scheduled backup can be configured to start at a specified time, date, day of the week, or many
other options. Backups can be set to run only in specific months, every few minutes, or only run
once.

Start/End Dates and Backup Frequency
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e Start Time — Type the appropriate time in the "Start Time" field, using "24 hour" (military)
time.

Schedule New Backup Group

F”\;L) Specify the starting and ending times for this Backup Group to run.

Date and time
Start; |07:43

i [

Fig. 5 - Setting the Start/End date and time of a scheduled job.

¢ Holidays — Set the behavior to use on holidays:

0 Default behavior — Backup runs as specified in the holiday.

o Eventruns on — Backup runs on all holidays.

o0 Event skips — Backup does not run on any holidays.

e Event Frequency — Sets how often a backup job repeats after the start date:

o0 Never (Run Once)

0 The <Day> of each month — This field is controlled by the start date. If the start
date is set to the 15th of November, this field will reflect "The 15th of each
month."

o0 Every <Day(s) of Week> — This field is controlled by the "Restrict to: Days" check
box, and will list all days checked or "Every week" if nothing is checked.

o Every <Date> — Controlled by the "Start Date" field, this sets the backup to run
each year on the specified date.

0 The first day of each month — Run the backup of the first calendar day of each
month.
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First <Day(s) of Week> of each month — This field is controlled by the "Restrict
to: Days" check box, and will list all days checked or "First week of each month" if
nothing is checked.

Second <Day(s) of Week> of each month — This field is controlled by the
"Restrict to: Days" check box, and will list all days checked or "Second week of
each month" if nothing is checked.

Third <Day(s) of Week> of each month — This field is controlled by the "Restrict
to: Days" check box, and will list all days checked or "Third week of each month"
if nothing is checked.

Fourth <Day(s) of Week> of each month — This field is controlled by the "Restrict
to: Days" check box, and will list all days checked or "Fourth week of each
month" if nothing is checked.

The last <Day(s) of Week> of each month — This field is controlled by the
"Restrict to: Days" check box, and will list all days checked or "Last week of each
month" if nothing is checked.

First weekday of each month — Runs the backup on the first Monday of each
month.

Last weekday of each month — Runs the backup on the last Friday of each
month.

Last day of each month — Runs the backup on the last calendar day of each
month.

Every [###] Minute(s) — Launch the scheduled backup again after the specified
number of minutes.

e Restrict to:

(0]

(0]

(0}

Days — The backup will only run on the selected days. If no selections are made,
the backup will run every day.

Months — The backup will only run in the selected months. If no selections are
made, the backup will run every month.

Hours — The backup will only run during the selected hours. If no selections are
made, the backup will run only at the scheduled time.
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Schedule Mew Backup Group x
"";9 Specify the frequency and restrictions for backing up thiz Backup Group.
~Holidayz

| Default behavior -
- Ewvent frequency
| Ewvery day -~
Every [ binute]=]
- Restrict to:
[ Sunday a | | [ January a | ([ 12am -
[ Manday 1 1 February =|| [ 1am
O Tuesday = | O March O 2am
[ wWednesday 1 April [1 3am
[ Thursday - | | May - | | 4am -
| < Back | Mest > Cancel

Fig. 6 - Setting the frequency and repeats of a scheduled job.

More Information

See UBOQ000069: Troubleshooting SMTP.
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Viewing Scheduled Backups

UltraBac has both a Day-at-a-Glance and Month-at-a-Glance calendars that can be used to view
scheduled backups. The Month-at-a-Glance calendar lists the number of events on each day of
the month, while the Day-at-a-Glance calendar shows all events for the specified day by time and
description.

To open the Scheduled Events calendar, select the Tools tab, and click "View Events.":

Thursday, January 02,2009 () JECECERCOREEY 5

PR Backup "Daily-DE

AM Backug "Daily-DB. § Backup "Daily-DE

AM Backup "Daily-Des @ Backup "Daily-De

AM Backup "Daily-0E- § Backup "Daily-DE

-

[ Backup "Daily-Des @ Backup "Daily-De

— o —

BWN=N=0O W

Backug "Daily-DB. § Backup "Daily-DE

Backup "ieekl" |

PR Backup "Daily-De Backup "Daily-Des @ Backup "Daily-De
PR Backup "Daily-DE Backup "Daily-0E- § Backup "Daily-DE

Backup "Daily-De

PR Backup "Daily-Des @ Backup "Daily-De

Fig. 1 - Day-at-a-Glance calendar.

Scheduled backups can be added, opened, viewed, disabled, and deleted through the Day-at-a-
Glance calendar.

To view the properties of a scheduled backup:
1. Right click on the backup to be viewed.
2. Mouse over the scheduled job to view.
3. Click "Edit" from the expanded menu.

Scheduled Backup Properties

All preferences set during the creation of a scheduled backup can be modified by opening the
properties of the job. The scheduled backup can also be run manually through this screen.

To open the properties of a scheduled backup through the Scheduler:

1. Select the Tools tab, and click "View Events."
2. Browse to the day of the backup to edit.
3. Double click on the description of the backup to edit.
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To open the properties of a scheduled backup through the UltraBac console:

1. Select the Backup tab and click "Open."
2. Set the "Files of type" to "UltraBac Backup Set (*.UBB)."

.

Fig. 2 - Opening the properties of a scheduled job

3. Select the backup to edit.
4. Click "Open."

Dates

The Dates tab shows the "Start Date," "End Date," and "Next Event" dates of the selected

backup. It also allows scheduled backups to be run manually, backup times to be modified, and
events to be added to a scheduled backup.

Events toolbar:

e Add New Event — Adds a new event for the scheduled backup, allowing the scheduled
backup to be run on more than one date or time.

e Edit— Opens the date and time properties of the selected event.

o Delete — Deletes the selected event.

¢ Run Now Attended — Immediately starts the scheduled backup in "interactive” mode.
Backup errors are reported in the backup log and with a pop-up message, causing the
backup to pause until "OK" or "Cancel" is clicked.
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Cpen an existing Backup Set ? X
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Run Now Unattended — Immediately starts the scheduled backup in "unattended" mode.

Backup errors are reported only in the backup log.

Email Group File — Emails the group and all sets in the group to UltraBac's Technical
Support staff. Use only when instructed by an UltraBac Technical Support representative.

-

Edit Properties for Backup Group: test.LIBB x

Dates | Dezcription  File Selection Set: Options Motification  Devices  Library  Media Pool

_-\) Yiew and edit scheduled eventz. You can specify multiple dates and times for each
L event.

U Add Mew Event O

@ Fiun How Attended a Fun Mow Unattended = Email Group File
Start D ate | EndDate | Mest Ever
[ Friday, 5/22/2009 5:55:00 Pt Mever BA234200¢
4 111 3
0k | Cancel |

-

Fig. 3 - Viewing the properties of a scheduled backup with two scheduled events.

The scheduled backup can be disabled (stopped from running) by un-checking the box next to
the event information.

NOTE: For more information on the scheduled backup options, please visit the "Scheduled
Backup Options" section of the User Manual:

UltraBac User Manual: Scheduled Backup Options
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Before and After Jobs

UltraBac has the ability to launch scripts or batch files before a backup set runs and after the

backup set completes. This can be used to create and run customized scripts to stop the services
of a relational database before the backup begins, or run any other commands that can be issued

in a scripted format.

Set Level

Before/After commands are inserted in the set after the set has been “enumerated” by the

Backup Wizard, in the "Set Properties":

Create or open a backup set.
Click "Action"/"View Backup Set Properties."
Select the Before/After Jobs tab.

PN PE

backed up.
Click "OK" to save.

oo

Set Properties

Description | Before/After Jobs | File-by-File Agent - Backup Set Cptions

ff you would like to nun programs before or after the backup during unattended backups
please enter the name of the programs to run below. Leave blank if you do not wart to
run before and after jobs.

Before backup begins, run:
|"C:‘-J:nefnre.l:nat" | |  Browse |
[] Abort if unsuccessful

After backup completes, run:
|"C:"-.af'ter.bat"| | | Browse |

QK | Cancel

Browse to or enter in the path to the script(s) to be run during, before, or after the set is

Fig. 1 - Before/After Jobs tab in the Set Properties.
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NOTE: Before/After Jobs are only executed when the set is run as a part of a scheduled

backup.
Group Level
1. Open the properties of a scheduled backup.
2. Select the Options tab.
3. Check the box before the "Run Before job" or "Run After job" fields to enable the
appropriate type of job.
4. Browse to or enter in the path to the script(s) to be run during, before, or after the
scheduled job in the appropriate field.
5. Click "OK" to save.
6.

.

Dater  Descrption  File Selection Sets

5

Edit Properties for Backup Group: test.UBB

Opticnz | Motification  Devices

'-';) Specify optionz far thiz Backup Group.

-

x

Library  hedia Pool

~ Before backup optionz

w ¢~ After backup options

Clear storage media. Yerify after backup
[T Retension tape [] Compare ta disk during verify
Run "Before job | Rewind Medis -]
|"E:"~I:nefn:nre.|:nat" | [ .| Run "After job
|"E:"~after.|:nat" | [ .|
~ During backup options
[T Back up Systemn State
[] Disable media spanning
[] Clear archive bit for all sets
Ok

[ Cancel |

Fig. 2 - Options tab in the properties of a scheduled backup.

NOTE: For more information on creating or editing a scheduled backup, please visit the

"Scheduled Backup Creation" section of the User Manual:

UltraBac User Manual: Scheduled Backup Creation
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Restore Basics

To restore data, the files to restore must be selected from a backup index loaded into the File
Viewer, the media used for the backup must be selected, and the target location for the restored
data must be specified.

UltraBac is optimized to quickly and efficiently restore files back to the original path, or a remote
location, using a variety of indexing options. An index of all files backed up is automatically written
to the storage media, and can also be written to an online disk index and/or an index database.

An Express Index, listing all backup sets written to the storage media, is also written to disk and is
used to minimize the amount of time used searching the storage media.

Selecting the Storage Device

The first step when performing a restore is selecting the device used during backup. This will
ensure that UltraBac looks at the correct media when looking for the data being restored. To find
the media used during backup, check the backup log under "Device."

To select the storage device to use during the restore:

From the Manage tab, click "Storage Devices."

Click the appropriate tab to select the type of media used during the backup.
Click and highlight the storage device used during backup.

Click "Close."

PP

Loading a Backup Index
To begin the restore process, launch the Restore Wizard by selecting the index source:

1. Select the Restore tab.
2. Click the index source to be used for restore:
0 Retrieve from online disk index — Retrieve backup index list from the "Indexes"
folder on the backup host.
0 Retrieve from Storage Media — Retrieve backup index list from the currently
selected storage device.
o Database Index options:
= Retrieve From Current Media in the Drive — Query the index database for
all sets written to the currently selected storage media.
= Retrieve From Storage Media Group — Query the index database for all
sets written to the currently selected storage media, including any media
spanned to during the backup.
= Retrieve All Sets in the Database for <backup host> — Query the index
database for all sets that backed up the backup host system.
= Retrieve All Sets in the Database — Query the index database for all sets
in the database.
3. Click "Next."
4,
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Manage Tools View Support

Connected to: u @ T
CHIP ~

Media Online Database

*

Retrieve Backup Index from
currently selected Storage Device.

Fig. 1 - Selecting the index source.

UltraBac Mz

NOTE: For more information on the setup and configuration of an index database, please visit

the "UltraBac Database" section of the User Manual:

UltraBac User Manual: UltraBac Database

Each index source has advantages and disadvantages, depending on the restore situation:

e Retrieve from index database — The fastest and most flexible method, but may not be
usable if the database is not available. Also, if the correct storage media is not selected,

the restore may not be successful.

o Retrieve from online disk index — Almost as fast as the index database, but does not list
the media used by each index, and may not be usable if the online indexes are not
available. Also, if the correct storage media is not selected, the restore may not be

successful.

¢ Retrieve from Storage Media — Only slightly slower than the online index when using the
Express Index, the indexes kept on the storage media index will always be available and

are the easiest to use for restore.

Selecting the Index

Once the index source is selected, the backup index must be selected and loaded into the File

Viewer.
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Festore Backup from Online Index X
a Select the onling index you would like o load.

Description | DateTime | Path
13=64-3_Image_LUBFD_Diff B/26/2009 12:00:00 P Image Dizaster Rec
03=64-3_Image_LJBFD_Dift B/26/2009 3:00:00 Ak Image Dizaster Rec
13x64-3_Image_LIBFD_Ful RAZEA2009 4:00:01 Abd Image Dizazter Rec
03<64-3 FbF LFE R/26/2009 12:00:00 Ak File-by-File Agent &
03R2-1_Image_C_UBFD_Iner B/26/2009 12:00:00 P4 Image Dizaster Rec
13R2-1 _Image_C_UBFD_lner RAZE/2009 3:00:00 Ak Irmage Dizazter Rec
13R2-1 _Image_C_UBFD_Full RAZE/2009 4:00:02 Abd Irmage Dizazter Rec
03R2-1_FbF_Ful_LFB B/26/2009 12:00:02 Ak File-by-File Agent &
4 1l b

~ Optionz

[]:Remave Empty Folders

k. | Cancel |

Fig. 2 - Selecting the backup index to load from the online disk index.
To load a backup index into the File Viewer:

1. Click on and highlight the index to load.
2. Click "OK."

NOTE: Itis only possible to select and load one index at a time.

Index Options
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Restore Backup from Media Indesx

\ Select the backup indes you would like o load from the lizt below.,

Description | Date/Time | Path

03FR2-1_FbF_Full_LFE 5/26/2009 12:00:02 Ak

4 1]

File-by-File Agent Agent

~ Optians
Uze Express Index
[] Remave Empty Folders

Ok

Cancel |

Fig. 3 - Selecting the backup index to load from the storage media.

Several options are available that modify the way UltraBac handles backup indexes:

o Use express index — Uses an index on disk to quickly find all indexes on the storage
media. This option is only available when loading the index from storage media.

¢ Remove Empty Folders — Instructs UltraBac to not enumerate empty folders when
loading an index for restore. This option is only available when loading the index from

online disk index or storage media.

e Rebuild Express Index — Rebuilds the express index by searching the media for all
indexes. This option is only available when loading the index from storage media.

Selecting Files for Restore

When an index is loaded, the index opens in the UltraBac File Viewer. The File Viewer displays

all data backed up in the selected set.

Select the files to be restored by marking the box directly to the left of the desired file/folder/data

in blue.
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Locate backup Inder ] Acton |

m Index for Backup

-] g8 Backup: 03R2-1 FbF Full LFE @ Si26/200|| Mame
- g {File-by-File Local Agent) #l[] ADFS

* Q (] Config. Msi
i =t H [ Documents and Settings
o [18M System State @] Inetpub

H [ Program Files

@[ RECYCLER

il release

[:l Syskemn Yolume Information

& WINDOWS

][] wmpub

[ ] AUTOEXEC BAT

4 I

BackupPathl <none> 1:24PM 03R2-1

Fig. 4 - File-by-file backup set loaded in the File Viewer.
Restoring Data from a Backup
To restore the selected data:

1. From the Restore tab, click “Action”/"Restore This Backup."
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~ Select Image Restore Method
#| Restare entire image to phyzsical device
[] Restore MEF / Dynamic Disk configuration data

[] M ark this partition "active"
[] Restore to ariginal disk. / partition

[ Resize partition(s)

~ Preerzion 9.0 Decryption
[] Enable deciyption of pre-version 9.0 enciypted backup

D ecryption phrase
| |

[ <Back | Mest» | Cancel |

Fig. 5 - Restore options of an image backup set.

Set the options for restore in the agent's "Restore Options" screen.

Enter the decryption phrase, if an encryption phrase was entered in the backup set. The
decryption phrase is the exact same phrase as was entered for the encryption phrase. If
the decryption phrase is not entered correctly, the restore will not be successful.

Click "Next."

99



UltraBac Administrative Guide v9.2

Restore Options x
5 Specify the optionz to uge during the restore process.
Current Device
[ |E ackupPathi | [ Selest | 1
Restore Options
[D Run unattended. [T] Eject media after restare. ]
| <Back | [Restore] [ Cancel |

Fig. 6 - Restore options.

5. Check "Run unattended" to disable user prompts during the restore.
6. Click "Restore" to begin restoring the data.
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Command Line Functionality

UltraBac has the capability of running almost all backup and restore functions through the DOS

shell in Windows. These commands can be scripted or run manually through the command

prompt, allowing manual interaction or the automation of backups using other applications or task
schedulers. The command line interface cannot be used to create a set or to schedule a backup.

NOTE: For additional information on running UltraBac with DOS commands, please see the
UltraBac Knowledge Base:

See UBOQ000001: Command Line Backup/Restore

ides de
in the
.

Maintain dire
re fil

oF group

Fig. 1 - Command prompt displaying the UltraBac command line options.
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NOTE: To view a list of all command line options in UltraBac, enter "ub /?" into the command
prompt and press "ENTER."

Backup Commands

When specifying a group to run from the command line, no options need be set. This is a sample
backup command using a Backup Group:

ub.exe /backup tuesday.ubb

When specifying a set to run from the command line, several options can be set. This is a sample
backup command using a Backup Set:

ub.exe /backup server_full.ub /device:backuppathO /preparemedia:tuesday /verify:crc
Options listed:

e /backup <set/group name> — Back up the specified set or group.

¢ /Device:<device number or name> — Select device for use during a "set-level" backup
(overrides default).

e /PrepareMedia:<volume label> — Prepare media with the specified volume label.

o /Verify:<CRC/Compare/No> — Verify after backup.

To run an unattended backup through the UltraBac scheduler, use the following command:
scheduler.exe /E INOW:<filename.ubb>

Restore Commands

It is also possible to run a restore using the command line. Sample command line for restore:
ub.exe /findfiles:* /restore:c:\temp /device:backuppath0

Options listed:

e /FindFiles:<file pattern> — File files specified by the file pattern.
o /Restore:[path] — Restore with optional restore to path.
e /Device:<device number or name> — Select device (overrides default).
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UltraBac Agents
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UltraBac Disaster Recovery

Image Disaster Recovery Agent

The Image Disaster Recovery Agent in UltraBac is the same Image Disaster Recovery Agent that
is used in UBDR Gold. The functions and screens are the same as the Image Disaster Recovery
Agent in UBDR Gold as well as the instructions.

The UltraBac Image Disaster Recovery Agent uses "snapshot" technology to take a sector level
backup of a physical disk or partition. The UltraBac Locked File Backup Agent is integrated with
the Image Disaster Recovery Agent, ensuring the backup is a complete and consistent snapshot
of the selected disk(s). An Image Disaster Recovery Agent backup is used to quickly restore a
failed disk or operating system without the need for re-installing the operating system.

NOTE: For information on performing a Static Mirror Image backup using the Image Disaster
Recovery Agent, please visit the "Static Mirror Image" section of the User Manual:

UltraBac User Manual: Static Mirror Image

NOTE: The UltraBac Image Disaster Recovery Agent supports Windows software RAID only
when configured as RAID-0 or RAID-1.

Setup and Configuration

NOTE: To create an image backup of a remote system, the UltraBac Image Disaster
Recovery Agent must be installed on the system being imaged. For more information on
installing the Image Disaster Recovery Agent, please visit the "Installing UltraBac" section of
the User Manual:

UltraBac User Manual: Installing UltraBac

Creating an Image Set

1. Launch the Backup Wizard by selecting the Backup tab, and clicking "New."
2. Click "Image Disaster Recovery Agent" to highlight the option, and click "Next."
3. Set the Image Agent options, and click "Next."
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Disaster Recovery/Image Agent Options

Set the Image Agent optionz below

~ Optionz for Image Backups
Always back up partiions individually
Enable in-use cluster backup for partitions with known filesystems
[] Freeze all drives
Enable Differential or Incremental backup
(8] Full backup - initislize tracking of changed clusters
Differential backup - only stares clusters changed since last full backup
(21 Incremental backup - only stores clusters changed since last image backup
Continuouz Image Protection backup [CIP]
1 Mewver stop CIP backup

() Stop CIP backup after hours

~ Computer Mame
\DGMTRA || Browse |

| <Back | Mext > | Cancel |

Fig. 1 - Disaster Recovery/Image Agent Options.

Type a set description, as it will appear in the backup log, into the "Set Description" field
but do not modify the "File Selection Logic." Click "Next."
Check "View/Edit files in the backup set" and click "Finish."
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Restore Manage Tools View Support

Connected to: =

|DGMTRA EEE

Action

o

Marme

=3 Partition-1 (22} - Active Cluskers Only
=3 Partition-2 (D) - Active Cluskers Only

cupPathl <pone> ::33PM DGMTRA .-

Fig. 2 - Image set loaded in the File Viewer.

6. Save the set by clicking "Action"/"Save" from the main "Backup Set" menu.

Image Agent Options
Options for image backups:

e Always back up partitions individually — Allows partitions to be individually selected. If
unchecked, only a full disk can be selected.

e Enable in-use cluster backup for partitions with known file systems — The image set will
only back up the in-use clusters on the selected disk or partition, excluding all empty disk
space.

e Enable single file restore (slows backup performance) — Indexes the image backup to
allow the restore of one or more files from the set.

e Freeze all drives — Freezes all physical disk drives during an image backup of the
system. This will allow databases and other applications that are installed across
multiple partitions to remain consistent when restored from an image backup.

o Enable Differential or Incremental backup — Enables the tracking of changed clusters and
set creation necessary to perform a differential image backup.

0 Full backup — Backs up the full partition or disk, and clears the ".idx" file used to
track disk changes.
o Differential backup — Backs up all clusters modified after the last full backup.
o0 Incremental backup — Backs up all clusters modified after the last full or
incremental backup.
o0 Continuous Image Protection backup (CIP) — Monitors all changes made to the
disk.
= Never Stop CIP backup — Continue CIP backup indefinitely.
= Stop CIP backup after <##> hours.

e Enable backup to Microsoft Virtual Server / Hyper-V file format (VHD) or VMware file
format (VMDK) — Writes the backup output to a VHD or VMDK file in a secondary data
stream.

e Computer Name — Type in or browse to the computer name of the remote system to be
backed up.
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NOTE: For more information on creating a VHD or VMDK file during an image backup,
please visit the "Writing to VHD" or "Writing to VMDK" section of the User Manual:

UltraBac User Manual: Writing to VHD
UltraBac User Manual: Writing to VMDK

NOTE: With "Enable Differential or Incremental backup” checked, a full backup must be
performed before a differential/incremental backup can be run.

Restoring an Image Backup
An image backup can be restored several ways:

Partition or disk restore using the UltraBac Management Console
Single file restore using the UltraBac Management Console
Partition or disk restore using UBDR Gold

Static Mirror Image restore

NOTE: An active operating system partition cannot be overwritten by an image restore.

Partition/Disk Restore

A full image restore through the UltraBac Management Console requires the target disk be

prepared before restore:

e Partition level restore — Restore target partition must be of equal or greater size than the

original source partition, and unassigned of a drive letter.

o Disk level restore — Restore target disk must be of equal or greater size than the original

source disk, and the disk must be unpartitioned.

NOTE: Only one disk or partition can be restored per restore job.

To begin the restore process:

Select and load the index for restore.
Select the disk or partition for restore.
Click "Action"/"Restore this Backup."

e

Launch the Restore Wizard by selecting the Restore tab, and selecting the index source.
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~ Select Image Restore Method

#| Restare entire image to phyzsical device

|Disk1 #Partition] - 8565 MB =

[] Restore MER / Dynamic Disk configuration data
[] M ark this partition "active"
[] Restore to ariginal disk. / partition

[7] Resize partition(z]

~ Preersion 9.0 Decreption

Decrption phraze

[] Enable decrvption of pre-version 9.0 encrepted backup

< Back

Hest »

Cancel

Fig. 3 - Disaster Recovery/Image Restore Options .

5. Click the "Restore entire image to physical device" radio button, select the restore target
partition from the drop-down menu, and click "Next."

Check "Run Unattended," and click "Restore."

No

After the restore completes, reboot the system to activate the restored disk or partition.

NOTE: For resizing the partition during an image restore, please visit the "UBQ000233:

Resize Partitions During Image Restore"

See UB0Q000233: Resize Partitions During Image Restore

Single File Restore

This option is available only if "Enable Single File Restore" is checked during the creation of the
image set. If the preference was selected, each partition backed up will have an available

directory tree to use for restore selection logic.

NOTE: Single file restore is not supported on the NT4 operating system.

NOTE: Single file restore can only restore from one partition per restore session.
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To begin the restore process:

Launch the Restore Wizard by selecting the Restore tab, and selecting the index source.
Select and load the index for restore.
Select the files or folders for restore.
Click "Action"/"Restore this Backup."

e

m Image Disaster Recovery Agent [Im. .. m Index for Backup: Image Disast...
bickup: Image Disaster Recovery Agent @ 5/252009 2:000 & || Name Size | -
g (Image IF)isaster Recovery dgent) [ Documents and Settings
- []i= Disk0 [ Program Files -
= []i=a Partition-1 {C:) - Active Clusters Only [ RECYCLER
= sfrrestoretest
+-[][] Documents and Settings  |= E% tem
+-][] Program Files 00 tp
+-[](7] RECYCLER o
+- ][] sfrrestaretest O
0] temp O] wINNT
- []C] test O D arcldr.exe 147 KB
[ ub 0[] arcsetup.exe 160 KB
1 1T WWTHINT ¥ I autoEseC BaT a 1
4 Il » 4 il 3

1§
Fig. 4 - Single File Restore index loaded in the File Viewer.

5. Click "Single File Restore Options."

-

Single File Restore options x
~ Restare options y ~ Dvenwrite options
[T Restare in-use files. MNewer
Maintain directon structure Always
|lpdate Only
#) fal

~ Restore destination path

Restore to path on: DGMTRA

WOGMTRA | | Browss

OF. [ Cancel |

Fig. 5 - Single File Restore options.

6. Set the restore options, overwrite options, and the "Restore Destination Path." Click
IIOK.II
7. Click "Next."
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8. Check "Run Unattended" and click "Restore."

Single File Restore Options
Restore Options:

Restore in-use files — Forces the restoration of in-use files. The overwritten in-use files
will not become active until the system is rebooted.

Maintain directory structure — Restore files and folders with the original parent folder
structure. This preference can only be disabled when restoring to an alternate path.
Restore permissions — Restores previously existing permissions on files. This preference
cannot be disabled.

Restore folder permissions — Restores previously existing permissions on folders. This
preference cannot be disabled.

Overwrite Options:

Never — Do not overwrite any existing files.

Always — Overwrite existing files with the files being restored.

Update Only — Only overwrite if the file being restored is newer than the existing file.
Ask — Prompt the user before overwriting any existing files.

Restore Destination Path:

Type or browse to the restore target directory.

RAID Array Strategies and Considerations

There is no distinguishing difference in the process of backing up and restoring to a RAID array or
restoring to an ordinary IDE drive. There are some limitations to be aware of when imaging and
restoring RAID arrays:

The RAID array must be configured prior to the restore through the manufacturer’'s RAID
configuration utility.

The level of RAID (RAID 0, striping, RAID1, mirroring , etc.) during backup should be
consistent with the level of RAID during restore.

To restore all partitions back to the original location on a rebuilt RAID array, the MBR
should first be restored to the destination disk to create the partition table.

More information
See UB0Q000233: Resize Partitions During Image Restore
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UBDR - UltraBac Disaster Recovery

UBDR Gold v5.0 and v6.0 are on bootable CDs. UBDR Gold v5.0 uses Windows PE 2.0
technology, and UBDR Gold v6.0 uses Windows PE 3.0 technology as the platforms to perform
UltraBac Image/Disaster Recovery Agent restores. UBDR Gold is designed to retrieve and
restore UltraBac image backups of a partition or an entire disk from a locally attached tape
device, a remote disk path, an FTP site, Tivoli device, or a remote tape device.

UBDR Gold can also be used to perform both image and file-by-file backups.

When the system boots, the UBDR CD automatically detects and loads drivers for most NIC
cards, SCSI cards, and RAID controllers.

Setup and Configuration

NOTE: To use the UBDR Gold CD, the restore target system must be able to boot from
CD. Consult the motherboard manufacturer's documentation for more information.

1. Power up the restore target system and insert the UBDR Gold Restore CD into the CD-
ROM drive.

2. Check "l accept the above license agreement," and click "Next."

3. Select the network card for use during the restore from the drop-down menu.

4. Set the network configuration, either manually or by enabling DHCP.

If restoring from a locally attached device, it is possible to click "OK" without entering any network
configuration information. To prevent UBDR from attempting to retrieve an IP address, click the
"X" in the upper right corner of the "Configuration” window.
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UltraBac LUBDR - Configuration |
File Help

— TCP#P Caonfiguration

Adapter thernet Adapte
IP Address ¥ Enable DHCF
Subnet Mazk [™ Force 100 Full-Duplex

|
|
Default Gateway I
|
|

DMS Server
WIS Serer &dvanced Driver Options |
— User [dentification - [Mecezzam if restoring from UMC pathz]
Lser I Specify computers you need access to
for backups

Fazzword I —
Diomain I j

— Specify the keyboard layout pou would ike UBDR to use

|English [United States] |

Fig. 1 - Network Configuration.

Adapter — Allows the selection of the NIC to be used by UBDR from a drop-down menu, if
multiple NIC cards are installed in the UBDR Gold host system.

e Enable DHCP —-Allows UBDR to use a DHCP server to specify the network settings.
When disabled, the network fields (i.e. IP Address, Subnet Mask, etc.) are used to
configure the network settings.

e Force 100 Full-Duplex — Instructs UBDR to force the NIC to use 100 Full-Duplex.

Network options used when DHCP is unselected:

e |P Address — Specify the subnet mask of the IP address used.

o Default Gateway — Specify the IP address for the default gateway to be used by UBDR.

This field can be left blank if UBDR does not need to connect to the internet.

e DNS Server — Specify the IP address of the DNS server used by the system or device
hosting the image backup. This field can be left blank if IP addresses are to be used for

device configuration.

o WINS Server — Specify the IP address of the WINS server used by the system or device
hosting the image backup. This field can be left blank if IP addresses are to be used for

device configuration.

International Keyboard Support
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e UBDR has keyboard support for 162 languages. To select support for a specific
language, choose that language from the drop-down menu. That keyboard layout will
begin functioning as soon as the language is selected.

User Identification

e Account — Specify an account that has full read/write access on the system (or share)
hosting the image backup.

e Password — Specify the password for the account above.

¢ Domain — Specify the domain of the account above. If in a workgroup, specify the name
or IP address of the system hosting the image backup.

e Specify machine(s) — This field is used to specify all machines with which UBDR will need
to establish a connection. It is usually only necessary to specify the machine name or IP
address of the system hosting the image backup.

Advanced Driver Options

UBDR - Advanced Driver Options

[f you need to specify a custom aption [far example when you need to set
speed/duplex when auto-negatiation i undesirable), Befer to the [MF file or
documentation since the option namesvalue iz dependent on the MIC being uzed.

— Parameter
M amne: I

Tvpe  |DWORD (Decimal) )

Walle: I

Show Original Entries | Cancel | ] I

Fig. 2 - Advanced Driver Options.

This allows users to specify custom parameters for the selected NIC by creating registry entries
that control the behavior of the NIC. For more information on the values that can be entered into
the "Advanced Driver Options," please consult the NIC manufacturer's documentation.

Show Original Entries
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UBDR - List Existing Options for Network Driver x|

— Enumerated Entries

BUS_TO_SCAM:ALL -
BUSTIMER:O

LEDO:10000

LED:10000

LEDZ10000

LED:2:10000

PriarityE021 p:0

TcpipOffload:0

Charactenstics: 0x00000034

BusType:h |-
Componentld:poivwen_1022%dey_2000

ExTPHY:0

FOLPR:0

MPHODE:D

TR
[nfPath: netamd2. inf LI

Fig. 3 - Existing Options for Network Drivers.

This shows the registry entries as they currently exist for the selected NIC.
Device Selection

Once the network settings are entered, the storage device can be created/selected. UBDR Gold
has the ability to use any type of backup device used by UltraBac. This includes FTP, Tivoli,
media libraries, and remote devices. If the backup was written to CD or DVD by any third-party
software (i.e. Nero, etc.), specify the CD/DVD drive letter as a BackupPath device.

After clicking "OK" in the "Network Configuration™ screen, the device selection/creation
process will automatically begin.

Restore - Select Device x

Select the device you would like to restore from in the list below.
Device | Description | Path
CD/DYDO NECYMWar YMware IDE CDROD ATA De... YWHide#cdromnecvymw
Other... Select this to add a device not in the list
4 1ill »
< Back Next > Cancel

Fig. 4 - UBDR device prompt.
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To select a device other than any automatically enumerated tape or CD/DVD devices, select
"Other" and click "Next."

Restore - Select Device Type X

w Select the type of device you would like to restore from in the list below.

Device Types
BackupPath
FTP

Image
Partition
Remote

Tivoli

< Back || Next » Cancel

Fig. 5 - Device selection options.

Tape Devices
In the UltraBac Storage Device Manager, tape devices will automatically be listed. UltraBac will

automatically assign names to these devices, starting with TapeO.

Storage Devices

Tape  CO/WD BackupPath  Tiveli  FTP Image  Partiion Femote

& Tape Device can be any locally attached tape device, including libraries. The
selected storage device is highlighted.

+) ¥ %) S g

Mame | Description | Path
Tapel HF  Ulbrium Tapel

Cloze

Fig. 6 - Tape devices in UBDR.
CD/DVD Device
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If a CD/DVD writable drive is installed in the backup host, it will automatically appear in the
CD/DVD tab.

Storage Devices

Tape CD/OYD  BackupPath  Tiveli  FTP Image  Partiion Femote

i & CD/DVD Device can be any locally attached COor DD writer. The zelected
@ zhorage device iz highlighted.

G QO © Qo P om

MHame | Description | Path
CO/DWD0  _MEC DVD+-Rw' MD-36504 WWhidettediomn_nec_dvd+-nw_nd-..
CO/DYDT  KJA845P OMUDZR) SCSI CdRom Dewi..  WWhscziffodromven kjd345pkpr..

| Cloze |

Fig. 7 - CD/DVD devices in UBDR.

BackupPath Device

BackupPath devices are user-created output targets that point to a folder on the backup host, or
on a network path. To specify a BackupPath device:

1. Select the BackupPath tab.
2. Click the "Add Device" button.
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Tape CD/DWD | BackupPath - Tivoli  FTP Image Partiion Femote

" & Backup Path device can be any local or remaote drive path where the uzer has
= permiszion to write filez. The zelected storage device iz highlighted.

Gy AddDevice () W 47 Find

Mame | Description | Path

BackupPathd IdltraB ac Drisk Stor:

[ Cloze

Fig. 8 - Tape devices in UBDR.

3. Enter a unique name in the "Device Name" field.

4. Enter alocal or UNC path, to be used as an output target, in the "Directory for Device"

field.
5. Click "OK" to save.

It is not necessary to enter the maximum folder size in the "Limit size per media" field, or to enter
a size in the "Limit size per file" field. It is recommended to leave both these items at the default

value.
FTP Device
To add an FTP device:
1. Selectthe FTP tab.
2. Click the "Add Device" button.
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LllraBac FTF Storage Device Properti

Lizted below are the properties of UlraBac FTP Storage Device. UltraB ac will store backup
output filez on the server and the path chosen by the uzer.

~ Server Infarmation

Description: |ft|:| off-gite server

Server |192.naa.1.115 -

Path: | backupsz\images

Type: |SFTP = Encryption: | AES =
Use Defaul Port I:I Mode:  PASSIVE
MedaLimitMB[] [ | File Limit MB

~ Login Information

KERKAERRRNERRERNRRR |

|Jzer | adrmirigtrator | Paszward:

R e-Enter:

REHENERERRERR RN |

~&uta Deletion af Old Backups

Delete Backups Older than ¥ Days [ I:I

ok, | Cancel | | Delste LockFile | | Test |

Fig. 9 - FTP device options.

3. Type a device description into the "Description” field.

4. Type an FTP server name or IP address in the "Server" field.

5. Type a folder path to be used to store backup data in the "Path" field. This must be the
full path to where the backup files will be stored.

6. Type the user name for the FTP server in the "User" field.

7. Type the password for the user name in the "Password" field.

8. Re-type the password for the user name in the "Re-Enter" field.

9. Click "OK" to save.

It is not necessary to enter the maximum folder size in the "Limit size per media" field, or to enter
a size in the "Limit size per file" field. It is recommended to leave both these items at the default
value.

Tivoli Storage Manager Device

NOTE: To use the Tivoli device, the backup host must be running the Tivoli client software,
which can be downloaded here:

http://www.tivoli.com/support/storage _mgqr/clients.html#xp

To define a Tivoli device:
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Select the Tivoli tab.

Click the "Add Device" button.

Enter a unique device hame in the "Device Name" field.

Enter the name or IP address of the Tivoli server in the "Server" field.

LiraBac Tivali Storage Manager Device Properti

Specify properties of an UlraBac Tivoli Storage Manager device. UlraB ac will store backup
autput files on logical storage hosted by the aiven Tivali server.

~ Device |nfarmation

Device Mame: |Tiw:u|i Image Hiost
Server | TEMvEr? |
F'EISSWI:Ifd EET TR |

File: Lirnit ME:
Puart: 1500

Falder: | images

~ Configuration D ata

|E:"\F'ru:|gram Filezh U kraB ac SoftwarehUlraB achdszm. opt | | Browse | E dit
dze DSKI_COMNFIG environment wariable, if available.

~&dvanced Properties

Hode: |L|ItraE ac |

Filezpace: | WU ltraB ac |

[ Uzing "Passwordfhcoess Generate' in apt file.

~ Activedlnactive Files

[] Usge Inactive files for Festares

| rlock | | Test | | Cancel | | Ok, |

Fig. 10 - Tivoli device options.

Enter the password defined on the selected Tivoli server for the Node name in the
"Password" field.

Enter the folder (high-level name) to use for backup in the "Folder" field.

Enter the output file size in the "File Limit MB" field.

Click "OK" to save.

Advanced Properties

Configuration Data — This is the TSM Client config file, and defines things like the
communication protocol and port number to use when communicating with the server.
Use DSMI_CONFIG environment variable, if available — Selects whether the
DSMI_CONFIG environment variable, if set, overrides the above path.

Node — The node name that UltraBac passes to the Tivoli server.

Filespace — Part of an object's full name and stems from ADSM being designed to back
up servers.

Use Inactive files for Restores — Enables the use of inactive backup files for restore.
Select Inactive Version — Selects the inactive version to use for restore.
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Click "Test" to ensure the device is working properly.

Image and Partition Devices

If UBDR Gold is being used to perform a static mirror image backup, the creation of either an
Image or Partition device is required. It is necessary to have devices that are of the same size (or
larger) than the original disk/partition. These backups can only be performed to a local disk.

¢ Image device — If a hard disk is present with all partitions deleted, it will be available for
addition as an Image device.

e Partition device — If a partition is created on a hard disk, with no assigned drive letter, it
will be available for addition as a Partition device.

Remote Device
The Remote device option allows UltraBac to use a storage device attached to or created on a
system other than the UltraBac backup host.

NOTE: The UltraBac Device Drivers must be installed on the system hosting the tape drive.
Tape devices are automatically enumerated when UltraBac is installed on the tape host, and
these devices are numbered in sequential order starting with the lowest SCSI ID. UltraBac will
automatically assign names to these devices, starting with Tape0.

Select the Remote tab.

Click the "Add Device" button.

Enter the Windows name or IP address of the tape host in the "Device Host" field.
Enter the UltraBac assigned device name in the "Remote Device" field.

Click "OK" to save.

aghrwbNPE

Storage Devices

Tape CD/DWD BackupPath  Tiveli  FTP Image  Partition | Remote

—— & Remote Device can be any Backup Device created in a remate Llkrak ac
“‘-'#f ingtallation. The selected storage device is highlighted.

)  AddDevice O R ;,.3 Find

MHame | Description | Path

Remoted tapell tapehost

[ Cloze
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Fig. 11 - Remote devices in UBDR.

After entering in the name of the device host, it is possible to click "Browse" to select the device
from a list of devices available on that host.

,.Autoloader Support |
"

=-[ 1 Dive
Drivel 'SEIREECE' (Tapel From Slak23)

=[] MailBox
ER mMailBa:x1

=-["7 Slat
] Slatl ‘FS1EES1Y
] Slatz ‘7S1EES LA
] Slats ‘7S1EES1E
] Slat4 ‘7S1EESLC
] Slats ‘7S1EES1DY
] Slats ‘7S1EES1E'
] Slat7 ‘7S1EES1F
] Slats ‘751EE920"
] Slats ‘SE9EGERS
[E] Slat10 ‘SESGEERE
] Slat1l ‘SESGEERC
[E] Slat1z ‘SESGEERDY
[E] Slat13 ‘SESGEERE"
[E] Slat14 ‘SESGEERF
] Slat15 ‘SESGEECD

Fig. 12 - Media library controls.

Using UBDR Gold, both local and remote media libraries can be accessed during a restore.

To access a local autoloader:

e Select a tape device residing in the media library when making the device selection
during the UBDR Gold restore process.

e Click "Select"/"Storage Devices" from the main UBDR Gold menu, and highlight a tape
device residing in the media library from the Storage Device Manager.

To access a remote autoloader:

1. Select "Other" when making the device selection during the UBDR Gold restore process.
2. Select "Remote" from the Storage Device Manager.
3. Add a remote tape device residing in a media library.

Starting the Restore

Once the storage device is configured, it can be selected and enumerated for restore by UBDR.

Highlight the correct backup storage device, and click "Next".
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Restore - Select Device x

Select the device you would like to restore from in the list below.
Device | Description | Path
cCD{DVYDO NECYMWar ¥YMware IDE CDROD ATA De... WMide#fcdromnecymw
Other... Select this to add a device not in the list
4 I »
< Back Next » Cancel

/
Fig. 13 - Selecting the device for restore.

UBDR Gold will automatically begin searching the media for backup sets.

Restore Backup from Media Index

\ Select the backup index vou would like to load from the list below.

Dezcription | Date/Time | Path

Backup of SERYER BM18/2000 21714 P File-by-File Agent

Backup of SERYER 5182000 2:17:04 P File-by-Filz Agent

Irmage Dizazter Recovern Agent AEE/2000 23839 Prd Irmage Dizazter Recoven

Image Dizaster Recovery Agent AEE2M0 22272 P Image Dizaster Recovery

4 I »
~ Optionz

Usze Express Index

[T Remave Empty Folders

ok | Cancel |

Fig. 14 - Selecting the set for restore.

Select the backup set to restore and click "OK".
Restoring the Image
The Image Restore Method options allow an image backup to be restored to the original server

with either a new disk or the original drive. These options also allow the backup to be restored to
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a virtual server (both VMware and Microsoft Virtual Server) or even a new system with dissimilar
hardware.

By default, all disks and partitions in the backup index are selected for restore.

Click "Cancel" on the Image Restore Method screen to return to the main UltraBac window. This
window will allow the selection of individual tools, and allows other advanced operations and
utilities to be accessed.

m Index for Backup: Image(Full) ..
----- . Mame Size
""" _ [l =a Partition-1 {C:) - Active Clusters Only 13 GB

[l =3 Partition-2 (H:) - Active Clusters Only 8,566 MB

Fig. 15 - Loaded backup index in the file viewer.

Index Properties

The Index Properties option shows additional information about the original disk from the system
backed up. To access this information, click the "Set Properties" button from the UltraBac Set
toolbar.

Index Properties

Backup Image

a Backup Details [Qriginal Partition [nformation]

Partition Mu... | StatSe.. | Partition Siz... | Drivele.. | File Spst.. | Disk.. | Disk 1
1 E3 2RE03 C:h MTFS ] Bazic
4 Il 4
Ok, | Cancel |

Fig. 16 - Set properties and original disk information.
The following information is contained in the Index Properties for each partition backed up:

Partition Number
Start Sector
Partition Size
Drive Letter

File System
Volume Label
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Disk Number

Disk Type
Sectors/Track
Cylinders

Heads

Sectors per Cluster
Bytes per Sector
Free Clusters

Total Clusters

Image Restore Options

The Image Agent restore options allow the selected partition(s) to be restored to specified target
partitions, marked as active, resized, and other additional operations. These options can be used
in combination to allow a system to be restored to a different hardware platform or even a virtual
platform.

~ Select Image Restore Method

(®) Restore ertire image to physical device

Disl-:ﬂ.-"F'Elrt'rtinn'l - 15351 MB . | Advanced Toals

[ Restore MER  Dynamic Disk corfiguration data
[C7] Mark this partition "Active”
[] Restore to criginal disk / partition

[C] Resize partitionis)
[[] Restoring to different hardware fincludes P2V restore - physical to virtual]
[C7] Overwrite any existing drivers with new drivers
(] | will choose the driver to install
[Choose this option f you have a specific SCS| controller driver]

~ Pre-Version 9.0 Decryption
[C| Enable decryption of pre-version 9.0 encrypted backup

Decryption phrase

< Back Mext = Cancel

Fig. 17 - Image restore options.
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NOTE: When selecting the restore options, some options may be mandatory and some may
be unavailable.

e Restore entire image to physical device — This drop-down menu lists all target partitions
available for restore.

¢ Restore MBR / Dynamic Disk configuration data — Forces the restore of the Master Boot
Record or the Dynamic Disk configuration table. If no partitions exist on the restore target
disk, this can be used to quickly configure the disk to match the original partition
configuration.

e Mark this partition Active — Used when restoring the OS partition to a user-created
partition; this will signify that the restored partition is the OS patrtition.

¢ Restore to original disk / partition — Instructs the restore to write the selected image to the
original disk location (i.e. DiskO/Partition1, DiskO/Partition2). This option must be used
when restoring multiple partitions. Enabling this option also enables the following options:

e Restore MBR / Dynamic Disk configuration data.

e When correct disk is indeterminable:

e Overwrite when blank — Overwrite the target disk only if that disk has no
disk signature.
e Overwrite always — Overwrite the target disk, regardless of existing data.
e Resize partition(s) — Used when restoring to a larger partition, this option allows the
restored partition to use the full amount of space in the target partition. This option cannot
be used when restoring multiple partitions.
e Restoring to different hardware — Instructs UBDR Gold to update the OS partition after
restore, to allow the image to be restored to a different physical or virtual system.

e Overwrite any existing drivers with new drivers — Forces the use of the selected
drivers by overwriting any existing drivers of the same name on the target
partition.

e | will choose the driver to install — Allows a driver to be used during the restore
process that is not contained on the UBDR Gold CD.

e Pre-Version 9.0 Decryption

e Enable decryption of pre-version 9.0 encrypted backup — Allows UBDR to restore
backup sets that were encrypted using the Blowfish algorithm.

e Decryption phrase — Use this field to enter the Blowfish decryption phrase.

NOTE: When restoring from backup data hosted on a locally attached USB hard drive,
"Overwrite when destination disk is blank" should ALWAYS be used, or the backup data may
be overwritten.

Advanced Tools

The Advanced Tools allow users to create and delete partitions from any basic disk in the system,
while booted into UBDR. This can be used to create larger partitions on a new disk, to remove
unwanted partitions, or to make other layout changes to the system before restoring data.

125



UltraBac Administrative Guide v9.2

Advanced Tools X

~Selection
Select Disk: Dlskl] -15.00 GB i | Murg Information |
Disk Type: Basic | Resize Help |
WipeMBR

Important Note : This option will wipe all the contents of Master Boot Record [MBR]
including partition table and Dynamic Disk configuration data on the selected hard
disk.

Delete Partition
Select Partition: |Partitiun 1-156361 MB - Primary 7

Create Partition

Partition Type: |Primar3,nr e
Partition size in MB:
Partition Style: ‘Winduws 2003 § XP or earlier 05 7

Maximum disk space in MB: 7

Minimum partition size in 8

Proceed | Exit |

Fig. 18 - Advanced Tools options.

e Select Disk — This drop-down menu allows the selection of all disks in the system for
viewing in the "Advanced Tools" screen.
e WipeMBR — This option will delete the Master Boot Record (including all partition
information) on the selected disk.
o Delete Partition — This option allows one partition to be deleted via drop-down menu.
e Create Partition — This allows users to create a partition on the selected disk.
e Partition type - This option allows the creation of one partition, either Primary,
Extended, or Logical.
o Partition size in MB — Specifies the size of the partition to be created.
e Partition Style:
e Windows 2003 / XP or earlier OS — Sets the partition's starting sector at
63.
e Windows 2008 / Vista or later OS — Sets the partition's starting sector at
2048.
Maximum disk space in MB — Specifies the available space on disk.
Minimum patrtition size in MB — Specifies the maximum size available for a
partition.

After manually creating a partition, ensure the partition has been successfully created by
checking the Select Partition drop-down menu on the "Select Image Restore Method" dialog. It
may be necessary to create a partition up to 8MB smaller than the available space in order for the
partition to actually be created.
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More Information X

Select Disk:

Model:
Firmware Hev:
Disk Size:
Disk Type:

SC51 Bus:

SC51 Port:

SCS1 Target 1D:

SCSI Logical Unit:

_T

Vidwrare Yirtual
1.0
15.00 GB

Basic

OK

Cancel |

Fig. 19 - Additional information on the disk layout.

The "More Information” option allows the following disk information to be viewed:

Model
Disk Size
Disk Type

SCSI Port
SCSI Target ID

Firmware Revision

SCSI Bus Number
SCSI Logical Unit ID

Clicking "OK" or "Cancel™ will close the "More Information™ screen.

Restoring the OS to the Original Server

There are several common scenarios for doing an Image restore, each requiring different

options to be set. These include:
e Restoring to the original disk(s).

e Restoring to a new partition/disk/array of the same size.
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¢ Restoring to a new partition/disk/array of a larger size.

Many of these options will require the de-selection of partitions prior to restore. To enter the file
selection screen, click the "Cancel" button in the "Restore Options" screen.

Restoring to the Original Disk(s)
When restoring to the original disk(s), the following options should be selected:

e Restore entire image to physical device.
e Restore to original disk / partition.

~ 5elect Image Restore Method

(%) Restore entire image to physical device

| Advanced Tools |
Fiestore MBR / Dynamic Disk configuration data

Restore to orginal disk / partition
When comect disk is indeterminable
(®) Overwrite when destination disk is blank

(21 Qwenwrite always

|| Cwerwrite amy existing drivers with new drivers
[7] | will choose the driver to install
[Choose this option f you have a specific SC5I controller driver]

~ Pre-Version 5.0 Decryption

[C7] Enable decryption of pre-version 9.0 encrypted backup
Decryption phrase

h

| < Back | Mext = Cancel

Fig. 20 - Options used when restoring to the original system.
If all partitions are still on the target disk(s), it is not necessary to restore the MBR.
Restoring the OS to a New Partition/Disk/Array of the Same Size as Original

When restoring to a new partition/disk/array of the same size as the original disk, select these
options:
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Restore entire image to physical device.

Restore MBR / Dynamic Disk configuration data.
Restore to original disk / partition.

Partition selection drop-down box will be grayed out.

Restoring the OS to a New Partition/Disk/Array Larger than the Original

When restoring to a larger partition/disk/array, only one partition can be restored per restore
operation. It is necessary to manually create the larger partition(s) if the partitions do not currently
exist on the target disk.

The 'Mark this partition "Active™ option should ONLY be selected when restoring the OS partition:
e Restore entire image to physical device.
e From the drop-down menu select the restore target partition.
e Mark this partition as "Active" (only when restoring the OS partition).
e Resize partitions.
Restoring the Partition
Once the options are set, the image can be restored:
1. Click "Next" to finalize the restore options.
2. Click "Restore" to start the restore process.
3. Reboot the server when the restore is complete.

Restoring the OS to a New Partition/Disk/Array Smaller than the Original

NOTE: This operation supports the NTFS file system only. Also, Windows 2000/NT4 OS
partitions cannot be restored to smaller partitions.

When restoring to a smaller partition/disk/array, only one partition can be restored per restore
operation. It is necessary to manually create the new partition(s) if the partitions do not currently
exist on the target disk.

NOTE: When restoring to a smaller partition, it is recommended that the target partition be at
least 60% of the original partition size.

The 'Mark this partition "Active
¢ Restore entire image to physical device.
e From the drop-down menu select the restore target partition.
e Mark this partition as "Active" (only when restoring the OS partition).
e Resize partitions.
Restoring the Partition
Once the options are set, the image can be restored:
1. Click "Next" to finalize the restore options.
2. Click "Restore" to start the restore process.
3. Reboot the server when the restore is complete.

option should ONLY be selected when restoring the OS partition:

NOTE: In rare cases, when restoring to a smaller partition the resize operation can take as
long as an hour. Canceling the restore operation during this time may make the partition
unreadable. Running a defragmentation operation before backup will greatly reduce the
amount of time needed for the resize operation to complete.
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Restoring the OS to an Alternate Physical Server

Before restoring any partitions, the system disk will need to be partitioned. This can be
accomplished by either restoring the Master Boot Record or by creating the partitions manually
with the Advanced Tools.
Restoring the Master Boot Record
To restore the MBR:

1. Select the OS partition by marking the box directly to the left in blue.

2. Click "Action"/"Restore this Backup."

3. Select the target disk from the drop-down menu.

4. Check "Restore MBR / Dynamic Disk configuration data."

5. Click "Next."

6. Click "Restore."
Restoring OS Partition
After partitioning the disk, the OS partition should be restored. When restoring the OS patrtition,
the following process should be used:

1. Select the OS partition by marking the box directly to the left in blue.

2. Click Click "Action"/"Restore this Backup."

3. Select the restore target partition from the drop-down menu.

4. Check the following options:

0 Restoring to different hardware.
o If the target partition was manually created, check 'Mark this partition "Active™.
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~ Select Image Restore Method

(®) Restore ertire image to physical device

Diskﬂ.-"F'art'rtion'I - 15351 MB i | Advanced Tools

[] Restare MER / Dynamic Disk configuration data
[] Marie this partition " Active™
[] Restore to orginal disk / partition

[] Resize partitionis)
Restoring to different hardware [includes P2V restore - physical to virtual]
Orvenwrite any existing drivers with new drivers
| will choose the driver to install
[Choose this option if you have a specific SCS| controller driver]

|-:|:"-Jai|:|r\.-'r.sg,'s | | Browse

~ Pre-Version 9.0 Decryption
[] Enable decryption of pre-version 9.0 encrypted backup
Decryption phrase

| < Back | Mead = | Cancel |

Fig. 21 - Restoring to dissimilar hardware.

5. Click "Next."
6. Click "Restore."
7. If only the OS partition is being restored, reboot the system.

Restoring Data Partition(s)

When restoring data partitions, all data partitions can be restored in one restore operation only if
the Master Boot Record has been restored. Do not check "Restoring to different hardware" when
restoring a data partition.
1. Select the partitions to be restored by marking the boxes directly to the left in blue.
2. Click "Action"/"Restore this Backup."
3. Check the following options:
¢ Restore entire image to physical device.
o |f the Master Boot Record was restored, check "Restore to original disk /

partition."
e Overwrite always.
4. Click "Next."

5. Click "Restore."
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6. Reboot the system when the restore is complete.
Restoring the System to a Virtual Server

Before restoring any partitions, the virtual disk will need to be partitioned. This can be
accomplished by either restoring the Master Boot Record or by creating the partitions manually
with the Advanced Tools.

Restoring the Master Boot Record

To restore the MBR:

Select the OS partition by marking the box directly to the left in blue.
Click "Action"/"Restore this Backup."

Check "Restore MBR / Dynamic Disk configuration data.”

Click "Next".

Click "Restore."

agrwNRE

Restore To Path: Disk® - KHBR Restore only - 28473 MB
MBR/Dynamic Disk configuration data restore completed successfully for Disk 8.

RESTORE SUHMHARY :

Begin: 4/4/2887 4:58:89 PH

End: L/4/2887 4:50:16 PH

Duration: (@0:080:86) Rate: {16.67 KB/Sec 8.98 HB/Hin G58_.59 MB/Hour)
Media Capacity: 558.917 GB

Media Remaining: 17.318 GB

8 Errors and B Warnings.

A Partitions Completed/1 Partition Selected.

1 Disk Completed/1 Disk Selected.

188.14 KB Completed/2138.61 HB Selected.

EHD OF LODG

Fig. 22 - Successful MBR Restore log.
Restoring the OS Partition
After partitioning the disk, the OS partition should be restored. When restoring the OS partition,
the following process should be used:
1. Select the OS partition by marking the box directly to the left in blue.
2. Click "Action"/"Restore this Backup."
3. Select the restore target partition from the drop-down menu.
4. Check the following options:
0 Restoring to different hardware.
o If the target partition was manually created, check "Mark this partition Active."
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~ Select Image Restore Method

(®) Restore ertire image to physical device

Diskﬂ.-"F'art'rtion'I - 15351 MB i | Advanced Tools

[] Restare MER / Dynamic Disk configuration data
[] Marie this partition " Active™
[] Restore to orginal disk / partition

[] Resize partitionis)
Restoring to different hardware [includes P2V restore - physical to virtual]
Orvenwrite any existing drivers with new drivers
| will choose the driver to install
[Choose this option if you have a specific SCS| controller driver]

|-:|:"-Jai|:|r\.-'r.sg,'s | | Browse

~ Pre-Version 9.0 Decryption
[] Enable decryption of pre-version 9.0 encrypted backup
Decryption phrase

| < Back | Mead = | Cancel |

Fig. 23 - Restoring to a virtual server.

Click "Next"
Click "Restore."

If only the OS partition is being restored, reboot the system.

Restoring Data Partition(s)

When restoring data partitions, all data partitions can be restored in one restore operation only if
the Master Boot Record has been restored. Do not check Restoring to different hardware when
restoring a data partition.

1.

N AWN

Select the partitions to be restored from the loaded backup index by marking the boxes
directly to the left in blue.

Click Click "Action"/"Restore this Backup."

Select the restore target partition from the drop-down menu.

Check "Restore entire image to physical device."

If the Master Boot Record was restored, check "Restore to original disk / partition."
Check "Overwrite always."

Click "Next."

Click "Restore."
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Reboot the system when the restore is complete.

Restoring a CIP Image Using UBDR Gold

If the CIP monitoring ended before completion, it will be necessary to rebuild the index of the
media before restore.

To rebuild the index of the media:

1. Click "Select"/"Storage Devices" and ensure the device used for backup is selected.
2. From the Tools tab, select "Media"/"Rebuild Index from Media."

"YALE
©)

Backup Restore Manage View Support

Connected to: . @
| "] ;

Media UBDR

Prepare Current Media

Erase Current Media

Dump Media to Files

View Current Media Header
Rebuild Index from Media

Show Current Media Information

Copy Index from Media

Fig. 24 - Rebuilding the CIP index.

To begin the restore process:

From the Restore tab, click "Online."

Select and load the recovered index for restore.

Select the partition for restore.

Click "Operations"/"Restore Selected Files."

Click the "Restore entire image to physical device" radio button, select the restore target
partition from the drop-down menu, and click "CIP Options."

arwnE

134



© o N»

UltraBac User Manual

Continuous Image Protection Options

~CIP Hestore Options

"/ Do not restore any CIP data
(*) Restore ALL CIP data

(") Stop restore at local backup-time:

Date: MM/DD ™™
Time: 24 hour
OK Cancel

Fig. 25 - Continuous Image Protection restore options.

Set the CIP restore options, and click "OK."
Click "Next."

Check "Run Unattended," and click "Restore."
After the restore completes, reboot the system.

Advanced Tools

UBDR has several advanced utilities to assist in troubleshooting, and to simplify the addition of
hardware and drivers to the active UBDR booted system.

Backup

Support

e

Cammand Prompt

Inject MIC/5torage Driver
Rescan Disk(s]

Map Metwork Drive

Fing Machine/IP Address

Fig. 26 - Additional UBDR tools.

Command Prompt — Opens the standard Windows Command Prompt.
Inject NIC/Storage Driver — Allows a NIC or device driver to be added to the active
system without reboot.
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o Rescan Disk(s) — Rescans the system disks allowing a newly attached disk to be used as
either storage media or a restore target.
e Map Network Drive — Maps a network path as a drive letter.
e Ping Machine/IP Address — Pings a remote system via Network Name or IP Address.
Command Prompt

i Ltr  Label

Ul traBac &.

Storage
Fartitian
Frograms 5 Partition

FNE Y,

Volume

Fig. 27 - Windows Command Prompt, running DiskPart.exe.
Inject NIC/Storage Driver

Inject

Chooze driver [MF

MHate: Thiz will load MIC # Starage dhiver dynarmically. IF it iz HIC driver, pou will be
able to map a nebwork. drive after thiz operation. If injecting a storage controller, you
ghould choose Tezcan disks' after the injection iz complete.

Chooze Driver IMF file to inject:

..................................

[ Inject [ | Cancel |

Fig. 28 - Injecting a driver into UBDR.

If the system being used as a restore target does not have the proper NIC or storage driver
automatically available, this option allows users to specify a driver for that hardware without
needing to reboot the system. To inject a driver:

1. From the Tools menu, select "UBDR"/"Inject NIC/Storage Driver."

2. Type or browse to the location of the driver's INF file.

3. Click "Inject."

4. Close the UltraBac Management Console.

5. When prompted to reboot, click "No."

When the Network screen opens, the newly injected driver will be loaded and ready for use.
Rescan Disks

After attaching a plug-and-play disk to a system (USB, VMDK, VHD), clicking "Rescan Disks" will
force UBDR to re-scan the system for the newly added disks without the need to reboot.
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3

Disk Hescan in progress...

=Y

Fig. 29 - Re-scanning the system for newly added disks.

Map Network Drive

UltraBac has the ability to map a network path as a drive letter through the UBDR Management
Console. This mapped drive letter can be used as a storage device, log path, index path, or as a
driver location.

MWap Metwork Drive x

~ kap Metwork Drive

Enter the UMC path to the share you'd like to map to a network, diive. Fleaze enter the
accaunt infarmation bo uze far the connection.

Share Mame: |'\.'\dataserv"\c$'\ba|:kups'\sewer? | Browse |

Share Mame:

Uszer: |.-'1'-.|:Imin |

KERENHNK |

Pazgwiord:

Domair: |L.f-‘-.EIIIFL-“-‘«TEIFW |

Connect [ Cancel |

Fig. 30 - Mapping a network drive.

To map a network drive:

1.

2.
3.
4

owu

7

From the Tools tab, select "UBDR"/"Map Network Drive."

In the "Share Name" field, type or browse to a UNC path.

From the "Share Name" menu, select the letter to use for the mapped drive.

In the "User" field, type the name of a user that has the necessary permissions to access
the UNC path entered above.

Enter the password for the user account in the "Password" field.

Enter the domain for the user account in the "Domain” field.

Click "Connect" to create the mapped drive.

Ping Machine/IP Address
This function can be used to test connectivity via Windows name or IP address.
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Firng x

~ Fing

M achine name or [P address to ping: | 192.168.1.1 Ping

Finging 192.168.1.7 with 32 bytes of data:

Reply from 192.168.1.7; bytes=32 time=0ms TTL=128
Feply from 192.168.1.7; bytes=32 time=0ms TTL=128
Reply from 192.168.1.7; bytes=32 time=0m=z TTL=128
Feply from 192.168.1.7; bytes=32 time=0msz TTL=128

| Ext |

Fig. 31 - Pinging a remote system via IP address.

To ping a remote system:
1. From the Tools tab, select "UBDR"/"Ping Machine/IP Address."
2. Enter the machine name or IP address to ping into the box.
3. Click "Ping."

TROUBLESHOOTING TIPS
Issue: Failed attempting to restore to dissimilar hardware.

Error! 1/13/2006 5:47:56 PM
Failed attempting to restore to dissimilar hardware - unable to find existing registry file at
C:\WINDOWS\system32\config\system, error: 3. See
http://www.ultrabac.com/kb/error.asp?error=2237 for additional information.
Resolution - UBDR is unable to mount the restored volume to updated critical drivers and registry
keys:

1. Wipe the Master Boot Record or delete all existing partitions.

2. Restore the Master Boot Record, or create a target partition manually (using the

Advanced Tools).
3. Restore the OS partition only with "Restoring to different hardware" checked.

Issue: When browsing to a BackupPath device, UBDR does not show the backup files.

UBDR does not show the backup files in the Browse screen.
Resolution - UBDR file browser does not display UBD files:
1. Browse to the target folder and click "OK."
2. Select "File"/"Load Index For Restore/Verify" to scan the folder for a backup set index.
3. If no sets are found, ensure the correct path is listed in the BackupPath tab, under
"Select"/"Storage Device."

Issue: System fails to boot after restore.

A system boot failure can show itself in several ways:
e Flashing/blinking cursor
o Ntldr failed to load message
e Blue Screen
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Resolution - Run chkdsk to find problems with the target disk:
1. Select the Tools tab, and click "UBDR"/"Command Prompt."
2. Change to the drive letter assigned to the OS patrtition.
3. Type "chkdsk /f ¢c:" and press "Enter."

X5 I13864 system32' cmd.exe

@ isubdr>chkdsk #f c:
The type of the file system is HNHIFE.

CHEDSK is verifying files (stage 1 of 3>...

File verification completed.

CHEDSK is verifying indexes (stage 2 of 3)...

Index verification completed.

CHEDSK is verifying security descriptors (stage 3 of 3>...
Security descriptor verification completed.

184823808 total disk space.
2779332 in 12835 files.
3496 in 1866 indexes.
1] in bad sectors.
69328 in use hy the system.
L4464 cccupied by the log file.
7630224 available on disk.

4A@?6 hytes in each allocation unit.
2628595 total allocation wnits on disk.
1787556 allocation wunits availabhle on disk.

% = subdr
Fig. 32 - Running chkdisk from the UBDR command window.

Issue: System fails to boot after restore.

A system boot failure can show itself in several ways:
e Flashing/blinking cursor
e Ntldr failed to load message
e Blue Screen
Resolution - The boot partition may not be marked Active.
To mark the partition as Active while booted into UBDR Gold:
1. Select the Tools tab, and click "UBDR"/*"Command Prompt."
2. Type "diskpart" and press "Enter".
3. At the DiskPart prompt, type "select disk <n>" and press "Enter."
4. At the next DiskPart prompt, type "select partition <n>" and press "Enter."
5. Type "active" and press "Enter."

NTFZ

OIZKPART:=

Fig. 33 - DiskPart from the command window.
Issue: System fails to boot after restore.

A system boot failure can show itself in several ways:
e Flashing/blinking cursor
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e Ntldr failed to load message

e Blue Screen
Resolution - The original system disk had an EISA partition and target disk does not have the
partition.To fix this problem, edit boot.ini and change the boot partition from 2 to 1:

1. Selectthe Tools tab, and click "UBDR"/*Command Prompt."

2. Type "notepad" and press "Enter."

3. Click "File"/"Open", and type "c:\boot.ini".

4. Modify the target partition to show 1 instead of 2.

5. Click "File"/"Save".

[P boot.ini - Notepad -0l x|
File Edit Farmat Yiew Help
[[boot loader] =]

timeout=380
default=multi{@)disk{B)rdisk{B)partition{1)WIHNDOWS
[operating systems]
multi{@)disk{B)rdisk{B)partition{1)\WIHDOUS="Windows Server
2883, Enterprise" ffastdetect fHoExecute=0ptOut

Fig. 3 - Boot.ini in Notepad.
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Writing an Image Backup to VHD File

UltraBac has the capability of writing to the native HyperV / Microsoft Virtual Server format. This
backup is written to a UNC path, and can be written in parallel with the backup data. When
creating a VHD file, UltraBac automatically performs all necessary changes to allow the OS within
the file to be directly bootable by a HyperV / Windows Virtual Server. The Virtual Disk Agent is an
extra-cost option that can be added on to the standard Image Disaster Recovery Agent.

The VHD file will be written with a filename that corresponds with the system name and number
of the disk selected. This filename will not denote the partitions backed up:

<server>_disk<n>.vhd

NOTE: VHD files cannot be created when Continuous Image Protection (CIP) or any
VMDK option is selected.

Creating VHD Files

To enable the VHD option in an Image Disaster Recovery Agent backup set:
1. Select the Backup tab from the main UltraBac toolbar.
2. Click "New."
3. Select "Image/Disaster Recovery Agent" and click "Next."
4. Check "Enable backup to Virtual disk file format (VHD or VMDK)"
5. Select "Backup to Microsoft Virtual Hard Disk format - VHD"

[¥] Enable backup to Virtual disk file farmat [WHD ar "v"MDK]l
# Backup to Microsoft Virtual Hard Disk format - YHL:
Backup to WMware Server [G5%] / Workztation file format - W DK,
Backup to YMware ES¥ file format - Wk Dk,
Weribke WDE to WwWindows LIMC path
‘wiite WMDK to ES datastare i i)

Fig. 1 - Enabling the creation of VHD files.

Click "Virtual Disk Options."

Enter the UNC path for where the VHD file(s) should be written.

Enter Account information for connection to the UNC path.

Click "OK."

0. If you do not want UltraBac to write a parallel image backup in its native format, choose
the option “Create virtual disk files only”.

BOoo~N®

NOTE: UltraBac will still write a small file to your backup device even if you select the
option “Create virtual disk files only.”

11. At the "Disaster Recovery/Image Agent Options" screen, click "Next."
12. Enter a description of the data to be backed up, and click "Next."
13. To modify the file selection logic, click "Finish."

NOTE: VHD files do not use AES encryption.
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Incremental/Differential VHD Files

Incremental/Differential backups will automatically update the VHD files with any incremental or
differential changes if both the Full and Differential/Incremental sets have the same VHD output
settings.

For further information on Incremental/Differential Image Disaster Recovery Agent
backups, please see the UltraBac User Manual:

UltraBac User Manual: Incremental/Differential Backups - Image Agent
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Writing an Image Backup to VMDK File

UltraBac has the capability of writing to the native VMware formats, both ESX and GSX. This
backup is written to a UNC path, and can be written in parallel with the backup data. When
creating a VMDK file, UltraBac automatically performs all necessary changes to allow the OS
within the file to be directly bootable by the selected VMware platform. The Virtual Disk Agent is
an extra-cost option that can be added on to the standard Image\Disaster Recovery Agent.

The VMDK file will be written with a filename that corresponds with the system name and number
of the disk selected. This filename will not denote the partitions backed up:

<server>_disk<n>_<VMware platform>.vmdk

NOTE: VMDK files cannot be created when Continuous Image Protection (CIP) or VHD
option is selected.

Creating VMDK Files

To enable the VMDK option in an Image/Disaster Recovery Agent backup set:

Select the Backup tab from the main UltraBac toolbar.
Click "New."
Select "Image/Disaster Recovery Agent" and click "Next."
Check "Enable backup to Virtual disk file format ( VHD or VMDK)."
Select either "Backup to VMware Server (GSX) / Workstation file format - VMDK" or
"Backup to VMware ESX file format - VMDK"
= If "Backup to VMware ESX file format - VMDK" is selected than choose either
"Write VMDK to Windows UNC path" or "Write VMDK to ESX datastore.

ahrwnE

[¥] Enable backup ta Virtual disk file format (WHD or YDE] |
Backup to Microsaft Yirtual Hard Disk format - YHD
Backup to Yhware Server [G5%] £ wWiork station file format - W DK

#| Backup to Whware ES file format - W DK,
Werike WMDE to Windows UMC path
%) wirite WMDK ta ESX datastare | IR

Fig. 1 - Enabling the creation of VMDK files.
Click "Virtual Disk Options."
Enter the data for where the VMDK file(s) should be written.
Click "OK."
If you do not want UltraBac to write a parallel image backup in its native format, choose
ption “Create virtual disk files only”.

©oN®

—
>
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NOTE: UltraBac will still write a small file to your backup device even if you select the
option “Create virtual disk files only.”

10. At the "Disaster Recovery/Image Agent Options" screen, click "Next."
11. Enter a description of the data to be backed up, and click "Next."
12. To modify the file selection logic, click "Finish."

143



UltraBac Administrative Guide v9.2

NOTE: VMDK files do not use AES encryption.

GSX File Format Options

NOTE: When writing to GSX file format, it is necessary to write to a remote UNC path. A local
path cannot be specified.

When creating a backup set that will write a VMDK file in the GSX format, it is necessary to
specify a target UNC path in the Virtual Disk Options:
e UNC Path — Enter the UNC path where the VMDK file will be written.
e Create Virtual Disk file(s) only — Allows you to create only the VMDK file and not the
UltraBac format backup.
e Optional Account Information — Used when the default UltraBac Account does not have
permission to access the target location.

-LINC path

| | [ rowse |
Example: \\Computeriame\Ds\WMDKBadwps\ESX

[]create Virtual Disk file(s) only
Mote: UltraBac data files will not be written, Restore with UBDR. not necessary
or possible,

~Optional Account Information

Mote: The following account information will be used only to connect to the
machine(s) spedfied in the VMDK/VHD target UNC path above.

User:

| |
Password: | |
| |
| |

Re-enter password:

Fig. 2 - Writing to the GSX file format.
ESX File Format Options - Writing to UNC Path
When writing an ESX formatted VMDK file to a UNC path, UltraBac creates a UBMS connection
to the target system specified in the UNC path. If UltraBac is not installed on the target system or
does not have permission to write to the path specified, the VMDK file will not be created. If the
default UltraBac account does not have permission to write to the target system, a secondary
account will have to be specified.

NOTE: For more information on creating a secondary UltraBac account, please visit the
"UltraBac Preferences" section of the User Manual:
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UltraBac User Manual: UltraBac Preferences

F
UNC path information
UNC path
Example: \WComputeriame\DS\WMDEBadkups\ESX
[] Create Virtual Disk file(s) only
Mote: UltraBac data files will not be written, Restore with UBDR not necessary
or possible,
| oK | | Cancel |

b

Fig. 3 - Setting the VMDK target path.

ESX File Format Options - Writing to ESX Datastore

When writing to a VMDK file in the ESX format, it in necessary to specify the target location in the
Virtual Disk Options:

e ESX Host Name / IP address — Enter the server name or IP address of of the system that
hosts the ESX datastore.

User name — Enter a username that has permission to write to the server's datastore.
Password — Enter the password for the previously specified account.

Port — Enter the port number for the server hosting the data store.

Inventory path of the virtual disk — Specify the server and the data store in brackets as
shown in Fig. 4, followed by the directory path.
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ESX target information
—ESX Target
ESX Host Mame [ IP address: | 10.1.1.69 |
User name: | root |
Password: | |
Port (default = 902): | a02 |
Inventory path of the virtual disk: | [datastore 1] backup |
Ex: [esxhostl:storage 1] vmsfubvmdks

~¥irtual Disk Creation Method

Allocate and commit disk space on demand (Thin Provisioning)

Thin provision virtual disk: Create virtual disks without provisioning all the
storage reguired upfront, Use storage only as needed, If you check this option,
the virtual disk starts small and allocated and zeroed on demand as the space is
used.

Create Virtual Disk file(s) anly
Mote: UltraBac data files will not be written, Restore with UBDR. not necessary
or possible,

oK || Cancel

F"ig. 4 - ESX output_options.

e Virtual Disk Creation Method — This option allows the creation of a virtual disk using thin
disk provisioning. Only the used space will be allocated to the VMDK file.

e Create Virtual Disk file(s) — Allows you to create only the VMDK file and not the UltraBac
format backup.

NOTE: ESXi versions prior to Version 4.1 require additional licensing from VMware to
write directly to the data store.

NOTE: Thin disk provisioning is supported only when writing to ESX 3.5 or greater.

Incremental/Differential VMDK Files

Incremental/Differential backups will automatically update the VMDK files with any incremental or
differential changes, if the both the Full and Differential/Incremental sets have the same VMDK

output settings.

For further information on Incremental/Differential Image/Disaster Recovery Agent backups,
please see the UltraBac User Manual:
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UltraBac User Manual: Incremental/Differential Backups - Image Agent

Mounting a VMDK File

After running an image backup with the VMDK option enabled, upload the VMDK file to the
datastore for the ESX or GSX server (if necessary). After uploading the VMDK file to the correct
location (if necessary) create a new virtual machine on the VMware host, selecting the custom
option to use an existing virtual disk and recommended controller for the OS being restored.

For further instructions, please consult VMware's documentation.
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Continuous Image Protection

The UltraBac Image Disaster Recovery Agent uses "snapshot" technology to take a sector level
backup of a physical disk or partition. The UltraBac Locked File Backup Agent is integrated with
the Image Disaster Recovery Agent, ensuring the backup is a complete and consistent snapshot
of the selected disk(s). An Image Disaster Recovery Agent backup is used to quickly restore a
failed disk or operating system without the need for re-installing the operating system.

After performing an Image Disaster Recovery Agent backup, backing up all active clusters of a
partition, UltraBac begins Continuous Image Protection (CIP) monitoring. This process copies all
modified sectors to the backup media in near real-time, and allows point-in-time recovery of the
partition.

NOTE: After starting a CIP set, subsequent backup sets will not start until the CIP monitoring
is complete.

Setup and Configuration

NOTE: To create an image backup of a remote system, the UltraBac Image Disaster
Recovery Agent must be installed on the system being imaged. For more information on
installing the Image Disaster Recovery Agent, please visit the "Installing UltraBac" section of
the User Manual:

UltraBac User Manual: Installing UltraBac

Creating a CIP Backup Set

1. Launch the Backup Wizard by selecting the Backup tab and clicking "New."
2. Click "Image Disaster Recovery Agent" to highlight the option, and click "Next."
3. Set the following Image Agent options:

o0 Always back up partitions individually.

o0 Enable in-use cluster backup for partitions with known filesystems.

o0 Enable Differential or Incremental backup.

o Continuous Image Protection backup (CIP).
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Disaster Recovery/Image Agent Options

Set the Image Agent options belaw

~ Optionz for Image Backupz
Always back up partitionz individually
Enable in-use cluster backup far partitions with known filesystems
[ ] Enable single file restare [zlows backup performance]
Freeze all drives
Enable Differential or Incremental backup
(®) Full backup - initialize tracking of changed clusters
() Differential backup - anly stores clusters changed since last full backup
(70 Incremental backup - only stares clusters changed since last image backup
LContinuousz Image Protection backup [CIF]
(71 Mever stop CIP backup
(8] Stop CIP backup after hiours
[ ] Enable backup to Yirtual disk file format [WHD o YHMDE]
Backup to Microzaft Virtual Hard Dizk format - YHD
Backup to Yhware Server [G5] 4 Workatation file format - WRDE,
Backup tobware ESE file format - YDE.
werike WRDE o wfindows UMC path

Wwenke WMMDE to ESH datastore Winuat Disk Dptions

~ Computer Hame

DGMTRA | | Browse

¢ Back | | Mest » | |

Cancel

Fig. 1 - Disaster Recovery/Image Agent Options with CIP selected.

Set the stop time for the CIP monitoring and click "Next."

Type a set description, as it will appear in the backup log, into the "Set Description" field

but do not modify the "File Selection Logic" menu. Click "Next."
Check "View/Edit files in the backup set" and click "Finish."
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Restore Manage Tools View Support

Connected to:
|DGMTRA

Action

o

Marme

=3 Partition-1 (22} - Active Cluskers Only
=3 Partition-2 (D) - Active Cluskers Only

Fig. 2 - Image set loaded in the File Viewer.

7. Select the partition to be backed up.
8. Save the set by clicking "File"/"Save" from the main UltraBac menu.

> 5:33PM DGMTRA i

NOTE: Only one partition can be selected per CIP backup set.

e

UltraBac Progress

bachine:  DGEMTRA
Action:  [Backup] Backing up file:
Yolume/Dlevice:  wts / Tapel / Barcods: [FS1EES19)
Current Group/Set:  Image Dizazter Recovery Agent [adhoc]
Current Path:  Dizk 1%
Current File:  Patition-1 [E:] - Active Clusters Only
Current Throughput 12447 MB/Min Total Buteg/Time: 207 GB # 0:17:00

Errorzfamings: 00

Successfully started CIP backup for volume E:\.

i Cancel Operation

Fig. 3 - CIP monitoring begins after the full image backup is complete.
Image Agent Options Using CIP
Options for CIP backups:
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e Always back up partitions individually — Allows partitions to be individually selected. If
unchecked, only a full disk can be selected.

e Enable in-use cluster backup for partitions with known file systems — The image set will
only back up the in-use clusters on the selected disk or partition, excluding all empty disk
space.

e Enable single file restore (slows backup performance) — the Single File Restore option
cannot be used during a CIP image backup.

o Freeze all drives — Freeze all drives cannot be used during a CIP image backup.

e Enable Differential or Incremental backup — Enables the tracking of changed clusters and
set creation necessary to perform a differential image backup.

o0 Full backup — Backs up the full partition or disk, and clears the ".idx" file used to
track disk changes.

o Differential backup — Backs up all clusters modified after the last full backup.

o0 Incremental backup — Backs up all clusters modified after the last full or
incremental backup.

e Computer Name — Type in or browse to the computer name of the remote system to be
backed up.

Restoring a CIP Image Backup
An Image Agent backup using CIP can be restored two ways:

e Partition restore using the UltraBac Management Console.
e Partition or disk restore using UBDR Gold.

NOTE: An active operating system partition cannot be overwritten by an Image restore using
the UltraBac Management Console.

Partition Restore using the UltraBac Management Console

A restore of a CIP image through the UltraBac Management Console requires the target partition
be prepared before restore by removing the drive letter from the partition. If the CIP monitoring
ended before completion, it will be necessary to rebuild the index of the media before restore.

To rebuild the index of the media:

1. Ensure the device used for backup is selected as the current device.
2. Select the Tools tab, and click "Media"/"Rebuild Index from Media"
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Manage Vi Support
- - vy
& al @S
b 2 - J
Medla UItraCnp:.r Deplny View Backup UltraCopy
Events Group Job

Prepare Current Media

Erase Current Media

Dump Media to Files

Wiew Current Media Header

Rebuild Index from Media

Show Current Media Information k

Copy Index from Media

Fig. 4 - Rebuilding the CIP Index.

To begin the restore process:

1. Launch the Restore Wizard by selecting the Restore tab and clicking selecting the source
of the backup index.

Select and load the index for restore.

Select the disk or partition for restore.

Click "Action"/"Restore this Backup."

Click the "Restore entire image to physical device" radio button, select the restore target
partition from the drop-down menu, and click "CIP Options."

arwn

Continuous Image Protection Options

~CIP Restore Options

Do not restore any CIP data
%I Hestore ALL CIP data

Stop restore at local backup-time:

Date: MM/DD ™™
Time: 24 hour
] 4 Cancel

Fig. 5 - Continuous Image Protection options.
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Set the CIP restore options, and click "OK."

Click "Next."

Check "Run Unattended," and click "Restore."

After the restore completes, reboot the system to activate the restored disk or partition, or
manually assign the restored partition a drive letter.

Restoring a CIP Image Using UBDR Gold

NOTE: To restore the CIP data using UBDR Gold, it will be necessary to boot from a UBDR
Gold CD/ISO/USB Key. For instructions on preparing a system for restore using UBDR
Disaster Recovery media, please visit the "UBDR Gold v5.0/v60" section of the User Manual:

UltraBac User Manual: UBDR Gold v5.0/v6.0

If the CIP monitoring ended before completion, it will be necessary to rebuild the index of the
media before restore.

To rebuild the index of the media:

1.
2.

Click "Select"/"Storage Devices" and ensure the device used for backup is selected.
Click "Tools"/"Media"/"Rebuild Indexes."

Manage Vi Support
. . o
&2 A
.- ) T J
Medla UItraCopy Deploy View Backup WitraCopy
Events Group Job

Prepare Current Media

Erase Current Media

Dump Media to Files

Yiew Current Media Header

Rebuild Index from Media k

Show Current Media Information

Copy Index from Media

Fig. 6 - Rebuilding the CIP index.

To begin the restore process:

agrLONE

o

Select the Restore tab, and click "Online".

Select and load the recovered index for restore.

Select the partition for restore.

Click "Action"/"Restore this Backup."

Click the "Restore entire image to physical device" radio button, select the restore target
partition from the drop-down menu, and click "CIP Options."

Set the CIP restore options, and click "OK."
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7. Click "Next."
8. Check "Run Unattended," and click "Restore."
9. After the restore completes, reboot the system.

CIP Strategies and Considerations
There are several important considerations to be aware of while implementing CIP Image
backups:

e Only one partition can be backed up per CIP backup set.

e Any backup sets scheduled to run after a CIP backup set (in the same job) will not run
until CIP monitoring is complete.

o |If a CIP image backup fails to complete or is aborted, it can take several minutes to
rebuild the backup index.

e The larger the quantity of data backed up during a CIP set, the longer the index rebuild
will take.

e Currently it is not possible to restore a single file out of a CIP set.
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Incremental/Differential Backups - Image Agent

UltraBac has the ability to track and back up an image of only the disk sectors that have been
modified since the last full image backup. This ability will help minimize the amount of space
required to store image backups, and will allow a server to be quickly backed up and restored as
necessary.

UltraBac creates a file called "UltraBac_DF2K.idx" (a hidden "system" file) on each partition being
backed up differentially or incrementally. This file tracks all modified clusters on the partition, and
is cleared during a full or incremental image backup.

NOTE: If you reboot the system, the sector tracking will be reset and UltraBac will perform a
full backup automatically on the next Backup.

NOTE: The UltraBac Image Disaster Recovery Agent does not support differential images of
dual-boot systems. A full image backup will have to be performed after each boot into the
secondary OS.

Setup and Configuration

NOTE: To create an image backup of a remote system, the UltraBac Image Disaster
Recovery Agent must be installed on the system being imaged. For more information on
installing the Image Disaster Recovery Agent, please visit the "Installing UltraBac" section of
the UltraBac User Manual:

UltraBac User Manual: Installing UltraBac

Creating a Differential/Incremental Image Set

1. Launch the Backup Wizard by selecting the Backup tab, and clicking "New."

2. Click "Image Disaster Recovery Agent" to highlight the option, and click "Next."

3. Check the Image Agent option "Enable Differential or Incremental backup,” and choose

the type of differential backup to be performed:
o Full backup — creates/clears the file (.idx) used to track changed clusters.
o Differential backup — back up only the clusters changed since the last full backup.
o0 Incremental backup — back up only the clusters changed since the last full or
incremental backup.
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Disaster Recovery/Image Agent Options

Set the Image Agent optionz below

~ Options for Image Backups
Alwayz back up partiionz indiadually
Enable in-uze cluster backup for partitions with known filesyztemns
[7] Enable single file restare [slows backup performance]
[] Freeze all drives
Enable Differential ar Incremental backup
(8 Full backup - initislize tracking of changed clusters
(1 Differential backup - only stores clusters changed zince last full backup
(20 Incremental backup - only stores clusters changed since last image backup

[7] Continuous Image Pratection backup [CIF]
[] Enable backup to Wirtual disk file format [WHD or YMDE)

oI LID

~ Computer Mame

\DGMTRA|

Browse |

|  <Back | Mest >

Cancel |

Fig. 1 - Image Agent options.

Type a set description as it will appear in the backup log, into the "Set Description” field,

but do not modify the File Selection Logic menu. Click "Next."
Check "View/Edit files in the backup set" and click "Finish."
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Connected to: . @ll
|DGMTRA

Cpen

ﬂ Image Disaster Recovery Agen...

bl Image Disaster Recovery Agent @ DGMTRA
= g (Image" isaster Recovery Agent)

=D

=0

Restore Manage Tools

View

Action

Marme

g | = UltraBac Management Consaole - [Image Disaster Recovery Agent [Not Saved] @ .. - B X

=3 Partition-1 (22} - Active Cluskers Only
=3 Partition-2 (D) - Active Cluskers Only

Fig. 2 - Image set loaded in the File Viewer.

cupPathl <pone> ::33PM DGMTRA .-

6. Save the set by clicking "Action"/"Save" from the main UltraBac menu.

Restoring an Incremental/Differential Image Backup

To restore an Incremental/Differential Image backup, the full backup prior to the
incremental/differential backup must first be restored. Once the full backup is restored, the
differential backup can be restored. If restoring an incremental image, each backup must be

restored in chronological order starting with the full backup.

NOTE: If one incremental image backup is lost or corrupt, all subsequent incremental image

backups will become unrestorable.

To begin the restore process:

Select and load the index for restore.
Select the disk or partition for restore.
Click "Action"/"Restore this Backup."

PonNPE

Launch the Restore Wizard by selecting the Restore tab, and selecting the index source.
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~ Select Image Festore Method
#| Restore entire image to physical device

|Disk1 APartition? - 8565 MB =

[] Restore MER # Dynamic Disk configuration data
[ Mark this partition "Active
[T] Restare to original dizk / partition

[7] Resize partition(s]

~ Preferzion 9.0 Decryphion
[] Enable decryption of pre-version 9.0 enciypted backup
Decrption phrage

[ <Back | Meamt: [ Cancel |

Fig. 3 - Image Restore options.

NOTE: The "Resize Partition(s)" checkbox should only be checked when performing
the final restore of an incremental or differential image backup.

5. Click the "Restore entire image to physical device" radio button, select the restore target
partition from the drop-down menu, and click "Next."
6. Check "Run Unattended," and click "Restore".
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UltraBac x|

UltraBac Image Agent

WARHING: ¥ou must immediately restore the differential backup {if required) for ;I
any partition{s) -- do HOT reboot, or attempt to use the volume in any way until
the differential restore has been performed.

Fig. 4 - Incremental/Differential Restore prompt.

7. After the restore completes, immediately restore the most recent corresponding
differential or all corresponding incremental backups beginning with the oldest
incremental backup.

8. Reboot the system to activate the restored disk or partition.

One-Step Incremental Restore

Starting in UltraBac version 9.x, it is possible to a one-step restore with incremental restores. To
do this style of restore, you must configure UltraBac to save both the full image backups and the
incremental backups to the same backup device (i.e. all the backups would go to backuppathO).

To begin the restore process:

Launch the Restore Wizard by selecting the Restore tab, and selecting the index source.
Select and load the most recent Incremental image backup index for restore.

Select the disk or partition for restore.

Click "Action"/"Restore this Backup."

Eal A
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~ Select Image Restore Methiod
% Restore entire image to physical device

|Disk1 APartition? - 3565 MB =

[] Restare MEFR # Dynamic Disk configuration data
[] b ark; this partition "Active’
[] Restare to oniginal disk / partition

[T Resize partition]z]

~ Pre-erzion 9.0 Decryption
[ Enable decryption of pre-version 9.0 encrypted backup
Decryption phraze

[ <Back | Mest: [ Cancel |

Fig. 5 - Image Restore options.

5. Click the "Restore entire image to physical device" radio button, select the restore target
partition from the drop-down menu, and click "Next."

Check "Run Unattended," and click "Restore".

Reboot the system to activate the restored disk or partition.

No
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Static Mirror Image Backup

A Static Mirror Image is a sector-level copy of a source disk to a target disk in the same system,
on either the partition or disk level. This method of imaging provides the fastest backup and
restore process available, but can only be run locally on the system being imaged.

NOTE: Only one partition (partition level) or one physical disk (disk level) can be backed up
per Static Mirror Image backup job. To back up multiple disks or partitions, multiple jobs must
be created.

NOTE: The UltraBac Image Disaster Recovery Agent supports Windows software RAID only
when configured as RAID-0 or RAID-1.

Setup and Configuration
There are two types of Static Mirror Image backups:

e Partition level — Mirror image backup of an individual partition on the source disk.
Partitions should be created on the target disk of equal or greater size than the partitions
being backed up from the source disk, and those partitions should be unassigned of a
drive letter.

o Disk level — Mirror image backup of the full source disk. Target disk should be
unpartitioned, and of equal or greater size than the source disk.

Creating the Storage Device
After configuring the target disk, the target device (or devices) must be created in the Storage
Device Manager.

To create the target device:

1. Select the Manage tab, and click "Storage Media” to launch the Storage Device Manager.
2. Select the device type to create:
o Partition level — Select the Partition tab.
o Disk level — Select the Image tab.
3. Click the "Add New" button.
4. Select the partition or disk to be used as the target device from the drop-down list.

Creating the Backup Set
An Image/Disaster Recovery backup set must be created for the Static Mirror Image backup that
has only one patrtition or disk selected.

To create the Static Mirror Image backup set:

1. Launch the Backup Wizard by selecting the Backup tab, and clicking "New."
2. Click "Image Disaster Recovery Agent" to highlight the option, and click "Next."
3. Configure the set option and click "Next":

o Partition level — "Always back up partitions individually" must be checked and

"Enable Differential backup" must be unchecked.

o Disk level —"Always back up partitions individually" must be un-checked.
4. Type in a set description and click "Next."
5. Select "View/Edit files in the backup set" and click "Finish."
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6. Clear the file selection logic from the backup set by un-checking the "top level" selection.
7. Select only the disk or partition to be backed up.
8. Save the set by clicking "Action"/"Save" from the main UltraBac menu.

Running the Static Mirror Image Backup

When scheduling a Static Mirror Image backup, only one set can be run per scheduled backup
due to the limitations of the image and partition devices.

Add only the Static Mirror Image set and the corresponding image or partition device when
creating the scheduled backup group.

NOTE: For instructions on creating a scheduled backup group, please visit the "Scheduled
Backup Basics" section of the User Manual:

UltraBac User Manual: Scheduled Backup Basics

Recovering a Static Mirror Image

Recovering a Static Mirror Image is as simple as booting off the target disk or assigning a drive
letter to the mirrored partition.

Using a mirrored SCSI disk, point the SCSI bios to boot off of the SCSI ID assigned to the target
disk. If the system has swappable drives, replace the failed disk with the target disk.
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File-by-File Agent
File-by-File Agent

The most commonly used agent in a backup strategy is the File-by-File Agent. This agent is used
to back up files and directories on the backup host, or any networked system. This agent can also
be used to back up the System State/Active Directory of the backup host or any networked
system. File-by-file backups can be used to recover anything from a single file on a workstation to
a full system recovery of a domain controller.

File-by-File Local Backup Set Creation

1. Launch the Backup Wizard by selecting the Backup tab, and clicking "New."
2. Select the type of file-by-file backup to be run, and "Next:"
o0 File-by-File Local — Backs up the locally attached physical disks.
0 File-by-File Network Share — Backs up a UNC path.
o0 File-by-File Networked Computer — Backs up all locally attached physical disks
on a remote system.
3. Enter a set description and choose the file selection logic to be used for this set. Click
"Next."
4. Atthe Backup Wizard Summary select "View/Edit files in the backup set" to view the file
selections and modify the selection logic. Click "Finish."”

7 i UltraBac Management Console -8 X

Bestore Manage Tools View Support

Connected to:

|DGMTRA

Current Computer

m Backup [Not Saved]

=[] 38 Backup of DEMTRA Mame Size | &
- g (File-by-File Local A @[ uBosa 0
W= ] ubush 0
: Z E‘I’t @] Use 0
+ Syskem Skake % tﬂlnes E
[  wMware virkual Machine Console o -
4 M k] I »

| : znone> 5:33PM DGMTRA .
Fig. 1 - Viewing a File-by-File Local Agent backup set in the File Viewer.

5. Save the set by clicking “Action”/"Save."

File-by-File Network Backup Set Creation
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NOTE: The backup of a remote System State/Registry requires the installation of the UltraBac
System State Agent on the remote system. For more information on installing UltraBac agents,

please visit the "Installing UltraBac" section of the User Manual:

UltraBac User Manual: Installing UltraBac

Two options exist for backing up remote systems:

File-by-File Network Share — This agent allows the backup of a UNC path, or remote

share.
File-by-File Networked Computer — Selects all drives and the System State/Active
Directory on a remote system.

NOTE: The remote registry, or System State, cannot be backed up using the “File-by-File
Network Share” option.

File-by-File Network Share Set

1.
2.
3
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Launch the Backup Wizard by selecting the Backup tab, and clicking "New."
Click "File-by-File Network Share" to highlight the option. Click "Next."

To use an account other than the default account (specified on the Manage tab, under
["General"/"Authentication Options"/"Show Accounts"), check "Enable Advanced Account
Usage" and enter an account with administrative access to the share being selected for

backup. Click "Next."

File-by-File Agent - Backup Set Options - Account X

Enter the account information to use for connecting to the share zpecified. Leave blank to
uze current uger, Do not enter account information unless you must.

Enable advanced account uzage

Jzer |.-’-'-.u:|ministratu::r

EEREEETY

Pazgword:

Re-enter paszword:

RERREEEN |

Dlamair: | Remotel omain

[ <Back | Mewt » [ Cancel |

Fig. 2 - Advanced account usage enabled.

From the "Select Network Share" screen, browse to or type the network share/UNC path

to be backed up. Click "Next."
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6.
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Select Metwork Share x
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Fig. 3 - Network share browser.

Enter a set description and choose the "File Selection Logic" to be used for this set. Click
"Next."
View or save the backup set.

File-by-File Networked Computer Set

wnh e

4,

5.

6.

Launch the Backup Wizard by selecting the Backup tab, and clicking "New."

Click "File-by-File Network Share" to highlight the option. Click "Next."

To use an account other than the default account (specified on the Manage tab, under
["General"/"Authentication"/"Show Accounts"), check "Enable Advanced Account Usage"
and enter an account with administrative access to the share being selected for backup.
Click "Next."

From the "Select Network Machine" screen, browse to or type in the network name of the
system to be backed up. Click "Next."

Enter a set description and choose the "File Selection Logic" to be used for this set. Click
"Next."

View or save the backup set.

File-by-File Agent Set Properties
To view the properties of a backup set:

1.
2.

Load a backup set into the File Viewer.
Click "Action"/"Set Properties."
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Set Properties x

Description  Before/dfter Jobs | File-by-File Agent - Backup Set Options

Select the Backup optiohz that will be zaved in the Backup zet.

Enurerate Reparse Pointz [Enable Locked File Backug

Backup Resolved Reparze Pointz

[] Maintain Last Access Date [Can be slaw)

Dizable Last Access Date for remote [] Clear archive bit
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Agent Host
DGMTRA | Clear [

k., [ Cancel |

Fig. 4 - File-by-File Agent set properties.

Description — Set the description as it will appear in the backup, restore, and verify logs.
Before/After Jobs — Set scripts to run before or after the backup set is run.

File-by-File Agent - Backup Set Options - Account — Set the account information to be
used during the backup set.

File-by-File Agent - Backup Set Options:

0 Enumerate Reparse Points — Enumerate and back up any selected reparse
points.

0 Backup Resolved Reparse Points — Back up the data linked by the reparse
points.

0 Maintain Last Access Date (Can be slow) — UltraBac will not show the file as
being accessed during backup. Use this preference only if necessary.

0 Disable Last Access Date preservation for remote backups — This preference will
disable the "Maintain Last Access Date" preference when backing up a remote
systems.

0 Enable Locked File Backup — Freeze the target partition using the "UltraBac
Locked File Backup" driver prior to the backup, and thaw the partition after the
set is finished.

0 Freeze All Drives — Freeze all partitions on the backup target prior to running the
backup. This option should be used if backing up a relational database spanning
multiple partitions to ensure that the database and its logs maintain their integrity.

o Do not use Volume Shadow Copy Service — Forces UltraBac to use the UltraBac
Locked File Backup driver when backing up on Windows 2003/XP. VSS is not
available on versions of Windows prior to 2003/XP.

o0 Clear archive bit — Clears the archive bit attribute after the file is backed up. This
option is used when performing incremental or differential backup jobs.

0 Agent Host — The system where the UltraBac File-by-File Agent will be hosted.
This defaults to the backup server if blank.
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File-by-File Agent Properties

The default behavior of the UltraBac File-by-File Agent can be modified in the
"Manage"/"Agents"/File-by-File Local" menu. This allows specific options to be selected by default
when creating file-by-file backup sets. Other than the "Files to skip" option, these options can be
overridden by the properties of each backup set or when a restore is performed.

File-by-File &gent x

Set the default aptiohs far the File-by-File agent.

[]i aintain directon stucture on Restore

[ Maintain compression an files during
Restore

~ Owenarnite option

| sk -

[] Restore in-use files
Restore permizzions
Restore folder permissions
Restore Reparse D ata [
Erumerate Reparse Points
Backup Rezolved Reparse Paints

[] Maintain Last Access Date [Can be slaw)

Dizable Last Access D ate for remote
backupz

[] Clear archive bit on backup

~ Locked File Backup
[T Enable

~ Files to zkip during backup ————

System files | | Il zer files [

IJze these exclusions excluzsively on al
machines backed up by DGMTRA

Merge these exclusions with all
machines backed up by DEMTRA

|Jze these exclusions anly locally an
DGMTRA

L]

] | Cancel |

Fig. 5 - File-by-File Agent properties.

The available default options to be set:

Maintain directory structure on Restore — Restore files and folders with the original parent
folder structure.

Maintain compression on files during Restore — If a file was compressed when backed
up, that compression will be maintained after restore.

Restore in-use files — Forces the restoration of in-use files. The overwritten in-use files
will not become active until the system is rebooted.

Restore permissions — Restores previously existing permissions on files.

Restore folder permissions — Restores previously existing permissions on folders.
Restore Reparse Data — Restores the data linked by the reparse point.

Enumerate Reparse Points — Enumerate and back up any selected reparse points.
Backup Resolved Reparse Points — Back up the data linked by the reparse points.
Maintain Last Access Date (Can be slow) — UltraBac will not show the file as being
accessed during backup. Use this preference only if necessary.
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e Disable Last Access Date for remote backups — This preference will disable the "Maintain
Last Access Date" preference when backing up remote systems.

e Clear archive bit on backup — Clears the archive bit attribute after the file is backed up.
This option is used when performing incremental or differential backup jobs.

Overwrite Options

These options specify how files should be handled when selecting existing files for
restore. This preference can be overruled by the option selected during the restore
operation.

Ask — Prompt before overwriting any existing files.

Never — Do not overwrite any existing files.

Always — Overwrite existing files with the files being restored.

Update Only — Only overwrite if the file being restored is newer than the existing file.

Locked File Backup
These options enable the Locked File Backup Agent in all file-by-file sets created from the local
system.

o Enable — Freeze the target partition using the "UltraBac Locked File Backup" driver (or
VSS on Windows 2003/XP) prior to the backup, and thaw the partition after the set is
finished.

e Freeze All Drives — Freeze all partitions on the backup target prior to running the backup.
This option should be used if backing up a relational database spanning multiple
partitions to ensure that the database and its logs maintain their integrity.

e Do not use Volume Shadow Copy Service — Forces UltraBac to use the UltraBac Locked
File Backup driver when backing up on Windows 2003/XP. VSS is not available on
versions of Windows prior to 2003/XP.

Files to Skip During Backup
This option allows files and directories to be globally excluded from all file-by-file backups. This
option must be configured on each system running the UltraBac File-by-File Agent.

NOTE: The "Do not skip any files" option is only available when the Locked File Backup Agent
is enabled in the backup set.

~ Files to zkip during backup ———

| Swstem filezs | | Izer files [

IJze these exclusions excluzively on al
machines backed up by DGEMTRA

Merge these exclusions with al
machines backed up by DGMTRA

|Jze these exclusions anly locally on
DGMTRA

L]

Fig. 6 - Files to skip during backup.
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e Do not skip any files — Forces all files (including page files, hyberfil.sys, etc.) to be
backed up. This option is only available when the Locked File Backup Agent is enabled.

e System files — This displays a nhon-maodifiable list of system files that are skipped during
backup.

e User files — A user created list of files/directories to be skipped during backup.

o Use these exclusions exclusively on all machines backed up by <local machine> —
Applies the list of user created exclusions to all file-by-file backup sets run from the local
backup host.

e Merge these exclusions with all machines backed up by <local machine> — Copies the list
of user created exclusions to all remote systems backed up with the File-by-File Agent,
forcing the selected files to be skipped in file-by-file backup sets run from all backup
hosts.

o Use these exclusions only locally on <local machine> — Applies the list of user created
exclusions only to file-by-file backup sets run from the local backup host that back up the
local backup host.

Configuring Exclusions
Clicking the "User Files" button opens a screen that allows specific files, folders, or "wildcard"
entries to determine the files/directories to be skipped during all file-by-file backups.

'y '

File-by-File Agent - Files Ta Skip During Backup x

Thiz iz a user defined list of files to skip during backup.

...............................

Filez To Skip During Backup | Subdirectaries i Add

-~ *

File-by-File Agent - Edit Files Ta Skip During Backup X

Y'ou can brovese for folders, then enter zpecific files to exclude from all File-by-File Agent
backupz. “ou can not overide thig in vour backup sets.,

Filez to zkip dunng backup

| [ Browse |

[T] Exclude files in subdirectories

Hints:

- "hdosh would exclude all files in the o:\dosh folder. L
Cancel |

- "ehe bak" wauld exclude all bak files in the oh falder.

- "cvmemone. dmp'’ would exclude memony.dmp in the b folder.
- N would exclude all files in the tmp folders on all drives.

- "memory. drmp" would exclude all instances of memory.dmp in all folders only if "Exclude fles
in subdirectonies" iz checked.

| Cancel |

Fig. 7 - Adding files or directories to the list of files not to back up.
Restoring a File-by-File Backup

To begin the restore process:
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Launch the Restore Wizard by selecting the Restore tab, and selecting the index source.
Select and load the index for restore.

Select the objects for restore.

Click "Action"/"Restore this Backup."

PwonNPE

Restore Options
The “Restore Options” screen allows the user to restore to an alternate location, determine
overwrite options, and more.

File-by-File Agent - Restore Options x

Select the restore options.

~ Restore optionz y Owenanite option
[T Restare registy [pre-version 7 back upz) MHewver
b aintain directony structure Always
[] Maintain compression on files Update Only
[ Rrestore in-use files. o Al

R estore permiszions

[]:R estore folder permissions
Restore Reparze Data

~ Restore to
t achine ta restare to; DGEMTR.A

WWOGMTRA [ Browsze

~ Pre-Wersion 9.0 decryption
[ Enable decryption of pre-version 9.0 encrypted backup
Decyption phraze

h

MHest » | Cancel |

Fig. 8 - Restore options.

o Restore Registry (pre-version 7 back ups) — Used when restoring the registry from a
backup made with a previous version of UltraBac.

e Maintain directory structure on Restore — Restore files and folders with the original parent
folder structure.

e Maintain compression on files during Restore — If a file was compressed when backed
up, that compression will be maintained after restore.

e Restore in-use files — Forces the restoration of in-use files. The overwritten in-use files
will not become active until the system is rebooted.

¢ Restore permissions — Restores previously existing permissions on files.

¢ Restore folder permissions — Restores previously existing permissions on folders.

o Restore Reparse Data — Restores the data linked by the reparse point.
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e Primary restore (Active Directory only) — Only enabled when booted into Directory
Services Restore Mode, this option sets the Active Directory restore type as "Primary."

e Restore to path on: <servername> — Type in or browse to a UNC path to be used for the
restore. Leave as "<Original Path>" to restore files to their original location.

Overwrite options:

e Never — Do not overwrite any existing files.
o Always — Overwrite existing files with the files being restored.
o Update Only — Only overwrite if the file being restored is newer than the existing file.
e Ask — Prompt before overwriting any existing files.
Duplicate File X
The File:

WWOGMTRANC: Nadwl.en

Already Exiztz, or cannot be deleted. Pleaze Select

I Update | | DOwemwrite | | Owvenwiite ALL| | Bename | | CAMCEL |

Fig. 9 - Overwrite options when selecting "Ask" during restore.

The options available for a duplicate file are:

Skip File — Do not restore the specified file, and continue the restore.

Update — Only overwrite if the file being restored is newer than the existing file.
Overwrite — Overwrite the file on disk with the file being restored.

Overwrite All — Overwrite existing files with the files being restored.

Rename — Rename the file being restored, or restore it to an alternate directory.

Full OS Restore

To perform a full restore of a failed operating system, it is necessary to have a full backup of the
system partition, including the System State (Registry for NT4 machines). When restoring a failed
operating system, hardware identical to the original machine should be used. If the system is
being restored to different hardware, the restore of the registry could be unsuccessful, or the
system may not be stable after reboot. If it is not possible to restore to identical hardware, try to
match the new hardware as closely as possible to the old. In addition, it is possible to restore
only the "Software" hive of the registry under "HKey_Local_Machine."

Install the operating system back to the original %systemroot% name, which is named “WINNT”
or "Windows" by default. The Windows name, or computer name, also must be the same the
original system that was backed up. If %systemroot% or the computer name on the new machine
is different than the source backup, the restore will not be successful. When the new operating
system has been installed, install UltraBac on the system.
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Once the operating system and UltraBac are installed, restore the entire system partition and
system state back to its original location. In the restore options, ensure that "Restore in-use files"
is checked. Also, ensure the "Unattended" box is checked before starting the restore. If
"Unattended" is not checked, UltraBac will return a prompt every time a file is skipped or
overwritten.

NOTE: For more information on the full restore of a 2000/2003 domain controller, please visit
the "Active Directory Restore 2000/2003" section of the User Manual and for the full restore
of a 2008/2008 R2 domain controller please visit the "Active Directory Restore 2008/2008
R2" section of the User Manual:

UltraBac User Manual: Active Directory Restore 2000/2003
UltraBac User Manual: Active Directory Restore 2008/2008 R2
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Incremental/Differential Backups - File-by-File Agent

UltraBac has the ability to perform backups of only modified files, using modified file dates or the
Archive Bit file attribute.

Incremental vs. Differential Backups

“Incremental” and “differential” backups are very similar in their function and creation, as both are
used to minimize the amount of time needed to complete a backup as well as the amount of
storage space used. Incremental and differential backup sets will back up only the files that have
been modified within a specified time period, or that have the "archive bit" attribute set. The
archive bit attribute is set by Windows when a file is modified.

NOTE: For a detailed description of incremental and differential backup sets, including
contents and format, please see the UltraBac Knowledge Base:

See UB0OQ000080: Incremental/Differential and Archive Selections

¢ Incremental Backup — UltraBac backs up all files modified since the last backup,
incremental or full, and the "Clear Archive Bit" option is selected (if using the archive bit
file selection logic). To perform a full system restore, all incremental backups performed
since the last full backup must be restored, after restoring the full backup.

o Differential Backup — UltraBac backs up all files modified since the last full backup. The
"Clear Archive Bit" option is not selected when a “differential” backup is run, only during
full backups (if using the archive bit file selection logic). To perform a full system restore,
only the most recent differential backup must be restored, after restoring the full backup.

Creating Incremental/Differential Sets

NOTE: It is now possible to set archive bit attributes in the backup sets, as well as in backup
operations. Both scheduled and ad-hoc backups can clear the archive bit. For more
information on setting the "Clear Archive Bit" option in a backup set, please visit the "File-by-
File Agent" section of the User Manual:

UltraBac User Manual: File-by-File Agent

Launch the Backup Wizard by selecting the Backup tab, and clicking "New."

Click the "File-by-File Agent" to highlight the option. Click "Next" to continue.

Enter a set description and choose the Modified file selection logic to be used for this

set. Click "Next."

4. Atthe New Backup Set summary, select "View/Edit files in the backup set" to view the file
selections and modify the selection logic. Click "Finish."

wp e
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Fig. 1 - Available file selection logic in the Selection Criteria.

Modified file selection logic options:

o All Files — All files selected.

¢ Modified Files — All files with the archive bit checked.

¢ Modified Files: Beginning of Day — All files created/modified the day the backup is run
(used for incremental backups only).

¢ Modified Files: Beginning of Week — All files created/modified the week the backup is run
(used for differential backups only).

e Modified Files: Beginning of Month — All files created/modified the month the backup is
run (used for differential backups only).

o None — No files selected.

NOTE: Incremental backup sets should have the option "Clear Archive Bit" checked, while
differential sets should not. When using a "differential" backup strategy, the archive bit is only
cleared during the full backup.

When performing a “Modified File” backup, it is recommended to use the archive bit attribute in
the backup set's file selection logic.

It is also possible to include the modified files of any given directory, after a set is loaded:

1. Open a backup set by selecting the Backup tab and clicking "Open" from the main
UltraBac menu.
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Deselect all files and directories in the backup set.
Right click on the directory to be backed up, and click "Include <directory name>" to bring

up the "Include/Exclude Files" screen.
Select "Include Files."

Check "Include subdirectories" if sub-folders are to be included.

-

Include/Exclude Files

exciude fram the file selection zet.

Enter the file name or file selection pattern of the file pou wish to include or

Selection: #| |nclude Files
Exclude Files
File Mame: |<.-“-‘-.II filez in C:hy
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Fig. 3 - "Include/Exclude files" screen.

Check "By Modification Date."

Choose the file selection logic to be used in backing up the directory.

Click "OK" to apply the changes to the set.
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Selecting Files with Specific Extensions

UltraBac also allows the selection of files with only particular extensions, such as executables
(.exe) or text files (.txt) for both backup and restore. This selection screen can also be used to
create modified file backups, or exclude files with a particular extension.

To select files of a specific extension:

1. Right click on the parent directory containing the files to be selected, and click “Include

'directory".”
2. Type "*.<file extension>" in the "File Name" field.
3. Click "OK."
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Locked File Backup Agent

The Locked File Backup Agent is designed to temporarily "freeze" the target partition before the
backup begins, and "thaw" the partition after the backup completes. Freezing the partition allows
UltraBac to back up files that are exclusively locked by an application or service and would
otherwise be skipped.

Installation
The Locked File Backup Agent is automatically installed when the File-by-File or Disaster

Recovery/lImage Agents are installed. The system must be rebooted after install for the Locked
File Backup Agent to be activated.

NOTE: For more information regarding the installation of the File-by-File Agent and Disaster
Recovery/lmage Agent, please visit the "Installing UltraBac" section of the User Manual:

UltraBac User Manual: Installing UltraBac

Using the Locked File Backup Agent

NOTE: The UltraBac Locked File Backup Agent is automatically used by the DR/Image
backups, and cannot be controlled via user preference.

The global preference to enable the Locked File Backup Agent is located on the Manage toolbar,
under "Agents"/"File-by-File Agent.” This preference will enable the agent in all File-by-File Agent
sets created on the backup host.

To enable the Locked File Backup driver in a specific backup set:

1. Create or open a backup set.
2. Click "Action"/"Set Properties” from the main UltraBac menu.
3. Click on the "File-by-File Agent — Backup Set Options" tab.
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Set Properties x
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Fig. 1 - File-by-File backup set preferences.

4. Check "Enable Locked File Backup."
5. Click "OK" to save.

After checking "Enable Locked File Backup," the option to "Freeze All Drives" and "Do not use
Volume Shadow Copy Service" will become available. These options should be used to maintain
the integrity of files or applications (i.e. relational databases) during the freeze, when the files or
applications are spread across multiple partitions or disks.
o Freeze all Drives — Freeze all drives/partitions on the system at the beginning of the
backup.
e Do not use Volume Shadow Copy Service — Use the UltraBac Locked File Backup driver
to freeze the system.

Uninstalling the Locked File Backup Agent

The Locked File Backup Agent can be uninstalled through the Device Manager in Windows
XP/2000/2003. Complete the following steps to remove the Locked File Backup driver.

1. Access "Computer Management.”
2. Highlight "Device Manager,” right click, and select "View"/"Show Hidden Devices.”
3. Right click on "Device Manager" again and select "View"/"Devices by Connection.”
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Fig. 2 - UltraBac Locked File Backup Driver in the Windows Device Manager.

4. Scroll down to "UltraBac Locked File Backup Driver,” right click on it, and select

"Uninstall.”

5. Reboot the system to complete the removal of the UltraBac Locked File Backup Agent.
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UltraBac System State/Active Directory Restore Windows 2000/2003 Server

Overview

Three types of Active Directory restores exist for Windows 2000/2003 Server: Authoritative, Non-
Authoritative, and Primary.

e Authoritative restore — Running NTDSUTIL after the restore updates the USN (Updated
Sequence Numbers) to be greater than any other member domain controller to which the
machine formerly replicated. This will cause the restored domain controller to replicate its
Active Directory information to all other domain controllers.

e Non-Authoritative restore — A restore overwriting the System State to the point at which it
was backed up. A Non-Authoritative System State restore is usually done when there are
other domain controllers on the network responsible for replicating the Active Directory
changes to systems with older Updated Sequence Numbers.

e Primary restore — A Primary restore is performed when no other domain controllers are
present on the network. This type of restore can also be used when the machine is the
only functioning server in a replicated data set.

A base installation of Windows 2000/2003 will have four sub-objects under “System State” in a
File-by-File Agent set. These objects are seen when a local or remote file-by-file set is loaded,
assuming the File-by-File Agent has been installed on the system being backed up. The
subcomponents of the System State are the following:

Event Logs
Registry Hives
Boot Files
COM+ Database

The System State of an Active Directory host contains more subcomponents under the “System
State” icon seen in the UltraBac interface:

Event Logs
Registry Hives
Active Directory
Boot Files
COM+ Database
Sys Vol

NOTE: The latest Windows Service Pack must be applied to the restore target prior to
attempting the restore.

NOTE: When pushing the restore to a remote system booted into Directory Services Mode, be
sure that the UltraBac System State Agent is installed on the restore target.

Restoring the System State Using UltraBac
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NOTE: When attempting to restore an Active Directory host to a new installation of Windows, a
base version of Active Directory, using only the default components, must be installed before
attempting the restore.

Start the domain controller in “Directory Services Restore” mode before restoring the System

State:

Reboot the system.

When prompted to select an operating system or when Windows displays the “Starting
Windows” progress bar, press “F8.”

Select “Directory Services Restore Mode” from the boot options, and press “Enter."

If prompted, select the appropriate operating system and then press “Enter."

Log in using the Administrator account and password stored in the SAM (Security
Accounts Manager), created when Active Directory was installed.

Select “OK” within the “Desktop” dialog box. This dialog box starts with the text,
“Windows is running in Safe Mode.”

NOTE: Active Directory/domain administrator accounts are not available, as the Active
Directory is offline. The SAM account must also be defined in UltraBac before attempting
restore.

Authoritative System State Restore

To perform a System State restore, follow these steps:

1.

2.

Run UltraBac by selecting from the Windows task bar:
“Start"/"Programs”/”UltraBac”/"UltraBac Management Console.”

Access the "Accounts" section from the Menu bar, under
"Manage"/"General"/"Authentication Options,” and click "Show Accounts."

Edit the "Default Account" to use the account name and password with which you are
currently logged into Directory Services mode, making sure that the "Domain” field is
blank. When the system is rebooted after restore, this account will need to be returned to
the Backup Administrator account.

Load the index containing the System State backup that is to be restored. The Active
Directory components will appear as objects under the System State icon in UltraBac.

NOTE: When restoring the System State/Active Directory, all System State
components must be restored. If one component is excluded from the restore, all
objects will be excluded.

From the Restore tab in UltraBac, select "Action"/"Restore This Backup" to bring up the
"Restore Options" screen.

At the "Restore Options" screen, click "Next."

Check "Run unattended" if you wish to view errors in the restore log, rather than
interactively, and click "Restore."
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NOTE: When restoring the entire operating system, ensure that "Restore in-use files"
is checked in the "Restore Options" screen.

9. When the restore completes, a prompt will appear confirming the reboot. If NTDSUTIL is
to be run, click “Cancel” to override the reboot request.

UltraBac

\il) {UlkraBac @ UBDOC) Confirm reboot

Active Directory has been restored on machine UBDOC, For an authoritative restore, please run NTDSUTIL at this
time,

Wwhen finished, press the QK key to reboot, or press CAMCEL to reboat later,

Cancel |

Fig. 2 - Reboot confirmation prompt.

10. Select "Restore Log" when the "UltraBac Progress" screen appears and verify the restore
was successful.

11. When finished viewing the restore log, exit UltraBac. This concludes the UltraBac portion
of the restore.

12. Run NTDSUTIL to synch the newly restored Active Directory database.

Running NTDSUTIL

Run NTDSUTIL and mark all appropriate objects as “Authoritative.” To mark just a subtree as
authoritative, type in the text "restore subtree <name>", where <name> is a string (e.g. "restore
subtree
cn=DomainController,ou=DomainControllers,c=DomainName,dc=TopLevelDomainName"), at the
authoritative restore prompt and press "Enter."” For more information, see Microsoft's
documentation on restoring subtrees. NTDSUTIL can be run from the Command prompt.
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NOTE: Type “ntdsutil/?” for help on this utility.

From the Command prompt type <NTDSUTIL> and press "Enter."

wh e

Type <authoritative restore> at the "NTDSUTIL.EXE" prompt and press "Enter."
Type in the text <restore database> at the "authoritative restore" prompt and press

"Enter" to make the full Active Directory restore Authoritative. This command will be used

in most cases.

4. Select "Yes" when prompted with the Authoritative Restore confirmation screen.

Authoritative Restore EDI‘IﬁI‘I‘I‘IEItiﬂ:f x|

:{) Are you sure you wank to perform this Authoribative Restore?

Fig. 3 - Authoritative restore confirmation prompt.

5. NTDSUTIL will return the number of records that need updating, as well as the number of

records updated.

¢+ Command Prompt - nkdsukil

Microsoft Windows [Uersion 5.2.37981
CC» Copyright 17985-2883 Microsoft Corp.

C:xDocuments and Settings“Administrator>ntdsutil
ntdsutil: authoritative restore
authoritative restore: restore database

Opening DIT database... Done.

The current time iz B5-14-18 14:20._48.
Mozt recent database update occured at @5—14-168 11:55.106.

Increasing attribute version numbhers hy 1008060H.

Counting records that need wpdating...
Records found: BBHAAAL?3I?
Done .

Found 1737 records to update.

Updating records...
Records remaining: H0AAAAAARAA
Done .

Fig. 4 - NTDSUTIL from a DOS prompt.

6. Type in <quit> at the "authoritative restore" prompt and press "Enter."
7. Type in <quit> at the "NTDSUTIL.EXE" prompt and press "Enter."
8. Reboot.
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NOTE: The system must be REBOOTED before the restored System State files will be
activated.

NOTE: Only restored objects specifically marked as authoritative will update the objects on
other domain controllers. All other objects will be non-authoritative. See Microsoft's
documentation on authoritative restores for more information:

Microsoft KB article 216243 - Authoritative Restore of Active Directory and Impact on
Trusts and Computer Accounts

Non-Authoritative System State Restore

Non-authoritative System State restores are usually done when there are other domain
controllers on the network responsible for replicating the proper changes to machines with older
Updated Sequence Numbers. When the newly restored domain controller announces itself on the
network again, other domain controllers will replicate their information to the restored domain
controller. Follow the steps shown below to complete a non-authoritative restore.

To perform a non-authoritative System State restore, start the domain controller in "Directory
Services Restore" mode:

1. Reboot the system.

2. When prompted to select an operating system, or when Windows displays the “Starting
Windows” progress bar, press “F8.”

3. Select “Directory Services Restore Mode” from the boot options, and press “Enter."

4. If prompted, select the appropriate operating system and then press “Enter."

5. Log in using the Administrator account and password stored in the SAM (Security
Accounts Manager), created when Active Directory was installed.

6. Select “OK” within the “Desktop” dialog box. This dialog box starts with the text,
“Windows is running in Safe Mode.”

Run the restore exactly as indicated above. The only difference between an "authoritative" and
"non-authoritative" restore is that the NTDSUTIL is NOT used in a non-authoritative restore.

Reboot the machine when UltraBac finishes the restore by clicking "OK" at the Confirm Reboot
prompt.

Primary Restore System State Restore

A primary restore is performed when restoring the first domain controller in a domain that is being
entirely recreated, and when no other domain controllers are present on the network. This type of
restore is also used when restoring the only functioning server in a replicated data set.

The primary restore is completed in almost exactly the same manner as a non-authoritative
System State restore. The one difference is that the "Primary Restore (Domain Controllers Only)"
option must be checked in the "Restore Options" screen. Follow the instructions for restoring non-
authoritatively, but ensure the primary restore option is checked, and reboot after the restore is
complete.

184



UltraBac User Manual

UltraBac System State/Active Directory Restore Windows 2008/2008 R2
Server

Prerequisites for Full Operating System Restore

The restore target must be booted into Directory Services Restore mode.

The Windows name and OS version of the restore target must match the original
system.

The OS on the restore target must be installed to the path as the original system.
WINDOWS is the default name for the %SYSTEMROOT% path.

All of the latest OS service packs must be applied to the restore target.

Install the full version of UltraBac on the restore target.

Any new hardware should be matched to the original hardware as closely as possible.
If the restore is being performed remotely, ensure the default UltraBac account has
enough authority on the restore target to perform an OS restore.

You must know what schema your domain/forest is in (2003 vs 2008) as the restore
steps are different

Restoring the System State Using UltraBac

Start the domain controller in “Directory Services Restore” mode before restoring the System

State:

Boot the system.

When prompted to select an operating system or when Windows displays the “Starting
Windows” progress bar, press “F8."

Select “Directory Services Restore Mode” from the boot options, and press “Enter."

Log in using the Local Administrator account and password stored in the SAM (Security
Accounts Manager), created before DC-Promo was initiated. For the domain use the
local computer name.

Install UltraBac.

Enter the local administrator account when prompted by UltraBac.
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Required account information for connection

Erier the uzer id, password, and domain bo be wsed for the connechion,

A

 Account Infoemation
User EAI:Imrislul.-:t

=) I Ex-l.-h-.-\.-l
Confim P | .1

Domarc | B3R2-08A2.DC1

St s default for all connechon:

] 4 Cancel

Fig. 1 - Authentication Options

NOTE: Active Directory/domain administrator accounts are not available, as the Active
Directory is offline. The SAM account must also be defined in UltraBac before
attempting restore.

7. Load your backup, and choose both System State and the OS partition for restore

NOTE: When restoring the System State/Active Directory, all System State
components must be restored. If one component is excluded from the restore, all
objects will be excluded.

8. On the Restore Options screen "Restore in-use files" and "Overwrite Always" must be
selected.
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File-by-File Agent - Restora Dptions

Select the restore options

-~ Restore oplions y - Overssite oplion
Restore regsiry Mever
|| Maintain deectory struchues Update Oy
_| Maintain comprasson on files Aake
[] Restore in-use fies.
o | Restons permissions
[+ Restons folder parmissions
[] Restore Reparse Data
[~ Primary restore (Active Directory anly)

L%

~ Resgbore to
Agert Furming On DER-0ER2-DCT

Festore files to
\WIER2-08R2-DC1 Browae

~ Pre-Version 3.0 decrypbion
|| Enable decryption of pre-version 3.0 encrypled backup
Dacryplion phiase

Fig. 2 Restore Options

9. Once the restore is done, reboot into 2008/2008 R2 normally.

10. Now you have to restore the SYSVOL portion of Active Directory, to complete the restore.
Since the methodology is different between what Active Directory schema is in place at

the time of backup, please scroll down to the appropriate area.

2008/2008 R2 Active Directory Schema with Multiple Domain Controllers.

NOTE: It is highly recommended to do the authoritative restore from an existing domain
controller and not the one you are restoring, this way you will not lose any AD objects and
changes since the last backup.

1. Stop the DFSR Service on all domain controllers.
2. Start the Registry Editor.
3. Navigate to "HKLM\SYSTEM\CurrentControlSet\Services\DFSR".

187



UltraBac Administrative Guide v9.2

4. Create a key called "Restore".
5. Create a string value called "SYSVOL".

On one of the existing domain controllers,
6. For the string value called "SYSVOL" give it the value of “authoritative”.

_loix]

Fie Edt View Favorites Help

® ). defragsve 2] | Hame | Type | Dota

B E'fim b (e i) REG_5Z (vaslse rot se4)
- m REG_&7 authoditatie
= | DfsDriver

=4 DFSR

,E
¢

H-E-E-EE

eventiog

t- | EvenitSystem =
= i b
1] | S K |

|Compuiter \HEEY_LOCAL_MACHINE\SYSTEM CusrentControlSet|sarvices\DF SR estone
Fig 3. Registry Options
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=

On the remaining domain controllers,

7. For the string value called "SYSVOL" give it the value of “non-authoritative”
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Fig 4. Registry Options

Navigate to "HKLM\SYSTEM\CurrentControlSet\Control\BackupRestore".
Create a key called "SystemStateRestore".

0000-000000000000".

Create a string value called "LastRestoreld".
For the string value called "LastRestoreld" give it the value of "10000000-0000-0000-

O
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Fiveist

s S T
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A

| Mame | Type

bl Defmwit) REG_SI
Ak pethestorald REG_ST

Fig 5. Registry Options
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Once the registry settings have been put into place, you must start the DFSR service on the
domain controller that was made authoritative, and then on each of the other domain controllers.

To verify the restore was successful open Windows PowerShell and type:

repadmin /showrepl

B Administrator: Windows PowerShell

HWindows FPowerShell
Copyright <C> ZB8? Microsoft Corporation. All rights reserved.

PE Cisllzers~Admninistrator. GABEBRZBERZADS repadmin sshowrepl

RBepadnin: running conmand Sshoweepl against Full DC localhost
[iltrl:'m_l.]l.TF t=Site—HamesBERZ-RAERZ-DC2

Site L 18
DSRA abject uHID' chEHu?E 5F5%1-41a@-abbhb-6d4f 16h6265e
DEA invocationlD: cd4dS58dca-—-B@7P4c—4%cb—aZa?-558cf98h1d7c

INBOUND HEIGHBORS ==ss=ssssssssssssssssssssssssssssssssss

DC=0ABBR2BER2ZAD . DC=com
Default-First-Site-Name~BERI-BERZ-DC1 via RPC
SR object GUID: 3elef?d?-daS2-4368-9988-ho4fb5
Lazt attempt B 2011-82-21 18:15:5%7 was successf

CH=Conf iguration,. DC=0ABBRZBBRZAD . DC=com
Default-First-Site-HamesBBRZ-BERZ-DC1 via RPC
DEA obhject GUID: 3elefPd?-dab2-4368-7988-hodf65d4dBE44
Lazt attempt @ Z811-H:E-21 B%:48:11 was successful.

CH=S8chemna . CH=Conf iguration,  DC=0ABRRZBRRZAD,. DC=com
Default-First—-Site—HamexBERZ-BBR2-DC1 wia RPC
DEA object GUID: 3elef?d?-daSZ-4368-9988-h64Ff65d4d844
Last attempt B 2011-082-21 09:48:11 was successful.

DE=lomainDnzfones . DC=0ABERZBERZAD . DE=com
Default=First=-Site-Hame“~BRR2-B8R2-DC1 via RPC
DSA object GUID: Jelef Pd7-daS2-4368-9988-he4f65d4d844
Lazt attempt B 2811-82-21 B87:48:11 was successful.

DC=ForestnsZones , DC=QARRR2ZARRZAD, DC=con
Default—-First-Site—Hane~BERZ2-ABRZ-DC1 via RFPC
DEA object GUID: Jelef?dY-dab2-4368-F98B8-bodfbS5d4dB44
Lazt attempt B 2811-82-21 A9:48:11 was successful.

PE CislzerssAdmninistrator.GABEBRZBERZAD >

Fig 6. Repadmin example
You should see a screen similar to the one above showing all connections as successful.

Once everything has been restored, it is highly recommended to remove the registry settings you
entered above.

2008/2008 R2 Active Directory Schema with a Single Domain Controller.

1. Stop the DFSR service.
2. Start the Registry Editor.

190



UltraBac User Manual

Navigate to "HKLM\SYSTEM\CurrentControlSet\Services\DFSR".

Create a key called "Restore".

Create a string value called "SYSVOL".

For the string value called "SYSVOL" give it the value of “non-authoritative”.

o gk w

&' Registry Eddor aloix
Fie Edt View Fawvories Heio

] ) Deipul] 206G 57 [oabomn it pet]
e Ak orev REG, 52 et L e

N 5
€| i ] r[

Fig 7. Registry Options

7. Navigate to "HKLM\SYSTEM\CurrentControlSet\Control\BackupRestore".

8. Create a key called "SystemStateRestore".

9. Create a string value called "LastRestoreld".

10. For the string value called "LastRestoreld" give it the value of "10000000-0000-0000-
0000-000000000000".
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Fig 8. Registry Options

Once the registry settings have been put into place, you must then start the DFSR service. Once
everything has been restored, it is highly recommended to remove the registry settings you
entered above.

2003 Active Directory schema with multiple domain controllers

NOTE: Itis highly recommended to do the authoritative restore from an existing domain
controller and not the one you are restoring, this way you will not lose any AD objects and

changes since the last backup.

wnN e

Stop the NTFRS Service on all domain controllers.
Start the Registry Editor.

Navigate to

“HKLM\System\CurrentControlSet\Services\NtFrs\Parameters\Backup/Restore\Process

at Startup".

4. Double-click on "BurFlags".

On one of the existing domain controllers that will be the "authoritative" Domain Controller,
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5. Assign it a value of D4 (hex) or 212 (dec).
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Fig 9. Registry Options

On the remaining domain controllers that are "non-authoritative",

6. Assign it a value of D2 (hex) or 210 (dec).

Once the registry settings have been put into place, you must start the NTRFS service on the
domain controller that was made authoritative, and then on each of the other domain controllers.

To verify the restore was successful open up windows power shell and type:

repadmin /showrepl

In the power shell window you should see all connections as successful

Once everything has been restored, it is highly recommended to remove the registry value from
the “BurFlags” registry key you entered above.

2003 Active Directory Schema with a Single Domain Controller.

“HKLM\System\CurrentControlSet\Services\NtFrs\Parameters\Backup/Restore\Process

1. Stop the NTFRS Service.
2. Start the Registry Editor.
3. Navigate to

at Startup".
4. Double-click on "BurFlags".
5.

Assign it a value of D2 (hex) or 210 (dec).

Once the registry settings have been put into place, you must start the NTRFS service. Once
everything has been restored, it is highly recommended to remove the registry value from the
“BurFlags” registry key you entered above.
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VMware Consolidated Backup Agent

The UltraBac VMware Consolidated Backup Agent gives users the ability to back up their virtual
machines without installing any agent on those machines, and from one central location. Using
VMware's snapshot technology, both the FileVM and FullVM selections will back up in-use files
and folders.

NOTE: This agent requires that VCB be licensed from VMware, and that a VCB Proxy be
configured and available. For more information on VMware Consolidated backup, please see
the VMware Web site:

http://www.vmware.com/products/vi/consolidated backup.html

NOTE: UltraBac's VCB Agent requires that the VMware VCB Framework be installed on the
backup host. To download the VCB Framework, please see the VMware Web site:

http://www.vmware.com/download/vi/

VCB Agent Set Creation

1. Launch the Backup Wizard by selecting the Backup tab, and clicking "New."
2. Select the "VMware Consolidated Backup Agent" and click "Next."
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YCB Options X

~ES¥ Settings

MHame / [P address:
[irtualCenter / ESk Host)
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Fig. 1 - VCB Agent options.

Type the Windows name or IP address of the VMware proxy in the "Name / IP address"
field.
Type the port used for connection into the "Port" field. The default is port 443.
Type the user name used to log into the VMware proxy in the "User name" field.
Type the password for the above user name into the "Password" field.
Select the backup type:
o FileVM — Backs up all files and folders on the selected virtual machine(s).
e FullVM — Backs up the entire selected virtual machine(s) in one operation.
File creation export flag:
e Split output VMDK into 2GB files
e Create single monolithic VMDK file
File optimization export flag:
e Do not backup unused space — Only backs up the active clusters on the selected
guests.
e Create flat VMDK with no optimizations — Backs up the entire guest, including
unused space.

10. Virtual Machine filter:

e Enumerate All VMs — Enumerates all VMs available to the VCB proxy.
e Enumerate only powered on VMs — Enumerates all powered on VMs.
e Enumerate only powered off VMs — Enumerates all powered off VMs.
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¢ Enumerate by VM name — Enumerates all VMs by VM name.

e Enumerate by IP Address — Enumerates all VMs by IP address

¢ Enumerate by MoRef — Enumerates all VMs by MoRef ID (Managed Object
Reference ID).

e Enumerate by UUID — Enumerates all VMs by UUID (Universally Unique
Identifier).

11. Network connection mode:

e SAN — Reads directly from the SAN used to store the virtual disk. This setting
requires VMFS storage and that the SAN/iSCSI location be accessible from both
the ESX host and the VCB proxy.

e NBD - Reads across the network when accessing the virtual disk.

e NBDSS — Reads across the network when accessing the virtual disk, and all data

is transferred across the data in an encrypted stream. Does not support ESX

3.0.x or VC 2.0.x.

12. MountPoint Directory — Used to store the VMDK files during backup.
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Fig. 2 - Enumerated VCB Agent "FileVM" backup set.

Restoring a VCB Agent Backup

PonNPE
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Launch the Restore Wizard by selecting the Restore tab, and selecting the index source.
Select and load the index for restore.
Select the objects for restore.

Click "Operations"/"Restore Selected Files."
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YCB Restore Options X

~ Restore Optionz

~ Ovenwrite Option

[]id gintain direckany shucture on Festore
o ) ) ) Mewver

[] M aintain compression on files during Festare.

Alwaysz
[T Restare in-use files.

Ilpdate Ornly
Restare permizzions

* Al

Restare folder permizzions

~&coaunt Infarmation

Enter the uzer |0, pazzword and domain to be uzed for the connection. [F you want o
add more than one account information please uze Manage-» General-»Authentication
optiong in the main L

Uzer:

FPaszward:

Re-enter paszword:

Dramain:

Restare to path on: <0riginal Path: | Browse |

Hest » [ Cancel |

Fig. 3 - VCB Agent Restore Options.

VCB Restore Options:

Maintain directory structure on Restore — Restore files and folders with the original parent
folder structure.

Maintain compression on files during Restore — If a file was compressed when backed
up, that compression will be maintained after restore.

Restore in-use files — Forces the restoration of in-use files. The overwritten in-use files
will not become active until the system is rebooted.

Restore permissions — Restores previously existing permissions on files.

Restore folder permissions — Restores previously existing permissions on folders.

Overwrite Options:

Never — Do not overwrite files.
Always — Overwrite all files.
Update Only — Overwrite files when the data being restored is newer than the existing
data.
Ask — When "Ask" is selected, the following options will be available when prompted:
0 Skip File — Do not restore the specified file, and continue the restore.
Update — Only overwrite if the file being restored is newer than the existing file.
Overwrite — Overwrite the file on disk with the file being restored.
Overwrite All — Overwrite existing files with the files being restored.
Rename — Rename the file being restored, or restore it to an alternate directory.

O O0O0O0
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Account Information:

When restoring data to a guest in an alternate domain, or where the default UltraBac
account does not have access, it is necessary to supply a set of credentials for access to
the guest OS.

Restore to path on:
When restoring a VCB Agent backup, the agent will append a path to the restored files:

<vm host>\<guest>\FileVM\<drive letter>

If the specified path is "D:\restore\" and the machine called NEWVM's (hosted on an ESX
server named ESXSERVR) C drive is being restored, the path would look like this:

D:\restore\ESXSERVR\NEWVM\C\
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SQL Agent

Using the UltraBac SQL Agent, Microsoft SQL can be backed up online, without stopping the
services prior to backup. If the SQL services are not running, the backup will not be successful.
The SQL agent must be installed on each of the SQL servers you are planning to backup.

Setup and Configuration
Before backup, the SQL server should be registered in the SQL server list:

1. From the Manage tab, click "Agents"/"SQL Agent."
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Select SQL-Speciic Options for This Backup

:-Senrerliﬂ

Saved Servers
2008R2-HYPERV
CLN-2K3R2.2"SQLEXPRESS
CODE-SIGN

~Other options
(®) Use VDI
(1 Use Volume Shadow Copy type backup
() Use: NamedPipe

|| Truncate log

Fig. 1 - SQL Agent options.

2. Click "Edit Server List."
3. Type the SQL server name into the "Server instance" field, or wait for UltraBac to detect
the SQL servers in the network and then highlight the desired server by clicking on it.
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SQL Server Agent - Edit Server List

Maintain the st of SAL servers and instances.

~ Server instance

Hidd Femove ]

Saved Servers |
20088 2-HYPERY
CLN-2K3R2-2"SOLEXPRESS
CODE-SIGN

SOL Servers On Metwork
20088 2-HYPERY
AFIHIRO
ALEMA,
BACKUF
CLN-2K3R2-2\SOLEXPRESS
CLN-2K34E4-1\SOLEXPRESS
CLN-2K.34E4-2\SOLEXPRESS
CODE-SIGN

DAPHME
DAVIDCNSOLEXPRESS

pc1 : i
4 ] | ]

Ll »

0K || Cancel

Fig. 2 - Editing the SQL server list.

Click "Add."
Repeat steps 3 and 4, as needed, for each server to be backed up.
When all servers have been added, click "OK."

Creating an SQL Agent Set

After registering all SQL servers to be backed up, create a backup set:

1.
2.
3

Launch the Backup Wizard by selecting the Backup tab and clicking "New
Click "SQL Agent" to highlight the option and click "Next"

If the SQL server required isn't displayed (it references the SQL server list), either type in
the name of the SQL server \ instance or click the “Discover” button to automatically
detect the SQL servers in your network.

Check the box next to the servers to be backed up and click "Next".

Set the Backup Type from the drop-down box.

Check the Security Options and click "Next".
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10.
11.

UlraBac SOL Agent Backup

Select SOL-Specific Optionz far Thiz Backup

~Backup Tupe
Full -

~ Security options 1
# ze Windows zecurity
|1z SAL zecurity

SAL administrator uzer 1D | |

Pazzword | |

LConfirm paszward | |

= Local SOL optimization

Block size [in Kb | B4

A4||F 4|k

Tranzfer multiple | 24

~ Other options
# Uze DI
IJze Walume Shadow Copy type backup
|1ze MamedPipe

| Save as Default Settings | < Back . Memt» Cancel

|
Fig. 3 - SQL Agent Backup options.

The Local SQL optimization settings appear as “Block size 64" and “Transfer multiple 24”
by default. These are the recommended settings.

Select a radio button under Other options. “Use VDI" is automatically selected by default.
Click “Next”.

Type a description for the set as it will appear in the backup log and click "Next".

Click "Finish" to load the SQL set into the file viewer.
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E'. = EE E EI B % = UlraBac Management Console - [SOL Agent [Mot Saved] ... - = X
Backup Restore Manage Tools igw Support
Group: Defaulk @‘l @' - o \}
Connecked bo: : - )
THew Cpen Ackion Backup
LABO7-03-2 -] : roup
= [ 5GL Agert @ LABO7-03-2 Name I Size | a

= g {30QL Agent)
@[] lab07-03-2

ack$Ba$slashiBack_slash, Back_slash_. .. 4,096 KB
j databasez(database?, databasez_log) 4,095 KB
j databasedidatabase3, databases_|og) 4,096 KB
j DIHOL(DIHOL, DIHO1 _Log) 1,522 MB
] DIHO2(DIHOZ, DIHOZ_Log) 1,523 MB
j DIHOZ(DIHOS, DIHOS _Log) 1,515 MB
] DIHO4(DIHD4, DIHO4_Log) 1,527 MB
__] DIHOS(DIHOS, DIHOS _Lag) 1,515 MB
] DIHO&(DIHDS, DIHOG_Log) 1,516 MB
__] DIHOP(DIHO7, DIHO? Lag) 1,537 MB
1 DIHOS(DIHOE, DIHOS_Log) 1,524ME ¥
1l 4

[ [ [ ([ [

Fig. 4 - SQL backup set loaded in the File Vieer.
Backup Set Options

These options modify the way UltraBac handles SQL data during backup.
Enumeration Mode Options

Specifies the method used to search for and enumerate SQL servers:

e Local Search Only — Displays only the servers listed in the local "Client Network Utility."

e Network Search Only — Queries and displays all SQL servers on the LAN.

e Local and Network Search — Displays all servers listed in the local "Client Network Utility"
and all servers queried on the LAN.

UltraBac SQL Agent Backup Options
Backup Type — Specifies the type of backup to be performed:
o Full — Backs up all selected databases and transaction logs.

e Incremental — Backs up and truncates the transaction logs.
o Differential — Backs up the transaction logs, but does not truncate.

Local SQL Optimization — Defines the block size to be used during backup. The default is 64Kb.
The transfer multiple is 24. In most cases, these preference should not be changed.

Security Options — Specifies the account information to be used during the SQL backup:
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e Windows security — Uses the default UltraBac account during the SQL backup.
e SQL security — Uses the specified SQL security account during the SQL backup.

Other Options:

e Use VDI - Forces UltraBac to use the "VDI" protocol during backup.

e Use Volume Shadow Copy — Forces UltraBac to use the "Volume Shadow copy" protocol
during backup.

e Use Named Pipe — Forces UltraBac to use the "Named Pipes" protocol during backup.
Truncate Log — Truncates the transaction logs after the selected backup operation is
complete. If this preference is not checked, the transaction logs will NOT be truncated.

Restoring an SQL Backup

To restore an SQL database:

Launch the Restore Wizard by selecting the Restore tab, and selecting the index source.
Select the objects for restore.

Click "Action"/"Restore this Backup."

To restore the SQL database to the original location/server, click "Next" at the "UltraBac
SQL Agent Restore Options" screen.

At the "Restore Options" screen, click "Restore."”

el

o

NOTE: When restoring incremental or differential SQL backups, the full backup must
be restored first, then all incremental or differential backups must be restored in the
order they were backed up.

UltraBac also has the ability to restore a database to an alternate server, or the original server,
with alternate database and file names.

SQL Agent Restore Options
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UliraBac S0OL Agent Restore Options

Select Optionz far Thiz Restare

~ Restore Destination;

Ial:-[l?-I:IEI-'-._T-' -

= Security Options
* ze Windows zecurity
IJze SOL security

SOL adminiztratar uzer 1D | |

Pazzword | |

Canfirm pazswaord | |

= SEAL Options:
[|NORECOVERY
[[|BEFLACE
[ 5TAMDEY | SOL MOWE Parameters. . |
Undo file : | | Custom Restore Parameters... |

~ Preersion 9.0 Drecryption
[] Enable decryption of pre-version 9.0 enciypted backup
Decrption phrase

= Other options
[ Restore az SOL .bak files

Mest | Cancel |

Fig. 5 - SQL Agent Restore Options.

e Restore Destination — Drop-down menu lists all servers registered in the local Client
Network Utility.
e Security Options:
0 Use Windows security — Uses the current login account for restore.
0 Use SQL security — Uses the specified credentials for restore.
e SQL Options:
0 NORECOVERY - Equivalent to the NORECOVERY option in Microsoft's SQL.
See the Microsoft SQL documentation for information:
http://msdn.microsoft.com/en-us/library/aa238405.aspx
0 REPLACE - Used when restoring a database to a remote SQL server, when the
same database name exists on the target machine.
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0 STANDBY - Equivalent to the STANDBY option in Microsoft's SQL. Refer to
Microsoft SQL documentation for information;_http://msdn.microsoft.com/en-
us/library/aa238405.aspx

e SQL Move Parameters — Use the "SQL MOVE Parameters" to move or rename files
when restoring an SQL database.

e Custom Restore Parameters — Custom restore parameters can be specified to perform a
"point-in-time" restore, or any custom restore available to SQL.

e Pre-Version 9.0 Decryption — Prior to UltraBac Version 9.0, the software used Blowfish
encryption. Selecting this option will allow you to restore any SQL backups that were
made with versions of UltraBac prior to 9.0 that used this type of encryption.

o Restore as SQL .bak files — This option will restore the UltraBac SQL backup to a native
Windows SQL Backup format. Once in this format, you can restore the database using
the standard Microsoft SQL restore methods: http://msdn.microsoft.com/en-
us/library/ms177429.aspx

NOTE: For a detailed description of the "SQL Move Parameters," please see the UltraBac
Knowledge Base:

See UBQ000205: SOL Move Parameters
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MySQL Agent

Starting in v9.1, UltraBac now has an agent to back up and restore local MySQL databases.

NOTE: Currently, the UltraBac MySQL Agent only supports the backup and restore of
databases that are local to the backup host.

Configuring the MySQL Agent

Before creating a set for using the MySQL Agent, the locations of the MySQL executables and
the temporary scripts directory must be set. These options are set under the MySQL Agent
options:
1. From the "Options" section of the Manage tab, select "Agents"/"MySQL Agent.
2. Inthe "MySQLDump.exe Path:" field, type in or browse to the location of
MySQLDump.exe.
3. Inthe "MySQL.exe Path:" field, type in or browse to the location of MySQL.exe.

LltraBac MySOL Agent Backup

kS AL 5pecific Options

~ Optionz
kySALDump. exe Path:
||::"-.F'ru:-gram Files\MySOLAMuSOL Server 5.1 "-.I:uin'\m_l,lsqldump| | Browse |
MuSOL. exe Path:
|I::"~F'ru:ugram FilezhhySALMMYSOL Server 5.15binmvsgl exe | | Browse |

Fath to ztore the temporany restore soripts:;
|CAMySOLSeripts! | Browse |

OF. [ Cancel |

Fig. 1 - MySQL Agent options.

4. In the "Path to store the temporary restore scripts:" field, type in or browse to a directory
that will store the specified restore scripts.
5. Click "OK" to save.

Backing up with the MySQL Agent

After setting the agent preferences, a backup set can be created.
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1. Launch the Backup Wizard by selecting the Backup tab, and clicking "New."

2. Select "MySQL Agent" from the list, and click "Next."

UliraBac MySOL Agent Backup

Select MuSOL Specific Options for This Backup

~ Connection Options

Usger D |.-’-'-.|:Imin

EREE TR

Fazsword

EEREEETY

Confirm Pazgword

Part  [3306

~ Restare Scrpt Options
[ Don't drop databases before creating them

[ Don't drop tables before creating them

.................................

Cancel

Fig. 2 - Creating the MySQL Agent set.

Set any other options.
Click "Next."

©CoNOG AW

| I

Set the backup set description, and click "Next."

et pocur)

In the User ID field, enter the account used to log in to and administer MySQL.
In the Password field, enter the password for the MySQL account.

In the Confirm Password field, re-enter the password for the MySQL account.
In the Port field, enter the port used by the MySQL instance.

Fig. 3 - Enumerated MySQL Agent set.

10. Select "View/Edit files in the backup set" and click "Finish."”

Ll
=[] g MySL Agert @ MySOLO3 Mame | Size |
- @B (MySQL Agent) [ information_schema 0
| gL (] ultrabac £30 M




Restore Script Options
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o Don't drop databases before creating them - Sets the restore script to perform the restore

without dropping the database.

e Don't drop tables before creating them - Sets the restore script to perform the restore

without dropping the tables.
Restoring a MySQL Agent Backup

To begin the restore process:

Select the objects for restore.

PwonPE

I N

Click "Action"/"Restore this Backup."

1 L

Launch the Restore Wizard by selecting the Restore tab, and selecting the index source.
Select and load the index for restore.

DW Backup: MySQL Agent @ 117302009 1
=@ B {rysoL Agent)
| MrsoL

Marme

Size |

O D information_schema

0 mysal
O1[ ] est

8,192
555 KE
1,444

iulbrabac

15 KB

Fig. 4 - MySQL Agent backup index loaded into the file viewer.

Restoring a MySQL Database to a flat File

To begin the restore process:

1. Choose the database you want to restore

2. Go to Action >> Restore

3. Choose the Option “Restore To Flat File”
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UltraBac MySo)

agent Backup

Select MpSAL Specific Ophions for thiz Restore

~ Connection Optiong

zer D |

Pazgword |

Confirmn Pazzword |

~ Flat File

Flat File Path | o

| | Browse

| < Back

Hest > | Cancel

Fig. 5 - Flat File restore options

4. Enter the path you want the restore to backup to.
5. Click "Next".
6. Click "Restore".
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Exchange Agent

Exchange Agent

Using the UltraBac Exchange Agent, Exchange versions 2010, 2007, 2003, 2000 and 5.5 can be
backed up online without stopping the services prior to backup. If the Exchange services are not
running, the backup will not be successful.

Setup and Configuration

NOTE: The UltraBac Exchange Agent must be installed on the server hosting
Exchange.

The default UltraBac account ("Tools"/"Options"/"General"/"Accounts") must have sufficient
privileges to run an Exchange backup and restore. These permissions are defined through the
Exchange System Manager (or the Exchange 5.5 Administrator), which must be installed on the
UltraBac host system in order to perform backups. To confirm the default UltraBac account has
sufficient privileges in Exchange 2000/2003:

Open the Exchange System Manager.

Right click on the "Organization name," and select "Delegate Control."
When the Exchange Administrator Delegation Wizard opens, click "Next."
If the default account used for backup does not appear, click "Add."

In the "Group or User" field, enter the default UltraBac account.

Select "Exchange Permissions Admin" from the drop-down "Role" menu.
Click "OK" to save changes.

NogkrwpdbrE

To check permissions in Exchange 2007:

Open the Exchange Management Console.

Highlight the Exchange Organization Configuration node.

If the UltraBac account is not listed, right click on "Organization Configuration" and select

"Add Exchange Administrator."

4. When the Add Exchange Administrator wizard appears, click "Browse" and select the
UltraBac user account.

5. Ensure that "Exchange Organization Administrator” role is selected and click "Add."

wh e

To check permissions in Exchange 2010:

Open the Exchange Management Console.

Go to the toolbox and open the Role Based Access Control User Editor.

Click on Organization Management. If the UltraBac account is not listed, click on "Details"
and Scroll down to “Members” and click the UltraBac users and click the “OK” Button

4. Then on the Role Group page, click “Save”.

wn e

NOTE: For information on restoring an Exchange 5.5 server, please visit the
"Exchange 5.5 Agent" section of the User Manual:

UltraBac User Manual: Exchange 5.5 Agent
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Creating an Exchange Agent Set
After confirming all Exchange permissions are set, create a backup set:

1. Launch the Backup Wizard by selecting the Backup tab, and clicking "New."
2. Click "Exchange Agent" to highlight the option, and click "Next."
3. Enter the name of the exchange server or click "Discover" to have UltraBac search for it.

Exchange Server Information

Enter the name aof the Exchange Server pou wish to backup or click Discover and
zelect the server from the lizt below.
Exchange Server: || |
|
[ Dizcover
| <Back | | Cancel |

Fig. 1 - Exchange Server Information

4. Select the Exchange server to be backed up.
5. Select the type of Exchange backup to be performed:

o Full - Back up the database and transaction logs, and truncate the transaction
logs.

o0 Incremental — Back up only the transaction logs, and truncate the transaction
logs.

o Differential — Back up only the transaction logs, but do not truncate the
transaction logs.
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Exchange Backup Options

Select Backup Type

~Backup Type

#1Full [databases, logs, truncate logsk

Incremental [logs anly, truncate logz]

Differential [logz only, do not truncate logz]

[[] Do not use Yolume Shadow Copy Service

¢ Back Hest » Cancel

Fig. 2 - Exchange backup options.

NOTE: The Volume Shadow Copy Service must be used in Exchange 2010

Enter the description for the backup set as it will appear in the backup log.

At the Backup Wizard summary select "View/Edit files in the backup set" to view the file
selections and modify the selection logic.

Click "Finish."

Restore Manage Toals

Connected to:
|DGMTRF\

Action

-

ﬂ Exchange Agent [Not Saved] @ ...

[ g8 Exchange Agent @ DEMTRA Name
=l [B} (Exchange Agert) [ Log Files
-] [T KEMNY (E2K) D Private Information Store (E2K)
% 'EZK':'E;? . D Public Information Store (E2K)
r irsk Starage Group
-[][C] SRS Storage
@] Recovery Storage Group

. BackupPathD <none> 5:33FM DGMTRA .:

Fig. 3 - Viewing Exchange servers in the File Viewer.
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Restoring an Exchange Server - Exchange 2000/2003/2007/2010

NOTE: To restore an Exchange database, the restore target system must have the
same version, service pack, and hotfix level of Exchange installed. If restoring to an
alternate Exchange server, the "site" and "organization" must be the same as the
original Exchange host.

NOTE: To restore an Exchange database to the same location as the original, the
Recovery Storage Group must first be removed after the database has been
unmounted or the restore will attempt to overwrite the Recovery Storage Group.

Preparing the Exchange 2000/2003 Server for Restore

All Microsoft Exchange services must be running, and the Mailbox and Public Folder Stores must
be dismounted. Also, the preference, "This Database can be overwritten by a restore," must be
checked for a restore to be allowed:

1. Open System Manager.

2. Expand the hierarchical tree until you can see the "Mailbox Store" and "Public Folder
Store".

3. Right click on the "Mailbox Store" and select "Dismount Store".

4. Right click on the "Public Folder Store" and select "Dismount Store".

NOTE: Itis highly recommended to move the log files to a separate location so that the
log files can be replayed if needed.

Clear the contents of the "mdbdata” folder.

Right click on the "Mailbox Store," click "Properties," and access the Database tab.
Click "This Database can be overwritten by a restore," and click "OK."

Right click on the "Public Folder Store," click "Properties," and access the Database tab.
Click "This Database can be overwritten by a restore," and click "OK."

©Co~NoOO

Preparing the Exchange 2007 Server for Restore

Open the Exchange Management Console.

Expand the Server Configuration node and select a mailbox.
In the main window, select a database to restore.

Right click the database and select “Dismount.”

pwnpE

NOTE: Itis highly recommended to move the log files to a separate location so that the
log files can be replayed if needed.

Clear the contents of the mailbox store folder
Right click the database again and select “Properties."

o
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7. Inthe "Properties" dialog, check “This database can be overwritten by a restore” and click
"OK."
8. Repeat for all databases to be restored.

NOTE: If the Exchange 2007 server environment is utilizing the Exchange 2007 High-
Availability options (LCR, SCR, or CCR), the restore process is different than a
standard Exchange 2007 restore.

See UB0Q000257: Exchange 2007 SCR / CCR Restores

NOTE: UltraBac can restore the Mailbox Store to a recovery storage group in order to
recover individual mailboxes.

See UB0OQ000250: Exchange 2007 Support
See UB0Q000265: Using the Exchange 2007 Recovery Storage Group

Preparing the Exchange 2010 Server for Restore

Open the Exchange Management Console.

Expand the Organization Configuration node and select a mailbox.
In the main window, select a database to restore.

Right click the database and select “Dismount.”

rprwONE

NOTE: Itis highly recommended to move the log files to a separate location so that the
log files can be replayed if needed.

5. Clear the contents of the mailbox database folder

6. Right click the database again and select “Properties."

7. Inthe "Properties” dialog, check “This database can be overwritten by a restore” and click
"OK."

8. Repeat for all databases to be restored.

NOTE: There may be times in which you will need to restore a single mailbox.

See UB0Q000259: Single Mailbox Restore with Exchange 2010 Recovery DB

Restoring the Exchange Database

After preparing the server for restore, begin the restore process:

1. Launch the Restore Wizard by selecting the Restore tab, and selecting the index source.

2. Select the objects for restore. During ALL restore operations, the Exchange logs MUST
be selected.

3. Click "Action"/"Restore this Backup."
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4. To restore the Exchange database to the original location/server, click "Next" at the
"General Restore Options" screen.
5. Atthe "Restore Options" screen, click "Restore."

NOTE: For information on restoring an Exchange 5.5 server, please visit the
"Exchange 5.5 Agent" section of the User Manual:

UltraBac User Manual: Exchange 5.5 Agent

Restoring Exchange to a "Flat File"
To restore an Exchange database as a flat file:

Check "Restore Files to Non-Exchange Folder."
Type in or browse to the target location.

Click "Next."

Click "Restore."

e N

-

Exchange Agent Restore Cplions x

Specify Exchange restore options

R eztore Files to Mon-Exchange Eaolder

Fiestore ta; | &:hexh_restore | Browse...

~ Pre-Wersion 9.0 Decryption
[] Enable decryption of pre-version 9.0 encrypted backup
Decrption phrage

Hest > | Cancel |

Fig. 4 - Restoring an Exchange backup to a flat file.

NOTE: If the original exchange server is not online, then the flat file restore will
fail with an Error 10061. Please visit the following knowledge base article on how
to work around this issue.

See UBQ000263: Exchange Flat-File Restore if Original Exchange Server
Offline
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By default, UltraBac is set to restore the Exchange database to its original location and server. To
restore to an alternate server, perform a multipart restore, or use other advanced options, click
"Newer Exchange Options” from the "Exchange Agent Restore Options" screen.

-

Exchange 2000, 2003-Specific Cpfions

Select Exchange Options for This Restore

~ Restore Destination

[ClRestare to Altemate Server

Restare to:

[ Alternate Temporary Log File Directony

Restare to:

~Restore Componenty ————————

% Single-Part Restare

Mulki-Part Restore

~ Post-Restare Optiong ——————

ol Bemount Databaze(s] Following
Restare

[ ] Eeep Old Log Files

[ Cancel | ak.

x

Fig. 5 — Exchange 2000, 2003 options.

To restore to an alternate Exchange server:

1. Check "Restore to Alternate Server."
2. Type or browse to the Windows name or IP address of the restore target.

3. Click "OK."

To restore the Exchange transaction logs to an alternate path:

1. Check "Alternate Temporary Log File Directory."”
2. Browse to or type in the target path for the log files. This path should be entered in as it

would appear locally on the Exchange restore target (i.e. "C:\Program

Files\Exchsrvr\temp log").
3. Click "OK."

Post-Restore Options
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e Remount Database(s) Following Restore — Check this option to remount the Exchange
database after restore.

o Keep Old Log Files — This option will instruct UltraBac to not overwrite existing Exchange
transaction logs.

NOTE: For a detailed description of restoring an Exchange 2003 database to an
Exchange Recovery Store, please see the UltraBac Knowledge Base:

See UBQ00227: - Recovering to an Exchange 2003 Recovery Store

Overview of "Multipart Restore"

A "multipart restore” is performed when restoring a full backup, including differentials or
incrementals, in one restore "session." A multipart restore is performed using the same basic
restore process as the standard Exchange restore. The order of the multipart restore should be:

1. Full backup, with "Multipart Restore" selected.

2. Incremental or differential backups, from oldest to most recent, with "Multipart Restore”
selected.

3. Most recent incremental or differential backup, with "Multipart Restore" selected and
"Final Part" checked.

When the last restore is complete, the Mailbox and Public Folders store may be mounted again.

NOTE: When restoring incremental backups, the backups must be restored in
chronological order from oldest to most recent.
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NOTE: In Exchange 5.5, the directory store can only be restored when restoring to the
original Exchange host, or a server of the same name as the original Exchange host.

NOTE: To restore an Exchange database, the restore target system must have the same
version, service pack, and hotfix level of Exchange installed. If restoring to an alternate
Exchange server, the "site" and "organization" must be the same as the original Exchange

host.

Performing a Restore of Exchange 5.5

1.

S

6.

Start only the "Microsoft Exchange System Attendant" service on the Exchange restore

target.

Launch the Restore Wizard by selecting the Restore tab, and selecting the index source.

Select the objects for restore.
Click "Action"/"Restore this Backup."

To restore the Exchange database to the original location/server, click "Next" at the

"Exchange Agent Restore Options" screen.

At the "Restore Options" screen, click "Restore."

Exchange 5.5 Specific Options
By default, UltraBac is set to restore the Exchange database to its original location and server. To
restore to an alternate server, perform a multipart restore, or use other advanced options, click
"Exchange 5.x Options" from the "Exchange Agent Restore Options" screen.

-

Exchange S-Specific Options

Select Exchange 5.x Optionz for Thiz Restore.

~ Restare Destination

[{Restore o dltemate Server

Bestare tao:

~ Restore Options

[ atabazes to Restore ——

[] Delete Existing Log Files Prior to Restare Public: Stare
[] Create Mizzing Directories Prirvate Stare
[T] Restart Services Faollowing Festare % Bath
[ Cancel | ]

Fig. 1 - Exchange 5.5 restore options.
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To restore to an alternate Exchange server:

1. Check "Restore to an Alternate Server."
2. Type or browse to the Windows name or IP address of the restore target.
3. Click "OK."

Restore Options:

o Delete Existing Log Files Prior to Restore — This option deletes all transaction logs on the
Exchange server before performing the Exchange restore.

¢ Create Missing Directories — This option will force UltraBac to create any directories used
by Exchange, that existed on the original Exchange host but do not exist on the restore
target.

e Restart Services Following Restore — This option will cause the Exchange services to
restart after the restore completes.

Databases to Restore — Use this option to select either the public or private stores, or both.

Post Restore

After the restore is complete, UltraBac recommends running the "isinteg -patch" utility. This utility
is run through the Command prompt, and the “Directory Store” must be running for successful
results.

1. Open a Command prompt, and browse to the "Exchsrvr\bin" directory.
2. Type "isinteg -patch" and press "Enter."

Running the “Isinteg” utility will clean up the newly restored “priv.edb” and “pub.edb,” allowing the
Information Store service to start.

NOTE: See the Microsoft Exchange 5.5 documentation for more information regarding the
"isinteg" utility.
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SharePoint Agent

Using the UltraBac SharePoint Agent, Microsoft SharePoint Portal Server 2003 and Microsoft
Office SharePoint Server (MOSS) 2007 servers can be backed up online, without stopping the
services prior to backup. If the necessary SharePoint services are not running, the backup will not
be successful.

Setup and Configuration

Before creating a backup set, the SharePoint Agent should be installed on the SharePoint
server.

NOTE: For additional information on installing the SharePoint Agent, please visit the
"Installing UltraBac" section of the User Manual:

UltraBac User Manual: Installing UltraBac

Microsoft SharePoint Portal Server 2003

Creating a SharePoint Agent Set

NOTE: The UltraBac SharePoint Agent only supports the full backup and full restore of
SharePoint Portal 2003 databases. Individual Document restore is not supported.

Launch the Backup Wizard by clicking “Backup”/’"New."

Click "SharePoint Agent" to highlight the option then click "Next."

Enter Advanced Account credentials, if necessary, then click "Next."

Type in or browse to the name of the SharePoint server and click "Next."

Select the Backup Type,

Type a description for the set as it will appear in the backup log and click "Next."
Click "Finish" to load the SharePoint Agent set into the file viewer.

NogkrwpnrE
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i-. : ;B B B = % - UltraBac Management Console - [SharePaint ...

Tools View Support

Connected to:

|UEIDDC

=] T SharePoint Backup of UBDOC @ LEDOC Mare
~- @l [} (SharePoint Agent) LBDOC | ] UBDOC DEYSharel_PROF(PROFILE)
@[ http:UBDOCHPORTAL DATA..} g [ UBDOC:DEVSharel_SERV{SERVICE)
| ] UBDOC:DEYSharel _SITE(SITE)
D LBDOC: Search Index_0:*
| JUBDOC: Search Schedules

Mo Device Selected  <none>

Fig. 1 - SharePoint Portal 2003 backup set loaded in the File Viewer.

Microsoft Office SharePoint Server (MOSS) 2007

Creating a SharePoint Agent Set

NOTE: The UltraBac SharePoint Agent supports individual document restore from SharePoint
Portal 2007 sites only when "Enable individual document restores" is selected.
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Launch the Backup Wizard by clicking “Backup”/"New."

Click "SharePoint Agent" to highlight the option then click "Next."

Enter Advanced Account credentials, if necessary, then click "Next."

Type in or browse to the name of the SharePoint server and click "Next."

Select the Backup Type, and choose whether to "Enable individual document restores
Type a description for the set as it will appear in the backup log and click "Next."

Click "Finish" to load the SharePoint Agent set into the file viewer.

s UltraBac Management Console - [SharePoint Backup of UBDOC [SharePoint_Backup_of UBDOC.UB] @ UBDOC [Device ... =X

B vres
&

[TsMl Restore  Monage  Tooks  Wiew  Support

)

Badkup

Group
L)

=] Di SharePaint Backup of UBDOC @ UBDOC Mame
=@ [} (sharePont Agent) LBDOC [ uBDOCishared Search Index
I heep:f{UBDOC: 48372/ {PORTAL DATA..) | @ | UBDOC~Officeservers:sharedservices|_DB_bdedddiF-Scad-48b5-5FFa-855ac6raG2F2(PROFILE)
W] Morrpartal Related/{DATA) [ UBDOC~OfficeServersiSharedservices1_Search_DB_HSc94794-0360-4099-bagh-722cF4720d6d(SERYICE)
D hitkps} JUBDOC)  UBDOCOfficeServers: WSS _Content{CONTENT)
[ httpsfUBDOC: 1366 1] UBDOCA OfficeServers: W35 _Content_ad2c2fde56a547F7866b426272556587(CONTENT)
D http:/{UBDOC: 46972/ :UBDOC OfficeServers: : SharedServicesContent_1c2d5e40-fac7-4931-8734-1291B8c5F0S50{COMTENT)

Connected to: I\ @l @
L
New Open Action

<nane>

Fig. 2 - Microsoft Office SharePoint Server (MOSS) 2007 backup set loaded in the File
Viewer.
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Limitations

The SharePoint configuration and Central Administration content databases cannot be
restored using the UltraBac SharePoint Agent. The UltraBac SQL Agent can be used to
back up and restore the SharePoint configuration and Central Administration content
databases, however, the SharePoint Farm must be in a stopped state for this procedure
to work properly. It is strongly recommend that all configuration settings and
customizations be fully documented, to facilitate the recreation of the configuration and
Central Administration content databases. For detailed information on which settings to
document, see: Microsoft TechNet - Choose what to protect: Protecting configuration

settings.

The UltraBac SharePoint Agent does not back up home directories, web.config file,
custom assemblies, customizations, site definitions, or list definitions. Use the UltraBac
File-by-File Agent to backup these files. For detailed information on which settings to
document, see: Microsoft TechNet - Choose what to protect: Protecting customizations.

Backup Set Options

SharePoint-Back up options

Back up options

Set your back up optionz here,

[ :Enable individual document restares [not available in SharePoint 2003

[ <Back | Mest » [ Cancel |

Fig. 3 - SharePoint Agent Backup Options

Enable individual document restores — Allows restore of Individual Documents in MOSS
2007. SharePoint Portal 2003 is not supported.

Restoring a SharePoint Backup

NOTE: For more information on restore procedures, please visit the "Restore Basics" section
of the User Manual:

UltraBac User Manual: Restore Basics

Microsoft SharePoint Portal Server 2003

To restore a SharePoint Portal 2003 server:
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NOTE: The SharePoint "PROFILE," "SERVICE," and "SITE" databases all must be restored
together, and only to the original server.

=

arwn

Load the index for restore by clicking the “Restore” tab, then select index retrieval
method.

Select the objects for restore.

Click "Action"/"Restore this Backup"

To restore the SharePoint server to the original location/system, click "Next."

At the "Restore Options" screen, click "Restore."”

Microsoft Office SharePoint Server 2007

NOTE: At this time, all databases must be restored to the original database name and path.

Restoring a Content Database to a New Site Collection

NOTE: For more information on creating a new Site Collection, see: Microsoft TechNet: Office
SharePoint Server - Create a site collection.

el

o

Create a new Site Collection using SharePoint Central Administration.

Remove the empty Content Database associated with the new Site Collection.
Open the UltraBac Management Console.

Load the index for restore by clicking the “Restore” tab, then select index retrieval
method.

Select the Content Database object for restore.

NOTE: The Content Database being restored cannot exist on the target server.
Restore to a new server, or follow the instructions under "Restoring an Existing
Content Database" to detach/rename the .MDF and .LDF files.

Click "Action"/"Restore this Backup."

In the "Content database parameters" section, select the Content Database, then click
"Edit."

In the "UltraBac SharePoint Content Parameters" dialog, click "OK."

Click "Next"/"Restore" to restore the Content Database.

. Verify that the restored Content Database is now mounted/associated with the new Site

Collection.

Restoring an Existing Content Database

1.
2.
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Open the Microsoft SQL Server Management Studio (or Microsoft SQL Server
Management Studio Express).
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14.
15.
16.
17.
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Right click the Content Database to be restored and select "Properties."
Select the "Files" page and note the "Path" to each file, then click "OK".

Right click the Content Database to be restored and click "Tasks"/"Detach..."
In the "Detach Database" dialog, select "Drop Connections" then click "OK."
Browse in Windows Explorer to the path of the Content Database files.
Rename both the .MDF and .LDF files associated with the Content Database.
Open the UltraBac Management Console.

. Load the index for restore by clicking the “Restore” tab, then select index retrieval

method.

. Select the Content Database object for restore.
12.
13.

Click "Action"/"Restore this Backup."

In the "Content database parameters" section, click to select the Content Database, then
click "Edit."

In the "UltraBac SharePoint Content Parameters" dialog, click "OK."

Click "Next"/"Restore" to restore the Content Database.

Repeat this procedure for any additional content databases to be restored.

Start the "Windows SharePoint Services Timer" when all databases have been restored.
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Oracle Agent

The UltraBac Oracle Agent allows the backup of Oracle databases without shutting down the
Oracle services before backup. The agent can perform either "hot" or "cold" backups depending
on the mode of the Oracle databases:

e Hot backup — Oracle database must be set in "ARCHIVELOG" mode, and the Oracle
database will not be dismounted during backup.

e Cold backup — Oracle database must be set in "NOARCHIVELOG" mode. The Oracle
database will be automatically dismounted before, and re-mounted after backup.

Setup and Configuration
The UltraBac Oracle Agent has several requirements for use:

e Oracle Version 8i or greater.

e Oracle client software must be installed on the UltraBac host (the Net8/Net9 Assistant
and the Microsoft ODBC Administrator).

e The Oracle database must be in "ARCHIVELOG" mode to perform hot backups, or
"NOARCHIVELOG" mode to run cold backups.

e The username and password for the Oracle backup set must be entered in UltraBac,
under "Tools"/"Options"/"Agents"/"Oracle Backup Agent."

Configuring the Net8/Net9 Assistant

Before creating a backup set, the Net Assistant must be configured to allow access to the Oracle
database.

1. Open the Net8 Assistant (default location is "Start"/"Programs"/"Oracle"/"Network
Administration"/"Net8 Assistant").
2. Highlight "Service Naming" and click the "+."

File Edit Command Help
'a-ﬁ Metd Configuration
1iﬁ,Ll:nc:al

&5 Profile

L)

Listeners

ECracle Mames Servers

Fig. 1 - Oracle Net8 Assistant.

4. Inthe Net Service Name Wizard, type in a service name and click "Next."
5.
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Met Service Mame Wizard, page 1 of 5: Net Service Name ﬂ

To access an Oracle database, or other semvice, across the netiork
you use a net service name. This wizard will help you create a net
SEMICE Name.

Enterthe name you wantto use to access the datahase or service. |t
can be any name you choose.

Met Sermice Mame:

Cancel Back

Fig. 2 - Creating a Net Service name.

Leave the default "TCP/IP" (internet protocol) selected and click "Next."

Type the computer name of the system running Oracle in the "Host Name" field. Leave
the default port number and click "Next."

Type the Oracle Service Name in the "Service Name" field and click "Next."

NOTE: To find the Oracle Service Name, check for the "OracleService<service
name>" under "Start"/"Programs"/"Administrative Tools"/"Services" on the Oracle host.

10.

Click "Test" and make sure the connection is completed successfully. Click "Close," then
"Finish."
Click "File"/"Save Network Configuration" before closing the Net8 Assistant.

9% Net8 Assistant - E\oracle',orag1\NETWORK\ADMIN',

File Edit Command Help
Cpen Metwork Configuratiarn...
Save Metwork Configuration

Save As...

Fevertto Saved Configuration

b Ultrabac.com

Exit Alt+F4

Listeners

E Oracle Names Servers

Fig. 3 - Saving the network configuration settings.
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Configuring the Microsoft ODBC Driver

Before creating a backup set, the ODBC Driver must be configured to allow access to the Oracle
database.

1. Open "Start"/"Programs"/"Oracle"/"Network Administration"/"Microsoft ODBC
Administrator."

2. Click the System DSN tab, and click "Add."

3. Scroll to the bottom, highlight "Oracle ODBC Driver," and click "Finish."

4. Type a name and a description in the "Data Source Name" and "Description" fields.

5. Inthe "Service Name" field, type in the Net Service Name as specified in the
configuration of the Net8 Assistant.

6.

Oracle8 ODBC Driver Setup x|

Data Source Mame: Ianything oK I
Description: Ian_l,lthing Carcel |

Data Source Help |
Service Mame: ItES'ﬁiﬂEI
UserlD:; Iinternal

Dratabaze Optionz Wiorkaround Options

Connect to database in Bead only mode [ Farce Fetrieval of Long Columnz [
Prefetch Count; |1 0 Dizable MTS Support I

—Application Dptions
Enable Thread Safety ¥ Enable LOEs v Enable Fezult Setz v

Enable Failover [+ Bety Court: I'IEI Delay: |1E|

Enable Query Timeout W Enable Clozing Cursars [

— Tranglation Options
Qptior: ||:|

Librany: I

Fig. 4 - Oracle ODBC driver configuration screen.

7. Type the user ID in the "UserID" field and click "OK."

To test the Oracle configuration:

1. Runthe "Oracle ODBC Test" located in "Start"/"Programs"/"Oracle"/"Network
Administration."

2. Click "Connect," go to the Machine Data Source tab, and double click the "Data Source
Name" specified in the ODBC driver setup.

3. When prompted by the Oracle ODBC driver connect screen, type the password and click
"OK."
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4. Click "All Tables" and data will appear in the query box, indicating the agent has been set

up correctly.

Creating an Oracle Backup Set

To create an Oracle Agent backup set:

1

2.
3.
4,

o

© N

Launch the Backup Wizard by selecting the Backup tab, and clicking "New."
Click "Oracle Agent" to highlight the option. Click "Next" to continue.
Select the object to be backed up, or "All Objects." Click "Next."

LilraBac Cracle Backup agent

Specify the type of backup you wizh to perform.

~ Bftention

The service will be automatically shut down during cold backup. It will be restartted az
zo0n as the backup iz completed.

b ake sure there are no uzers logged in during this process.

#1 Hat
Cold

~Backup Type

[ Cancel

Fig. 5 - Backup type selection.

Select the type of backup to be performed. This setting must match the mode of the

Oracle database. Click "Next."
Enter a Set Description, and click "Next."
Select "View/Edit files in the backup set," and click "Finish."
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Restare Manage Toals View Support

Connected to:
DGHMTRA

Mame
[ cwrLiTe
[ Jorsvs
[ ] ExampLE
[ o
[ Joom
] svsTEM

L] TEST_DarTa
4

Fig. 6 - Oracle set loaded in the File Viewer.

Dividing the Backup to Improve Speed Performance

If the Oracle machine exceeds storage capacity, or if the entire "TableSpace" doesn't fit on one
tape, the Oracle Agent backup can be divided into separate sets. Dividing the backup in this
manner will allow the Oracle database to be backed up to more than one storage device
simultaneously, increasing backup speed. Instead of backing up the entire Oracle database with
one session directing the backup to one storage device, three sets can be used:

e First set — Used to back up the first half of the "TableSpace."
e Second set — Used to back up the second half of the "TableSpace."
e Third set — Used to back up the "ControlFiles" and "ArchiveLogs."

The "ArchiveLogs" are deleted immediately after the backup completes. Due to the fact that many
logs are generated when a "TableSpace" is taken offline, it is strongly recommended to back up
the "ArchiveLogs" after the "TableSpace," when the "TableSpace" is divided into two sets. The
Init.ora file is not enumerated in the backup sets, but is always backed up, in both hot and cold
backups.

During enumeration of an Oracle cold backup set, "OnlineRedoLogs" will replace the
"ArchiveLogs." During a cold backup, the "OnlineRedoLogs" are never deleted.

NOTE: During a cold backup of an Oracle database it may appear as if the backup is
hanging. Depending on the size of the Oracle database, it may take several minutes for the
database to dismount, and for backup to begin.

Restore

Restoring an Oracle database requires the data to be restored using UltraBac, then the database
must be mounted by the Oracle administrator.

1. Launch the Restore Wizard by selecting the Restore tab, and selecting the index source.
2. Select the objects for restore.
3. Click "Operations"/"Restore Selected Files."
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-~ "

Cracle Agent-Restore Options x

Set options to restare from backup.

[] Keep Original location
If checked, shut down the instance before starting restore.

FMOTE: Dwenwriting the current OMLINEREDOLOGS can hinder the recoveny process.

~ Mew Lacation

| | | Browsze..
~ Pre-version 9.0 Decryption
[] Enable decryption of pre-version 9.0 encrypted backup
Decyption phraze
Mext » | Cancel |

Fig. 7 - Oracle Agent Restore Options.

Check "Keep Original Location" to restore the Oracle database to its original location.
To restore to an alternate location, type in or browse to an alternate restore path in the
"New Location" field and click "Next."

Check "Unattended," and click "Restore."
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Ux Agent

The UltraBac Ux Agent provides UltraBac with the ability to back up files from the following
platforms:

HPUX

Linux RPM
Linux

OSX

AIX

BSD

Sparc / Solaris
Intel / Solaris

It is possible to back up a Unix client via Samba (or similar applications), using a standard
network backup set. Such a backup is limited, as the read/write/execute file attributes cannot be
backed up.

Setup and Configuration

The Ux Agent packages are saved in the "UxAgents" folder by default;

"C:\Program Files\UItraBac Software\UltraBac\Agents\UxAgents"

To begin the setup process, copy the appropriate platform specific installation files to the desired
Unix client.

HP-UX
Uses the file "ubux-2.31-hpux.tar.gz"
Transfer the ubux-2.31-hpux.tar.gz file to your HPUX machine.

Logon as the "Root" user to obtain administrative authority.
Navigate to the "opt" folder

wn e

cd /opt

4. Make an "ultrabac" folder in and "opt" folder:
mkdir ultrabac

5. Navigate to where you saved the UltraBac installer and move the file to /opt/ultrabac
mv ubux-2.31-hpux.tar.gz /opt/ultrabac

6. Navigate to /opt/ultrabac

7. Uncompress and run the UltraBac installer
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tar -zxvf ubux-2.31-hpux.tar.gz
Jinstall.sh

8. Set up the password.
Jubuxpwd -i

9. It will prompt you to enter a password. *Important** You must use the same password
used for Root User. If Root has no password, you must set one.

sudo su — [enter]
passwd root

10. Once the password for UltraBac is set, restart the inetd service
inetd -c
Uninstall: Run the "deinstall.sh" script.

LINUX RPM

Uses the file "ubuxagentd-2.3-1.i386.rpm".

1. Transfer the ubuxagentd-2.3-1-i-386.rpm file to your Linux machine.
2. Logon as the "Root" user to obtain administrative authority.
3. Navigate to where you saved the UltraBac installer and run the installer

rpm -ivh ubuxagentd-2.3-1-i-386.rpm

4. Navigate to /opt/ultrabac
5. Set up the password.

Jubuxpwd -i

o

It will prompt you to enter a password. *Important** You must use the same password
used for Root User. If Root has no password, you must set one.

sudo su — [enter]
passwd root

™~

Once the password for UltraBac is set, restart the XINETD services
service xinetd restart
Uninstall: Run the "deinstall.sh" script.
LINUX
Uses the file "ubux-2.31-linux.tar.gz."

1. Transfer the ubux-2.31-linux.tar.gz file to your Linux machine.
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Logon as the "Root" user to obtain administrative authority.
Navigate to the "opt" folder

wn

cd /opt
4. Make an "ultrabac" folder in and "opt" folder:

mkdir ultrabac

o

Navigate to where you saved the UltraBac installer and move the file to /opt/ultrabac

mv ubux-2.31-linux.tar.gz /opt/ultrabac

o

Navigate to /opt/ultrabac
7. Uncompress and run the UltraBac installer

tar -zxvf ubux-2.31-linux.tar.gz
Jinstall.sh

©

Set up the password.

Jubuxpwd -i

©

It will prompt you to enter a password. *Important** You must use the same password
used for Root User. If Root has no password, you must set one.

sudo su — [enter]
passwd root

10. Once the password for UltraBac is set, restart the XINETD services
service xinetd restart

Uninstall: Run the "deinstall.sh" script.

0OSsX
Uses the file "ubux-2.31-0sx.dmg.gz"

Transfer the ubux-2.31-osx.dmg.gz file to your OSX machine.
Logon as the "Root" user to obtain administrative authority.
Navigate to the /Applications folder.

Make an "ubinstall" folder:

el

mkdir ubinstall

o

Navigate to where you saved the UltraBac installer and move the file to
/Applications/ubinstall

mv ubux-2.31-o0sx.dmg.gz /Applications/ubinstall
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Navigate to /Applications/ubinstall
gunzip ubux-2.31-osx.dmg.gz
Mount the ubux-2.31-osx..dmg file
hdiutil mount /Applications/ubinstall/ubux-2.31-osx.dmg

Go to the desktop. Double-Click the ubux-2.31-0sx icon
Double click the ubux-2.31-osx.pkg icon.

10. Run through the UltraBac OSX Agent Installer.
11. Using a Terminal window, navigate to where you installed UltraBac.
12. Set up the password.

Jubuxpwd -i

13. It will prompt you to enter a password. **Important** You must use the same password

used for Root User. If Root has no password, you must set one.

sudo su — [enter]
passwd root

14. Once the password for UltraBac is set, run the ubuxagentd service.

Jubuxagentd

Uninstall: Run the "deinstall.sh" script.

FreeBSD:

Uses the file "ubux-2.31-bsd.tar.gz"

wp e

Transfer the ubux-2.31-bsd.tar.gz file to your FreeBSD machine.
Logon as the "Root" user to obtain administrative authority.
Navigate to the root "/"

type cd /
Make an "ultrabac" folder in and "opt" folder:

mkdir opt

cd /opt

mkdir ultrabac

Navigate to where you saved the UltraBac installer and move the file to /opt/ultrabac
mv ubux-2.31-bsd.tar.gz /opt/ultrabac

Navigate to /opt/ultrabac

Uncompress and run the UltraBac installer
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tar -zxvf ubux-2.31-bsd.tar.gz
Jinstall.sh

8. Set up the password.
Jubuxpwd -i

9. It will prompt you to enter a password. *Important** You must use the same password
used for Root User. If Root has no password, you must set one.

sudo su — [enter]
passwd root

10. Once the password for UltraBac is set, it is not necessary to restart the INETD service;
start the ubux service

Jubuxsrv &
Uninstall: Run the "deinstall.sh" script.
Solaris:
Uses the file "ubux-2.31-sparc.gz" or "ubux-2.31-intel.gz"
Install command — "pkgadd -d ubxu-2.31-intel" or "pkgadd -d ubxu-2.31-sparc."

Uninstall command — "pkgrm BElubux."

NOTE: For additional information on installing the Ux Agent for Solaris, please see the
UltraBac Knowledge Base:

See UB0O000194: Configuring the Ux Agent on a Solaris Client

Backing up a Unix Client

1. Launch the Backup Wizard by clicking “File”/"New Backup Wizard” from the main
UltraBac menu.

Click "Ux Agent" to highlight the option. Click "Next" to continue.

Type the client name or IP address into the "Server" field.

wn
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Unix/Linux Agent Options

Fleaze specify a hoztname and pazsword for a UnisdLinus host to be backed up. The
ltraBac Ux daeman must be running an the host,

Server 192.168.1.155

EEREEETY

Pazzword:

| <Back | M et Cancel

Fig. 1 - Unix/Linux Agent Options.

Type the password into the "Password" field, and click "Next."

Type a set description and click "Next."

At the "Backup Wizard Summary," select "View/Edit files in the backup set" and click
"Finish."

| “ 3 ” Group I
[l Ux Agent 10.1.1.39 [Not Saved]...
=[] Ux Agert 10.1,1.39 @ TEST-BACKUP « [l name
= g iU @[ bin

@] bin il boak =
@[] bact — @y et
J[ ete =
e e
@[] initrd - )
a5 b i
@[ lost+Found H[" lost+Hound
[ misc 7] misc
@] mne @] mne
- [ T 1
4] D':ft 4 il 3

]
Fig. 2 - Ux Agent set loaded in the File Viewer.

Save the set by either clicking the “Save” icon on the toolbar, or by clicking “File"/"Save
As" from the main UltraBac menu.

Restoring a Unix Client

=

arwn

Launch the Restore Wizard, by clicking “File”/"Load Index for Restore/Verify" from the
main UltraBac menu.

Select and load the index for restore.

Select the objects for restore.

Click "Operations"/"Restore Selected Files."
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Lz Agent Restore Options

Server

1921658.1.155

Parameters for restoning a Unix backup are specified here. *'ou may restore to an alternate
zerver by substituting the name and pazsword for that zerver here; the values curently
ghown reflect where the backup came from.

EEREEEETY

[V]iMaintain directory stucture on Festore.

Restare to Path an:

Fazsward:
Owvenarnite Mode
[ Alvayz (00 Hewer (8] Al Mewver
<Original Patk-
[ <Back | Meut:

Fig. 3 - Ux Agent restore options.

5. Set the restore options, and click "Next."

6. Check "Restore Unattended" and click "Restore."

Ux Agent Restore Options

Server — Restore destination system
Password — Password for the restore destination system.

Overwrite Mode:

Maintain directory structure on Restore

e This option restores the selected files to their full original path. When unchecked, this
option restores all selected files to the top level of the selected directory structure.

Restore to path on

e Allows the restoration of selected files to either the default "<original path>" or a user

defined path on the target server.
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Always — Overwrite existing files with the files being restored.
Newer — Only overwrite if the file being restored is newer than the existing file.
Ask — Prompt before overwriting any existing files.
Never — Do not overwrite any existing files.
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vSphere Agent

The vSphere Agent provides users with the ability to back up their virtual machines without
installing any agents on those machines. It also allows users to backup from one central location.

NOTE: Only vSphere Essentials 4.x (and above) is supported. ESXi free edition is not
supported due to licensing limitations set by VMware.

NOTE: Virtual Machines must have Virtual Hardware Version 7. Virtual Machines
configured with Raw Disk Mappings (RDM) or Independent Disks cannot be backed up.

vSphere Agent Set Creation

1. Launch the Backup Wizard by selecting the Backup tab, and clicking "New."
2. Select the "VMware vSphere Agent" and click "Next."
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VM Backup Options

~ VM Backup Type
(% Full Backup — stores all used blocks of the VM disk
(7 Incremental Backup — only stores changed blocks since last YM badwup

~Virtual Center login information

Virtual Center Name [ IP address: | ubveenter4 |

LIser name: | derek |
Password; T |
Port (default = 443): | 443 |

~¥M Enumeration Settings

Virtual Machine filter: |Er|umn.=-_rate all VMs i | |
~Transport Modes
Virtual Disk Transport Mode: |Direr:t SAN /iSCS1 - |

Failover to network (MBD) mode if SAM mode fails

Fig. 1 - vSphere Agent options

3. Select either Full or Incremental backup

NOTE: Full and incremental backups must be written to the same backup path.

4. Type the Windows name or IP address of the Virtual Center in the "Virtual Center Login
Information” field.

5. Type in the User name of the account you use to connect to vSphere. The user must
have vCenter administrative privileges.

6. Select how you would like UltraBac to enumerate the Virtual Machines:

Enumerate all VM's

Enumerate only powered on VM's
Enumerate only powered off VM's
Enumerate by VM name
Enumerate by VM IP address
Enumerate by MoRef

Enumerate by UUID

240



UltraBac User Manual

Select the transport mode selecting how we transfer the backup data:
e Direct SAN/iSCSI

NOTE: Full and incremental backups must be written to the same backup path.

e LAN (NBD)

Select Failover to NBD mode, if you want UltraBac to attempt to use the NBD if the SAN /
iISCSI connection Fails

Enter the name you wish to assign to the UltraBac set.

[ viwore vsphere ngent v

= 1§l Wware vSphere Agent @ DEREK2
- @B (vMware vSphere Agent)

+ o+ s

#[E] temp2ubesx40.ultrabac.com
P vSphere-2K3-X64-1
OGh vsphere-2K3-X86-1
NG vSphere-2K3-X86-1-DYN
O vSphere-23%86-15CSI
O& vSphere-2KBR2-Basic-GPT

05 vSphere-2(8R2-Dynamic-GPT

(151 vSphere-28R2-15CSI
D& vSphere-2K8X64-15C51
O vSphere-2K-X86-1

08 vsphere-WIN2KB-X64-1
& vSphere-WIN2KB-X64-D'YN
D& vSphere-WIN2KB-X86-1
O vSphere-WIN7-X64-1

O VSphere-Win7-X64-DYN-Mulit1

[C vSphere-WIN7-X86-1

ﬂﬁ. vsphere-win7-x85-scsi
OF tempubesx30.uitrabac.com
OF ubesx40.ultrabac.com
[E ubesx40a.ultrabac.com
Dg ubesxlab.ultrabac. com
OE ubesxsupport.ultrabac.com
OF ubesxwarp.ultrabac.com
[ ubesxwarp2.ultrabac.com

Mame | Size |
[=aHard Disk 1 40 GB
¥l =Hard Disk 2 5,120 MB
[=aHard Disk 3 5,120 MB
O=aHard Disk 4 5,120 MB
[ =aHard Disk 5 10,240 MB
[l=aHard Disk & 10,2490 MB

Fig. 2 - Enumerated vSphere Agent backup set.

Current Limitations to Scheduling a vSphere Agent Backup

The following are limitations of the vSphere Agent:

1.

Backups can only be saved to a backup path. If scheduled to a different device the set
will be skipped.
The option to “Delete backups after x amount of days” is not supported, this feature will

effect incremental backups making it so you can not restore them!

Verifications of vSphere backups are not supported and will be skipped during the
verification process.

UltraCopy cannot currently be used in conjunction with this agent.

Encryption is not supported.

Restoring a Full vSphere Backup to an ESX Store
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NOTE: All restores are done via a LAN (NBD) connection.

Launch the Restore Wizard by selecting the Restore tab, and selecting the index source.
Select and load the index for restore.

Select the VM Disks for restore.

Click "Action"/"Restore Selected Files".

VMware Restore Options

~ESX datastore login information »
Note: The following login information will be used to access VMware virual hard disk files (VMDKs).

el

ESX Host Name / IP address: temp2ubesx4D.ukrabac.com |

User name: oot | Ex: exx40 domain.com
Password: | |6 oot

Port (default = 902) |02

lnventory path of the vitual disk: |

«~ Virtual Disk Creation Method
[¥] Mlocate and commit disk space on demand (Thin Provisioning)
Thin provision vitual disk: Create virtual disks without provisioning all the storage required

upfront. Use storage only as neaded. ¥ you check this option, the virtual disk starts small
and allocated and zeroed on demand as the space is used.

Fig. 3 - vSphere Agent Restore Options.

5. Type the ESX host name or IP address of the ESX Host in the "ESX Host Name / IP
address" field.

6. Enter the vSphere account that has full read and write permissions to the datastore you
are recovering to in the “User name” field.

7. Enter the port used for connection into the "Port" field. The default is port 902.

8. Type in the Inventory path where you want to restore the virtual disk (case sensitive).

NOTE: If you choose to restore the VM back to its original location (and the original
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disk exists), the restored disk will be named vmwarediskname-UBRestore.vmdk.

9.

10.
11.

“Allocate and commit disk space on demand” will be checked by default. We recommend
this option to save disk space.

Click “Next”.

Then select “Restore”.

Restoring an Incremental vSphere Backup to an ESX Store

NOTE:

All restores are done via a LAN (NBD) connection.

Launch the Restore Wizard by selecting the Restore tab, and selecting the index source.
Select and load the Incremental Index for a “point in time” restore (UltraBac will
automatically restore the previous incremental and full backups.

Select the VM Disk for restore.

Click "Action"/"Restore Selected Files."

Type the ESX host name or IP address of the ESX Host in the "ESX Host Name / IP
address" field.

Enter the vSphere account that has full read and write permissions to the datastore you
are recovering to in the “User name” field.

Enter the port used for connection into the "Port" field. The default is port 902.

Type in the Inventory path where you want to restore the virtual disk (case sensitive).

NOTE: If you choose to restore the VM back to its original location (and the original
disk exists), the restored disk will be named vmwarediskname-UBRestore.vmdk.

9.

10.
11.

"Allocate and commit disk space on demand” will be checked by default. We recommend
this option to save disk space.

Click “Next”.

Then select “Restore”.

Mounting a vSphere Backup for File-By-File Restores

UltraBac has the ability to mount the vSphere backup as a local drive letter on the backup
machine. This allows users to simply drag and drop files that are needed from the backup.

To perform this operation:

aghrwNE

Launch the Restore Wizard by selecting the Restore tab, and selecting the index source.
Select and load the index for restore.

Select the VM Disk for restore.

Click "Action"/"Restore” selected files.

Click the “File Restore” button.
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Once the drive is mounted, the necessary files can be dragged and dropped as needed.

© N

Fount / Unmount

~ Backup infarmation

Mote: Please choose the Vitual Machine, Hard disk and Volume to be
mounted az drive letter. This iz for file level recoveny. Make sure
unmount all volumes before continue whole disk restore. The following
infoamation iz abtained frorm the backup.

Wirbueal M achane: ar
Hard disk: Hard Dick 2 T=1
Volume: olume 0 - |

Mount | Unirrcunt Al | Cancel

Fig. 4 — vSphere Mounting Options.

Select the Virtual Machine from the dropdown box.
Select the Hard disk from the dropdown box.

Select the preferred Volume from the dropdown box.
Click “Mount”.

To un-mount a drive(s), click “Unmount All".

NOTE: If you forget to un-mount the drive and close UltraBac, you will need to reload the
restore. Follow the same steps required to mount a backup until the “Unmount All” option

button is visible.
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UBQO00001: Command Line Backup/Restore

UBQ ID Number: UBQ000001
Last Modified 2009-10-26

Summary:

This document details the functionality of UltraBac Software v9 command line interface.

Details:

Many of UltraBac's features, such as backup and restore, can be used through a command line
interface. This is helpful for those that would like to use scripts to automate backups, or to chain
backup jobs, or to have another application kick off your backup. This can also be an effective
method of troubleshooting.

C:HAYINDOWSS system 32 cmd.exe

=N]

Fig.1 - Command line options.
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Backup

The options for backup are set in the UBB (backup group) file. If you chose to perform a
command line backup of a .UB (backup set) file, you will need to specify the following options:

o /PrepareMedia:<volumelabel> - This option will clear the storage media and give the
media a new Volume Label. If this option is excluded, the backup will append to the
media.

e /Device:<device number or name> - This option will allow you to select a storage device
other than the default device. For a tape drive, use the device number as specified in
UltraBac. To backup to a disk path, use the format "BackupPathQ" to back up to device
BackupPathO0 as defined in UltraBac. UltraBac will not recognize a UNC path as a
storage device.

Example:

C:\Programs\UItraBac Software\UltraBac>ub.exe /Backup TestSet.ub /Device:BackupPathO
/PrepareMedia:TestMedia

This command line will back up the set 'TestSet.ub' using any preferences contained within the
set. It will use the device designated 'BackupPath0' which also can be specified as
"/Device:1000" . Before using that device for backup, it will prepare the media using "TestMedia"
as the media label.

ckupFPathd ~FrepareMedia

Volume Label: "TestMedia®

"BackupFath@*

Fig. 2 - Command line backup results (backup).
Restore
The default options for restore are:

e /Overwrite:Ask - UltraBac will prompt you before overwriting any files
o /KeepStructure:Yes - UltraBac will restore the files to the original directory structure
¢ /RestorelnUseFiles:No - UltraBac will not overwrite files that are in-use

UltraBac will also restore to the original path as the default option, unless another path is
specified after the "/restore" option. To change any of those options from the default, you would
need to specify the option and the selected preference in the command line.

NOTE: The "/Restore" switch is a modifier for "/FindFiles", telling UltraBac to restore the files
found to the path specified.

Example:
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C:\Programs\UltraBac Software\UltraBac>ub /FindFiles:* /Restore:C:\TestRestorePath
/Device:Tape0 /Set:1

This command line will restore all files contained in "Set 1" of backup device "Tape0" (which also
can be specified as "/Device:0), and restore them to the path "C:\TestRestorePath." The
"/FindFiles:" command tells UltraBac to find files of a specific type in the specified media. In the
example above, the type of files specified is "*", which means "find all files." If you only wanted
files with the extension ".bmp," you would enter "/FindFiles:*.bmp" in the command.

W WINDOWS  system3 2t cmnd.exe

oreFath ~Dewi upFPath@

Fig. 3 - Command line results (restore).
View Media Index

This command will allow you to check the media to see which sets it holds in the index.
Example Command line:
C:\Programs\UltraBac Software\UltraBac>ub.exe /ViewMedialndex /Device:BackupPathO

The command line above instructs UltraBac to show the media index held in BackupPathO.

1 BackupPath@

:hing media for backups...

Set number, datestine -ipt i path:

1: A A et [File—bw-File Agent

End of

Fig. 4 - Checking Media.
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Eject Media

This command will allow you to eject the media thru the command line.
Example Command line:
C:\Programs\UltraBac Software\UltraBac>ub.exe /EjectMedia /Device:0

The command line above tells UltraBac to eject the media in Device 0, which is also TapeO.

ftwaresU Lt

Fig. 5 - Ejecting media

View Header

This command will allow you to view the media header.
Example command line:

C:\Programs\UltraBac Software\UltraBac>ub.exe /ViewHeader /Device:BackupPathO

The command above tells UltraBac to view the media header of BackupPathO.

INDDOWSh sy stem32 cmd.exe

upPath@ !

Fig. 6 - Viewing Media Header

Shortcuts

The following shortcut commands are equal to typing the entire command. For example, "ub /bu”
would be the same as "ub /backup."
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/bu: = /backup:
/PM: = [preparemedia:
/D: = /device:

More Information:

See User Manual: Command Line Functionality

249



UltraBac Administrative Guide v9.2

UBQO000024: What is an Image Backup?

UBQ ID Number: UBQ000024
Last Modified: 2000-06-01 at 10:43:09

Summary:

Explanation of an Image (Disaster Recovery) backup as opposed to a standard file-by-file backup

Details:

What is an image backup?

An Image backup bypasses the OS file system and reads the physical sectors of a disk
sequentially until all of its active sectors have been backed up. An Image backup can
inadvertently perform a "dirty" backup of an open file or related set of files that are in a state of
modification — there is no OS file integrity guarantee. This means that applications such as SQL,
Exchange and other programs that could be modifying data on the disk should be closed prior to
backup. The Image set can perform any required "before" and/or "after" batch command to shut
down and start up an application or service, with minimal down time.

An Image set automatically defines the entire disk drive, but individual partitions can be included
or excluded. The benefit of an Image backup is that every partition on a disk is 100% backed
up, including the Master Boot Record and the file systems contained on the physical disk. The
major drawback of an Image backup is, you cannot restore one file from an Image. UltraBac's
Disaster Recovery has been designed to work alongside file-by-file backup — not replace it.

An Image backup set can be included as an additional set in a scheduled backup group, it does
not need to be run separately. It is recommended to make the Image set(s) the first sets within
the group, and clear the storage media whenever possible. This will ensure that the Image
backup will start at the beginning of the media, should the backup span to a second tape or
disk. The Image set being the first set greatly improves access time when locating an Image set
stored on tape during disaster recovery.

Performing an Image backup or restore is essentially a matter of copying the Image from the
source device to the
target device.

UltraBac's Disaster Recovery provides the user with the ability to back up only the "Active
Clusters"” on the source disk. UltraBac will also exclude the system page file and the hyberfil.sys.
from image backups, greatly reducing the amount of storage space, and time necessary for
backup.

More Information:

See User Manual: Image Disaster Recovery Agent
See User Manual: UBDR Gold v5.0/6.0

See User Manual: Static Mirror Image Backup

See UBQ: UBO000060 - Static Mirror Image Recovery
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UBQO000041: Selecting a Storage Device

UBQ ID Number: UBQ000041
Last Modified: 2011-02-25 at 10:43:26

Summary:

Selecting the UltraBac storage media to use during an interactive backup or as the default device.

Details:

UltraBac supports several types of storage devices. These are displayed by selecting
"Select"/"Storage Device."

Ultragac. Mans

e

ig. 1 - Opening Device selection screen.

Select which type of storage device to list by clicking on the appropriate tab. The types of storage
devices include Tape, BackupPath, Remote, FTP, Tivoli, Image and Partition.
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Storage Devices

Tape CD/DWD BackupPath  Tivoli  FTP Image Partition Remate

& Tape Device can be any locally attached tape device, including libraries. The
zelected storage device iz highlighted.

¥ O W 3*’ Ere

Mame | Descrption | Path

4 I 2

[ Close |

Fig. 2 - Storage device selection screen.

The active storage device is displayed on the Title line of the UltraBac Main Window when a set
is loaded. This is the storage device used when performing an Ad-hoc (Perform Backup) backup.
The default storage device becomes the active device when UltraBac is invoked and is the
storage device used when creating a scheduled backup group unless otherwise specified.

To change the active storage device without making it the default storage device, highlight the
storage device and select "OK." This change will be reflected on the Title line of the UltraBac
Main Window. To change both the active and default storage devices, highlight the storage
device, select "Save as Default Device" option and then select "OK."

Use the slider to view columns not displayed. The "Select Storage Device:" list box displays the
"Device", "ldentifier", and "Path" columns. The "Device" column lists the members of the device
category displayed in the "Show" list box. Windows NT/2000 assigns the "ldentifiers" for tape
devices, while the user assigns the identifier for disks and images during their creation. The
"Path" applies to disk paths defined as storage devices.

More Information:

See User Manual: Storage Device Manager
See UBQ: UBOQ000049 — Defining a Disk (disk-path) Storage Device
See UBQ: UB0Q000210: UltraBac Backup Output Files

252



Knowledge Base

UBQO000049: Defining a Disk (BackupPath)
Storage Device

UBQ ID Number: UBQO000049
Last Modified: 2011-02-25

Summary:

This article details the necessary steps to create a "BackupPath" device.

Details:

Upon initial installation of UltraBac, there will be no defined disk paths. The maximum number of
BackupPath devices allowed is (by default) 1000. Supported target disks include any disk path
that can be written to by NT/2000. This includes a Linux/Unix disk path via Samba or any SAN
device.

Creating a BackupPath Device

From the main UltraBac toolbar, click "Select"/"Storage Device" to open the Device selection
window

Select 'BackupPath' tab.

Press the "Add New" button to create a new path.
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storage Devices

Tape CD/DWD | BackupPath  Tivoli  FTP  Image Partition Femote

-~ & Backup Path device can be any local or remaote drive path where the uzer haz
g permizzion to write files, The selected storage device iz highlighted.

) AddDevice ¥ J & Find

Mame | Description | Path
BackupPatho LABOY_SOL_Agent Whub-vni-gatibackug
B ackupPathl LaB0v7-03-2_FbF_LIBFD Wub-vr-gatbackug
B ackupPathz LaBO7-03-2_FbF_ 55 Wub-vr-gatsbackuy
BackupPath3 LABOY-03xE4-1_FbF_LIBFD Yub-vmn-gatbackug
BackupPathd LABOY-03wE4-1_FbF 55 Wub-vn-gatbackug

B ackupPath? JltraBac Dizk Storage Device Whetoragel backup
BackupPathi ltraB ac Digk Storage Device 3

4 11T} [ 3

| Clese |

Fig. 1 - Storage device selection window.

Type a user defined name into the "Device Name" field as it should appear in UltraBac's log files.
Type the UNC path to be used for storing UltraBac's output files.

254



Knowledge Base

LItraBac Disk Storage Device Properti

Ligted below are the properties of an UltraBac Digk Storage Device, UltraB ac will store backup
autput files in the path vau zpecify belaw.

~Device Mame

|L|ItraBa|: Dizk, Storage Device |

~ Path far Device

|"u"'.Server"~E$'x|mages"\| || Browse |

MedaLimtMB(] | |
File: Limit M

~duto Deletion of Old Backups

Delete Backups Older than ¥ Days [ I:I

Ok, [ Cancel | | Add/EditMetwork Share Info |

Fig. 2 - Specifying the backup target path.

When selecting the "Limit Size per media" option, enter the maximum disk space, in MBs, that
UltraBac is allowed to use.

When no longer necessary, defined disk paths can be deleted using the "Delete" button or edited
by using the "Properties” button. Refer to the Chapter "Disk-to-Disk Backups" in the manual for
more information.

NOTE: If a fixed disk device reaches capacity during backup the user will be prompted to supply
another volume to continue. If the user selects OK at the prompt, the previous backup files are in
danger of being overwritten. If there is the possibility the fixed disk device will reach capacity

during a scheduled backup, supply an alternate target device to which an overflow may cascade.

Auto Deletion of Old Backups

Checking "Delete Backups Older than X Days" will allow UltraBac to write multiple days' worth of
backups to the same BackupPath device, and keep only an archive of the specified number of
days.

Delete Backups Older than # Days

Fig. 5 - Auto deletion of old backups.

[.ﬁ.utu Deletion of 01d Backups
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To specify the number of days to store backups:
1. Check "Delete Backups Older than X Days."
2. Specify the number of days to store the backups in the field to the right of the checkbox.

3. Click "OK" in the "Disk Storage Device Properties” screen.
NOTE: UltraBac will clear the old backups at the end of a successful backup.

More Information:

See UBQ: UBQ000041 — Selecting a Storage Device
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UBQO000060: Static Mirror Image Recovery

UBQ ID Number: UBQ000060
Last Modified: 2005-05-19

Summary:

Recovering a system disk from a Static Mirror Image backup

Details:

There are several ways to recover a failed system using a static mirrored image hard drive:

1. Change SCSI BIOS — Used to minimize down time when the failed drive is the system

drive.
1. Modify the SCSI BIOS to boot from the mirrored hard drive.
2. Reboot (This must be an image of the system drive.)
3. Perform any other applicable restores.
4. Replace failed hard disk as soon as possible.

2. Replace failed hard drive with image hard drive (Used for any failed drive.)

1.

2. Power down, remove the failed hard drive, and substitute it with the image hard
drive.

3. Reboot.

4. Perform any other applicable restores.
5. Replace failed hard disk as soon as possible.

NOTE: With each Integrated Static Mirror Image backup, UltraBac compares disk size and
checks for an assigned drive letter before using a target drive. This helps prevent the production
disk (which was a backup target disk) from being used as a target disk during future backups.

More Information:

See User Manual: Static Mirror Image Backup
See UBQ: UBOQ000024 — What is an Image Backup?
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UBQO00069: Troubleshooting SMTP

UBQ ID: UBQ000069
Last Modified: 2005-09-13

Summary:

UltraBac has the ability to use SMTP notification using any local SMTP server. UltraBac's SMTP
notification does not support off-site SMTP servers or have the ability to pass through a firewall.

Details:

The "From" and "To" email addresses must be of a proper form. (example:
something@something.something). test@asdf is not of valid form because it doesn't contain a
period or top level domain. Additionally, if relaying is prohibited on the target SMTP server, and/or
only certain users are allowed to use the SMTP server, then it may be necessary to provide a
legitimate email address in the "From" and "To" fields.

SMTP TROUBLESHOOTING SCRIPT
Use the following script to test SMTP. Type only the bold text:

1. C:\>telnet mail.mailserver.com 25
Trying 207.149.155.154...
Connected to mail.mailserver.com.
Escape character is "]
220 SERVER.MAILSERVER.COM ESMTP Server (Microsoft Exchange Internet Malil
Service 5.5.1960.3) ready
helo mailserver.com
250 OK
mail from:<sender@mailserver.com>
250 OK - mail from <sender@ultrabac.com>
rcpt to:<recipient@mailserver.com>
250 OK - Recipient <recipient@mailserver.com>
data
354 Send data. End with CRLF.CRLF
Date: 3 Jan 00 1429 EDT
From: Sender <sender@mailserver.com>
Subject: Testing
To: Recipient <recipient@mailserver.com>
To: Recipientl <recipientl@mailserver.com>
cc: Recipient2 <recipient2@mailserver.com>
Testing Line 1
Testing Line 2

quit
If this script fails, UltraBac will not be able to connect to the SMTP server.

ERROR WSA 10060
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Q. Why do | get an error like: "SMTP error connecting to SMTP server WSA 10060"?

A. The connection may be timing out due to a slow link. Increase the retransmission timeout
value of the following registry key to 10 or even 20.

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\TcpMaxData
Retransmissions

See UBQ: UBQ000162 Non-UltraBac Specific Reqistry Keys

More about this registry key is found in Microsoft's Q191143 article. For information:
http://support.microsoft.com/support/kb/articles/Q191/1/43.ASP

More Information:

See User Manual: Scheduled Backup Options
See UB0Q000162: Non-UltraBac Specific Reqgistry Keys
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UBQO000080: Incremental/Differential Backups and

the Archive Bit

UBQ ID Number: UBQ000080

Last Modified: 2010-01-15

Summary:

How to set up incremental and differential backup sets, and how to use the "clear archive bit"

function.

Details:

Once the drives from a computer have been loaded into the Backup Set Editor screen, unselect
all files by deselecting the blue box at the top of the file tree.

Modified files can then be selected by right-clicking the desired drive\folder and clicking "Include
<drive\folder>..." This will open the "Include/Exclude Files" dialog (see Fig. 2).

= ; E: % - UltraBac Management Console - [Backup of UBDOC [Mot Saved] @...
© poem : :

Backup Restore Manage Tools View Support
Connected to: @L @Ll \]
|uBDOC - . Frr Ly
Mew Open Action Badku
e Group

[

=[] ] Backup of UBDOC @ UBDOC Marne | size | Date Maodified | Attrib... |

= EIE (File-b}_{fﬂe Local Agent) 0] Documents and Settings 0 5132009 5:51:22 AM

4 D= ot iles 0 12/1/20004:25:32PM R

[ s Ve 63 oo olurne Information 0 S5/14/20091:21:39PM  HS__
O] WINDO WS 0 S/14/2009 2:02:07 PM
"] wmpub 0 5/13/200% 5:47:50 AM

0[] AUTOEREC BAT O 5/13/2000 5:147:52 AM A

0[] boct.ini 210 5/14/2009 111928 PM RHSA_

0[] conFa.svs O S/13/2009 5:47:52 M A

0 ]1o.5v5 0 5/13/2009 5:47:32 AM  RHSA_

0] Ms00s.515 0 5/13/2009 5:47:32 AM  RHSA_
] j msizap.exe 92 KB 21712007 11:31:35 PM

[ ] WTDETECT.COM 47 KB S/14/2009 1:17:09 PM  RHSA__

0[] ntidr ZO0KE  5/14/2009 1:17:09 FM  RHSA_

Fig. 1 - Backup Set Editor "Include" option.

The "Include/Exclude Files" dialog allows the user to either include or exclude files based on
creation/modification date, name, and file extension.
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Include/Exclude Files x

Enter the file name or file selection pattern of the file pou wigh to include or
emclude fram the file selection set.

Selection: # |nciude Files
Exclude Files
File Name: (<Al fles in C:h -
Subdirectories: Inzlude subdirectaries.
By Modification D ate: Since beginning of month

Since beginning of day
Since beginning of week.
& Modified files [Archive bit).

I the last

[ @
Modified [1—= days ago.

1= daysz.

ak [ Cancel |

Fig. 2 - "Include/Exclude Files" Dialog.

The "By Modification Date" option lists:
Since beginning of month
Since beginning of day

Since beginning of week
Modified files (Archive bit)

In the last <x> days

Modified <x> days ago

The "Since beginning of month" option automatically selects all files modified since the first of the
month for backup. This selection is a "pseudo” differential backup based on having performed a
full backup at the end of the previous month.

The "Since beginning of week" option automatically selects all files modified beginning on
Monday. This selection is a "pseudo” differential backup based on having performed a full backup
at the end of the previous week.

The "Since beginning of day" option automatically selects all files modified beginning at "00:01" or
"12:01am." This selection is a "pseudo” differential backup based on having performed a full
backup at the end of the previous day.

The "Modified files (Archive bit)" option automatically selects any file with its archive bit set.

The "In the last <x> days" option automatically selects all files modified beginning "<x>" days ago,
the user-specified number determining the selection logic. This selection is a "pseudo” differential
backup based on having performed a full backup at the end of the day prior to <x>. For example,

a value of 0 means "files modified since today." A value of 10 means "files modified since 10 days
ago."
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The "Modified <x> days ago" option automatically selects all files modified "<x>" days ago. This
selection only backs up files modified on the user-specified day.

NOTE: The selection logic is relative to when the set starts not when the backup group is
launched. Starting a multiple set backup that spans across midnight will result in all post-
midnight sets using the next day as the selection logic base. In other words, when the
group/job spans midnight it results in different selection logics being applied to pre-midnight
and post-midnight sets.

Clearing the Archive Bit - Scheduled Backups

The option to clear archive bits during scheduled backups can be set in either the Backup Group
Options (Fig. 3) to clear the archive bits following all File-by-File backup sets included in the
Group, or the Backup Set Options (Fig. 4) to clear the archive bits for the individual set. When the
archive bits are cleared during a backup, this sets up the possibility of using the "Modified files
(Archive bit)" option to perform an incremental or differential backup.

Edit Properties for Backup Group: Backup_of _LBDOC, LBE

Dates Description  File Selection Setz - Options | Maotification Devices  Library  Media Pool

L}
'"';) Specify optionz faor thiz Backup Group.

-~

~ Before backup options ~ —After backup options
Clear ztorage media. Werify after backup
[] Retension tape [] Compare ta disk during verify
71 un “Before job | Rewind Medis -]
| [ Fiun “&fter” job

~ Dwring backup options
[] Back up System State

[T Dizable media spanning
[V]iClear archive bit for all sets

k. [ Cancel |

Fig. 3 - Backup Group Options, "Clear archive bit for all sets."
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Set Properties

Description  Before/Ater Jobs = File-by-File Agent - Backup Set Options

Select the Backup options that will be saved in the Backup set.

Enumerate Reparse Points [] Enable Locked Fille Backup
Backup Resolved Reparse Points
[] Maintain Last Access Date {Can be slow)

Disable Last Access Date for remote ﬂearan::hwebrt
backups

Agent Host

Ok Cancel

Fig. 4 - Backup Set Options, "Clear archive bit."
Clearing the Archive Bit - "Run Backup Now" (Ad-hoc) Backups

The setting to clear archive bits during "Run Backup Now" (ad-hoc) backups can be set in either
the Backup Set Options (Fig. 4), or in the "Backup Options" dialog (Fig. 5) prior to starting the
backup. When the archive bits are cleared during a backup, this sets up the possibility of using
the "Modified files (Archive bit)" option to perform an incremental or differential backup.
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Backup Options

a Specify the options to use during this backup.

Enter the description of this backup. This description will be used to identify this backup along
with the backup datetime and path.

|Eackup of UBDOC |

Back up to Device: BackupPath(

Options
[T] Clear Media
[ Verify After

{Backup) [ Cancel |

Fig. 4 - "Run Backup Now" Backup Options, "Clear archive bit."

Incremental vs. Differential Backups

The difference between incremental and differential backups is simply when and how often the
archive bits are cleared. If you choose to clear the archive bits during the full backups, and then
run a series of backups where the "Modified files (Archive bit)" option is selected but the archive
bit is not cleared, then this is a "differential" backup. However, if you continue to clear the archive
bits during the backups where the "Modified files (Archive bit)" option is selected, this is called an
“incremental" backup. There are pros and cons to each type of backup.

Incremental backups where the archive bits are cleared during the "modified files" backup means
that each backup will be relatively small and take less time. However, it also means that if a
restore of the entire disk is needed, the last full backup then each subsequent incremental
backup will need to be restored, in the correct order, to get all files to their most recent backup
state.

With a differential backup, the archive bits are only cleared during the full backup, but not during
each "modified files" backup. This means that each backup will gradually increase in both time
and size, but also means that if a restore of the entire disk is needed, only two restores are
needed — the full backup, and the last differential backup.

Both backup methods reduce backup time and size, an incremental reducing backup time and
storage requirements, and a differential reducing restore time but requiring more space. The

particular method employed will depend on the client's needs, as both incremental and differential
backups have reasons for being used, or not used, as the case might be.

More Information:
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See User Manual: Incremental/Differential Backups - Image Agent
See User Manual: Incremental/Differential Backups - File-by-File Agent
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UBQO000091: Solving SCSI/CRC Errors

UBQ ID Number: UBQ000091
Last Modified: 2005-09-13

Summary:

Common causes of errors such as "Cyclic Redundancy Check" (CRC), "Write Worker Thread",
and errors 23, 1111, and 1117.

Details:

Question:
| am getting CRC errors/SCSI errors. What is causing this?
Answer:

When you start seeing cyclic redundancy check (CRC) errors, that generally indicates one of a
few things:

Dirty Tape Head

To fix this, run a tape head cleaner through your tape device a few times.

Bad Tape

The tape may have bad sectors or is getting old and the coating material is coming off or has
stretched due to high heat and/or use. Do you retire your 4/8mm tapes after 30-50 passes?
Based on our experience, after approximately 50 passes, 4/8mm tapes can become unreliable. If
a tape has defective segments, the drive will attempt to write a data block "NNN" number of times
(127 times for 4mm) before it skips a bad tape segment and moves on to the next. In such a
case, a backup that normally takes 1 gigabyte can fill a tape. Another tip off is a backup that
starts taking a lot more time than normal. There is a life cycle variation with some brands and
types of tapes becoming unreliable earlier than others; e.g. DLT tapes can be used 100's of
times. It's not worth jeopardizing your backups by using a tape until it fails! Also note that some
brands of tapes seem to be more prone to bad sectors than others when used on different
manufacturers tape drives. If a new tape fails, try using another brand of tape, or use a tape that
is absolutely known to be good and see if it behaves differently.

Bad Tape Drive

A bad tape drive can be manifested any number of ways, including 1/O errors, CRC errors and
filling up tape. In one documented case, a technician removed the top of a 4mm tape drive and
watched a backup go through an error free cycle without the tape moving an inch! This is a good
example why it's important to always verify after a backup -- it would show an immediate error in
such a case as the previous example. UltraBac has been programmed to accumulate tape drive
errors and terminate a backup if more than "NNN" number of errors occur during a backup. The
default registry setting is 100 errors.
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Termination or Other Cabling Problems

Check to make sure your system is using active termination. Only very old SCSI devices use
passive termination! Note that every SCSI controller has both internal & external device
capability. If your system does not have any external devices, you must either have an active
terminator plugged into the controller's external socket or you must deactivate the external SCSI
devices option by using the manufacturer's software utility. Also note that almost every disk offers
active termination through a jumper setting option on the drive itself. If you are experiencing SCSI
errors, first remove all non-disk and tape SCSI devices from the bus experiencing the problem,
e.g. scanners, CD drives, etc. Some of these devices can cause undue noise on the bus resulting
in SCSI CRC errors. If problems continue, check each disk device and verify that it has not been
jumped to provide active termination unless it is the last internal device on the cable! If you have
an external disk cabinet, verify the same but the cabinet should be terminated with an external
active terminator (so that another device can be easily added). If problems persist, remove all
non-essential devices except one disk & tape. Swap cables to eliminate this as a problem.
Sometimes an external cable will work between the controller and the first device but won't work
between the first and second device (due to low quality).

Bus Termination Power

Normally the SCSI controller provides power to the bus for termination (this is the power source
that makes the light shine on the active terminator at the end of the SCSI chain). When a new
computer system is delivered from a major vendor, bus power is almost always properly applied.
However, a serious problem can exist or be created because brand new disk drives are usually
jumpered to also apply bus termination power when pulled new out of the box. If the SCSI
controller and a disk drive both apply bus termination power, intermittent SCSI problems will
occur during backup. Based on our experience, double bus termination power is a leading cause
of backup problems when upgrading to a high performance backup program even though normal
disk activity does not seem to suffer or the standard NT/2000 backup applet works OK.
Unfortunately, the only way to eliminate this as a problem is by examining each internal &
external disk for its jumper settings.

A problem with the SCSI card on the computer itself.

Question:

| am receiving 1111 or 1117 errors. What is most likely the problem?
Answer:

Check your SCSI configuration:

What type SCSI controller do you have?

What is the physical configuration, internal and external?

Check for proper termination power, termination (Active, NOT Passive).
Check your Cabling. Swap cabling if possible and retest.

Check the card itself. Run diagnostics and/or switch cards if possible.

Termination is quite often the problem with 1111 and 1117 errors especially if these errors don't
occur on backup and DO occur on verify. You should always verify all backups for this reason.

More Information:
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See UBQ: UBOQ000092 — Solving Typical SCSI Problems
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UBQO000092: Solving Typical SCSI Problems

UBQ ID Number: UBQ000092
Last Modified: Last Modified: 2010-01-21

Summary:

Installing a SCSI based storage device drive with removable media often creates a problem
which can be extremely frustrating and time consuming to track down! Understanding SCSI is a
fundamental requirement to solving problems introduced by changing or adding devices on a
SCSI bus.

SCSil stands for Small Computer System Interface. SCSI has allowed diverse peripheral
manufacturers to develop new devices for a broad range of platforms.

SCSI devices are connected and cabled together in a daisy chain to the SCSI adapter card or
controller. Each device must have a unique address which is normally 0-6. A SCSI controller
supports one chain usually which allows both internal and external devices to be connected. The
controller is normally assigned device number 7. The internal cable is a flat ribbon cable with 1-7
IDC connectors. One end of the ribbon cable is plugged into a connector block on the controller
card and then is plugged into each internal device and is terminated at the last device. The
external cable is round and connects to the outside plug on the controller card and can come with
3 different combinations of external connector plugs. The connector plug will either be a 50 pin
Centronics (SCSI 1), a 50 pin mini-D shell or MDS50 (SCSI 2), or a 68 pin mini-micro (SCSI 3)
connector. Note that the controller card may have a jumper setting which must be enabled to
allow external devices. When the controller is set to allow external devices, an external
termination plug is then required.

SCSI devices can be connected together using either a Single Ended or Differential SCSI Bus.
Basically, Single Ended Buses are less expensive and more restrictive in length (from to 3to 6
meters). Differential Buses are more expensive and allow a much longer cable length (up to 12
meters). The vast majority of devices installed today are Single Ended, therefore, for the purpose
of the following discussion, it is assumed that you will have a Single Ended bus and devices.

The primary problem with connecting external SCSI devices to a working system is corruption
(electrical noise on the bus and/or termination voltage that is either too high or too low) which is
interjected by either cabling or termination. There is no substitute for quality cabling and
termination!

Excessive electrical interference is invisible to see, however, the result is always (1) the device is
not recognized by the adapter card, (2) it completely fails to work, (3) seems to work but has
excessive errors or, (4) works for awhile but then has a fatal error. The errors can be either on the
backup or restore/verify operation side. The device may seem to backup OK but then will fail
when attempting to read the media. These are all classic SCSI problems.

In some instances, the cause for electrical interference on a SCSI bus already exists but is only
manifested when either a new device is added or when an application is installed which drives the
bus to higher performance levels. Either condition can cause a marginal system with a problem to
fail where previously the level of corruption did not cause any noticeable failures. A SCSI
peripheral will retry sending a block of data a number of times before failing, with a hardware
error, therefore, note that a system with a marginal problem can also cause the system to run
slowly but without any hard errors until something changes on the system like adding a new
device.
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Details:
Cabling

Cabling can be too long, too short, be of poor quality or simply defective. A 100% SCSI 1 system
can have a maximum cable length of 6 meters (about 19 feet). This includes both the internal &
external cable length from the controller card to the ends of the SCSI chain (including the ribbon
cabling inside external cabinets). SCSI 2/3 systems can only be about 3 meters. As a general
rule, keep cables as short as possible but not under 6 inches. Be wary of inexpensive cables,
which are often delivered with a new device. A quality cable is always thick because it has every
data wire wrapped with a separate ground wire. The best cables have gold-coated connectors for
maximum conductivity and have a ferrite ring around the cable end closest to the device to
reduce or eliminate interference and cost around $85 dollars.

Termination

There are two types of termination, passive and active. An external terminator is a cap that fits on
the last device in the chain. The internal chain is also terminated on the last device, however,
termination may be provided by either a jumper setting on the last device (typically a disk drive), a
set of removable resistors (either tape or disk), or by an external terminator block which is
specially designed to terminate the last device on an internal SCSI bus.

Only SCSI 1 systems can use passive terminators! Passive terminators do not regulate
voltage, which can end up being either too high or too low. Either condition will cause corruption
that gets progressively worse as the length of the chain gets longer. Even if you have a SCSI 1
system, use an active terminator. All current model disk drives provide active termination when
this option is used. Never mix passive and active terminators on the same bus!

While each end of the SCSI bus must be terminated properly (internal & external), accidental
double termination will also cause excessive electrical interference. Double termination is most
often caused when one or more SCSI devices on either the internal or external chain are set to
provide termination. An "internal” example of this would be to add a new tape drive as the last
device on the internal cable and setting it to provide termination without removing the termination
setting of the disk drive which was the previous last device. An "external" example would be to
add another external device and add a terminator plug when the previous last device is also set
to provide termination.

Active terminators use one or more voltage regulators to ensure that the correct voltage is
provided with lower signal distortion. A high quality active terminator provides better voltage
regulation! Granite Digital's active terminator automatically adjusts voltage and provides
information regarding both the status of bus termination and power but also activity. Granite
Digital products can be purchased through BEI or can be ordered directly from Granite Digital at
(510) 471-6442 or "http://www.scsipro.com ".

Bus Termination Power

Power to the terminator is either supplied by the adapter card or is provided by a SCSI peripheral
device, e.g. disk drive. Termination of the last device and termination power are not the
same thing! Another common cause for corruption is when both the adapter card and a SCSI
peripheral device are set to provide termination power to the bus. As a general rule, only the
adapter card should be set to provide termination power to the SCSI chain. Newer SCSI devices
usually have a setting which can also provide termination power. All external and internal devices
should have termination power disabled! Note, however, the bus must have termination power.
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This is normally visible with active termination. An external active termination cap has an LED
diode which is lighted (typically green) when power is applied to the bus.

SCSI Address Conflicts

Each device on an adapter card requires a unique address. A device's unique address is either
set by jumper settings or dipswitches on the device itself or by means of an address clicker when
housed in an external cabinet. When adding a new device in an external cabinet which is set
properly for the address externally but fails to be recognized by the adapter card or the system
fails to boot, remove the cabinet cover and verify that the clicker connector is actually connected
to the address pins on the device and check the termination status to verify that is set correctly.

Troubleshooting

When trying to solve SCSI induced problems, basically follow these guidelines:

1. Calculate the total SCSI cabling length and verify that it does not exceed the maximum
length.

2. Inspect the cables and connectors for problems and fit — disconnect, reconnect and test
again.

3. |If a storage device drive is added as the last device and does not work, remove all
intermediary devices and retest with the storage device drive connected with a known
working cable directly to the adapter card.

4. Use the shortest cables possible.

5. Only use quality cables — spend the extra money!

6. Ensure that the adapter card provides termination power and that no other device is also
providing power.

7. When attaching external devices, ensure that the adapter card is physically set correctly.
Adapter cards must also be modified occasionally to change the default operational
characteristics, e.g. set-up mode for Adaptec SCSI controllers is accessed by pressing
CTRL-A during the boot process.

8. Only use a quality external terminator — spend the extra money!

9. Ensure that every SCSI device has a unique address.

10. Ensure that only the last device on both the internal and external cable is terminated with
active termination.

11. Use a quality external cabinet with the best power supply you can find.

12. Put the PC and all attached SCSI peripherals on a regulated power source, e.g. UPS.
BEI has noticed that tape drives are more susceptible to power problems than disk
drives.

In closing, when testing a problem SCSI device that is new, it helps to know that the device, the
cable and the terminator work correctly. Parallel testing can often be accomplished on another
machine or by removing similar equipment from a known working machine and installing and
testing on the problem machine. This allows the trouble shooter to focus on the areas, which
must actually be causing the problem! In the end, finding a problem is simply a process of
elimination. Try the obvious first and then check every possible cause, no matter how remote,
one at a time, to discover the source of the problem. It can turn out to be something as simple
(but hard to find) as one defective IDC connector on an internal ribbon cable within an external
cabinet!

More Information:

See UBQ: UBOQ000091 — Solving SCSI/CRC Errors
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UBQO000112: Troubleshooting Permissions Issues
UBQ ID Number: UBQ000112

Last Modified: 2011-05-26

Summary:

Troubleshooting steps to be used when receiving "Access Denied" error messages during
backups.

Details:

UltraBac Management Service Account Permissions

NOTE: This should only be changed if you are having permission errors.

The following user rights need to be assigned to the account specified for the UltraBac
Management service:

e Logon as a Service
e Backup operator.

It is recommended that the UBMS account be given Domain Admin privileges. If UltraBac is going
to function in a domain, it really is best to make the UltraBac user a "Domain Admin" as the
registry backup functions require access to the admin shares (e.g. C$) of the remote machines. If
UltraBac is only going to backup a local machine's resources (not its registry) then membership in
"Backup Operators" is sufficient.

Another safety feature that you can do if you are worried about security is to remove the privilege

to "Log on locally" from the UltraBac user, and this will prevent anyone from logging on as
UltraBac without affecting the operation of scheduled jobs.

File Permissions

There are three situations in which UltraBac will not restore file permissions:

e "Restore security permissions" and "restore security permissions on existing folders" is
deselected.

e The restore is being sent to a FAT partition instead of NTFS, so the permissions won't
restore

e The files are being restored to a non-NT/2000 machine. (Unix using Samba, etc.)

Backing Up Across Domains
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If there is a trust relationship, then make sure that the UltraBac user is a local administrator on
the machine you are trying to backup. If there is not a trust relationship, you would treat the
remote machines as if they were in a workgroup. To do this you will need to add accounts to the
backup machine and the remote machine. So the backup machine will need to have an entry in
authentication so it can communicate with the remote machine, and the remote machine will need
to have authentication for the backup machine. This way you will have permissions going both
ways.

Setting Backup priority

When trying to run remote backup with High priority, you receive the following error:
Unable to set priority, error 87.

(The account on the remote computer has of course the necessary right to adjust process
priority.)

Go to "Manage" / “General" / "Backup Options" and change the priority to Normal and then see if
the error disappears. (High should never be selected due to the effect it can have on system
performance, and even on the performance of the backup process itself).

More Information:

See UB0Q000198: Backup Account Permissions
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UBQO000150: Installing the Media Library Driver
(Autoloader) in Windows 2008 / 2008 R2

UBQ ID Number: UBQ000150
Last Modified: 2010-01-14

Summary:
Installing the UltraBac Software Medium Changer Driver (Autoloader) in Windows 2008 / 2008 R2

Details:

1. Right-click "My Computer" then click "Manage."

Open
Explore

Map Metwark Drive. ..

Disconnect Metwork Drive...

Create Shortout
Delete
Rename

Properties

Fig. 1 - Opening the Server Manager Console.

2. Expand "Diagnostics" then click "Device Manager."
3. Expand "Medium Changer devices" in the right pane.

4. Right-click "Unknown Medium Changer" and select "Update Driver Software..."
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E,, Server Manager
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More Actions #
&8 Reliability and Performance
s Device Manager
ﬁl} Configuration

ﬂ Storage

Update Driver So
Disable
KF Metwork adal  Uninstall
ﬁ Processors
Sound. video Scan for hardware changes
L '}
: g‘ Storage cont  properties
-
-y Tape drives
Bl § Universal Serial Bus controllers
|Launche5 the Update Driver Software Wizard for the selected device.

Fig. 2 - "Update Driver Software..." for the Unknown Medium Changer.

5.

In the "Update Driver Software - Unknown Medium Changer" dialog, select "Browse my
computer for driver software."
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il Update Driver Software - Unknown Medium Changer

.
k ) || Update Driver Software - Unknown Medium Changer

How do you want to search for driver software?

<» Search automatically for updated driver software

Windows will search your computer and the Internet for the latest driver software for your

device.

<% Browse my computer for driver software
i Locate and install driver software manually.

Cancel |

Fig. 3 - "Update Driver Software" Driver Search Method Dialog.

6. Select "Let me pick from a list of device drivers on my computer."

i Update Driver Software - UltraBac Software Medium Changer Device

G

Update Driver Software - UltraBac Software Medium Changer Device

Browse for driver software on your computer

Search for driver software in this location:

v Include subfolders

j Browse... |

«» Let me pick from a list of device drivers on my computer

the same category as the device.

This list will show installed driver software compatible with the device, and all driver software in

[dexk

Cancel
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Fig. 4 - "Update Driver Software" Driver Search Location Dialog

7. Click "Have Disk."

il Update Driver Software - UltraBac Software Medium Changer Device ﬂ

6 || Update Driver Software - UltraBac Software Medium Changer Device

sSelect the device driver you want to install for this hardware.

o= Select the manufacturer and model of your hardware device and then click Mext. F you
= l have a disk that contains the driver you want to install, click Have Disk.

¥ Show compatible hardware

Model
E’ Unknown Medium Changer

5 This driver is digitally signed.
Tellme driver signing is important

Mext Cancel

Fig. 5 - "Update Driver Software" Device Driver Selection
8. Inthe "Install From Disk" dialog, browse to the "\Drivers\Win2k\" ("\Drivers\Win2k\x64" for

x64 systems) sub-folder of the UltraBac folder, select "mchgr.inf" then click "Open"/"OK."
9. Select "UltraBac Software Medium Changer Device" then click "Next."
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# Update Driver Software - Unknown Medium Changer

6 || Update Driver Software - Unknown Medium Changer

Select the device driver you want to install for this hardware.

8= Select the manufacturer and model of your hardware device and then click Mext. f you
= I hawve a disk that contains the driver you want to install, click Have Disk.

Thiz driver has an Authenticodeftm) signature. Have Disk... |
Tell me why driver signing is important

Mext

Cancel

Fig. 6 - "Hardware Update Wizard" Device Driver Selection.

10. An "Update Driver Warning" will appeatr, click "Yes" to continue.

Update Driver Warning =]

Installing this device driver is not recommended because Windows
cannot verify that it is compatible with yvour hardware, If the
driver is not compatible, your hardware wil not work correctly and
your computer might become unstable or stop working completely.
Do you want to continue installing this driver?

Yes MNo

Fig. 7 - "Update Driver Warning" Driver Installation Warning

11. Click "Close" to close the "Update Driver Software" dialog.

12. Confirm that the "UltraBac Software Medium Changer Device" has been installed
successfully.
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Universal Serial Bus controllers
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Actions
Device Manager «
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Fig. 8 - "Device Manager" showing the "UltraBac Medium Changer Device" driver.

13. Close the "Server Manager" window.

More Information:

User Manual: Media Library Controls
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UBQO000157: Configuring the UltraBac Centralized
Reporting Console

UBQ ID Number: UBQ000157
Last Modified: 2009-10-21

Summary:

Using UltraBac's Centralized Reporting Console, users may sync backup, verify, restore and
UltraCopy XML logs from multiple backup servers to a central location, then view them in an
easy-to-view tree or spreadsheet format. The Reporting Console accepts queries based on the
session's date/time range, and results can be restricted based on backup and/or agent host.
Results are displayed in either a log file tree or spreadsheet format with color-coded status icons
indicating which sessions encountered errors or warnings.

Details:

Prerequisites

e Internet Information Server (IIS) 6.0 (Windows 2003/XP) must be installed on the
machine hosting the Centralized Reporting Console. 1IS 7.0 (Windows 2008/Vista) is not
supported.

o Active Server Pages and ASP.NET support must be installed with 1IS.

e Microsoft .NET Framework 2.0 or later must be installed on the machine hosting the
Centralized Reporting Console.

e Internet Explorer 6.0 or later must be used to view the logs.

e UltraBac 9.x or later is required. Logs from older versions will not display.

Configuring Centralized Reporting

1. Click "Start"/"Run...," type "notepad" in the text box, then click "OK."

2. Click "File"/"Open," type "C:\Program Files\UltraBac
Software\UltraBac\Reporting\synclogs.aspx" in the text box, then click "Open."

3. Replace "UBCR_SERVERNAME" with the name of the UltraBac Centralized Reporting
Server.

4. Replace"DOMAIN\username" with an account to use to connect to the backup server(s).

5. Replace"PASSWORD" with the password associated with the account specified.

-l

File Edit Format Yiew Help
<¥@ Page Language="vB" Debug="true" %> i’

<%
'Replace  UBCR_SERWVERMAME helow with the name of wour UBCR server.
rim Centralizedserver as string =" [[EEEEUGREEE"

'Replace  DoMAInwusername helow with account to be used To connect to each machine.
im UserMame as String =" Sl NETHeEwIE

'Replace  PASSWORD helow with the password to the account specified above.
rim Password as string ="EEEENeEE"

a | H

Fig. 1 - Editing the synclogs.aspx file

280



No

10.

11.

Knowledge Base

Click "File"/"Save" to save the changes.
Next, click "File"/"Open," type "C:\Program Files\UltraBac
Software\UltraBac\Reporting\synclogs.cmd" in the text box, then click "Open."

Replace "UBCR_SERVERNAME" with the name of the UltraBac Centralized Reporting
Server.

B synclogs.cmd - Motepad -0l x|
File Edit Format Yiew Help
date #t

4
time At

:: Replace "UBCR_SERVERMAME" below with the name of wour UBCR serwver.
=l e AU | R SERWER MAME

set tgtpath="\*Tgtswrixwublogs -
1 |

Fig. 2 - Editing the synclogs.cmd file

Click "File"/"Save" to save the changes.

Next, click "File"/"Open," type "C:\Program Files\UltraBac
Software\UltraBac\Reporting\GlobalSettings.vbs" in the text box, then click "Open."
Change the "WebSitePort" if necessary (Default: Port 80), otherwise change

"SettingsUpdated = FALSE" to "TRUE." The remaining settings are recommended to
remain unchanged.
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12.
13.

14.
15.

[P GlobalSettings.vhs - Motepad 1Ol =]
File Edit Formakt Wiew Help
=

'This file has all the Global sSettings. Please ensure all wvariables

‘are Correct before running createubcr.wsf or deleteubcr.wsf.

"¥OU MUST UPDATE SettingsUpdated wvarible to TRUE or script will not run.

'This is the name of the wehsite you wish to create.

sitename = "UBCR"

'This is the path where the website will reside.

sitepath = "C:i\InetPubwwwroothUBCR"

'This is an application pool that will be created to allow syncs and/sor
"lTaunching of remote hackups.

apppoolname = "UBCR"

'This is the port of the webhsite. pefault is 80, but if you have multiple
"websites on this machine wou may need to change this.

websiteport = "B0"

'This is where all the logs from all the machines will be sent.

UgLograth = "C:“UBLogs"

'This s always set to true unless used in a .msi script.

RUMNIMGWSCRIPT = "TRUE"

'This dis the name of the setup Tog file.

SetupLogFile = "UBCR.Log"

‘Change this to TRUE to acknowledge wou actually have set up these settings
"properTly so that the script will actually run.

settingsUpdated =

'Turn Debug onfoff

myDebug = O

'This is the index number assigned to the website. This should only be changed
"if another website is already using this number.

webIndexhumber = "1810"

'These settings for for running an executable.

MORMAL_WIMDOW = 1

HIDDEM_WINDOW = 12

.

4] H 4

Fig. 3 - Editing the GlobalSettings.vbs file

Click "File"/"Save" to save the changes then "File"/"Exit" to close Notepad.
Click "Start"/"Run...," type "C:\Program Files\UltraBac
Software\UltraBac\Reporting\createubcr.wsf" in the text box, then click "OK." This script
will perform the following functions:
e Copy files to the necessary locations.
e Create the central log folder (C:\UBLogs) and "ublogs" share.
e Create the UltraBac Centralized Reporting Console Application Pool within 1IS.
e Enable the required ASP/ASP.NET Web Extensions within IIS.
e Create and start the UltraBac Centralized Reporting Console web site within IIS.
Click "OK" to the prompts and note any errors.
The UltraBac Centralized Reporting Console has now been created.

Using the UltraBac Centralized Reporting Console

1.
2.
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3. If the list of UltraBac backup servers to be synced from needs to be edited, click "Edit
Servers.ini."
4. Add server hostname(s), then click "Save to Servers.ini."
5. Click "Sync Logs from Servers in Servers.ini" to sync logs.
Limitations

UltraBac must be installed to the default location (e.g. C:\Program Files\UItraBac
Software\UltraBac)

UltraBac Logs must be written to the default location (e.g. ..\UltraBac\Logs or
.\UltraBac\x64\Logs)

The UltraBac Centralized Reporting Logs Share "ublogs" must be configured to the
default location of C:\UBLogs

UltraBac version 9.0.x or greater must be used for backup.

Troubleshooting:

Windows Script Host Error 807700B7: "Cannot create a file when that file already exists"
message when createubcr.wsf is running

Check to make sure another web site is not currently started on the port specified in
GlobalSettings.vbs (Default: Port 80).

1.

2.
3.

Click "Start"/"Programs"/"Administrative Tools"/"Internet Information Services (lIS)
Manager"

Expand the tree and click on "Web Sites"

Confirm that no web site is currently running using the port specified in
GlobalSettings.vbs (Default: Port 80).

t Internet Information Services {115} Manager — |EI|1|
¥9 File | action  Wew ‘Window Help |_|ﬁl| |
€ | B@XEFRRB REZ])> mn
PJ Internet Information Services Description Identifier | State
E|----._,JUBDOC (local computer) gy -:1F'ur|n|ru;1 .

[#-__| Application Pools

+-_| Web Sites
o) Web Service Extensions

Fig. 4 - The "Web Sites" screen in [IS Manager

If a web site is currently running on the same port, either stop the web site or change the
"webSitePort" specified in GlobalSettings.vbs.

Error: "Server Error in '/' Application." message when attempting to sync or display logs

Check to make sure the Web Service Extension "ASP.NET v2.0.xxxxx" is installed and "Allowed"

in lIS.

1.

2.

Click "Start"/"Programs"/"Administrative Tools"/"Internet Information Services (lIS)
Manager"
Expand the tree and click on "Web Service Extensions"
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3. Confirm that "ASP.NET v2.0.xxxxx" is installed and and the status is "Allowed."

t Internet Information Services {II5) Manager ;Iglil
¥9 File Action Wiew Window Help |;|i|ﬁ|

¢» | AE TR @E| 2]y =0

-F..ﬁ Internet Information Services @ vieb Service Extensions
El-5,8 UBDOC (lacal computer)

E-_J Application Pools / | Web Service Extension | Skakus |
_J Weh Sites “F Al Unkrown CGI Extensians Prohibited
1. Wfeh Service Extensions Al “F Al Unknown ISAPT Exkensions Prohibited
o @ Active Server Pages Allowed
w @ ASPLMET vl 1.4322 Allowed
Properties t ASPLMET ¢ Allowed
- Internet Data Conneckor Prohibited
Server Side Includes Profibited
Tasks webDaY Prohibited

& add & new Web service extension. ..

E2 allow all Web service extensions for a
specific application...

2 Prohibit all web service extensions

@ Open Help

Extended A Standard _,/
| |

Fig. 5 - The "Web Service Extensions" screen in IIS Manager

If "ASP.NET v2.0.xxxxx" is not listed, install Microsoft .NET Framework 2.0 or later, or
perform a repair thru "Add/Remove Programs" in the Control Panel on the latest .NET
Framework installed.
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UBQO000162: Non-UltraBac Specific Registry Keys

UBQ ID Number: UBQ000162
Last Modified: 2000-06-06

Summary:

Registry keys that affect UltraBac fall into two categories, UltraBac Specific and Non-UltraBac
Specific. Non-UltraBac Specific Registry Keys are registry keys that UltraBac does not alter or
access directly but may affect the use of UltraBac. This article presents the Non-UltraBac Specific
Registry Keys.

When possible, registry keys should be set through their associated applications. Some "hidden"
registry keys must be set using Microsoft's regedt32.exe (preferred) or regedit.exe utility.

NOTE: This document supplies information used to edit the registry. Incorrectly editing the
registry can corrupt and destabilize your system configuration. Only experienced users should
edit the registry. Ensure spelling and capitalization and avoid typos. UltraBac suggest performing
a complete backup including the registry and familiarizing yourself with the restore process
before editing the registry.

Details:

TcpMaxDataRetransmissions:REG_DWORD

This registry entry increases how many times TCP re-transmits. If you configured UltraBac to use
SMTP for email notifications and you get an error similar to "SMTP error connecting to SMTP
server: WSA 10060" you may need to increase this value. Typically you would set it to 10. If this
fails to correct the problem increase this value to 20.
1. HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\TcpMaxDataRetransmissi

ons:REG_DWORD

The default value is 5 (which means TCP will re-transmit 5 times).

A value of 10 (or 20) will increase the re-transmit value accordingly.

More Information:

http://support.microsoft.com/support/kb/articles/0191/1/43.ASP
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UBQO000194: Configuring the UX Agent on a
Solaris Client

UBQ ID Number: UBQ000194
Last Modified: 2000-06-06

Summary:

Ultrabac UX Agent - Solaris/Intel Release
Release: 1.1

Details:

Introduction

The UltraBac UX Agent will allow you to backup files from your

Solaris workstation/server using UltraBac.

The Agent works as a daemon which allows you to connect to the Solaris
system at any time to perform backup or restore operations.

The agent can be used in one of two ways:

- INETD invoked.

- Standalone.

If you are using INETD or the newer XINETD to launch your network services
then the UBUX agent can automatically install itself. This will involve adding
entries to the /etc/inetd.conf and /etc/services files. After the entries are
added INETD must be restarted.

If you are using INETD run the "./install" script which will complete the
installation.

Standalone

Because some administrators prefer to not use INETD UX Agent provides the
"ubuxsrv" module which will once launched watch on TCP/IP port 1910 for
UltraBac connections and launch the Agent when needed. How you start ubuxsrv
is up to you. You may wish to invoke it from the command line as a background
task e.g. "./Jubuxsrv &" or you may wish to start it from a start up script.

When run in stand alone mode ubuxsrv assumes the "ubuxagentd" file is located
at "/opt/ultrabac" if this is not the case please read the documentation regarding
"ubux.conf" to change the default location.

Installation Location

The Solaris Agent for UltraBac will install to "/opt/ultrabac"

From here you can access the following programs:

ubuxsrv

This module allows the UX Agent to work independent of INETD or XINETD
This module still needs the ubuxagentd file.

ubuxpwd
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This module is used to set the password which will be needed in order
to access the computer to perform a backup or restore.

ubuxagentd

This is the actual backup agent file, you cannot invoke this directly.

It is either started by INETD/XINETD or ubuxsrv.

Configuration Files

/etc/ubuxpwd.conf

These are automatically generated when you run ubuxpwd to set the password. You
should not need to manually edit this file.
/etc/ubux.conf

The file contains the configuration data for the agent. See the main documentation
for help on this file.

More Information:

See User Manual: Ux Agent
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UBQO000198: Backup Account Permissions

UBQ ID Number: UBQ000198
Last Modified: 2011-05-26

Summary:

This document details the permissions required to run UltraBac software.

Details:
If any of the required permissions aren't allowed you will get an error similar to the following:

1. Unable to acquire backup/restore permissions.
2. Access denied Errors
3. You may not have the required permission to run this program.

To run the UltraBac Management Console, or to run backup jobs with UltraBac, the
following permissions are required:

SE_BACKUP_NAME, "Backup Files and Directories"

SE_CHANGE_NOTIFY_NAME, "Bypass Traverse Checking"
SE_INCREASE_QUOTA_NAME, "Increase Quotas"

SE_RESTORE_NAME, "Restore Files and Directories"

SE_SHUTDOWN_NAME, "Shut down the system" (for some reason required for registry
backups)

The following permissions are optional, but recommended:
SE_TCB_NAME, "Act as Part of the Operating System"
SE_INC_BASE_PRIORITY_NAME, "Increase Scheduling Priority"
SE_SECURITY_NAME,"Manage auditing and security log"
SE_TAKE_OWNERSHIP_NAME, "Take ownership of files or other objects"

These settings can be viewed on a local computer by going to the run line and typing
“secpol.msc”. From the domain level you would go to the run line and type” “Dompol.msc”

To refresh the permissions on a windows 2000 machine, you must either reboot, or run the
following commands:

SECEDIT /REFRESHPOLICY USER_POLICY /ENFORCE
SECEDIT /REFRESHPOLICY MACHINE_POLICY /ENFORCE

On a 2008r2/2008/2003/XP host, use this command:
gpupdate /force

For more information on the SECEDIT command, please see the following Microsoft KB
article: http://technet.microsoft.com/en-us/library/bb490997.aspx
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For more information on the GPUPDATE command, please see the following Microsoft KB
article: http://technet.microsoft.com/en-us/library/bb490983.aspx

We also have a utility that automates this. To give the necessary privileges to domain\admin on
\\SERVER you would use the following utilities: ftp:/ftp.ultrabac.com/pub/utils/bupriv/bupriv.zip

This also requires the ntrights.exe from the NT Resource Kkit.

Once you have ntrights.exe, bupriv.ini and forbupriv.cmd in a temp folder, run the
following command:

forbupriv domain\admin \\server

To use this command you must have a file called bupriv.ini in the same directory
as this command file. You must also specify at least one command line option.

Example: forbupriv DOMAINNAME\USERNAME

To add the privileges to another machine in the network you must specify 2 options
at the command line.

Example: forbuipriv DOMAINNAME\USERNAME W\COMPUTERNAME

Once this has been run you will need to refresh the permissions.

More Information:

See UBQ: UBQ000112 — Trouble Shooting Permissions Issues
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UBQO000205: Microsoft SQL "WITH MOVE" Option

UBQ ID Number: UBQ000205
Last Modified: 2010-01-12

Summary:

This document details the process of restoring a Microsoft SQL database to an alternate location
(or with an alternate database name) using UltraBac.

Details:

UltraBac has the ability to move Microsoft SQL databases to either an alternate SQL server or to
the same server (renaming the Databases) by using the SQL "WITH MOVE" option when
restoring.

To use the "WITH MOVE" option, the exact database file names (both the data and log files) will
need to be known. This information can be found in the backup index, after the database name.
Using the "Northwind" database as an example, the database file names are "Northwind" and
"Northwind_log".

i ii Kl B & % = UltraBac Management Console - [Index for Bac...

Backup Restore ar View Support

Connected to: ‘ T
|UBDDC - |

Media Online Database

-

|
= Di Backup: SQL Agent @ | Mame
= g {S0L Agert) O D master{master, mastlog)
@[] usDoC 0 D model{modeldery, modellog)
| ] msdb(MsOEData, MSOBELog)
# HMorthwind(Morthwind, Northwind_log)

Fig. 1 - Names of the database files.

Performing the Restore

In this example, the restore will be moving a database to a different SQL Server. When using the
"WITH MOVE" option, only one database can be restored per operation.

The drive and the path where the new files will go does not have to be the same as the original,

but the path must exist before the restore is performed. When restoring to the same server the
same path where the original files are can be used, but the actual file names MUST be changed
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and an alternate database name must be supplied or the original database / database files will be
over written.

1. Launch the Restore by clicking the “Restore tab, then selecting an option from "Locate
Backup Index."
2. Load the index for restore.
3. Select the database for restore.
4. Click "Action"/"Restore this Backup."
5. Inthe UltraBac SQL Agent Restore Options dialog, change the "Restore Destination" to
the target server name.
6. Click "SQL MOVE Parameters."
SOL MOYE Parameters
Edit SOL MOVE Parameters
~dlkernate databaze name
| Mortheind_Restored
= Restore to path
|E:RNnrthwind_F|estnred'x | | Browse
= D atabaze files and logs
Original D atabaze File Hame | Festore &s
Harthwind C:\Morthwind_Restoredynortbwsnd. mdf
Harthwind_lag C:AMorthwind_Festoredsnartbsnd. |df
4 Il b
| fdd [ | Edit | | Bemave
k. | Cancel
Fig. 2 - SQL MOVE Parameters dialog.
7. Inthe "Alternate database name" box, enter the desired database name.
8. Inthe "Restore to path" box, type the new path for the database.
9. If the "Database files and logs" section did not auto-populate, click "Add."
10. In the "Original Database File Name" box, type in the original file name (without typing

the .mdf).
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11. In the "Restore As" box, type the path of the file and the file name (making sure to
rename the file if needed) using .mdf/.Idf.

12. Repeat steps 9-11 for the transaction logs.

13. Click "Next"/"Restore"

When the restore is finished there will be a new database with the "Alternate database name" on
the SQL server specified.

More Information:

UltraBac User Manual: SOL Agent
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UBQO000210: UltraBac Backup Output Files

UBQ ID Number: UBQ000210
Last Modified: 201-02-25

Summary:

This article explains the files structure of how UltraBac writes it's backup files to disk.

Details:

When UltraBac writes to disk, it is VERY important to understand you should NEVER delete files
from a backup path. If you delete any of UltraBac's backup files you might not be able to restore
from that backup.

UltraBac uses files called .ubd

00010000.ubd --> will always be a Header file. This tells UltraBac that it is an UltraBac Storage
device.

00020000.ubd --> will always be Data.

00020001.ubd --> will be data continuing on from the first data file.

00030000.ubd --> will always be an Index.

00040000.ubd --> will either be the End of media marker (0 KB in size) or another Data file

By default UltraBac will break the backups into 512mb chunks.
When "Clear Media" option is checked in the Scheduler, it will clear all UltraBac backup files from

that BackupPath. If it is need to have an archive of backups on disk, it is better NOT to delete
files from the BackupPath, but to use the option to delete backups after “x” amount of days.
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UBQO000227: Recovering to an Exchange 2003
Recovery store

UBQ ID Number: UBQ000227
Last Modified: 2010-01-15

Summary:

Microsoft has added the ability to restore a full Exchange data store to an alternate Recovery
store, for the purpose of mail item and mailbox recovery. This can eliminate the need to perform
individual mailbox backups.

Details:

The first step in using a Recovery store is creating a Recover Storage Group. In the Exchange
System Manager, browse down to the Exchange server (under Servers), right-click and select
"New"/"Recovery Storage Group".

‘*. Exchange System Manager !EI

‘55 File  Action Yiew window  Help |_|E’|E|
€ = |[@m] 2| 2

"‘.LJ Exchange Organization (Exchange) Exchange Organization {(Exchange)
{3 Elobal Settings |N—|—
; ame

[+ Recipients =
: |_dGlobal Setkings

= Servers -

= E = L0 -inients

‘ = Skark Mailbox Management Process

[+-{_ 3 Conn ers

F-{3 Folde  All Tasks 3 Recavery Storage Group. ..

Mew \Windaw Fram Here

Zuk

Copy
Refresh

Properties

Help

L)
|Create a new storage group ko recover a dakabase | |

Fig. 1 - Creating a Recovery Storage Group.

For detailed directions on setting up a Recovery Storage Group, see:
Microsoft Technet: Setting up a Recovery Storage Group

Once the Recovery Storage Group is created, and the Recovery Store database is dismounted
and set to be overwritten, perform an Exchange Database restore as specified in the UltraBac
User Manual:

UltraBac User Manual: Exchange Agent
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With the Recovery Store in it's default state, the UltraBac Exchange Agent will write the restore to
the Recovery Store, and will not effect the active database.

Notes - Please Read:

Do NOT dismount the active Exchange Storage Group.

Do NOT check "This database can be overwritten by a restore" on the active Exchange Storage
Group.

At no time during the Recovery Store restore process does the original Storage Group need to be

dismounted, or have any settings changed. Any changes made to the original Storage Group
could result in that Storage Group being overwritten by the restore.

More Information:

For a full reference guide on using Exchange Recovery Stores, see the Microsoft TechNet:
Using Exchange Server 2003 Recovery Storage Groups

For a full reference guide on merging data from the Recovery Store to the active Exchange store,
see the Microsoft TechNet:
Exchange Server 2003 SP1 Recover Mailbox Data Feature

See UB0Q000250: Exchange 2007 Support
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UBQ000229: Unattended Installation of UltraBac

UBQ ID Number: UBQ000229
Last Modified: 2010-01-21

Summary:

Pushing the UltraBac 9 installation out to several remote machines using the GUI based setup
requires some manual work. Each machine name must be specified during the rollout, along with
the selection of installation components, depending on the preference of the user. As an
alternative, a small batch file may be created and configured to install to several remote machines
"unattended,” free from error messages if they should occur.

Details:

The UltraBac installation cannot install to a machine that is actively running UltraBac. If a backup
job is running or the user interface is launched on the machine to which you're installing, the
setup program will fail for that machine, and it will continue going through the list to the next
machine in line.

The following options are available by running “setup.exe” through the command line:

[TimeLimit [###] — Limits the amount of time the installation can run on each system to the
number of seconds specified.

/InstallTo — A list of machine names separated by spaces is defined.
/Unattended — Suppresses any error messages.

/Logfile X:\path.txt — The path to an output log file, so that errors may be viewed if any occured
during the installation.

/Inifile: <filename> -- Allows specification of an "ini" file.

Installing or upgrading to 40+ machines can be very time consuming if one had to do it manually
each time new software became available. Writing a batch file automating this process takes a bit
of time, but only as much as typing each machine name to which the installation is being pushed.
The bulk of the batch file consists of machine names, which are separated by a single space. The
following is an example of an unattended installation to five different machines, with a three
minute timeout, and an output log file sent to "C:\outputlog.txt."

"C:\Program Files\UltraBac Software\UltraBac\Setup.exe" /TimeLimit [180] /InstallTo
<machinenamel><machinename2><machinename3> <machinename4><machinename5>
/Unattended /Lodfile C:\outputlog.txt

Also, if rolling out the software to machines in a different domain, the "Net Use" command may be
used to establish connectivity before the installation begins. If access to the
\\<machinename>\admin$ share is denied, the setup will fail. A "Net Use" command run prior to
the installation with the proper credentials can establish access to the "admin$" share, enabling
the installation to complete. An example of the "Net Use" command follows:

Net Use \\machinename /U:domainname\username password
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More Information:

See User Manual: Installing UltraBac
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UBQ000230: UBDR Gold Advanced Tools and
Utilities

UBQ ID Number: UBQ000230
Last Modified: 2011-02-25

Summary:

In UBDR Gold you will sometimes need to restore to a larger or smaller partition. To do this you
will need to use the advanced tools to create the new sized partitions.

Details:

Advanced Tools

The "Disaster Recovery/Image Restore Options" dialog box has an "Advanced Tools" option
through which partitions may be edited, similar to the DOS "FDISK" utility. Editing "dynamic disk"
volumes are not supported however, only "basic" disks may be created, deleted, and added. The
utility may be used in cases where only one patrtition is to be restored to a different location, or
perhaps when resizing a partition is necessary to expand the target for restore. Clicking
"Advanced Tools" will show a dialog box similar to the screenshot below.
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Advanced Tools X

~Selection "
Select Disk: [pisko -20.00 68 |l Mare nformeation
Disk Type: Basic Resize Help
VWipeMBR

Important Note : This option will wipe all the contents of Master Boot Record [MER]
including partition table and Dynamic Disk configuration data on the selected hard
disk.

Delete Partition
Select Partition: Partition 1 - 20478 MB - Primary

Create Partition

Partition Type: 'Primary =

Partition size in MB: 2097147 |

Partition Style: _;Hinduws 2003 { XP or earlier 05
Maximum disk space in MB: 2097147

Minimum partition size in MB: 8

Proceed Exit

The "Select Disk" drop-down box chooses which disk in the computer to edit. The disks are
numbered sequentially starting from "Disk0."

WipeMBR -- Clicking this radio button will clear all partition information on the disk, rendering it
unbootable. Use this utility with extreme caution. Be certain that the correct disk is chosen
through the "Select Disk" drop-down box before executing "WipeMBR."

Delete Partition -- The drop-down box will display all partitions on the selected disk. Choose
"Delete Partition" by clicking the radio button beside it, selecting the desired partition through the
drop-down box, and clicking the "Proceed" button at the bottom of the window.

Create Partition -- Both primary, extended, and logical partitions may be created through "Create
Partition." Choose the type of partition to be created through the drop-down box and define the
size of the partition by typing in the number of MB in the "Partition Size in MB" field.

More Information:

See User Manual: Image Disaster Recovery Agent

See User Manual: UBDR Gold v5.0/v6.0

See UB0Q000024: What is an Image Backup?

See UB0000233: Resize Partitions During Image Restore
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UBQO000233: Resize Partitions During Image
Restore

UBQ ID: UBQ000233
Last Modified: 2011-02-17

Summary:

UBDR Gold has the ability to restore an image backup to a partition larger than the original.

Details:

NOTE: When resizing partitions, the target partitions must be created before performing the
restore operation, and the MBR (Master Boot Record) CANNOT be restored.

Creating the Partitions

If the partitions on the disk have not been created, the target partition(s) can be created through
the 'Advanced Tools' in UBDR Gold.

Load the index from the backup storage media.

Select the partition(s) to restore, and click "Restore."

In the "Disaster Recovery/Image Options" screen, click "Advanced Tools."
Select WipeMBR and click "Proceed.”

el
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Advanced Tools

~Selection -
Select Disk: Diskl] -20.00 GB u More Information
Disk Type: Basic Resize Help

Important Note : This option will wipe all the contents of Master Boot Record (MBR)

including partition table and Dynamic Disk configuration data on the selected hard
disk.

Delete Partition
Select Partition: Partition 1 - 20478 MB - Primary

Create Partition

Partition Type: Primary
Partition size in MB: 2097147
Partition Style: Windows 2003 | XP or earlier 0S5
Maximum disk space in MB: 2097147
Minimum partition size in MB: 8
Proceed Exit
s

Fig. 1 - Advanced Tools in UBDR Gold

Click "OK" at the WipeMBR prompt.

Select "Create Partition."

Select the "Partition Type" from the drop-down menu, and enter the partition size (in MB).

Select the “Partition Style” from the drop-down menu, and select the one that pertains to

the OS you are restoring

9. Click Proceed to create the partition.. (There will be a delay while the partition is created,
you will get a pop-up message stating the process has finished)

10. Click "OK" at the confirmation prompt.

11. Repeat steps 7-9 for each partition to be created.

©~No O

Performing the Restore
Once the partition(s) are created, cancel out of the "Advanced Tools" screen, returning to the

"Disaster Recovery/Image Restore Options" screen.

1. Select the newly created partition from the "Restore entire image..." drop-down menu.
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~ Select Image Restore Method
(%) Restore entire image to physical device
| Disk0/Partition1 - 20472 ME = | Advanced Tools
[ Restore MER / Dynamic Disk corfiguration data

[7] Mark this partition " fActive"
[7] Restore to origingl disk / partition

Resize parttioniz)
[ Restoring to differert hardware [includes P2V restore - physical to vitual]
[] Owerwrite any exdsting drivers with new drivers
[ 1 will choose the driver to install
[Choose this option if you have a specific SCSI| controller driver]

| | | Browse |
~ Pre-Version 9.0 Decryption
[7] Enable decryption of pre-version 9.0 encrypted backup
Decryption phrase
| <Back Next > Cancel

Fig. 2 - Disaster Recovery/Image Restore Options.

2. Check "Resize partition(s)
3. Click "Next."
4. Check "Run Unattended," and click "Restore."

More Information:

See User Manual: UltraBac Disaster Recovery
See User Manual: UBDR Gold v5.0/v6.0
See UB0Q000230: UBDR Gold Advanced Tools and Utilities
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UBQO000234: Common Backup Errors Explained

UBQ ID: UBQ000234
Last Modified: 2010-01-21

Summary:

The list of errors below are commonly found in UltraBac backup log files. Along with the error,
basic trouble shooting steps can help to quickly resolve backup issues.

Details:

Error 5 - Access is denied.

5/31/2005 1:00:39 PM Error!
Failed to open file for backup "\\FIP\D$\goldmine\GM4W®6.DOC', error: (5-Access is denied.)

This error is directly related to permissions. If the user does not have permission to access the
specified file, this error will be the result.

Error 23 - Data error (cyclic redundancy check).

5/30/2005 11:52:16 AM Error!
CheckWriteStatus, Error:(23 - Data error (cyclic redundancy check).)

This error usually means the tape device cannot properly read from or write to the current
tape. Often times, this error can be cleared by cleaning the tape drive. Itis strongly
recommended to check the Windows System log for corresponding errors from the tape driver,
SCSI driver or other hardware sources.

Error 32 - The process cannot access the file because it is being used by
another process.

5/31/2005 3:42:22 AM Warning!
\\FIPI\D:\Program Files\Microsoft SQL Server\MSSQL\Data\master.mdf (32 - File In Use)
(SHARING VIOLATION).

This error is returned when the file being backed up is open or exclusively locked by another
application or service. To back these files up, either the application or service using the file
needs to be closed, or a locked file backup agent can also back up many of these files safely.

In the case of Exchange or SQL database files, it is strongly recommended to use the
corresponding backup agent in a separate set to ensure database integrity.

Error 53 - The network path was not found.

5/31/2005 2:02:44 PM Error!
Unable to find files \LELE\H$\*.*, error: (53-The network path was not found.)
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This error is returned when the share or folder being backed up cannot be found on the
network. This error is often seen when there is a firewall blocking the system being backed up,
when there are failures/issues on the network, and when the system to be backed up has been
turned off.

Error 64 - The specified network name is no longer available.

5/9/2005 4:11:38 PM Error!
Unable to find files \LELE\H$\*.*, error: (64-The specified network name is no longer available.)

This error is returned when the computer being backed up can no longer be contacted on the
network. This error is usually caused by some kind of network issue, or the computer being
turned off/rebooted during backup.

Error 170 - The requested resource is in use.

5/15/2005 7:00:20 PM Error!
Could not open device Tape0, error:(170-The requested resource is in use.)

This error is returned when the backup target device is being used by another application or
process. Ensure there is not another backup process running when this error occurs. In the
Windows Task Manager, check for any orphaned UB.exe processes, or more than one
UBMS.exe process. This error can also be caused by UBUI.exe when in the beginning stages of
a restore.

Error 1117 - The request could not be performed because of an I/O device
error.

This error is often related to error 23. This error is almost always accompanied by entries in the
Windows System log from either the SCSI card or the tape device. On occasion, cleaning the
device can resolve this error, but usually this error means there is a critical failure in the
hardware.

Error 10061 - No connection could be made because the target machine
actively refused it.

5/13/2005 3:53:34 AM Warning!
Unable to start agent on FIPI (10061-No connection could be made because the target machine
actively refused it.), attempting locally.

This error occurs when UltraBac's management service cannot connect to the management
service on a remote system. This error usually means that the UltraBac Management service is
either not started or not installed on the connection target (usually specified in the error). Ensure
that UltraBac is installed on the remote target, and that there is an instance of UBMS.exe running.

More Information:

See User Manual: Installing UltraBac

See User Manual: Exchange Agent

See User Manual: Locked File Backup Agent
See User Manual: SOL Agent
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See UB0Q000230: UBDR Gold Advanced Tools and Utilities

Version: UltraBac v9.x
Copyright UltraBac Software 2010
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UBQO000242: Removing Media Pools

UBQ ID Number: UBQ000242
Last Modified: 2011-02-25

Summary:

To return the ability of a media library to use slot-based backups, the media pool information must
be cleared from the backup host.

Details:

Media pool information is stored in the UltraBac "Data" directory. By default, this is located at:
"C:\Program Files\UltraBac Software\UltraBac\data"

The media pools are stored in ".ini" and ".bak" files that match the name of the media pool. The
names are formatted with "ubmp_0_<pool name>."

& C:* Program Files',UltraBac Software'UltraBach,Data =10l x|
File Edit Wiew Faworites Tools  Help ;i'
Eack ~ &3 - (¥ | ) search Falders | B & X 6 | =
Address |25 C:\Program Files\UltraBac SoftwareiUibraBaciData j a 50
Mame = | Size | Type | Date Mu:u:lifieu::l
1 KB Configuration Settings  9/15/2003 2:
1KE BAK Fie 12/14)2009 <
_Duaily, 1 KB Configuration Settings  12/14/2009 <
ubmp_0_default.bak, 1KE BAK File 12/14)2009 <
4 1 KE Configuration Settings  12/14/2009 <
1KE BAK File 12142009 <
1 KE Configuration Settings  12/14/2009 <
1KE BAK File 12142009 <
1 KB Configuration Settings  12/14/2009 €+

v

Fig. 1 - Media pool configuration files.

To remove the media pools:
1. Remove all the ".ini" and ".bak" files from the "Data" directory that correspond with the
media pools. "ubholiday.ini" should not be removed.

2. Click "Start"/"Run...," type "services.msc" in the text box, then click "OK."
3. Right-click on "UltraBac Management Service" and select "Restart.”

The media pools can be restored by returning the .bak and .ini files to the 'Data’ directory and
restarting the UltraBac Management Service.
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NOTE: Slot based backups will not run if a media pool has been created.

More Information:

See UltraBac User Manual: Media Library Controls
See UB0Q000150: Installing the Media Library Driver (Autoloader) in Windows 2008
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UBQO000249: SideBySide Errors in System Log

UBQ ID Number: UBQ000249
Last Modified: 2010-04-20

Summary:

Installing UltraBac 9.x has caused event log errors with the source SideBySide.

Details:

Due to a change introduced by Microsoft into Visual Studio 2005, some applications can cause
system log errors during initialization. These are the errors that appear when UltraBac is run:

Event Type: Error

Event Source: SideBySide

Event Category: None

Event ID: 59

Date: 7/31/2007

Time: 4:05:37 PM

User: N/A

Computer: SERVERG66

Description:

Generate Activation Context failed for C:\Program Files\UltraBac
Software\UItraBac9\MFC80U.DLL. Reference error message: The manifest file
contains one or more syntax errors.

Event Type: Error

Event Source: SideBySide

Event Category: None

Event ID: 58

Date: 7/31/2007

Time: 4:05:37 PM

User: N/A

Computer: SERVERG66

Description:

Syntax error in manifest or policy file "C:\Program Files\UltraBac
Software\UltraBac9\Microsoft.VC80.MFCLOC.MANIFEST" on line 5.

Event Type: Error

Event Source: SideBySide
Event Category: None
Event ID: 34

Date: 7/31/2007

Time: 4:05:37 PM

User: N/A

Computer: SERVERG66
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Description:
Component identity found in manifest does not match the identity of the component requested

Event Type: Error

Event Source: SideBySide

Event Category: None

Event ID: 59

Date: 7/31/2007

Time: 4:05:31 PM

User: N/A

Computer: SERVERG6

Description:

Generate Activation Context failed for C:\Program Files\UltraBac
Software\UltraBac9\MFC80U.DLL. Reference error message: The manifest file contains one or
more syntax errors.

Resolution:

Installing the Microsoft Visual C++ 2008 SP1 Redistributable Package (vcredist_<platform>.exe)
will stop the above system log entries from being created.

x86 Platform

x64 Platform
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UBQO000250: Exchange 2007 Support

UBQ ID Number: UBQO000250
Last Modified: 2007-10-24

Summary:

This document details the steps to be taken in Exchange before both backup and restore to

ensure the success of these operations.

Details:

Adding or Verifying Exchange Permissions

Before backup, it is necessary to confirm in Exchange that the UltraBac backup account has
permission to access the Exchange database. To verify permissions:

whn e

Add Exchange Administrator.

Open the Exchange Management Console.
Highlight the Exchange Organization Configuration node.
If the UltraBac account isn't listed, Right-click on Organization Configuration and select

Exchange Management Console =]
File  Action ‘iew Help
& = | BE
£3| Microsoft Exchange Organization Configurati... 3 Actions
b qame Organlzatlon. ConFllguratlon Exchange Administrators Organization Configuration -
= Server Configuration
: a_, Reecipient Configuration | Identity = | Modify Configuration Domain Con. ..
-8 Toolbox g:, Iab.comJM?crosoft Exchange S ecur!ty Groups/E “change g& Add Exchange Administrator...
% lab.com/Microzoft Exchange Secunty Groups/E xchange
tlab.com/L Ydmi View 3
Fefresh
@ Help
lab.com,/Users;/Admin -
7% Remove
@ Help
N

Fig. 1 - Checking the UltraBac account in the Exchange Management Console.

4. When the Add Exchange Administrator wizard appears, click browse and select the

UltraBac user account.

5. Ensure that Exchange Organization Administrator role is selected and click Add.

Preparing the Database for Restore

Before performing a restore operation, the database must be prepared for restore:
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Open the Exchange Management Console.

Expand the Server Configuration node and select mailbox.
In the main window, select a database to restore.
Right-click the database and select “dismount."

PwnNPE

NOTE: Itis highly recommended to move the log files to a separate location so that the
log files can be replayed if needed.

Clear the contents of the mailbox store folder
Right-click the database again and select “properties.”

In the properties dialog, check “This database can be overwritten by a restore” and click
OK.

8. Repeat for all databases to be restored.

No o

Creating the Recovery Storage Group

The recovery storage group should be created through the Database Recovery Management tool
in the Toolbox.

For more information on using a recovery storage group, please check the Microsoft website:

Microsoft Technet: Recovery Storage Groups

E:-u:hange Management Console [_ O]
File  Action  Wew Help
- = | =
3‘3 Microsaoft Exchange = Toolhox O] [Actions
[#]-ams| Organization Configuration Confi = " -1 | Toolbox .
[ § Server Configuration onfiguration management tools =
1_, Reecipient Configuratian % Open Tools Website ...
sl Toolbox Best Practices Analyzer View ,
'®  Check the configuration and h...
Refrash
Disaster recovery tools @ Help
il eCovery Database Recovery Management -
‘ ﬁ Open Toal,..
Hel
e Database Troubleshoater B2 Hep
DDD? Troublezhoot store mounting a...
M ail flow tools
1. Mail Flow Troubleshooter
= Troubleshoot ma flow and bra... LI

Fig. 2 - Disaster Recovery Tools in the Toolbox.

More Information:

See User Manual: Exchange Agent
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See UBQ000227: Recovering to an Exchange 2003 Recovery Store
Microsoft Technet: Recovery Storage Groups
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UBQO000251: Encrypting Backup Data with AES in
UltraBac 9.x

UBQ ID Number: UBQ000251
Last Modified: 2009-12-11

Summary:

How to set up UltraBac to use Advanced Encryption Standard (AES) to protect backup data.

Details:

In prior versions of UtraBac, the Blowfish encryption algorithm was used to encrypt backup data
at the set level. In UltraBac 8.3.1, encryption using AES was introduced, though the Blowfish
algorithm remained available when AES was not enabled. Beginning with UltraBac 9.0 and later
versions, Blowfish encryption support has been removed, though restore support for data
encrypted using the Blowfish algorithm will always be available.

AES is enabled globally and operates at the device level; when AES encryption is enabled,
backup data written to any UltraBac Storage Device will be encrypted. It is recommended, though
not required, to re-create any sets that are configured to use the Blowfish algorithm to remove the
existing Blowfish settings. Existing unencrypted UltraBac storage media will need to be re-

prepared prior to use. UltraBac jobs that have the "Clear media" option selected will automatically
prepare the media prior to backup.

Configuring AES

To enable AES:

1. From the main UltraBac toolbar, click "Manage"/"General"/"Encryption Options"
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Encryption b
Ii ; E Spedfy encryption options

~Select AES encryption strenath
() Disable (71128 bit (21 192 hit (®) 255 bit

~Encryption server

[]Uze zerver for encryption key storage and retrieval

~Select encryption key generation method
[ Generate key from ASCII phrase
() i5enerate key automaticallyi

[_ Enter hex key directly

:-Encryptiun key
Strength

Phrase

| 2cfa7d3947d445 1f906 3442 4c8daba 2355 934900c90b 34bce 945396 1282463933 |

Confirm phrase
| 2cfa7dd947d448 11906 344 4c8data 22589 3400090b 34boe 945896 1283463933 |

~External encryption files

| Impart key to local registry | | Export key to file |

QK Cancel |

Fig. 1 - AES Encryption Configuration Options.

2. Setthe AES encryption strength:
o0 Disable - Turns off all AES encryption usage.
0 128 hit - Sets AES to use a 128 bit key.
0 192 bit - Sets AES to use a 192 bit key.
0 256 bit - Sets AES to use a 256 bit key.

3. Select the method for generating the encryption key:
0 Generate key from ASCII phrase - Creates an encryption key using any ASCII
characters, of the specified encryption strength.
0 Generate key automatically - Creates a random encryption key using HEX
characters, of the specified encryption strength.
0 Enter hex key directly - Allows a user to create a specific encryption key using
HEX characters, of 32, 48, or 64 characters.
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4. Click "OK" to set the encryption options as specified.

Additional AES Options

e Encryption key - The "Phrase" and "Confirm phrase" fields allow users to enter, view, or
modify their encryption key.

e Import key to local registry - Allows users to import currently existing encryption key files
to the local registry.

e Export key to file - Allows users to export the current encryption key to an encrypted text
file.

Using an Encryption Server

Once a system is configured to use AES, it can be used as an Encryption server. For ease of
use it is recommended to use only one Encryption Server per network, but multiple servers can
be used if such a configuration is necessary.

AES in the UltraBac Log Files

To ensure that AES is being used during backup, check for the following information in the
UltraBac log files: This set is encrypted on the media.

NOTE: The text in the log file will not be highlighted.

SET - Backup of UEBDOC.
File: Backup of UBDOC.TE.

Agent: WINIZY
Device: BackupPathQ (UltraBac Disk 3torage Device (C:% TestBackupPathh))

L is encrypted on the media

Joftware comwpression ratio: 2.51 to 1.
157 File (12 Folders) Totaling 209,362 Bytes Jelected.

157 File (12 Folders) Totaling 209,362 Bytes Written.

Begin: 2009-12-11 13:27:12

End: 2009-12-11 13:27:12

Duration: 00:00:01 Rate: (888.00 KE/3ec 52.03 ME/Min 3.05 GEBE/Hour)
0 Errors and 0 Warnings

Media Voluwes: |No. | Label [Barcode/Media Pool]

| 1] TltraBac Storage Media
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Fig. 2 - AES in the UltraBac log files.

Restoring an AES Encrypted Backup

UltraBac will attempt to use the encryption key stored in the system registry. If the stored AES
encryption key is the same as the key used to encrypt the backup, no additional steps will need to
be necessary to restore the data. However, if the key does not match, it will be necessary to
enter/import the key/phrase when prompted.

Decryption

% Specify decryption opkions,

~aES Encryplion
Disable 128 bit 192 bit # 256 bit

~Encryption server
[] Use server For encryption key retrieval

~Decrypkion Kewy

Generate from ASCIL phrase
% Enter hex directhy

| 2cfa7dB947d 448 1f906 3492 4c8data 22522 39c0c90b 34bce 945896 1282463933

~External encryption files

| Import key From File

K, Cancel

Fig. 3 - AES Decryption options during restore.
More Information:

See User Manual: Backup Set Basics
See User Manual: Restore Basics
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UBQO000253: Configuring Microsoft SQL or MySQL
for use with the UltraBac Database

UBQ ID Number: UBQ000253
Last Modified: 2009-12-08

Summary:

UltraBac can utilize either Microsoft SQL (Full or Express) or MySQL for the UltraBac Database
functions. Each platform requires some changes from a "default” install options to ensure proper
installation and operation of the UltraBac Database.

Details:

Microsoft SQL Server / SQL Server Express

NOTE: Installation of an UltraBac Database using Microsoft SQL Server / SQL Server Express
will require a disk/partition with a minimum of 15GB of free space on the host.

The SQL Server "Authentication Mode" must be set to "Mixed Mode (Windows Authentication and
SQL Server Authentication)" in order to set up and utilize the UltraBac Database.

Setting "Authentication Mode" During Installation:

1. Perform a default install of Microsoft SQL Server / SQL Server Express until the
"Authentication Mode" screen.

2. Click "Mixed Mode (Windows Authentication and SQL Server Authentication)" radio
button.

3. Enter/confirm the password for the "sa" account.
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{5 Microsoft SQL Server 2005 Express Edition Setup x|

Authentication Mode

The authentication mode specifies the security used when
connecking o S0L Server,

Select the authentication maode to use Far this inskallation.

£ Windows Authentication Mode

£ Mixed Mode {Windows Authentication and S5L Server authentication)

Specify the sa logon password below:

Enter password:

I********

Confirm passwards

I********

Help | < Back | Mext = I Cancel

Fig. 1 - SQL Server Setup "Authentication Mode" dialog

4. Complete the installation with the default settings.

Changing "Authentication Mode" of an existing installation:

NOTE: The Microsoft SQL Server Management Studio / SQL Server Management Studio
Express is required to alter the "Authentication Mode" of an existing installation.

Open the SQL Server Management Studio / SQL Server Management Studio Express.
Connect to the SQL Serverinstance to be configured.

Right-click on the SQL Server\instance, then click "Properties.”

Select the "Security” page.

Under "Server authentication" select the "SQL Server and Windows Authentication
mode" radio button.

arwnE
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E Server Properties - UBDOC', SOLEXPRESS - |El|ﬂ
Selectap 6 Seipt + [ Help
12 General
12 Memory
1 Processors Server authentication
5 Security
4 Connections  Windows Authentication mode
& Databaze Settings & 'S Server and Windows Authentication made
12 Advanced
12 Permiszions
Login auditing
= Mone
& Failed logins only
" Successiul loging anly
" Buoth failed and successful logins
Server proxy account
[~ Enable server prosy account
Frosy account: I . |
Passward: I
Server Opiars
UBDOCNSOLEXPRESS
Connection: [~ Enable C2 sudit tracing
UEDOCAdministrator
) . . " Cross databaze ownership chainin
2 View connection properties - ® 2
Ready
] I Cancel |
.

Fig. 2 - SQL Server Management Studio "Authentication Mode" dialog

Expand the "Security" folder, then expand "Logins."
Right-click on "sa" and click "Properties."

In the "General" page, set/confirm a password for the "sa" account.

Click on the "Status" page.
Under "Login:" select "Enabled" then click "OK."

Configuring SQL Server / SQL Server Express for remote UltraBac Database clients:

NOTE: UltraBac must be installed locally on the SQL Server / SQL Server Express host for

remote UltraBac Database clients to work properly.

el

Open the SQL Server Configuration Manager.
Expand "SQL Server 2005 Network Configuration."
Click on "Protocols for [INSTANCENAME]."
Right-click "TCP/IP" and click "Enable."
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% sOL server Configuration Manager o ]
File  Ackion Wiew Help
¢ 0ERI2
@ S0l Server Configuration Manager {Local) Protocol Mame | Skakus |
----- S0L Server 2005 Services % Shared Memory  Enabled
-4 5QL Server 2005 Metwork Configuration ¥ Mamed Pipes Disahled
- 3= Protocols for SQLEXPRESS
S0L Mative Client Configuration YA Disahled Enable
Disatkle
Properties
Help

|Enal:u|e selected protocal,

Fig. 3 - SQL Server Configuration Manager "Protocols" dialog

Click on the "Service" tab.

©CoNoO,

SQL Server Browser Properties

Log On  Service |P.|:I'-.fan|:eu:| I

Next, click on the "SQL Server 2005 Services."
Right-click on "SQL Server (INSTANCENAME)" then click "Restart."
Right-click on "SQL Server Browser" then click "Properties."

Change the "Start Mode" to "Automatic" then click "OK."

21

E General
Binary Path "ciProgram Files\Microsoft S0L Ser
Error Control 1
Exit Code 1077
Hosk Mame IIBDZZ
Marne SOL Serwver Browser
Process ID 0
SOL Service Type S0L Browser
Start Mode Disabled ﬂ
ionatie |
Disabled
Manual
Start Mode
The start mode of this service.
Ik I Zancel apply Help
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Fig. 4 - SQL Server Browser "Properties" dialog

10. Finally, right-click on "SQL Server Browser" then click "Start."

MySQL Server 5.1

NOTE: The "MySQL Connector/ODBC 5.1" software (a separate download from MySQL) must
be installed on each system that will connect to the UltraBac Database.

Performing a new installation of MySQL Server:

1. Perform a "Typical" install of MySQL Server, check "Configure the MySQL Server now"
then "Finish."

2. Inthe MySQL Server Instance Configuration Wizard, click "Next," select "Standard
Configuration” then click "Next" again.

3. Click "Next" to accept the default Windows options.

4. Enter/confirm the password for the "root" account, and check the "Enable root access
from remote machines" checkbox.

5. Press "Execute” then "Finish" to complete the MySQL Server Instance Configuration
Wizard.

More Information:

See User Manual: UltraBac Database
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UBQO000254: Enabling Streaming Backup Support
in Microsoft Exchange Server 2007 SP1

UBQ ID Number: UBQ000254
Last Modified: 2010-07-26

Summary:

Installing Microsoft Exchange Server 2007 Service Pack 1 (SP1) disables remote streaming
backup support, which prevents UltraBac from performing remote backups of Exchange data.

Details:

NOTE: Remote backup of Exchange 2007 SP1 data is not supported from a Windows 2008
backup host, or of a Windows 2008 server hosting Exchange 2007 SP1.

Due to a change introduced in Microsoft Exchange Server 2007 Service Pack 1 (and later),
remote streaming backup functionality has been disabled by default. This prevents UltraBac from
performing remote backups. To re-enable this remote streaming backup functionality, the
following registry value must be entered:

HKEY_LOCAL_MACHINES\System\CurrentControlSet\Services\MSExchangelS\Parameters
System

Name: Enable Remote Streaming Backup

Type: DWORD

Value: 0 = default behavior (remote backup disabled); 1 = remote backup enabled

After entering the above registry key, the Microsoft Exchange Information Store service must be
restarted to apply the change.

1. Goto "Start"/"Run," type in "cmd" then click "OK" to open a Command Prompt window.

2. At the Command Prompt, type "net stop msexchangeis" to stop the Microsoft Exchange
Information Store.

3. Next, type "net start msexchangeis" to start the Microsoft Exchange Information Store.

4. Type "exit" to close the Command Prompt window.

UltraBac should now be able to perform remote streaming backups of Microsoft Exchange Server
2007 SP1 (and later) data.

Version: UltraBac v9.x
Copyright UltraBac Software 2010
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UBQO000255: CRITICAL ISSUE - "Error positioning
media for backup" error occurs with HP LTO
Ultrium tape devices

UBQ ID Number: UBQ000255
Last Modified: 2010-10-04

Summary:

Hewlett-Packard LTO Ultrium devices using driver hplto.sys v1.0.6.2 (07/14/2010) experience
"Error positioning media for backup" errors when attempting to write to tape. Until this issue is
resolved in an updated HP driver release, there is a high risk for data loss. Downgrading the
driver to hplto.sys v1.0.6.1 (05/14/2009) or earlier will fix this issue.

Details:

NOTE: The HP StorageWorks Tape Drivers for Windows v3.2.0.0 package includes the
working HP LTO v1.0.6.1 (5/14/2009) driver.

Hewlett-Packard LTO Ultrium tape device users utilizing hplto.sys v1.0.6.2 (07/14/2010)
experience "Error positioning media for backup" errors when attempting to write to tape. Any
backup using this driver version will automatically clear the media regardless of any append
settings, and fail to write the backup. This affects all backup types: scheduled and ad-hoc. We
strongly recommend the driver be replaced until a new driver without this issue becomes
available, as there is a high risk for data loss when using this driver. Downgrading to an older
version of hplto.sys, such as v1.0.6.1 (05/14/2009), resolves this issue with no impact to device
functionality, usability or backup integrity. To downgrade the driver:

Windows 2008/Vista

1. Goto "Start"/"Run," type in "compmgmt.msc" then click "OK" to open the Computer
Management console.

2. Inthe left pane, click "Device Manager" then in the right pane, expand the "Tape

Devices" tree.

Right-click on the HP LTO Ultrium device to be downgraded, then click "Properties.”

Select the "Driver" tab and confirm the current driver loaded is HP LTO v1.0.6.2

(07/14/2009), then click "Update Driver..."

5. Click "Browse my computer for driver software."

6. Click "Let me pick from a list of device drivers on my computer."”

7. Click "Have Disk..." then click "Browse..."

8

9

Pw

Browse to the location of the older driver (such as v1.0.6.1), then click "Open."
. Click "OK" to search the location for driver(s).

10. Select the driver, then click "Next" to begin installation of the selected driver.

11. Click "Close" to exit the "Update Driver Software" wizard.

12. Right-click on the updated HP LTO Ultrium device, then click "Properties."

13. Select the "Driver" tab and confirm the driver was properly updated to the older version.

14. If you have any other HP LTO Ultrium devices, repeat steps 3-13 to update the driver for
those devices.
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Windows 2003/XP

Pw

Go to "Start"/"Run," type in "compmgmt.msc" then click "OK" to open the Computer
Management console.

In the left pane, click "Device Manager" then in the right pane, expand the "Tape
Devices" tree.

Right-click on the HP LTO Ultrium device to be downgraded, then click "Properties."
Select the "Driver" tab and confirm the current driver loaded is HP LTO v1.0.6.2
(07/14/2009), then click "Update Driver..."

If a Windows Update prompt appears, click "No, not this time" then "Next."

Select the option "Install from a list or specific location (Advanced)" then click "Next."
Select the option "Don't search, | will choose the driver to install" then click "Next."
Click "Have Disk..." then click "Browse..."

Browse to the location of the older driver (such as v1.0.6.1), then click "Open."

. Click "OK" to search the location for driver(s).

. Select the driver, then click "Next" to begin installation of the selected driver.

. Click "Finish" to exit the Hardware Update Wizard.

. Right-click on the updated HP LTO Ultrium device, then click "Properties."

. Select the "Driver" tab and confirm the driver was properly updated to the older version.
. If you have any other HP LTO Ultrium devices, repeat steps 3-13 to update the driver for

those devices.

UltraBac and the HP LTO Ultrium tape device(s) should now operate properly. Please contact
UltraBac Technical Support should any issues arise during or after this driver update..
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UBQO0000257: Exchange 2007 SCR / CCR Restores

UBQ ID Number: UBQ000257
Last Modified: 2011-03-03

Summary:

UltraBac has the ability to backup Exchange 2007 SCR and CCR environments. However the
restore process is different than a standard Exchange 2007 Restore.

Details:

When dealing with an Exchange disaster that requires a recovery, in most cases you would rely
on the High Availability of the SCR / CCR to initiate the recovery. If you are unable to recover
from the other node, then you could use UltraBac to restore the active node, and then reseed the
other Exchange server.

Restore:

1. Stop the clustered mailbox store.
2. Perform a standard Exchange restore:

NOTE: Information on doing a standard Exchange Agent Restore
See User Manual: Exchange Agent

3. Reseed the cluster

NOTE: Information on how to reseed a CCR environment:
http://technet.microsoft.com/en-us/library/bb124706(EXCHG.80).aspx

Information on how to reseed a SCR environment:
http://technet.microsoft.com/en-us/library/bb738131(EXCHG.80).aspx
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UBQO000258: Adding iSCSI Support to UBDR Gold
v6.0

UBQ ID Number: UBQ000258
Last Modified: 2011-03-03

Summary:

UltraBac Gold 6 is now based upon the newest Windows PE3, so the Windows Automated
Installation Kit (AIK) for Windows 7 can be used to add iSCSI support to your UltraBac Gold v6.0
ISO file.

Details:

Download the Windows 7 AIK and install it on a Windows 7 OS
http://www.microsoft.com/downloads/en/details.aspx?familyid=696DD665-9F76-4177-A811-
39C26D3B3B34&displaylang=en

NOTE: If you are going to be adding iSCSI to a 32bit UBDR then you will need to be on a 32bit
Windows 7 OS and if 64bit then you will need to be working from a 64bit Windows 7 OS

Or you can install the Windows 7 AIK on any supported OS but you will need to copy the
iISCSI files from the correct Windows 7 OS architecture.

Create the registry files that will be needed

NOTE: Create a working directory that will be used throughout the process. For our example
we created and use C:\\UBDR6

Using a plain text editor (notepad.exe) and create the two registry files that will be needed.
File name: iSCSlsoft.reg

Copy and paste to text of document, and save in your working directory:

Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\PE_Soft\Microsoft\Windows NT\CurrentVersion\Svchost]
"Godzilla"=hex(7):4d,00,53,00,69,00,53,00,43,00,53,00,49,00,00,00,00,00

[HKEY_LOCAL_MACHINE\PE_Soft\Microsoft\Windows NT\CurrentVersion\iSCSI]
[HKEY_LOCAL_MACHINE\PE_Soft\Microsoft\Windows
NT\CurrentVersion\iSCSI\Discovery]
"AllowiSNSFirewallException"=dword:00000001

[HKEY_LOCAL_MACHINE\PE_Soft\Microsoft\Windows
NT\CurrentVersion\iSCSI\Discovery\Authentication Cache]

[HKEY_LOCAL_MACHINE\PE_Soft\Microsoft\Windows
NT\CurrentVersion\iSCSI\Discovery\Send Targets]
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[HKEY_LOCAL_MACHINE\PE_Soft\Microsoft\Windows
NT\CurrentVersion\iSCSI\Discovery\Static Targets]

[HKEY_LOCAL_MACHINE\PE_Soft\Microsoft\Windows
NT\CurrentVersion\iSCSI\Discovery\Tunnel Address]

File name: iSCSIsys.reg
Copy and paste to text of document, and save in your working directory:
Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\PE_Sys\ControlSetO01\Enum\Root\LEGACY_MSISCSI]
"Nextlnstance"=dword:00000001

[HKEY_LOCAL_MACHINE\PE_Sys\ControlSet001\Enum\Root\LEGACY_MSISCSI\0000]
"Service"="MSiSCSI"

"Legacy"=dword:00000001

"ConfigFlags"=dword:00000000

"Class"="LegacyDriver"

"ClassGUID"="{8ECC055D-047F-11D1-A537-0000F8753ED1}"
"DeviceDesc"="@%SystemRoot%\system32\\iscsidsc.dll,-5000"

[HKEY_LOCAL_MACHINE\PE_Sys\ControlSetO01\Enum\Root\LEGACY_MSISCSI0000\Cont
rol]
"ActiveService"="MSiSCSI"

[HKEY_LOCAL_MACHINE\PE_Sys\ControlSetO01\Enum\Root\ISCSIPRT]

[HKEY_LOCAL_MACHINE\PE_Sys\ControlSet0O01\Enum\Root\ISCSIPRT\0000]

"ClassGUID"="{4d36e97b-e325-11ce-bfc1-08002be10318}"

"Class"="SCSIAdapter"

"HardwarelD"=hex(7):52,00,4f,00,4f,00,54,00,5¢,00,69,00,53,00,43,00,53,00,49,\
00,50,00,72,00,74,00,00,00,00,00

"ConfigFlags"=dword:00000000

"Driver"="{4d36e97b-e325-11ce-bfc1-08002be10318}\\0000"

"Mfg"="@iscsi.inf,%msft%;Microsoft"

"Service"="iScsiPrt"

"DeviceDesc"="@iscsi.inf,%iscsiprt%;Microsoft iSCSI Initiator"

"Capabilities"=dword:00000000

[HKEY_LOCAL_MACHINE\PE_Sys\ControlSet001\Enum\Root\ISCSIPRT\0000\Device
Parameters]

[HKEY_LOCAL_MACHINE\PE_Sys\ControlSet0O01\Enum\Root\ISCSIPRT\0000\Device
Parameters\StorPort]

[HKEY_LOCAL_MACHINE\PE_Sys\ControlSetO01\Enum\Root\ISCSIPRT\0000\LogConf]

[HKEY_LOCAL_MACHINE\PE_Sys\ControlSet0O01\Enum\Root\ISCSIPRT\0000\Control]
"ActiveService"="iScsiPrt"

[HKEY_LOCAL_MACHINE\PE_Sys\ControlSet001\Services\iScsiPrt]

"DisplayName"="iScsiPort Driver"

"ImagePath"=hex(2):73,00,79,00,73,00,74,00,65,00,6d,00,33,00,32,00,5¢,00,44,00,\
52,00,49,00,56,00,45,00,52,00,53,00,5¢,00,6d,00,73,00,69,00,73,00,63,00,73,\
00,69,00,2¢,00,73,00,79,00,73,00,00,00

"ErrorControl"=dword:00000001
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"Start"=dword:00000003
"Type"=dword:00000001

[HKEY_LOCAL_MACHINE\PE_Sys\ControlSet001\Services\iScsiPrt\Parameters]
"BusType"=dword:00000009

[HKEY_LOCAL_MACHINE\PE_Sys\ControlSet001\Services\iScsiPrt\Enum]
"0"="Root\ISCSIPRT\\0000"

"Count"=dword:00000001

"Nextinstance"=dword:00000001

[HKEY_LOCAL_MACHINE\PE_Sys\ControlSet001\Services\MSiSCSI]

"DisplayName"="@%SystemRoot%\\system32\\iscsidsc.dll,-5000"

"Group"="iSCSI"

"ImagePath"=hex(2):25,00,73,00,79,00,73,00,74,00,65,00,6d,00,72,00,6f,00,6f,00,\
74,00,25,00,5¢,00,73,00,79,00,73,00,74,00,65,00,6d,00,33,00,32,00,5¢,00,73,\
00,76,00,63,00,68,00,6f,00,73,00,74,00,2e,00,65,00,78,00,65,00,20,00,2d,00,\
6b,00,20,00,47,00,6f,00,64,00,7a,00,69,00,6¢,00,6¢,00,61,00,00,00

"Description"="@%SystemRoot%\\system32\\iscsidsc.dll,-5001"

"ObjectName"="LocalSystem"

"ErrorControl"=dword:00000001

" Start"=dword:00000003

"Type"=dword:00000020

"ServiceSidType"=dword:00000001

"RequiredPrivileges"=hex(7):53,00,65,00,41,00,75,00,64,00,69,00,74,00,50,00,72,\
00,69,00,76,00,69,00,6¢,00,65,00,67,00,65,00,00,00,53,00,65,00,43,00,68,00,\
61,00,6e,00,67,00,65,00,4e,00,6f,00,74,00,69,00,66,00,79,00,50,00,72,00,69,\
00,76,00,69,00,6¢,00,65,00,67,00,65,00,00,00,53,00,65,00,43,00,72,00,65,00,\
61,00,74,00,65,00,47,00,6¢,00,6f,00,62,00,61,00,6¢,00,50,00,72,00,69,00,76,\
00,69,00,6¢,00,65,00,67,00,65,00,00,00,53,00,65,00,43,00,72,00,65,00,61,00,\
74,00,65,00,50,00,65,00,72,00,6d,00,61,00,6e,00,65,00,6€,00,74,00,50,00,72,\
00,69,00,76,00,69,00,6¢,00,65,00,67,00,65,00,00,00,53,00,65,00,49,00,6d,00,\
70,00,65,00,72,00,73,00,6f,00,6e,00,61,00,74,00,65,00,50,00,72,00,69,00,76,\
00,69,00,6¢,00,65,00,67,00,65,00,00,00,53,00,65,00,54,00,63,00,62,00,50,00,\
72,00,69,00,76,00,69,00,6¢,00,65,00,67,00,65,00,00,00,00,00

"FailureActionsOnNonCrashFailures"=dword:00000001

"FailureActions"=hex:50,46,00,00,01,00,00,00,01,00,00,00,03,00,00,00,14,00,00,\
00,01,00,00,00,c0,d4,01,00,01,00,00,00,e0,93,04,00,00,00,00,00,00,00,00,00

"RebootMessage"="iSCSI Failure"

"FailureCommand"=""

[HKEY_LOCAL_MACHINE\PE_Sys\ControlSet001\Services\MSiSCSI\Parameters]

"ServiceDIl"=hex(2):25,00,73,00,79,00,73,00,74,00,65,00,6d,00,72,00,6f,00,6f,\
00,74,00,25,00,5¢,00,73,00,79,00,73,00,74,00,65,00,6d,00,33,00,32,00,5¢,00,\
69,00,73,00,63,00,73,00,69,00,65,00,78,00,65,00,2¢,00,64,00,6¢,00,6¢,00,00,\
00

"ServiceDIllUnloadOnStop"=dword:00000001

[HKEY_LOCAL_MACHINE\PE_Sys\ControlSet001\Services\MSiSCSI\Enum]
"0"="Root\\LEGACY_MSISCSI\\0000"

"Count"=dword:00000001

"Nextlnstance"=dword:00000001

[HKEY_LOCAL_MACHINE\PE_Sys\ControlSet001\Control\Class\{4D36E97B-E325-11CE-

BFC1-08002BE10318}]
"LegacyAdapterDetection"=dword:00000000
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"Class"="SCSIAdapter"

"ClassDesc"="@%SystemRoot%\System32\\SysClass.DII,-3005"

@="@%SystemRoot%\System32\\SysClass.DlIl,-3005"

"lconPath"=hex(7):25,00,53,00,79,00,73,00,74,00,65,00,6d,00,52,00,6f,00,6f,00,\
74,00,25,00,5¢,00,53,00,79,00,73,00,74,00,65,00,6d,00,33,00,32,00,5¢,00,73\
00,65,00,74,00,75,00,70,00,61,00,70,00,69,00,2¢,00,64,00,6¢,00,6¢,00,2c,00,\
2d,00,31,00,30,00,00,00,00,00

"Installer32"="SysClass.DlIl,ScsiClassInstaller"

[HKEY_LOCAL_MACHINE\PE_Sys\ControlSet001\Control\Class\{4D36E97B-E325-11CE-
BFC1-08002BE10318}\0000]

"InfPath"="iscsi.inf"
"InfSection"="iScsiPort_Install_Control"
"ProviderName"="Microsoft"
"DriverDateData"=hex:00,80,8c,a3,c5,94,c6,01
"DriverDate"="6-21-2006"
"DriverVersion"="6.1.7600.16385"
"MatchingDeviceld"="root\\iscsiprt"
"DriverDesc"="Microsoft iSCSI Initiator"
"EnumPropPages32"="iscsipp.dll,iSCSIPropPageProvider"

[HKEY_LOCAL_MACHINE\PE_Sys\ControlSet001\Control\Class\{4D36E97B-E325-11CE-
BFC1-08002BE10318}\0000\Parameters]
"DelayBetweenReconnect"=dword:00000005
"EnableNOPOut"=dword:00000000
"ErrorRecoverylLevel"=dword:00000002
"FirstBurstLength"=dword:00010000
"ImmediateData"=dword:00000001
"InitialR2T"=dword:00000000
"IPSecConfigTimeout"=dword:0000003c
"LinkDownTime"=dword:0000000f
"MaxBurstLength"=dword:00040000
"MaxConnectionRetries"=dword:ffffffff
"MaxPendingRequests"=dword:000000ff
"MaxRecvDataSegmentLength"=dword:00010000
"MaxRequestHoldTime"=dword:0000003c
"MaxTransferLength"=dword:00040000
"NetworkReadyRetryCount"=dword:0000000a
"PortalRetryCount"=dword:00000005
"SrbTimeoutDelta"=dword:0000000f
"TCPConnectTime"=dword:0000000f
"TCPDisconnectTime"=dword:0000000f
"WMIRequestTimeout"=dword:0000001e

[HKEY_LOCAL_MACHINE\PE_Sys\ControlSet001\Control\Class\{4D36E97B-E325-11CE-
BFC1-08002BE10318}\0000\PersistentTargets]
@=""

[HKEY_LOCAL_MACHINE\PE_Sys\ControlSet001\Control\Class\{4D36E97B-E325-11CE-
BFC1-08002BE10318}\Properties]
"DeviceType"=dword:00000004
"DeviceCharacteristics"=dword:00000100
"Security"=hex:01,00,04,90,00,00,00,00,00,00,00,00,00,00,00,00,14,00,00,00,02,\
00,34,00,02,00,00,00,00,00,14,00,ff,01,1f,10,01,01,00,00,00,00,00,05,12,00,\
00,00,00,00,18,00,ff,01,1f,10,01,02,00,00,00,00,00,05,20,00,00,00,20,02,00,\
00
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Add the iSCSI support to the UBDR Gold v6.0 ISO
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1.

8.

9.

Create an I1SO sub-directory in your working directory to run the operation in
( C:\UBDR®6\ISO)

Using an ISO editing application (such as UltralSO) extract the UBDR ISO to your ISO
directory (C:\UBDRG6\ISO)

Create another empty directory that will be used for mounting the boot.wim file from the
UBDR ISO (C:UBDR6\mount):

mkdir "C:\UBDR6\mount"
Mount the boot.wim file to the mount directory:
"C:\Program Files\Windows AlK\Tools\Servicing\Dism.exe" /Mount-Wim
/WimFile:"C:\UBDRB\ISO\SOURCES\boot.wim" /index:1 /MountDir:"C:\UBDR6\mount"
Copy the files from the OS to the mount directory :
copy "C:\Windows\System32\iscsicli.exe"
"C:\UBDR6\mount\Windows\System32\iscsicli.exe"
copy "C:\Windows\System32\iscsicpl.dll"
"C:\UBDR6\mount\Windows\System32\iscsicpl.dll"
copy "C:\Windows\System32\iscsicpl.exe"
"C:\UBDR6\mount\Windows\System32\iscsicpl.exe"
copy "C:\Windows\System32\iscsidsc.dll"
"C:\UBDR6\mount\Windows\System32\iscsidsc.dll"
copy "C:\Windows\System32\iscsied.dll" "C:\UBDR6\mount\Windows\System32\iscsied.dll"
copy "C:\Windows\System32\iscsiexe.dll"
"C:\UBDR6\mount\Windows\System32\iscsiexe.dll"
copy "C:\Windows\System32\iscsium.dll"
"C:\UBDR6\mount\Windows\System32\iscsium.dIl"
copy "C:\Windows\System32\iscsiwmi.dll"
"C:\UBDR6\mount\Windows\System32\iscsiwmi.dll"
copy "C:\Windows\System32\Drivers\msiscsi.sys"
"C:\UBDR6\mount\Windows\System32\Drivers\msiscsi.sys"
copy "C:\Windows\System32\en-US\iscsicli.exe.mui"
"C:\UBDR6\mount\Windows\System32\en-US\iscsicli.exe.mui"
copy "C:\Windows\System32\en-US\iscsicpl.dll.mui"
"C:\UBDR6\mount\Windows\System32\en-US\iscsicpl.dll.mui"
copy "C:\Windows\System32\en-US\iscsicpl.exe.mui"
"C:\UBDR6\mount\Windows\System32\en-US\iscsicpl.exe.mui"
copy "C:\Windows\System32\en-US\iscsiexe.dll.mui"
"C:\UBDR6\mount\Windows\System32\en-US\iscsiexe.dIl.mui"
Load the registry hive and add registry entries:
reg load HKLM\PE_Soft C:\UBDR6\mount\Windows\System32\config\SOFTWARE
reg import C:\UBDR6\iSCSIsoft.reg
reg unload HKLM\PE_Soft
reg load HKLM\PE_Sys C:\UBDR6\mount\Windows\System32\config\SYSTEM
reg import CA\UBDRB6\iISCSIsys.reg
reg unload HKLM\PE_Sys
Commit changes to your boot.wim and unmount:
"C:\Program Files\Windows AlK\Tools\Servicing\Dism.exe" /Unmount-Wim
/MountDir:"C:\UBDR6\mount" /Commit
Using your ISO editing application, copy the boot.wim file from the ISO\sources in your
working directory back into your ISO image Sources directory.
Save your updated I1SO.
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UBQO000259: Single Mailbox Restore with
Exchange 2010 Recovery DB

UBQ ID Number: UBQ000259
Last Modified: 2011-03-03

Summary:

This document explains how to restore a single mailbox using the Exchange Recovery Database.

NOTE: This method can only be used to recover the mailbox database(s) and not the public
database.

Details:
First Restore the Exchange database as a flat file.

Load the Exchange Backup

Choose the mailbox database and log files and click "Action >Restore"
Check "Restore Files to Non-Exchange Folder"

Type in or browse to the target location.

Click "Next"

Click "Restore"

oukrwnE

Once the recovery is complete, the database (EDB file) and transaction logs (LOG files) will
reside in the path specified.

7. Add the restored database to the Exchange mailbox server as a Recovery Database.
This is performed using the Exchange Management Shell (EMS).
8. Run the following command to create a Recovery Database

New-MailboxDatabase -Recovery -Name RESTOREL -Server EXA2010 —EdbFilePath
C:\restore\Mailbox Database 1882717321.edb" -LogFolderPath "C:\Restore"
A new Recovery Database titted RESTOREL will be created on server EXA2010 using the
restored database and logs in C:\Restore.

Once the command is run, the Recovery Database will appear in the Exchange Management
Console (EMC).

NOTE: The Recovery Database must be brought into a clean shutdown state before it can be
mounted.

To bring the database into a clean shutdown state, use ESEUTIL /R to perform a recovery of the
database.

NOTE: If Exchange is unable to perform a successful recovery, a full list of options can be
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found at the following link:
http://technet.microsoft.com/en-us/library/bb125218.aspx

Example #1 : Recovering a mailbox, overwriting the existing mailbox

This example restores a mailbox for user UltraBac Userl, overwriting the existing mailbox:
In the Exchange Management Shell type:
Restore-Mailbox -ID 'UltraBac Userl' -RecoveryDatabase RESTORE1

Example #2 : Restoring a mailbox, to another users mailbox

This example restores 'UltraBac Userl' mailbox content into another user's mailbox:
Restore-Mailbox -ID 'UltraBac Userl' -RecoveryDatabase RESTORE1
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UBQO000260: HP StorageWorks D2D Backup
Systems Support

UBQ ID Number: UBQ000260
Last Modified: 2011-05-12

Summary:

After firmware update 101.748 on HP StorageWorks D2D Backup Systems line of devices, the
new version of firmware does not conform completely for all Microsoft API calls, so file
enumeration is affected. HP is working on a solution for this issue; a workaround to enable
UltraBac to continue backing up to these backup devices is detailed.

Details:

This issue effects all HP 2nd Generation StorageWorks D2D Backup Systems, and all 1st
StorageWorks D2D Backup Systems running firmware newer then 101.748.

When writing to the HP StorageWorks D2D Backup System, you will get an error from UltraBac
about positioning device.

To fix this you will need to follow these steps:

1. Upgrade to UltraBac version 9.2.1

2. Create a backup path pointing to the D2D device if there is not one already created

3. Open up your registry editor and go to: HKEY_LOCAL_ MACHINE\SOFTWARE\UItraBac
Software\UltraBac\Devicelnfo\Win32 File Device

4. Create a new DWORD value of: BackupPathXEnableHPCIFSCompatibility

X = the backup path # you need to enable it on
Example: for backup path 2 you would put the value as
BackupPath2EnableHPCIFSCompatibility

5. For the Value enter: 1
6. You will need to create this registry key for each backup path that points to the D2D
device.
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UBQO000261: Additional File and Driver details

UBQ ID Number: UBQ000261
Last Modified: 2011-05-26

Summary:

Due to the complexity of the files and drivers UltraBac uses to perform its tasks, some files
require elevated privileges, some third party / interop files used may not contain file
information/properties, and some files perform custom actions. This knowledge base article
provides details of these files.

Details:

Files requiring elevated privileges

The following files require elevated privileges in order to perform their functions:
UBRegDll.exe
UBUNRegDIl.exe
licensemaint.exe
setup.exe
ubms.exe
ubui.exe

Third Party / Interop files that may not contain file information / properties
or valid authenticode signatures

Third party files from CodeJock Xtreme Toolkit:
ToolkitPro.ResourceFr.dll
ToolkitPro.ResourceJa.dll

Third party drivers provided by VMware:
buslogic.sys
glib-2.0.dll
gobject-2.0.dll
gthread-2.0.dll
gvmomi.dil
libcurl.dll
libeay32.dll
liblber.dll
libldap.dll
libldap_r.dll
libxmi2.dll
mssctlbm.dll
mssitlbm.dll
ssleay32.dll
sSymmpi.sys
types.dll
UBVimServiceStub.XmlSerializers.dll
zlibl1.dll
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Third party drivers provided by Microsoft
psexec.exe
robocopy.exe

UltraBac generated Interop files:
UBSharePointLibDMBACKUPLIb.dII
UBSharePointLibWrapper.dll
UBSharePointLibWrapper2007.dll
UBVimServiceStub.dll
UBVMwareUtilityWrapper.dll
UBxmlinst.dll

Files performing custom actions:

DIFxApp.dil:
e Processes driver packages
e Cleans up on successful installation:

WixUIXixca:

e Validates path
e Prints EULA

DIFxAppA.dil:

e Installs driver packages
e Uninstalls driver packages
¢ Rolls back installation upon failed installation

Files that self register/unregister in the registry:
msxml6.dl|
ubxml.dll
ubxmlinst.dll
upgrade.dll
uxagent.dll
win32fileagent.dll
ubimage.dll
ubdisk.dll
ubcd.dll
ubnttape.dll
ubremote.dll
ubsftp.dll
ubsharepointagent.dll
ubslotbasedlibrary.dll
ubtivoli.dll
ubvcbagent.dll
imageagent.dl|
licensemgr.dll
atlcontrols.dll
mysqlagent.dll
sglagent.dll
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exchangent.dll
oracleagent.dll
mailbox.dll
sysstate.dll
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UBQO000263: Exchange Flat-File Restore if
Original Exchange Server Offline

UBQ ID Number: UBQ000263
Last Modified: 2011-08-23

Summary:

If the original exchange server no longer exists, then flat file exchange restores will fail with a
message stating it cannot connect with the exchange server error 10061. This problem affects all
versions of Exchange. This knowledge base article provides a work-around for this situation.

Details:

When UltraBac does a flat file exchange restore, it tries to communicate with the original
exchange server and then it performs the restore. If the original exchange server is not on-line,
then the following steps will allow for the flat-file restore to another server.

On the server where you want to initiate the restore:

1. Open UltraBac and go to “Manage”/"General’/"User Options” and place a checkmark
next to the option for Advanced Options.

Close UltraBac.

Install the Exchange Management tools from the Exchange installation Media.

Open Windows Explorer and go to “C:\Windows\System32\drivers\etc”

Open the file “hosts” with notepad.

Add an entry with the IP address of the computer you are on and the name of the
original exchange server.

Save the hosts file.

UltraBac, load the backup and perform the restore.

S

© N
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UBQO000264: Writing to CIFS Backup Path

UBQ ID Number: UBQ000264
Last Modified: 2011-08-23

Summary:

Some CIFS storage devices do not conform completely for all Microsoft API calls, so file
enumeration is affected. To enable a backup path to a CIFS storage device that has this issue,
the following workaround will enable UltraBac to back up to these backup devices.

Details:

When writing to a CIFS storage device that does not conform completely for all Microsoft API
calls, you will get an error from UltraBac about positioning device.

To fix this you will need to follow these steps:

1. Create a backup path pointing to the CIFS storage device if there is not one already
created, "Manage/Storage Devices/Backup path".

2. Open up your registry editor and go to: HKEY_LOCAL_MACHINE\SOFTWARE\UIltraBac
Software\UltraBac\Devicelnfo\Win32 File Device

3. Create a new DWORD value of: BackupPathXEnableHPCIFSCompatibility

X = the backup path # you need to enable it on
Example: for backup path 2 you would put the value as
BackupPath2EnableHPCIFSCompatibility

5. For the Value enter: 1

NOTE: This process will need to be completed for each backup path that requires this
functionality.
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UBQO000265: Using the Exchange 2007 Recovery
Storage Group

UBQ ID Number: UBQ000265
Last Modified: 2012-08-03

Summary:

When performing an Exchange restore, you have the option to restore to a Recovery Storage
Group. This is a feature inside of Exchange that allows you to recover individual mailboxes.

Details:

Creating the Recovery Storage Group

The Recovery Storage Group should be created through the Database Recovery Management
tool in the Toolbox, which is located in the Exchange Management Console.

1. Open the Exchange Management Console. Click on the “Toolbox,” then under Disaster
recovery tools click on “Database Recovery Management.”

Exchange Management Console EEE
| Bl Adion e teb ;
e Bm 2
T2 Mizrasaht Exchange ¥ i
[#eii] Onganization Configurstion TooloH -
foa Pl - ¢
S, Clisnt Aocess T Open Took Website .
4 Hub Transpart il Bau Practices fnayewr i
|13 Urdled Massaging # Cheek b carditsatition 4hd P 68 of gour Exchanie fopaiod View 4
= 3 Server Configuration Refresh
% Maibox "
? ek Ao Dizaster recovery tools @ Hep
o b Trsnspant . Database Recovery Manag,. =
IS e KR :
[, Rockient Configuration — & Opan Taol..
3 Maibox §
';\':If Distribution Group J'?Dolnham Teoubloshootes . @ Hep
-=| M Cantact ':'-':'. Teoubdeskoal #owe mounding and other dalsbesacelaled problam:
1l Disconractad Malbox
2 Tealbai Mail How tools
gl Ml Flow Troublieshootes
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2. Type the name of your Exchange server as well as the Domain Controller name, then
click “Next” at the bottom of the screen.

(1 welcome

[l Selectatazk

[0 Aestart currant tazk

[T Sedect aresub fle bo view
Bl Wiew & regon

See also

[1 The Exchange
Toublezhooting
Azziztant Help

1" Abeut the Exchange
Troublashooting
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[l Send feedzack and
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|Eell'ng Fun Infoimation

Enter Server and User Information

Enler an idenliliing label for this sclivig: '

[ Perfamn manual anzlysis of raw data liles [ignore server and credertialz enlries below]

Server name [reganed} |saalos2005

Dainain conhioler name [reauiied): |malos 2005
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Selecting thiz option wil skip the indvidual database analsis tesults and 1ecommendalions

B3l Men

Fig. 2 - Exchange :Troubleshooting Assistant.

3. From the Tasks options, choose Manage Recovery Storage Group and then click on
“Create a recovery storage group.”

= Microsoft Exchange Troubleshooting Assistant

Microsoft Exchange Troui:;lééhﬁotlng Assmtaﬁt
B B s s R S e e

{1 Welttme

[ Select 2 task.

[ Restart cumet task

] Select a resut file to view
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See also
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Fig. 3 - Options to create Recovery Storage Group.
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4. Select the Storage Group that you want to restore from and click “Next.”

B Microsoft Exchange Troubleshooting Assistant
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Fig. 4 - Select database in which to create the Recovery Storage Group.

5. Choose the location to create the Recovery Storage Group. Please note: We strongly
recommend users keep everything in the same location.
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Fig 5. - Enter name of the new Recovery Storage Group.

6. Finish the Recovery Storage Group creation.
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Fig. 6 - Successful creation of the Recovery Storage Group.

For more information on using a Recovery Storage Group, please visit the Microsoft Web site:
Microsoft Technet: Recovery Storage Groups.

Non-VSS Exchange Backup Restore to a Recovery Storage Group

wnh e

Create the Recovery Storage Group.

Verify the database that you are trying to restore is mounted.

Perform a standard Exchange Restore. For more information please visit
http://www.ultrabac.com/kb/exchange 2k agent.htm.

Mount the Recovery Storage Group.
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VSS Exchange Backup Restore to a Recovery Storage Group

Microsoft Exchange backup and restore API's do not support restoring to a Recovery Storage
Group. Using UltraBac, you can manually restore the database and perform a soft recovery to a
Recovery Storage Group.

1. Create a Recovery Storage Group.

2. Perform a flat file restore of the Exchange database to the location you created the
Recovery Storage Group. For more information please visit
http://www.ultrabac.com/kb/exchange 2k agent.htm.

3. Open a command line and go to the location where you restored the files.

4. Type: eseutil /r e01 /d <path to recovery storage group>. See an example in Figure 7.

Fiw Storag

W~ REG2BLZ2ERELE8]

i <DIR?
88136 A <DIR>

W
=D&

T b e o ol e e

@
i
&
8
15}
7

L5

Leurrent dire
e dire

BECperation conpleted spcce -1 seconds .

il = ngesHaillbox~First Sto s G G2ELZ2B801882714>

Fig. 7 - Example of a soft recovery via command line.
5. Mount the recovery storage group.
More Information:

For more information on Exchange Volume Shadow Copy (VSS) support, please visit
http://technet.microsoft.com/en-us/library/dd233256%28v=exchg.80%29.aspx.

344



Index

A

ARtEr JODS....ooiiiiiii e 92

B

Backup Set BasiCS........cccceveeeeiiiiiiiiiieeeennn, 69

Backup Storage Device Manager.............. 41

Before .....ooooeieeee 92

C

Command Line Functionality ................... 101

Common Backup Errors Explained ......... 303

ConfiguIiNg ...ceeevvveeeeniiieee e 286
UXAGENT....cooiiiiiii 286

1070] 01 V7T o1 1 o] o 1SS 2

E

Exchange 2000 Agent .........ccceevveeeeennnnn 211

Exchange 5.5 Agent .........ccccccevvvineennnn. 219

F

File-by-File Agent.........ccccccceeeeiinns 163,173

I

Image Agent ......cevveviiiiiiiiiin e 155

IMPOIING ..evveieeeeee e 27
UltraBac License........ccccocvveeiviieeeennnen. 27

Incremental/Differential Backups.....155, 173

L

Locked File Backup Agent............... 177, 207

M

Media Library Controls ...........ccccccvveeereeennn. 56

@]

Oracle Agent.......ccccevvieeeeniiiee e 226

P

Preferences ........cccccoiiiiiiiii, 11

R

Restore BasiCS.........cccvvveeeieeeeiiiiiiiiieeeen 94

S

Scheduled Backup Basics.............cccuvveee. 74

Scheduled Backup Options ..........cccee...... 81
Scheduled Backups .........cccccevvvieieinineeen, 89
VIEWING .eevvieeeiiiiiiieeee e 89
SCSI/CRC EIOrS...cevveveiiiieee e 266
SOIVING. ..ot 266
Solaris Client........ccooeciiiveeeee e, 286
SOIVING «oeie e 266, 269
SCSI/CRC EITOrS ...cvvvveeiiiieee e 266
Typical SCSI Problems ............ccoo.. 269
SQL AQENT et 199
Static Mirror Image Backup .................... 161
T
Typical SCSI Problems.......ccc.cccooecuvvnneee. 269
SOIVING....o o 269
U
UBQO0000L ......cccevvvereeiirnennn, 308, 334, 335
UBQO00015 ......cccovvvereevirnenn, 308, 334, 335
UBQO00018 ........ccvvvvreeeirnenn, 308, 334, 335
UBQOOO09L ....ooeeeiiiiieeeciieeeecieee e 266
UBQOO0092 ......ceeoiiiieeeciieee e 269
UBQOOOL94 ..o 286
UBQOO00234 ......oooiiiiieeeeieee e 303
UltraBac Disaster Recovery............ 104, 148
UltraBac LiCeNSE.......cccveeiiiiiiiiiiieiee e 27
IMPOIING .oeeeeeiiieeee e 27
UltraBac Management Console................ 31
(011 7= (0] o) V2SR 51
(0 QA Xo = o | 232, 286
Configuring ......ceeeeeeeiicciiieeeee e, 286
\%
VIBWING 1evveveeeeeie it e e eereee e e 89
Scheduled Backups .......ccccceeevvevvvvnnnnn. 89

345



	UltraBac User Manual
	Introduction
	Minimum System Requirements
	 Conventions Used In This Manual

	 Setup and Configuration
	Installing UltraBac
	Install Types
	Installing UltraBac on the Backup Host
	Installing UltraBac on a Remote Client
	Remote Installer Options
	Scripted Install
	Installing UltraBac in a 32/64-bit Environment
	Uninstall


	UltraBac Preferences
	User Options
	Authentication Options
	Creating a Secondary Account
	Deleting an Account

	Backup Options
	Restore Options
	Verify Options
	Encryption Options
	General Options
	Index Options
	Backup Indexes
	Tape Express Index

	Logs
	Log File Options

	Media Options
	Storage Media Protection

	Holiday Options
	Advanced Options
	Reporting Behavior
	Backup Throughput
	Restore Throughput

	UltraVue Options


	UltraBac Licensing
	Importing a License
	License Details
	Updating an Existing License
	Pushing the License
	Upgrading to Version 9


	 UltraBac Management Console
	UltraBac Management Console Toolbars
	Backup Toolbar
	Restore Toolbar
	Manage Toolbar
	Tools Toolbar
	View Toolbar
	Current Operations

	File Viewer
	Remote Administration
	Usage



	Storage Device Manager
	Tape Devices
	CD/DVD Devices
	BackupPath Devices
	Auto Deletion of Old Backups

	Tivoli Devices
	Advanced Properties

	FTP Device
	Additional FTP Device Options
	Auto Deletion of Old Backups

	Image and Partition Devices
	Remote Device
	Device Selection


	UltraCopy
	UltraCopy Options
	Copying Individual Sets
	Using a Library with UltraCopy
	Command Line Options


	 Media Library Controls
	Setup and Configuration
	Library Configuration
	Moving Media
	Configuring Media Pools

	Using the Library in a Scheduled Backup
	Sequential Mode
	Slot Based Backup
	Media Pools
	Media Pool Options


	Enabling Automatic Cleaning

	UltraBac Database
	Setting up the UltraBac Database


	 Backup and Restore Basics
	Backup Set Basics
	Creating Backup Sets
	Backup Set Properties


	 Scheduled Backup Basics
	Creating the Scheduled Backup
	Deleting a Scheduled Backup


	Scheduled Backup Options
	Backup Options
	Before backup options:
	During backup options:
	After backup options:

	Email Notification
	Options
	Configuration

	Device Options
	Storage Device Options
	Check If Device Is Ready

	Event Time Options
	Start/End Dates and Backup Frequency
	More Information



	Viewing Scheduled Backups
	Scheduled Backup Properties
	Dates


	 Before and After Jobs
	Set Level
	Group Level


	 Restore Basics
	Selecting the Storage Device
	Loading a Backup Index
	Selecting the Index
	Index Options

	Selecting Files for Restore
	Restoring Data from a Backup


	Command Line Functionality
	Backup Commands
	Restore Commands



	 UltraBac Agents
	 UltraBac Disaster Recovery
	Image Disaster Recovery Agent
	Setup and Configuration
	Restoring an Image Backup


	UBDR - UltraBac Disaster Recovery
	Setup and Configuration
	User Identification
	Device Selection

	Starting the Restore
	Restoring the Image
	Image Restore Options
	Restoring the OS to the Original Server  
	Restoring to the Original Disk(s)
	Restoring the OS to a New Partition/Disk/Array of the Same Size as Original
	Restoring the OS to a New Partition/Disk/Array Larger than the Original
	Restoring the OS to a New Partition/Disk/Array Smaller than the Original  
	Restoring the OS to an Alternate Physical Server
	Restoring Data Partition(s)
	Restoring the System to a Virtual Server
	Restoring a CIP Image Using UBDR Gold

	Advanced Tools
	TROUBLESHOOTING TIPS
	Issue: Failed attempting to restore to dissimilar hardware.
	Issue: When browsing to a BackupPath device, UBDR does not show the backup files.
	Issue: System fails to boot after restore.
	Issue: System fails to boot after restore.
	Issue: System fails to boot after restore.


	Writing an Image Backup to VHD File
	Creating VHD Files
	Incremental/Differential VHD Files


	Writing an Image Backup to VMDK File
	Creating VMDK Files
	Incremental/Differential VMDK Files
	Mounting a VMDK File


	Continuous Image Protection
	Setup and Configuration
	Restoring a CIP Image Backup


	Incremental/Differential Backups - Image Agent
	Setup and Configuration
	Restoring an Incremental/Differential Image Backup
	One-Step Incremental Restore


	 Static Mirror Image Backup
	Setup and Configuration
	Running the Static Mirror Image Backup
	Recovering a Static Mirror Image



	 File-by-File Agent
	File-by-File Agent
	File-by-File Local Backup Set Creation
	File-by-File Network Backup Set Creation
	Restoring a File-by-File Backup


	Incremental/Differential Backups - File-by-File Agent
	Incremental vs. Differential Backups
	Creating Incremental/Differential Sets


	 Locked File Backup Agent
	Installation
	Using the Locked File Backup Agent
	Uninstalling the Locked File Backup Agent


	UltraBac System State/Active Directory Restore Windows 2000/2003 Server
	Overview
	Restoring the System State Using UltraBac
	Authoritative System State Restore
	Non-Authoritative System State Restore
	Primary Restore System State Restore


	UltraBac System State/Active Directory Restore Windows 2008/2008 R2 Server
	Prerequisites for Full Operating System Restore
	Restoring the System State Using UltraBac



	VMware Consolidated Backup Agent
	VCB Agent Set Creation
	Restoring a VCB Agent Backup


	SQL Agent
	Setup and Configuration
	Creating an SQL Agent Set
	Backup Set Options
	Restoring an SQL Backup


	MySQL Agent
	Configuring the MySQL Agent
	Backing up with the MySQL Agent
	Restoring a MySQL Agent Backup
	Restoring a MySQL Database to a flat File


	 Exchange Agent
	Exchange Agent
	Restoring an Exchange 5.5 Server

	SharePoint Agent
	Setup and Configuration
	Microsoft SharePoint Portal Server 2003
	Microsoft Office SharePoint Server (MOSS) 2007
	Backup Set Options
	Restoring a SharePoint Backup


	Oracle Agent
	Setup and Configuration
	Creating an Oracle Backup Set
	Restore


	Ux Agent
	Setup and Configuration
	Backing up a Unix Client
	Restoring a Unix Client


	vSphere Agent
	vSphere Agent Set Creation
	Restoring a Full vSphere Backup to an ESX Store 
	Restoring an Incremental vSphere Backup to an ESX Store
	Mounting a vSphere Backup for File-By-File Restores




	Knowledge Base
	UBQ000001: Command Line Backup/Restore
	UBQ ID Number: UBQ000001 Last Modified 2009-10-26
	Summary:
	Details:
	Backup
	Restore
	View Media Index
	Eject Media
	View Header
	Shortcuts
	More Information:


	 UBQ000024: What is an Image Backup?
	UBQ ID Number: UBQ000024 Last Modified: 2000-06-01 at 10:43:09
	Summary:
	Details:
	More Information:


	 UBQ000041: Selecting a Storage Device
	UBQ ID Number: UBQ000041 Last Modified: 2011-02-25 at 10:43:26
	Summary:
	Details:
	More Information:


	 UBQ000049: Defining a Disk (BackupPath) Storage Device
	UBQ ID Number:  UBQ000049 Last Modified:  2011-02-25
	Summary:
	Details:
	Creating a BackupPath Device
	Auto Deletion of Old Backups
	More Information:


	 UBQ000060: Static Mirror Image Recovery
	UBQ ID Number: UBQ000060 Last Modified: 2005-05-19
	Summary:
	Details:
	More Information:


	 UBQ000069: Troubleshooting SMTP
	UBQ ID: UBQ000069 Last Modified: 2005-09-13
	Summary:
	Details:
	ERROR WSA 10060
	More Information:


	 UBQ000080: Incremental/Differential Backups and the Archive Bit
	UBQ ID Number: UBQ000080 Last Modified: 2010-01-15
	Summary:
	Details:
	Clearing the Archive Bit - Scheduled Backups
	Clearing the Archive Bit - "Run Backup Now" (Ad-hoc) Backups
	Incremental vs. Differential Backups
	More Information:


	 UBQ000091: Solving SCSI/CRC Errors
	UBQ ID Number: UBQ000091 Last Modified: 2005-09-13
	Summary:
	Details:
	Dirty Tape Head
	Bad Tape
	Bad Tape Drive
	Termination or Other Cabling Problems
	Bus Termination Power
	More Information:


	 UBQ000092: Solving Typical SCSI Problems
	Summary:
	Details:
	Cabling
	Termination
	Bus Termination Power
	SCSI Address Conflicts
	Troubleshooting
	More Information:



	 UBQ000112: Troubleshooting Permissions Issues
	UBQ ID Number: UBQ000112
	Last Modified: 2011-05-26
	Summary:
	Details:
	File Permissions
	Backing Up Across Domains
	Setting Backup priority
	More Information:


	 UBQ000150: Installing the Media Library Driver (Autoloader) in Windows 2008 / 2008 R2
	UBQ ID Number: UBQ000150 Last Modified: 2010-01-14
	Summary:
	Details:
	More Information:


	 UBQ000157: Configuring the UltraBac Centralized Reporting Console
	UBQ ID Number: UBQ000157 Last Modified: 2009-10-21
	Summary:
	Details:
	Prerequisites
	Configuring Centralized Reporting
	Using the UltraBac Centralized Reporting Console
	Limitations
	Troubleshooting:


	UBQ000162: Non-UltraBac Specific Registry Keys
	UBQ ID Number: UBQ000162 Last Modified: 2000-06-06
	Summary:
	Details:
	More Information:
	http://support.microsoft.com/support/kb/articles/Q191/1/43.ASP


	 UBQ000194:  Configuring the UX Agent on a Solaris Client
	UBQ ID Number: UBQ000194 Last Modified: 2000-06-06
	Summary:
	Details:
	More Information:


	 UBQ000198: Backup Account Permissions
	Summary:
	Details:
	More Information:


	 UBQ000205: Microsoft SQL "WITH MOVE" Option
	UBQ ID Number: UBQ000205 Last Modified: 2010-01-12
	Summary:
	Details:
	Performing the Restore
	More Information:


	 UBQ000210: UltraBac Backup Output Files
	UBQ ID Number: UBQ000210 Last Modified: 201-02-25
	Summary:
	Details:

	 UBQ000227: Recovering to an Exchange 2003 Recovery store
	UBQ ID Number: UBQ000227 Last Modified: 2010-01-15
	Summary:
	Details:
	More Information:


	 UBQ000229: Unattended Installation of UltraBac
	UBQ ID Number: UBQ000229 Last Modified: 2010-01-21
	Summary:
	Details:
	More Information:


	 UBQ000230: UBDR Gold Advanced Tools and Utilities
	UBQ ID Number: UBQ000230  Last Modified: 2011-02-25
	Summary:
	Details:
	Advanced Tools
	More Information:


	 UBQ000233: Resize Partitions During Image Restore
	UBQ ID: UBQ000233 Last Modified: 2011-02-17
	Summary:
	Details:
	Creating the Partitions
	Performing the Restore
	More Information:


	UBQ000234: Common Backup Errors Explained
	UBQ ID: UBQ000234 Last Modified: 2010-01-21
	Summary:
	Details:
	Error 5 - Access is denied.
	Error 23 - Data error (cyclic redundancy check).
	Error 32 - The process cannot access the file because it is being used by another process.
	Error 53 - The network path was not found.
	Error 64 - The specified network name is no longer available.
	Error 170 - The requested resource is in use.
	Error 1117 - The request could not be performed because of an I/O device error.
	Error 10061 - No connection could be made because the target machine actively refused it.
	More Information:
	Version: UltraBac v9.x Copyright UltraBac Software 2010



	 UBQ000242: Removing Media Pools
	UBQ ID Number: UBQ000242 Last Modified: 2011-02-25
	Summary:
	Details:
	More Information:


	 UBQ000249: SideBySide Errors in System Log
	UBQ ID Number: UBQ000249 Last Modified: 2010-04-20
	Summary:
	Details:
	Event Type: Error Event Source: SideBySide Event Category: None Event ID: 59 Date: 7/31/2007 Time: 4:05:37 PM User: N/A Computer: SERVER66 Description: Generate Activation Context failed for C:\Program Files\UltraBac Software\UltraBac9\MFC80U.DLL. Reference error message: The manifest file contains one or more syntax errors.
	Event Type: Error Event Source: SideBySide Event Category: None Event ID: 58 Date: 7/31/2007 Time: 4:05:37 PM User: N/A Computer: SERVER66 Description: Syntax error in manifest or policy file "C:\Program Files\UltraBac Software\UltraBac9\Microsoft.VC80.MFCLOC.MANIFEST" on line 5.
	Resolution:


	 UBQ000250: Exchange 2007 Support
	UBQ ID Number: UBQ000250 Last Modified: 2007-10-24
	Summary:
	Details:
	Adding or Verifying Exchange Permissions
	Preparing the Database for Restore
	Creating the Recovery Storage Group
	More Information:


	 UBQ000251: Encrypting Backup Data with AES in UltraBac 9.x
	UBQ ID Number: UBQ000251 Last Modified: 2009-12-11
	Summary:
	Details:
	Configuring AES
	Additional AES Options
	Using an Encryption Server
	AES in the UltraBac Log Files
	Restoring an AES Encrypted Backup
	More Information:


	 UBQ000253: Configuring Microsoft SQL or MySQL for use with the UltraBac Database
	UBQ ID Number: UBQ000253 Last Modified: 2009-12-08
	Summary:
	Details:
	Microsoft SQL Server / SQL Server Express
	MySQL Server 5.1
	More Information:


	UBQ000254: Enabling Streaming Backup Support in Microsoft Exchange Server 2007 SP1
	UBQ ID Number: UBQ000254 Last Modified: 2010-07-26
	Summary:
	Details:
	Version: UltraBac v9.x Copyright UltraBac Software 2010


	 UBQ000255: CRITICAL ISSUE - "Error positioning media for backup" error occurs with HP LTO Ultrium tape devices
	UBQ ID Number: UBQ000255 Last Modified: 2010-10-04
	Summary:
	Details:
	Windows 2008/Vista
	Windows 2003/XP


	 UBQ0000257: Exchange 2007 SCR / CCR Restores
	UBQ ID Number: UBQ000257 Last Modified: 2011-03-03
	Summary:
	Details:
	Restore:
	 


	 UBQ000258: Adding iSCSI Support to UBDR Gold v6.0
	UBQ ID Number: UBQ000258 Last Modified: 2011-03-03
	Summary:
	Details:
	Create the registry files that will be needed
	Add the iSCSI support to the UBDR Gold v6.0 ISO


	 UBQ000259: Single Mailbox Restore with Exchange 2010 Recovery DB
	UBQ ID Number: UBQ000259 Last Modified: 2011-03-03
	Summary:
	Details:
	Example #1 : Recovering a mailbox, overwriting the existing mailbox
	Example #2 : Restoring a mailbox, to another users mailbox


	 UBQ000260: HP StorageWorks D2D Backup Systems Support
	Summary:
	Details:

	 UBQ000261: Additional File and Driver details
	Summary:
	Details:
	Files requiring elevated privileges
	Third Party / Interop files that may not contain file information / properties or valid authenticode signatures
	Files performing custom actions:


	UBQ000263:  Exchange Flat-File Restore if Original Exchange Server Offline
	Summary:
	Details:

	 UBQ000264: Writing to CIFS Backup Path
	Summary:
	Details:

	UBQ000265: Using the Exchange 2007 Recovery Storage Group 
	UBQ ID Number: UBQ000265
	Last Modified: 2012-08-03
	Summary:
	Details:
	Creating the Recovery Storage Group
	Non-VSS Exchange Backup Restore to a Recovery Storage Group
	More Information:



	Index
	 
	 

