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Copyright © 2014 TDSi. All rights reserved.

Time and Data Systems International Ltd operate a policy of continuous
improvement and reserves the right to change specifications, colours or prices of
any of its products without prior notice.

Guarantee

For terms of guarantee, please contact your supplier.

Trademarks

Copyright © 2014 Time and Data Systems International Ltd (TDSi). This document
or any software supplied with it may not be used for any purpose other than that for
which it is supplied nor shall any part of it be reproduced without the prior written
consent of TDSi.

Microsoft and Windows are registered trademarks of Microsoft Corporation.

All other brands and product names are trademarks or registered trademarks of
their respective owners.

Cautions and Notes

The following symbols are used in this guide:

CAUTION! This indicates an important operating instruction that should be
followed to avoid any potential damage to hardware or property, loss of data,
or personal injury.

NOTE. This indicates important information to help you make the best use of this
product.
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1. Overview

EXgarde provides the ability to integrate with the Assa Abloy Aperio IP lock
system by connecting to Assa Abloy’s AH40 communication hub. The
EXgarde interaction includes controlling and monitoring a maximum of 8
Aperio devices per hub.

The diagram below shows a technology overview of all software and
hardware needed for configuration / set up of a working system, complete
with EXgarde Access Control software
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2. Aperio IP Locks Configuration

Before the Assa Abloy IP locks can be integrated with EXgarde the following steps
will need to be followed;

Apano Software lo configure

the communic
¥ equire from the
1 by matchi

Detailed information on any of the above can be found in the following
online documents:

¥ ST-001321 Aperio Online Programming Application Manual-D
¥ ST-001322 Aperio Online Quick Installation Guide-C
¥ ST-001323 Aperio Online Mechanical Installation Manual-C

The screen below shows the scanned list of Hubs and locks/sensors. The
details can be seen on the right. Details include, the MAC address of the
communications Hub, Firmware version, last four digits of the Hub MAC
address, IP address of the Hub and EXgarde PC, ACU/Hub port number
and the state of the TLS Encryption. The MAC address of the lock / door is

also shown
Z Aperia Programiming Ap
File Scan Settings Help
Lodkjsensse Commurscation Hub EAC Address UHF Link. I Commumication Hub [02028C]
036469 nEC o - oo
O3IF6F 02D [} - Address D0AT:T e D200 2:Be
% Fmsrare Flaver IF, Multiple Lock [Aperic pratocol]
¥ Frmware Verson 141885
Botioader Version 1.1.1955
5 s ot versin = Hub IP Address
\ Last 6 numbers of e e
Unique lock/Door communications Hub || Radedemss -~ w62
PANID o e
number (this is the P address £ 1002191
number that will need < wam [P Addressof PC
ACU pet — 5908

to be entered as the 18 Brcryption weasia—_ EXgarde is running

o G R on. Also the PC the IP
Lock fsensar [038469]

door number in
Locks Service is

EXgarde) MAC Address e —
e axtom running on.
EAC Address o
Bado profocol version F4)

&4 USB Radic (COM 4} May 15, 2019 L:36:14PM
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3. IP Lock Service Manager

To enable communications between EXgarde and the IP Locks
communication hub, the IP Lock Service must be running. The Service
Manager can be used to configure the IP Locks Service. This can be found
in C:\Program Files\TDSi\Exgarde\IPLocks\IPLockServiceManager.exe.

= =
@k‘/'v ¥ Computer b Local Disk {C3 b Brogram Files » TOS b Esgande » Plocks = [ 4 || Sewreh iptcots P
Cirganize = = Open Mew folder = . 9 @

I Favorites .
& Bgarde ExgardeSestings.dl

L] Bxgarde ExgardeSetting s pdb
& Digarde Localizstion.dl
| Digarde Localization pdb
| Bigarde.pdb

&) Digarde.TiM.an

L] Digarde.ToM.pdb
- & BgardeDataDiamsin.dll
_| BgardeDataDarnsin.pdb
& BgardeDatalayer.dn

| BrgardeDatalayer.pdbs
& BgardeObjects.dn

] BagardeQibjects pdb

& TP ommunications. &l

& Dorambands

B Recent Places

i Librasies

1 Cormguter

| PCommunications.pdl

IPLackSarvicetanagen s
| PLackiervicebanager pdh

1 IPLacksSenvice. ene

| PLocksSenvice. exe config
| IPLocksSenice.pdb

1 IPLacksSenvice vinost ee

L PLacksSendcenshast.evt.config
| IPLacksSendcenshast oot rnanifest
1 NLeg.config

& NLeg.dl

= NLegaml

& eaderiodes.

L Besderiodespdb

& Tapshelfdl

1 [PLockServiceManager.exe Date modified: 210072014 13:42 Date crested: 21/01/2014 13:42
. Application Size: 11.0KB

The Lock Service Manager can be used to control/configure the IP Lock
Service; the start/stop buttons can be used to start or stop the service.
When you first run EXgarde, the IPLocksService will be set to run in manual
mode by default. This can be changed to run in Automatic mode by right
clicking on the shortcut you have just created and selecting Run as
administrator, click yes on the next screen to accept running as
Administrator.

EXgarde Assa Abloy Aperio Integration
Last Change Copyright © 2014 TDSi
02 June, 2015 Page 3



IP Lock Service Manager

The IP Lock Service Manager will open and 'Start-up type' will default to
Manual. To enable Automatic start-up of the service, click Stop then
Uninstall, then select Automatic from the drop down list and click Install,
next click on Start. From now on every time the PC running EXgarde is

started the IP Service will start.

o' IP Lock Service Manager

Startup type
Automatic

[nztall I rinztall

=

To check if the service is running and has been changed to automatic start,
go to Services and the IP Locks Service Manager status and Start up Type
should be the same as shown in the screenshot below. Status should be

started and Startup Type should be Automatic

< Microsoft iSCH Initiator Serace

% Muttimedia Class Scheduler

4 Net.Mimg Listener Adapter

% NetPige Listener Adapter
MexTep Lisener ddapter
NetTep Port Sharing Servce
Netlagon

 Estended { Sandad

< Link-Layer Topology Discovery M...
< Microsoft NET Framework NGEN ...
< Microsoft NET Framework NGEN ...

4 Micrasoft Software Shadiw Copy .

Microdolt NET Framework NGEN
Microdoft NET Framework NGEN

Manages Intermet SCH (SCED sessions from this €.,
Munages software-based vobume thadew copies L.,
Ensbles relstve priortization of work bazed on syt
Receives SCURATON reqUESts over the NLMETG 3.,
Receives Scthation requests over the netpipe prot..
Receives Sctivation requests over the nettep prato_
Provides ability to share TCP ports over the netecp...
Mairitains & secure channel between this compute...

Searted

Marsual

Marsusl
Marsusl

Marual
Marual
Automatic [,
Marual
Marual
futomatic
Dinabled
Dunabled
Disabled
Disabled
Manual

< sanices (E=%E=R ==
Bl fetion Miew  Help
@B Dc= Bm »anw
5 Senices fLocal) | [RSISSReR ioeay
Eugarde P Locks Name Description Sater  TeupType  Log Onds
. ; Exgarde P Lock Integration
;—1‘}"';;:'5“!‘::“ Extensible Authentication Protocol  The Extensible Authentication Protocol {EAP) servi... Marual Local Hyste...
et
Extour TCM Senvice Extour TCM Service Sarted  Automatic Local Syte..
Fax Enables you to send and receive fuxes, utilizing fax .. Manusl Hetwark 5.
Eesu:’unlu;-:_: Py Function Discovery Provider Most  The EDPHOST senice hosts the Fumction Discover... Manusl Local Senvice
rgards IF Lock Integration % Fumction Discovery Ressurce Publ.. Publihes this computer and resources attached to.. Srarted  Automatic  Local Sence
% Graup Policy Client The service is responsible for apphing settings co..  Started  Automatic Local Syite..
% Health Key and Cestficate Manag...  Provides X300 certificate and key management ie... Marual Liacal Syste...
% Homnetiroug Listensr Mk [cal corputer changes associsted with co... Marual Local Syste...
< HomeGroup Provider Performs netaarking tasks assaciated with confyg... Manual Local Senace

Lacal Syite...

o Sy
Loesl Sy
Hatwerk &

Ta—

Local Senace
Local Syite...
Local Sy
Loeal s
Local s
Local Gyite..,
Hetwork 5.

Local Senvice
Lacal Senvice
Lacal Senvice
Lacal yste...
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4. Firewall Configurations

The default IP ports on the PC EXgarde has been installed on will be

blocked by Windows Firewall. The following steps need to be carried out for
both inbound and outbound rules

Search and open Windows Firewall with Advanced Security

Programs (1)

i E’ Windows Firewall with &dvanced Security

Control Panel i4)

ﬂ' YWifindows Firewall

ﬁ Allowy a prograrm through Windows Fireweall
& Check firewall status

P Check security status

.
ﬁ/ See more results

| firewall|

EXgarde Assa Abloy Aperio Integration
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Firewall Configurations

Select Inbound Rules from the left window and then select New Rule

in the Actions window on the right to start the wizard

ﬂ Windows Firewall with Advanced Security

[E=1 EoR S

File Action View Help
bl 2 B4
ﬂ Windows Firewall with Advanc Actions
&2 Inbound Rules Name‘—Group‘ bR -
5 Outbound Rules IF -
g.!! Connection Security Rules OEranchCache Content Retrieval (HTTP-In})  BranchCach MNew Rule...
> % Menitoring QEranchCache Hosted Cache Server (HTT... BranchCache| T Filter by Profile »
oEranchCache Peer Discovery (WSD-In) BranchCache i
oConnectto a Metwork Projecter (TCP-In)  Connecttoa ¥ Fiterhy State ¥
QConnectto a Metwork Projector (TCP-In)  Connectto a ' Filter by Group 4
OConnectto a Metwork Projector (WSD Ev... Connectto a View »
°Connectto a Metwork Projecter (WSD Ev.. Connecttoa G Refresh
eConnectto a Metwork Projector (WSD Ev... Connecttoa o
@ Connect to a Network Projector (WSD Ev... Connecttoa |z ExportList..
’Connectto a Metwork Projector (WSD-In)  Connectto a E Help
@Cora Networking - Destination Unreacha... Core Networ
@Cnra Networking - Destination Unreacha... Core Metwor
@Core Metworking - Dynamic Host Cenfig.. Core Metwor
@Core MNetworking - Dynamic Host Config... Core Metwor
@Cnra Networking - Internet Group Mana...  Core Metwor
@Core Metworking - IPHTTPS (TCP-In) Core Metwor
@Core Metworking - IPv6 (IPvB-In) Core Metwor
@Cnra Networking - Multicast Listener Do...  Core Metwor
@Core Networking - Multicast Listener Qu... Core Networ
@Core Metworking - Multicast Listener Rep... Core Metwor
@Cnre Networking - Multicast Listener Rep... Core Networ
@Core Networking - Meighbor Discovery A... Core Metwor -
4| 1 calla m | 3

When the Rule Type window opens, select Port and click next

9 Meww Inbound Rule “Wizard
Rule Type

Select the type of firewall rule to create.

Steps:
& Pule Type “what type of nile would you like to create?

@ Protocol and Ports

@ Action ) Program
@ Piofile Fiule that control: connections for & prograrn,
@ Mame @ Port

Fiule that controls connections for a TCP or UDF port,

) Predefined:
BranchCache - Contert Retrieval [Uses HTTF)

Fiule that control: connections for a'Windows experience.

*) Custom
Custam rule.

Learn more sbout rule types

< Back Hest » ] [

Cancel
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Firewall Configurations

From the Protocol and Ports window, select TCP and in Specific local
port enter 9999 for Assa Abloy or specified IP port if changed from
default then select next

ﬁ Mew Inbound Rule Wizard @
Protocol and Ports

Specfy the protocols and ports to which this rule applies

Steps:

& Rule Type Does this rule apply to TCP or UDP?
» Protocol and Ports 1cp

g Action @ UDP

) Profile

» Name

Does this rule apply to all local ports or specfic local ports?

All local ports
@ Specific local ports: 5959
Example: 80, 443, 5000-5010

Leam more about protocol and ports

< Back |[ Next = ] I Cancel

Select Allow the connection from the Actions window and click next

ﬁ Mew Inbound Rule Wizard @
Action

Speciy the action to be taken when a connection matches the condttions specified in the rule.

Steps:
) Rule Type What action should be taken when a connection matches the specified conditions?

# Protocal and Ports
@ Allow the connection

# Action This includes connections that are protected with IPsec as well as those are not.
) Prefile .

1 Allow the connection if it is secure
» Name

This includes only connections that have been authenticated by using [Psec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

) Block the connection

Leam more about actions

< Back |[ Next = ] I Cancel
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Firewall Configurations

If you are unsure which of the Profiles need to be selected in the

Profile window contact your IT support.

ﬁ Mew Inbound Rule Wizard
Profile
Speciy the profiles for which this rule applies.

Steps:

@ Rule Type When does this rule apphy?

@ Protocol and Ports

@ Action [¥| Domain

@ Profie Applies when a computer is connected to its corporate domain.
9 MName [¥] Private

MApplies when a computer is connected to a private network location.

[¥] Public
Applies when a computer is connected to a public network location.

Leam more about profiles

] I Cancel

Finally, enter the name for the new rule and description if you desire

and click Finish to complete the wizard.

ﬁ Mew Inbound Rule Wizard
Name

Specify the name and description of this rule.

Steps:
@ Rule Type
@ Protocol and Ports

@ Action
@ Profil LT

IP Locks Portal
» Name

Description {optional):

(B8

< Back | [ Finish

] I Cancel

Page 8
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Firewall Configurations

You can check the new Inbound rule by re-opening the Windows

Firewall and Advanced Security window.

i Windows Firewall with Advanced Security

File Action View Help

|

@ Windows Firewall with Advance
Inbound Rules
Outbound Rules
}'i_. Connection Security Rules
> b Manitoring

Inbound Rules

=
Mame

@IP Locks Portal
.EranchCache Content Retrieval (HTTP-In)

.EranchCache Peer Discovery (WSD-In)
.Connectto a Metwork Projecter (TCP-In)
.Ccmnect to a Metwork Projecter (TCP-In)

.Ccmnect to a Metwork Projector (WSD-In)

@Cnra MNetwaorking - Internet Group Mana...
@Core Metworking - IPHTTPS (TCP-In)
(@ Core Networking - IPv6 (IPv6-In)

| m |

.EranchCache Hosted Cache Server (HTT...

.Cnnnerttﬂ a Metwork Projector (WSD Ev...
.Connectto a Metwork Projector (WSD Ev...
.Cnnnerttﬂ a Metwork Projector (WSD Ev...
.Connectto a Metwork Projector (WSD Ev...

@Core Metworking - Destination Unreacha...
@Cura Metworking - Destination Unreacha...
@Core Metworking - Dynamic Host Config...
@Core Metworking - Dynamic Host Cenfig...

@Core Metworking - Multicast Listener Do...
@Cura Metworking - Multicast Listener Qu...
@Core Metworking - Multicast Listener Rep...
@Core Metworking - Multicast Listener Rep...

Group

-

BranchCache|
BranchCache
BranchCache

Actions

Inbound Rules -
-3 New Rule...

T Filter by Profile
S Filter by State

[ Connect to a Network Projector }’D'-'F

Connectto a
Connectto a
Connectte a
Connectto a
Connectte a
Connectto a
Core Metwor
Core Metwor
Core Metwor
Core Metwor
Core Networ
Core Metwor
Core Metwor
Core Metwor
Core Metwor
Core Metwor
Core Metwor ~
»

v v v ¥

View
|G| Refresh
|=h Export List...
Help
1P Locks Portal -~
Disable Rule
Cut

Copy
Delete

Properties

B @ X i o= @

Help
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5. Configuring EXgarde

To enable the integration of IP Locks with EXgarde a license upgrade will
need to be purchased from TDSi. Each Assa Abloy AH40 hub is capable of
supporting up to 8 locks/sensors. Therefore if you were for example to
purchase a license for 32 locks, this would give you the capability of running
up to 32 locks spread over as many hubs as required for radio coverage.
Doors that are not being used on a hub can be disabled and used to create
another hub, up to the number of IP locks purchased

A EXgarde License Server EI@

File

Connected Clients

Product Englde Enterprise Licenzed options
Wersion : 4.4.0. Fhoto 1D 5

Licence K.ey Present Yoo Fusion

: MICROgarde | &
M awimum Metwork. Users — qpp Extaur El

: Elexvator Control
I axirnurm Doors 00 Evisitor

5 E*notify
M aximum Tenants 10 Intuder
Diatab. rat . Active Directory

atabase status Online Sone AR
Deleting Events Inactive w/eb ¥
IP Locks 32
Upgrade

Copyright [c] 1396 TDSi

Allrights reserved
Exit

Start EXgarde Explorer, Operator is Admin, password is tdsi by default. The
password can be changed in operator rights if required.

Page 10
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Create a new portal for the IP

¥ Type will be IP Locks
¥ Lock type will be Aperio

Configuring EXgarde

locks

¥ IP port will default to 9999.

If required other port numbers

can be added to EXgarde to allow better

communications speed over large installations running several Hubs.
(Contact the on-site IT department for advice)

& EXgarde - Portals [E=H B <
File Edit Actions View Tools Windows Help
] [P =
. ! (- 2

XA “ Q0 B R @

Actions # New [JSave 3 Delete | # Properties | @ Events #] Doorstates »_ Re 0
OSend configuration and Keys to ACU S | Mame

# Send configuration to ACU (/(/ A % acu

;{I’ LS‘ler':’d all val\.d Keys to ACU £ ASSATP

r| Update equipment states B hiormation 15 1P Nodel
e Show events th Ms1
Configuration Report Long Name Comment

Relay Configuration Report

Instant Keport - Type of Partal

Type Computer

W [ Yo— [IP locks ~| [TDsIWINDEYT -l

[ C t < Portal -1 - igurati

= omputers ® ortals & Portal Configuration

.'J ACUs D Doors A

;.L Readers = CCTV Controllers ; Lock Type

__.View points @ Biometric Read... IApElin ;I

{ yInputs Relays £
IAcliva Tenant: Landlard ;I IP Address Iahor

12705 0a IBSSS
& Keyholders
= I™ Secure Connection
i
/ Equipment
¥ | B Em o™ ’
% Operator logged in: Admin - Tenant: Landlord TCM-Tdle.. Y

Next you will need to create the ACU which represents the Hub, in Summary view
click on ACU then click the drop down list on the New tab and choose Aperio

T « |l ‘% New F Mz XD
a Send configuration and Keys to ACU Expert E
:ﬁ' Send configuration to ACL epander
A Send all valid Keys to ACU E eroel 2
48 Dial Remote ACU exoal d I
ﬁ Show events
O Show Alarms v icroGarde 1
A Calculate Key usage in ACU Microliarde 2
?‘1 Update equipment states v Aperio
= Suspend Simons Voss

1 | 1} 3
EE Outling | @ Sty Create uszing ‘wizard
= Computers {/{ Portals -

i;JACUs D Doors |
:-L Readers -y CCTV Controllers

, View points ﬁﬂiometric Read...
{ ylnputs Relays 5

Last Change
02 June, 2015
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Configuring EXgarde

Name the ACU/Hub something familiar such as Assa Abloy Aperio, default
configuration will be DR and the IP address you will enter will be the IP
address of the Hub as shown in the Aperio software. ACU Type will be
greyed out and show as Aperio. Click save when you have finished.

% EXgarde - ACUs
File Edit Actions Yiew Tools

QOO

Windows Help

s R

BT
2 @)

Actions

(¥ Send configuration and Keys to ACU
H Send coenfiguration to ACU

A Send all valid Keys to ACU =
48 Dial Remote ACU

0 Show events

o Show Alarms

A Calculate Key usage in ACU

¥ Update equipment states

s @

Suspend
1 [ |
3, Outline | = Summary
| Computers & Portals -
- f =
& ACUs Doors 1
i Readers = CCTV Controllers
, View points :mﬁiometric Read...
{ yInputs Relays e
]Acliva Tenant: Landlord j
&Ke}(holders
- Equipment
¥l

E] Operator logged in : Admin - Tenant : Landlord

#New = [{Save X Delete |/ Properties | @ Events [ZjEquipment #|C»
=y | Mame
anme
B Bperio [™ Commission Mode g EXceld
h [} EXpander
- Information O EXpert2
Long Mame Comment a MICROgarde1
‘ New ACU1
Site
‘S\la1 L{
- Communications
Comraunication Portal
| TDSI4WINTDEYT : 4354 IP ~|
. Configuration
ACU Type Default Configuration
‘Aperio J |DF| LJ
(1]s] IF Address
[ | 132, 168. 102. 235
Password Awilizry 1/0 Board
= |an ingtalled j
- additional Configuration
Fuents Helidavs Y
R — [ loai- R
< | [ 3 |, 3
TCM - Idle...
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6. Configuring Doors

In summary view the 8 doors belonging to the Hub will be shown directly
below the Hub you have created.

| B, Outline (=) Summary -
=B ¢ i) Access Control Site

52 TDS-WIN7DEVT
f" rAS1

57 ASSATP

I
=]
il
=
Q

Doorl
Door 2
Door 3
Door 4
Door 5
Dooré
Door?
Door 8

N N N CN N ON CN

m

If you click on any of the doors, the door list will appear in the general
display area in the right hand screen.

I Marne | Long Marme | Cornrnent | Doaor Murmber I ACU
0 CarPark 1 MICROQarde 1
0 Doorl 1 Lperio
L0 Door2 2 Lperio
L0 Deor3 3 Lperio
[0 Doord 4 Sperio
00 poors 5 Aperio
OO0 Dooré fi Sperio
OO0 Door? 7 Lperio
L0 Doors g Lperio
L0 Expanil ik Expander
OO0 ExPan2 2 Expander
OB Exper1 il Expert2
OO Exper? p Expert2
00 FrontDoor 1 EXceld
L0 oOffice 4 EXceld
L1 [0 Office to Sales 2 Excel4
L1 [0 sales main 3 EXcel4
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Configuring Doors

Click on the Properties button to access the door details. The relevant door
lock/sensor hexadecimal numbers that were found when scanning with the
Aperio Programming Application will need to be entered into the Door
Number text box. (Refer the Aperio Software for Door Number details.)

Properties vents % Door states chedule | [ Columns [
p E | D Schedul |||/ Col [v#
¥
Marme Door Murnber 5 | e
Door 1 [033FEF Car Park
i Doorl |
. Information g Door2
1 Door3
L M Comment
|u:ung ane | B Doord
0 Doors
. Optionz 0 Door6
Digplay az O Door7
[v Enabled |D.;..;.[ ﬂ [l Doors
O Expanl
[ Fire Door [ ExPan2
O Experl
[ Er
. Access Areas 0 Elpeea
Outer Area Inner Area [l Front Door
Public ~| |Public | [ Office
Al [ Office to Sales
[1 sales rmain
Readers i Ever "_
Feaders Located | |
| Reader 1 | & Duside £ Inside

Left click on the relevant door in the list and select Properties; here you can
set the Outer & Inner area. The Outer area being the area you are going
from and the Inner Area being the area you are entering into to. Any unused
doors can be disabled by un-ticking the Enabled option in the Properties
window.

Page 14
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/. Adding Kevholders

To add a keyholder click on all Keyholders in the summary view, and then
click the New button, enter a name for the keyholder and click the Key to
issue drop down box. Click on the key you want the keyholder to have then
select key type. (The key type should always match the reader type)

‘#New ~ [%:v: M Delete v J Properties | &®Search

() Show events  [if] Keyholder access & Export Keyholders  §

&

M ame
|New Kevholder 25

- Kevholder Information

Lang Mame Comment

- Keyholder Keps

F.ey to izsue Tyvpe
_ll IMagnetic d
05169512
. | 07324303
4BE71ER0 | Access Group I “
4EE72516 I"‘ Everyone | |

The reader Type can be set in the reader properties. Key holder access to
the IP Locks follows the same functionality as normal readers in EXgarde,
so if a KeyHolder is allowed access to an area the IP Lock is associated
with the KeyHolder with the correct key technology can gain access.

EXgarde Assa Abloy Aperio Integration
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Adding Keyholders

Next you can choose which Access Groups you want the keyholder to be a
member of, Keyholder long name and comment can be entered at this point
as well as a Keyholder photograph, click save when you have finished.

&

M ame

# New ~ [{Save M Delete = J Properties

|New F.evholder 25

- Keyholder Information

) Show events  [] Keyholder access  #¢ Export Keyholders

- Keyholder Security Dptions
v Feyholder

" Trustes

[ Trackable

[~ Estended Lock Time
[ Muotification

[ Ignore AFPB

Lang Mame Comment
- Kevholder Keys
F.ey to izsue Type
07324303 ~| |Magnetic =]

| Access Group |

4% Al

mP | Development |
v # Everyone

14 Management Gr...
[] 4% Recepetion

o™ Search

B
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8. Secure Connection Config

When setting up the portal there was the option to enable a secure
connection in the portal properties, selecting the secure connection will
enable the use of TLS Encryption for communications between the Hub and
EXgarde Software. TLS encryption will also need to be enabled in the
Aperio Programming Application.

To begin with click on the Secure connection tick box in the Assa Abloy
portal created in EXgarde.

& M arne
¢ |B5SA P
- Information
Long Mame Comment
- Type of Portal
Type Computer
|IP locks >|  |TDSIWINTDEVT =]

- Portal Configuration

Lock Type

l.-'i‘-.periu:u _v_i

IP Address IF Part

[ [3333
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Secure Connection Config

You will then need to run the Assa Abloy Aperio software tool and enter
open the Hub configuration options. To do this open the Aperio software
and ensure a connection to the locks is achieved.

& Aperio Programming Application - [IPLock]
File Scan Settings Help
Lock/sensor Communication Hub EAC Address UHF Link ‘Communication Hub [02D28¢]
038469 02028C 0 3
7 & MAC Address 00:17:78:01:02:02:d2:6¢
o pvssy . = Firmware Flavor IP, Multiple Lock [Aperio protocol]
e 02028C 0 - Firmware Version 1.1.1955
Bootloader Version 1.1.1955
Radio protocol version 23
Channel 26 (2.480 GHz)
Radio channels 11,16, 26
PAN ID D26C
1P Address 192.166.102.235
ACU Address 192.166.102.218
ACU port 9999
TLS Encryption Disabled
Number of paired locks and sensors 4
Lock/sensor [033F6F] —
MAC Address 00:17:72:04:02:03:35:6F
Assigned Address 0x1071
EAC Address 0
Radio protocol version 23
4 USB Radio (COM 3} June 1, 2015 2:02:11 PM

Right click on the Communication hub you wish to configure and select

configure.
2 Aperio Programming Application - [IPLock]
File Scan Settings Help
Lock/fsensor Communication Hub EAC Address  UHFLink Communication Hub [02D28C]
038468 02D28C 0 -
0336F 02028C Lock/sensor [03B469] » _‘g‘— MAC Address 00:17:7a:01:02:02:d2:8c
03C574 02028C Communication Hub [02D28C] *  Configure.. I IF:Nultiplell ock[Aperis protcccll
0628CE 02028 ; | Pairwith lock or sensor 111855
Upgrade Firmuare... i
Retrieve system information... =
Change radio channels... 2D 2B Gy
Change EAC Address 11,16, 26
Change physical location name... 28
Switch to Customer Mede B TR
192.168.102.218
Get Event Log.. e
Change IP Address e
s and sensors 4
Lock/sensor [038468]
MAC Address 00:17:7a:01:02:03:b4:69
Assigned Address 0x10a6
EAC Address o
Radio protocal version 2
4 USB Radio (COM 3) June 1, 2015 2:07:31 PM
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Secure Connection Config

Below is the first window to appear in the configuration tool.

s Configure Communication Hub [02D28C] @

RFID Configuration
Mote that current RFID configurations in the Aperio™ lock are not displayed. Selectthe
RFID type you want to configure from the tabs below.

MIFARE Classic MIFARE Plus DESFire I Low frequency I Legic |

Changes to be sent:

Remaove changes Add/Change...

4 Back [ MNext | [ Cancel ]

You will need to click on the Next button until you reach the EAC and
Network Settings window.

% Configure Communication Hub [02D28C] \EI

EAC and Nelwork Settings
Configure IP Hub's Metwork and EAC Settings

Network Settings

Metwork mask: 255.255.255.0

Default gateway: 0.0.0.0

ACU Settings

ACU address:  192.168.102.218

ACU port: 9999

TLS encryption: Disabled

| 4 Back | [ B Mext ] [ Cancel

Last Change
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Secure Connection Config

In the ACU settings area of the window, click on the Change button to open
the Change ACU Settings window.

ro =

%2 Change ACU Settings @

Configure ACU Settings

ACUEAC Address: Specify ACLIEAC address in an [PV4
format. Itis a mandatory field that accepts only numbers in the
format ([0-255]. XX K[0-255] XX K[0-258]. XX X[0-255]).

m

- ACUWIEAC TCP Port: Specify TCP port number of the EAC {o
contact This is a mandatory field and accepts only numbers.

-TLS Setting: Enable TLS selting for activating TLS encryption
while communicating with ACL =

Address | 192 . 188 ., 102 . 218

Port 9999

0K ] | Cancel

Here you will be able to click on the Enable TLS check box and click OK to
return to the previous window.

You will notice the TLS encryption now reads as Enabled

% Configure Communication Hub [02D28C] @

EAC and Nelwork Settings
Configure IP Hub's Melwork and EAC Seltings

Network Settings

Metwork mask: 255.255.255.0

Default gateway: 0.0.0.0 Change...

ACU Settings

ACU address: 192.168.102.218
ACU port: 9999
TLS encryption: Enabled

4 Back | [ [ Mext | I Cancel
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Secure Connection Config

Click the Next button until you reach the Device Update window and click on
the Save Configuration button.

% Configure Communication Hub [02D28C] @

Device Update
The seltings are now ready to be transmilted to Lockisensor. You might need to Show

card/iEngage sensorto Lock/sensor. Click "Mext™.

The following updates will be transmitted to the Aperio™ Lock/sensor:

ACU settings
- ACU address: 192.168.102.218

- ACU port: 9999

- TLS encryption: Enabled
Time and date

- Current system time

[ Save Configuration. .. ]

[ 4 Back ] [ Mext | [ Cancel ]

The Save Configuration window will pop up and a Configuration name will
need to be entered before clicking OK to close the window.

I y

%2¥ Save Configuration =

Save configuration to local storage

Select the configurations in the table below that you want to
save. Then choose a name forthe selting and click OK to
Save.

Configuration name |TLS Enable

Include configurations
[# |.-5.CLI zettings
[#] |'I'|me and date

oK ] [ Cancel
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Secure Connection Config

Click the Next button once again to update the device. The window below
will notify you of the status of the update.

% Configure Communication Hub [02D28C] @

Device update result
The result of the device update will be presented below.

Updating

Once the update is complete the following window will appear.

s Configure Communication Hub [02D28C] @

Device update result
The result of the device update will be presented below.

Successful:
{4 AcuU settings
lgnored:

Time and date

b4 Back | | i Close | Cancel

Click on the Close button to complete the process and return to the Aperio
home screen.
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Secure Connection Config

You will notice that the home screen now displays TLS Encryption Enabled.

File Scan Settings Help

“Z Aperio Programming Application - [IPLock]

(E=8 ETH Fx3)

Lock/sensor Communication Hub EAC Address UHF Link

038469 02028C o =
0 &

03C574 02D28C L] =

06828CE 02D28C 0 =

Communication Hub [02D28C]

MAC Address

Firmware Flavor

Firmware Version

Bootioader Version

Radio protocol version

Channel

Radio channels

PANTD

IP Address

ACU Address

ACU port

1LS Encryption

Number of paired locks and sensors
Lock/sensor [033F6F]

MAC Address

Assigned Address

EAC Address

Radio protocal version

00:17:72:01:02:02:d2:8c

1P, Multiple Lock [Aperio protocol]

1.1.1955
1.1.1955

53

26 (2.480 GHz)
11,16,26

D25C
192.168.102.235
192.168.102.248
9989

Enabled

4

00:17:72:01:02:03:31:6F
0x1071

o

23

&4 USB Radio (COM 3)

June 1, 2015 2:45:32 PM

Secure connection will only work on Windows 7 or Windows 2008 R2.

You can check in Internet explorer by going to Internet Options > Advanced,
scroll to the end of the list and look for ‘Use TLS 1.2".

If it's not shown then secure connection is not supported.
Please reference the manuals below for help with Aperio Programming
software / Assa Abloy Locks;

¥ ST-001321 Aperio Online Programming Application Manual-D

¥ ST-001322 Aperio Online Quick Installation Guide-C.
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