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Description

Cristie Bare Machine Recovery for IBM Tivoli (TBMR) for Linux can recover a Linux machine in the
event of a disaster. It is possible to recover to the same or dissimilar hardware. Command line and
GUI interfaces are available. Backups can be taken periodically along with configuration information
which includes details of hard disks, network interfaces, etc. This quick start guide shows the user
how to configure backup locations, save configuration, backup and recover a Linux machine using
TBMR. More detailed information is available from man pages for the TBMR components.

System Requirements

TBMR for Linux can be installed on a x86, x86_64 or PPC Linux machine with glibc >= 2.2. If using
TSM, the system should have TSM API client version >= 5.1 already installed. For TBMR backups,
TSM BA client should be installed. Recovery requires at least 128MB RAM.

Installation

Installation files may be downloaded from Cristie website at http://www.cristie.com or can be found
in the l'i nux/install directory on the TBMR CDROM. There are 2 available versions to support
newer and older Linux distributions. The main installation files are contained in the

I'i nux/install/main directory and the installation files for older distributions are contained in

i nux/install/conpat.There are readme.txt files in both directories explaining which common
distributions are supported by which files.

If the system supports Redhat Package Manager (RPM), this is the simplest way to install TBMR. To
install from an RPM package:

rpm-i thnr-xxx.xxx.rpm

To uninstall the RPM package, use

rpm-e tbnr

If RPM is not available, the gzipped tar file may be installed as follows:
Copy the installation file to a temporary directory.

tar xvzf tbnr-xxx.linux.xxx.tar.gz
cd thnr
.linstall

This will install all the relevant files and licences. To uninstall the package, use the install script with
-u option.

TBMR is installed with a 30 day trial licence. To extend this licence, contact Cristie at
cbmr@cristie.com.
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Setting Up A Backup Location

Setup TSM BA Client

If the backup is to be written using TSM BA client, the BA client dsm sys file should be configured.
The default location for TSM API client setup file is:

[opt/tivoli/tsniclient/bal/bin/dsmsys

This file should be edited to point to the TSM server to be used:

SErvernane server_a
COwMret hod TCPi p
TCPPor t 1500
TCPSer ver addr ess 10.2.1.20

The TSM BA client should be configured to backup all files which are required for OS recovery. By
default, the /dev directory is not backed up. To make sure this is backed up, the following line
should be added to the dsm sys file:

vi rt ual nount poi nt /dev

This will create a separate filespace for/ dev which will be restored by the recovery environment.

Saving Configuration

Configuration information including details of disks, networks, etc. must be saved for each machine
to be recovered. This may be saved to the backup location, to a unique floppy disk or memory key
for each machine, or to a central configuration store located on a network share. When saving
configuration information to the backup location, this must be done before the backup is
run. To save the configuration information for each machine, a command line program tbmrcfg may
be used.

tbmrcfg

To use the command line configuration saving program, typet bnr cf g followed by the required
options.
The available options to tbmrcfg can be shown using:

tbmrcfg -?

tbrefg vx. xx (c¢) Cristie Software Ltd. 2004-2008
Usage: tbnrcfg [options]
Opti ons:
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-afdir]

- b<nane>, --bootl oader =<nane>
-c<dir>, --copyto=<dir>
-d<nanme>, --bootdevi ce=<nane>
-f, --floppy

-l <file> --logfile=<file>
-o<file> --output=<file>

-v, --verbose

- - di sshw=<n>

--fil edev_mount _options=<string>
--filedev_nount target=<string>

--fl oppy_devi ce=<string>

--fl oppy_nount =<stri ng>
--format _pattern=<pattern>
--partition_pattern=<pattern>
--licence=<licence>

-?, --help, --usage

Some examples are shown here:

TBMR

BMR for TSM

Add files to backup (default dir /TBVMRCFG
Set boot | oader to <name> (default is lilo)
Copy files to <dir>/<hostnane>

Set boot device nanme to <nane>

Copy required files to floppy disk

Set log file (default is tbnrcfg.log)

Set output file (default is disrec.ini)
Ver bose node

Use dissinilar hardware support if n !=10
Set file device nmount options

Set file device nount target

Set the floppy disk device node

Set the floppy di sk nount point

Only format devices matching pattern

Only partition devices matching pattern
Use |icence code <licence>

Print this nmessage and exit

To save configuration information from a machine that boots using grub installed on /dev/sda to the

backup location, use:

tbnmrcfg -b grub -d /dev/sda

To save configuration information from a machine that boots using grub installed on/ dev/ hda to an

NFS mounted share/ nf s/ confi gs, use:

tbnrcfg -b grub -d /dev/hda -c /nfs/configs

To save configuration information from a machine that boots using grub installed on / dev/ sda to a
removable disk device / dev/ sdc which can be temporarily mounted at/ mt/t np, and backs up to a
file location mounted using SMB in//server/share/ directory, use:

tbnmrcfg -f --floppy_device=/dev/sdc --floppy_nount=/mt/tnp -b grub -d /dev/sda --
filedev_nount _target=//server/share --
filedev_nount_opti ons="user nane=ne, passwor d=secr et , wor kgr oup=nygr oup"

There is a full manual page for tbmrcfg available by typing man t bnrcf g.
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Backing Up
TSM BA Client Backup

The backup may be performed using the command line TSM BA Client dsmc or the GUI interface.
Please consult the TSM user manual for instructions on how to do this.

Recovery

When a machine needs to be recovered it should be booted from the Cristie Recovery Console
bootable CDROM. The machine's BIOS may need to be changed to boot fromm CDROM. Press L when
the boot prompt appears and press Y to load any required drivers when prompted. Note that if the
machine has access to SAN disks which should not be recovered and do not contain OS files, the
drivers for these should not be loaded. The recovery console main menu should appear.

Cristie Recowvery Console

Automatic Recovery
Hanual Recovery
Tools

Show Loz Files
Copy Loz Files
Exit A Reboot

The simplest way to recover a machine is to use the Automatic Recovery option.
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Cristie Recovery Console
Automatic Recovery

Bl. Load Hardware Irivers

2, Access Confimuration
3. Test Backup Location
4, Recover Hachine

5, Exit

Load Hardware Drivers

Some, but not all, device drivers are loaded automatically at boot time. If the disk controller and
network drivers required for recovery were automatically detected and loaded, the Load Hardware
Drivers option may be ignored. If further drivers are required, or modules need to be listed or
removed, this option should be selected. This menu may also be used to change the keyboard layout
if the recovering system does not use a standard US keyboard.

Cristie Recowvery Console
Automatic Recovery
Hardware Irivers

Bl. Load Hodules

2. Unload Hodules
Lizt Loaded Hodules
Syztem Details
Skip Hard Disks
Set Keyboard Deiver
Exit

To load additional storage modules, the Storage Modules option should be selected from the Load
Modules menu.
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Cristie Recovery Console
Hocules

B3ware 9000 [3a—90cc]

Zmare [Fw—ooo]

Adaptec ACAAID [aacraidl
Adaptec aic?ox [aici9ox]
Adaptec aictooe (old) [aicfoo_old]
Adaptec aichoo [aichoo]
Adaptec aic¥Mxx [aicBdxx]
Adaptec 120 [dpt_iPo]
Advansys [advansys]

AHCT SaTh [ahcil

ATP 870 [atp87oul
Buzlogic [Buslogic]

To load additional network modules, the Network Modules option should be selected from the Load
Modules menu.

Cristie Recovery Console
Hodules

B3Com 3c359 Token Ring [3c3m9]
3Com 3c5%x [3c59%:]

3Com 3CRF0 [typhoon]
Adaptec Starfire [starfirel]
Alteon AceMIC [acenic]

AHD PCret32 [ponet32]
AHDB111F [amtBi11e]

Atmel ATARCS06 [atmel poil
fitmel ATA7RCH0X [atmel]
Broadcom 4400 [hdd]
Broadcom HetXtreme IT [hox?]
Broadcom Tigon3 [te3]

Access Configuration

The configuration information must be retrieved before files can be restored. The Access
Configuration menu item should be used for this.
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Cristie Recovery Console

Automatic Recovery

1.| Aocess Confipuration

_2'

3. From Remote Share

4, From Backup Location

5. From Local Device
From TSH BA Client Backup
Exit

Access Configuration From Remote Share

To access the configuration information from a remote share, the network must be configured and
then the share mounted locally so that config files can be copied.

Setup Network

The network should be configured to allow access to the share containing configuration information.
To set up the network using DHCP, DHCP should be entered into the appropriate form fields.

Metwork Settings
IPfickk-es= DHCP
SubnetHaszk DHCP

Hetwork Interface

I ®
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To set up the network using a static address, the network configuration information should be
entered into the form.

Network Settings
IPAddress 10,10,10.99
SubnetHaszk 255,0,0.0

Gateway 10,1114

Hamezerver 10111
on From Remote Share
Metwork Interface

0 are
ation From Remote Share

Setup Remote Share

The share details should be entered into this form to allow mounting of NFS or CIFS shares. The
filesystem type is automatically determined by the format of the share name. To mount an NFS
share 10.2.1.20:/data containing configuration information in a subdirectory called configs:

Setup Remote Share
ServerShare 10.2.1,.20: /data ConfigPath configs
Pazssord

Horkgrougpe

2. Select Confimration From Remote Share
4, Exit

To mount a CIFS share //10.2.1.20/data containing configuration information in a subdirectory
called configs:
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Setup Remote Share

ServerShare £A10.2.1. 2 data ConfigPath configs

Pazssord PERERENERERE

Horkar-ougp

IE 3. Select Confipuration From Remote Share

Select Configuration From Remote Share

The configuration for the machine should be selected from the list provided by the Select
Configuration From Remote Share option.

Cristie Recowvery Console
Automatic Recovery

#1021, 20 datadconf igs

on From Remote Share

Access Configuration From Local Device

The configuration may be read from a local device eg floppy disk or memory key using this option.
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Cristie Recovery Console

Automatic Recovery

1.| Aocess Confipuration

_2.
3. Accezs Configuration From Local Device
4, B ————————————
5. Bl. Setup Local Device

2. Read Confimuration From Local Device
3. Exit

Setup Local Device

The form should be used to setup the local device containing configuration details. If the
configuration is stored on a floppy disk, the Device should be /dev/fd0, for the first USB device, use
/dev/sda. The Path field should be relative to the device.

Local Configpration
Device fdew/sda

Path Aconfigs/myserver]

fAccess Confiprration From Local Device

—1. Setup Local Device
2. Read Configuration From Local Device
3. Exit

Read Configuration From Local Device

The configuration may be read from the local device by selecting this menu item.
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Access Configuration From TSM BA Client Backup

The configuration may be read from a TSM BA client backup using this option.

Cristie Recovery Console

Automatic Recovery

Setup Network

Setup TSH server

Read Confimeation From TSH
Exit

Setup Network

The network should be configured to allow access to the TSM server. To set up the network using
DHCP, DHCP should be entered into the appropriate form fields.

Metwork Settings
IPfudk-ess IHCP
SubnetHask IHCP

Metwork Interface

I x

ation From Remote Share
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To set up the network using a static address, the network configuration information should be
entered into the form.

Network Settings
IPAddress 10,10,10.99
SubnetHaszk 255,0,0.0

Gateway 10,1114

Hamezerver 10111
on From Remote Share
Metwork Interface S

0 are
ation From Remote Share

Setup TSM Server

The form should be used to enter details of the server where the configuration information is stored
as part of the backup.

T5H Server
TCPServerfickess 10,2.1.20
TCPPort 1500

Nodename MYSErvEr

lient Backugp

2. Read Confimeation From TSH
4, Exit

Read Configuration From TSM

This should be used to read the configuration information from the TSM BA Client backup.
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Test Backup Location

This option should be used to ensure that the backup location may be accessed successfully. It is
not required if the configuration information has already been retrieved from the backup location.

Recover Machine

This option will perform the actual recovery by partitioning disks, setting up any logical volumes,
formatting partitions and volumes, setting up the network if this is required and hasn't already been
done, restoring files, setting up the OS for booting on dissimilar hardware and finally making the
recovering machine bootable.

If the TSM BA Client backup should be restored with any options passed to dsmc, these should be
added in this form. This allows the user full control over point in time backups etc. but is not
required if the latest versions of all files are required.

IISHC Dptions

ISHE Options ]

Load Hardware DIrivers
Access Configuration
Test Backup Location
Recover Hachine

Exit

The recovery process should begin and the time taken to recover will depend on the size of the
backup and speed of disks and network
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