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OVERVIEW

Jili Active Directory Cleaneris asimple housekeeping tool, used to maintain your Active Directory clean
and secure. Itis a majorsecurity threat to keep unwanted User/Computer accounts and expired datain
Active Directory. Inactive, disabled Users/Computers turnto be a crap everyday. As thedays pass, these
craps grow rapidly and affects the performance severely. Housekeeping regulates Active Directory
perfectly for the SOX compliance audits. JiJi Active Directory cleaner is very reliable and provides a
cheaper clean up solution for your Active Directory.

FEATURES

Old users/computers cleanup.

Old users’ folderand profile cleanup.

Cleanup automation through schedules.

Generatingreportsfromthe desired scope of Active Directory.

Users can sort the columns of theirinterest.

Reports can be exported to PDF, CSV, HTML and Excel formats.

Helpsto doactions like delete, move, disable, enable users/computersin bulk.

D N N N N N NN

SYSTEM REQUIREMENTS

Dot Net Framework 3.5.
Windows Active Directory Domain setup.
Supports up to Microsoft Windows 7 and Microsoft Windows 2008 R2 systems.

XXX

Both x86 & x64 platforms are supported.

INSTALLATION

Stepsto install JiJi Active Directory Cleanerare given below.

e Double click the 'JiJi Active Directory Cleaner' setup to open the installation wizard. Select
'Install Active Directory Cleaner' and click 'Next'.
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Figure 2.1. Installation(a)

Jili &ctive Directory Cleaner Setup E'@
B Bl JiJi Active Directory Cleaner
v

@ Install Jui Active Directory Cleaner

(71 Uninstall Jili Active Directany Cleaner

(o) (€ ) (R (B (@8

e Readthe Licensetermsandclick 'l agree'.
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Figure 2.2. Installation(b)

Jili &ctive Directory Cleaner Setup E'@
B Bl JiJi Active Directory Cleaner
v

Pleaze take a moment ko read the licenze agreement now, If you accept the terms below, click
Agree", then "Mext'. Otherwize click "Cancel"

JIMITECHHOLOGIES LICEWSE TERMS -

Thesze licenze terms are an agreement between JiiT echnologies and vou. Please read them.
They apply to the zoftware “Jili Active Directorn Cleaner” youw are dovwnloading from
JuliTechrologies. com, which includes the media on which pou received it, if ary. The termz alzo
apply to any JiiT echnologies

" updates,
* supplements,
* Intemet-hased semvices, and .

| Dan't Agree @ | Agree

1. Licenze Agreement | £ Inztallation Path
| Cancel | @ | Mewt 3| (B lnstall | 29

e Selecttheinstallation pathandclick 'Install'.
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Figure 2.2. Installation(c)

Jili Active Directory Cleaner Setup E
AT AN ] i
B Bl JiJi Active Directory Cleaner
-

Select a path to install Juli Active Directory Cleaner

C:AProgram Files W JWiT echnologies®\active Directony Clear:

1. License Agreement | 2, Installation Path |

[ Cancel ][« Ban::k] Mext 3 & Uninstal

e Now, JiJi Active Directory Cleaneris installed successfully.

Figure 2.2. Installation(d)

Jili Active Directory Cleaner Successfully Installed
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SELECT SCOPE

Afterinstallation, selectthe scope such as domain or OU for which clean -up operations have to be
performed.

2.5. Select Scope to Cleanup

Scope @

Select the zcope of the Repart

SCAN USERS

You can generate reports forthe selected orentire users, filteritand perform the necessary clean up

actions using generated reports.

Scan All Users
o Launch JiJi Active Directory Cleaner.
o Click'Scan All Users'button to open 'Scan All Users' window.
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Figure 2.6. Scan all Users(a)

Page a8

= MO

Jili Active Directory Cleaner

Lol & )

[.52 Idzer Deletion Scheduler...

[ﬂ[ﬁlnmain Contraller Settings. .. ] [ﬁ Help ]

Scope:  work2008r2

Uszers

Y'ou can retlieve user's report from active direchary
bazed on the selected zoope. Subsequently, vou can filker and
clean-up ugers from the generated repart.

Computers

'ou can retlieve computer's repart fram active directary
bazed on the selected zocope. Subsequently, vou can filker and
clean-up computers from the generated report.

Figure 2.7. Scan all Users(b)

[@ Scan Al Users. .

Scan Selected
Computers...

Selectanyone of the filter options as peryourneedasshowninFig 7.

Scan All Users - Warkz008r2

[ Actions b ] [ Uszer Delete Option...

: -IEI -Fﬂ
Filter: ‘NeverLoEEed On Uszers VI

Dizabled Uzers
3

m

Select: Al Mone [T] Show in digplay name format 4, Search ,«ﬁ EleE:éI;I::t UEi[lrse Usmrs
Full Marme .Scafgunt Bty Inactive Dayz Last Logon ?Fnsgunt ockout

W | Usetal Mever Logged On

7] | Uzeto2 Mever Mever Logged On 0

] | Uszetdoll Mewver Mever Logged On 0

[7] | Uzerbdal oo Mewver Mever Logged On 0

[ | Useto1o Mever Mever Logged On 0

7] | Uzetod 000 Mewver Mever Logged On 0

[T | Uzertdod 001 Mewver Mever Logged On 0

7] | Uzetol 002 Mever Mever Logged On 0

7] | Uszertdod 003 Mewver Mever Logged On 0

7] | Ugetot00g Mever Mever Logged On 0

< 1 | »

27

Total no of records
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¢ |Ifyoudo notneedanyfilteractionsthenselect 'ClearFilter' option.

e Todelete user’s profilesand folders before userdeletion, click 'User Delete Options' button. A
window will be opened.

e Selectthe necessary optionstodelete and click 'Ok'.

Figure 2.8. Scan all Users(c)

e

Scan Al Users - Yark2008r2 (@] =]
[ Actions b ] [User Delete Optior... ] Filker: [Never Logged On Users v] (_)
Select: Al Mone [] Show in display name format % Search [Iﬂ Frint ] [@ Export... ] [ Add/Remove Columns... ]
Full Hame Account Expiry Inactive Days Last Logon Account Lockout Bad Logon Count Manager -
Cate Time
User Delte Options Eo
D UserNoZ Newver These options help you to delete the home folders and profiles of the d 1
[] | UserMol0 Mevar selected uzer before the user delstion. ]
7] | Uzeodon Mewver Delete Options 0 il |
7] | Uzetdod 01 MNever Delete remate hamea falder Delete terninal home falder i}
7] | Uzertdol 000 Mever Delete raaming profile Delete terminal raaming profile ]
7] | Uzetat0m Mewver 0
7] | Ugetot00z Mever [ als ] [ Eance] 0
7] | Uzetod 003 Mewver Mever Logged On 0
7] | Uzertod 004 Mever Mever Logged On 0 -
€| 1 | »
Tatal no of records : 27

e To perform clean up actions, select the users from the generated report and click 'Actions'
button.

e Selectanyofthe necessary actions such as Enable, Disable, Move, Delete or Disable and Move.
Here 'Delete' option is selected.
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Figure 2.9. Scan all Users(d)

B4l Scan Al Users - Work20082

Page 10

=N ol =5

Filter: [Never Logged On Users v] @

| Actions b l 85 Enable
Select: Al g E:able prrnat @ Search | [f‘ Frirt ] [,:8 Expart... ] [ Add/Remaove Columhs... ]
ove
Full Namlg Delete Inactive Days Lazt Lagon '?an.:unt -ockout Bad Logon Count Manager e
UzeMol &5 Disable and Move Mever Logged On 0
Uszerloll Mewver Mever Logged On 0 g
UzerMol00 Mever Mever Logged On 0
UzerNol000 Mewver Mever Logged On 0 T
Ugerol001 Mever Mever Logged On 0
UzerMol002 Mewver Mever Logged On 0
UzerMol003 MHewver Mever Logged On 0
UserNol004 Mever Mever Logged On 0
UszerMol005 Mewver Mever Logged On 0
er Logged On 1} -
4 mn 3

Total no of records : 27

e Finally, selected Never Logged On users were deleted and the deletion reportis shown in Fig 10.
Similarly, you can enable, disable or move users to another location.
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Figure 2.10. Scan all Users(e)

Total no of records for this filker11 Filker: | All Beports -
I zer Hame Digtinguizhed Mame Idzer Deletion Fesult Falder Deletion Fesult

zerMal CH=UzerMal OU=0U-one DC=w0a... 3
Uzertaln Ch=Uzertol0,0U=0U-one,DCSW. Success Success
Jsertol00 CH=lzertc100,0U=00U-one,DC=... Success Success
|dzert ol 000 Ch=Uzerol000,0U=0U-one,DC=... Success Success
I zerhol 001 Chl=lzertc1001,0U=00U-0ne,DC=... Success Success
I gert ol 002 Ch=Uzertol002,0U=0U-one,DC=... Success Sucoess
Izt 01003 CH=Uzeo1003,00U=0U-o0mne,DC=... Success Success
I zertol 004 Chl=lzertcl004,0U=00-o0ne,DC=... Success Success
Idzert ol 005 Ch=Uzero1006,0U=0U-one,DC=... Sucoess Sucoess
Il zert ol 006 Chl=lzert ol 006, 0U=00-o0ne,DC=... Success Success
s o2 CH=Uszero2, OU=0U-one DC='Wo. . Success Success

Scan Selected Users

In Scan Selected Users option, you can select the specificusers to get theirreports. Use those reports to
find outthe userstatusand perform cleanup operations as that wasfollowedin Scan All Users option.

e Click 'Scan Selected Users' button to open 'Select Users' window.

© 2012 JiJi Technologies All rights reserved. | Privacy Policy
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Figure 2.11. Scan Selected Users(a)

Jili Active Directory Cleaner E =] @
l.'_)é Uszer Deletion Scheduler... “ﬂ Camain Contraller Settings... I IQ} Help I
Seopel Waork 20082 }) Browse...
Uzerz
Y'ou can retrieve uger's report from active directory m Scan Al Users. .
bazed on the selected zoope. Subsequently, vou can filker and
clean-up ugers from the generated repart.
% Scan Selected Users...
Computers
. , o 1
'ou can retlieve computer's repart fram active directary I’;!] Scan All Computers...
bazed on the selected zocope. Subsequently, vou can filker and =
leat- ters from th ted E.
clean-up computers from the generated repor rf] & an Selected
= ﬁ Computers...

e Select users from the Active Directory hierarchical structure or using samaccount name or by
importing from CSV file
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Figure 2.12. Scan Selected Users(b)
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Zelect Users

Active Directory Hierachical Structure:

RN (ECH =5
x Remove

[ LosténdFound

[ Managed Service Accounts
~[IMNTDS Quotas

=[] oU-one

[ UsgerMal

[ UsgerMall

[ |UsgerMalon

[ Usgert o1000

[ UsgerM o100

[ |Usger 1002

[

4| 1] | 3

Add uzer manually(s amacch amel ;S amécch ames]

UseMoZ;Jsetal 0|

Irmpart wzer from C5Y

|

dzertal
JzeMall
dzerto1001
|zertol 006

Reports of those selected users were obtained as shown below.
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Figure 2.13. Scan Selected Users(c)

[ Actions )] [UserDeIete Option... Filter: [ v]

Select: Al Mone Show i dizplay name format @ Search ”[ﬁ Print ] [& Expart... ] [ Add/Remaove Columns... ]

Account E=piry Account Lockout

Full Marne Date Inactive Days Lazt Lagon it Bad Logon Count Manager

| al Mever Logged On

Uszerloll Mewver Mever Logged On

0
UzeMol0M Mever MNever Logged On 0
UszerMol006 Mewver Mever Logged On 0
Usgerhol 0l Mever Mever Logged On 0
Ugeo2 Mewver Mever Logged On 0

Total ho of records : B

e Now, you can follow the same steps as that followed to cleanup users using 'Scan all Users'
option.

SCAN COMPUTERS

Similar to scanning users as seen in section 6, you can also scan computers as follows:

e Click'Scan all Computers'or 'Scan Selected Computers' button to retrieve computerreport of all
or selected Computers from Active Directory.

e Use this generated report to filter and then clean-up Computers.

EXPORT

You can exportthe generated reports on user's account status and save it in any of the formats such as
CSV, Excel, PDF, HTML.
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Figure 2.14. Export

F'age 15

Scan Al Users - Work2008r2 =n =R
[ Achions )] [UserDeIete Optior.... Filter: [Clear Filter v] @
Select: Al Mone [T Show in display name format @, Search | L@ Frint |,§ Expart... I Coy ...

narme Dizabled Account Expiry Date Inactive Days Last Logon Excel o

W | UssMNal Mever Logged On C PDF F
] | Uzetdo2 True Mever Mever Logged On C HTHAL
[7] | Uzebdaln Falze MHewver Mever Logged On Ch=Uzertal0,0U=0U-o...
7] | Useto100 Falze MHever Mever Logged On Ch=lJgerol00.0U=00-...
7] | Uzetol O Falze Meswver Mever Logged On Ch=UzerMal01.0U=0U-...
7] | Uzetod 000 Falze Mewer Mever Logged On CH=lJzerMol000,00U=0U...
[T | Uzertdod 001 Falze Mever Mever Logged On CH=UserMo1001.0U=00...
7] | Uzetdol 00z Falze Mever Mever Logged On CH=UseMol002,0U=01...
[ |Useta1003 Falze MHewver Mever Logged On Ch=Uzertal003,0U=0U...
7] | Ugeto100g Falze MHever Mever Logged On Ch=llzertol0nd,Ou=0U...
71 1l earhlad MR Falea hlansar M ansar | nanad Mn bl Learhlad AR D=1 1

4 m 3

PRINT

Total mo of records : 41

Using this option, you can print the generated user account status reports. Print preview is shown in

Figls.

© 2012 JiJi Technologies All rights reserved. | Privacy Policy
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Figure 2.15. Print Preview

ol Printable View EI@
B 4 1 of 1 b M |« O S E OE-| 1 - Find | Mext

All Users (11/2/2010 6:00:48 PM) k.

Description: Report generated for the scope DC=Work 2008r2,DC =local

Mo of Records: 34

Disabled AccountExpiryDa | InactiveDays Lastl ogon =

te

Useriol False Mever MNever Logged On

Userio2 True Mever Mever Logged On

Useria1l False Mever Mever Logged On

Userfo100 False Mever Mever Logged On

UserMa101 False Mever Mever Logged On

Userio1000 False Mever Mever Logged On

UserMo1001 False Mever Mever Logged On

UserMo1002 False Mever Mever Logged On

1 T | 3

ADD/REMOVE COLUMNS

You can customize the report columns using 'Add/Remove columns' option. Steps to add or remove
columns are given below.

© 2012 JiJi Technologies All rights reserved. | Privacy Policy
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e Click'Add/Remove Columns'buttonin'Scan All Users' window. Add/Remove Columns window

will be opened.

e To add columns, selectthe necessary columns and click " to move from 'Available Colunms' to'

Displayed Columns'.

Figure 2.16. Add/Remove Columns(a)

Add/Rermowve Columns

Available Columns

Account Lockout Time
Allow Reversible Password Encrption
Abwaps CallBack To

A$$iin a Static IP Address
City

Carmpary

Country

Delegation Permitted

D epartment

Description

Dizplay Mame

Etdail

Fax

b

m

Firgt Mame

Home

Initialz

IP Phone

Lazt Bad Pazsword Atternpt
Lazt Mame

Logon Hours

Logon Script

Laiun To

tdember OF
tobile
M otex
Office

Show in display name format ] Show all

Displayed Columns

harne
Dizabled

Account Expirny D ate
Inactive Days

Last Logon
distinguizhednamme

[4] )

Save

] l Cancel

e If you need to exclude some of the columns from the reports, you can select it from the
Displayed

Colums and click to move it to Available Columns so that those colums will not be available in

the reports.
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Figure 2.17. Add/Remove Columns(b)

Add[Remwe Colurnns E\@

Available Columns Displayed Columns

Allow Reversible Passward Encrption
Always CallBack To 8
Azzign a Static IP Address
City Inactive Days
Company Last Logon
Cauntmy
[ elegation Permitted Account Lockout Time
Department Bad Logon Count
Deszcription First Mame

Dizplay MNarme tanager

EMail

Fam

Hormne

Initialz

IP Phone

Lazt Bad Pazsword Atternpt
Lazt Mame

Logon Hours

Logon Script

Logon To

b ember Of

tobile

M otes

Office

Pager

Parent

Pagawmord LastSet
Pazsword Mever Expires

*

m

ol
@)

] l Cancel

USER DELETION SCHEDULER

This option is used to schedule the deletion operation to be done automatically. For this you have to
create a deletion policy to delete the disabled users and send the notification of users who were
disabled for more than the specified number of days.

Configure Mail Server Settings
e Tosend the disabled user's report, you have to configure mail server settings.
e Click'Configure Mail Server'button in 'User Deletion Scheduler' window. 'Mail Server Settings'
window will be opened.
e Enterthe details and click ' Test Settings'. If test result is success, then save the settings.
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Figure 2.18. Mail Server Settings

|f_] Fail Server Settings £3

Configure Mail Server Settings:

bail Server: smtp@testmail. com

Port Address: 100

Idzer Mame: test@testmail com
Passward: ——
| Uze 550
Test Settings... |ﬂ Save || (B Cancel

Create Delete Policy
After configuring the mail server settings, create anew policy to delete the users whowere disabled for

‘n’ number of days.

e Click 'Create Delete Policy' button in 'User Deletion Scheduler' window. Type the policy
description and select the scope to apply this policy.

e Select Delete settings to delete the disabled users and Notification Settings to send disabled
users report. Both options can also be selected.

e In Delete settings, specify the number of days after which the disabled users can be deleted. If
you have not made any changes with 'Delete Options' already, here you can select the options
to delete the folders and profiles of the users who are to be deleted.

e In Notification settings, Select the number of days to find the users disabled for more than the
specified number of days and then edit the e-mail text if necessary.

e Finally, add the e-mail id and save the settings.
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Figure 2.19. Create Delete Policy(a)

E] Create Delete Policy

Deszcription:  Delete dizabled users

Delete Settings

J| Delete users, who are dizabled for more than |30 Days.

Delete Options
These optiohz will be applied before the dishled uzers are deleted.

V| Delete remate home folder /| Delete terminal home folder

Matification Settings

+| Send an user report, who are dizabled for mare than 30

o]
Scope:  Users o Browse. . |

| Delete roaming profile | Delete terminal roaming profile

Draps. |?ﬁEditMaiI... |

=

E-Mail Addresses: 98 Delete || Add. |

W] Edit..

Addresz

test] (@testmail. com

|Fﬂ Execute and Save | |ﬂ Save | |@Eancel

-

Now, you can change the daily schedule run time as per your wish.

Page 20

The added schedule will run every day at the time what you have mentioned. Details of this

schedule can be viewed as shown in the Fig 20..
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Figure 2.20. Create Delete Policy(b)

Daily schedule run time: 18:30 Hrskil [Change.. ] Run as: | [ Change... ] [+ Create Delete Policy... ] @Hefresh ]

Delete
Delete Disabled Wil ID Send Delete Delet

Dezcription Scope Dizabled Mohfication Mail D List Roaming
Users after n days Prafiles

Users after n Matification
days

izabled u... Enabled a0 Enabled a0 best] (ah il.c Enabled

DOMAIN CONTROLLER SETTINGS

e Click'Domain ControllerSettings' button inJiJi Active Directory Cleaner window.
e Selectany of the Domain Controllerand click 'Set as Default Domain Controller' button. A
message box will be opened, stating that the selected Domain Controlleris setas default.
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Figure 2.21. Domain Controller Settings

@ Carnain Controller Settings [ 22 |

Available Domain Controllers Domain Controllers not to be used

SERVER2003R2-1

Darmain Contraller Testing @

I-”"_"\-.I The Domain Controller "SERVERZO03R2-1" rmodified as the default
W Darmain Cantraller,

[ Set As Default Domain Caontrallers

[ Test Settings... [H Save ] [@ Cancel ]

e You can also make any of the Domain Controllerto be unused by clicking and moving it to right.

LICENSE REGISTRATION

Only limited features are available in the trial version. You have to get the license file to use the entire
features of JilJi Active Directory Cleaner.

e Click'Help'buttonand thenselect 'Register’.
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Figure 2.22. Licence Registration(a)

@Ji.li.ﬂ.ctive Directory Cleaner E =] @

|, ¢ Izer Deletion Scheduler... | [48 Dromain Co Product hame

User manual
Scope work2008r2

Custormer feedback
Users Reqister
fou can retrieve user's report fram active directony Purchase
bazed on the selected scope. Subzequently, pou can filter and Ahout

clean-up users from the generated repaort.

w Scan Selected Tzers. |

CompLiters

. . . |
Y'ou can retrieve computer's report from active directory ‘qg_] Scan All Computers... ‘
bazed on the selected scope. Subzequently, pou can filter and =
clean-up computers from the generated repart. ‘

i 7] Scan Selected
| Computers...

e 'Machine Details' dialogue box will be opened.

Figure 2.23. Licence Registration(b)

~

kdachine Details @

Pleaze copy the below text and sent it to the zales@jijitechnologies. com o get the licensze file

Computer Mame=5ERYER2008R 21 .Domain Name=wORK2008A2 LOCAL C]

ok
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5 T

e Copythedetailsgiveninthe dialogue box and send it to sales@jijitechnologies.com to get the

license file.

o Aftergetting the license file, open the registration window and browse the license file.
e Select the scope such as Domain, Organizational Unit or Group to be cleaned using Jili Active
Directory Cleaner and then close the window.

Figure 2.24. Licence Registration(c)

- o o=
License File Path: | Browse...
Scope Damain v] |Wl:urk2l:ll:|8r2.ll:n:a| [ﬁ Browse . ]
Reqgistered Licensze

Licenze Dramnair Corpiiker Mumnber of Licenze Licenze
Type MHame Mame Lizenze Walid From Walid il
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