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Thank you for your selection of the 805U-E Wireléskernet Modem. We trust it

will give you many years of valuable service.

ATTENTION!
Incorrect termination of supply wires may
cause internal damage and will void warranty.
To ensure your 805U-E enjoys a long life,

double check ALL your connections with
the user’'s manual

before turning the power on.

Caution!

For continued protection against risk of fire, lege the internal module fuse only with the same

type and rating.
CAUTION:

Antennas used with this device must be installgordwide a separation distance of at least 20
from all persons to satisfy RF exposure compliance.

DO NOT:

operate the transmitter when someone is withinl@@tthe antenna

operate the transmitter unless all RF connect@sacure and any open connectors are prope
terminated.

operate the equipment near electrical blasting oapsan explosive atmosphere

All equipment must be properly grounded for saferafions. All equipment should be serviced
only by a qualified technician.
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I mportant Notices

Important Notice

ELPRO products are designed to be used in industriaronments, by experienced industrial
engineering personnel with adequate knowledgefefysdesign considerations.

ELPRO radio products are used on unprotected lezéee radio bands with radio noise and
interference. The products are designed to operdle presence of noise and interference,
however in an extreme case, radio noise and ime&rée could cause product operation delays or
operation failure. Like all industrial electrorpooducts, ELPRO products can fail in a variety of
modes due to misuse, age, or malfunction. We razamd that users and designers design
systems using design techniques intended to pr@egabnal injury or damage during product
operation, and provide failure tolerant systemgravent personal injury or damage in the event
of product failure. Designers must warn userdefdquipment or systems if adequate protection
against failure has not been included in the systesign. Designers must include this Important
Notice in operating procedures and system manuals.

These products should not be used in non-industpiglications, or life-support systems, without
consulting ELPRO Technologies first.

1. A radio license is not required in some costrprovided the module is installed using
the aerial and equipment configuration describetién805U-Hnstallation Guide. Check
with your local distributor for further informatioon regulations.

2. Operation is authorized by the radio frequemgyutatory authority in your country on a
non-protection basis. Although all care is takethie design of these units, there is no
responsibility taken for sources of external irdeghce. Systems should be designed to be
tolerant of these operational delays.

3. To avoid the risk of electrocution, the aergadrial cable, serial cables and all terminals of
the 805U-E module should be electrically proteciemprovide maximum surge and
lightning protection, the module should be conngttea suitable earth and the aerial,
aerial cable, serial cables and the module shaldgialled as recommended in the
Installation Guide.

4, To avoid accidents during maintenance or adjestraf remotely controlled equipment,
all equipment should be first disconnected from88U-E module during these
adjustments. Equipment should carry clear markiogsdicate remote or automatic
operation. E.g. "This equipment is remotely calgtband may start without warning.
Isolate at the switchboard before attempting adjests."

5. The 805U-E module is not suitable for use inl@sipe environments without additional
protection.
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Limited Lifetime Warranty, Disclaimer and Limitatio n of Remedies

ELPRO products are warranted to be free from manufmg defects for the “serviceable
lifetime” of the product. The “serviceable lifetihis limited to the availability of electronic
components. If the serviceable life is reachel@$s than three years following the original
purchase from ELPRO, ELPRO will replace the praodvuith an equivalent product if an
equivalent product is available.

This warranty does not extend to:

- failures caused by the operation of the equiproatgide the particular product's
specification, or

- use of the module not in accordance with thisrWéanual, or
- abuse, misuse, neglect or damage by externaésaas
- repairs, alterations, or modifications undertakérepthan by an authorized Service Agent.

ELPRO’s liability under this warranty is limited the replacement or repair of the product. This
warranty is in lieu of and exclusive of all otheamanties. This warranty does not indemnify the
purchaser of products for any consequential cfamtdamages or loss of operations or profits and
ELPRO is not liable for any consequential damagdsss of operations or profits resulting from
the use of these producELPRO is not liable for damages, losses, costspyimr harm incurred as

a consequence of any representations, warrant@mditions made by ELPRO or its
representatives or by any other party, except pesged solely in this document.
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Chapter One I ntroduction

Chapter One INTRODUCTION

The 805U-E Wireless Ethernet module provides wa®lBnnections between Ethernet devices or
Ethernet wired networks (LAN’s). It has an intdrB&9 MHz wireless transceiver, which can

be used without a radio license in Europe and SAfriba. The 805U-E transmits RF power of
500mW, requiring the transmit duty-factor be liedtto 10%.

The 805U-E has a standard RJ45 Ethernet connegtiarh will operate at up to 100Mbit/sec.
The module will transmit the Ethernet messagefiemwitireless band at up to 76 Kbit/sec.

1.1 Network Topology

The 805U-E is an Ethernet device, and must be gordd as part of an Ethernet network. Each
805U-E must be configured as:

o an “Access Point” or a “Client”, and
Ethernet

o a “Bridge” or a “Router”. Device """"""‘"
You can also connect to the 805U-E via a RS232 or Ql Q

RS485 serial port using PPP (point-to-point) protoc Access Client
PPP allows the 805U-E to connect serial Point
communications into the Ethernet network.

Access Point vs Client
The Access Point unit acts as the “wireless

master” unit. The Access Point sets up the LAN
wireless links to the Client units, and controls Access Client
the wireless communications. The first diagram Point

shows two Ethernet devices being linked. Ongthernet Device
805U-E is configured as an Access Point and
one as a Client - in this example it doesn’t matieich unit is the Access Point.

The second diagram shows an existing LAN beingreddd using 805U-E’s. In this example, the
Access Point should be configured at the LAN

end - although the wireless link will still work /]
if the Client is at the LAN end. G

An Access Point can connect to multiple
Clients. In this case, the Access Point should
be the “central” unit.

LAN

Access *\ Client
\

Point \
Ethernet Device

e

Client
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An Access Point could be used as a “Repeater’tambnnect two 805U-E Clients which do not
have direct reliable radio paths.

E
G Acc_ess a
LAN = Point

Client

Client

Ethernet device

Bridge vs Router

Each 805U-E is configured with an IP address ferBthernet side, and another for the wireless
side.

A Bridge connects devices within the same Ethernet netwtimkexample, extending an
existing Ethernet LAN. For 192.168.0.34 192.168.0.72
a Bridge, the IP addressfor |77

the wireless side is the same BCllisnt
as the Ethernet side. 192.168.0.34 = ndge
LAN 192.168.0.72
Access Point
Bridge
A Router connects devices
on different LAN’s.
The IP addresses for 192.168.0.34 192.168.0.72
the Ethernet and
wireless sides are e >
. 192.168.0.34 - =169.254.102.17
different. LAN A | g
Access Point Client
Bridge Router

In the above example, the wireless link is pailtAN A, with the Client unit acting as a Router
between LAN A and LAN B. Alternately, the Accd3sint could be configured as a Router -

the wireless link is then part of LAN B.
169.254.102.54 169.254.102.53

€ >
192.168.0.34 = =169.254.102.17

LAN B

LAN A

Access Point CI_ient
Router Bridge
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There is limit of two Routers within the same rad&work. There is no limit to the number of
Bridges in the same network - although therelisié& of 255 Client units linked to any one
Access Point.

192.168.0.34 192.168.0.72
Client | /
192.168.0.34 Bridge | 1 “"192.168.0.72
LAN A . -
Access Point N TT~a
Bridge \\\ \\\}?g.168.0.73
\\
\
192.168.0.74 :
=169.254.102.17
. LAN C
=169.254.109.40 Client
. ) ) LAN B Router
Client
Router
1.2 Getting Started Quickly

Most applications for the 805U-E require little éigaration. The 805U-E has many
sophisticated features, however if you don'’t regjtiese features, this section will allow you to
configure the units quickly.

First, read Section 2, “Installation”. The 805Udfjuires an antenna and a power supply.

o Power the 805U-E and make an Ethernet connectigauoPC (for further information on
how to do this, refer to section 3.3)

o Set the 805U-E address settings as per section 3.4
o Save the configuration - the 805U-E is now refadyse.

Before installing the 805U-E, bench test the systi¢is a lot easier to locate problems when the
equipment is all together.

There are other configuration setting which maynaly not improve the operation of the system.
For detail on these settings, refer to section 3.
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Chapter Two INSTALLATION

2.1 General

The 805U-E module is housed in an rugged alumioase, suitable for DIN-rail mounting.
Terminals will accept wires up to 2.5 sgqmm in size.

All connections to the module must be SELV. Normal10-240V mains supply should

not be connected to any terminal of the 805U-E modie. Refer to Section 2.Bower

Supply.

Before installing a new system, it is preferabléénch test the complete system.
Configuration problems are easier to recognize whersystem units are adjacent.
Following installation, the most common problenpa®r communications caused by
incorrectly installed antennas, or radio interfeeeon the same channel, or the radio path
being inadequate. If the radio path is a problienp&th too long, or obstructions in the way),
then higher performance antennas or a higher maypbint for the antenna may rectify the
problem. Alternately, use an intermediate 805U-&dlNle as a repeater.

The foldout sheet 805U-Enstallation Guide provides an installation drawing appropriate to
most applications. Further information is detaibediow.

Each 805U-E module should be effectively earthedive "GND" terminal on the 805U-E
module - this is to ensure that the surge protedticcuits inside the 805U-E module are
effective.

2.2 Antenna Installation

The 805U-E module will operate reliably over ladistances up to 5 km “line-of-sight”. The
distance which may be reliably achieved will vanghweach application - depending on the
type and location of antennas, the degree of riatikoference, and obstructions (such as hills
or trees) to the radio path.

To achieve the maximum transmission distance athennas should be raised above
intermediate obstructions so the radio path is‘tiine of sight”. The modules will operate
reliably with some obstruction of the radio pa#ithough the reliable distance will be
reduced. Obstructions which are close to eitherara will have more of a blocking affect
than obstructions in the middle of the radio péfler example, a group of trees around the
antenna is a larger obstruction than a group ektferther away from the antenna. The
805U-E modules provide a diagnostic feature whisbldys the radio signal strength of
transmissions.

Line-of-sight paths are only necessary to obtagnniiaximum range. Obstructions will
reduce the range, however may not prevent a tel@dih. A larger amount of obstruction
can be tolerated for shorter distances. For Vieoytslistances, it is possible to mount the
antennas inside buildings. An obstructed pathireguesting to determine if the path will be
reliable - refer the section 6 of this manual.

Where it is not possible to achieve reliable comitations between two 805U modules, then
a third 805U module may be used to receive the agesand re-transmit it. This module is
referred to as a repeater. This module may alse ha&wost device connected to it.
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An antenna should be connected to the module vizh®coaxial cable (eg RG58, RG213
or Cellfoil) terminated with a male SMA coaxial aactor. The higher the antenna is
mounted, the greater the transmission range wjlhbeiever as the length of coaxial cable
increases so do cable losses. For use on urdiddrequency channels, there are several
types of antennas suitable for use. It is impdrégrenna are chosen carefully to avoid
contravening the maximum power limit on the unleet channel - if in doubt refer to an
authorized service provider.

The net gain of an antenna/cable configuratiohesgain of the antenna (in dBi) less the loss
in the coaxial cable (in dB).

The maximum net gain of the antenna/cable configurgermitted is 0dB.
The gains and losses of typical antennas are

Antenna Gain (dB)

3dB Collinear 3

6dB Collinear 6

6 element Yagi 10

Cable type Loss (dB per 10 m)
RG58 -5

RG213 -2.5

Cellfoll -3

The net gain of the antenna/cable configuratiaretermined by adding the antenna gain and
the cable loss. For example, a 6 element Yadi 20t metres of RG58 has a net gain of 0 dB
(10dB - 10dB).

Connections between the antenna and coaxial chbiddsbe carefully taped to prevent
ingress of moisture. Moisture ingress in the caleable is a common cause for problems
with radio systems, as it greatly increases th@radses. We recommend that the
connection be taped, firstly with a layer of PVQo&athen with a vulcanizing tape such as
“3M 23 tape”, and finally with another layer of BVUV Stabilized insulating tape. The first
layer of tape allows the joint to be easily inspéoivhen trouble shooting as the vulcanizing
seal can be easily removed.

Where antennas are mounted on elevated mastsattts should be effectively earthed to
avoid lightning surges. For high lightning risk ase surge suppression devices between the
module and the antenna are recommended. If tharaanie not already shielded from
lightning strike by an adjacent earthed structarkghtning rod may be installed above the
antenna to provide shielding.

2.2.1 Dipole and Collinear antennas.

A collinear antenna transmits the same amountdbnaower in all directions - as such that
are easy to install and use. The dipole antenttaintegral 5m cable does not require any
additional coaxial cable, however a cable musidssl with the collinear antennas.
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WEATHERPROOF

CONNECTORS WITH
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SURGE
ARRESTOR
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ANT
805U PROVIDE GOOD
GROUND
CONNECTION TO
GND MAST, MODULE
AND SURGE
ARRESTOR
INSTALL AERIAL ABOVE
LOCAL OBSTRUCTIONS

COLINEAR
ANTENNA

MAST

—

STRESS RELIEF LOOP

EARTH STAKE
IF GROUND CONDITIONS ARE
POOR, INSTALL MORE THAN

Collinear and dipole antennas should be mounteticadly, preferably 1 metre away from a

wall or mast to obtain maximum range.

2.2.2 Yagi antennas.

A Yagi antenna provides high gain in the forwanediion, but lower gain in other
directions. This may be used to compensate faxiabcable loss for installations with

marginal radio path.

The Yagi gain also acts on the receiver, so addangj antennas at both ends of a link

provides a double improvement.

Yagi antennas are directional. That is, they h@ostive gain to the front of the antenna,
but negative gain in other directions. Hence Yagennas should be installed with the
central beam horizontal and must be pointed exattliye direction of transmission to

benefit from the gain of the antenna. The Yagi mn&s may be installed with the elements
in a vertical plane (vertically polarized) or irnarizontal plane (horizontally polarized). For
a two station installation, with both modules gsWagi antennas, horizontal polarization is
recommended. If there are more than two stati@msinitting to a common station, then the
Yagi antennas should have vertical polarizatiomgd #de common (or “central” station

should have a collinear (non-directional) antenna.

Man_805U-E Rev 1.6
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Installation

Also note that Yagi antennas normally have a dnaie on the folded element - the drain
hole should be located on the bottom of the instiadintenna.

Antenna installed
with drain holes
down

Coax feed
looped
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2.3 Power Supply

The 805U-E module can be powered from a 10 - 30\pb®er supply. The power supply
should be rated at 1 Amp. The negative side o§tipply should be connected to a good
“ground” point for surge protection. The supplyagve is connected to the unit case
internally.

The positive side of the supply

must not be connected to earth. 28 I

The DC supply may be a floating 28 RS485

supply or negatively grounded. The ;4537 - O M-

power requirements of the 805U-E SUPPLY

unit is 280mA @ 12V or 150mA vbe ‘8 &

@ 24VDC. This is inclusive of © | com 805U-E
radio and Ethernet ports active, & © Qg Dio

serial port plugged in.
Transmission current (500mW RF) is nominally 500atA 2V, 250mA at 24VDC.

A Ground Terminal is provided on the back of theddie. This Terminal should be
connected to the Main Ground point of the instadtatn order to provide efficient surge
protection for the Module (Refer to the Installatidiagram)

2.4 Serial Connections

241 RS232 Serial Port

The serial port is a 9 pin DB9 female and proviteéonnection to a host device as well as
a PC terminal for configuration, field testing &od factory testing. Communication is via
standard RS232 signals. The 805U-E is configurdd@is equipment with the pinouts
detailed below.

N N 7N 7 )
2 2 2 2
RD RD RD RD
S S 3 X 3
1D 5 5 10 1D 5 5 1D
SG 7 7 SG SG 7 7 SG
RTS 8 8 RTS RTS 5 X 8 RTS
CTS 5 CTS CTS 6 CTS
DSR 7 DSR DSR 4 DSR
DTR 1 DTR DTR 1 DTR
DCD DCD DCD — DCD
N N N NI
905U-E DTE HOST 905U-E DCE HOST
DB9 DB9 DB9 DB9
MALE FEMALE MALE MALE

Hardware handshaking using the CTS/RTS lines igigea. The CTS/RTS lines may be
used to reflect the status of the local unit’s inpuffer, or may be configured to reflect the
status of CTS/RTS lines at the remote site. TH#J8H does not support XON/XOFF.

Example cable drawings for connection to a DTE (e$tC) or another DCE hosts (or modem)
are detailed above.
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DB9 Connector Pinouts

Pin | Name | Direction Function

1 DCD out Data carrier detect—

2 RD Out Transmit Data — Serial Data Output

3 TD In Receive Data- Serial Data Input

4 DTR In Data Terminal Ready-

5 SG Signal Ground

6 DSR Out Data Set Ready always high when unit is powered on.
7 RTS In Request to Send -

8 CTS Out Clear to send -

9 RI Ring indicator -

2.4.2 RSA485 Serial Port

The RS485 port provides for communication betwberBO5U-E unit and its host device using
a multi-drop cable. Up to 32 devices may be coatkeio each multi-drop network.

As the RS485 communication medium is shared, oné/af the units on the RS485 cable
may send data at any one time. Thus communicatimiocols based on the RS-485
standard require some type of arbitration.

RS485 is a balanced, differential standard bt iecommended that shielded, twisted pair
cable be used to interconnect modules to redu@npat RFI. It is important to maintain the
polarity of the two RS485 wires. An RS485 netwadnkld be wired as indicated in the
diagram below and terminated at each end of th@arktwith a 120 ohm resistor. On-board
120 ohm resistors are provided and may be engagegddrating the single DIP switch in the
end plate next to the RS485 terminals. The DIRctwshould be in the “1” or “on” position
to connect the resistor. If the module is not & end of the RS485 cable, the switch should
be off.
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2.5 Discrete (Digital) Input/Output

The 805U-E has one on-board discrete/digital I/@nctel. This channel can act as either a
discrete input or discrete output. It can be nwei, or set remotely, or alternatively used to
output a communications alarm status.

If used as an “input”, the I/O channel is suitalolevoltage free contacts (such as
mechanical switches) or NPN transistor deviceshsiscelectronic proximity switches). PNP
transistor devices are not suitable. Contactimgtiurrent of approximately 5mA is
provided to maintain reliable operation of driviredays.

The digital input is connected between the "DIOht®mal and common "COM". The I/O
circuit includes a LED indicator which is lit whéime digital input is active, that is, when the
input circuit is closed. Provided the resistantthe switching device is less than 200 ohms,
the device will be able to activate the digitaluhp

Voltage-free
contact input

The 1/0 channel may also be used as a discreteiodipe digital outputs are transistor
switched DC signals, FET output to common rate8DaDC 500 mA.

The output circuit is connected to the "DIO" teralirilhe digital output circuit includes a
LED indicator which is lit when the digital outpistactive.

+ DC
Max 30VDC Load @
0.5A

%2,
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Chapter Three OPERATION
3.1 Start-up

“Access Point” Start-up

An Access Point unit starts and immediately begiassmitting periodic messages called
beacons. These beacon messages are messages iobmtianation for Clients on how to
establish a link with the Access Point.

Any Client that hears the messages, which arelreddy linked to another Access Point
unit, will respond and links will be establishedween the new Access Point and these
Clients.

“Client” Start-up

When a Client powers up, it immediately scans fessages from Access Point units. The
Client will continue to scan for twice the configdrbeacon interval in the Client. During the
scan, the RX led will flicker now and again indiogtmessages received, perhaps from an
Access Point. If the Client finds suitable AccPssnts during the scan, it will then attempt
to establish a link with the Access Point with gti®ngest radio signal.

Link Establishment

When the Client wishes to establish a link withfaicess Point it follows a two step process.
The first step is “authentication”. During this stine Client and Access Point check if they
can establish a secure link, based upon the caefigsecurity encryption.

Once the Client has been authenticated, it wilhtieguest a link. This step is called
“association”.

While no links have been established, the LINKwalllbe OFF. Once a single link has been
established, the LINK led is ON.

After the link is established, data may be tramefiin both directions. The Access Point
will act as a master-unit and will control the fl@frinformation to the Clients linked to it.

The maximum number of 255 Clients may be linkedridAccess Point.

How a Link connection is lost
The 805U-E will reset the Link if:

» Excessive retries: When a 805U-E unit transmiiraless message to another unit, the
destination unit will transmit back an acknowledgrtnelf the source unit does not
receive an acknowledgment, it will re-send the ragss- this is known as a “re-try”.
Both Access Point and Client will drop the linkhie number of retries for a single packet
exceeds (7) times. Packets are retransmitted dogai@ an increasing time delay
between retries, with each attempt on a differesguency.

» Inactivity: During periods of inactivity, Clientsilvperiodically check that the link to the
Access Point remains intact. This process is catlesssociation”, and will occur
approximately (6) beacon intervals after the lastiget was sent to the Access Point. If a
Client unit does not get a response from its Ac&&sat, it will retry the reassociating
request (7) times before resetting the link. niffeccess Point does not receive any traffic
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from a Client, including reassociating requestshini(12) beacon intervals, the Access

Point will reset the link.

After a Client has reset it’s Link status, it wstiart scanning for an Access Point, as if it has

just started up.
LED Indication

The following table details the status of the imdilcg LEDs on the front panel undssrmal
operating conditions.

LED Indicator Condition Meaning
OK GREEN Normal Operation
OK RED Supply voltage too low.
Radio RX GREEN flash Radio receiving data
Radio RX RED flash Weak radio signal
Radio TX Flash Radio Transmitting
Radio LINK On On when a radio communications link is
established
Radio LINK Off Communications failure or radio link not
established
Radio LINK GREEN flash Serial Port Receiving
RED flash CTS low
LAN ON Link Established on Ethernet port
LAN Flash Activity on Ethernet port.
Serial GREEN flash RS232 Serial Port Activity
Serial RED flash Rs485 Serial Port Activity
DIO On Digital Output ON or Input is grounded.
DIO Off Digital Output OFF and Input is open circuit.

The Ethernet RJ45 port incorporates two indicatiBDs. The LINK LED comes on when
there is a connection on the Ethernet port, andbiik off briefly when activity is detected
on the Ethernet Port. The 100MB LED indicates thatconnection is at 100 MBit/Sec. The
100MB LED will be off for 10MB/Sec connection.

Other conditions indicating a fault are describe@€hapter Sixroubleshooting.
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3.2 Default Configuration

The default factory configuration of the 805U-E is
» Bridge/Client

e |P address192.168.0.1XX, where XX is the last thigpts of the serial number (the
default IP address is shown on the printed labeherback of the module)

* netmask 255.255.255.0
* Username isutser” and the default password igser”

The 805U-E will temporarily load some factory-ddfaettings if powered up with the
Factory Default switch (on the end-plate of the oie)lin SETUP position. In the position,
wireless operation is disabled. The previous gumétion remains stored in memory and
will only change if a configuration parameter isdiied and the change saved.

Do not forgetto set the switch back to the RUN position andeyower at the conclusion
of configuration for resumption of normal operation
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3.3 Configuring the Unit for the First Time

The 805U-E has a built-in webserver, containing pegfes for analysis and modification of
configuration. The configuration can be accesseaguMicrosoft® Internet Explorer. This
program is shipped with Microsoft Windows or maydixained freely via the Microsoft®
website.

Configuration of IP address, gateway address abdesumask may also be accessed via the
RS-232 serial port.

Accessing Configuration for the first time

There are two methods for accessing the configaatiside a 805U-E. The first method
requires changing your computer settings so tlettimfiguring PC is on the same network
as the 805U-E with factory default settingbis is the preferred methodand is much less
complicated than the second method. You will reeéstraight-through” Ethernet cable
between the PC Ethernet port and the 805U-E. attery default Ethernet address for the
805U-E is 192.168.0.1XX where XX are the last tugitd of the serial number (check the
label on the back of the module).

The second method requires setting an IP addrdhe B05U-E such that it is accessible on
your network without having to change your netwsektings.

3.3.1 Set PC to same network as 805U-E

Connect the Ethernet cable between ugi

and the PC configuring the module. s Network Connections

e« Setthe Factory Default Switch to th File Edit ‘iew Favorites Tools  Advanced  Help
SETUP position. This will always . =) -
start thep805U-E with Ethernet)I/P e fack ~ & l‘E g~ Search i Folders E
address 192.168.0.1XX, subnet fddress |¢z Hebwark Connechions
mask 255.255.255.0, gateway IP
192.168.0.1 and the radio disabled.
Do not forgetto set the switch back
to the RUN position and cycle pows
at the conclusion of configuration
for resumption of normal operation.

#| LAN or High-Speed ]
Metwork Tasks =)

&

Local Area

Create a new
connection

£ Set up a home or small
" office network

€ Change Windows
Firewall setkings

&% Disable this network
device

% Repair this conneckion

Connection

* Power up the 805U-E module.

* Open “Network Settings” on your
PC under Control Panel. The
following description is for
Windows XP - earlier Windows
operating systems have similar
settings.

Iim Rename this connection

&) view status of this
connection

Zhange setkings of this
conneckion

Wiew of change settings for this conneckion,
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* Open “Properties” of Local Area i

Connection.

+  Select Internet Protocol (TCP/IP)| | | ¥ &3 Cient for Microsaft Networks

and click on Properties.

e On the General tab enter
IP address 192.168.0.1,
Subnet mask
255.255.255.0, and defaul
gateway 192.168.0.1.

—+[ ocal Area Connection Properties

General | .ﬁ.uthenticatﬁ||_.ﬁ.dvanced-i

Conniect uzing;

E® SURECOM EPR-320-R 100100 PCI

Thiz connection uszes the following items;

[l .@ File and Printer Sharing for Microsoft Metworks
v QQDS Packet Scheduler

il nternet Protocol |T|:F"|F'|
Install. . Urinztal
Dezcription

Tranzmizzion Control Protocol/ntermet Protocol. The default
wide area network, protocol that provides communication
acrozz diverse interconnected nebworks,

[] 5how icon in notification area when connected
Matify me when thiz connection haz limited or no connectivib

Internet Protocol (TCP/IP) Properties

General

You can get |P settings assigned automatically if pour network, supports
thiz capability. Othenwize, you need to azk your network, administrator for
the appropriate P settings.

(3 Obtain an IP addrezs autarnatically
() Use the follawing IP address:

|P address: 192 168 . 0 . 1
Subnet mask: ZRh 0 2RE 2R 0
Default gateway: 192 168 . 0 . 1

() Use the follawing DMS server addresses:
Preferred DMS server:

Alternate DMS zerver

[ OF. H Cancel ]

* Open Internet Explorer and ensure that settingsalidw you to connect to the IP
address selected. If the PC uses a proxy sernv&urethat Internet Explorer will bypass
the Proxy Server for local addresses. This optiay be modified by opening Tools ->
Internet Options -> Connections Tab -> LAN Settixd@oxy Server -> bypass proxy for

local addresses.
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* Enter the default IP address for the 805UREp://192.168.0.1XX where XX is the last
two digits of the serial number

* A welcome webpage should be displayed as illustraétow.

» Configuration and Diagnostics may be opened bxicigcon any of the menu items, and
entering the usernameser” and default passworduser”. Configure the unit to your
requirements (refer later sections of this manual).

a Welcome to 905U-E Configuration and Diagnostics - Microsoft Internet Explorer

J ,Eile gdm Wiew  Favorites: Took  Help |

| #=Back » = - @ &} | QiSeach (i Favortes ' Media Q3| BN S @ w] = =5 &1

| Address [£7 hip: £/192.168.0.180/web/main. asp - =] oo ||Links|| & -

905U-E Configuration and Diagnostics Menu

The configuration and

WWelcome to the configuration and diagnostics of S05TTE ﬂi‘.:‘_g%;msﬁc-sr-t&?‘ﬂm—.

Dewvice boot with dipswitch set for R Wﬂf}es&Eﬁheﬁmt o

MAC Address 00:12:AF-00:00ED i e s
protected.

Cramer unlcnown -

Contact unlcnown Configuration

Description Cuick start configuration I%Emtﬁgﬁ‘—sliﬁ

Location urlcnown Biie

Ivfodel 905T-E F_ﬂ“tg

c Australi e -

o i N Digital Input/Qutput

Serial Number 01052396 - 04050073855 Tifodule Information

Hardware Eevision EZ00P-% ::g.gstem Toals

Eatmware Version 1.10 Aug 25 2005 14:5044 w
] ELC 3

. ; ) . Iflonitor

Cliclk here to qmcld‘g::.cigzrlj‘_ip_,ure this dewice. Communitations —

Powered by WEBSERVER" Statistics
Help =

1 T o
5] L Intemet Py

When Configuration is complete, switch Factory &gf dip-switch on 805U-E to RUN
position, and cycle power to resume normal conédurperation.
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3.3.2 Set 805U-E to same network as PC

This is the alternate procedure to setting an ress in the 805U-E. Consult your network
administrator for an IP address on your networ&,gateway IP address, and network mask.

Switch Factory Default dip-switch on 805U-E to SET Position.
Connect the RS232 port on the 805U-E to the RS282gm the PC using a “straight-

a)
b)

c)

d)

through” serial cable.

Open a terminal package (such as Hyperterminal) ¥8200bps data rate, 8 data bit, 1
stop, no parity and no flow control. Make sure th@ other programs have control of

the serial port.

Power up 805U-E. Basic network settings will bepliiged on the terminal as illustrated

below. When prompted, hit enter key to stop autamiaiot process. You have 5

seconds to abort the boot process.

My Right Boot 2.1

Copyright 1999-2004 Cybertec Pty Ltd, All rights r

This software is provided by Cybertec "as is" an
http://www.cybertec.com.au/

ROM : 256KB @ 0xffe00000

RAM : 8192KB @ 0x00000000 (141KB / 0x0002366c¢)

ROM Configuration table ... PASSED.
RAM address pattern check . PASSED.
RAM address bus check ..... PASSED.

Product : E900P R2.3F

Variant : default-variant

Serial No. : 09040569 - 012345678910

Release : epm_mrb_elpro_E900P_1.5

Released date : 11 August 2005

Released host : Anxosity

Build date : Thu Aug 11 12:01:05 2005

Build host  : Anxosity

Boot Flags : no RAM test, no ROM test, bus timer
static IP, auto-boot, net-boot, res
local file, no binary load

Bootdelay :0

Boot Filename : /memory/Oxffe40000,0x60000

Boot Address :192.168.123.113

Boot Netmask : 255.255.255.0

Boot Gateway :192.168.123.113

Boot Host  :192.168.123.1

Boot Mac 0 :00:12:af:00:00:10

Boot Mac 1 :00:12:af:00:00:10

RTE data store .... no error

Setting bus timer (on) and watchdog (on) ... PASSED

Recovery Configuration :
ip address : 192.168.0.110
net mask :255.255.255.0
gateway :192.168.0.1
host :192.168.0.1

eip: mount point /memory
fecO: connected at 100M Full Duplex.
fecO: local ip = 192.168.0.110, server ip = 192.168

Press ENTER to abort automatic booting ... 5

eserved.
d with NO WARRANTY.

on, wdog on
eton

0.1

e) Check values for Boot Address, Boot Netmask, anot Bxateway. These values should
be set to reflect those of the PC you are usirgptdigure the unit. If these are correct
skip to step (h). You may check settings again widrct command. For further help,

type thehelp command.
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f)

g9)

h)

j)

k)

Set Boot Netmask to the same settings as the cempo have the Ethernet cable
connected to. This may be performed with the contmiamm < Type the netmask>

Set Boot Gateway to the same settings as the cemyo have the Ethernet cable
connected to. This may be performed with the contmgw < Type the gateway |P
address>

Choose an IP address for the 805U-E being upgrddesl|P address must be on the
same network as the computer you have connectégtiieenet cable to. This may be
performed with the commanbip < Type the IP address>

Switch dip-switch on 805U-E to RUN position.

Type the commantkset, or cycle power to the unit. The 805UE will reaatl start with
the network settings you have entered.

Open Internet Explorer and ensure that settingsalidw you to connect to the IP
address selected. If the PC uses a proxy sernvaurethat Internet Explorer will bypass
the Proxy Server for local addresses. This optiay be modified by opening Tools ->
Internet Options -> Connections Tab -> LAN Settixgoxy Server -> bypass proxy
for local addresses.

Enter the webpadattp: //XxXX XX XXX XXX/ wherexxx.xxx.xxx.xxx is the IP address selected
for the module. A welcome webpage should be digulas illustrated.

Clicking on any of the menu items, and enteringubername “user” and password
“user” may open Configuration and Diagnosticshé password has previously been
configured other than the default password, theerehis instead.
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3.4 Quick Configuration

The 805U-E has default configurations which wil’eomost applications. These
parameters can be manually changed however thi#t isecessary for the majority of
applications.

A “Quick Start” configuration is provided for simghetworks. This is the first stage of the
module configuration. For most applications, adHer configuration is required. For more
advanced applications, the other parameters cahdreged via the other configuration
pages after the Quick Start page.

a Quick Start Configuration - Microzoft Internet Explorer

| Ele Edt Yiew Favoies Tock Help
| wBack + = - D 2] 4f | QSeach [alFavoitss @Meda 4| - Sp[A ] - =5 4
| Addvess [ hitp:/7192.168.0.180/web/quick. asp =l 57'39“ L'i”kSH ) -

ELPRO gl 1

Ny

Technologies 4;-.;;__.1-;1--.:.

-

k !
e

Quick Start Configuration Menu

The configuration and
Rebootis required to activate settings. diagnostics of the
Wireless Ethemct
Modem are password
protected

Crperating Mode |Access Faint ":I

Configuration
IP Address [192168.0.180

Quick Start

IP Subnet Mask |255.255.255.0 Hetworle

Eadio

systern Generator Stnng |Think Wireless. Think Elpro Filte:

Fadic Encryption |nc|ne 'Fl @n_al -
Digital FrputfOutput
Module Information

| Systemn Tools

Information ©
o e )J_I

] Dore. S [ intemet »

Enter the Configuration web-page as per sectioraBdselect “Quick Start”.

Sawe to Flash and Reset

You need to select:

* Access Point or Client. Bridge operation is asslimefor Router selection, go to the
Network page after Quick Start

* |P Address and Subnet Mask for your applicatiohe default settings will be shown. If
your system is connecting individual devices whacé not connected to an existing
Ethernet LAN, then you can use the factory defdiltalues. If you are connecting to
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an existing LAN, then you need to change the iireskes to match your LAN
addresses.

* A *“System Generator String” - refer to sectiod.B.below

* Radio encryption selection - None, 64-bit Praag or 128-bit AES - refer section
3.4.2 for more information on this.

After configuring, select “Save to Flash and Reset”

3.4.1 System Generator String

The System Generator String is an alpha-numeiiegstrf between 1 and 31 characters.
Characters can be any ASCII alpha-numeric chargexeept the “null” character). The
805U-E uses this string as an input to pseudo-raralgorithms to create the following
parameters:

> A system address, which is transmitted as pagtoh wireless data message to
differentiate one wireless system from another,

» Encryption keys for the data encryption methodebt

> Select a hop-set. The spread spectrum radio iBGBE-E continually changes
frequency, or hops to different frequencies, atiog to a “hop-set” pattern. There are 8
different hop-set patterns available. Differenptsets are automatically selected to
minimize any radio interference from other 805UyKtems.

The System Generator String should be a uniquestiatg - for exampleBLUEpencil93

The same System Generator String should be entessth module operating in the same
system.

3.4.2 Radio Encryption

Wireless data can be encrypted to provide seculityou do not require this feature, do
nothing - the default configuration is “no endigp”. The 805U-E operation is faster
without data encryption.

If you do require this security feature, you havehoice of 64-bit proprietary encryption or
128-bit AES encryption. AES is a superior encryptscheme accepted by most users as one
of the most secure encryption schemes availabbe.users who prefer not to use a “public-
domain” encryption scheme, a proprietary schenaaslable. Both encryption methods
provide an extremely high level of security of thieeless data.

3.5 Network Configuration

After configuring the Quick Start page, you caewior modify Ethernet network parameters
by selecting the “Network” menu. When prompteddsername and password, enter “user”
as the username, and the previously configuredymedsn the password field.

If IP address or password has been forgotten, élotoFy Default switch may be used to
access the existing configuration. Refer to sec3i@nabove.

After the addresses are configured, it is importarsave the configuration by selecting
“Save and Reboot”.
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Network Settings Webpage Fields

Device Mode

Used to select Bridge or Router mode.
By default this is set to Bridge.

Operating Mode

Used to select Access Point or Chaade.
By default this is set to Client.

Bridge Priority

The priority of the 805U-E, if cdglired as a bridge, in the Bridge
Spanning Tree algorithm. By default this is sethi® lowest priority|
at 255.

This setting will have no effect and should notised unless the
redundant wireless links are being used. Thigpéagned in Sectior
3.9

MAC Address

This is the unique hardware addresee@B05U-E, assigned in the
Factory. For the majority of systems, this itemwudtionot be
changed.

If the device is to be connected to equipmenthtionly
communicate with a set MAC Address, the 805U-E clage that
MAC address.

Gateway IP Address

This is only required if theadiL AN has a Gateway unit which
connects to devices beyond the LAN - for exampigernet
access. If there is no Gateway on the LAN, séhéosame address
as the Access Point - thatis, the “Ethernéidi@ress” below.

Ethernet IP Address

The IP address of the 805U-sdfthernet port. This should be
set to the IP address you require.

Ethernet IP Subnet Mas}

< The IP network mask oBO®J-E on its Ethernet port. This

should be set to the IP address you require.

Wireless IP Address

The IP address of the 805U-thenvireless port. If the unit is
configured as a bridge this address will be theesasithe Ethernet
IP address. If configured as a router, the IP a$dneust be differen
from the Ethernet IP Address - it must be coesistvith the LAN
it is connecting to on the wired side.

Wireless IP Subnet Masl

K  The network mask of thdBBonN the radio port. If configured a$

a Bridge, this must be the same as the Etherngtubinet Mask.

System Address

A 805U-E network comprises moduldstive same "system
address”. Only modules with the same system adavriiss
communicate with each other. The system address$eist string 1
to 31 characters in length and is normally autocadlti generated
by the System Generator String.

Radio Encryption

Select “None”, “64-bit” or “128ES” security encryption of the
wireless data. The default setting is “None”.

Encryption Keys 1 to 4

These are the keys useddoypt radio data to protect data from
unwanted eavesdroppers. These keys must be ssirtesfor all

805U-E units in the same system. If encryptionaosselected, the
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Key values can be ignored.

These keys will be automatically generated by tyste3n Generato
String - however the encryption keys can be miyahanged. If
they are manually changed, you need to make the saange to
all modules in the system.

Each of the fields are 5 bytes in length for 64epitryption and 4
bytes for 128-bit AES encryption. These keys mesébtered as
hexadecimal numbers separated by colons.

For example, 12:AB:EF:00:56. for 64bit encryptiand
12:AB:EF:00 for 128bit AES encryption

Encryption keys must not be all zeros, ie 00:0@0M@O
64bit encryption uses each keys alternatively &mheradio packet.

128bit AES encryption combines these keys to foisingle 128bit
key, used on all radio packets.

Save and Reboot. Save settings to non-volatile mgraad reboot 805U-E.

3.6 Ethernet Data

All Ethernet devices are uniquely identified by &A®1 Address that identifies the hardware
device. These addresses are factory-set andxaogtss in size and are expressed in
hexadecimal in the formx: xx: xx: XX: Xx: XX

Ethernet messages can be addressed to a singbe da\point-to-point message) or can be
directed towards multiple destinations by using fidakt addresses and Broadcast addresses.
The broadcast address is used to send data tevadled. The broadcast address is
FF.FF.FF:FF:FF:FF.

Multicast addresses are used to direct data ataf devices. Multicast addresses may be
recognized as they are always have the least mignifbit of the first byte of the MAC
Address set. For example1:00:5E:00:00:00 is a multicast addresk80:C2:00:00:00 is
also a multicast address.

3.7 Normal Operation

After addresses are configured, the units are réadyperation.

Refer to section 1 for an explanation on the ojpamnaif a Bridge and Router.
Transparent Bridge Operation

Bridges are typically used to connect sectionhefsame IP network together.

By default, the 805U-E is configured as a transpabedge. When a transparent bridge is
started, it learns the location of other devicesnmyitoring the source address of all
incoming traffic. Initially it forwards all traffikoetween the wired Ethernet port and the
wireless port, however by keeping a list of deviceard on each port, the transparent bridge
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can decide which traffic must be forwarded betweers - it will only transfer a message
from the wired port to the wireless port if it squired.

A bridge will forward all Broadcast traffic betweéme wired and wireless ports. If the wired
network is busy with broadcast traffic, the radework on the 805U-E can be unnecessarily
overburdened. Filtering may be used to reduce loasidraffic sent over the radio. Refer
Section 3.10 for how to configure a filter.

A transparent bridge does not handle loops withénrtetwork. There must be a single path to
each device on the network. Loops in the netwotkcause the same data to be continually
passed around that loop. Redundant wireless fitdgsbe set up by using the Spanning Tree
Algorithm function - refer to section 3.9.

Router Operation

A router joins separate Ethernet networks togethiee. router has different IP addresses on
its wired and wireless ports, reflecting the difiet IP addresses of the separate Ethernet
networks All the devices in the separate networks identify touter by IP address as their
gateway to the other network. When devices on @etwark wish to communicate with
devices on the other network, they direct theikpés at the router for forwarding.

As the router has an IP address on each of theonletvit joins, it inherently knows the
packet identity. If the traffic directed at the teucan not be identified for any of the
networks to which it is connected, the router noastsult its routing rules as to where to
direct the traffic to.

The 805U-E has one routing rule which may be caméd. This routing rule is the gateway
address. The 805U-E will direct all unknown IP netkvtraffic to this gateway IP address.

3.8 Fixed Frequency Operation

The 805U-E operates on the 869MHz band. The modukedesigned to be fixed frequency
in accordance with European regulations. The 8698bizd is split into different bands with
varying duty cycle and power limits. Generally thbands used by Elpro are

500mwW 869.525MHz 0.dB gain 10% Duty Cycle

5mw 869.275MHz 0dB gain 100% Duty Cycle

EC regulations are designed to either limit
a) the time a radio can transmit, giving other syst@nchance to operate, and
b) the range of a radio, allowing more systems iivargarea.

3.9 Radio Configuration Menu

The 805U-E can be configured to different radims$raission rates. A reduction in rate
increases the reliable range (transmission disjane “automatic rate” function is provided
which automatically selects the highest data ratedliable operation. This feature starts at
the highest rate and reduces rate if the receimeéith Isignal strength is below a user-
configurable limit.
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The factory-default settings for the radio portl\uwg correct for the majority of applications.
Only make changes if you experience operating probl

Select the “Radio” Menu to change the following figuration parameters. If a change is
made, you need to select “Apply Changes and Savestain the changes.

Power Level

The RF power level is selectable betv&E&EHMW (27dBm) and 50mW)
(17dBm). The default value is 500mW.

Data Rate

The radio baud rate in bits per secops) (i he data rate can be
configured to a fixed rate up to 76.8 Kbps, orte€Auto”.

The default value is Auto. In Auto mode, the 86BWill
automatically adjust the data rate to the fastgstfor reliable
operation in each radio path.

Fade Margin

This is the difference (in
dB) between the received
radio signal and the
receiver sensitivity
(minimum radio signal).

When automatic rate is selected, the 805U-E ihjtizhooses a rate
based on the received signal strength of transomssFirmware
version 1.32 and later will then adjust rate orheatannel to
according to packet errors. Earlier versions adljust rate based
upon the received signal strengiihe Fade Margin value is used by
the 805U-E to determine what initial data rate $thdne selected. In
firmware versions before v1.32, it is also useddlect the current
radio rate. A larger Fade Margin means that tHeJ88 will select a
lower initial rate.

The default value is 10 dB.

Beacon Period

This interval is the period
between beacon
transmissions sent by an
Access Point.

The Beacon Interval is also related to the scammgen a Client. Re-
association interval is (6) times the Beacon lrdewhen the link has
been inactive.

Access Points will timeout after 12 times the Bembtderval if no
response is heard.

Refer to Section 3.1 for more information.

The default value is 10 seconds. This should lpestat] to larger
values as the system is increased in size. Thiseduce the overhead
of checking each link, at the expense of respanswhen a link is
dropped.

Fragmentation Threshold

The maximum
transmission unit (MTU)
of data over the radio.

This selects the maximum number of bytes thathlaltransmitted in
one message. If more than this number of bytegpid into the 805U-
E, the module will transmit more than one message

The default value is 500 bytes.

If fixed radio rates are configured, this value t& increased and wil
reduce radio transmission overhead. For 76.8 Kiihe fragmentatior
threshold can be increased to 2000, and at 38 glKtgp1000.
However if the radio path is poor, or there ishhigdio interference,
increasing this value will decrease system perfogeaas the number
of re-try messages will increase.

If Ethernet traffic is only small packets sizes<®00 bytes), an
improvement in overall throughput rate can be asdeby reducing
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MTU size. This improvement is achieved throughduggion in the
retry holdoff time required for units in the systefxs packets in the
system are smaller, units will holdoff for shorperiods of time and be
confident that their retry transmission will nouse interference with
other units.

RSSI Threshold

The received signal
strength level at which
beacons from Access
Points are to be ignored.

This should be used to prevent Clients and Accesg#$lestablishing
links beyond a sustainable range.

The default value is set below the noise floorl&D-dBm. This allows
all messages received to be processed.

If a value of —90 is entered, any beacons wediar +90dBm will be
ignored, resulting in the link eventually resedtifhthe radio path
continues at less than —90.

Contention Window Size

The number of time slots
allocated by the Access
Point.

The Access Point allocates a “time slot” to eader@@] to minimise
transmission contention between Clients. Eachn€Ctan only transmif
during its allocated time slot. The width of eaiche slot varies from
7msec to 12 msec depending on the Beacon timetintbeslot is
5msec at the shortest Beacon and 12 msec at thedbbeacon.

The number of time slots can be manually set @) tor a value of zerd
(default) allows the Access Point to automaticdlyermine the
number of time slots, which it does based on timalver of Clients
connected. If there are more than 8 Clients, there than one Client
is allocated to some time slots.

In a large system where there is inherently litdensmission overlap
(such as in a polling system), then manually sgtihe Contention
Window size to a smaller number than 8 will inceeti®e overall data
rate.

Duty Cycle Alarm
Threshold

Duty cycle alarm
activation point

In CE countries, the 869.4 MHz 500mW band hagalated transmit
duty factor of 10%. The Access Point calculatessystem duty cycle
and will set an internal alarm flag if the actuatydcycle exceeds this
parameter. Refer to more information on Duty Cyakulations at the
end of this section.

172

The internal alarm flag can be configured to dmpvireless link or to
set the digital output channel (refer Digital I/@néiguration).

Default value is 10%.

Duty Cycle Alarm
Minimum

The internal alarm flag will reset when the acihatly cycle drops
below this value - default value is 9%.

Duty Interval

The time period over which the duygle is calculated - default is 60
minutes

Current Duty Cycle
Achieved

A display of the current duty cycle value.

Drop Radio Link on Duty
Cycle Alarm

Allows the internal duty cycle alarm to force thec&ss Point to reduge
radio activity. The Access Point will disassocifxitem all Client units
and will not allow re-association until the dutycty alarm resets.

Default value is “not selected”.

Fallback Probation

When data rate is reduced autoatly due to poor signal, the
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Counter module may attempt to increase back tditiger rate after the
specified number of successful transmissions haea imade.

Drop Link On Retry When enabled, the module will drop radio link if regtries for

Threshold sending a packet fails. When disabled, the modgillenly drop

link on failure of regular link check transmissiosent regularly on
inactivity of 6 times the beacon interval. Disallithis item can
improve usability of poor radio paths.

Coexist Mode When enabled, the module will holdeffies longer to avoid
interfering with module outside radio range. Whesatled on an
AP, the AP will shuffle retries with packets destinfor other
modules. When disabled on a Client, the modulenreduce delay
between retries.

Apply Changes Update settings.

Apply Changes and Savel  Update settings and savant@olatile memory.

3.9.1 Duty Cycle Calculations

CE radio regulations limit the transmit duty cyolethe 869.525MHz 500mW channel to
10%. Thatis, the total transmission time ofr@io system should be less than 10% of the
total time.

The Access Point calculates the duty cycle, aondiges an internal alarm flag if the
calculated duty cycle exceeds the user-configuegobint value (default value is 10%). The
alarm flag will reset when the duty cycle dropsoeh user-configurable “minimum value”
(default 9%). The internal flag can be used to@matically reset the wireless links between
the Access Points and Clients to avoid duty cygteeded the configured limit - this
feature needs to be configured by the user; thmuttesetting is “no automatic reset”. The
calculated duty cycle can also be viewed.

The duty cycle is calculated over a duty intenadipd which is also user-configurable
(default is 60 minutes). The transmission timeefach 5 second block is stored. The duty
cycle is calculated every 5 seconds by summindréresmission times over the interval
period and expressing this as a percent of thevaitperiod. For example, if the interval
period is 60 minutes, then the duty cycle is thm sf the transmit times in the most recent
720 x 5-sec blocks, divided by the interval period.

A calculated duty cycle of 10% indicates that th@lttransmission time has reached 360
seconds in the previous 60 minutes.

3.10 Spanning Tree Algorithm / Redundancy

The “Spanning Tree Algorithm” function was introéakcto handle network loops and
provide redundant paths in networks. The Spannneg Algorithm can be configured,
however the factory default setting is “disabled”.

Page 33 © October 2007




805U-E Wiredless Ethernet User Manual
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For example, consider this network with a redumdareless link. If the Spanning Tree
Algorithm function is enabled, one of the two v&ss links will be disabled - thatis, all
wireless data will be transferred by one link onlfythe active link fails, the other link will
automatically start transferring the wireless data.

The Spanning Tree Algorithm implemented is IEEE.&8Zompatible. The algorithm forms
a loop-free network by blocking traffic betweenuadant links in the network. These
blocked links are placed in a standby conditiom, sray be automatically enabled to repair
the network if another link is lost. The Spanningd Algorithm maintains a single path
between all nodes in a network, by forming a tike-$tructure. The Bridge Priority
determines where the node sits in the tree. A Rridigh the lowest priority configured (0)
will become the root node in the network, and witkect traffic between each of its branches.
The root node is typically the unit that handless tajority of traffic in the network. As a
low bandwidth radio device, the 805U-E is configlvéth a Bridge Priority of (255) by
default. The intention is reduce traffic that tf®bB-E must handle, by placing it at the
branch level in the network tree. As a branch 8B®8U-E needs only pass traffic to devices
that are its “leaves”.

There is some overhead in maintaining a netwotkzung the Spanning Tree Algorithm.
Users wishing to increase their throughput, atetkigense of redundancy should disable
Spanning Tree.

3.11 Routing Rules

When a 805U-E receives an IP frame that is desfioredn IP address on a different
network, it checks if the network address matchesetwork address of one of its own
interfaces (i.e. hard wired Ethernet, or wireledseEnet, or PPP) and forwards the frame
appropriately. However, if the IP network addreseginot match any of its interfaces, the
805U-E will forward the frame to its default gatgwién this case it is assumed that the
default gateway has a valid route to the destinatio

In some cases it is not practical to have justdefault gateway (i.e. routed wireless
networks with more than two 805U-E routers). If mtlian one “next-hop router” is
required, the 805U-E allows for up to Bflting rules to be configured. A routing rule
specifies a destination network (or host) IP adsleexl the corresponding next-hop router
that messages for the specified destination wifopearded to. It is assumed that the next-
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hop router (ogateway) will then deliver the data to the required destiion (or forward it on

to another router that will).

192.168.0.34 192.168.0.72
' ST T
N T Client v
o » Tl Bridge
192.168.0.34 e e./192.168.0.72
LAN A . oot N Tl
CCess Poin \ \\\\\\
Bridge \\ \\1??'1'68-0-73
\\
\\
192.168.0.74 | iEé
169.254.102.17
5 . LAN C
¥ 160.254.100.40 Client
' : ) LAN B Router
Client
Router

The above network diagram illustrates a situatitweng routing rules may need to be
configured. In this example, the 805U-E clientscherly specify the Access Point as their
default gateway (i.e. they require no routing ridesconfigured). However, for the Access
Point to be able to deliver traffic to LAN B and NAC it needs to have routing rules
configured that specify the respective 805U-E ¢lrenters as next-hop routers (i.e.
gateways) to networks B and C. Note that devicelsAi A should specify the 805U-E
Access Point as their default gateway. An altevedtid adding routing rules to the 805U-E in
this example would be for each device on LAN A the¢ds to communicate with LANs B
and C to independently have routing rules spedifyire 805U-E clients at B and C as

gateways to those networks.

The routing rules for the Access Point in the abexe@mple are shown below. The first entry
shows the route to LAN B. The gateway for the rdateAN B is configured as the wireless
IP address of the 805U-E client connected to LAN Be destination for the route is
configured as thaetwork address of LAN B. Because thest id of the destination IP
address is 0, it specifies a network address. Cuesely, any traffic received at the Access
Point with destination IP address 169.254.109.xefwlx is any host id) will be forwarded to

the 805U-E at LAN B.

'; Routing Rules - Microsoft Internet Explorer

=1ojx

File: Edit ‘iew Favorites Tools  Help

My
| &

P L — 1 ,
@Back Tigd T d ﬂ .'\||/ ! Search *:T__‘:Izl-’Fa\-'orites &-‘\

'Y..-:f' --'ﬂ'_-ﬁ'ﬁ

Address |f§] http: {192, 168.0, 34 fwebfrouke . asp

B N= e |Links »

TJse Eouting Rules to configure the next-hop router to use for a given destination host or network: address.
The 240TT-E allows up to 30 routing rules to be configured.

Routing Rules:

Add Entry Delete Entry

#| Name Destination | Gateway Subnet Mask
1| Route to LAN B [169.254.109.0 [192.168.0.74 255,255 2550

2| Pouteto LAN C | 189.254.102.0 | 192.168.0.73 255.255.255.0
NO“BS: ) ) )

- Mame describes the routing entry (Ilax 32 characters).

- Destination specifies the destination network (or host) IF address.

- Gateway specifies the IP address of the next-hop router for the specified destination.
- Bubnet Mask specifies the subnet mask for the destination network

] [T [ nkernet

Eadio

Eepeaters

Rout

Filter

enal

Diigital Tnput/Chutput
Iodule Information

Systemn Tools

Information
Commectivity

WMonttor Commuric ations
Statishics

Help
Fetuen ta Tndew
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The Routing Rules configuration page can be acddsgaselecting the “Routing” link on any
of the configuration web pages. Up to 30 routingsunay be added to each 805U-E. The
table below summarises the configurable paramatersiting rule.

Name A name to describe the routing rule (Max I32racters).

Destination The destination network (or host) IHrads (to specify a network
address set the host address to 0. i.e. for a CléBsaddress
192.168.0.0 would specify a destination networkilevh92.168.0.16
specifies a destination host).

Gateway The IP address of the next-hop routei@ispecified destination.
Subnet Mask The subnet mask for the destination network.
3.12 Wireless Message Filtering

When configured as a Bridge, the 805U-E will traiisath broadcast messages appearing at
its wired Ethernet port. When the 805U-E is comfeyl as a Router, this does not occur.

In many cases, the intended recipient of the brastdcaffic does not lie at the opposite end
of a proposed radio link. Reducing unnecessarydwast traffic sent over the radio link, will
increase available bandwidth for data. The 805Ua& dfiltering feature to help reduce
unnecessary wireless transmissions and enhancetgecu

The 805U-E may be configured to reject or accepsages to and from certain Addresses.
To accept wireless messages from particular deac®ghitelist” of Addresses must be
made. Alternatively to reject messages from paldicdevices, a “Blacklist” of Addresses
must be made. Filtering applies only to messagpsaxing at the wired Ethernet port of the
configured 805U-E.

The Filter comprises of two lists: one of MAC Adsdses and another listing IP protocol
details. Each list may be set as either a blacftbisblock traffic for listed devices and
protocols), or as a whitelist (to allow traffic fiisted devices and protocols). The Filter
operates on two rules listed below.

1. A Blacklist has priority over a whitelist. Tradffmatching detail in a blacklist will be
discarded if it also appears in a whitelist.

2. When one or both lists are whitelists, traffiagnhave matching detail in at least one of
the whitelists for it to be passed. Note thathés must agree with rule 1 above, the traffic
detail must not match anything in a blacklist,iégent, for it to be passed.

When configuring a Whitelist it is important to atiee Addresses of all devices connected to
the 805U-E wired Ethernet port, that communicaterdkie wireless link. It is particularly
important to add the Address of the configurati@ht® the Whitelist. Failure to add this
address will prevent the configuration PC from magkany further changes to configuration.
Design of the filter may be simplified by monitaginetwork traffic and forming a profile of
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192.168.0.34 192.168.0.72

Client
Bridge

LAN
Access Point

Bridge
A B C D E

traffic on the wired network. Network Analysis s@ére, such as the freely available
Ethereal program, will list broadcast traffic sentthe network.

In the example below, Computer B sees the compuiga Ethernet Modems C & E. The
White Filtering requires that at Modem C has corap@& in its white list, Modem E has
computer D in its Whitelist. Computer A will be ot able to access Computer D, as
Computer A is not present in the Whitelist in Modém

It is advisable to use the Apply Changes buttatesb the configuration entered. Once the
configuration is determined to be correct, the Agphanges and Save button should be
used. Inthe event that the configuration is inect, a power reset will revert the unit to
previously saved configuration.

If an erroneous configuration has prevented all acess to the module, SETUP mode may
be used analyze what is wrong with the configuratio. Simply switch the dipswitch to
SETUP and cycle power. The 805U-E will retain wsifeguration, however will load up at IP
address 192.168.0.1XX, netmask 255.255.255.0 wehadio and filter disabled. Tk in
the IP address is the last two digits of the serial number. Cguafation webpages will still
show the original configuration. No changes are ertadconfiguration until the user saves
changes. To resume normal operation, set the diggswa RUN and cycle power.

MAC Address Filter Configuration:

Add Entries Enter the MAC addresses of devicestaduded to the list. Multiple
entries must be separated by a semi-colon (;).

Delete Entries Check the box alongside entriecsaleor removal from the list.
Whitelist or Blacklist

Check the box to make the list a whitelist. Thil ellow devices
with the MAC addresses listed to communicate withrodule and
utilise the radio link. All other devices are bleckunless they exist
in an IP whitelist.

Uncheck the box to make the list a blacklist. ik prevent all
listed devices from using accessing the moduleusinty the radio
link.

Apply Changes Update settings.

Apply Changes and Save Update settings and sawvanteolatile memory.
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IP Address Filter Configuration:

Add Entries

Enter the details of IP traffic to lklad to the list. Protocols ARP
ICMP, TCP and UDP may be selected. Other IP prdéaoay be
selected provided the IP protocol number withinke#e is known.
TCP and UDP traffic may be also limited to spequtrt numbers.

Delete Entries

Check the delete box alongsideanslected for removal from th
list. Alternatively, check the enable box alongsetries if you
want to make the rule active.

Whitelist or Blacklist

Check the box to make thet & whitelist. This will only allow
traffic described in the list to be sent over thdio link. All other
traffic is blocked unless it is present in a MACitghst.

Uncheck the box to make the list a blacklist. Tiks ban all traffic
described in the list from being sent to the modulever the radio
link.

Apply Changes

Update settings.

Apply Changes and Sav

e Update settings and savant@olatile memory.

NOTE: When configuring

a TCP filter it is often dedble to also configure both an ARP and

an ICMP filter for the same IP Address range. TiRPAilter is required whenever the
sending device does not have a fixed IP to MAC Additranslation table entry (i.e.
whenever the device may need to send an ARP retjudstermine the MAC address of a
device with a known IP Address). An ICMP filtemiseded to allow/disallow “pings”.
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3.13 Serial Port Configuration

The 805U-E has an RS-232, and RS-485 port forlsssramunications. These ports may be
used for different purposes. The 805U-E offersefdifferent serial functions which are PPP
server, Serial Gateway, and Modbus TCP to RTU serve

3.12.1 RS-232 PPP Server

The 805U-E can be used as a PPP Server to comeewireless Ethernet system to serial
devices via the RS232 or RS485 serial ports.

PPP Server enables a network connection to the -86tkr a serial cable. This is much like
dial up internet. The maximum serial data rateBiglBb/s. Hardware or Software flow
control may be selected.

With minimal configuration on the PC, you may usalldp networking in Windows XP to
connect to the network via the serial port.

For the 805U-E, users must configure the locald&ass for the 805U-E and the remote
device IP address. Some care must be taken inisgléicese IP addresses.

If you wish to use routing over this serial netwodanection, then the IP addresses selected
must not lie on Wireless or Wired Ethernet netwaksady configured into the device. You
must ensure they set routing rules appropriatelylévices either side of the network.

If you want the serial device visible as presentrenWireless or Wired network, then the
local IP address must be the same as the IP adskeks the desired port. A process called
“Proxy ARP” is used to make the device visible ba hetwork. In this process, the 805U-E
pretends that it holds the IP address on the n&tvamid responds on behalf of the remote
device.

The result of this is similar to bridging for a gie device, with some exceptions. One of
these exceptions is the inability to handle nanneesesearches of the network via this serial
link. For example, you would encounter difficulfyyou were to use Windows Explorer over
the serial link to find a PC on the wired netwdfkr this to operate correctly you must
explicitly map computer names to IP addressesariltMHOSTS” file on your PC.

When in SETUP mode, the 805U-E PPP server is ethables may also be used to
configure the module. Settings whilst in SETUP made as follows:

e usernameiser, password isiser.

» Serial baud rate 38400bps

» Hardware flow control

* Local address 192.168.123.123

* Remote address 192.168.123.124

To configure Windows XP to establish a PPP conordb a 805U-E in SETUP mode,
follow these steps:
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1. On Network Connections in Windows XP, select Createw connection

™ Network Connections

File Edit Yiew Favorites

@Back - &d ,ﬁ- /: ) Search 5 " Folders v

Tools  Advanced  Help

Shatus Device Name Phone # or Host Address

Address :@_, Metwark Connections
~ Type

Network Tasks

| 5" test PPP Direct

—

Disconnected, Firewalled Communications cable be...

& Change Windows Fireawal
Skart the Mew Connection Wizard, which helps vou create a conne
=Asial e R S : =

See Also i S
1 LAN or High-Speed Inter. ..
LAN or High-Speed Inter. ..

Other Places

Details

2. On the New Connection
Wizard, click Next

; s o _
ction to the Internet, ko another computer, or to vour workplace netwark,
= e T P T T sl ok

i

winbond Wa9Cs40-Base. .,

Connected, Firewalled
Realtek RTLE029(A5)-ba. ..

Connected, Firewalled

New Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helps pou:
* Connect to the Intemet.

* Connect to a private network, such az your workplace
IE

To continue, click Nexst.

Ment » |[ Cancel

Man_805U-E Rev 1.6

Page 40



Chapter Three

Operation

New Connection Wizard

Metwork Connection Type
w'hat do you want to do?

(") Connect to the Internet

(C) Connect to the network at my workplace

a hield office, or anather location.

(OF:}

iore

dvanced conne

up.

Connect to the Internet so you can browse the *eb and read email.

Connect to a buzinezs netwo_rk [uzing dial-up or WPM] 20 wou cd

Connect directly to another computer using vour serial, parallel,
zet up thiz computer 2o that other computers can connect ta it

4. Connect directly to another
computer

New Connection Wizard
Advanced Connection Oplions
‘wihich type of connection da you want ta set up’?

Select the connection type you want:

() Accept incoming connections
Allow other computers to connect ta this computer thraugh the Internet, a phone
line, or a direct cable connection.

@

onnect to another computer using your serial, parallel, or infrared port.

New Connection Wizard

Host or Guest?

5. Set PC as guest

6. Set Computer name as
something...

7. Selecta COM port

To connect bwo computers, wour computer must be identified a3 either a host or a @
guest.

Chooze the rale you want far this computer:
[Cancel
() Host

This computer haz the information you want to access.

Thiz computer iz used to access information on the hast computer.

New Connection Wizard

Connection Name
“what iz the name of the other computer pou are connecting to?

Type the name of the other computer in the following box.

Computer Mame

|SDEUE| |

The name pou type here will be the name of the connection you are creating.

New Connection Wizard

Select a Device
Thiz iz the device that will be uzed to make the cornection.

Select a device:

Communicatic blz between bwa computer

< Back “ Mext » ] [ Cancel
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8. Select who can access tis

ConneCtlon Connection Availability
“You can make the new connection available to any uger or only to yourself,

A connection that iz created for your use only is saved in your user account and is not
avaiable unless you are lagged on.

Create this connection for:
@E

(O My uze only

9. Click Finish New Connection Wizard

Completing the New Connection
@ Wizard

You have successfully completed the steps needed to
create the following connection:

905UE 2
* Share with all users of this computer @

** 905UE Properties

General | Dptions | Securty | Metwarking | Advanced

Select a device: o .
The connection will be saved in the Metwark

Cornections folder.

Communi

[Jdd a sharteut ta this cornection ta my desktop

To create the connection and close this wizard, click Finish.

< Back H Finish }l Cancel

10. Select properties of this new connection by right
clicking on connection.

[#] Shaw izon in natification area when connected 11_ General Tab C“Ck on Conﬂgure button

Modem Configuration

12.Ensure maximum speed is 38400bps, click
OK

#* 905UE Properties

Mawimum speed [bps):

Modem protocol General | Options | Secority | Metworking | advanced
Hardware features Type of diakup zerver | am calling:
Enable hardware flow control PPP: windows 95/98/MT 4/2000. Internet w

[[] Enable madem error contral -
Settings

[[] Enable madem compression

Thiz connection uzes the fallowing items:

[ Show terminal window

[ 5= Metwork Maritor Driver ~
[ ]Enable madsm speaker
ok | [ cancel
B File and Printer Sharing far Microsoft Netwarks |
Drezcription
13. Select Networking Tab -> click on Internet s noaok rtoem; hal Provt s
Protocol (TCP/IP) in list box and then click actoss dverse inlerconnected networks.
Properties button.
[ ok ][ cancel
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14. On Properties form click Advanced UG terne Proocol (TCPAP) Properies (B

General

You cah get [P zettings assigned automatically if wour network,
suppoits this capability. Otherwize, pou need to ask wour network
adrminiztrator for the appropriate [P settings.

Advanced TCP/IP Settings 3

(®idbtan an [P address automatically
(0 Usze the following IP address:

Gerneral |DNS | wWINS

Thiz checkbaox only applies when pou are connected to a local
network and & dial-up network, simultaneously. When checked, data
that cannat be sent on the local network is forwarded ta the dial-up

network. (%) Obtain DNS server address automatically
[¥]ize detault gateway on remote network: (O Usg the following DNS server addresses:
PP link.

[ Uze IF header campressian

[ 0K H Cancel ]

15.0n Advanced TCP/IP Settings form-
>General Tab, uncheck field in PPP link
stating "Use IP header compression"”.

o[ e | 16.Configuration is now complete. Click on this
newly created link to establish a connection
to 805U-E.

17.Ensure both the username and the password areembeactly as configured in
805U-E. (When booted in SETUP mode, the PPP sbagusername “user” and
password “user”.)

3.12.2 Serial Gateway

Serial Gateway functionality is available for b&tB-232 and RS-485 ports independently,
and enables serial data to be routed via the waredreless network connection. Serial
Gateway functionality is similar to radio modem ¢tionality, allowing point-to-point and
multipoint serial data transfer.

Each 805U-E serial port may be configured as Se@&nt, or Multicast Group. When
configured as Server, the module will wait for awection to be initiated by a remote client.
When configured as Client, the module will autoraty attempt to connect to the specified
remote server. When configured as Multicast Grélug module will broadcast data to all
members of the same Multicast Group.

Some of the possible Serial Gateway topologiesllastrated below. As can be seen, it is
possible for serial data from a 805U-E to be tramefl to one or more 805U-E serial ports,
or to be encapsulated within a TCP/IP socket failakility on an Ethernet network.
Conversely, data encapsulated in a TCP/IP sockebeaeproduced at a 805U-E serial port.
Both 805U-E serial ports and the hard wired Ethigpoet can be in use at the same time.
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Access Access
Client Point Point Client
RS232 | e __ RS485 RS232 | o ___ RS232
Device Device Device Device
¢l € € Qi
_ L 7/
RS232 RS485 RS232 RS232
Server Client Client Server
Client S Tt Client
e T~ RS232
e Device
¢l ¢l
RS232
Server
PC Running Telnet
or SeriallP
Access
Point
RS485
] Device _ Client
Client POt T~ RS232
RS485 -7 e S~ Device
Device / /
RS485 Multicast e
(2 Group i /
RS485 Multicast RS232 Multicast

Group

Group

There are software packages available (i.e. SBrRRédirector by Tactical Software) that can
create a virtual serial port on a PC. This virsedial port can be configured to connect to a
805U-E serial port. Standard programs can thersbd to access this serial port as if it were
actually connected to the PC. Alternatively thegoam telnet may be used to connect to a

serial port on the 805U-E. The telnet command séedld be:

TELNET [IP address] [Listen Port]
eg. TELNET 192.168.0.155 23 where tieaddress is 192.168.0.155 aridsten Port is

23.
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Enable RS-232 PPP Server  Check this box to enablEPP network server on the RS-232 port.

Enable RS-485 Serial Check this box to enable the Serial Gateway Semdhe RS-485 port.
Gateway
Data Rate The serial data rate desired. Serialrdtda available range from

110bps to a maximum of 230,400bps.

Data Bits Parity Stop Bits The data format desitgaka formats of 8N1, 7E1, 701, 7E2, 702 arne
supported.

Character Timeout Enter the maximum delay (in mbetyeen received serial character
before packet is sent via network.

U7

Server When configured as Server, the module will waitdaronnection
to be initiated by a remote client

Listen Port Server Only. Enter the TCP port nundrewhich the server must liste
for incoming connections. The standard TELNET po&3.

=)

Client When configured as Client, the module will automety attempt
to connect to the specified remote server

Remote Device Port Client only. Enter the TCP port number of the resrsdrver (i.e.
the remote port to automatically connect to).

Remote Device IP Address Client only. Enter the IP Address of the remoteree(i.e. the
remote IP Address to automatically connect to).

Multicast Group Port Enter the UDP port number that all members of tioeig will use
(i.e. all group members should use the same ponbeu).

Multicast Group IP Enter a valid Multicast IP Address identifying tipeup (i.e. all
group members should use the same Multicast Gieuldress).
Valid Multicast IP Addresses are in the range 22400to
238.255.255.255.
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3.12.3 Modbus TCP to RTU Server

The Modbus TCP to RTU Server allows an Ethernet bdsdl CP Client (Master) to
communicate with a serial Modbus RTU Slave. Thel8@8makes this possible by

internally performing the necessary protocol coei@r. The conversion is always performed
by the 805U-E which is directly connected to theddos serial device (i.e. only this module
needs to have Modbus TCP to RTU Server enabled).

LAN

Access
RS232

Modbus RTU

| ‘ Slave
€ €

a—

RS232
Modbus/TCP to
RTU Server

Modbus/TCP Client
(Master)

The above example demonstrates how a Modbus/T@&®atGMaster) can connect to one or
more Modbus RTU (i.e serial) Slaves. In this exantpke 805U-E Access Point is configured
with the “RS232 Modbus/TCP to RTU Gateway” enabl@édce enabled, the gateway
converts the Modbus/TCP queries received from thastbt into Modbus RTU queries and
forwards these over the RS232 port to the SlaveeWhe serial response to the query
arrives from the Slave, it is converted to a Modb@# response and forwarded via the
network to the Modbus/TCP Master. If no responss rgaeived serially by the 805U-E
within the configured Response Timeout, the 805WHEinitiate a number of retries
specified by the configured Maximum Request Retries

The Modbus TCP to RTU Server may be configuredoerate on either the RS-232 or
RS-485 port. It does not support operation on Ipotits at the same time.

Enable RS-232 Modbus
TCP to RTU Gateway

Check this box to enable the Modbus TCP to RTU &emn the RS-232
port. Only a single serial port is allowed at ag¢im

Enable RS-485 Modbus
TCP to RTU Gateway

Check this box to enable the Modbus TCP to RTU &emn the RS-48%
port. Only a single serial port is allowed at ag¢im

Data Rate

The serial data rate desired. Serialrdtga available range from
110bps to a maximum of 38,400bps.

Data Bits Parity Stop Bits

The data format desitgaka formats of 8N1, 7E1, 701, 7E2, 702 afe
supported.

Pause Between Requests

Enter the delay betweahrsguiest retries in milliseconds

Response Timeout

Enter the serial response timeanilliseconds — a serial retry will be
sent if a response is not received within this tote

Connection Timeout

Enter the TCP connection timéoseconds — if no Modbus/TCP dat
is received within this timeout then the TCP cortioecwill be dropped.
Set this field to zero for no timeout.

Maximum Request Retries

Enter the maximum numbeeaiest retries performed serially.

Maximum Connections

Enter the maximum number ofuimeous TCP connections to the
server allowed.
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3.14 Digital Input/Output and I/O Transfer

In firmware versions v1.28 and earlier, the meermitwas named Digital Input/Output. In
later versions it was renamed 1/O Transfer, duenttanced functionality where units can

send the status of the Digital Input to another ntb@dr Modbus device.

T CigHal byt higat Larfoparation - Mizrasil Inbarmt Exrlorer

B Yew. Fpeilsl  [oow Hee
{:m~_{ i&';-:',—:‘m_"-m{h_‘-‘::‘~ .Hﬂ,

o e
B S = o - S - o ey - el - e - @i Tieel? - iom - (ibox - llNones - [sere -

Technologies
1M Transfer Conflleuration
Reset is required to activate settings. mm‘u‘&pﬂzﬂmﬂ-
protected.
=5 =
Shared Digital 9 Status; mm
Digital Input is;  OFF Ry
Digital Cuatput is: OFF Routing
B Lilie
el
Commurications Failura: Iéll‘l:mhﬁ indule Infommation
Digital Output on Communications Failure | Hessien = Mﬁ E l
Buty CSyzle Alarm Moo, Comisiations
Digital Qurpur on Duty Cycle Alann [Hesssen = .%&Hﬂlﬁ
Hemen 10 ik
NQ Transfer:
The stains of 1he bocal 'D'ighnl Fgnat Catpat can I senil 1o another devics, ar mssﬂﬁb} another device, Us.'inu'
Modbus TCP. The module also provides 4300 general purpose L'O registers for Modbus TCP
corruncations. Enable the Modbas TCP Server if an excernal client 15 to contect to the module. To conpect
to an extermat Modbias TCP Server, enable the Modbus TCP Client asd 2dd appropriate chent meappings
(below It is alse possible o exchanges 10 with 8 nyodbus BTV (i.e. seriall device by enabling Modhas TCP *
# LR

The shared Digital Input/Output pin may be monitbaed set via the internal webpage. As
this pin is shared, the Digital Input status wigl ®N when the Digital Output is set ON.

The Digital I/O channel can also be configuredrove a status output of the module
communications. If the 805U-E disassociates frowtlzer unit (that is, there is no wireless

link), you can configure the digital output totuDN (set) or OFF (drop).
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The configurable Digital /0 status and alarm opsi@re summarized below.

Shared Digital I/0 Status The Digital /0 is a githpin on the unit. As an output, it is similar tg
an open collector transistor. As an input, a stioground is detected ap
ON. When the Digital Output is driven low, the Dajilnput will detect
an ON condition. By clicking on the button providée Digital Output
may be switched ON and OFF, provided Communicati&aikire has
previously been set to no action.

Digital Output on The digital output can be configured here to penfearious actions
Communications Failure | when a link is present. Select Set Output to ditieeopen collector
output when there is no radio link. Select Dropgato drive the open
collector output when a radio link is present.

Duty Cycle Alarm This field is visible only on Acsg Points. Select Set Output to drive the
open collector output when Duty Cycle Alarm Thrddhas been
exceeded. Select Drop Output to drive the opercut output when
Duty Cycle Alarm Threshold has NOT been exceeded.

The 805U-E also provides Modbus TCP Client and MsdbCP Server functionality for 1/0
transfer. 5000 x 16bit general purpose registerpeovided for Modbus (including the
onboard Digital Input/Output) and are shared fahk@lient and Server. Modbus TCP Client
(Master) and Modbus TCP Server (Slave) are botpatgd simultaneously, and when
combined with the built in Modbus TCP to RTU Gatgwlae 805U-E can transfer 1/0
to/from almost any combination of Modbus TCP or Rd&vices.

The layout of the I/O registers is summarized mtdible below. Each register is internally
saved as a 16 bit value. A Modbus transaction magss the entire 16 bit value of any
register, or alternatively the most significantdiita register may be accessed as a discrete
value. The main use for the general purpose I/@teg is for intermediate storage, i.e.
when transferring 1/0 from one Modbus Slave dewcanother. Also provided is the status
of the onboard digital 1/0. The 16 bit status régji€ontain the value FFFF(hex) for ON and
0000(hex) for OFF. Inverted status registers ase ptovided where the registers contain
0000(hex) for ON and FFFF(hex) for OFF.

Registers | Purpose

1-4299 | General purpose /O registers (read/write)

4300 On-board Digital Input value (read only)

4301 Reserved

4320 On-board Digital Output value (read/write)

4370 On-board Digital Input inverted value (readypn
4371-4999 | Reserved for future use

Modbus TCP Client (Master) enables the 805U-E tmeat to one or more Modbus TCP
Servers (Slaves). All Modbus Master messages agetdd either to/from the onboard I/O
registers depending on configuration (describedvelThe Modbus TCP Client may also
poll Modbus RTU (i.e. serial) devices connecteditber the local serial port or a remote
805U-E serial port by enabling the Modbus TCP taJRjRteway at the corresponding serial
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port (see section “3.13.3 Modbus TCP to RTU Gatéyayodbus TCP Client functionality
allows connections to a maximum of 5 different MasilIf CP Servers.

Modbus TCP Server (Client) enables the 805U-E tejgicconnections from one or more
Modbus TCP Clients (Masters). All Modbus transawioouted to the onboard Modbus TCP
Server are directed either to/from the onboard gemairpose 1/0 registers. The Modbus
TCP Server is shared with the Modbus TCP to RTle®ay, so that the Modbus “Device
ID” is used to determine if a Modbus transactiotoibe routed to the onboard Modbus TCP
Server or to a Modbus RTU device connected tohi@lgort. Care should therefore be
taken that all serially connected Modbus devicesaudifferent Modbus Device ID (i.e.
Modbus Slave Address) to the onboard Modbus TCReBeUp to 32 separate connections
to the Modbus TCP Server are supported.

Modbus RTU (serial) Master functionality is achidv®y combining the Modbus TCP Client
(Master) and Modbus TCP to RTU Gateway. Simply gpecModbus TCP Client (Master)
connection to a Modbus TCP Server where the sés\vbe address of any 805U-E with
Modbus TCP to RTU Gateway enabled. Care shouldkentto ensure that the Device ID
(i.e. Modbus Address) of the serial device is dédfe to the Device ID of the onboard
Modbus TCP Server of the 805U-E that the seriaicders connected to.

The 805U-E provides a configurable option to autiically reset the value of the onboard
I/O registers to zero in the event of a communacettifailure. If a valid Modbus transaction
directed to/from a given register has not been detag for longer than a configurable
timeout, then the value of that register will bsateto zero.

An example of the Modbus functionality of the 80&Us illustrated below. In this example
the status of the onboard digital input at C wdlreflected at the onboard digital output at B.
Also, 8 I/O registers from Modbus serial device [ e transferred to A.

192.168.0.200

192.168.0.196 Modbus TCP
Modbus TCP Server
Client Device ID 1
Modbus @ @ Modbus
RTU Slave el el RTU Slave
DeviceID5»«_____~ L Device ID 6
A B C D
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The Modbus configuration for unit C is shown below.

a Digital Input/Output Configuration - Microsoft Internet Explorer ;!Qlﬂ
File  Edit  Miew Favortes  Tools  Help | i’f
- - L - = e A = ot
@Back * __,/l - \ﬂ igl _l\l ‘ P }SEqrch T Favarites ﬁ‘?‘ palbii= - _l ﬁ '3
address | hbtps/f192,168.0, 200/weh digio. asp | 5o |Links i
Modbus TCP Configuration: B

Enable IModbus TCP Server (Slave) ¥
Iodbus Server Dewice Id |1
Enahle Modbus TCP Chent (Master)

Iodbus Client Scan Rate {msec) I[I J

Eeset Eegisters on Comms Fail 3
Comms Fail Timeout {sec) I[I 5
|2] Done I_l_’_|_|_|i Inkernet 5

Unit C is configured with Modbus TCP Server enalded Device ID = 1, so that the
Modbus TCP Client at B can connect and read thasstd the onboard digital input. Unit C
also has Modbus TCP to RTU Gateway enabled (s¢i®$é8.13.3 Modbus TCP to RTU
Gateway”) so that the Modbus TCP Client at B cammuoinicate with the serial Modbus
RTU device D.

The configuration of unit B is shown below (accbksvia the “I/O Transfer” configuration
page).

a Digital InputyOutput Configuration - Microsoft Internet Explorer ;Iglil

File Edit ‘“iew Favortes Tools Help | i

7 = | A (" } e N e & 2

@Back ” __',) |_L| IELI ul ‘ P ! Search B Favarites €‘2| T i] - _l ﬁ &

Address |’_a§ihttp:,l',l'192.168.0.196,|'web,|'digi0.asp j zd 50 |Links =
Modbus TCP Configuration: E

Enable Modbus TCP Server (Slave)
Modbus Server Device Id |1_

Enable WModbus TCP Client (Master)
Modbus Client Scan Eate (msec) |00

Eeset Begisters on Comms Fail o
Cornms Fail Timeout (sec) |ED
Modbus TCP Client Mappings:
Add Entry | Cielete Entry |
#5]'_.0['31 IO | Function Code Destination Device| Server IP !RespunseICnmm
| Register| Coumt Register | Id Address Tuneout | Fail
_ . (mns) |Register |
Lo |1 |02: Fead Discretes x| 4300 |1 |192168.0.200 | 1000 L |
I |l Lt e i il L i
2|1 8 [04Readihputs 7] 1 | [192.168.0.200 | 1000 |0 | —
3 |1 | 8 i|15:wme Pegisters =] |1 | 5 |192.1 BBO195 | 1000 In ‘ &
|.Ej Done ’_ ’_ ’_ ’_ ’_ I‘ Internet i

It can be seen that Modbus TCP Client has beerneshalith a 500msec scan rate, meaning
that there will be a 500msec delay between eathesfiappings directed at any server. The
“Reset Registers on Comms Fail” option is enabléd a/timeout of 60 seconds, indicating
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that any of the registers at unit B will be re$et successful Modbus transaction involving
that register has not been executed in the lase66nds. The Modbus TCP to RTU
Gateway at B must also be enabled (see sectio8.3Modbus TCP to RTU Gateway”) to
allow Modbus communications with the serial deVice

Three “Modbus TCP Client Mappings” are also confegliat B in order to perform the
required 1/O transfer. The first mapping transties status of the onboard digital input at C
to the onboard digital output at Bocal Register 4320 specifies the register for the onboard
digital output at B (since B is tHecal unit at which the mapping is configured)O Count 1
specifies that only one 1/O point is being transfdr(i.e. the single digital I/Orunction

Code 02: Read Discretes specifies the standard Modimibn code to read discrete (i.e.
digital) inputs.Destination Register 4300 specifies the register for the onboard digitaut

at unit C (since C is thaestination unit for this mapping)Device ID 1lis the ID of the
onboard Modbus TCP Server at®rver |P Address 192.168.0.200 is the IP address of unit
C — which is the Modbus TCP Server we are readim .fResponse Timeout 1000 ms
specifies that unit C must respond to this messgatien 1000msComm Fail Register 0
specifies the local register where the communiaat&tatus for this mapping will be stored.

The second mapping reads 8 registers from seriaDuinto onboard registers in unit B.

Note that in this case the specified Device ID thesModbus Address of the serial device D,
while the Server IP Address 192.168.0.200 is th@d®Bress of unit C since the Modbus TCP
to RTU Gateway at unit C converts the Modbus TCBsage to Modbus RTU and routes it
out the serial port to unit D.

The third mapping takes the 8 registers read bgdéisend mapping and writes them to the
serial unit A. The specified Device ID 5 is the Nbod Address of the serial device A, and
the Server IP Address 192.168.0.196 is the IP Astdoé the local unit B since the local
Modbus TCP to RTU Gateway is to route the messagéhe serial port to unit A.

Since the 805U-E supports Modbus TCP Client andeBeaimultaneously, the Modbus TCP
Server for unit B above could also be enabled. Wuigld allow one (or more) external
Modbus TCP Clients anywhere on the extended wiradireless network to connect to unit
B and monitor the status of the 1/O registers 4uidiag the 1/0 at units A, C, and D. This is a
very powerful and flexible feature which could, fatample, be exploited by a central
monitoring facility or SCADA.
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The configurable Modbus I/O transfer options amasarized in the tables below.
Modbus TCP Configuration:

Enable Modbus TCP Servé
(Slave)

2rCheck this box to enable the onboard Modbus TCReBeAll Modbus
TCP connections to the module IP Address and spddilodbus
Server Device ID will be routed to the onboard tégisters.

Modbus Server Device ID

Specify the Modbus Devladdr the onboard Modbus TCP Server.
Allowed values are 0 to 255.

Enable Modbus TCP Clien
(Master)

I Check this box to enable the onboard Modbus TCenCli/O to be
transferred via the Modbus TCP client is specifigith Modbus TCP
Client Mappings.

Modbus Client Scan Rate

Enter the delay (in mitiisels) between execution of consecutive
Modbus TCP Client Mappings to the same Server.

Reset Registers on Comm
Fail

sWhen Enabled the value in any onboard 1/O registktibe reset to zerg
if a valid Modbus transaction directed to/from tieen register has not
been completed for longer than the Comms Fail Tirheo

Comms Fail Timeout

The period of time after whictboard /O registers will be reset if a
valid Modbus transaction directed at that regiktes not completed.

Modbus TCP Client Mappi

ngs:

Local Register

Enter the starting onboard 1/0 regisumber that the specified Modb
Master transaction will transfer 1/0 to/from.

I/0O Count

Specify the number of consecutive I/OGstg to be transferred for the
specified transaction.

Function Code

Specify the Modbus Function Codelfertransaction.

Destination Register

specified Modbus Master transaction will transf€r to/from.

Enter the starting 1/O registember in the destination device that the

174

Device ID

Enter the Modbus Device ID of the degimaModbus device

Server IP Address

Specify the IP Address of thémson Modbus TCP Server for the
specified transaction.

Response Timeout

Enter the timeout (in millisecdnasvait for a response to the specifi
transaction.

Comm Fail Register

Enter the onboard 1/0 Registenlver to store the communication
status of the specified transaction. The Speciigister will be set to 0
if communications is successful, OXFFFF if theradsconnection to the

specified server, or OxFFxx where xx is the ModBuseption Code
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3.15 Module Information Configuration

Module Information Webpage Fields

This configuration page is primarily for informatipurposes. With the exception of the
password, the information entered here is displayethe root webpage of the 805U-E.

Password When changing the password on this screen, itbgikent
unencrypted over any wired network. If encryptisenabled on
the 805U-E, any radio communications are encrymed,therefore
hidden from radio eavesdroppers. Caution must baltaken if
there are potential eavesdroppers on the wiredarktw

Configuration password.

Device Name A text field if you wish to label tharpcular 805U-E.
Owner A text field for owner name.

Contact A text field for owner phone number, enaalitiress etc.
Description A text field used for a descriptiontioé purpose of the unit.
Location A text field used to describe the locatdrthe 805U-E.
3.16 Remote Configuration

Because a module configuration is viewed and cliéimga web format (which is an Ethernet
application), you can view or change the configjaraof a remote module via the wireless
link, provided the remote module is already “lidkéo the local 805U-E.

To perform remote configuration, connect a PChtlbcal module, run Internet Explorer
and enter the IP address of the remote unit -conéiguration page of the remote module
will be shown and changes can be made. If the temodule is configured as a Router,
enter the wireless IP address of the router, moEthernet address.

Care must be taken if modifying the configuration & a module remotely If the Radio
Configuration is changed, some changes made mesgedass of the radio link, and therefore
the network connection.

It is advisable to determine path of the linkshe modules you wish to modify, and draw a
tree diagram if necessary. Modify the modulehat‘teaves” of your tree diagram. These
will be the furthest away from your connection gamterms of the number of radio or
Ethernet links.

In a simple system, this usually means modifyirgg@ient modules first and the Access
Point last.
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3.17 Configuration Examples

Setting a 805U-E to Factory Default Settings

Access configuration webpages of 805U-E. Refeli@eéiccessing Configuration inside a
module for the first time, or Modifying an existing configuration.

1. Click on System Tools Menu Item
2. Enter username “user” and password “user”, whempted for password.

Click on Factory Default Configuration Reset, araitvior unit to reset. When reset, the
LINK LED will flash.

Extending a wired network

LAN HUB | g N
192.168.0.0 A S
255.255.255.0 = S
Access Point i/

Bridge
Ethernet Device Bridge

Access Point Configuration

Connect straight through Ethernet cable betweeamiCB05U-E.

» Ensure configuration PC and 805U-E are setup tonwamicate on the same network
» Set dipswitch to SETUP mode.

* Power up unit, and wait for LINK led to cease flagh

* Adjust PC network settings

Set Configuration PC network card with networkisgtof IP address 192.168.0.1,
netmask 255.255.255.0

* Open configuration webpage with Internet Explotteaiddress http://192.168.0.1XX/
where XX is the last two digits of the serial numbe

When prompted for password, enter default userrfases” and password “user”
Enter “Quick Start”, and select Access Point.

Change the IP address to 192.168.0.200

Enter a System Generator String

Select the Radio Encryption required.

Set dipswitch to RUN

Save the changes and unit will restart with newrggs.
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Alternate procedure — Adjust 805U-E network settings using serial
port(assuming configuration PC is on existing nekyo

a) Open terminal program with settings with data d8200bps, 8 data bits
1 stop bit and no parity.

b) Set dipswitch to SETUP
c) Connect straight through serial cable to 805U-E @maer up unit.
d) When prompted, strike the Enter key to abort autanieot

e) Set IP address of 805U-E to 192.168.0.200 with candrbip
192.168.0.200

f) Set netmask of 805U-E to 192.168.0.200 with condriamm
255.255.255.0

g) Set gateway address of 805U-E to 192.168.0.1 ewithmand bgw
192.168.0.1

h) Set dipswitch to RUN
I) Reset 805U-E with reset command.

J) Open configuration webpage with Internet Explottesiddress
http://192.168.0.200/

When prompted for password, enter default userrffas®” and passworg
Huser"

Enter “Quick Start”, and select Access Point.
IP address should be 192.168.0.200

Enter a System Generator String

Select the Radio Encryption required.

Save the changes.

Client 1 Configuration

Perform the same configuration steps as the Adeest configuration with the following
differences:

» set IP address of 805U-E to 192.168.0.201
» set the Operating Mode to Client.

Ensure the same System Generator String is usetharsdime Radio Encryption method is
selected.

Client 2 Configuration
e As above, but use IP address 192.168.0.202
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Connecting two separate networks together

169.254.102.54 169.254.102.53

\ g \ g
192.168.0.0 169.254.102.50

255.255.255.0 /LJ /-‘_,.J 255.255.255.0
LAN B

Access Point CI_ient
Router Bridge

LAN A

Internet

Network A Configuration
In this example, network A is connected to therimé¢ via a router at IP address 192.168.0.1.

Devices on Network A that only require access taas on Networks A and B, should have
their gateway IP address set to the 805U-E Accesg Bs 192.168.0.200.

Devices on Network A, that must interact with degon Networks A and B and the internet
should set the internet router 192.168.0.1 as taeway, and must have a routing rule
established for devices on Network B. On PCs,rtiay be achieved with the MS-DOS
command ROUTE. For this example use: ROUTE ADD 182.102.0 MASK

255.255.255.0 192.168.0.200

Network B Configuration

All devices on Network B should be configured seitlyateway IP address is that of the
805U-E Access Point as 192.168.102.54

Access Point Configuration

» Connect straight through Ethernet cable betweeamI3805U-E.

* Ensure configuration PC and 805U-E are setup tonwamicate on the same network
» Set dipswitch to SETUP

* Power up unit, and wait for LINK led to cease flagh

* Adjust PC network settings

Set Configuration PC network card with networkisetbf IP address 192.168.0.1,
netmask 255.255.255.0

» Open configuration webpage with Internet Explotesigdress http://192.168.0.1XX/
When prompted for password, enter default userrfases” and password “user”
Enter “Quick Start”, and select Access Point.

Change the IP address to 192.168.0.200
Enter a System Generator String
Select the Radio Encryption required.
Set dipswitch to RUN.
Save the changes, and unit will reset. Wait fot ttncomplete reset.
* Open configuration webpage with Internet Explotesigdress http://192.168.0.200/
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Select Network settings menu option

When prompted for password, enter default userrffaser” and password “user”
Device Mode should be set to Router.

Set the Gateway IP address to 192.168.0.1

Set the Ethernet IP address to 192.168.0.200, nletwask 255.255.255.0

Set the Wireless IP address to 169.254.102.54 anktmask 255.255.255.0

Click on button Save to Flash and Reset. Webpaljeisplay that message indicating
details are being written to flash. Wait for 805UeEeboot before removing power.

Client Configuration

Perform the same configuration steps as the Adeesd configuration with the following
differences:

» Connect straight through Ethernet cable betweeamIZ3805U-E.

* Ensure configuration PC and 805U-E are setup tonwamicate on the same network
» Set dipswitch to SETUP

* Power up unit, and wait for LINK led to cease flagh

* Adjust PC network settings

Set Configuration PC network card with networkisetof IP address 192.168.0.1,
netmask 255.255.255.0

» Open configuration webpage with Internet Explotesigdress http://192.168.0.1XX/
When prompted for password, enter default userfas®r” and password “user”
Enter “Quick Start”, and select Client.

Change the IP address to 192.168.0.53

Enter a System Generator String

Select the Radio Encryption required.

Set dipswitch to RUN.

Save the changes, and unit will reset. Wait fot ttncomplete reset.

* Open configuration webpage with Internet Explotesddress http://192.168.0.53/
Select Network settings menu option
When prompted for password, enter default userrfases” and password “user”
Set the Gateway IP address to 192.168.102.54
Set the Ethernet IP address to 192.168.102.53 onletwask 255.255.255.0
Set the Wireless IP address to 169.254.102.53 anktmask 255.255.255.0

Click on button Save to Flash and Reset. Webpaljelsplay that message indicating
details are being written to flash. Wait for 805UeEreboot before removing power.
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Extending range of a network with a Repeater hop

192.168.0.0 E
255.255.255.0
G Access e
= Point =

LAN
Client 2

Client 1

Configure units as described in Sectibtending a wired network. Place the Access Point at
the remote intermediate repeater location.
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Chapter Four

DIAGNOSTICS

4.1 Diagnostics Chart
LED Indicator Condition Meaning
OK GREEN Normal Operation
OK RED Supply voltage too low.
Radio RX GREEN flash Radio receiving data
Radio RX RED flash Weak radio signal
Radio TX Flash Radio Transmitting
Radio LINK On On when a radio communications link is
established
Radio LINK Off Communications failure or radio link not
established
Radio LINK GREEN flash Serial Port Receiving
RED flash CTS low
LAN ON Link Established on Ethernet port
LAN Flash Activity on Ethernet port.
Serial GREEN flash RS232 Serial Port Activity
Serial RED flash Rs485 Serial Port Activity
DIO On Digital Output ON or Input is grounded.
DIO Off Digital Output OFF and Input is open circuit.

The green Active LED on the front panel indicateisect operation of the unit. This LED turns
red on failure as described above. When the Atiisle turns red shutdown state is indicated.
On processor failure, or on failure during stadiggnostics, the unit shuts down, and remains in
shutdown until the fault is rectified.
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Boot Loader LED Indication during Startup

Serial LAN LINK ACTIVE | Comment

Orange Orange| Orange RED Initial Power Up & boatlétialisation

RED Orange| Orange RED Check Config & Print Signvassage (If boot delay not zero)
Orange Orange| Orange RED Print Configuration Tabterminal (If boot delay not zero)
Green LAN Off RED Initialise Networking and Starti®® Boot sequence

Orange LAN Off GREEN Wait for <ENTER> to abort Autoot (If boot delay not zero)

Sequence| LAN Sequence GREEN Boot — loader actite (ot aborted or no application)

SERIAL | LAN LINK GREEN Normal Operation. ApplicatioRunning.

4.2 Diagnostic Information Available

4.2.1 Connectivity

The Connectivity webpage at an Access Point liitarats for which a transmission was
received.

T Conrwctheny - Wieroselt Drivened Cxpleer

B BW Yew Fpemis faoh ek o

OO BEG fue drvem @3- % 5- 108 3
) e HE M T e e - = wi B "
Ty - & = oo - [ - S | Eamecs - (Dl - mfrece - (P Ty - e - Bikex -l Mea - [Benn -
Last Transmession Made a1 7200 bps dingmostics are password
profectad
Average Backpround WNodse §5 <120 dBm Click here (o vaw graph
Configuration
, T STATIONS RATE R33! Chiich Siart
STATION CLARSSTATUS SFRVED [ops] (4B ﬁuﬂﬁ}'plk
. e % P Ercryption Authenticated Assoctated id 3, - Raip
5 (5~ 1F . 3 3 i L =
012 AF00:06-3F \Client adjustable contention window GEOD -86 i
A B O E T Encryption Authenticated Assoceated 1d 1, = = EAher
00: 1 2:AF 4e00:ET Clent e b e e THEOD  -a7 h_.;_E E'|EI1
o - ; e Transter
00 L2:AF00:00:E Clisn oot 7200 -10z | edule ifestion
4 : 3 Sviteri Tonols
; e Informiation
Signal over Channels § iy
il froon 0 12-AF 00025 Moniter Commmication
Elatraticy
Chamnel Moise (dBim) R55%1 (dBn) Rate (bps) Graph Help
1 -0 70 e EE— Eeeriz o e
Sipnal from (e 12:AF 00:00:FF
Channel Moise (dBuot) RS dBm) Bare (bps) Graph
1 =120 =103 TIDD
Sagmal from 00 12:-AF 00:06;3F
Channel Moise (dBm) R551 {(dBm) Rate (bps) Graph
1 -120 b5 Tepol (I
Hachground Noise
Chamnel MNoise (dBm) '-_.ITJI*'I
1 -120 [ —
L LT

The table shows the averaged receive signal sktrengt last received radio data rate for each
Client or Access Point by their MAC Address. Thé listed at an Access Point may not even
be in the same system. This can provide an ideawfbusy the radio band is.

Man_805U-E Rev 1.6 Page 60



Chapter Four Diagnostics

The connectivity page above shows the stations receiving valid status from. These
sending units identity is shown as their correspundAC addresses. The graph is a
representation of the RSSI and indicates the vailtleis RSSI on each channel once they are
received. The background noise and last transmission ratéeaounit is also listed in the
graph beside each bar in the graph.

The bargraph is colored. Red for too weak or toangf signal (>-50dBm), orange when the
signal is within fade margin, and green when sigmabove fade margin.

Background noise level is also graphed.

Note that in the above Connectivity screen for aness Point, the STATUS section for the
Client is "adjustable contention window". If the d&ss Point is V1.18 or later, you can check
if there are pre-V1.18 units in the system - ¢hasits will not have "adjustable contention
window". If this is the case, a compatible cont@mtvindow size is set, and performance

will not be optimal. Upgrade the firmware on pre-Y8 units to improve overall

performance.

4.2.2 Monitor Communications

The “Monitor Communications” function buffers trast 30 transmissions since the last enquiry
was made. If there have not been 30 transmissincs the last enquiry, the 805U-E will wait 4
seconds for further transmissions to occur befonepteting the webpage. Use of this feature
together with the Connectivity webpage will revitba variability of communications over a

link.

Monitor Communications

MAC Address of this R05U-E: 00:12.AF:00:00:ED

BESIDIAP associated: 00:12:AF:00:00:ED

TE |[R3SI
’TSF {usec) ﬁ)mXP\[ESSAGE (bpsy  |[(dB)

[6245457000T%  [08070D0000124F00008400124F0000ED00112FE 16E32C0320012AF0000ED 200000
[6245500000T  [08070D0000124F00008400124F0000ED00112FE 16E32C 1320012AF0000ED 200000
[6245561000T  [p8070D000012AF00008400124F0000ED00112FE 16E32C2320012AF0000ED 200000
l245654000RX  [02030D000012AF0000EDO012AF0000840012AF0000ED004900112FB16E32 20000047 |
|s245664000TX  |[D40001000012AF00008A0012ZAF00 [200000
[6243695000 T [08030D0000124F00008400124F0000ED00112FB 16E32C3320012AF0000ED 200000
[6245756000 T [08070D0000124F00008400124F0000ED00112FB 16E32D0320012AF0000ED 200000
[245808000 T [08070D0O00012AF0000840012AF0000EDO0112FB 16E32D 1320012 AF0000ED 200000
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4.2.3 Statistics

The Statistics webpage is used for advanced detgigfiBO5U-E. This webpage details the
state of the 805U-E and its performance in theegyst

3 Statistics - Microsoft Internet Explorer BE_]

File Edit Wew Favorites Tools  Help E."
¥ 7 = i i - _‘Q_- . g [ l-ﬂ ‘_-‘ - 1 ] I;
@ Back ~ \ﬂ @ ,_:\| P | Search 5. Favorkes @ &g W - _'| ﬁ 3
Links **
Technologies
‘ Statistics Menu
ﬂa..ﬁﬁr{ﬂ
Up Time and diagn
Module Up Time: 0 hours, 47 minutes, 28 seconds of the 241
are passv
Diastributed Systemn Up Tune: 0 hours, 47 minutes, 28 seconds protected
Routes Confige
Hetwork
Destination Gateway/ Mask/ Hw Flags Refs Use Expire Interface Radio
default 192 . 165.123.1 uss a o 0 fecO E,__ﬂIEE
127.0.0.1 127.0.0.1 UH a o 0 loO S&ﬂal
192.1658.123.0 255.255.255.0 o a o 2 fecO Fay
192 .165.123.1 TTHL 1 a 2 fecO m
192 .1658.123.217 00:40:F6:D4:45:F1 UHL 1 4 4051 fecO Mﬂ
o dul
Informati
System T
Informa
| IF Statistics Cantiecti
Ilonttor
T 1 e .=
<) | | >
I@ http:ff192. 168,123, 204/ web/infoset, asp & Internst

4.2.4 Network Traffic Analysis

There are many devices and PC programs that veilys@ performance of an Ethernet network.
Freely available programs such as Ethereal pravgmple cost effective means for more
advanced analysis. By monitoring traffic on theadiEthernet, a better idea of regular traffic can
be discovered.

Network Analysis programs make configuration oftarffor the 805U-E a simple task.

4.3 Testing Radio Paths

The general procedure for radio range testingkadifairly simple. Configure two units to form
a link using automatic radio rates. Install thedss Point at a fixed location. Take a laptop
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computer and the Client to each of the remoteilmesitand analyse the link using the
Connectivity webpage. If a beacon is heard froenAbcess Point, the Client will update its
Connectivity webpage with the received signal gjtieiof beacon messages from the Access
Point.

The RX led on the Client should also be obsenfatelRX led flickers red, then the signal
strength is weak. If the RX led is always greenmaenessage is received, then the signal is
strong.

If the signal is strong enough, a link may be disadd, and the Connectivity webpage of the
Access Point may be opened. If the link is weak LifNK led will go out, and the remote
Connectivity webpage of the Access Point will faiload. Using this procedure, the signal
strengths of units at both locations may be andlyaed traffic is sent between the units whilst
remote webpages are opened.

4.4 Utilities

441 PING

Ping is a basic Internet program that lets youfyehiat a particular IP address exists and can
accept requests. Ping is used diagnostically tarertbat a host computer you are trying to
reach is actually operating. If, for example, arusa't ping a host, then the user will be
unable to send files to that host. Ping operateselyling a packet to a designated address
and waiting for a response. The basic operatid?ing can be performed by following these
steps in any Windows operating system.

Click on the Start Menu and select Run. Type indtand enter, you should then see the
command screen come up. There will be a certaecttiry specified (unique to your own pc)
with a flashing cursor at the end. At the cursgetyhe word “ping” leaving a space and the
default IP address for the 805U-E at first startup.

This command would be written as Ping 192.168.1238then Enter to send the ping
command. The pc will reply with an acknowledgenantour command and if your 805U-E
is correctly configured your reply will look sometl like this.
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WINDOWS' system 32 cmnd.exe

Microsoft Windows HP [Uersion 5.1.26801
CC>» Copyright 1985-20801 Microsoft Corp.

C=“Documents and Settings“Supporticd..

C:~Documents and Settings>cd..
C:~>ping 192.168.123.123
Pinging 192.168.123.123 with 32 bytes of data:

192.168.123.123: bhytes=32 time=4ms TTL=255
192.168.123.123: bhytes=32 time<ims TTL=255
192.168.123.123: bhytes=32 time<ims TTL=255
Reply from 192_.168.123.123: bytes=32 time<lms TTL=255

Ping statistics for 192_.168.123_.123:

Packets: Sent = 4. Received = 4, Lost = @ {8x loss).
Approximate round trip times in milli—seconds:

Hinimum = Bmsz, Maximum = 4ms,. Average = 1ims

Cas

The screen shot below shows the response of thg 1482.168.123.123 —t” command.

MWINDOWS" system32\ cmd.exe
C:2ping —t 192.168.123.123

Pinging 1?2.168.123.123 with 32 bytes of data:

from 192.168.123.123: bytes=32 time=3ms TTL=255
from 192.168.123_.123: bytes=32 time<{ims TTL=255
from 192_.168.123_123: bytes=32 time<ims TTL=255
from 192.168.123.123: hytes=32 time=1ms TTL=255
from 192_168.123.123: bytes=32 time<ims TTL=25%
from 192_168.123_.123: bytes=32 time<ims TTL=25%
from 192.168.123.123: bytez=32 time{ilmsz TTL=255
from 192.168.123.123: bytez=32 time<{imsz TTL=255
from 192.168.123_.123: bytez=32 time=1ms TTL=255
from 192.168.123_.123: bytes=32 time<ims TTL=255
from 192_.168.123 _123: bytes=32 time<ims TTL=255
from 192.168.123.123: hytes=32 time<ims TTL=255
from 192_168.123.123: bytes=32 time=5ms TTL=25%
from 192_168.123_.123: bytes=32 time<ims TTL=25%
from 192.168.123_.123: bytez=32 time{ilms TTL=255
from 192.168.123.123: bytezs=32 time<ims TTL=255
from 192.168.123_.123: bytes=32 time<{ims TTL=255
from 192.168.123_.123: bytes=32 time<ims TTL=255
from 192_168.123_123: hytes=32 time<ims TTL=255

Ping statistics for 192.168.123.123:
Packets: Sent = 19. Received = 19, Lost =
Approximate round trip times in milli—seconds:
Minimum = Bmz,. Maximum = Sms,. Average = Bmns
Control-C
~C
Cin

A (@x loss),

This -t command is used to repeatedly ping theifspgaode in the network, to cancel use “Cirl
_ CH

A good test for the network once it is first setisip use PING repeatedly from one PC’s IP
address to the other PC’s IP address. This gige®d example of the networks reliability and
how responsive it is from point to point. When yamier “Ctrl C” the program reports a packet
sent-received-lost percentage.
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C:AWINNT \system324cmd. exe _[Ol

from 192.168.123. hytes=32 time=54msz TIL=128
from 192.168.123. bhytes=32 time=6bms TIL=128
from 1922.168.123. hytes=32 time=54ms TIL=128
from 1922 _168_.123. bhytes=32 time=922m=z TTL=128
from 122.168.123. bytes=32 time=242m=z TTL=128
from 192_.168.123. hytes=32 time=384msz TTL=128
from 192_.168.123. bytes=32 time=54msz TTL=128
from 172.168.123. hytes=32 time=53msz TIL=128
from 192.168.123. hytes=32 time=54ms TIL=128
from 1922.168.123. bhytes=32 time=81ms TIL=128
from 192_.168_.123. hytes=32 time=54ms TIL=128
from 122.168.123. hytes=32 time=50ms TTIL=128
from 192_.168.123. hytes=32 time=35%5mz TTL=128
from 192_.168.123. bytes=32 time=54msz TTL=128
from 1792.168.123. hytes=32 time=Y1msz TIL=128
from 192.168.123. hytes=32 time=54msz TIL=128
from 192.168.123. bytes=32 time=165mz TTL=128
from 1922.168.123. hytes=32 time=54ms TIL=128
from 1922 _168_.123. hytes=32 time=54ms TTL=128
from 122.168.123. hytes=32 time=54ms TTIL=128

Ping statistics for 192_168.123_2:

Packets: Sent = 1586, Heceived = 1573, Lost = 13 (8% loss>.
Approximate round trip times in milli—seconds:

Minimum = 53ms,. Maximum = 145ims,. Average =

4.4.2 |IPCONFIG

IPCONFIG can be used to show your current TCPAgtnamation, including your address, DNS
server addresses, adapter type and so on.

Command Prompt Mi=]

Microsoft Windows 2888 [Uersion 5.88.21951]
¢G> Copyright 1985-280@ Microsoft Corp.

Do ot D2 B2 Do D Do) B2 D2 I 00 82 B2 D2 B I 2 B2 D 2

C:~Documents and Settings“Supportcd..
C:~Documents and Settings>cd..
C:~>ipconfig

Windows 2808 IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix

IP Address. . . . . - - . - . . 192 .168.8.17
Subnet Mask . - . . - . . . . . 255 .255.255.8
Default Gateway . . . . . . . . 1?22.168.8.1

In the above example ipconfig was entered in timencand prompt. The reply back shows the
PC’s IP address, Subnet mask and the gatewagahizected to.

Other ipconfig commands will return back more infation. The hardware or MAC address of
the computer may be discovered using the commaadfig /all.

Ipconfig /? will list all of the commands and thegages available for use.

4.4.3 ARP
Displays and modifies the IP-to-Physical addresmsstation tables used by Address Resolution
Protocol (ARP).
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Once a remote computer has been pinged, this caseoeto see the IP address & MAC address
of the remote computer. It will also show any ottievices on the network that it may be
connected to.

| Command Prompt

C:w>arp —a

Interface: 192.168.68.17 on Interface Bx1006800683
Internet Address Physical Address Type
192 .168.8.20868 80—Be—Bc—3e—14-68 dynamic

Cona

Command used for above screen shot is Arp —dnoWs the PC’s direct IP address of
192.168.0.17 as also shown before with IPCONFIGroand. The other IP address shown with
its associated MAC address is another device wittmaection to the PC. In this example it is
the IP address of a PLC connected to the PC also.

Arp —n lists all the commands available for thisdtion.

4.4.4 ROUTE

Route is used for the Router function. This iswh@u are joining 2 different networks
together via the 805U-Eefer to Section 1.1

The 805U-E can only accept 1 Routing table. Thétdan only accept one router per network
of radios. On the Router radio network PC a rgutuie needs to entered to allow access
between Network A and Network B. This is enterethe command prompt as per all other
instruction above.

Route PRINT will show all active routes on PC,

Route ADD will add a routing table to network, ~ NetworkA | ——————mmmo—— Network B
route DELETE <destination netmask gateway Ei Ei

interface> will delete the unwanted routing table o o= 6&/

route CHANGE modifies an existing route. Focess Client

An example of a routing table is shown for the Router Bridae
configuration below,

Network A Settings Client Bridge Settings

IP Address 192.168.0.17 Gateway IP 192.168.2.51

Subnet Mask 255.255.255.0 Ethernet IP 192.168.2.5

Gateway IP 192.168.0.1 Subnet Mask 255.255.255.0

Wireless IP 192.168.2.50
Subnet Mask 255.255.255.0

Access Point Router Settings Network B Settings
Gateway IP 192.168.0.1 IP Address 192.168.2.201
Ethernet IP 192.168.0.191 Subnet Mask 255.255025
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Subnet Mask 255.255.255.0 Gateway IP 192.16B.2.5
Wireless IP 192.168.2.051

Subnet Mask 255.255.255.0

In the Network A PC a routing rule is to be set.

This will allow Network A & B to have access to eaather. This is entered under cmnd
prompt.

Route ADD 192.168.2.0 MASK 255.255.255.0 192.1680.

This says access everything on network B (192.16B8with the Mask of 255.255.255.0 on
Network A via the Ethernet IP Interface 192.168Q.1

IP Address 192.168.2.0 will allow everything orsthietwork to be shared by the router.
When adding a routing table you will need to etités in. Once entered in the Router will
determine whether to pass information over theemifiit is addressed to do so or not. For
added security MAC address filtering could be adaedentioned earlier in Section 3.
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Chapter Five

General
EMC specification

Radio specification

Housing

Terminal blocks
LED indication
Operating Temperature

Power Supply
Nominal supply

Current Drain @ 12VDC
Current Drain @ 24VvDC

Ethernet Port
Standard

Radio Transceiver
Transmit power
Signal detect / RSSI

Expected line-of-sight range Principal EU

Antenna Connector

Wireless data rate (bit/sec) -up to 76.8Kbps

configurable

SPECIFICATIONS

EN 300 683
EN 300-220, ptl

89/336/EEC
869.525MHz V0.5
869.275MHz, 5mwW

Powder-coated, extruded
aluminum

110 x 185 x 30mm

DIN rail mount

Suitable for 12 gauggs@nm)
conductors

Removable

Active, Serial RX and
TX, Radio RX and TX,
Link

-40 to +60 degrees C 0 —RBAON-condensing

10 to 30vDC Overvoltage and reversiéage
protected
280 mA During transmissi@9mA
(aw)
150 mA During transmissi@9mA
(aw)
10/100 BaseT RJ45

IEEE 802.3 compliant Bridge/router, Asqasint/

client functionality

50 - 500mw
-120 to -50 dBm

configurable

5+ km @ 500mW ERP

Range based on lowest depending on local conditions
data rate

Range may be extended
using intermediate
modules as repeaters.

Female SMA coaxial

“Auto” function determines
fastest rate within user-
configured fade-margin
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Specifications

Serial Ports
RS232 Port

RS485 Port

Data rate (bit/sec) -
configurable

Byte format
System Parameters
System address

Wireless data encryption

User Configuration

Diagnostics

DB9 female DCE RTS/CTS/DTR/DCD hardware

signals provided
2 pin terminal block Max distance 400D2 km

1200, 2400, 4800, 9600,
14400, 19200, 38400,
57600, 76800, 115200

7 or 8 data bits Stop/start/parity bisfigurable
255 word string

None, 64-bit proprietary
or 128-bit AES

Via embedded web page
LED’s

Via RS282mands
OK, DCD,
Radio and Serial RX/TX
Low signal receive led

RSSI measurementin | BER test

dBm
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Appendix A FIRMWARE UPGRADE

Determine which firmware version is present inti@dule to be upgraded by viewing the root
webpage of the module

Firmware versions 805U-E v1.26 and later may beaged to later versions using webpages
inside the module. This upgrade can be done logatly a PC connected directly to the module,
or remotely over a working radio link. For remofegrades, it is advisable to reduce radio traffic
over the link from other devices, as much as ptessibnecessary, create a temporary separate
radio network to perform the upgrade to remote nexluPlease refer to the “Web based
Upgrade” section for the upgrade procedure.

Previous versions require an upgrade package tisengrogram FlashUpdate, and can only be
performed local to the module. Also refer to fhwiecedure if firmware version of modules is
unknown. The section “Manual Upgrade using Flasdatg’ outlines the upgrade procedure.

Web based Upgrade

If the modules have application firmware versio®8€E v1.26and later currently installed,
please follow these steps to upgrade the unit.

1. Place the new application firmware fidggm_805UEX.X.bin.gzon the computers hard

drive. Ensure that the file is not placed in a dgepsted folder.
2. Open internal webpage of unit to be upgraded, ahecESystem Tools from Menu
3. Select Firmware upgrade from the System Tools menu.

TN Syatasm Touls

1t tosed Exgdon it

Mk 3 . . &
@sm = e .!': (2] | ek Sl e £ S i M J';[ b 8
] o . 2.0 290 et Aot sor w! B L]
b wotewh = Eie e o | Clamvey.r (DM e g Frae o »*

ELPRO

Technologies

System Tools

Leg file
Configuration file
Canfigurati ipgnastios Summary WWebproe pretected

G

| F acinry Dalnck Cosbourascn Himsl 1 Fadio

1) Taamafin
Diodule
[
Stuteyr Tools
k
W gt i
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4. Click Browse button and find the application firmmedile on your computer. Ensure
that the file is not in a deeply nested folderthese is a character limitation of the
filename and path.

TR Flerrssaru Logr sale - Mvr caeal Dier e Eaplorie

i, i e

e - Q) - M (3 i Pt S £ 0205 moLLR S

vra ] bt . 3023 Tt oo s
Ty - 2 oo - Bl d &  lamees < Sived 1 pieeee = e ricon & gt s Dot = P+ TTsenn < -

ELPRO

Technologies

Firmware Upgrade

Firrmeare upgrade may be performed using this page. Firmware upgrades may be made dingnastics ars passwored
using the radio network, Mobe that the unit must be reset before the new firmware is run. |

DO NOT DISCONNECT POWER UNTIL FIRMWARE UPGRADE IS COMPLETE. Caonfi an

Oiick St
If programening falls, a manual irmware upgrade may have lo be pefarmed laeally, bo Menmork
restore normal opesation, Fadio

Bouting
Upgrade will take approxdimately 1 minule if cannected directly via wired ethemel. It may Filiar
take up 1o 20 minutes if programmeéd remotely using the radio nelwerk a? lowest baud rate. | Sepnl

Perfarrning an upgrade via & poor radia path is aot recammended. [0 Trpsfer.
Dol e Tafortmatbin
it is advizable to reduce radic traffic. as much as possible. before upgrading. If necessary, | & e Tools
create a temporary separate radio network 1o perfarm the upgrade (o remele modules, information
Select file: cpopn HeE T B> Mnitor Compunicatians
[_Sombresmardeeel || smeofos | |Gaece | Statistics .
- :;..r.'.m-;'. ——

5. There are two options:

a. The “Save to Flash and Reset” button may be clictethitiate a reset
immediately after a successful firmware upgradéhabthe new firmware is
run.

b. Alternatively, Click “Save to Flash” button to justogram the new firmware
to the unit. A reset is necessary to run the nemiare. This is useful for
maintaining radio link whilst performing upgradesremote units.

6. The following dialog box may be displayed as a waynClick OK to proceed.

Microsoft Internet Explorer

\‘\!I) If programming fails, & manual firmware upgrade may have to be performed locally, to restore normal operation. Are you sure you want to proceed?

[ 0K q l Cancel
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7. Firmware upgrade will proceed, and should take abhouinute if performed locally.
If performed over a radio link, the upgrade mayetaktween 4 to 20 minutes,
depending upon the quality of the radio link, amel &mount of traffic on the network.

During the upgrade, the webpage shows a progress bae bottom right side of the
browser window.

™ e il e hbomitor Comuminicaticig
I Saenia Faahand Hesai |I Savetmfimh | | Gancal YR AT P

- itsthe
] Do foge Fi TRL B3 Mot Vs g e, K—\\ [y e

AN L I ST MR BT IR e 1 1 S ASp L R e T 1Rt AL
P D
- > CRmmegHvite
l Selact file: Cyepapm 20008 g Browen ]
i

When upgrade is completed, the System Tools webpdlgee shown if “Save to
Flash” was clicked. If “Save to Flash and Resat5wlicked, the unit will display a
message that the module is resetting.

Firmware upgrade is now complete.

Manual Upgrade using Flash Update

1. Connect the module’s ethernet port to PC etherokttvia a “straight through”
ethernet cable. “Straight through” ethernet cabligpically a blue colour.

Alternatively, connect the module to PC via a netgwitch or hubas some
configurations of Windows can encounter difficulfygrading without a hub
connected. On some PCs, Windows can take muchroinge expected to initialise
its network interface when the device is resetmneeting via a hub/switch removes
this issue during the upgrade procedure.

2. Switch dip-switch on module tSETUP mode.

Power upthe module and wait a couple seconds. This wsuee that Windows
networking can correctly detect an operating etsieport.

4. Ensure your PC network settings have a Subnet MB2&5.255.255.0. This can be
easily checked using DOS command IPCONFIG.

c+| Command Prompt

Microsoft Windows XP [Verzion 5.1.26861]
CC» Copyright 1985-20881 Microsoft Corp.

C:*Documents and Settings“andrew.zinclairipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection 2:

Connection—specific DNE Suffix . =

IP Address. . . . . « « « & = - - = 192.168.123.217

Subnet Mask = 255.255.255.0@

IP fAddress. . . . . . . . . . . . = feB@::248:f6ff:fedd:43f1x4
Default Gateway H

5. Extract FlashUpdate program, and start the program.
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6. If you are running Windows firewall you may be proted with the following
message. Select Unblock so that FlashUpdate prognayroperate. If any other
firewall software is operating, disable it.

%= \Windows Security Alert @

To help protect your computer, Windows Firewall has blocked
some features of thiz program.

Do you want to keep blocking this program?

E| Mame:  FlashUpdate_1.0
Publizher: Unknawn

Keep Blocking l [ Unblock. ] ’ Aszk Me Later

Windows Firewall haz blocked this program from accepting connections from the
Internet or a network. |f you recognize the pragram or st the publisher, you can
unblock it \when should | unblock a program?

7. Copy new firmware files to a known location on tied drive of your PC. Do not
unzip these files.

8. Specify location of firmware bootloader file (epmrbmelpro_E900x.x.bin.gz) and
firmware application file (epm_805UK.x.bin.gz) using the Browse buttons in the
FlashUpdate program.

9. Connect PC to module RS-232 serial port with “gin&ithough” serial cable.
10. Select COM port connected to module in EhashUpdate program.

11.Select Server Interface in théashUpdate program. (IP address of PC connected to
which can be found from step 4 above)

Flash Update

Com Port:

|E0m1 j

Server Interface:

Baoaotlioader File:  epm_mrb_elpra E240_ 11 Browse Remove \/Llpgrade

j Application File:  epri_E24G_%1.13bin.gz  Browse Remove | Refresh Interfaces

192.168.0.200
192.168.3.43

Mate: Computer and module MUST have zame Subnet Mazk (usuzally 255, 2562550,
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12. Click onUpgrade button inFlashUpdate program.
13. Follow instructions from confirmation window.

Confirm |

Ensure SETUP svatch iz OM, and R5232 and Ethemet cablez are connected to module.
Cycle power to module within 30 zeconds after zelecting 0K ta thiz meszage.

14. Click OK, Power downmodule, wait approximately 1 second, and power ogute.
This entire step must be accomplished within 3@sds of completing the previous
step.

15. Programming will commence...

Flash Update Ed

Com Paort:

IEDm'I j

Semver Interface:
|192.1EE.D.EDD j Application File:  epm_E24G_+1.13.binge  Browse FRemove | Refresh Interffaces

Bootloader File:  epm_mrb_elpro E24g 1.1 Browse Remove

upds
$ bdelay 0

Mate: Camputer and madule MUST have same Subnet Mask [usuzally 255,255, 255.0.

16.If programming was successful, a dialog box is ldygd showing this.

Information |

@ Flazh update Complete - et SETUP switch to OFF position and cycle power far narmal operation

17. Switch dipswitch to RUN position and cycle power fimrmal operation.
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ACK

Acknowledgment.

Access point

An access point is the connectiontigsmivireless communication devices intg a
network. Also known as a base station, the acaa@ssip usually connected to a
wired network.

Antenna Gain

Antennae don't increase the transmiggiwer, but focus the signal more. So
instead of transmitting in every direction (inclugithe sky and ground) antenn
focus the signal usually either more horizontatlynoone particular direction.
This gain is measured in decibels

o

Bandwidth The amount of "transportation” spaceraerhet user has at any given time.
Bridge

Collision A network node characteristic for proactively déterthat it can transmit a
avoidance signal without risking a collision.

Crossover cablé

> A special cable used for networking two computdtlaut the use of a hub.

Crossover cables may also be required for conmeatecable or DSL modem to ja
wireless gateway or access point. Instead of trals transferring in parallel
paths from one set of plugs to another, the sigeatssover.” If an eight-wire
cable was being used, for instance, the signaldwstalt on pin one at one end of
the cable and end up on pin eight at the other'@mely "cross-over" from one
side to the other.

CSMA/CA is a "listen before talk" method of minizimg (but not eliminating)
collisions caused by simultaneous transmission llyipte radios. IEEE 802.11
states collision avoidance method rather thanstatiidetection must be used,
because the standard employs half duplex radiosesradpable of transmission
or reception—but not both simultaneously. Unlikewentional wired Ethernet
nodes, a WLAN station cannot detect a collisionlevtransmitting. If a collision
occurs, the transmitting station will not receivefACKnowledge packet from th
intended receive station. For this reason, ACK ptackave a higher priority tha
all other network traffic. After completion of atdaransmission, the receive
station will begin transmission of the ACK packetdye any other node can
begin transmitting a new data packet. All othetiata must wait a longer pseudo
randomized period of time before transmitting.nfACK packet is not received
the transmitting station will wait for a subsequepportunity to retry
transmission.

(1%

=]

CSMA/CD A method of managing traffic and reducimggse on an Ethernet network. A
network device transmits data after detectingdratannel is available. However,
if two devices transmit data simultaneously, thedggy devices detect a collision
and retransmit after a random time delay.

DHCP A utility that enables a server to dynamicabgign IP addresses from a

—+

predefined list and limit their time of use so ttiey can be reassigned. Withou
DHCP, an IT Manager would have to manually entellithe IP addresses of a
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the computers on the network. When DHCP is usedneder a computer logs
onto the network, it automatically gets an IP agsl@gssigned to it.

Dial-up

A communication connection via the standatephone network, or Plain Old
Telephone Service (POTS).

DNS

A program that translates URLSs to IP addrelsgescessing a database
maintained on a collection of Internet servers. pilegram works behind the
scenes to facilitate surfing the Web with alphausmumeric addresses. A DN
server converts a name like mywebsite.com to asefinumbers like
107.22.55.26. Every website has its own specifiadéress on the Internet.

DSL

Various technology protocols for high-speedgdabice and video transmission
over ordinary twisted-pair copper POTS (Plain Oddephone Service) telephor
wires.

e

Encryption key

An alphanumeric (letters and/or numbers) serigsethables data to be encrypte
and then decrypted so it can be safely shared amengpers of a network. WE

uses an encryption key that automatically encrgptgoing wireless data. On the

receiving side, the same encryption key enablesdhguter to automatically
decrypt the information so it can be read.

xd

U

Firewall

Keeps unauthorized users out of a privatevork. Everything entering or leavir]
a system's internal network passes through thedlf@and must meet the
system'’s security standards in order to be tratemiDften used to keep
unauthorized people from using systems connecttgbtimternet.

g

Hub

A multiport device used to connect PCs to ot via Ethernet cabling or via
WiFi. Wired hubs can have numerous ports and egrsinit data at speeds
ranging from 10 Mbps to multigigabyte speeds peosé. A hub transmits
packets it receives to all the connected portsnallsvired hub may only conne
4 computers; a large hub can connect 48 or more.

HZ

The international unit for measuring frequerexyyivalent to the older unit of
cycles per second. One megahertz (MHz) is oneamiliertz. One gigahertz
(GHz) is one billion hertz. The standard US eleatrpower frequency is 60 Hz,
the AM broadcast radio frequency band is 535—1605 khe FM broadcast
radio frequency band is 88—108 MHz, and wireless BIb LANs operate at 2.
GHz.

=

IEEE

Institute of Electrical and Electronics Engire New York, www.ieee.org. A
membership organization that includes engineeientsts and students in
electronics and allied fields. It has more than,300 members and is involved
with setting standards for computers and commuortsit

Infrastructure
mode

A client setting providing connectivity to an APs &ompared to Ad-Hoc mode
whereby PCs communicate directly with each otHiemts set in Infrastructure
Mode all pass data through a central AP. The ARnlgtmediates wireless
network traffic in the immediate neighborhood, &lsb provides communicatior
with the wired network. See Ad-Hoc and AP.
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I/O The term used to describe any operation, prognadevice that transfers data to
or from a computer.

Internet A computer that is intended primarily for Interaetess, is simple to set up and

appliance usually does not support installation of third-padftware. These computers
generally offer customized web browsing, touch-acneavigation, e-mail
services, entertainment and personal informatiomag@ment applications.

IP A set of rules used to send and receive messagjes Internet address level.

IP (Internet Technology that supports voice, data and videstngssion via IP-based LANs

Protocol) WANSs, and the Internet. This includes VolIP (VoiceolP).

telephony

IP address A 32-bit number that identifies eaciilgeor receiver of information that is sent
across the Internet. An IP address has two paristeatifier of a particular
network on the Internet and an identifier of thetipalar device (which can be a
server or a workstation) within that network.

IPX-SPX IPX, short for Internetwork Packet Exchargeetworking protocol used by the
Novell NetWare operating systems. Like UDP/IP, iBX¥ datagram protocol
used for connectionless communications. Highertienatocols, such as SPX
and NCP, are used for additional error recovenices. Sequenced Packet
Exchange, SPX, a transport layer protocol (layefrthe OSI Model) used in
Novell Netware networks. The SPX layer sits ondbthe IPX layer (layer 3)
and provides connection-oriented services betweemobdes on the network.
SPX is used primarily by client/server applicationdhereas the IPX protocol is
similar to IP, SPX is similar to TCP. Together,rifere, IPX-SPX provides
connection services similar to TCP/IP.

ISA A type of internal computer bus that allows #ulelition of card-based
components like modems and network adapters. ISAéean replaced by PCI
and is not very common anymore.

ISDN A type of broadband Internet connection firavides digital service from the
customer's premises to the dial-up telephone nketW®DN uses standard POT}
copper wiring to deliver voice, data or video.

ISO Network | A network model developed by the International 8#ads Organization (1ISO)

Model that consists of seven different levels, or layBysstandardizing these layers, a
the interfaces in between, different portions given protocol can be modified
or changed as technologies advance or systemseaewguits are altered. The
seven layers are: Physical , Data Link, Networlkn$port, Session, Presentatic
Application.

LAN A system of connecting PCs and other devicakiwihe same physical proximit
for sharing resources such as an Internet conneciointers, files and drives.

Receive The minimum signal strength required to pick uaa. Higher bandwidth

Sensitivity connections have less receive sensitivity thanddaadwidth connections.

L2
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Router A device that forwards data from one WLANwined local area network to
another.
SNR Signal to Noise Ratio. The number of decibiferdnce between the signal

strength and background noise.

Transmit Power

The power usually expressed in mdbdhat the wireless device transmits at

MAC Address

A MAC address, short for Media Accessitbl address, is a unique code
assigned to most forms of networking hardware.address is permanently
assigned to the hardware, so limiting a wirelessork's access to hardware --
such as wireless cards -- is a security featurdogreg by closed wireless
networks. But an experienced hacker -- armed \ittptoper tools -- can still
figure out an authorized MAC address, masqueraddeggtimate address and
access a closed network.

Every wireless 802.11 device has its own specifidMaddress hard-coded intg
it. This unique identifier can be used to providewsity for wireless networks.
When a network uses a MAC table, only the 802.tlibsathat have had their
MAC addresses added to that network's MAC tablebsiable to get onto the
network.

NAT

Network Address Translation: A network capabpithat enables a houseful of
computers to dynamically share a single incomingdéress from a dial-up,
cable or xDSL connection. NAT takes the single mir IP address and creaté
new IP address for each client computer on theor&tw

2S

NIC

A type of PC adapter card that either work$wiit wires (Wi-Fi) or attaches to
network cable to provide two-way communication kestwthe computer and
network devices such as a hub or switch. Mostefficed NICs operate at 10
Mbps (Ethernet), 100 Mbps (Fast Ethernet) or 10K160s dual speed. High-
speed Gigabit and 10 Gigabit NIC cards are alsitedla. See PC Card.

D

Proxy server

Used in larger companies and orgamisato improve network operations and
security, a proxy server is able to prevent dicechmunication between two or
more networks. The proxy server forwards allowalat&a requests to remote
servers and/or responds to data requests direattydtored remote server data

RJ-45

Standard connectors used in Ethernet netwievks though they look very
similar to standard RJ-11 telephone connectorgl3Ribnnectors can have up t
eight wires, whereas telephone connectors havefaumty

Server

A computer that provides its resourcesteratomputers and devices on a
network. These include print servers, Internetessrand data servers. A servel
can also be combined with a hub or router.

Site survey

The process whereby a wireless netinstéller inspects a location prior to
putting in a wireless network. Site surveys arelusedentify the radio- and
client-use properties of a facility so that acqasiats can be optimally placed.
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SSL Commonly used encryption scheme used by mdmeartail and banking sites
to protect the financial integrity of transactiohen an SSL session begins, the
server sends its public key to the browser. Thevbeo then sends a randomly
generated secret key back to the server in ordeae a secret key exchange for
that session

Subnetwork or | Found in larger networks, these smaller networ&siaed to simplify addressing
Subnet between numerous computers. Subnets connect tetl@l network through a
router, hub or gateway. Each individual wireless\LWill probably use the samg
subnet for all the local computers it talks to.

1%

Switch A type of hub that efficiently controls they multiple devices use the same
network so that each can operate at optimal pedocen A switch acts as a

networks traffic cop: rather than transmittingta# packets it receives to all ponts
as a hub does, a switch transmits packets to balyeceiving port.

TCP A protocol used along with the Internet Prot¢id®) to send data in the form of
individual units (called packets) between computers the Internet. While IP
takes care of handling the actual delivery of thiadTCP takes care of keeping
track of the packets that a message is dividedantefficient routing through the
Internet. For example, when a web page is downtb&den a web server, the
TCP program layer in that server divides the fike ipackets, numbers the
packets, and then forwards them individually tolth@rogram layer. Although
each packet has the same destination IP addressy iget routed differently
through the network. At the other end, TCP reastestbe individual packets
and waits until they have all arrived to forwardrthas a single file.

TCP/IP The underlying technology behind the Inteamel communications between
computers in a network. The first part, TCP, isttaasport part, which matches
the size of the messages on either end and guesahtd the correct message has
been received. The IP part is the user's compdtEess on a network. Every
computer in a TCP/IP network has its own IP addiesss either dynamically
assigned at startup or permanently assigned. A/TR-Omessages contain the
address of the destination network as well asdidesss of the destination statian.
This enables TCP/IP messages to be transmittedltgpla networks (subnets)
within an organization or worldwide.

VolP Voice transmission using Internet Protocatreate digital packets distributed
over the Internet. VoIP can be less expensive\tba® transmission using
standard analog packets over POTS (Plain Old TelepBervice).

VPN A type of technology designed to increasestt@irity of information transferred
over the Internet. VPN can work with either wirgdnreless networks, as well
as with dial-up connections over POTS. VPN creatgsvate encrypted tunnel
from the end user's computer, through the localess network, through the
Internet, all the way to the corporate serversdatdbase.

WAN A communication system of connecting PCs ameiotomputing devices acros
a large local, regional, national or internatiogebgraphic area. Also used to
distinguish between phone-based data networks astd.\Rhone networks are

[72)
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considered WANSs and Wi-Fi networks are consider@@Més Local Area
Networks (WLANS).

WEP

Basic wireless security provided by Wi-Fi. émre instances, WEP may be all
home or small-business user needs to protect wirelata. WEP is available in
40-bit (also called 64-bit), or in 108-bit (alsdled 128-bit) encryption modes. As
108-bit encryption provides a longer algorithm tia&es longer to decode, it ca
provide better security than basic 40-bit (64-&itgryption.

o

-

Wi-Fi

Wireless Fidelity: An interoperability ceiiiation for wireless local area network
(LAN) products based on the Institute of Electraatl Electronics Engineers
(IEEE) 802.11 standard.
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