LTEdX

ZXDSL 931WiIl
VDSL2 Modem

Operation manual

ZTE CORPORATION

ZTE Plaza, Keji Road South,
Hi-Tech Industrial Park,

Nanshan District, Shenzhen,

P. R. China

518057

Tel: (86) 755 26771900

Fax: (86) 755 26770801

URL: http://ensupport.zte.com.cn
E-mail: support@zte.com.cn

Version 2.0



LEGAL INFORMATION

Copyright © 2006 ZTE CORPORATION.

The contents of this document are protected by copyright laws and international treaties. Any reproduction or distribution of
this document or any portion of this document, in any form by any means, without the prior written consent of ZTE CORPO-
RATION is prohibited. Additionally, the contents of this document are protected by contractual confidentiality obligations.

All company, brand and product names are trade or service marks, or registered trade or service marks, of ZTE CORPORATION
or of their respective owners.

This document is provided “as is”, and all express, implied, or statutory warranties, representations or conditions are dis-
claimed, including without limitation any implied warranty of merchantability, fitness for a particular purpose, title or non-in-
fringement. ZTE CORPORATION and its licensors shall not be liable for damages resulting from the use of or reliance on the
information contained herein.

ZTE CORPORATION or its licensors may have current or pending intellectual property rights or applications covering the subject
matter of this document. Except as expressly provided in any written license between ZTE CORPORATION and its licensee,
the user of this document shall not acquire any license to the subject matter herein.

ZTE CORPORATION reserves the right to upgrade or make technical change to this product without further notice.

Users may visit ZTE technical support website http://ensupport.zte.com.cn to inquire related information.

The ultimate right to interpret this product resides in ZTE CORPORATION.

Revision History

Revision No. Revision Date Revision Reason
1.0 20090625 Initial transmittal

Serial Number:



content

Product Introduction......cceeeeiesnsrenssnssnnsssnnnnnnnnnns 1

APPLICAtIoN Lo 1
FEAtUNES . e 1
Wireless Specifications ........ccvvviiiiiiiiii 2
Compliance Certificates ....coovviiiiiiii e 3
Standards Compatibility and Compliance ...........cccoevviennne. 3
Supported Encapsulation .........coiiiiiiiiiiiiii 4
Environment Requirements .......cccvviiiiiiiiiiii i 4
System Requirements .. ..c.cviiiiii i i e e 4
Packing List ... 9
Safety Precautions....ccoivi i e 10
LED Status and Interface Description .......c.covviiiiiiiniiniinnnns 10
[ B ] = | o [PPSR 10
Rear Panel .. ..ooiiiiiiiii i e 12
Hardware Installation ........cccveciicmncnncsnnannns 13
Choosing the Best Location for Wireless Operation ............. 13
Connecting the Device......coiviiiiiiiii e 14
Factory Reset Button......coooiiiiiiiii e 15

Setting Up the DeVice AR R R RRRRRRRERRRRRRRRRERRRRRNNNRNNRDHNHN,] 17
AboUt the DeViCe ..o 17
Hardware Configuration of the Device and PC

Configuration ....oceieiii 18

Setting Up WAN and LAN Connections ........cvcvvivvinvnnenne. 18

PC Network Configuration ........ccocoviiiiiiiiiii e 19
Device Information Configuration ................... 21
Logging In to the Device.....cooeiiiiiiiii e 22
Device information ......coooviiiiiii e 22
Device Information SUMMary.....cccovviiiiiiiii i 23
StatistiCS .o 24

LAN StatistiCs ..vvviriiiiii i naeees 24

WAN StatistiCS . oviiiiiiiiiii i i ernaas 25



XDSL StatistiCs vvvviiiiiiiiiiiii i 25

Route Table Information ......ccovviiiiiiiiiiiii e 27

ARP Table Information......ccovieiiiiiii i 28
WAN Interface Configuration ..........ccvveervnnennnaa 31
Configure ADSL EoA PPPoE WAN Connection ..........ccvvvvennn 31
Configure ADSL EoA IPoE WAN Connection........cccvvvvvviannnn 37
Configure ADSL EoA Bridge WAN Connection..................... 43
Configure ADSL PPPoA WAN Connection........ccovvvvviiviinnnnns 47
Configure ADSL IPOA WAN Connection.......ccocevvviiiiininnnnne. 53
Configure VDSL2 EoA WAN Connection.......c.cevvvvvieiinnnnenne. 58
Configure VDSL2 Bridge WAN Connection .........c.cevvveinennn. 64
Configure VDSL2 IPoE WAN Connection ........covvvvievinnnnennen 67
LAN Configuration ......cocccvvemminssmsnssssnssssnsssnssnas 75
VLAN Trunking Configuration .......cccccvveerinnnnnans 79
NAT Configuration .......ccuvcivmriemnsmsnnmssssnssansanss 83
L0 A7 YT P 83
Virtual Servers SetUpP ....cvviiiiii i 84
o] ol I e T 1= ] T 87
1 A o [0 ] o S 89
Security Configuration........ccccvvcivvicviecrvn e 93
Configure MAC Filtering POlCY ....covviviiiiiiiiiiieeeee 93
Configure MAC Filtering Rule .....ccoiviiiiiiiiiiiiie i 95
MAC Filtering - Global Policy FORWARDED..........cc.ceivvennens 96
MAC Filtering - Global Policy BLOCKED .......ccovvvieiieinniinenns 97
QoS Configuration .......cvecvvemrnsrsnssnsnsnnsnen s 99
Enable QOS. .. i 100
QO0S—-QuUEUE CONFIg vviiriiii i i e 100
Q0S-QoS Classification ......ccoviiiiiiiiiicc e 103
QOS - DSCP Setling ..vvvvviiiiiiii i ea e 106
Routing Configuration .......cccuverviemrvnnsssnnsnnns 109
Routing — Default Gateway .......ccovovviiiiiiiiiiii e 109

1) 7= o [ ofll 2o ] U)ol PP 110
Policy ROULING ..vieiiiiiiii e e 111
RIP Lttt 113
DINS SOIVeN it e 115
DYNamiC DNS. o s e 116

DSL Configuration ..........ccveviemnmsiemnnnsnansnnnaes 119



] T o 1.3 |

1= P 121
IS AP L e 122
T 1ttt ettt et ettt e 123
Parental Control........cccvviiiinnnnnnnnn s snnnnnnss 125
Time Restriction ..o.vviiii e 125
0 =Y 126

UPNP Configuration.........ccvecvvivvsnncsnnn s 129
Certificate Configuration ..........cccvvemvveemnnnnnnn. 131

Create New Local Certificate ......c.covviiiiiiiiiiicieee 132
Import An Existing Local Certificate........cccovviiiiiiiiiinn, 134
Import Trusted CA Certificates......c.cooieeiiiiiiiiie, 135
Wireless Configuration ........cccvvmvemrnamnnnssannnnss 137
L0 A7 YT 137
Wireless Network......coooviiiiiiiic e 137
About the GUW5.5Z66-5 .....ccccviiiiiiiii e 138
Wireless LAN BasiCS ..iovviiiiiiiiiii i i i i naenaaeas 139
BasiC termS .o 139
Wireless Standard .......coooiiiiiiiiii 140
Wireless SEeCUMTY ..ovuviiii i 144
Wireless Client requirements........cccovviiiiiiiiiiiiinnnns 146
Wireless Distribution System.......ccovevviiiiiiiiiiiciiiinnnen, 147
Configure Wireless Connection ..........cooviviiiiiiiiiiiiiennnns 147
Wireless - BasSiC...uiiiiiriiriii i e e rnea e 147
Wireless—SeCUrity ...cooviiiiiiiii e 149
[\\[o 3N = g Vol a7 o) u To ] o [T 150

64-bit WEP...coi i 151

128-Dit WEP .viii i e e 152

802.1x Authentication ... 153

WPA Authentication.........ccooviiiiiiiii e 155

WPA2 Authentication ... 156
WPA-PSK Authentication ..........coovviiiiiiiiiinnn, 158
WPA2-PSK Authentication ..........coooviiiiiinnns 159

Mixed WPA2/WPA-PSK Authentication ................ 161

Mixed WPA2/WPA Authentication.....................t. 162

Wireless - Advanced.........covvviiiiiiiiiii i raeaeas 164
Wireless - Station Info .....ccooviiiiiiiiiic 169
Diagnostics Configuration .........ccoecvvemviennanines 171

Management Configuration .........ccvveivvevnena 173



1T u o | e = 173

Setting Backup.....covvviiiiiiiiii i 173
Setting Update...oovviiiiiiii i 174
Setting Restore Default .........coviiiiiiiii e 174
SYSEEM LOQ .ttt e 175
SNMP AQeNE. .t 177
TR-069 Client Management......c.cooeviiiiiiii i e 178
Protocol COmMPpOoNENtS ....coviiiiiiiiii e 178
Protocol Application ..o 179
TR-069 Client Configuration ..........ccooiiiiiiiiii s 180
Internet Time. oo e 181
ACCESS CONLIOl 1ivviiieii i e es 182
Update Software .....ccviviiiiiiii 183
REDOOE .. i 184
FIgUIreS ..cvieiiiiiri s i sssnn s s s s snnnnnnnns 185

B 1K= 2 ] 1= 1. b |



Chapter 1

Product Introduction

The ZXDSL 931WII is a VDSL2 access device, which supports mul-
tiple line transmission mode. It provides four 10/100Base-T Eth-
ernet interfaces and wireless user access function according to the
IEEE 802.11b/g standard. In addition, ZXDSL 931WII provides the
broadband Internet service or enterprise network access service
via high-speed ADSL access.

Table of Contents

APPHCAtION L s 1
FEaAtUNES . i e 1
Wireless Specifications .......oeiieiiiii e 2
Compliance Certificates ..c.oiviiiiii i e 3
Standards Compatibility and Compliance ..........coviiviiiiiiennnn. 3
Supported Encapsulation ........ccooviiiiiiii 4
Environment ReqUIremMentS .....oiiiiiiiiii i e enineea s 4
System RequiremMents ...o.vviiiiii i i e 4
Packing LISt ...ueieiii e 9
Safety PreCcautionsS. ..o e 10
LED Status and Interface Description ........ccovviiiiiiiiiii i, 10

Application

=  Home gateway

= SOHOs

= Small enterprises

= TV over IP (IPTV)

= Higher data rate broadband sharing

= Shared broadband Internet access

= Audio and video streaming and transfer
= PC file and application sharing

=  Network and online gaming

Features

= 4 x 10/100 Ethernet ports

Confidential and Proprietary Information of ZTE CORPORATION 1
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User-friendly GUI for web configuration
Supports IPSec for virtual private network (VPN)

Several pre-configured popular games. Just enable the game
and the port settings are automatically configured.

Configurable as a DHCP server in the network
Compatible with all standard Internet applications
Industry standard and interoperable DSL interface

Support virtual server, IP filter, and demilitarized military zone
(DMZ) host

Simple web-based status page displays a snapshot of system
configuration and links to the configuration pages

Downloadable flash software upgrades
For ADSL and VDSL2, each supports up to 8 PPPoE sessions
Supports SNMP v2, RIP v1 & RIP v2, NAT

WLAN with high-speed data transfer rates of up to 54 Mbps,
compatible with IEEE 802.11b/g, 2.4 GHz compliant equipment

Wireless Specifications

TABLE 1 WIRELESS SPECIFICATIONS

IEEE 802.11b,

Network Standard
IEEE 802.11g

Frequency Range 2.40 GHz~2.4835 GHz, ISM Band

802.11b: DBPSK, DQPSK, CCK

Modulation
802.11g: BPSK, QPSK, 16 QAM, 64 QAM
Max.: 20 dBm

RF Power 802.11b: Typ. 18 dBm@Normal Temp Range
802.11g: Typ. 15 dBm@Normal Temp Range
Access user quantity 50~80Pcs/AP

US and Canada: 11

Number of channels Europe and China: 13

AP Capacity Japan: 14

802.11.b: 1 Mbps, 2
Mbps, 5.5 Mbps, 11

Auto-sensing data | Mbps

rate

802.11g: 6 Mbps, 9
Mbps, 12 Mbps, 18
Mbps, 24 Mbps, 36

2
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Mbps, 48 Mbps, 54
Mbps

1 Mbps DBPSK@0.81 Mbps
2 Mbps DQPSK@1.58 Mbps
5.5 Mbps CCK@4.07 Mbps
6 Mbps BPSK@4.64 Mbps
9 Mbps BPSK@6.55 Mbps
11 Mbps CCK@7.18 Mbps
Payload Rate
12 Mbps BPSK@8.31 Mbps
18 Mbps QPSK@11.5 Mbps
24 Mbps 6QAM@14.18 Mbps
36 Mbps 16QAM@18.31 Mbps
48 Mbps 64QAM@23.25 Mbps
54 Mbps 64QAM @26.12 Mbps
Security 64-bit/128-bit WEP, 802.1x, WPA, WPA2
User Isolation MAC level
IDPHCP Client & Static Support
Authentication gﬁgn}cx and Radius Support
DHCP Server Support
Outdoor 100~150
Radio Cover Rage (m)
Indoor 35~100

Antenna Type

Internal diversity with connector. 2 dBi

Compliance Certificates

CE Mark

Standards Compatibility and
Compliance

= RFC2516 PPP Over Ethernet (PPPOE)

Confidential and Proprietary Information of ZTE CORPORATION
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RFC 1662 PPP in HDLC-like Framing
RFC1332 PPP Internet Protocol Control Protocol
RFC1483R

RFC894 A Standard for the Transmission of IP Datagrams over
Ethernet Networks

RFC1042 A Standard for the Transmission of IP Datagrams over
IEEE 802 Networks

IPoE (IP over Ethernet)

Supports ALG (Application Level Gateway)
IEEE802.3

IEEE802.3u

IEEE 802.11b

IEEE 802.11g

Supported Encapsulation

RFC 1483 bridge
RFC 1483 router
PPP over Ethernet (RFC 2516)

Environment Requirements

Operating temperature: 0 °C - 40 °C (32 OF - 104°F)
Storage temperature: 20 °C - 70 °C (-4 °F - 158 OF)
Operating humidity: 20 % - 90 %, non-condensing
Storage humidity: 5 % - 95 %, non-condensing

System Requirements

Recommended system requirements are as follows:

Pentium 233 MHz or higher
Memory: 64 MB or higher
10M Base-T Ethernet or higher

Windows 9x, Windows 2000, Windows XP, Windows ME, Win-
dows NT

Ethernet network interface card

4  Confidential and Proprietary Information of ZTE CORPORATION
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The following information in Table 2 is very helpful for your VDSL2
configuration. You can collect it from your VDSL2 service provider:

TABLE 2 VDSL2 SERVICE INFORMATION REQUIREMENT

Item

Description

Enter Information
in This Column

PTM

Most users are not re-
quired to change this
setting. The Packet
Transfer Mode (PTM)
interface is used to
identify the data path
between the network
of your VDSL2 serv-
ice provider and your
computer. If you are
setting up the 931WII
for multiple connec-
tions, you need to
configure the PTM in-
terface as instructed
by your VDSL2 serv-
ice provider for ad-
ditional connections.
You can change this
setting by accessing
the layer-2 configura-
tion and WAN menu of
the web management
interface.

Username

This is the user name
used to log in to
the network of your
VDSL2 service pro-
vider. It is usu-
ally in the form of
user@isp.com.  Your
VDSL2 service pro-
vider uses this to
identify your account.

Password

This is the password
used, in conjunction
with the user name
previously mentioned,
to log in to the net-
work of your VDSL2
service provider. It
is used to verify the
identity of your ac-
count.

The following information in Table 3 is very helpful for your ADSL
configuration. You can collect it from your ADSL service provider:

Confidential and Proprietary Information of ZTE CORPORATION 5
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TABLE 3 ADSL SERVICE INFORMATION REQUIREMENT

Item

Description

Enter Information
in This Column

VPI

Most users are not re-
quired to change this
setting. The virtual
path identifier (VPI)
is used in conjunction
with the virtual chan-
nel identifier (VCI) to
identify the data path
between the network
of your ADSL serv-
ice provider and your
computer. If you are
setting up the 931WII
for multiple virtual
connections, you need
to configure the VPI
and VCI as instructed
by your ADSL serv-
ice provider for ad-
ditional connections.
You can change this
setting by accessing
the layer-2 configura-
tion and WAN menu of
the web management
interface.

VCI

Most users are not
required to change
this setting. The VCI
is used in conjunc-
tion with the VPI to
identify the data path
between the network
of your ADSL serv-
ice provider and your
computer. If you are
setting up the 931WII
for multiple virtual
connections, you need
to configure the VPI
and VCI as instructed
by your ADSL serv-
ice provider for ad-
ditional connections.
You can change this
setting by accessing
the layer-2 configura-
tion and WAN menu of
the web management
interface.

6 Confidential and Proprietary Information of ZTE CORPORATION
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Item

Description

Enter Information
in This Column

Connection and En-
capsulation Type

This is the method
your ADSL  serv-
ice provider uses to
transmit data be-
tween the Internet
and your computer.
Most users use the
default PPPoE con-
nection type. The
Setup Wizard can
be used to config-
ure a PPPoE connec-
tion type. You may
need to specify one
of the following con-
nection types: PPPOE,
LLC. Other available
connections and en-
capsulation combina-
tions must be config-
ured by using the Web
manager. These in-
clude the Bridge Mode
(1483 Bridged 1IP
LLC or 1483 Bridged
IP VC-MUX), Static
IP (Bridged IP LLC,
1483 Bridged IP
VC-MUX, 1483 Routed
IP LLC, 1483 Routed
IP VC-MUX), etc.

Username

This is the user name
used to log in to the
network of your VDSL
service provider. It is
usually in the form of
user@isp.com. Your
ADSL service provider
uses this to identify
your account.

Password

This is the password
used, in conjunction
with the user name
previously mentioned,
to log in to the net-
work of your ADSL
service provider. It
is used to verify the
identity of your ac-
count.

Necessary information about your 931WII is as follows in Table 4.

Confidential and Proprietary Information of ZTE CORPORATION
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TABLE 4 DEVICE INFORMATION REQUIREMENT

Item Description Enter Information
in This Column

LAN IP addresses This is the IP address
you enter in the Ad-
dress field in the Web
browser to access the
configuration graph-
ical user interface
(GUI) of the gateway.
The default IP ad-
dress is 192.168.1.1
and it is referred to
as the Management
IP address in this
User Manual. You can
change this to suit
any desired IP address
scheme. This address
is the basic IP address
used for DHCP serv-
ice on the LAN when
DHCP is enabled.

LAN Subnet Mask This is the sub-
net mask used by
the 931WII, and
is used throughout
your LAN. The de-
fault subnet mask is
255.255.255.0. You
can change it later.

Username This is the user name
used to access the
management  inter-
face of the gateway,
when you attempt to
connect to the de-
vice through a web
browser. The de-
fault username of the
931WII is admin. It
cannot be changed.

Password This is the password
required when you
access the manage-
ment interface of the
gateway. The default
password is admin. It
cannot be changed.

Necessary information about your LAN or computer is as follows
in Table 5.

8 Confidential and Proprietary Information of ZTE CORPORATION
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TABLE 5 PC INFORMATION REQUIREMENT

Item

Description

Enter Information
in This Column

Ethernet NIC

If your computer
has an Ethernet NIC,
you can connect the
931WII to this Ether-
net port using an
Ethernet cable. You
can also use the
Ethernet ports on the
931WII to connect to
other computers or
Ethernet devices.

DHCP Client status

By default, your
931WII residential
gateway is configured
as a DHCP server.
This means that it
can assign an IP ad-
dress, a subnet mask,
and a default gate-
way address to com-
puters on your LAN.
The default range of
IP addresses that the
931WII assigns is
from 192.168.1.2 to
192.168.1.254. You
need to set your com-
puter (or computers)
to Obtain an IP ad-
dress  automatically
(that is, to set com-
puters as DHCP cli-
ents.)

Packing List

= 1 x ZXDSL 931WII

= 1 x external splitter

= 1 x power adapter

= 1 x Ethernet cable (RJ-45)
= 2 x Phone cable (RJ-11)
= 1 x User Manual (optional)

= 1 x quality guarantee card (optional)

= 1 x certificate of quality (optional)

Confidential and Proprietary Information of ZTE CORPORATION
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Safety Precautions

Follow the instructions to protect the device from risks and damage
caused by fire and electric power:

= Use volume labels to mark the type of power.
= Use the power adapter that is packed within the device pack-
age.

= Pay attention to the power load of the outlet or prolonged lines.
An overburden power outlet or damaged lines and plugs may
cause electric shock or fire accident. Check the power cords
regularly. If you find any damage, replace it at once.

= Proper space left for heat dissipation is necessary to avoid any
damage caused by overheating to the device. The long and
thin holes on the device are designed for heat dissipation to
ensure that the device works normally. Do not cover these
heat dissipation holes.

= Do not place this device close to a place where a heat source
exits or high temperature occurs. Avoid the device from direct
sunshine.

= Do not place this device close to a dampened place.
= Do not spill any fluid on this device.

= Do not connect this device to any PC or electronic product,
unless our customer engineer or your broadband provider in-
structs you to do this, because any incorrect connection may
cause power or fire risk.

= Do not place this device on an unstable surface or support.

LED Status and Interface
Description

LED Status

FIGURE 1 FRONT PANEL LED DIAGRAM

LAl

ENVT

ENVT

NV

M

NYIM
]
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TABLE 6 FRONT PANEL LED STATUS

Indicator Color Status Description

OFF Power OFF

Power ON, HW

Red Testing

Power Blue/Red

Power ON, HW

Blue Test ok

The modem

is in the non-
OFF communication
state

DSL Green The modem isin

Flash training state

The modem isin
ON the communica-
tion state

No detected

OFF data

WAN port is re-
Flash ceiving or send-

Internet Green ing data

WAN port is in
ON communication
status

No detected ra-
OFF dio signal

WLAN portis re-
WLAN Green Flash ceiving or send-
ing data

WLAN interface

ON is ready to work

WPS function is

OFF OFF

WLAN port is in
Green Flash negotiation sta-
tus

WPS
WPS function is

ON ON

WLAN port ne-
Red Flash gotiation is fail-
ure

Confidential and Proprietary Information of ZTE CORPORATION 11
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Indicator

Color

Status Description

LAN 1 - LAN

4 Green

The Ethernet
port is in the
non-communi-
cation state

OFF

The Ethernet
port is in the
communication
state

ON

Ethernet inter-
Flash face is receiving
or sending data

Rear Panel

FIGURE 2 REAR PANEL INTERFACE DIAGRAM

On/Off WPS WLAN

©) 000

LANZ LANZ LANS DSL ]

Interface

Description

DSL

RJ-11port: Use the telephone
line to connect the modem with
theVDSL2 cable or splitter

LAN 1-LAN 4

RJ-45 port: It is used to connect
the modem to computer or other
network devices

WPS

WLAN Protected Setup

Reset

During power ON period, hold on
this button for more than 3 sec-
onds to reset the current settings
to the factory default setting, and
then the system restarts automati-
cally

Power

Power supply port: It is connected
to the power adapter

ON/OFF

Power switch

12
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Chapter 2

Hardware Installation

The 931WII has three separate interfaces, an Ethernet LAN, a
wireless LAN and a VDSL2 (WAN) interface. Place the 931WII in a
location where it can be connected to the various devices as well
as to a power source. The 931WII should not be placed where it
is exposed to moisture or excessive heat. Ensure the cables and
power cord are placed safely to avoid tripping hazard. As with any
electrical appliance, observe common safety procedures.

The 931WII can be placed on a shelf or desktop, ideally you should
be able to see the LED indicators in the front, if you may need to
view them for troubleshooting.

Table of Contents

Choosing the Best Location for Wireless Operation ................. 13
Connecting the DeviCe ....cviviiiiiiiiiii e 14
Factory Reset BUutton.....c.oooviiiiii e 15

Choosing the Best Location
for Wireless Operation

Many environmental factors may effect the wireless function of the
931WII. If this is the first time that you set up a wireless network
device, read the following information.

The device can be placed on a shelf or desktop, ideally you should
be able to see the LED indicators in the front, if you may need to
view them for troubleshooting.

Designed to go up to 100 meters indoors and up to 300 meters
outdoors, WLAN lets you access your network from anywhere you
want. However, the numbers of walls, ceilings, or other objects
that the wireless signals must pass through limit signal range. Typ-
ical ranges vary depending on types of materials and background
RF noise in your home or business.

For optimum range and signal strength, use these basic guidelines:
= Keep the numbers of walls and ceilings to the minimum.

The signal emitted from wireless LAN devices can penetrate
through ceilings and walls. However, each wall or ceiling can
reduce the range of wireless LAN devices from 1 to 30 M. Posi-
tion your wireless devices so that the number of walls or ceil-
ings obstructing the signal path is minimized.

Confidential and Proprietary Information of ZTE CORPORATION 13
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Consider the direct line between access points and worksta-
tions.

A wall that is 0.5 meters thick, at a 45-degree angle appears
to be almost 1 meter thick. At a 2-degree angle, it appears
over 14 meters thick. Be careful to position access points and
client adapters so the signal can travel straight through (90°
angle) a wall or ceiling for better reception.

= Building materials make a difference.

Buildings constructed using metal framing or doors can reduce
effective range of the device. If possible, position wireless de-
vices so that their signals can pass through drywall or open
doorways. Avoid positioning them in the way that their signal
must pass through metallic materials. Poured concrete walls
are reinforced with steel while cinderblock walls generally have
little or no structural steel.

= Position the antenna for best reception.

Direct the antenna position to check if signal strength im-
proves. Some adapters or access points allow you to judge
the strength of the signal.

= Keep the device away (at least 1 - 2 meters) from electrical
devices.

Keep wireless devices away from electrical devices that gener-
ate RF noise, such as microwave ovens, monitors, and electric
motors.

Connecting the Device

Context FIGURE 3 CONNECTION OF MODEM, PC AND TELEPHONES

0n/Off WPS  WLAN LANT  LANZ  LAN3  LANS bsL
1O 000

RIJ45 *
T Splitter RF11
VDSL Service Socket
MODEM
Power -4 LINE PHONE
Adapter

# - 5] 5]
Power % @ %

Socket PC Phone Phone

Steps 1. Connect the DSL port of the 931WII with a telephone cable.

14 Confidential and Proprietary Information of ZTE CORPORATION
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2. Connect the LAN port of the 931WII to the network card of the
PC with an Ethernet line.

3. Plug one end of the power adapter to the wall outlet and con-
nect the other end to the PWR port of the 931WII.

END OF STEPS

Factory Reset Button

The 931WII may be reset to the original factory default settings
by pressing the reset button for a few seconds while the device is
powered ON Use a ballpoint or paperclip to gently push down the
reset button.

Remember that this wipes out any settings stored in the flash
memory, including user account information and LAN IP settings.
The device settings are restored to the following factory defaults:
the IP address is 192.168.1.1, subnet mask is 255.255.255.0, user
name for management is admin, and password is admin.

Confidential and Proprietary Information of ZTE CORPORATION 15
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Chapter 3

Setting Up the Device

Table of Contents

AbOUL the DeVICE .. e 17
Hardware Configuration of the Device and PC Configura-
L0 T 18

About the Device

The 931WII provides a wide range of compelling broadband-based
applications and services and includes an operating system,
drivers and remote management capabilities. 931WII delivers
a set of highly integrated solutions, required for the home and
small company, such as:

= Optimized Linux 2.6 operating system
= IP routing and bridging
= Point-to-point protocol (PPP)
= Network/port address translation (NAT/PAT)
= Quality of service (QoS)
= Wireless LAN security: WPA, 802.1x, RADIUS client
= VPN: IPSec
= Secure Socket Layer (SSL) VPN
= Universal plug-and-play
= File server for network attached storage (NAS) devices
= Print server
= Web filtering
=  Management and Control:
»  Web-based management (WBM)
»  Simple network management protocol (SNMP)
» Command line interface (CLI)
» TR-069 WAN management protocol
= Remote update
= System statistics and monitoring
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WAN Connection

= QOriented to the following platforms: DSL modems, wireless
access points and bridge.

Hardware Configuration
of the Device and PC
Configuration

Connecting your computer or home network to the 931WII is a
simple procedure, varying slightly depending on the operating sys-
tem. This chapter guides you to seamlessly integrate the 931WII
with your computer or home network. The Windows default net-
work settings dictate that in most cases the setup procedure de-
scribed as follows is unnecessary. For example, the default DHCP
setting in Windows 2000 is ‘client’, requiring no further modifica-
tion. However, itis advised to follow the setup procedure described
as follows to verify that all communication parameters are valid
and that the physical cable connections are correct.

The setup procedure consists of three consecutive configuration
stages:

1. Set up WAN and LAN connections.
2. Perform PC network configuration.
3. Configure the 931WII through the Web-based management

page.

FIGURE 4 HARDWARE CONFIGURATION

DSL. MODEM

LAN Connection WAN Conne
Ty
PC Network
Configuration -
o

DSL Quick Setup

Setting Up WAN and LAN
Connections

Your connection to the Internet by DSL modem connects its DSL
socket to the wall socket by using a telephone cable. If it has
an Ethernet socket for the wide area network (WAN), connect it
to the external modem you have, or to the Ethernet socket you
might have, by using an Ethernet cable.

18
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LAN Connection

Your computer can connect to the gateway in various ways (such
as Ethernet and wireless), each requiring a different physical con-
nection, if any in case of wireless. The most common type of con-
nection is Ethernet, with most platforms featuring four such ports.
Use an Ethernet cable to connect an Ethernet port on the 931WII
and the network card of your computer. For additional informa-
tion, refer to the accompanying Installation Guide.

PC Network Configuration

Each network interface on the PC should either be configured with
a statically defined IP address and DNS address, or be instructed
to automatically obtain an IP address using the network DHCP
server. The 931WII provides a DHCP server on its LAN and it is
recommended to configure your LAN to automatically obtain its IP
address and DNS server IP address. The configuration principle
is identical but should be carried out differently on each operating
system.

Figure 5 displays the TCP/IP Properties dialog box as it appears
on Windows XP.

FIGURE 5 IP AND DNS CONFIGURATION

Internet Protocol (TCP/IP) Properties

General | Atenate Configuration

You can get IP settings assigned automatically § your network supports
this capabilty. Otherwise, you need to ask your network administrator for
the appropnzte IF settings.

() Obtain an IP address automaticaly
{7 Use the following IP address

(%) Cbtain JNS server addness automatically
() Use the following DNS server addresses:

| ok || Cancel |
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Windows XP

Windows
2000/98/Me

Windows NT

Linux

w

w N

.o Uuk

H W N uh
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Choose Start > Control Panel to open the control panel.
Open Network Connection form the control panel.
Right-click the Ethernet connection icon and choose Prop-
erties.

On the General tab, select the Internet Protocol (TCP/IP)
component and click Properties. The Internet Protocol
(TCP/IP) Properties window appears.

Select the Obtain an IP address automatically radio button.
Select the Obtain DNS server address automatically radio
button.

Click OK to save the settings.

Choose Start > Control Panel > Network and Dialing Con-
nectionsfrom the desktop.

Right-click the Ethernet connection icon and choose Prop-
erties.

Select the Internet Protocol (TCP/IP) component and click
Properties. The Internet Protocol (TCP/IP) Properties
window appears.

Select the Obtain an IP address automatically radio button.
Select the Obtain DNS server address automatically radio
button.

Click OK to save the settings.

Choose Start > Control Panel > Network from the desktop.
On the Protocol tab, select the Internet Protocol (TCP/IP)
component and click Properties.

On the IP Address tab, select the Obtain an IP address
automatically radio button.

On the DNS tab, verify that no DNS server is defined in the
DNS Service Search Order box and no suffix is defined in
the Domain Suffix Search Order box.

Enter su at the prompt to log in to the system as a super user.
Enter ifconfig to display the network devices and allocated
IP addresses.

Enter pump -i <dev>, where <dev> is the network device
name.

Enter i fconfig again to view the newly allocated IP address.
Ensure that no firewall is active on device <dev>.

20
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Device Information
Configuration

This chapter describes how to use Web-based management (WBM)
of the 931WII, which allows you to configure and control all of the
931WII features and system parameters in a user-friendly GUI.
This user-friendly approach is also implemented in the WBM docu-
mentation structure, which is directly based on the WBM structure.
It is easy to navigate through both the WBM and its documenta-
tion.

FIGURE 6 WEB-BASED MANAGEMENT - HOME PAGE

Device Info

Board ID: 263GEMVING
Software Yersion: ZHDSL 931WIT W1.2.0c_731_0%
Bootloader (CFE) Yersion: |1.0.37-102.6

Device Info

Advanced Setup

wireless
Diagnostics Wireless Driver Yersion: |4.174.64,19.cpe4.402

anagement
This information reflects the current status of your DSL connection,

Line Rate - Upstream (Kbps):

Line Rate - Downstream (Kbps):
LAN IPv4 Address: 192.168.1.1

Default Gateway:

Primary DNS server:

Secondary DNS server:

Table of Contents
Logging In to the Device....ccoiiiiiiiii e 22
Device information ... iiiiiiii e 22
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Logging In to the Device

The following description is a detailed "How-To” user guide and is
prepared for first time users. When you log in to the 931WII for
the first time, the login wizard appears.

1. Open a Web browser on your computer.
2. Enter http://192.168.1.1 (default IP address of the 931WII)
in the address bar. The login page is as shown in Figure 7.

FIGURE 7 WEB-BASED MANAGEMENT - LOGIN AUTHENTICATION PAGE

.

Connect to 192.1681.1

w2,

Al s
DSL Router
User name: % admin e |
Password; |eesee

[“]Remember my password:

I (8] ¢ II Zancel J

3. Enter the user name and the password. The default username
and password of the super user are admin and admin. The
username and password of the common user are user and
user. You need not enter the username and password again if
you select the option Remember my password. It is recom-
mended to change these default values after logging in to the
931WII for the first time.

4. Click OK to log in or click Cancel to exit the login page.

After logging in to the 931WII as a super user, you can query,
configure, and modify all configurations, and diagnose the system.

You need to reboot the 931WII to enable your modification or con-
figuration effective in some cases, for example, after you modify
the PVC configuration. Some modification, such as adding a static
route, takes effect at once, and does not require modem reboot.

Device information

Click Device Info and you can view the following information:
= Summary
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= WAN

= Statistics
= Route

= ARP

FIGURE 8 DEVICE INFO MENU

Device Info
Summary
WAN
Statistics
Route
ARP

Device Information Summary

Click Device Info > Summary to display the interface as shown

in Figure 9 .

FIGURE 9 DEVICE INFORMATION SUMMARY

Device Info

Summary

WAN

Statistics

Route

ARP
Advanced Setup
Wireless
Diagnostics
Hanagement

= Board ID

= Software Version
= Bootloader Version

Device Info

Board ID: QE3EENVANG

Software Yersion:

ZHDSL 931WIT W1,2.0C_731_0O%

Bootloader (CFE) ¥ersion: [1.0.37-102.6

Wireless Driver Yersion: |4.174.64.19.cpe4.402

Line Rate - Upstream (Kbps):

Line Rate - Downstream {Kbps):

LAN IPv4 Address:

192,1658.1.1

Default Gateway:

Primary DNS server:

Secondary DNS server:

= Wireless Driver Version

= Upstream Line Rate

= Downstream Line Rate

This infor mation reflects the current status of your DSL connection.
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= LAN IP Address: The management IP address

= Default Gateway: In the bridging mode there is no gateway.
In other modes, it is the address of the uplink equipment, for
example, PPPoE/PPPOA.

= DNS Server address: In the PPPoE/PPPoA mode, it is obtained
from the uplink equipment. In the bridging mode, there is no
DNS server address and you can manually enter the informa-
tion.

Statistics

This page includes following three parts:
= LAN statistics

= WAN statistics

= xDSL statistics

LAN Statistics

Click Device Info > Statistics > LAN to display the interface as
shown in Figure 10.

FIGURE 10 LAN STATISTICS

Statistics -- LAN

Interface Received Transmitted
Device Info Bytes |Pkts |Errs |Drups Bytes |Pkts |Errs |Drups
Summary eho [0 [0 o [0 o o [a [o
WAN
Siaticgies ethi u] u] u] o u] u] u] u]
LAN eth2 a a a a a a a a
WAN Service eth3 0 o [0 o 0 o (o o
«DSL wlan 0 o o o 0 o o o
Route
ARP
Advanced Setup EI
Wireless
Diagnostics
Management

You can query information of packets recevied at the Ethernet, and
wireless interfaces. Click Reset to restore the values to zero and
recount them.

The LAN side interface includes Ethernet and wireless device. You
can view the following information of each device:

L] Interface
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= Received

» Bytes: received bytes

» Pkts: received packets

» Errs: errors packets received

» Drops: receieved dropped packets
= Transmitted

» Bytes: transmitted bytes

» Pkts: transmitted packtes

» Errs: error packets transmitted

» Drops: dropped packets transmitted

WAN Statistics

Click Device Info > Statistics > WAN to display the interface as
shown in Figure 11.

FIGURE 11 WAN STATISTICS

Statistics —— WAN

Interface|Description Received Transmitted
Device Info BytesPktsErrs DropsBytes PktsErrsDrops
Summary atmi br_0_8_81 u] u| u| u] u] u] u] u]
WAN ptmo 1 broo1if o [ofao|[ o [ofaofo] o
Statistics
LAN
Reset Statistics |

Route

ARP
Advanced Setup
Wireless
Diagnostics
Management

You can query information of packets recevied at the WAN inter-
faces. The WAN side interface includes ADSL PVC and VDSL2 PTM
interface. Click Reset Statistics to restore the values to zero and
recount them.

xDSL Statistics

1. Click Device Info > Statistics > xDSL to display the interface
as shown in Figure 12,
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FIGURE 12 XDSL STATISTICS

Device Info

Summary
WAN
Statistics
LAN
WAN Service
=D5L
Route
ARP
Advanced Setup
Wireless
Diagnostics
vlanagement

Statistics —- xDSL

Mode:

Traffic Type:

Status: oSignal

Link Power State: L0
DownstreamUpstream

Line Coding(Trellis):

SANR Margin (0.1 dB):

Attenuation (0.1 dB):

Output Power (0.1 dBm):

Attainable Rate {Kbps):

Rate (Kbps):

Super Frames:

Super Frame Errors:

RS Words:

RS Correctable Errors:

RS Uncorrectable Errors:

HEC Errors:

DOCD Errors:

LCD Errors:

Total Cells:

Data Cells:

Bit Errors:

Total ES:

Total SES:

Total UAS:

#DSL | Reset |

TE Corporation. All rights rese

2. You can query information of packets recevied at the xDSL in-
terfaces. Click Reset to restore the values to zero and recount

them.

3. Click xDSL to start ADSL BER test. The interface is as shown

in Figure 13
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FIGURE 13 ADSL BER TEST

A htip: //192.168.1. 1/berstart. tst?herSt ] |

ADSL BER Test With DAM F5 - Start

The ADSL Bit Error Rate (BER) test determines
the quality of the ADSL connection. The test is
done by fransferring idle cells containing a known
pattern and camparing the receied data with
this known pattern to check for any errors,

Select the test duration below and click "Start",

Tested Time (sec): I 'l
Startl Close |

[

4. Select the test duration in Test Time(sec) drop-down menu.
5. Click Start to start the ADSL BER test, and the test result is as

shown in Figure 14.
FIGURE 14 ADSL BER TEST RESULT

A http:/f192 168 1. 1{berrun. tst?herTime =] |

ADSL BER Test With OAM F5 - Running

The xDSL BER test is in progress, The connection
speed is Kbps, The test will run for S seconds.

Click "Stop" to terminate the test,

Stop | Cloze |

Route Table Information

Click Device Info > Route to display the interface as shown in
Figure 15.
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FIGURE 15 ROUTE TABLE

Device Info

Advanced Setup
Wireless
Diagnostics
Management

Device Info -- Route

Flags: U -up, | - reject, G - gateway, H - host, R - reinstate
D - dynamic (redirect), M - modified (redirect).

Summary
WAN Destination | Gateway | Subnet Mask

Flag

Metric

Service

Interface

Statistics 192.1658.1.0 |0.0.0.0 255,235.2535.0

U

bro

Route
ARP

You can view the following information of each route in the route

table:

= Destination

= Gateway

= Subnet Mask
= Flag

= Metric

= Service

= Interface

ARP Table Information

Click Device Info > ARP to display the interface as shown in
Figure 16.
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FIGURE 16 ARP TABLE

Device Info —- ARP

IP address |Flags HW Address

Device Info

Device

192,168,1.2 | Cormplete |00:1E:90:3F:5B:BS

Summary

bro

WAN
Statistics
Route
ARP

Advanced Setup

Wireless
Diagnostics
Management

You can query the MAC and IP address information of the equip-
ment attached to the modem and the information includes the

following:
= IP address

= Flags
= HW address
= Device
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Configuration
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Configure ADSL EoA PPPoE
WAN Connection

1. Select Advanced Setup > Layer2 Interface > ATM Inter-
face to display the interface as shown in Figure 17.

FIGURE 17 ADSL PVC CONFIGURATION OVERVIEW

DSL ATM Interface Configuration

Chonse add, or Remove to configure DSL ATM interfaces.

Device Info
Advanced Setup Interface |Vpi |¥ci [DSL Latency |Category |Link Type | Connection Mode | 0QoS  Remove

Layer2 Interface
CI AT Interface

PTM Interface
Add | Remave
WAN Service —I 4

LAN

atmid 8 |81 Fathd LER EoA Defaulttode Enabled -

By default, system preset ADSL ATM PVC is atm0O, vpi/vci is
8/81.

2. Click Add to display the interface as shown in Figure 18.
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FIGURE 18 ADDING EOA PVC

ATM PY¥C Configuration
his screen allows you to configure an ATM PYC identifier (vP1 and WCI), select DSL latency, select a service category, Otherwise

Device Info choose an existing interface by selecting the checkbox to enable it
Advanced Setup
Layer?2 Interface VR [0-255] |0
ATM Interface wel: [az-e553s] o5
PTM Interface
WAN Service Select DSL Link Type (EaA is for PPPOE, IPOE, and Bridge.)
LAN & Eos
¥lan Trunk Setting © PPPOs
Security © IPos

Parental Control

Quality of Service Encapsulation Mode:| LLG/SMAP-BRIDGING =

Routing

DSL Service Category: UBR Without PCR ¥

Upnp . i

Certificate Enable Quality Of Service
Wireless Ensbling packet level QoS for a PYC improves performance for selected classes of applications. QoS cannot be et for CBR and
Diagnastics Realtime VBR. Q0% consumes system resaurces; therefore the number of PVCs will be reduced. Use Advanced Setup/Quality
Management of Servicetn assign priorities for the applications.

l7 Enable Quality OF Service.

Back Save/apply

Corparation. All rights resered.

Table 8 is a description of the different options.

TABLE 8 EOA PVC CONFIGURATION OPTIONS

Field Description

VPI/VCI Enter VPI and VCI value.

Select EOA, EoA is for PPPoE,

Select DSL Link Type IPOE, and Bridge.

. The value can be LLC/SNAP-
Encapsulation Mode BRIDGING, VC/MUX.

The value can be UBR Without
PCR, UBR With PCR, CBR,
Non Realtime VBR, Realtime
VBR.

Service Category

Select the checkbox to enable

Enable Quality Of Service the QoS function.

3. Click Save/Apply to save the configuration so that the
changes can take effect, as shown in Figure 19.
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FIGURE 19 EOA PVC CONFIGURATION COMPLETED

DSL ATM Interface Configuration

Choose Add, or Remove to configure DSL AT interfaces,

Device Info
Advanced Setup Interface |Vpi |Vci [DSL Latency |Category |Link Type |Connection Mode | QoS | Remove
Layeriinterface am0 |8 |81 Patho LBR Eod Defaultviode  |Enabled |
ATM Interface
PTM Interface atmil 2 |35 Patho LBR Eot Defaultvode Enabled r

WAN Service
LAN &dd | Remaove
vlan Trunk Setting
Security

Parental Control

4. To delete the ATM PVC, select the Remove check box in the

table and click Remove to apply the settings.

@ Note:

If the ATM PVC is used to be WAN interface, you need to remove
the ATM PVC from WAN interface.

Select Advanced Setup > WAN Service to display the inter-
face as shown in Figure 20.

FIGURE 20 WAN SERVICE OVERVIEW

Wide Area Network (WAN) Service Setup

Choose 4dd, or Remove to configure 2 WAN service over a selected interface,

Device Info
Advanced Setup Interface | Description | Type |¥lan8021p | VlanMuxId |ConnId | Igmp NAT | Firewall | Remove

Layer2 Interface atmo br_0_8_81 |Bridge e [ Nfg | Disabled |Disabled | Disabled | 7
ATM Interface

ptrm0_1 | br_0_0_1_1 |Bridge N1 IS 1 Disabled |Disabled | Disabled |

LAN

¥lan Trunk Setting &dd [ Remave

By default, system preset WAN Interface is atmO0 and ptmO_1.

Click Add to display the interface as shown in Figure 21, and
select the Layer 2 interface.
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FIGURE 21 SELECT LAYER2 INTERFACE

Device Info
Advanced Setup
Layer2 Interface
ATM Interface
PTM Interface
WAN Service
LAN
¥lan Trunk Setting
Security
Parental Control
Quality of Service
Routing
DSL

WAN Service Interface Configuration
Select 3 layer 2 interface for this service

Mote: For PTM interface, the descriptor string is (portld_high_low)
\Where portld=0 --» DSL Latency PATHD

portld=1 --= DSL Latency PATHL

portd=4 --> DSL Latency PATHORL

lowe =0 - Low PTM Priority not set
low =1 - Low PTM Priarity set

high =0 --> High PTM Priority not st
high =1 —= High PTM Priority st

Iatm1f(El_8_35) 'I
Backl et

7. Click Next to enter the interface as shown in Figure 22.

FIGURE 22 SELECT WAN SERVICE TYPE

Device Info

Advanced Setup
Layer2 Interface ' Bridging
ATM Interface
PTM Interface

WAN Service

LAN

¥lan Trunk Setting

Security

Parental Control

WAN Service Configuration

Select WWaMN service type:
' PPP over Ethernet (PPPOE)
' IP over Ethernet

Service Description: jpppoe_0_0_35

8. Select PPP over Ethernet (PPPOE) .
9. Click Next to enter the interface as shown in Figure 23.
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FIGURE 23 PPPOE CONFIGURATION

Device Info

Advanced Setup
Layer?2 Interface
ATM Interface
PTM Interface
WAN Service
LAN
¥lan Trunk Setting
Security
Parental Control
Quality of Service
Routing
DSL
Upnp
Certificate
Wireless
Diagnostics
Management

PPP Username and Password

PPP usually requires that you have a user name and password to establish your connection, In the boxes below, enter the user
narne and passward that your ISP has provided to you,

PFP Username: jzte

PPP Password: LIl
PFPCE Service Mame:  [zte

Authentication Method: [AUTO B

[T PPP IP extension

iV enabie naT

[T Use Static 1Py Address

IGMP Multicast
[C  Enable IGMP Multicast

Table 9 is a description of the different options.

TABLE 9 PPPOE CONFIGURATION OPTIONS

Field Description

PPP Username

The user name that your ISP
provides to you.

PPP Password

The password that your ISP pro-
vides to you.

PPPoE Service Name If your ISP provides it to you,
enter it. If not, do not enter any
information.

Authentication Method The value can be AUTO, PAP,

CHAP, or MSCHAP. Usually,
you can select AUTO.

Enable NAT

Select it to enable the NAT func-
tions of the modem. If you do
not want to enable NAT and wish
the modem user to access the
Internet normally, you must add
a route on the uplink equip-
ment. Otherwise, the access to
the Internet fails. Normally, NAT
should be enabled.

Use Static IPv4 Address The static IP address that your

ISP provides to you.

Enable IGMP Multicast IGMP proxy. For example, if you

want the PPPoE mode to support
IPTV, enable this function.

10. Click Next to enter the interface as shown in Figure 24.
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FIGURE 24 DEFAULT GATEWAY CONFIGURATION

Routing -- Default Gateway

Select a preferred wan interface as the system default gateway,

Device Info

Advanced Setup

Layer? Interface Selected Wal Interface Ipppoe_D_B_BSIpppD 'l
ATM Interface
PTM Interface

WAN Service

LAN

vlan Trunk Setting

Security

Parental Control

Quality of Service Back | Mext |

Routing

11. Click Next to enter the interface as shown in Figure 25.

FIGURE 25 DNS CONFIGURATION

DNS Server Configuration

Get DNS server information from the selected WiaN interface OR enter static DNS server IP addresses, If only a single PYC with
IPoa or static MER protocol is configured, you must enter static DNS server IP addresses,

Device Info

Advanced Setup
Layer2 Interface @ 0Obtain DNS infi from a Ywan interface:

ATM Interface Wit Interface selected: | pppoe_0_8_3&/ppp0 x

PTM Interface
WAN Service € Use the fallowing Static DNS IP address:

LAN Primary DNS server:
¥lan Trunk Setting

a Secondary ONS server:
Security

Parental Control

Quality of Service

If Obtain DNS info from a WAN interface is selected, device
accepts the first received DNS assignment from WAN connec-
tion.

If Use the following Static DNS IP address is selected, en-
ter the Primary DNS server andSecondary DNS server.

12. Click Next to enter the interface as shown in Figure 26.
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FIGURE 26 EOA PPPOE WAN CONNECTION SETUP SUMMARY

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

Device Info
Advanced Setup Connection Type: |FPPoE
Layer2 Interface Service Name: pppoe_0_8_35

ATM Interface
PTM Interface

Service Category: |UER

_ IP Address: Automatically Assigned

WAN Service -
LAN Service State: Enzbled
vlan Trunk Setting NAT: Enabled
Security Full Cone NAT: Disabled
Parental Control Firewall: Enabled

lity of Servi 5
Qua I_ y of Service IGMP Multicast: Enzbled
Routing - -
DSL Quality Of Service: |Enzbled
Upnp ) ) ) ; I~

. Click Apply/Save to have this interface to be effective. Click Back to rake any modifications.
Certificate

Back Save/spply

Wireless

13.Click Save/Apply to save the configuration so that the
changes can take effect, as shown in Figure 27.

FIGURE 27 EOA PPPOE WAN CONNECTION CONFIGURATION
COMPLETED

Wide Area Network (WAN) Service Setup

Choose Add, or Remove to configure & WWAN service over a selected interface,

Device Info
Advanced Setup Interface | Description | Type |Vlan8021p |VlanMuxId |ConnId | Igmp NAT |Firewall [Remove
Layer2 Interface atrd br_0_8_81 |Bridge A [ M/& | Disabled | Disabled |Disabled | T
ATM Interface
PTM Interface ppp0 pppoe_0_2_35 | PPPOE A /e Mfa | Enabled | Enabled | Enabled [l
WAN Service ptm0_1 | br.0_0_1_1 |Bridge| N/a [ 1 |Disabled | Disabled |Disabled | 7
LAN

¥lan Trunk Setting

Security Add | Remove

Parental Control
Quality of Service

14.To delete the WAN connection, select the Remove check box
in the table and click Remove to apply the settings.

Configure ADSL EoA IPoE
WAN Connection

1. Select Advanced Setup > Layer2 Interface > ATM Inter-
face to display the interface as shown in Figure 28.
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FIGURE 28 ADSL PVC CONFIGURATION OVERVIEW

Device Info
Advanced Setup
Layer?2 Interface

— AN Interface.

PTM Interface
WAN Service
LAN

DSL ATM Interface Configuration

Chioose Add, or Remove to configure DSL ATM interfaces.

Interface | Vpi | ¥ci [DSL Latency |Category |Link Type | Connection Mode | QoS |Remove

atm g |81 Pathd LER Eod DefaultMode Enabled r

add | Remove

By default, system preset ADSL ATM PVC is atmO0, vpi/vci is

8/81.

2. Click Add to display the interface as shown in Figure 29.

FIGURE 29 ADDING EOA PVC

Device Info
Advanced Setup
Layer?2 Interface
ATM Interface
PTM Interface
WAN Service
LAN
vlan Trunk Setting
Security
Parental Control
Quality of Service
Routing
DSL
Upnp
Certificate
Wireless
Diagnostics
Management

ATM PYC Configuration
his sereen allows you to configure an ATW PYC identifier (WPT and WVCT), select DSL latency, select a service category. Otherwise
choose an existing interface by selecting the checkbox to enahle it

wrL [o2ss] o
VC: [32-65535] |35

Select DSL Link Type (Eo4 is for PPPOE, IPoE, and Bridge.)
# Eos

' PPPo&

© Pos

Encapsulation Mode:| LLC/SMAP-ERIDGING »
Service Category: | UBR Withaut PCR

Enable Quality Of Service

Ensbling packet level QoS for a PYC improves performance for selected classes of applications. QoS cannot be set for CBR and
Realtime YBR, QoS consumes system resources; therefore the number of PYCs will be reduced, Use Advanced Setup,/Quality
of Servicetn assign priorities for the applications,

;l7 Enable Quality OF Service.

Back Sawe/apply

Table 10 is a description of the different options.

TABLE 10 EOA PVC CONFIGURATION OPTIONS

Field

Description

VPI/VCI

Enter VPI and VCI value.

Select DSL Link Type IPOE, and Bridge.

Select EOA, EoA is for PPPoE,

Encapsulation Mode BRIDGING, VC/MUX.

The value can be LLC/SNAP-

Service Category

The value can be UBR Without
PCR, UBR With PCR, CBR,
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Field Description

Non Realtime VBR, Realtime
VBR.

Select the checkbox to enable

Enable Quality Of Service the QoS function.

3. Click Save/Apply to save the configuration so that the

changes can take effect, as shown in Figure 30.

FIGURE 30 EOA PVC CONFIGURATION COMPLETED

DSL AT Interface Configuration

Choose Add, or Remove to configure DSL ATM inter faces,

Device Info
Advanced Setup Interface |Vpi |Vci [DSL Latency |Category |Link Type | Connection Mode | QoS | Remove

Layer? Interface

atmi g |81 Pathi LBR Eod Defaulttode Enabled -
ATM Interface
PTM Interface atml 8 |35 PathD LBR Eoa Defaultvode Enabled r

WAN Service
LAN Add | Remove
Vlan Trunk Setting
Security

Parental Control

To delete the ATM PVC, select the Remove check box in the
table and click Remove to apply the settings.

@ Note:

If the ATM PVC is used to be WAN interface, you need to remove
the ATM PVC from WAN interface.

Select Advanced Setup > WAN Service to display the inter-
face as shown in Figure 31.

FIGURE 31 WAN SERVICE OVERVIEW

Wide Area Network (WAN) Service Setup

Chaoose Add, or Remove to configure a WAN service over a selected interface,

Device Info
Advanced Setup Interface | Description | Type |¥lan8021p | VlanMuxId |ConnId | Igmp NAT | Firewall | Remove

Layer2 Interface

atrnid br_0_8_81 |Bridge N1 IS Mfa | Disabled | Disabled | Disabled |
ATM Interface
PTM Interface ptmd_1 | br_0_0_1 1 |Bridge VIS MfA 1 Disabled | Disabled | Disabled -
WANService
LAN
¥lan Trunk Setting &dd [ Remave

By default, system preset WAN Interface is atmO0 and ptmO_1.

Click Add to display the interface as shown in Figure 32, and
select the Layer 2 interface.
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FIGURE 32 SELECT LAYER2 INTERFACE

WAN Service Interface Configuration

Select 3 layer 2 interface for this service

Device Info
Advanced Setup

Mote: For PTM interface, the descriptor string is (portld_high_low)
\Where portld=0 --» DSL Latency PATHD

Layer2 Interface
portld=1 --= DSL Latency PATHL
ATM Interface portid=4 - DEL Latency PATHOSL
PTM Interface lowe =0 --= Low PT Priority not s2t
WAN Service low =1 - Low PTM Priarity set

LAN high =0 --> High PTM Priority not st
. high =1 —= High PTM Priority st
¥lan Trunk Setting

Security [atmir_5_38) =]

Parental Control

Quality of Service
Routing Backl Mt

DSL

7. Click Next to enter the interface as shown in Figure 33.

FIGURE 33 SELECT WAN SERVICE TYPE

WAN Service Configuration

Select Wak service type:

Device Info ' PPP over Ethernat (PPPOE)
Advanced Setup % 1P over Ethernet
Layer2 Interface  Bridging

ATM Interface
PTM Interface

Service Description: |ipoe_0_2_33

WAN Service

LAMN

¥lan Trunk Setting E.a_ckl ﬂl
Security

8. Select IP over Ethernet .
9. Click Next to enter the interface as shown in Figure 34.

FIGURE 34 WAN IP CONFIGURATION

WAN IP Settings

Enter information provided to you by your ISP to configure the WaN IP settings,
Device Info Motice: If "Obtain an IP address automatically” is chosen, DHCP will be enabled for PYC in MER mode.

Advanced Setup If "Use the following Static IP address” is chosen, enter the Wal IP address, subnet mask and interface gateway,

Layer2 Interface

ATM Interface & Cbtain an IP address automatically
PTM Interface Option 60 Vendor ID:
WAN Service € Use the following Static IP address:
LAN WA IP Addrass;
¥lan Trunk Setting
WAN Subnet Mask:

Security
Parental Control WA gateway IP address:

Quality of Service
Routing

DSL

Upnp

Certificate
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If Obtain an IP address automatically is selected, input the
Option 60 Vendor ID.

If Use the following Static IP address is selected, enter the
WAN IP Address, WAN Subnet Mask and WAN gateway
IP Address.

10. Click Next to enter the interface as shown in Figure 35.

FIGURE 35 NAT CONFIGURATION

Network Address Translation Settings

MNetwork address Translation (MaT) allows you to share one Wide Area NetworlWWan) IP address for multiple computers an your
Device Info Local area Network (Lan),
Advanced Setup
Layer?2 Interface R Enable NaT
ATM Interface [T Enable Fullcone KAT
PTM Interface
WAN Service
LAN IGMP Multicast
¥lan Trunk Setting
security [T Enable IGMP Multicast
Parental Control
Quality of Service
Routing % M
DSL

11. Click Next to enter the interface as shown in Figure 36.

FIGURE 36 DEFAULT GATEWAY CONFIGURATION

Routing -- Default Gateway

Select a preferred wan interface as the systern default gateway.

Device Info

Advanced Setup

Layer2 Interface Selected WAN Interface Ilpue_D_B_SSfatm 'I
ATM Interface
PTM Interface

WAN Service

LAN

Wlan Trunk Setting

Security

Parental Control

Quality of Service Back | Mext

Routing

12. Click Next to enter the interface as shown in Figure 37.
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FIGURE 37 DNS CONFIGURATION

Device Info
Advanced Setup
Layer2 Interface
ATM Interface
PTM Interface
WAN Service
LAN
¥lan Trunk Setting
Security
Parental Control
Quality of Service

Routing

DNS Server Configuration

Get DNS server information from the selected Wal interface OR enter static DNS server IP addresses. If anly a single PYC with
IPos or static MER. protocol is configured, you must enter static DNS server 1P addresses.

& Obtain DNS info from a WAN interface:
WA Interface selectad: |ipos_0_B_35/atm1 ¥
' Use the following Static ONS IP address:
Primary DNS server:

Secondary DNS server:

If Obtain DNS info from a WAN interface is selected, device
accepts the first received DNS assignment from WAN connec-

tion.

If Use the following Static DNS IP address is selected, en-
ter the Primary DNS server andSecondary DNS server.

13. Click Next to enter the interface as shown in Figure 38.

FIGURE 38 EOA IPOE WAN CONNECTION SETUP SUMMARY

Device Info
Advanced Setup
Layer2 Interface
ATM Interface
PTM Interface
WAN Service
LAN
Vlan Trunk Setting
Security
Parental Control
Quality of Service
Routing
DSL
Upnp
Certificate
Wireless

WAN Setup - Summary

Make sure that the seftings below match the settings provided by vour ISP,

Connection Type: |IFoE

Service Name: jpoe 0 8 35

Service Category: |UBR

IP Address: Automatically sssigned
Service State: Enzbled
NAT: Enahled
Full Cone NAT: Disahled
Firewall: Enzbled

IGMP Multicast: Dizabled

Quality Of Service: |Dizabled

Click Apply/Save to have this interface 1o be effective. Click Back © make any modifications.
Badk | Savefbpply

14.Click Save/Apply to save the configuration so that the

changes can take effect, as shown in Figure 39.

42
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FIGURE 39 EOA IPOE WAN CONNECTION CONFIGURATION COMPLETED

Wide Area Network (WAN) Service Setup

Choose Add, or Remove to configure a WAN service over a selected interface.

Device Info
Adwvanced Setup Interface | Description | Type |¥lan8021p | ¥lanMuxId |ConnId | Igmp NAT |Firewall |[Remove
Layer2 Interface atma br_0_8_681 |Bridge s [T M/4 | Disabled |Disabled |Disabled |
ATM Interface
PTM Interface atrnl ipoe_0O_8_35 | IFoE A ) M/ |Disabled | Enahled | Enabled [l
WAN Service ptmi_t |br_o_o_i 1 |Bridge Nfh [T 1 |Dissbled |Digabled |Disabled | [T
LAN

¥lan Trunk Setting
Security Add | Remove
Parental Contral
Quality of Service
Routing

DSL

15.To delete the WAN connection, select the Remove check box
in the table and click Remove to apply the settings.

Configure ADSL EoA Bridge
WAN Connection

1. Select Advanced Setup > Layer2 Interface > ATM Inter-
face to display the interface as shown in Figure 40.

FIGURE 40 ADSL PVC CONFIGURATION OVERVIEW

DSL ATM Interface Configuration

Chonose Add, or Rermove to configure DSL ATM interfaces.,

Device Info
Advanced Setup Interface | Vpi | ¥ci [DSL Latency |Category |Link Type | Connection Mode | QoS (Remove
EavenZlin enlocs atmo | 8 |81 Pathn UBR Eoa Defaultviode  |Enabled | T
ATM Interface

PTM Interface
Add | Remove
WAN Service —I

LAN

By default, system preset ADSL ATM PVC is atmO0, vpi/vci is
8/81.

2. Click Add to display the interface as shown in Figure 41.
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FIGURE 41 ADDING EOA PVC

ATM PVYC Configuration
hig screen allows you to configure an ATM PYC identifier (#PI and WCI), select DSL latency, select a service category, Otherwise

Device Info chonse an existing interface by selecting the checkbo to enahle it
Advanced Setup
Layer?2 Interface WPI: [0-255] 0
ATM Interface vl [32-65525) [35
PTM Interface
WAN Service Select DSL Link Type (Eo Is for PRROE, IPOE, and Bridge.)
AN @ Eos
¥lan Trunk Setting ' PPFos&
Security © IPos

Parental Control

Quality of Service Encapsulation Mode:| LLC/SMAP-BRIDGING »

Routing

DSL Service Category: UBR Without PCR  »

Upnp bi ity Of .

Cortificate Enable Quality Of Service
Wireless Enabling packet level QoS for a PYC improves performance for selected classes of applications. QoS cannat be set for CBR and
Diagnostics Realtime YBR, Q05 consumes systerm resources; therefore #he number of PYCs will be reduced, Use Advanced Setup,/Quality
Management of Serviceto assign priorities for the applications,

|7 Enable Quality OF Service,

Back Save/apply

Corparation. All rights

Table 11 is a description of the different options.

TABLE 11 EOA PVC CONFIGURATION OPTIONS

Field Description

VPI/VCI Enter VPI and VCI value.

Select EOA, EOA is for PPPOE,

Select DSL Link Type IPOE, and Bridge.

Encapsulation Mode Lfgalgaclgﬁéarbg(;bb():(/SNAP-

The value can be UBR Without
PCR, UBR With PCR, CBR,
Non Realtime VBR, Realtime
VBR.

Service Category

Select the checkbox to enable

Enable Quality Of Service the QoS function.

3. Click Save/Apply to save the configuration so that the
changes can take effect, as shown in Figure 42.
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FIGURE 42 EOA PVC CONFIGURATION COMPLETED

DSL ATM Interface Configuration

Choose Add, or Remove to configure DSL AT interfaces,

Device Info
Advanced Setup Interface |Vpi |Vci [DSL Latency |Category |Link Type |Connection Mode | QoS | Remove
Layeriinterface am0 |8 |81 Patho LBR Eod Defaultviode  |Enabled |
ATM Interface
PTM Interface atmil 2 |35 Patho LBR Eot Defaultvode Enabled r

WAN Service
LAN &dd | Remaove
vlan Trunk Setting
Security

Parental Control

4. To delete the ATM PVC, select the Remove check box in the

table and click Remove to apply the settings.

@ Note:

If the ATM PVC is used to be WAN interface, you need to remove
the ATM PVC from WAN interface.

Select Advanced Setup > WAN Service to display the inter-
face as shown in Figure 43.

FIGURE 43 WAN SERVICE OVERVIEW

Wide Area Network (WAN) Service Setup

Choose 4dd, or Remove to configure 2 WAN service over a selected interface,

Device Info
Advanced Setup Interface | Description | Type |¥lan8021p | VlanMuxId |ConnId | Igmp NAT | Firewall | Remove

Layer2 Interface atmo br_0_8_81 |Bridge e [ Nfg | Disabled |Disabled | Disabled | 7
ATM Interface

ptrm0_1 | br_0_0_1_1 |Bridge N1 IS 1 Disabled |Disabled | Disabled |

LAN

¥lan Trunk Setting &dd [ Remave

By default, system preset WAN Interface is atmO0 and ptmO_1.

Click Add to display the interface as shown in Figure 44, and
select the Layer 2 interface.
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FIGURE 44 SELECT LAYER2 INTERFACE

Device Info
Advanced Setup
Layer2 Interface
ATM Interface
PTM Interface
WAN Service
LAN
¥lan Trunk Setting
Security
Parental Control
Quality of Service
Routing
DSL

WAN Service Interface Configuration
Select 3 layer 2 interface for this service

Mote: For PTM interface, the descriptor string is (portld_high_low)
\Where portld=0 --» DSL Latency PATHD

portld=1 --= DSL Latency PATHL

portd=4 --> DSL Latency PATHORL

lowe =0 - Low PTM Priority not set
low =1 - Low PTM Priarity set

high =0 --> High PTM Priority not st
high =1 —= High PTM Priority st

Iatm1f(El_8_35) 'I
Backl et

7. Click Next to enter the interface as shown in Figure 45.

FIGURE 45 SELECT WAN SERVICE TYPE

Device Info

Advanced Setup

Layer2 Interface
ATM Interface
PTM Interface

WAN Service

LAN

Wlan Trunk Setting

Security

Parental Control

8. Select Bridging .

WAN Service Configuration

Select WAMN service type:
 PPP aver Ethernet (PPPOE)
1P over Ethernet

Service Description: Jor_0_8_35

9. Click Next to enter the interface as shown in Figure 46.
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FIGURE 46 EOA BRIDGE WAN CONNECTION SETUP SUMMARY

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

Device Info
Advanced Setup Connection Type: |Bridge
Layer2 Interface Service Name: br_0_8_35

ATM Interface
PTM Interface

Service Category: |LUBR

) 1P Address: Mot Applicable
WAN Service
LAN Service State: Enabiled
vlan Trunk Setting NAT: Disabled
Security Full Cone NAT: Disabled
Parental Control Firewall: Disabled

lity of Servi n
Quality of Service IGMP Multicast: Mot Applicable

Routing
DsL Quality Of Service: |Disabled
Upn
Czrtpificate Click &pply/Save 10 have this interface o be effective. Click Back to make any modifications.
) Back Save/apply |
Wireless

10.Click Save/Apply to save the configuration so that the
changes can take effect, as shown in Figure 47.

FIGURE 47 EOA BRIDGE WAN CONNECTION CONFIGURATION
COMPLETED

Wide Area Network (WAN) Service Setup

Choose Add, or Remove to configure a VWAl service over a selected interface.

Device Info
Advanced Setup Interface | Description | Type |vlan8021p | ¥lanMuxId | ConnId | Igmp NAT  |Firewall |[Remove
Layer2 Interface 2t br_0_8_81 |Bridge My N& M/&  |Disabled |Disabled |Disabled | [T
ATM Interface
PTM Interface atml br_0_8_35 |Bridge ) S Mf& | Disahled | Disabled | Disabled [l
WAN Service ptm0 1 | br_0.0_1 1 |Bridge A MNAA 1 |Disabled | Disabled | Disabled | 7
LAN

Ylan Trunk Setting

Security Add | Remove

Parental Control

11.To delete the WAN connection, select the Remove check box
in the table and click Remove to apply the settings.

Configure ADSL PPPoA
WAN Connection

1. Select Advanced Setup > Layer2 Interface > ATM Inter-
face to display the interface as shown in Figure 48.
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FIGURE 48 ADSL PVC CONFIGURATION OVERVIEW

Device Info

DSL ATM Interface Configuration

Chioose Add, or Remove to configure DSL ATM interfaces.

Advanced Setup

Interface | Vpi | ¥ci |DSL Latency |Category |Link Type | Connection Mode | QoS

Remave

Layer? Interface atmi 8 |81

Pathd

LBR Eo4 DefaultMode Enabled r

AN INtertace |
PTM Interface
WAN Service
LAN

add | Remove

By default, system preset ADSL ATM PVC is atmO0, vpi/vci is

8/81.

2. To add PPPoA PVC, click Add to display the interface as shown

in Figure 49.

FIGURE 49 ADDING PPPOA PVC

ATM PYC Configuration

Device Info
Advanced Setup
Layer2 Interface
ATM Interface
PTM Interface

WPL: [0-255]

—

WL [32-65535] |35

Parental Control
Quality of Service

T Enable Quality OF Service.

his screen allows you to configure an ATM PYC identifier (WP1 and WCI), select DSL latency, select a service category, Otherwise
choose an existing interface by selecting the checkbox to enable it

WAN Service Select DEL Link Type (Eoa is for PPPaE, IPoE, and Bridge.)
LAN © Eon

¥lan Trunk Setting r-‘ PPROM

Security C Poa

Encapsulation Mode:| YCMUX >

Enabling packet level QoS for a PYC improves performance for selected classes of applications. QoS cannot be set for CBR and
Realtirme VBR, QoS consumes system resources; therefore the nurber of PYCs will be reduced. Use Advanced Setup,/Quality

Routing
DSL Service Category: UBR Without PCR »
Upnp . .
s S, Enable Quality Of Service
Wireless
Diagnostics
Management of Servicetn assign priarities for the applications.

Table 12 is a description of the different options.

TABLE 12 PPPOA PVC CONFIGURATION OPTIONS

Field

Description

VPI/VCI

Enter VPI and VCI value.

Select DSL Link Type

Select PPPoOA.

Encapsulation Mode

The value can be LLC/SNAP-
BRIDGING, VC/MUX.

Service Category

The value can be UBR Without
PCR, UBR With PCR, CBR,
Non Realtime VBR, Realtime
VBR.

Enable Quality Of Service

Select the checkbox to enable
the QoS function.
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3. Click Save/Apply to save the configuration so that the

changes can take effect, as shown in Figure 50.

FIGURE 50 PPPOA PVC CONFIGURATION COMPLETED

DSL ATM Interface Configuration

Choose Add, or Remove 1o configure DSL ATM interfaces.
Device Info

Advanced Setup Interface |¥pi | Yci | DSL Latency | Category |Link Type | Connection Mode | QoS |Remove

Layer2 Interface atmo | & |81 Fathi UBR Eod Defaultvode | Enabled | T
BN Interface
PTI
WAN Service
LAN
¥lan Trunk Setting

atrnl 2 |39 Pathl LUER FPPO& Defaultvode Disabled [l

Add | Remaove

4. To delete the ATM PVC, select the Remove check box in the

table and click Remove to apply the settings.

@ Note:

If the ATM PVC is used to be WAN interface, you need to remove
the ATM PVC from WAN interface.

Select Advanced Setup > WAN Service to display the inter-
face as shown in Figure 51.

FIGURE 51 WAN SERVICE OVERVIEW

wide Area Network (WAN) Service Setup

Choose Add, or Remave to configure & WaN service aver a selected interface,

Device Info

Advanced Setup Interface | Description | Type |¥lan8021p | VlanMuxId |ConnId | Igmp NAT | Firewall | Remove
Layer2 Interface atmD | br_0 B_B1 |Bridge H/A, /A N/&  |Disabled | Disabled |Diszbled | [0
ATM Interface
PTM Interface ptmd_1 | br_0_0_1 1 |Bridge VIS MfA 1 Disabled | Disabled | Disabled -
........ TR
LAN

¥lan Trunk Setting &dd [ Remave

By default, system preset WAN Interface is atm0 and ptmO_1.

Click Add to display the interface as shown in Figure 52, and
select the Layer 2 interface.
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FIGURE 52 SELECT LAYER2 INTERFACE

Device Info
Advanced Setup
Layer2 Interface
ATM Interface
PTM Interface
WAN Service
LAN
¥lan Trunk Setting
Security
Parental Control
Quality of Service
Routing
DSL

WAN Service Interface Configuration
Select 3 layer 2 interface for this service

Mote: For PTM interface, the descriptor string is (portld_high_low)
\Where portld=0 --» DSL Latency PATHD

portld=1 --= DSL Latency PATHL

portd=4 --> DSL Latency PATHORL

lowe =0 - Low PTM Priority not set
low =1 - Low PTM Priarity set

high =0 --> High PTM Priority not st
high =1 —= High PTM Priority st

Iatm1f(El_8_35) 'I
Backl et

7. Click Next to enter the interface as shown in Figure 53.

FIGURE 53 WAN SERVICE CONFIGURATION

Device Info
Advanced Setup

Layer2 Interface

ATM Interface
PTM Interface
WAN Service

WAN Service Configuration

Service Description: |pppoa_0_8_335

8. Click Next to enter the interface as shown in Figure 54.

FIGURE 54 PPPOA CONFIGURATION

Device Info
Advanced Setup
Layer2 Interface
ATM Interface
PTM Interface
WAN Service
LAN
¥lan Trunk Setting
Security
Parental Control
Quality of Service
Routing
DSL
Upnp
Certificate
Wireless
Diagnostics
Management

PPP Username and Password

PPP usually requires that you have a user name and password to establish your connection. In the boxes below, enter the user
name and password that your ISP has provided to you,

e E—

FPP Password: sss

Authentication Method: | AUTO =

[T FFPIF extension

PFP Username:

¥ Enable NaT

[T Use Static IPv4 Address

IGMP Multicast
[T Enable IGMP Multicast

50
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Table 13 is a description of the different options.

TABLE 13 PPPOA CONFIGURATION OPTIONS

Field Description
PPP Username The user name that your ISP
provides to you.
PPP Password The password that your ISP pro-
vides to you.
Authentication Method The value can be AUTO, PAP,

CHAP, or MSCHAP. Usually,
you can select AUTO.

Enable NAT Select it to enable the NAT func-
tions of the modem. If you do
not want to enable NAT and wish
the modem user to access the
Internet normally, you must add
a route on the uplink equip-
ment. Otherwise, the access to
the Internet fails. Normally, NAT
should be enabled.

Use Static IPv4 Address The static IP address that your
ISP provides to you.

Enable IGMP Multicast IGMP proxy. For example, if you
want the PPPoE mode to support
IPTV, enable this function.

9. Click Next to enter the interface as shown in Figure 55.

FIGURE 55 DEFAULT GATEWAY CONFIGURATION

Routing —- Default Gateway

Device Info Select a preferred wan interface as the systern default gateway,
Advanced Setup
Layer? Interface Selected WaN Interface | pppoa_0_8_35/pppoad j
ATM Interface
PTM™ Interface
WAN Service
LAN
Vlan Trunk Setting
Security

Parental Control

Quality of Service Back | Nextl

Routing

10. Click Next to enter the interface as shown in Figure 56.
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FIGURE 56 DNS CONFIGURATION

DNS Server Configuration

Get DMS server information from the selected WAN interface OR enter static DNS server 1P addresses. If only & single PVC with
IPo& or static MER protocol is configured, you must enter static DNS server 1P addresses.

Device Info

Advanced Setup
Layer2 Interface @ Obtain DNS info from a WaAN interface:

ATM Interface Wil Interface selected: | pppoa_0_8_35/pppoall x

PTM Interface

WAN Service € Use the following Static DNS IP address:
LAN Primary DMS server:
¥lan Trunk Setting
n Secondary DNS server:
Security

Parental Control
Quality of Service

If Obtain DNS info from a WAN interface is selected, device
accepts the first received DNS assignment from WAN connec-
tion.

If Use the following Static DNS IP address is selected, en-
ter the Primary DNS server andSecondary DNS server.

11. Click Next to enter the interface as shown in Figure 57.

FIGURE 57 PPPOA WAN CONNECTION SETUP SUMMARY

WAN Setup - Summary

Make sure that the settings below match the settings provided by vour ISP,

Device Info
Advanced Setup Connection Type: |PFFPoA

Layer?2 Interface Service Name: pppoa_0_8_33

ATM Interface Service Category: |UBR
L IntPTrface IP Address: Automatically Assigned

WAN Service

LAN Service State: Enzbled

vlan Trunk Setting NAT: Enabled

Security Full Cone NAT: Disabled

Parental Control Firewall: Enablad

(poslidy o Ezretes IGMP Multicast: | Disabled

Routing

DSL Quality Of Service: |Disabled

Upnp ) . . i ;

i Click ApplyfSave to have this interface to be effective. Click Back to make any modifications,

Cerilee Back Save/spnly
Wireless
Diagnostics
Management

12.Click Save/Apply to save the configuration so that the
changes can take effect, as shown in Figure 58.
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FIGURE 58 PPPOA WAN CONNECTION CONFIGURATION COMPLETED

Wide Area Network (WAN) Service Setup

Choose Add, or Rermove to configure 2 WaN service over 3 selected interface.

Device Info

Advanced Setup Interface | Description | Type |¥lan8021p |¥lanMuxId |Connld | Igmp NAT |Firewall | Remove
Layer2 Interface atrmi br 0 861 |Bridge A N M/4 | Disabled | Disabled | Disabled | [
ATM Interface
PTM Interface pppoa0 | pppoa_0_f_35 | PPPoA [ ) Mf4 | Disabled | Enabled | Enabled -
WAN Service pted_l | bro0 0 1.1 |Bridge | M Ny 1 |Disabled |Diszbled |Disabled | [
LAN

¥lan Trunk Setting

Security Add| Remaowe

Parental Control
Quality of Service

13.To delete the WAN connection, select the Remove check box
in the table and click Remove to apply the settings.

Configure ADSL IPoA WAN
Connection

1. Select Advanced Setup > Layer2 Interface > ATM Inter-
face to display the interface as shown in Figure 59.

FIGURE 59 ADSL PVC CONFIGURATION OVERVIEW

DSL ATM Interface Configuration

Choose Add, or Remove to configure DSL ATM inferfaces.,

Device Info

Advanced Setup Interface | Vpi [Vei | DSL Latency | Category | Link Type | Connection Mode | QoS |Remave

Layer2 Interface
i<t

PTM Interface
Add | Remave
WAN Service —I

LAN

atrnl 8 |81 FathD UBR EoA Defaultiode Enzbled -

By default, system preset ADSL ATM PVC is atm0, vpi/vci is
8/81.

2. To add IPoA PVC, click Add to display the interface as shown
in Figure 60.
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FIGURE 60 ADDING IPOA PVC

ATM PVYC Configuration
hig screen allows you to configure an ATM PYC identifier (#PI and WCI), select DSL latency, select a service category, Otherwise
chonse an existing interface by selecting the checkbo to enahle it

Device Info
Advanced Setup
Layer?2 Interface WPI: [0-255] Gl
ATM Interface vl [32-65525) [35
PTM Interface
WAN Service Select DSL Link Type (Eoé is for PPPOE, IPOE, and Bridge.)
LAN € Eos
¥lan Trunk Setting ' PPFos&
Security & IPos

Parental Control

Quality of Service Encapsulation Mode:| LLC/SNAP-ROUTING =

Routing

DSL Service Category: UBR Without PCR  »

Upnp bi ity Of .

Cortificate Enable Quality Of Service
Wireless Enabling packet level QoS for a PYC improves performance for selected classes of applications. QoS cannat be set for CBR and
Diagnostics Realtime YBR, Q05 consumes systerm resources; therefore #he number of PYCs will be reduced, Use Advanced Setup,/Quality
Management of Serviceto assign priorities for the applications,

T Enable Quality OF Service, l%

Back Save/apply

TE Corporation. All rights reserved.

Table 14 is a description of the different options.

TABLE 14 IPOA PVC CONFIGURATION OPTIONS

Field Description
VPI/VCI Enter VPI and VCI value.
Select DSL Link Type Select IPoOA.

. The value can be LLC/SNAP-
Encapsulation Mode BRIDGING, VC/MUX.

The value can be UBR Without
- PCR, UBR With PCR, CBR,
Service Category Non Realtime VBR, Realtime
VBR.

. . Select the checkbox to enable
Enable Quality Of Service the QoS function.

3. Click Save/Apply to save the configuration so that the
changes can take effect, as shown in Figure 61.

FIGURE 61 IPOA PVC CONFIGURATION COMPLETED

DSL ATM Interface Configuration

Choose Add, or Rernove o configure DSL ATM interfaces,
Device Info
Advanced Setup

Interface | ¥pi | Vci |DSL Latency |Category |Link Type |Connection Mode | QoS (Remove

Layer2 Interface atrD | 8 |81 Patho UBR Eoh Defaulode | Enabled | T
ATM Interface
PTM Interface ipoal 8 |33 Pathi LBR. IPoa Defaulttode Disabled -
WAN Service
LAN Add | Remaove

¥lan Trunk Setting

54
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4. To delete the ATM PVC, select the Remove check box in the
table and click Remove to apply the settings.

@ Note:

If the ATM PVC is used to be WAN interface, you need to remove
the ATM PVC from WAN interface.

5. Select Advanced Setup > WAN Service to display the inter-
face as shown in Figure 62.

FIGURE 62 WAN SERVICE OVERVIEW

Wide Area Network (WAN) Service Setup

Chaoose Add, or Remove to configure a WAN service over a selected interface,

Device Info

Advanced Setup Interface | Description | Type |¥lang8021p |¥lanMuxId |ConnId | Igmp NAT |Firewall | Remove
Layer2 Interface 2t br_0_B_81 |Eridge TS N7 Nf& | Disabled |Disabled | Disabled | 7
ATM Interface
PTM Interface ptrn0_1 | br_0_0_1_1 |Bridge Mi& M7 1 Disahled |Disabled | Disablad -

Vlan Trunk Setting Add | Remove

By default, system preset WAN Interface is atm0 and ptmO_1.

6. Click Add to display the interface as shown in Figure 63, and
select the Layer 2 interface.

FIGURE 63 SELECT LAYER2 INTERFACE

WAN Service Interface Configuration

Select a layer 2 interface for this service

Device Info

Advanced Setup Mote: For PTM interface, the descriptor string is (portld_high_low)
wyhere portld=0 —= DSL Latency PATHD
portld=1 --> D5SL Latency PATHL
portid=4 —= D5SL Latency PATHOSE 1

Layer2 Interface
ATM Interface

PTM Interface low =0 - Low PTM Priority not set
WAN Service low =1 —= Low PTM Priarity set
LAN high =0 --= High PTM Priority not set

high =1 --= High PTM Priority set
Vlan Trunk Setting & g ity

Security ipoali(0_5_35) =
Parental Control
Quality of Service

Routing Barck | Mext

DSL

7. Click Next to enter the interface as shown in Figure 64.

Confidential and Proprietary Information of ZTE CORPORATION 55



ZXDSL 931WII Operation manual ZTEh

FIGURE 64 WAN SERVICE CONFIGURATION

WAN Service Configuration

Device Info
Advanced Setup
Layer2 Interface
ATM Interface
PTM Interface E\a_ckl EI
WAN Service

LAN
¥lan Trunk Setting

Service Description: [ipoa_ 0.8 35

8. Click Next to enter the interface as shown in Figure 65.

FIGURE 65 WAN IP CONFIGURATION

WAN IP Settings

Enter information provided to you by your ISP o configure the Wal IP settings.

WAN IF Address: IID.l.l.l
WAl Subnet Mask: |255.255.255.D

Device Info
Advanced Setup
Layer2 Interface
ATM Interface
PTM Interface
WAN Service
LAMN

9. Click Next to enter the interface as shown in Figure 66.

FIGURE 66 NAT CONFIGURATION

Network Address Translation Settings

Metwork Address Translation (MAT) allows you to share one Wids Area Network(WAN) IP address for rultiple computers on your
Device Info Laocal Area Metwork (LA,

Advanced setup

Layer2 Interface W Enable NAT

e egtace [T Enable Fullcone MAT
PTM Interface

WAN Service

LAN IGMP Multicast

¥lan Trunk Setting

Security [T Enable IGMP Multicast

Parental Control
Quality of Service
Routing Back | MNext

DSL

10. Click Next to enter the interface as shown in Figure 67.
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FIGURE 67 DEFAULT GATEWAY CONFIGURATION

Routing -- Default Gateway

Device Info Select a preferred wan interface as the system default gateway.

Advanced Setup

Layer2 Interface Selected WaN Interface Iipoa_D_B_S:SfipoaD Vl
ATM Interface
PTM Interface

WAN Service

LAN

Vlan Trunk Setting

Security

Parental Control

Quality of Service Back | Nextl

Routing

11. Click Next to enter the interface as shown in Figure 68.

FIGURE 68 DNS CONFIGURATION

DNS Server Configuration

Get DNS server information from the selectad WAN interface OR enter static DNS server TP addresses. I only & single PYC with

Device Info TPos or static MER protocal is configured, you must enter static DNS server TP addresses.
Advanced Setup
Layer2 Interface € Obtain DNS infa from a WaN interface:
ATM Interface Wi Tnterface selected: [NO CONFIGURED INTERFACE x|
PTM Interface
WAN Service @ Use the following Static DNS 1P address:
LAN Primary DNS server: 10.63.1.1

¥lan Trunk Setting
N Secondary DNS server: |10.65.1.1
Security

Parental Control
Quality of Service
Routing

You must select the Use the following Static DNS IP ad-
dress and enter the Primary DNS server andSecondary
DNS server.

12. Click Next to enter the interface as shown in Figure 69.
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FIGURE 69 IPOA WAN CONNECTION SETUP SUMMARY

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

Device Info
Advanced Setup Connection Type: |[Foi
Layer2 Interface Service Name: ipoa_0_8_35

ATM Interface
PTM Interface

Service Category: |UBR

. IP Address: 10.1.1.1
WAN Service
LAN Service State: Enabled
vlan Trunk Setting NAT: Enabled
Security Full Cone NAT: Disabled
Parental Control Firewall: Enabled

el i Sareite IGMP Multicast: | Disabled

Routing - -
DSt Quality Of Service: |Disabled
Upnp . . . . - .
. Click apply/Save to have this interface o be effective. Click Back 1o make any modifications.
EERIIeEE Back Save/sppl |
Wireless 2
Diaonostics

13.Click Save/Apply to save the configuration so that the
changes can take effect, as shown in Figure 70.

FIGURE 70 IPOA WAN CONNECTION CONFIGURATION COMPLETED

Wide Area Network (WAN) Service Setup

Choose Add, or Remove to configure a WaN service aver a selected interface,

Device Info
Advanced Setup Interface | Description | Type |¥lan8021p |YlanMuxId |ConnId | Igmp NAT |Firewall |Remove
Layer2 Interface atmo br_0_8_81 |Bridge MN/& MN/& Mfa | Disabled | Disabled | Disabled r
ATM Interface
PTM Interface ipoa0 ipoa_0_8_35| IPoh S S & |Disabled | Enabled | Enabled r
WAN Service ptmd_t | br_0_0_1_1 |Bridge Mg, Mg, 1 |Disabled | Disabled | Disablzd r
LAN

¥lan Trunk Setting

Security 4dd| Remove

Parental Control

Quality of Service

14.To delete the WAN connection, select the Remove check box
in the table and click Remove to apply the settings.

Configure VDSL2 EoA WAN
Connection

1. Select Advanced Setup > Layer2 Interface > PTM Inter-
face to display the interface as shown in Figure 71.
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FIGURE 71 VDSL2 PTM INTERFACE CONFIGURATION OVERVIEW

DSL PTM Interface Configuration

Choose Add, or Remove to configure DSL PTM interfaces,

Device Info

Advanced Setup
Layer? Interface

Interface |DSL Latency | PTM Priority |Connection Mode | (oS |Remove

ptmi Fathn Mormal Defaultvode Enahled -
ATM Interface
PTM Interface
Add | Remaove
WAN Service —I
LAN

¥lan Trunk Setting

By default, system preset VDSL2 PTM interface is ptm0O.

@ Note:

The 931WII can only support 1 PTM interface, so that if you
want to add or modify the PTM interface, you need to remove
the default PTM interface first.

To delete the PTM interface, select the Remove check box in
the table and click Remove to apply the settings.

@ Note:

If the PTM interface is used to be WAN interface, you need to
remove the PTM interface from WAN interface.

To add new PTM interface, click Add to display the interface as
shown in Figure 72.

FIGURE 72 ADDING PTM INTERFACE

PTM Configuration

Device Info Select PTM Priority
Advanced Setup 7 Mormal Priority
Layer2 Interface
ATM Interface
PT™ Interface Enshling packet lewal QoS for this PTM interface. Use Advanced Setup/Quality of Service to assign priorities for the
WAN Service applications,
LAN
vlan Trunk Setting
NAT
Security Ba_ckl Savefapnly
Parental Control
Quality of Service

Enable Quality Of Service

l7 Enahle Quality Of Service

Click Save/Apply to save the configuration so that the
changes can take effect.

Select Advanced Setup > WAN Service to display the inter-
face as shown inFigure 73 .
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FIGURE 73 WAN SERVICE OVERVIEW

Wide Area Network (WAN) Service Setup

Choose 4dd, or Remove to configure a WAM service over a selected interface.

Device Info
Advanced Setup

Layer2 Interface

ATM Interface

Interface | Description | Type |Ylan8021p |VlanMuxId |Connld | Igmp NAT  |Firewall | Remove

atmo br_0_& 81 |Bridge NfA M/ M/ |Disabled |Disabled |Disabled [

ipoal jppa_0_8_35 | IPo& /A Mfa MN/4 | Disabled | Enabled | Enabled r

LAN
¥lan Trunk Setting
NAT

&dd [ Remove

By default, system preset WAN Interface is atm0 and ptmO_1.

Click Add to display the interface as shown in Figure 74, and
select the Layer 2 interface.

FIGURE 74 SELECT LAYER2 INTERFACE

WAN Service Interface Configuration

Select a layer 2 interface for this service

Device Info
Advanced Setup Note: For PTH interface, the descriptor string is (portid_high_low)
Layer2 Interface Where portid=0 —»> DSL Latency PATHO
portld=1 --= DSL Latency PATHL
nterface portid=4 —> DSL Latency PATHORL
PTM Interface s =0 3> Low PTM Pricrity not set
WAN Service lowe =1 - Low PTM Priority set
LAN high =0 --= High FTM Prior ity not set

high =1 --= High PTM Prior ity set
vlan Trunk Setting g g ty

LA ptrd/0_0_1) =
Security
Parental Control
Quality of Service Back |M
Routing
DNS

7. Click Next to enter the interface as shown in Figure 75.
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FIGURE 75 SELECT WAN SERVICE TYPE

WAN Service Configuration

Select WAN service type:

Device Info ' PPP aver Ethernet (PPPOE)
Advanced Setup € 1P over Ethernet
Layer2 Interface 0 Bridging

ATM Interface
PTM Interface
WAN Service
LAN
Vlan Trunk Setting
NAT
Security Enter 802. 1P Priority [0-7]: I?
Parental Control Enter 802, 10) YLaN ID [1-4094]: |2—
Quality of Service
Routing

b33 Josi Jiea]

DSL

Service Description: [pppoe_0_0_1

¥ Enablz WLAN Mux - Supporting Multiple Protocols Over a Single PTM interface

8. Select PPP over Ethernet (PPPoOE).

9. If Enable VLAN Mux is selected, enter the value of the 802.1q
VLAN tag and priority.

10. Click Next to enter the interface as shown in Figure 76.

FIGURE 76 PPPOE CONFIGURATION

PPP Username and Password

PPP usually requires that you have a user name and password 1o establish your connection. In the boxes below, enter the user

Device Info name and password that your ISP has provided to you,

Advanced Setup
Layer2 Interface

ATM Interface PPP Uzername: 22

RIS FFF Passwiord: sss
WAN Service

LAN PFPOE Service Mame:  [zte
vlan Trunk Setting Authentication Method: |AUTO =

Security
Parental Control [T FPP IF extension

Quality of Service

¥} Enable MAT
Routing i

DSL [T Use Static IPvd Address
Upnp
Certificate
Wireless
Diagnostics IGMP Multicast
Management [T Enable IGMP Multicast

Table 15 is a description of the different options.
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TABLE 15 PPPOE CONFIGURATION OPTIONS

Field Description

PPP Username The user name that your ISP
provides to you.

PPP Password The password that your ISP pro-
vides to you.

PPPOE Service Name If your ISP provides it to you,
enter it. If not, do not enter any
information.

Authentication Method The value can be AUTO, PAP,

CHAP, or MSCHAP. Usually,
you can select AUTO.

Enable NAT Select it to enable the NAT func-
tions of the modem. If you do
not want to enable NAT and wish
the modem user to access the
Internet normally, you must add
a route on the uplink equip-
ment. Otherwise, the access to
the Internet fails. Normally, NAT
should be enabled.

Use Static IPv4 Address The static IP address that your
ISP provides to you.

Enable IGMP Multicast IGMP proxy. For example, if you
want the PPPoE mode to support
IPTV, enable this function.

11. Click Next to enter the interface as shown in Figure 77.

FIGURE 77 DEFAULT GATEWAY CONFIGURATION

Routing -- Default Gateway

Device Info Select & preferred wan interface as the systerm default gateway,

Advanced Setup

Layer2 Interface Selected Wal Interface Ipppue_D_D_1 2ippp0.2 'l
ATM Interface
PTM Interface

WAN Service

LAN

Vlan Trunk Setting

NAT

Security

Parental Control Back | NBKtl
Quality of Service
Routing

12. Click Next to enter the interface as shown in Figure 78.
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FIGURE 78 DNS CONFIGURATION

DNS Server Configuration

Get DNS server information from the selected WAN interface OR enter static DNS server 1P addresses. If only a single PYC with

Device Info IPos or static MER protocol is configured, you must enter static DNS server IP addresses,

Advanced Setup
Layer? Interface @ (Cbtain DNS info from a WAN interface:

ATM Interface i Tnterface selectad: |pppoe_0_0_1.2/ppp0.2

PTM Interface

WAN Service € Uze the following Static DNS TP address:
LAN Primary DNS server:

Ylan Trunk Setting ; l—
NAT Sercondary ONS server:

Security

Parental Control
Quality of Service

If Obtain DNS info from a WAN interface is selected, device
accepts the first received DNS assignment from WAN connec-
tion.

If Use the following Static DNS IP address is selected, en-
ter the Primary DNS server andSecondary DNS server.

13. Click Next to enter the interface as shown in Figure 79.

FIGURE 79 PTM INTERFACE PPPOE WAN CONNECTION SETUP
SUMMARY

WAN Setup - Summary

Make sure that the settings below match the settings provided by vour ISP,

Device Info
Advanced Setup Connection Type: |FPPoE
Layer2 Interface Service Name: pppoe_0_0_1.2

ATM Interface
PTM Interface

Service Category: (UBR

. 1P Address: Aummatically Assigned
WAN Service
LAN Service State: Enabled
vlan Trunk Setting NAT: Enabled
NAT Full Cone NAT: Dizabled
Security Firewall: Enabled

Parental Control
Quality of Service

IGMP Multicast: Disabled

Quality Of Service: |Enabled

Routing

DNS . o . . .

— Click &pply/Save to have this interface to be effective. Click Back to make any modifications,
Back Savefaoply

Upnp

Certificate

14.Click Save/Apply to save the configuration so that the
changes can take effect, as shown in Figure 80.
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FIGURE 80 PTM INTERFACE PPPOE WAN CONNECTION
CONFIGURATION COMPLETED

Wide Area Network (WAN) Service Setup

Choose Add, or Remove to configure a VWaN service over a selected interface.
Device Info
Advanced Setup Interface | Description | Type |Ylan8021p |YlanMuxId |ConnId | Igmp NAT |Firewall | Remove
Layerz Interface atrad) br BBl |Bridge| hye /A N4 | Disabled | Disabled | Dissbled | [0
ATM Interface
PTM Interface ipnadl ipoa_0_8 35 | IPoa 7 AR M/4 | Disabled | Enabled | Enabled [l
WAN Service ppp0.2  |pppoe_0_0_1.2 |FRFoE 7 2 M/& | Disabled | Enabled | Enabled r
LAN
¥lan Trunk Setting
NAT
4dd | Remove
Security _I—I
Parental Control
Quality of Service
Routing

15.To delete the WAN connection, select the Remove check box

in the table and click Remove to apply the settings.

Configure VDSL2 Bridge
WAN Connection

1.

Select Advanced Setup > Layer2 Interface > PTM Inter-
face to display the interface as shown in Figure 81.

FIGURE 81 VDSL2 PTM INTERFACE CONFIGURATION OVERVIEW

DSL PTM Interface Configuration

Choose Add, or Remaove o configure DSL PTM interfaces,

Device Info
Advanced Setup
Layer? Interface
ATM Interface
PTM Interface
WAN Service
LAN
¥lan Trunk Setting

Interface |DSL Latency | PTM Priority |Connection Mode | (oS |Remove

ptrn0 Pathd Hormal Default+ode Enabled -

Add | Remaove

By default, system preset VDSL2 PTM interface is ptm0O.

@ Note:

The 931WII can only support 1 PTM interface, so that if you
want to add or modify the PTM interface, you need to remove
the default PTM interface first.

To delete the PTM interface, select the Remove check box in
the table and click Remove to apply the settings.
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@ Note:

If the PTM interface is used to be WAN interface, you need to
remove the PTM interface from WAN interface.

3. To add new PTM interface, click Add to display the interface as
shown in Figure 82.

FIGURE 82 ADDING PTM INTERFACE

PTM Configuration

Select PTV Priority

Device Info
Advanced Setup 7 Hormal Priority
Layer2 Interface Enable Quality Of Service

ATM Interface
PTM Interface
WAN Service
LAN
¥lan Trunk Setting

NAT
Security Back | Save/hpply

Parental Control
Quality of Service

Enzhling packet level QoS for this PTM interface. Use Advanced Setup,/Quality of Service to assign priorities for the
applications,

|7 Enable Quality OF Service

4. Click Save/Apply to save the configuration so that the
changes can take effect.
5. Select Advanced Setup > WAN Service to display the inter-

face as shown inFigure 83 .

FIGURE 83 WAN SERVICE OVERVIEW

Wide Area Network (WAN) Service Setup

Choose Add, or Remove to configure a WA service over a selected interface.

Device Info

Advanced Setup Interface | Description | Type | Ylan8021p | YlanVuxId | Connld | Igmp NAT | Firewall | Remove

Layer? Interface atm0 | br_0_8_81 |Bridge M7t /A M/4  |Disabled |Disabled |Disabled |
ATM Interface
PTM Interface ipoa0  |ipoa_0 B 35| Poa 174 MfA Mf4 | Disabled | Enabled | Enabled -

VAN Servi

LAN
¥lan Trunk Setting Add [ Remove
NAT

By default, system preset WAN Interface is atm0 and ptmO_1.

6. Click Add to display the interface as shown in Figure 84, and
select the Layer 2 interface.
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FIGURE 84 SELECT LAYER2 INTERFACE

WAN Service Interface Configuration

Select a layer 2 interface for this service

Device Info
Advanced Setup Mote: For PTH interface, the descriptor string is (portid_high_low)
Layer2 Interface Where portld=0 —> DSL Latency PATHD
portld=1 --> DSL Latency PATHL
ATM Interface portid=4 -3 DSL Latency PATHORL
PTM Interface e =0 -3 Low PTI Priority nat set
WAN Service lowe =1 - Low PTM Priority set
LAN high =0 --= High PTM Prior ity not set

high =1 =-> High FTM Fri £
vlan Trunk Setting 9 L= riority sef

LA ptrd/0_0_1) =
Security
Parental Control
Quality of Service Back |EI
Routing
DNS

7. Click Next to enter the interface as shown in Figure 85.

FIGURE 85 SELECT WAN SERVICE TYPE

WAN Service Configuration

Select WaAN service type:
Device Info ' PPP over Ethernet (PPPoE)
Advanced Setup C IP aver Ethernet
Layer2 Interface
ATM Interface
PTM Interface
WAN Service Service Description: |br_0_0_1
LAN
¥lan Trunk Setting
NAT
Security Enfer 802.1F Priority [0-7]: |5
Parental Contral Enter 802,10 WLANID [140941: B |
Quality of Service
Routing
NS Bk | o]

DSL

Upnp
Certificate

¥ Enable YLAN Mug - Supporting Multiple Protocols Over a Single PTM interface

8. Select Bridging.

9. If Enable VLAN Mux is selected, enter the value of the 802.1q
VLAN tag and priority.

10. Click Next to enter the interface as shown in Figure 86.
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FIGURE 86 PTM INTERFACE BRIDGE WAN CONNECTION SETUP
SUMMARY

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

Device Info
Advanced Setup Connection Type: |Bridge
Layer2 Interface Service Name: br 0 0_1.2
ATM Interface Service Category: |UBR.

PTM Interface

_ 1P Address: Mot Applicable
WAN Service
LAN Service State: Enabled
vlan Trunk Setting NAT: Disabled
NAT Full Cone NAT: Disabled
Security Firewrall: Dizzabled

Parental Control

IGMP Multicast:

Mot Applicable
Enabled

Quality of Service
Routing

DNS

DSL

Upnp

Certificate

Quality Of Service:

Click apply/Save to have this interface to be effective, Click Back to make any modifications,

Back Save/spply

Wireless
Diagnostics
Management

11.Click Save/Apply to save the configuration so that the
changes can take effect, as shown in Figure 87.

FIGURE 87 PTM INTERFACE BRIDGE WAN CONNECTION
CONFIGURATION COMPLETED

Wide Area Network (WAN) Service Setup

Choose Add, or Remove to configure a WaAN service over 3 selected interface,
Device Info
Advanced Setup Interface | Description | Type |vlang8021p |vlanvuxId | ConnId | Igmp NAT  |Firewall | Remove
Layer2 Interface atm0 | br_0_8.81 |Bridge| W/ 3 /& |Disabled |Disabled |Disabled | 7
ATM Interface
PTM Interface ipoal | ipoa_0_8_35 | IPos A A MfA | Disabled | Enabled | Enabled -
WAN Service ptm0.2 | br_0_0_1.2 |Bridge 5 2 M/s | Disabled | Disabled | Disabled [l
LAN
¥lan Trunk Setting
RAT Add | Remove
Security
Parental Control

12.To delete the WAN connection, select the Remove check box
in the table and click Remove to apply the settings.

Configure VDSL2 IPoE WAN
Connection

1. Select Advanced Setup > Layer2 Interface > PTM Inter-
face to display the interface as shown in Figure 88.
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FIGURE 88 VDSL2 PTM INTERFACE CONFIGURATION OVERVIEW

DSL PTM Interface Configuration

Choose Add, or Rermaove o configure DSL PTM interfaces,

Device Info
Advanced Setup
Layer2 Interface
ATM Interface
PTM Interface
WAN Service
LAN
Vlan Trunk Setting

Interface | DSL Latency | PTM Priority |Connection Mode | QoS |Remove

pitrid Fathi Horrnal Ciefaulivode Enzbled -

Add | Remove

By default, system preset VDSL2 PTM interface is ptm0O.

@ Note:

The 931WII can only support 1 PTM interface, so that if you
want to add or modify the PTM interface, you need to remove
the default PTM interface first.

2. To delete the PTM interface, select the Remove check box in
the table and click Remove to apply the settings.

@ Note:

If the PTM interface is used to be WAN interface, you need to
remove the PTM interface from WAN interface.

3. To add new PTM interface, click Add to display the interface as
shown in Figure 89.

FIGURE 89 ADDING PTM INTERFACE

PT™ Configuration

Device Info Select PTM Priority
Advanced Setup 7 Mormal Priority
Layer2 Interface

Enable Quality Of Service
ATM Interface

PT™ Interface Enabling packet level QoS for this PTM interface. Use Advanced Setup/Quality of Service to assign priorities for the
WAN Service applications,
LAN g
Vlan Trunk Setting |7 Enable Quality Of Service
NAT
Security Ba_ckl Save/apply

Parental Control
Quality of Service

4. Click Save/Apply to save the configuration so that the
changes can take effect.

5. Select Advanced Setup > WAN Service to display the inter-
face as shown in Figure 90.
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FIGURE 90 WAN SERVICE OVERVIEW

Wide Area Network {(WAN) Service Setup

Choose 4dd, or Remove to configure a WAM service over a selected interface.

Device Info
Advanced Setup

Interface | Description | Type | Ylan8021p |VlanMuxId |Connld | Igmp NAT |Firewall | Remove

Layer2 Interface atm | br_0_B81 |Bridge S /A M/4  |Disabled |Disabled |Disabled | [
ATM Interface
PTM Interface ipoad jpoa_0_8_35 | IPoa MfA /A M4 |Disabled | Enabled | Enabled r

WAN Service

LAN

¥lan Trunk Setting &dd [ Remove
NAT

By default, system preset WAN Interface is atm0 and ptmO_1.

6. Click Add to display the interface as shown in Figure 91, and
select the Layer 2 interface.

FIGURE 91 SELECT LAYER2 INTERFACE

WAN Service Interface Configuration

Select a layer 2 interface for this service

Device Info
Advanced Setup

Note: For PTH interface, the descriptor string is (portid_high_low)
Where portid=0 —> DSL Latency PATHO

Layer2 Interface
f portld=1 --= DSL Latency PATHL
Elpten ace portid=4 —> DEL Latency PATHOSL
PTM Interface lowe =0 - Low PTM Priarity not set

lowe =1 --> Low PTH Pririty set
LAN high =0 --= High FTM Prior ity not set
. high =1 --= High PTM Pricrity set
Vlan Trunk Setting

LA pti/0_0 1) =
Security
Parental Control
Quality of Service Back |M
Routing
DNS

WAN Service

7. Click Next to enter the interface as shown in Figure 92.

FIGURE 92 SELECT WAN SERVICE TYPE

WAN Service Configuration

Select WaN service type:

Device Info 0 PPP over Ethernet (FPPOE)
Advanced Setup & 1P aver Ethernet
Layer2 Interface € Bridging

ATM Interface
PTM Interface

Service Description: |ipos_0_0_1

WAN Service

LAN

¥lan Trunk Setting

NAT [V Enable vLaM Mux - Supporting Multiple Protocols Over a Single PTH interface
Security Enter B02.1P Priority [0-7]: t=1

Parental Control Enter 802,10 VLAM ID [1-4094]; |2

Quality of Service

Routing
DNS Back | Mext

DSL
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8. Select IP over Ethernet.

9. If Enable VLAN Mux is selected, enter the value of the 802.1q
VLAN tag and priority.

10. Click Next to enter the interface as shown in Figure 93.

FIGURE 93 WAN IP CONFIGURATION

WAN IP Settings

Enter information provided to you by your ISP to configure the Wan IF settings,

Device Info Motice: If "Obtain an 1P address automatically” is chosen, DHCP will be enabled for PYC in MER mode.
Advanced Setup If "Jze the following Static IP address” is chosen, enter the Wwak IP address, subnet mask and interface gateway,
Layer2 Interface
ATM Interface & Chtain an IP address aummatically
PTM Interface Cption 60 Yendor 1D
WAN Service € Use the following Static IP address:

1L WA TP Address:

Ylan Trunk Setting
Security WM Subnet Mask:
Parental Control WA gateway TP Address: l—

Quality of Service
Routing

DSL

Upnp

Certificate

If Obtain an IP address automatically is selected, input the
Option 60 Vendor ID.

If Use the following Static IP address is selected, enter the
WAN IP Address, WAN Subnet Mask and WAN gateway
IP Address.

11. Click Next to enter the interface as shown in Figure 94.

FIGURE 94 DEFAULT GATEWAY CONFIGURATION

Routing -- Default Gateway

Device Info Select a preferred wan interface as the system default gateway.

Advanced Setup
Layer2 Interface Selected WaN Interface Ipppoe_EI_D_1 2fppp0.2 'l

ATM Interface
PTM Interface
WAN Service
LAN
¥lan Trunk Setting
NAT

Security
Parental Control Back | Nest |

Quality of Service
Routing

12. Click Next to enter the interface as shown in Figure 95.
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FIGURE 95 DNS CONFIGURATION

Device Info
Advanced Setup
Layer2 Interface
ATM Interface
PTM Interface
WAN Service
LAN
¥lan Trunk Setting
NAT
Security
Parental Control
Quality of Service

DNS Server Configuration

Get DNS server information from the selected Wan interface OR enter static DNS server 1P addresses. If only a single PYC with
IPod, o static MER protocol is configured, you rmust enter static DNS server TP addresses,

@ Cbtain DNS info from a WaN inferface:
WaAN Interface selected: |pppoe_0_0_1.2/ppp0.2 =

€ Use the fallowing Static DNS IP address:

Frimary DNS server:
Secondary DNS server:

If Obtain DNS info from a WAN interface is selected, device
accepts the first received DNS assignment from WAN connec-

tion.

If Use the following Static DNS IP address is selected, en-
ter the Primary DNS server andSecondary DNS server.

13. Click Next to enter the interface as shown in Figure 96.

FIGURE 96 NAT CONFIGURATION

Device Info
Advanced Setup
Layer2 Interface
ATM Interface
PTM Interface
WAN Service
LAN
¥lan Trunk Setting
NAT
Security
Parental Control
Quality of Service
Routing

Network Address Translation Settings

Meteork Address Translation (NAT) allows you to share one Wide Area Netwark(WAN) TP address for multiple computers on your
Local Area Metwork (LAN).

¥ Enable NaT

IGMP Multicast

T Enable IGMP Multicast

14. Click Next to enter the interface as shown in Figure 94.
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FIGURE 97 DEFAULT GATEWAY CONFIGURATION

Device Info

Advanced Setup
Layer2 Interface
ATM Interface
PTM Interface

WAN Service

LAN

¥lan Trunk Setting
NAT

Security

Parental Control
Quality of Service
Routing

Routing -- Default Gateway

Select a preferred wan interface as the systerm default gateway.

Selected WA Interface I ipoe_0_0_1.2/ptrm0.2 = I

Back | Mext

15. Click Next to enter the interface as shown in Figure 95.

FIGURE 98 DNS CONFIGURATION

Device Info
Advanced Setup
Layer2 Interface
ATM Interface
PTM Interface
WAN Service
LAN
¥lan Trunk Setting
NAT
Security
Parental Control
Quality of Service

DNS Server Configuration
Get DNS server information from the selected WaN interface OR enter static DNS server 1P addresses. If only a single PYC with

IPos or static MER pratocol is configured, you must enter static DMS server IP addresses,

@ Cbtain DNS info from a WAN interface:
N Interface selected: |pppoe_0_0_1.2/ppp0.2 ~
€ Usa the fallowing Static DNS TP address:
Frimary DN server:
Secondary DNS server:

If Obtain DNS info from a WAN interface is selected, device
accepts the first received DNS assignment from WAN connec-

tion.

If Use the following Static DNS IP address is selected, en-
ter the Primary DNS server andSecondary DNS server.

16. Click Next to enter the interface as shown in Figure 99.
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FIGURE 99 PTM INTERFACE IPOE WAN CONNECTION SETUP SUMMARY

WAN Setup - Summary

take sure that the settings below match the settings provided by your ISP,

Device Info
Advanced Setup Connection Type: |IPoE
Layer2 Interface Service Name: ipoe_0_0_1.2

ATM Interface
PTM Interface

Service Category: |LBR

) IP Address: Automatically Assigned
WAN Service
LAN Service State: Enabled
¥lan Trunk Setting NAT: Enabled
NAT Full Cone NAT: Digabled
Security Firewall: Enabled

Parental Control
Quality of Service
Routing

DNS

DSL

Upnp

Certificate

IGMP Multicast: Digabled

Quality Of Service: |Enabled

Click &pply/Save to have this interface to be effective. Click Back t make any modifications,
Back | Savespply

wireless
Diagnostics
Management

17.Click Save/Apply to save the configuration so that the
changes can take effect, as shown in Figure 100.

FIGURE 100 PTM INTERFACE IPOE WAN CONNECTION CONFIGURATION
COMPLETED

Wide Area Network (WAN) Service Setup

Chonse 4dd, or Remiove to configure a WaN service over a selected interface,

Device Info
Advanced Setup Interface | Description | Type |Ylan8021p |¥lanMuxId | Connld | Igmp NAT | Firewall | Remove
Layer2 Interface atm0 br 08 81 |Bridge M/A s M/4  |Disabled | Disabled |Disabled | T
ATM Interface
PTM Interface ipoal ipoa_0_8_35 | IPoa /e S Mfs | Disabled | Enabled |Enabled r
WAN Service ptr0.2  |ipoe_0_0_1.2 | TFoE s 2 /4 |Disabled | Enabled |Enabled |
LAN

Ylan Trunk Setting

NAT Add | Remave

Security
Parental Control

18.To delete the WAN connection, select the Remove check box
in the table and click Remove to apply the settings.
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LAN Configuration

1. Select Advanced Setup > LAN to display the interface as
shown in Figure 101.

FIGURE 101 LAN CONFIGURATION OVERVIEW

Local Area Network Setup

Configure the DSL Router IP Address and Subnet Mask for LAN Interface,

Device Info
Advanced Setup IP Address: |192.16El.1.1
Layer2 Interface Subnet Mask: |255.255.255.D
WAN Service
.......... LAN o I Enable IGMP Snooping
¥lan Trunk Setting
Securit
v ' Disahle DHCP Server
Parental Control
n . & Enable DHCF Server
Quality of Service
. Start IP Address: |192‘16El.1.2
Routing
DSL End IP Address: |192‘16El.1.254
Upnp Leased Timetour) :|24
Certificate Static [P Lease List: {4 maximurm 10 enfries can be configured
Wireless |MAI3 Address |IP Address |Remuve |
Diagnostics add| remave
Management

[ Configure the second IP 4ddress and Subnet Mask for LAN interface

2. In this interface, you can change the IP address of the device.
The preset IP address is 192.168.1.1. This is the private IP
address of the 931WII, under which the device can be reached
in the local network.

@ Note:

New settings can only be made after the 931WII has been re-
booted. If necessary, reconfigure the IP address on your PC
(including one that is statically assigned) so that it matches
the new configuration.

3. Table 16 is a description of the different options.
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TABLE 16 LAN CONFIGURATION OPTIONS

Field Description

IP Address If you want to assign a different
IP address to the 931WII, enter
new IP address in this fields.

Subnet Mask Adjust the subnet mask if
necessary
. Select the checkbox to enable
Enable IGMP Snooping the IGMP function.
Disable DHCP Server/Enable Enable or disable the DHCP
DHCP Server Server function.

4. If the DHCP server is activated, extra configuration is as fol-
lowing:

i. Configure the network setting on the PC so that the option
Obtain an IP address automatically is set up.

ii. Define the range of IP addresses, Start IP Address, End
IP Address, and Lease Time(Hour).

iii. If the DHCP server is active, 931WII supports 10 static IP
addresses. Click Add to display the interface as shown in

Figure 102.

FIGURE 102 ADDING DHCP STATIC IP LEASE

DHCP Static IP Lease

Erter the Mac address and Static IP address then click .

MAC Address: 00:19:58:74:32.:72 (e.g 00:19:58:74:32:72)
IF Address: 10.1.1.1 fe.g 192.158.1.100)
Save |

iv. Click Save to save the configuration so that the changes
can take effect.

5. If you deactivate the DHCP server, you need to assign a static
IP address for the PCs that use the network settings.

6. Select the Configure the second IP Address and Subnet
Mask for LAN interface to enable the function and configure
the second IP address for the device, as shown in .

FIGURE 103 CONFIGURE SECOND IP ADDRESS

¥ Configure the second IP address and Subnet Mask for LaN interface
IP Address: jio11z

Subret Mask: |255.255.255.D
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7. Click Save/Reboot to save the configuration so that the
changes can take effect.

& Caution:

All application will take effect after click the button of Apply/Re-
boot , then MODEM will reboot . Please wait for 2 minutes be-
fore reopening your web browser.
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VLAN Trunking
Configuration

1.

2.
3.

Select Advanced Setup > Vlan Trunk Setting to display the
interface as shown in Figure 104.

FIGURE 104 VLAN TRUNKING OVERVIEW

vlan Trunk Setting

Device Info L&M interface select: IEthD ':l
Advanced Setup
Layer2 Interface I wlan Trunk Enable

ATM Interface
PTM Interface
WAN Service
LAN
¥lan Trunk Setting
Security
Parental Control
Quality of Service

Routing
DSL Save/spply |
Upnp

Select the LAN interface select and vian Trunk Enable
checkbox.

If system pops up the notices as shown in Figure 105, you need
to follow the next steps to create VLAN MUX PTM interface WAN
bridge connection.

FIGURE 105 VLAN TRUNKING NOTICE

Windows Internet Explorer |

! You cannok enable vlan trunk For Ehis interfce, because no Ylankux wan service existed,
. wou should create an WlanMux wan bridge service First |

Select Advanced Setup > WAN Service to display the inter-
face as shown in Figure 106.
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FIGURE 106 WAN SERVICE OVERVIEW

Wide Area Network (WAN) Service Setup

Choose 4dd, or Remove to configure a WAM service over a selected interface.

Device Info
Advanced Setup

Layer2 Interface

ATM Interface

Interface | Description | Type |Ylan8021p |VlanMuxId |Connld | Igmp NAT  |Firewall | Remove

atmo br_0_& 81 |Bridge NfA M/ M/ |Disabled |Disabled |Disabled [

ipoal jppa_0_8_35 | IPo& /A Mfa MN/4 | Disabled | Enabled | Enabled r

LAN
¥lan Trunk Setting
NAT

&dd [ Remove

By default, system preset WAN Interface is atm0 and ptmO_1.

Click Add to display the interface as shown in Figure 107, and
select PTM interface the Layer 2 interface.

FIGURE 107 SELECT LAYER2 INTERFACE

WAN Service Interface Configuration

Select a layer 2 interface for this service

Device Info
Advanced Setup Note: For PTH interface, the descriptor string is (portid_high_low)
Layer2 Interface Where portid=0 —»> DSL Latency PATHO
portld=1 --= DSL Latency PATHL
nterface portid=4 —> DSL Latency PATHORL
PTM Interface s =0 3> Low PTM Pricrity not set
WAN Service lowe =1 - Low PTM Priority set
LAN high =0 --= High FTM Prior ity not set

high =1 --= High PTM Prior ity set
vlan Trunk Setting g g ty

LA ptrd/0_0_1) =
Security
Parental Control
Quality of Service Back |M
Routing
DNS

6. Click Next to enter the interface as shown in Figure 108.

80
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FIGURE 108 SELECT WAN SERVICE TYPE

WAN Service Configuration

Select WaN service type:
Device Info ' PPP over Ethernet (PPPOE)
Advanced Setup L TP over Ethernet
Layer2 Interface {6 Bridging
ATM Interface
PTM Interface
WAN Service Service Description: Jor_0_0_1
LAN
¥lan Trunk Setting ) ) ) )
NAT ¥ Enable YLAN Mux - Supporting Multiple Protocols Ower a Single PTM interface
Security Enter 802.1F Priority [0-7]: |5
Parental Control Enter 802,10 YLaN ID [1-4094]: |2
Quality of Service
Routing
DS Bk pex]
DSL
Upnp
Certificate

Select Bridging.

Select the Enable VLAN Mux checkbox and enter the value of
the 802.1qg VLAN tag and priority.

Click Next to enter the interface as shown in Figure 109.

FIGURE 109 PTM INTERFACE BRIDGE WAN CONNECTION SETUP
SUMMARY

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

Device Info
Advanced Setup Connection Type: |Bridge
Layer2 Interface Service Name: br_0_0_1.2
ATM Interface Service Category: |LUBR
PTM Inte-rface IP Address: Mot Applicable
WAN Service
LAN Service State: Enabled
vlan Trunk Setting NAT: Disabled
NAT Full Cone NAT: Disabled
Security Firewsall: Diszhled

Parental Control
Quality of Service
Routing

DNS
Click Apply/Save to have this interface to be effective, Click Back to make any modifications,

DSL Back | Savefspply |

Upnp
Certificate

IGMP Multicast: Mot Applicable

Quality Of Service: |Enabled

Wireless
Diagnostics
Management

10.Click Save/Apply to save the configuration so that the

changes can take effect, as shown in Figure 110.
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FIGURE 110 PTM INTERFACE BRIDGE WAN CONNECTION
CONFIGURATION COMPLETED

wide Area Network (WAN) Service Setup

Choose add, or Rerove to configure a Wan service over a selected interface.

Device Info

Advanced Setup Interface | Description | Type |¥lan8021p | VlanVuxId |Connld | Igmp NAT |Firewall |Remove
Layer2 Interface atrmo br_0_8 81 |Bridge i ML Nt |Disabled |Disabled |Disabled | T
ATM Interface
PTM Interface ipoad  |ipoa 0.8 35 | IFoa i) ) M/ |Disabled | Enabled | Enabled [l
WAN Service ptm0.2 | br_0_0_1.2 |Bridge 5 2 /4 |Disabled | Disabled | Disabled | T

LAN

¥lan Trunk Setting
AT Add | Remove
Security
Parental Control

11. Go back to vlan Trunk Setting interface, select the LAN in-
terface select and vlan Trunk Enable checkbox to display

the interface as shown in Figure 111.

FIGURE 111 VLAN TRUNKING CONFIGURATION

vlan Trunk Setting

Device Info L&M interface select: | ethD ]'
Advanced Setup
Layer2 Interface ¥ vlan Trunk Enatile

ATM Interface
PTM Interface
WAN Service

LAN
vlan Trunk Setting Supported YLAN Number |1 (0-4)

Security
Parental Control Wlan 101 [2ptmD 2 =

Quality of Service

NOTICE: You Can enable the below vlan IDs as allowed vlan IDs for this interface, except you have choosed, any
others will be BLOCKED !

Routing
3 NOTICE: PYID CANNOT be the same as the vlan trunk Id which have been set above !
DSL 1 PVID is set to 'N/A', then UNTAGED packets though this interface will be BLOCKED !
Upnp
Certificate PyID: | 2/ptm0.2
Wireless

Diagnostics
Management Save/apply

12. Enter the Supported VLAN Number, Vlan ID and PVID .

@ Note:

» PVID CANNOT be the same as the VLAN trunk Id.

» If PVID is set to 'N/A’, then UNTAGED packets though this
interface will be BLOCKED.

13.Click Save/Apply to save the configuration so that the
changes can take effect.
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NAT Configuration

Setting up the NAT
function

Table of Contents

L0 A7 YT PP 83
Virtual Servers SetUpP ...vviiii i 84
POrt Triggering «ovueiii i e 87
DMZ HOSE . e 89

Overview

The 931WII is equipped with the NAT function. With address map-
ping, several users in the local network can access the Internet via
one or more public IP addresses. All the local IP addresses are as-
signed to the public IP address of the 931WII by default.

One of the characteristics of NAT is that data from the Internet is
not allowed into the local network unless it is explicitly requested
by one of the PCs in the network. Most Internet applications can
run behind the NAT firewall without any problems. For example,
if you request Internet pages or send and receive e-mails, the
request for data from the Internet comes from a PC in the local
network, and so the 931WII allows the data to pass through. The
931WII opens one specific port for the application. A port in this
context is an internal PC address, via which the data is exchanged
between the Internet and a client on a PC in the local network.
Communicating via a port is subject to the rules of a particular
protocol (TCP or UDP).

If an external application tries to send a call to a PC in the local
network, the 931WII blocks it. There is no open port via which
the data could enter the local network. Some applications, such
as games on the Internet, require several links (that is. several
ports), so that players can communicate with each other. In addi-
tion, these applications must also be permitted to send requests
from other users on the Internet to users in the local network.
These applications cannot be run if NAT is activated.

Using port forwarding (the forwarding of requests to particular
ports) the 931WII is forced to send requests from the Internet for
a certain service, for example, a game, to the appropriate port(s)
on the PC on which the game is running. Port triggering is a spe-
cial variant of port forwarding. Unlike port forwarding, the 931WII
forwards the data from the port block to the PC which has pre-
viously sent data to the Internet via a certain port (trigger port).
This means that approval for the data transfer is not tied to one
specific PC in the network, but rather to the port numbers of the
required Internet service.
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Configuring Port Define a trigger port for the application and the protocol (TCP or
Triggering UDP) that this port uses. You then assign the public ports that are
to be opened for the application to this trigger port.

The 931WII checks all outgoing data for the port number and pro-
tocol. If it identifies a match of port and protocol for a defined
trigger port, then it opens the assigned public ports and notes the
IP address of the PC that sent the data. If data comes back from
the Internet via one of these public ports, the 931WII allows it to
pass through and directs it to the appropriate PC. A trigger event
always comes from a PC within the local network. If a trigger port
is addressed from outside, the 931WII simply ignores it.

@ Note:

= An application that is configured for port triggering can only be
run by one user in the local network at a time.

= After public ports are open, they can be used by unauthorized
persons to gain access to a PC in the local network.

= When the 931WII is supplied, the NAT is activated, i.e. all
IP addresses of PCs in the local network are converted to the
public IP address of the 931WII when accessing the Internet.

= [P addresses of the PCs must remain unchanged. If the IP
addresses of the PCs are assigned via the DHCP server of the
931WII, you must select Never expires as the settings in the
local network menu entry for the lease time or assign static IP
addresses for the PCs.

You can activate or deactivate the NAT function. By default, the
NAT function is activated.

Virtual Servers Setup

Background By default, the 931WII blocks all external users from connecting
to or communicating with your network. Therefore, the system
is safe from hackers who may try to intrude on the network and
damage it, as shown in Figure 112.
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FIGURE 112 VIRTUAL SERVER

1892 168.1.1
{(LAMIF Address)

- P
‘ DEL MODEM l

192.168.1.10 203.70.212.52 192.16E6.1.20
Web Sarver) (WaN IF Address) (FTP Server}

Internet

Hitp:/f203.70_.212.52 Ftp:/f202.70.212.52
{Remote PC using {Remote PC using
Web Server) FTP Servear)

However, you may want to expose your network to the Internet in
limited and controlled ways in order to enable some applications
to work from the LAN (for example, game, voice, and chat ap-
plications) and to enable Internet access to servers in the home
network. The port forwarding feature supports both functionality.
This topic is also referred to as Local Servers.

The port forwarding page is used to define applications that require
special handling by the 931WII. All you need to do is to select the
application protocol and the local IP address of the computer that
is using or providing the service. You can also add new protocols,
besides the most common ones provided by the 931WII.

For example, if you want to use a File Transfer Protocol (FTP) appli-
cation on one of your PCs, simply select FTP from the list and enter
the local IP address or host name of the designated computer. All
FTP-related data arriving at the 931WII from the Internet hence-
forth is forwarded to the specific computer.

Similarly, you can grant Internet users access to servers inside
your home network, by identifying each service and the PC that
provides it. This is useful, for example, if you want to host a Web
server inside your home network.

When an Internet user points his/her browser to 931WII external
IP address, the gateway forwards the incoming HTTP request to
your web server. With one external IP address (the 931WII main
IP address), different applications can be assigned to your LAN
computers, however, each type of application is limited to use one
computer.

For example, you can define that FTP uses address X to reach com-
puter A and Telnet also uses address X to reach computer A. But
attempting to define FTP to use address X to reach both computer
A and B fails. The 931WII, therefore, provides the ability to add
additional public IP addresses to port forwarding rules, which you
must obtain from your ISP, and enter into the IP addresses pool.
Then, you can define FTP to use address X to reach computer A
and address Y to reach computer B.
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Additionally, port forwarding enables you to redirect traffic to a
different port instead of the one to which it was designated. For
example, if you have a Web server running on your PC on port
8080 and you want to grant access to this server to any one who
accesses the 931WII via HTTP, do as follows:

1. Define a port forwarding rule for the HTTP service, with the PC
IP or host name.
2. Specify 8080 in the Forward to Port’ field.

All incoming HTTP traffic is forwarded to the PC running the web
server on port 8080. When setting a port forwarding service, en-
sure that the port is not already used by another application, which
may stop functioning. A common example is when using SIP sig-
naling in Voice over IP, the port used by the gateway VoIP appli-
cation (5060) is the same port on which port forwarding is set for
LAN SIP agents.

@ Note:

Some applications, such as FTP, TFTP, PPTP, and H323, require the
support of special specific ALG modules in order to work inside the
home network. Data packets associated with these applications
contain information that allows them to be routed correctly. An
ALG is needed to handle these packets and ensure that they reach
their intended destinations. The 931WII is equipped with a robust
list of ALG modules in order to enable maximum functionality in
the home network. The ALG is automatically assigned based on
the destination port.

Adding Port 1. Select Advanced Setup > NAT > Virtual Servers to display
Forwarding the interface as shown in Figure 113.

FIGURE 113 VIRTUAL SERVERS OVERVIEW

NAT -- Virtual Servers Setup

Wirtual Server allows you to direct incoming traffic from WaN side (identified by Pratocol and External port) 1o the Internal server
Device Info with private IP address on the LAN side. The Internal port is required only if the external port needs to be converted to a different
Advanced Setup port number used by the server on the LAN side. & maximum 32 entries can be configured.
Layer2 Interface
WAN Service

LAN

¥lan Trunk Setting
Add | Rernove
NAT _I —I

virtual servers
Port Triggering
DMZ Host
Security
Parental Control
Quality of Service

Server
Name

Internal
Port End

Internal Port
Start

External
Port End

External Port
Start

Server IP
Address

WAN

Stoc) Interface

Remove

2. Click Add to display the interface as shown in Figure 114.
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Deleting Port
Forwarding

FIGURE 114 ADDING VIRTUAL SERVERS

NAT -- ¥irtual Servers

Select the service name, and enter the server [P address and click Apply/Save to forward IP packets for this service o the specified
Device Info server. NOTE: The Internal Port End cannot be maodified directly. Normally, it is set to the same value as External Port
End. However, if you modify Internal Port Start , then Internal Port End will be set to the same value as Internal
Advanced Setup Port Start
Layer2 Interface Remaining number of entries that can be configured:32
WAN Service
LAN Use Interface pppoe_0_0_35/ppp0 =
¥lan Trunk Setting Service Mame:
NAT @ Select a Gervice: [Select One =l
Virtual Servers © Custom Sarvics: |
Port Triggering
DMZ Host Server IF Address:  [192.168.1.
Security
Parental Contral
Quality of Service External Port StartExternal Port End| Protocol [Internal Port StartInternal Port End|
Routing TcP j
o -
Upnp |
Certificate TCP =l
Wireless TCP j
Diagnostics
Management TeP ﬂ
TCFP = B
Wireless TCP j
Diagnostics
2 TP ]
Management
TP |
iresy TP o]
Diagnostics
TCP 52
Management J
Save/Apply

Select the dedicated WAN interface to be Use Interface.
Select a service or enter a custom server.

Enter the Server IP Address of the computer that provides
the service (the server in the Local Host field).

AW

@ Note:

Note that unless an additional external IP address is added,
only one LAN computer can be assigned to provide a specific
service or application.

Set External Port Start and External Port End.

Select Protocol.

Set Internal Port Start and Internal Port End.

Click Save/Apply to save the configuration so that the
changes can take effect.

©®No

Select the Remove check box in the table and click Remove to
apply the settings.

Port Triggering

If you configure port triggering for a certain application, you need
to determine a trigger port and the protocol (TCP or UDP) that this
port uses. You then assign the public ports that are to be opened
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Add port
Triggering

for the application to this trigger port. You can select known In-
ternet services or assign ports or port blocks manually.

1.

2.

A

Select Advanced Setup > NAT > Port Triggering to display
the interface as shown in Figure 115.

FIGURE 115 PORT TRIGGERING OVERVIEW

NAT -- Port Triggering Setup

Some applications require that specific ports in the Router's firewall be opened for access by the remote parties. Port Trigger

Device Info dynamically opens up the 'Open Ports' in the firewall when an application on the LAN inftiates 2 TCPAUDP connection to a rermote

Advanced Setu party using the 'Triggering Ports'. The Router allows the remote party from the YWal side to establish new connections back to the
P application on the LAN side using the 'Open Ports'. A maximum 32 entries can be configured.

Layer2 Interface

WAN Service Trigger Open
LAN Application N Port R Port R WAN Interf R
. ication Name ort Range ort Range nterface | Remove
Vlan Trunk Setting L2 Protocol d Protocol 2
NAT Start |End Start |End

Virtual Servers

....... Port Triggering._..; Add |~ Rermove

DMZ Host
Security

Click Add to display the interface as shown in Figure 116.

FIGURE 116 ADDING PORT TRIGGERING

NAT - Port Triggering

Sore applications such as garmes, video conferencing, remote access applications and others require that specific ports in the
Device Info Router's firewall be opened for accese by the applications, You can configure the port settings from this screen by eelecting an
existing application o creating your awn (Custorn application)and click Save/spply to add it

G anecd\Selup) Remaining number of entries that can be configured:32

Layer2 Interface

WAN Service Use Interface pppoe_0_0_35/pppl >

LAN Application Narne:

¥lan Trunk Setting @ select One application : | Select One =

NAT © custom application :
Virtual Servers

Port Triggering [Trigger Port Start[Trigger Port End[Trigger ProtocolOpen Port StartOpen Port End Open Pratocol|
DM2 Host m ToP j
Security
Parental Control TR j Ter j
Quality of Service | TP 7]
Routing TCP j TCP ﬂ
DNS
TCP - TCP -
DSL J J
upnp TCP = TCFP =l
Certificate TP =] TP 7]
Wireless
TCP = TCP -
Diagnostics J J

Management Save/Apply

'TE Corporation. All rights resenved,

Select the dedicated WAN interface to be Use Interface.
Select the required application from the Select One Applica-
tion drop-down list.

You can also manually enter the information in the Custom
application field.

Table 17 is a description of the different options.
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Removing Port
Triggering

7.

TABLE 17 CUSTOM PORT TRIGGERING CONFIGURATION OPTIONS

Field Description

Enter the port that is to be

Trigger Port Start/Trigger Port monitored for outgoing data

End traffic.

Select the protocol that is to
Trigger Protocol be monitored for outgoing data

traffic.

Select the protocol that is to
Open Protocol be allowed for incoming data

traffic.

Open Port Start and Open Port | Enter the port that is to be

End opened for incoming traffic.

@ Note:

You can use a single port number, several port numbers sepa-
rated by commas, port blocks consisting of two port humbers
separated by a dash, or any combina-tion of these, for exam-
ple 80, 90-140, 180.

Click Save/Apply to save the configuration so that the
changes can take effect.

Select the Remove check box in the table and click Remove to
apply the settings.

DMZ Host

The DMZ host feature allows one local computer to be exposed to
the Internet. This function is applicable for:

Users who want to use the Internet service for a special pur-
pose, such as an online game or video conferencing program,
that is not present in the Port Forwarding list and for which no
port range information is available.

Users who are not concerned with security and wish to expose
one computer to all services without restriction.
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@ Note:

A DMZ host is not protected by the firewall and may be vulnerable
to attack. This may also put other computers in the home net work
at risk. Hence, when designating a DMZ host, you must consider
the security implications and protect it if necessary.

You can set up a client in your local network to be the DMZ host,
as shown in Figure 117.

FIGURE 117 DMZ HOST

httpr /10011, 102, 34

10.11.102. 35

Internet ——————————

DSL Router

LAN TP

WAW IF addrez=z: s Address: 192 1858.1.1
10.11.102. 34 Eamasaa

F - r r -

192 168 1.4 (IMZ Host)
192, 165.1. 2 192 188 1.3 192 168.1.5

Your device then forwards all incoming data traffic from the Inter-
net to this client. You can, for example, operate your own Web
server on one of the clients in your local network and make it ac-
cessible to Internet users. As the exposed host, the local client is
directly visible to the Internet and therefore particularly vulnera-
ble to attacks (for example, hacker attacks). Activate this function
only when necessary (for example, to operate a Web server) and
when other functions (for example, port forwarding) are inade-
quate. In this case, you should take appropriate measures for the
clients concerned.

90
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@ Note:

Only one PC per public IP address can be set up as an exposed
host.

Adding A DMZ 1. Select Advanced Setup > NAT > DMZ Host to display the
Host interface as shown in Figure 118.

FIGURE 118 DMZ HOST CONFIGURATION

NAT - DMZ Host
The DSL router will forward 1P packets from the WAR that da not belong to any of the applications configured in the Virtual Servers
Device Info table to the DMZ host cormputer,

Advanced Setup

Enter the computer's IP address and click apply to activate the DMZ host,
Layer2 Interface

WAN Service Clear the IP address field and click 4pply 1o deactivate the DMZ host,
LAN
vlan Trunk Setting DMZ Host IP Address: 19216&2155‘
NAT
virtual Servers Save/apaly
Port Triggering
DMZ Host

2. Enter the Local IP address of the PC in DMZ Host IP Address
field, that is to be enabled as an exposed host.

3. Click Save/Apply, a notice will be pop-up as shown in Figure
119.

FIGURE 119 DMZ HosT CONFIGURATION NOTICE

Windows Internet Explorer x|

] Since DMZ is set, the DSL rouker WEE server port will be moved to 8080, TELMET server part will be moved bo 2323, TFTP server port will be moved to
. 5963, SHIMP port will be moved to 16116,

4. Click OK to save the configuration so that the changes can take
effect.

Removing A DMZ Clear DMZ Host IP Address field and click Save/Apply to deac-
Host tivate the DMZ host.
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Security Configuration

Security is an important function of DSL. It protects resources of a
private network from other networks, and prevents unauthorized
Internet users from accessing private networks connected to the
Internet. All messages entering or leaving the intranet (that is,
the local network to which you are connected) must pass through
the security checks, which checks each message and blocks those
that do not meet the specific security criteria.

There are three basic types of security techniques, IP packet fil-
tering, circuit-level gateway and MAC frame filtering. 931WII sup-
ports MAC frame filtering only.

Table of Contents

Configure MAC Filtering POIICY ...ocvviviiiiiiiii i 93
Configure MAC Filtering Rule ... ..o 95
MAC Filtering - Global Policy FORWARDED...........cccviviviiinnnns 96
MAC Filtering - Global Policy BLOCKED ........ccocvvviiiiiiiiiieinennns 97

Configure MAC Filtering
Policy

Select Advanced Setup > Security > MAC Filtering to display
the interface as shown in Figure 120.

FIGURE 120 MAC FILTERING OVERVIEW

MAC Filtering Setup

MaC Filtering is only effective on ATM PWCs or WAN services based on PTM configured in Bridge mode. FORWARDED means that
Device Info all MAC layer frames will be FORWARDED except those matching with any of the specified rules in the following table, BLOCKED

Advanced Setup reans tat all MAC layer frames will be BLOCKED except those matching with any of the specified rules in the following table.

Layer2 Interface MAC Filtering Policy For Each Interface:
WAN Service WARNING: Changing from one policy to another of an interface will cause all defined rules for that interface to be
LAN REMOVYED AUTOMATICALLY! You will need to create new rules for the new palicy.
¥lan Trunk Setting
Security Interface |Policy Change
MAC Filtering atm0 FORWARD | @

Parental Control
Quality of Service

ptrad_1 FORWARD [

Routing
DSt Changs Pal
ange Polic

T g ¥

I.Dertlﬁcate Choose add or Remaove to configure MaC filtering rules.
Wireless
Diagnostics ‘Inter(ace ‘Prntm:nl |Destinatinn MAC |Snur|:e MAC ‘Frame Direction ‘Remnve |
Management

A_ddl REmavE.
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@ Note:

MAC filtering is only effective on ATM PVCs or WAN services based
on PTM configured in Bridge mode.

Table 18 is a description of the different options.

TABLE 18 MAC FILTER PoLICY CONFIGURATION OPTIONS

Term Description

Forward All MAC layer frames are for-
warded except those matching the
specified rules.

Blocked All MAC layer frames are blocked
except those matching the speci-
fied rules.

Select the Interface that needs to change the change the filtering
policy, and click the Change Policy.

The interface policy is changed, as shown in Figure 121.

FIGURE 121 MAC FILTERING CHANGE PoLICY

MAC Filtering Setup

MAC Filtering is only effective on ATM PYCs or WAN services based on PTM configured in Bridge mods, FORWARDED rrzans that
all MAC layer frarmes will be FORWARDED except those matching with any of the specified rules in the following table, BLOCKED

Device Info
means that all MAC layer frames will be BLOCKED except those matching with any of the specified rules in the following table.

Advanced Setup

Layer2 Interface MAC Filtering Policy For Each Tntarface:

WAN Service WARNING: Changing from one policy to another of an interface will cause all defined rules for that interface to be

LAN REMOVED AUTOMATICALLY! You will need to create new rules for the new policy.

¥lan Trunk Setting

security Interface | Policy Change

MAC Filtering atmil BLOCKED r
Parental Control -
Quality of Service ptmil_1 FORWARD

Routing

DsL Ch Pal

— ange Policy

Eendicats Choose Add or Rermove to configure MAC filkering rules.
wireless
Diagnostics ‘Il’ltEl’f@BE ‘Prutucul ‘Deslinaliun MAC ‘Suurce MAC |Frame Direction ‘Remuve ‘
Management

Add | | Remoyve

A Caution:

Interface policy change will cause all defined rules for that inter-
face to be removed automatically. You need to create new rules
for the new policy.
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Configure MAC Filtering

Rule

1. Click Add in the above interface to enter the interface as shown
in Figure 122.

FIGURE 122 ADDING MAC FILTERING RULE

Device Info
Advanced Setup

Layer2 Interface

WAN Service

LAN

¥lan Trunk Setting

Security

MALC Filtering

Parental Control

Quality of Service

Routing

DSL

Upnhp

Certificate
Wireless
Diagnostics
Management

Add MAC Filter

Create & filter to identify the MaC layer frames by specifying at least one condition below, IF multiple conditions are specified, all of
them take effect. Click apply to save and activate the filer,

Protocol Type: >

Destination MAC Address: e 00:00:00:00:00:00
Source MAC Address: eg: 00:00:00:00:00:00

Frame Direction: LAN<=>WAN =
WA Interfaces (Configured in Bridge mode only)
br_0_8_81/atm0 hd

Savefapply

2. Table 19 is a description of the different options.

TABLE 19 MAC FILTERING RULE CONFIGURATION OPTIONS

Field Description

Protocol Type

Select one from PPPoE IPv4,
IPv6, AppleTalk, IPX NETBEUI,
and ICMP protocols.

Destination MAC Address -

Source MAC Address -

Frame Direction Direction of transmit frame. You

can select LAN->WAN (from LAN
to WAN), WAN -> LAN (from
WAN to LAN), or LAN <=> WAN.

WAN Interface Select a WAN interface.

3. Click Save/Apply to save the configuration so that the
changes can take effect.

4. To remove the MAC Filtering rules, select the dedicate rule in
the list and click Remove, as shown in Figure 123.
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FIGURE 123 REMOVING MAC FILTERING RULE

MAC Filtering Setup

MAC Filtering is only effective on ATM PVCs or WaM services based on PTM configured in Bridge mode. FORWARDED rmeans that
Device Info all MAC layer frames will be FORWARDED except those matching with any of the specified rules in the fallowing table, BLOCKED

Advanced Setup means that all MAC layer frames will be BLOCKED except those matching with any of the specified rules in the following tahble.

Layer2 Interface MAC Filtering Policy For Each Interface:
WAN Service WARNING: Changing from one policy to another of an interface will cause all defined rules for that interface to be
LAN REMOVED AUTOMATICALLY! You will need to create new rules for the new policy.
¥lan Trunk Setting
Security Interface |Policy Change
MAC Filtering atmi BLOCKED r

Parental Control

Quality of Service ptmo_L FORWARD r

Routing
pst Chi Pali
upnp ange Policy
I.Dertlﬁcate Choose Add or Rermave to configure MAC filtering rules,
Wireless
Dlagio=tcs Interface | Protocol | Destination MAC |Source MAC Frame Direction | Remove
Management -
atrl PPPOE 00:13:20:9E:0F: 10 | BOTH v
atrl PPPOE 00:13:20:9E:0F:12 | LAN_TO_WAN [l

Add | Remove

MAC Filtering - Global Policy
FORWARDED

The following section describes how to allow the PC whose MAC
address is 00:13:20:9E:0F: 10 to transmit PPPoE frame to the In-
ternet.

1. Click Add in the to enter the interface as shown in Figure 124.

FIGURE 124 ADDING MAC FILTERING - FORWARDED

Add MAC Filter

Create a filter to identify the MAC layer frames by specifying at least one condition below, If multiple conditions are specified, all of
them take effect. Click Apply to sawve and activate the filter,

Device Info

Advanced Setup

Layer2 Interface Frotocol Type: FPFoE |
WAN Service Destination MAC Address: l— eg: 00:00:00:00:00:00
LAN

Source MAC Address: o0:13:20096:0F 110 eg: 00:00:00:00:00:00

¥lan Trunk Setting
Frame Direction: LAN<==WAN =

Security
MAC Filtering

Parental Control Wl Interfaces (Configured in Bridge made only)

Quality of Service

Routing br_0_8_81/atm0 i

DSL

Upnp Save/apply

Certificate
Wireless
Diagnostics

Management

2. Select PPPoOE in Protocol Type drop-down menu.
3. Input 00:13:20:9E:0F:10 in Source MAC Address.
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Select LAN <=> WAN in Frame Direction drop-down menu.
Select the WAN interface that is used to connect to the Inter-
net.

Click Save/Apply to save the configuration so that the
changes can take effect.

MAC Filtering - Global Policy
BLOCKED

The following section describes how to forbid the PC whose MAC
address is 00:13:20:9E:0F:12 transmitting PPPoE frame to the In-
ternet.

1.

o UuhwWN

Click Add in the to enter the interface as shown in Figure 125.

FIGURE 125 ADDING MAC FILTERING - BLOCKED

Add MAC Filter

Create a filter to identify the MAC layer frames by specifying at least one condition below. IF multiple conditions are specified, all of

Device Info thern take effect. Click spply 1o save and activate the filter,
Advanced Setup
Layer2 Interface Frotocol Type: PRPoE j'
WAN Service Destination MAC Address: l— eq: 00:00:00:00:00:00
LAN
Source MAC Address: 00:12:20:9E:0F: 12 : k
¥lan Trunk Setting egi H0io0:00:on:00:a0
Security Frame Dirsction: WANSSLAN ¥
MAC Filtering
Parental Control WaN Interfaces (Configured in Bridge mode only)
Quality of Service
Routing br 0 & 81/atmD 2
DSL
Upnp Sawe/bpply

Certificate
Wireless
Diagnostics
Management

Select PPPoOE in Protocol Type drop-down menu.

Input 00:13:20:9E:0F:10 in Source MAC Address.

Select WAN=> LAN in Frame Direction drop-down menu.
Select the WAN interface that is used to connect to the Inter-
net.

Click Save/Apply to save the configuration so that the
changes can take effect.
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QoS Configuration

Many communication and multimedia applications require large,
high speed bandwidths to transfer data between the local net-
work and the Internet. However, for many applications there is
often only one Internet connection available with limited capacity.
QoS divides this capacity between the different applications and
provides continuous data transfer where data packets with higher
priority are given preference, as shown in Figure 126.

FIGURE 126 QUALITY OF SERVICE

—1. classify—

The order of source [0 CARMGTS—

@@ e it
ez B

By using QoS mechanisms, network administrators can use exist-
ing resources efficiently and ensure the required level of service
without reactively expanding or over-provisioning their networks.

Traditionally, the concept of quality in networks meant that all net-
work traffic was treated equally. The result was that all network
traffic received the best effort of the network, with no guarantees
for reliability, delay, variation in delay, or other performance char-
acteristics. With best-effort delivery service, however, a single
bandwidth-intensive application may result in poor or unaccept-
able performance for all applications.

Table of Contents

ENable QOS. . i 100
QOS—QUEUE CONFIG +iuviiiiiiii i aea e 100
Q0S-Qo0S Classification .....oviiiiiiiii i 103
QOS - DSCP Setting ..covviiiiiiiiiii e 106
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Enable QoS

Select Advanced Setup > Quality of Service to display the in-
terface as shown in Figure 127.

FIGURE 127 ENABLE QOS

QoS -- Queue Management Configuration

If Enable QoS checkbox is selected, choose a default DSCP mark to automatically mark incorming traffic without reference to a
particular classifier. Click Apply/Save button o save it

Device Info

Advanced Setup
Layer2 Interface
praNicenvice) Note: If Enable Qos checkbox is not selected, all QoS will be disabled for all interfaces.
LAN
¥lan Trunk Setting
Security ,
Parental Control | Enable QoS
Quality of Service

Queue Config
QoS Classification Select Default DSCP Mark |No Change-1)  »

Note: The default DSCP mark is used to mark all egress packets that do not match any classification rules.

Routing
DSL
Upnp MI
Certificate
Wireless
Diagnostics
Management

In this page, you can configure QoS queue management. By de-
fault, the system enables QoS and sets a default DSCP mark to
automatically mark incoming traffic without reference to particu-

lar classifier.
Select Enable QoS to enable QoS and set the default DSCP mark.

Click Save/Apply to save the configuration so that the changes
can take effect.

QoS—Queue Config

The queuing in packet QoS becomes effective only when packet is
forwarded to QoS-enabled PVC. Packet forwarding is determined
by IP routing or bridging, not under control of the packet QoS.

Select Advanced Setup > Quality of Service > Queue Config
to display the interface as shown in Figure 128.

100 Confidential and Proprietary Information of ZTE CORPORATION



ZTEd

Chapter 10 QoS Configuration

FIGURE 128 Q0S QUEUE CONFIGURATION OVERVIEW

0oS Queue Setup - A maximum 24 entries can be configured.

If you disable Wi function in WWireless Page, queues related 1o wireless will not take effects

Device Info

Advanced Setup The QoS function has been disabled. Queues would not take effects.
Layer? Interface

WAN Service | Name | Key | Interface | Precedence | DSL Latency | PTM Priority | Enable ‘ Remove ‘
LAN

vlan Trunk Setting
q Add | | Enatile | Remove |
Security
Parental Control
Quality of Service

Queue Config
0oS Classification
Routing
DSL
Upnp
Certificate
Wireless
Diagnostics
Management

In this interface, you can configure QoS Queue. A maximum of 24
entries can be configured.

QoS Queue Configuration can allocate three queues. Each of the
queues can be configured for a precedence value. The queue entry
configured is used by the classifier to place ingress packets appro-
priately.

@ Note:

Lower integer values for precedence indicate higher priority for this
queue relative to others.

For example, add a QoS queue entry and allocate it to a specific
network interface (PVC 0/8/81). Set the queue precedence to 1.

1. Click Add to display the interface as shown in Figure 129.
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FIGURE 129 Q0S QUEUE CONFIGURATION

QoS Queue Configuration

"The screen allows you to configure a QoS queue entry and assign it 10 a specific network interface, Each of the queues can be
Device Info configured for a specific precedence. The queue entry configured here will be used by the classifier to place ingress packets
appropriately” "Note: Lower integer values for precedence imply higher priority for this queue relative to others"

e "Click Apply/Save to save and activate the queue."

Layer2 Interface

WAN Service Name: lADSL—
LAN
vlan Trunk Setting Enable: lm
Security
Parental Control Interface: atm00_8_81) =
Quality of Service
Queue Config Precedence: m
QoS Classification
Routing DL Latency: PathD =
DSL
Upn,
cortitcate _saveseeny |
wireless
Diagnostics
Management

2. Table 20 is a description of the different options.

TABLE 20 QUEUE CONFIGURATION OPTIONS

Field Description
Name Define the queue name.
Enable Set to enable or disable a QoS
queue.
Interface Select a specific network inter-

face. The modem automatically
allocates selected network inter-
face to the queue.

Precedence Select an integer value for queue
precedence. After you select an
integer value, the queue entry
appropriately places to ingress
packets. Lower integer values
for precedence imply higher pri-
ority for this queue relative to
others.

3. Click Save/Apply to save the configuration so that the
changes can take effect, as shown in Figure 130.

102
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FIGURE 130 Q0S QUEUE CONFIGURATION - COMPLETED

QoS Queue Setup -- A maximum 24 entries can be configured.

If yiou disabile Wik function in Wireless Page, queues related 1o wireless will not take effects

Device Info
Advanced Setup The QoS function has been disabled. Queues would not take effects.

Layer? Interface
WAN Service
LAN

vlan Trunk Setting ADSL | 33 atrnd 1 Pathd r r
Security

Parental Control add | Enape N — |
Quality of Service

Queue Config
QoS Classification
Routing
DSL
Upnhp
Certificate
Wireless

Name | Key | Interface | Precedence | DSL Latency | PTM Priority | Enable | Remove

Diagnostics
Management

To delete a certain queue, select the queue , click Disable and
then click Remove.

After the queue is configured, you can create several traffic class
rules to classify the upstream traffic.

QoS—QoS Classification

Some applications require specific bandwidth to ensure their data
be forwarded in time. QoS classification can creates traffic class
rule to classify the upstream traffic. Assign queue which defines
the precedence and the interface and optionally overwrite the IP
header DSCP byte. After QoS classification, QoS divides capacity
between different applications and provides un-delayed, continu-
ous data transfer where data packet with higher priority is given
preference.

QoS classification model is shown as in Figure 131.
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FIGURE 131 QO0S CLASSIFICATION

Q03 classify disposze

Bpaat framepaclit ;l Buedss
]
]
Allocate  [4-T% Quewed | [,
: || Flow contral tnatls |
classllfy L i e queus uy
\\‘L Qene 2
Cieue 1

The input packet's
DECF £L05 P provity

1. Select Advanced Setup > Quality of Service > QoS Clas-
sification to display the interface as shown in Figure 132.

FIGURE 132 QOS CLASSIFICATION OVERVIEW

QoS Queue Setup -- A maximum 24 entries can be configured.

If you disable Wk function in \Wireless Page, queues related to wireless will not take effects

Device Info

Advanced Setup The QoS function has been disabled. Queues would not take effects.
Layer2 Interface
WAN Service | Name | Key | Interface | Precedence | DSL Latency | PTM Priority | Enable ‘ Remove
LAN

¥lan Trunk Setting
q Add Enablel Remave |
Security

Parental Control
Quality of Service
Queue Config
QoS Classification
Routing
DSL
Upnp
Certificate
Wireless
Diagnostics
Management

2. Click Add to display the interface as shown in Figure 133.
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FIGURE 133 QOS CLASSIFICATION CONFIGURATION

Add Network Traffic Class Rule

The screen creates a traffic class rule to classify the upstream taffic,assign queue which defines the precedence and the interface
Device Info and optionally overwrite the IP header DSCP byte. A rule consistz of a class name and at least one condition below, 4ll of the
sperified conditions in this classification rule must be satisfied for the rule o take effect. Click Save/Apply tn save and activate the
Advanced Setup Ul

Layer?2 Interface

WAN service Traffic Class Marme:
LAN

a Rule Order: Last =
¥lan Trunk Setting __l
Security Rule Status: Disable

Parental Control
Quality of Service
Queue Config

specify Classification Criteria
4 blank criterion indicates it is not used for classification.

QoS Classification Class Interface: -
(EiETE) Ether Type: =
bsL Source MAC Address:

Upnp
Certificate Source MAC Mask:
wireless Destination MAC Address:
Diagnostics Destination MAC Mask
Management
Specify Classification Results
Must select a classification queue. & blark mark or tag value means no change.
Management Assign Classification Queue:

Mark Differentiated Service Code Point (DSCF)
Mark 802, 1p priority
Tag WLAN ID:

[ (K K]

Save/apply

Corparation. All rights resered.

3. Table 21 is a description of the different options.

TABLE 21 QOS CLASSIFICATION CONFIGURATION OPTIONS

Field Description
Traffic Class Name Enter a name of the class.
Rule Order Select order for queue.
Rule Status Enable or disable this traffic
class rule.
Assign Classification Queue Select a classification queue.

Assign Differentiated Service | Select a mark service that modi-
Code Point (DSCP) Mark fies the original packet IP header
if all rules defined within the
classification class are matched.
(CS - Mark IP Precedence, AF -
Assured Forwarding, EF - Expe-
dited Forwarding).

Mark 802.1p if 802.1q is enabled | Select an 802.1p priority num-
ber that serves as the 802.1p
value.

4. There are two sets of classification rules. ;

» Set-1 is based on different fields within TCP/UDP/IP layer
plus physical LAN port.

» Set-2 is based on MAC layer IEEE 802.1p priority field.
Set-1 Rules contain the following:
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» Physical LAN port: Select one among USB port, Ethernet
ports and wireless port.

» Protocol: Select one from TCP/UDP TCP UDP and ICMP pro-
tocols.

» Source IP address

» Source subnet mask

» UPD/TCP source port or a range of ports
» Destination IP address

» Destination subnet mask

» UPD/TCP destination port or a range of ports
» Source Mac address

» Source Mac mask

» Destination Mac address

» Destination Mac Mask

Set-2 Rules contain the following:

802.1p priority: The 802.1p header includes a 3-bit prioritiza-
tion field, which allows packets to be grouped into eight levels
of priority (0-7), where level 7 is the highest one.

5. Click Save/Apply to save the configuration so that the
changes can take effect.

QoS - DSCP Setting

In order to understand what is DSCP, you should be familiarized
with the Differentiated Services model (Diffserv).

Diffserv is a Class of Service (CoS) model that enhances best-
effort Internet services by differentiating traffic by users, service
requirements and other criteria. Packets are specifically marked,
allowing network nodes to provide different levels of service, via
priority queuing or bandwidth allocation, or by choosing dedicated
routes for specific traffic flows.

See the following diagram. In the IPV4 packet have a ToS filed.
Diffserv defines TOS field in IP packet headers referred to as DSCP.
Hosts or routers that pass traffic to a Diffserv-enabled network
typically mark each transmitted packet with an appropriate DSCP.
The DSCP markings are used by Diffserv network routers to ap-
propriately classify packets and to apply particular queue handing
or scheduling behavior.

For example, mark each transmitted ICMP packet which passing
traffic to 0-32 classes with an appropriate DSCP (CS5), as shown
in .
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FIGURE 134 Q0S DSCP CONFIGURATION EXAMPLE

Device Info
Advanced Setup
Layer?2 Interface
WAN Service
LAN
¥lan Trunk Setting
Security
Parental Control
Quality of Service
Queue Config
QoS Classification
Routing
DSL
Upnp
Certificate
wireless
Diagnostics
Management

Management

Add Network Traffic Class Rule

The screen creates a traffic class rule to classify the upstream taffic,assign queue which defines the precedence and the interface
and optionally overwrite the IP header DSCP byte. A rule consists of a class name and at least one condition below. All of the
specified conditions in this classification rule must be satisfied for the rule o take effect. Click Save/Apply tn save and activate the
rule.

Traffic Class Marme: 0-32
Rule Order: Last =

Rule Status: Enable >

specify Classification Criteria
4 blank criterion indicates it is not used for classification.

Class Interface: eth0 =
Ether Type: =

Source MAC Address:

Source MAC Mask:
Destination MAC Address:
Destination MAC Mask:

Specify Classification Results
Must select a classification queue. 4 blank mark or tag value means no change.

Assign Classification Quaue: atmid&Prec! &Pathd =
Mark Differentiated Service Code Point (DSCF) CE5(101000) =]
Mark 802, 1p priority 7 =
Tag WLAN ID:

Save/apnly

Click Save/Apply to save the configuration so that the changes
can take effect.
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Routing Configuration
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Routing — Default Gateway

Select Advanced Setup > Routing > Default Gateway to dis-
play the interface as shown in Figure 135.

FIGURE 135 DEFAULT GATEWAY

Routing -- Default Gateway

Select a preferred wan interface as the system default gateway,

Device Info

Advanced Setup Selected War Interface Ipppne_D_D_ESJpppD vl

Layer2 Interface
WAN Service

LAN

Vlan Trunk Setting

Security

Parental Control

Quality of Service

Routing Savesspply |
Default Gateway
Static Route
Policy Routing

Select the dedicated WAN interface.

If there is no existing WAN interface to be selected for default
gateway, notice will be pop-up as shown in Figure 136.
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Background

Adding Static
Route

FIGURE 136 DEFAULT GATEWAY NOTICE

Windows Internet Explorer x|

' "_q,‘ Mo configured WAk interface existed For swstemn default gateway.
[

Click Save/Apply to save the configuration so that the changes
can take effect.

Static Routes

Networking devices forward packets using route information that
is either manually configured or dynamically learned using a rout-
ing protocol. Static routes are manually configured and define an
explicit path between two networking devices. Unlike a dynamic
routing protocol, static routes are not automatically updated and
must be manually re-configured if the network topology changes.
The benefits of using static routes include security and resource
efficiency. Static routes use less bandwidth than dynamic routing
protocols and no CPU cycles are used to calculate and communi-
cate routes. The main disadvantage to using static routes is the
lack of automatic re-configuration if the network topology changes.

Static routes can be redistributed into dynamic routing protocols
but routes generated by dynamic routing protocols cannot be re-
distributed into the static routing table. No algorithm exists to
prevent the configuration of routing loops that use static routes.

Static routes are useful for smaller networks with only one path to
an outside network and to provide security for a larger network for
certain types of traffic or links to other networks that need more
control. In general, most networks use dynamic routing protocols
to communicate between networking devices but may have one or
two static routes configured for special cases.

1. Select Advanced Setup > Routing > Static Routes to dis-
play the interface as shown in Figure 137.

110
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Removing Static

Route

FIGURE 137 ADDING STATIC ROUTE

Device Info
Advanced Setup
Layer2 Interface
WAN Service
LAN
Ylan Trunk Setting
Security
Parental Control
Quality of Service
Routing
Default Gateway
Static Route
Policy Routing
RIP
DSL

Routing -- Static Route Add

Enter the destination network address, subnet mask, gateway AND/OR available Wal interface then click Save/apply 10 add the
entry to the routing table,

MNotice: If existing only one IPoE/MER wan connection in the router, please surely use gateway ip address and
select default gateway.
But for PPPoE wan connection, you can select interface.

Destination Metwork Address:
Subnet Mask:

Use Interface | pppoe_0_0_35/ppp0 =
Save/fapply

Enter the Destination Nnetwork Address and Subnet

Mask.

Select the Use Interface.
If select LAN/brO interface, you need to define Use Gateway
IP Address, as shown in Figure 138.

FIGURE 138 ADDING STATIC ROUTE WITH LAN BRIDGE INTERFACE

Device Info
Advanced Setup
Layer2 Interface
WAN Service
LAN
¥lan Trunk Setting
Security
Parental Control
Quality of Service
Routing
Default Gateway
Static Route
Policy Routing
RIP
DSL

Routing -- Static Route Add

Eriter the destination networlk address, subnet mask, gateway AND/OR available WaN interface then click Save/bpply to add the
entry to the routing table.

Motice: If existing only one IPoE/MER wan connection in the router, please surely use gateway ip address and
select default gateway.
But for PPPoE wan connection, you can select interface.

Destination Netwark Address:
Subnet Magk:

lse Interface | LAN/DD =
Use Gateway IP Address

Save/bpply

5. Click Save/Apply to save the configuration so that the

changes can take effect.

Select the Remove check box in the table and click Remove to
apply the settings.

Policy Routing

Select Advanced Setup > Routing > Policy Routing to dis-
play the interface as shown in Figure 139.
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FIGURE 139 PoOLICY ROUTING OVERVIEW

Policy Routing Setting -- A maxirmum 2 entries can be configured,

Device Info |P|:|Iicv Mame |Suurce P |LAN Port ‘WAN |Default GW |Remoue |
Advanced Setup

Layer2 Interface del T — |
WAN Service
LAN
¥lan Trunk Setting
Security
Parental Control
Quality of Service
Routing
Default Gateway
Static Route
Policy Routing
RIP

2. Click Add in the above interface to enter the interface as shown

in Figure 140.

FIGURE 140 ADDING PoLICY ROUTING

Policy Routing Settup
Eriter the policy name, policies, and WaN interface then click 'Save/apply' to add the entry to the policy routing table.

Note: If selected IPoE as WAN interface, default gateway must be configured, and if selected WAN interface is in
vlanMux mode, vlan trunk MUST be set via menu "¥lan Trunk Setting’.

Device Info

Advanced Setup

Layer2 Interface Palicy Mame;

WAN Service

LAN Physical LN Port: I ﬂ
¥lan Trunk Setting

NAT

Security Source IP:I—

Parental Control

Quality of Service Uss Interfzce] pppoe_0_0_35/pppd =

Routing Default Gateway:
Default Gateway

Static Route

Policy Routing Save/apply

RIP

3. Table 22 is a description of the different options.

TABLE 22 PoLICY ROUTING CONFIGURATION OPTIONS

Term Description

Policy Name Define policy name.

Physical LAN Port Define physical LAN port.

Source IP Define source IP address.

Use Interface Select the WAN interface. If se-
lect IPOE as WAN interface, de-
fault gateway must be config-
ured, and if selected WAN inter-

112
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Routing Updates

RIP Routing Metric

Term Description

face is in vlanMux mode, VLAN
trunk must be set.

Default Gateway Define default gateway IP add-
erss.

4. Click Save/Apply to save the configuration so that the
changes can take effect.

RIP

The Routing Information Protocol (RIP) is one of the most endur-
ing of all routing protocols. RIP is also one of the more easily
confused protocols because a variety of RIP-like routing protocols
proliferated, some of which even used the same name! RIP and
the myriad RIP-like protocols were based on the same set of algo-
rithms that use distance vectors to mathematically compare routes
to identify the best path to any given destination address. These
algorithms emerged from academic research that dates back to
1957.

The open standard version of RIP today, sometimes referred to as
IP RIP, is formally defined in two documents: Request For Com-
ments (RFC) 1058 and Internet Standard (STD) 56. As IP-based
networks became more and larger in scale, it became apparent
to the Internet Engineering Task Force (IETF) that RIP needed to
be updated. Consequently, the IETF released RFC 1388 in Jan-
uary 1993, which then superseded RFC 1723, which described RIP
2 (the second version of RIP) in November 1994. These RFCs
described an extension of RIP capabilities but did not attempt to
abandon the previous versions of RIP. RIP 2 enabled RIP messages
to carry more information, which permitted the use of a simple
authentication mechanism to secure table updates. More impor-
tantly, RIP 2 supported subnet masks, a critical feature that was
not available in RIP.

This section summarizes the basic capabilities and features as-
sociated with RIP. Topics include the routing update process, RIP
routing metrics, routing stability, and routing timers.

RIP sends routing-update messages at regular intervals and when
the network topology changes. When a router receives a routing
update that includes changes to an entry, it updates its routing
table to reflect the new route. The metric value for the path is
increased by 1, and the sender is indicated as the next hop. RIP
routers maintain only the best route (the route with the lowest
metric value) to a destination. After updating its routing table,
the 931WII immediately begins transmitting routing updates to
inform other network routers of the change. These updates are
sent independently of the regularly scheduled updates that RIP
routers send.

RIP uses a single routing metric (hop count) to measure the dis-
tance between the source and a destination network. Each hop in
a path from source to destination is assigned a hop count value,
which is typically 1. When a router receives a routing update that
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contains a new or changed destination network entry, the 931WII
adds 1 to the metric value indicated in the update and enters the
network in the routing table. The IP address of the sender is used
as the next hop.

RIP Configuration 1. Select Advanced Setup > Routing > RIP to display the in-
terface as shown in Figure 141.

FIGURE 141 RIP CONFIGURATION

Routing -- RIP Configuration

NOTE: RIP CANNOT BE CONFIGURED on the WAN interface which has NAT enabled (such as PPPoE).

Device Info
Advanced Setu To activate RIP for the Wan Interface, select the desired RIP version and operation and place a check in the 'Enabled" checkbox, To
P stop RIP on the YAl Interface, uncheck the ‘Enabled’ checkbox, Click the ‘Apply/Save’ button to start/stop RIP and save the
Layer2 Interface configuration,
WAN Service
LAN
¥lan Trunk Setting — - _
Security nterface| Version | Operation [Enabled
Parental Control atmd 2 j I Passhe j E
Quality of Service ptm0_1 2 | [Passie =l T
Routing
Default Gateway Sawe,/bpply

Static Route
Policy Routing
RIP

Select the desired RIP Version and Operation.

Select the Enabled check-box.

Click Save/Apply to save the configuration so that the
changes can take effect.

PWN
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DNS Server

Domain Name System (or Service or Server) (DNS) is an Internet
service that translates domain names into IP addresses. Because
domain names are alphabetic, they are easier to remember. The
Internet however, is really based on IP addresses. Every time you
use a domain name, therefore, a DNS service must translate the
name into the corresponding IP address. For example, the domain
name www.example.com might translate to 198.105.232.4.

The DNS system is, in fact, its own network. If one DNS server
does not know how to translate a particular domain name, it asks
other DNSs one by one, until the correct IP address is returned.

1. Select Advanced Setup > DNS > DNS Server to display the
interface as shown in Figure 142.

FIGURE 142 DNS SERVER CONFIGURATION OVERVIEW

DNS Server Configuration

Select the configured WaN interface for DNS server information OR enter the static DNS server IP Addresses for single PYC with

Device Info 1Fas, static MER protocal.

Advanced Setup
Layer2 Interface © Dhtain DNS info from 2 WaN interface:
WAN Service Wl Interface selected: |pppoe_0_0_35/pppd =
LAN
¥lan Trunk Setting € Use the fallowing Static DNS IP address:
NAT Primary DNS serverr:

Security " l—
parental Control Secondary DNS server

Quality of Service
Routing
DNS
DNS Server
Dynamic DNS

2. If Obtain DNS info from a WAN interface is selected, device
accepts the first received DNS assignment from WAN connec-
tion.

3. Select the WAN interface from the WAN Interface selected
drop-down list.
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4. If Use the following Static DNS IP address is selected, en-
ter the Primary DNS server andSecondary DNS server.

5. Click Save to save the configuration so that the changes can
take effect.

@ Note:

You must reboot the 931WII to effect the new configuration.

Dynamic DNS

1. Select Advanced Setup > DNS > Dynamic DNS to display
the interface as shown in Figure 143.

FIGURE 143 DYNAMIC DNS CONFIGURATION OVERVIEW

Dynamic DNS

The Dynamic DMS service allows you to alias a dynamic IP address to a static hostame in any of the many domains, allowing your
DSL router to be more easily accessed from various locations on the Intermet.

Device Info
Advanced Setup
Layer2 Interface

Chioose add or Remove to configure Dynamic DS,

WAN Service |Hostname ‘Username |Service |lnterface |Remuve |
LAN
¥lan Trunk Setting
Add | | Rermove
NAT
Security

Parental Control
Quality of Service
Routing
DNS
DNS Server
Dynamic DNS

2. Click Add to display the interface as shown in Figure 144.
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FIGURE 144 ADDING DYNAMIC DNS

Add Dynamic DNS

Device Info This page allows you to add a Dynamic DMS address from DynCMNS.org or TZ20,
Advanced Setup D-DNS id ID DS I
Layer? Interface proEE 8 o
WAN Service
Hostname
LAMN
¥lan Trunk Setting Interface pppoe_0_0_35/pppl =
NAT
Security DynDNS Settings
Parental Control Usernarme I—
Quality of Service
. Pasgword I—
Routing
DNS |
DNS Server =
Dynamic DNS

3. Table 23 is a description of the different options.

TABLE 23 DYNAMIC DNS CONFIGURATION OPTIONS

Field Description

D-DNS provider You can add a Dynamic DNS ad-
dress from DynDNS.org or TZO.

Hostname Enter the dynamic DNS server
hostname.

Interface Select the used WAN interface.
Enter the dynamic DNS server

Username username.

Password Enter the dynamic DNS server

password.

4. Click Save/Apply to save the configuration so that the
changes can take effect.
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DSL Configuration

Select Advanced Setup > DSL to display the interface as shown
in Figure 145.

FIGURE 145 DSL CONFIGURATION

ZTED%

DSL Settings

Select the modulation below. Select the profile below,
Device Info
Advanced Setup ¥ G.omt Enabled ¥ 22 Enahled
e DD ¥ Glite Enabled b Enabled
WAN Service
LAN I T1.413 Enabled ¥ 5 Enabled
Vlan Trunk Setting W aDsL2 Enabled W ad Enabled
NAT
Security V¥ &nnexL Enabled ¥ 12a Enabled
Parental Control W £DSL2+ Enabled F 12b Enabled
Quality of Service
L W wDSL2 Enabled ¥ 17a Enabled
Routing
DNS usn
bst ¥ Enabled
Upnp
Certificate
wireless
Apply /Save:
Diaghostics Pply/S
Management

By default, the 931WII is compatible with all modulation methods
of ADSL2+ and VDSL2.

Un-check VDSL2 Enabled checkbox to disable VDSL2 modulation

@ Note:

You can only select the modulation you are using to enhance the
931WII performance.

Click Save/Apply to save the configuration so that the changes
can take effect.
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IPSec

Internet Protocol Security Associations (IPSec) allows creation of
secure tunnels in the Internet Protocol (IP) layer. Secure tunnels
are used to construct VPNs over the internet. The IPSec proto-
col design includes Internet Security Association Key Management
Protocol (ISAKMP) framework. The Internet Key Exchange (IKE)
protocol is the primary protocol to generate and maintain IPSec
Security Associations (SAs), which are the basic building blocks of
VPNs over the Internet. IKE uses cryptography extensively. How-
ever, cryptography can be regarded as a module to generate a key
and use it to encrypt or decrypt the payload. Once the SAs are
established, the payload is transferred using IPSec Encapsulating
Security Payload (ESP) or Authentication Header (AH) protocols.
In the two payload transfer protocols, ESP and AH, the former is
most widely used and suitable for NAT operation.

IPSec supports two encryption modes: Transport and Tunnel.
Transport mode encrypts only the data portion (payload) of each
packet, but leaves the header untouched. The more secure Tunnel
mode encrypts both the header and the payload. On the receiving
side, an IPSec-compliant device decrypts each packet.

For IPsec to work, the sending and receiving devices must share
a public key. This is accomplished through a protocol known as
ISAKMP/Oakley, which allows the receiver to obtain a public key
and authenticate the sender using digital certificates.

Table of Contents

VPN e 121
ISAKMP e 122
TR E e 123

VPN

A virtual private network (VPN) provides a secure connection be-
tween a sender and a receiver over a public non-secure network
such as the Internet. A secure connection is generally associated
with private networks. (A private network is a network that is
owned, or at least controlled via leased lines, by an organization.)
Using the techniques discussed later in this chapter, a VPN can
transform the characteristics of a public non-secure network into
those of a private secure network. VPNs reduce remote access
costs by using public network resources. Compared to other solu-
tions, including private networks, a VPN is inexpensive.
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VPNs are not new. In fact, they have been used in telephone net-
works for years and have become more prevalent since the devel-
opment of the intelligent network. Frame relay networks, which
have been around for some time, are VPNs. Virtual private net-
works are only new to IP networks such as the Internet. Therefore,
some authors use the terms Internet VPN and virtual private data
network to distinguish the VPN described in this chapter from other
VPNs. In this book, the term VPN refers to Internet VPN.

The goal of a VPN is to provide a secure passage for data of users
over the non-secure Internet. It enables companies to use the
Internet as the virtual backbone for their corporate networks by
allowing them to create secure virtual links between their corpo-
rate office and branch or remote offices via the Internet. The cost
benefits of VPN service have prompted corporations to move more
of their data from private WANs to Internet-based VPNs.

ISAKMP

ISAKMP is a definition of a high level abstract framework for point
to point, two party asymmetric key management protocols. Being
asymmetric one party assumes the role of initiator, which begins
the exchange of protocol messages by sending the first message.
The second is the responder which replies to the first message from
the initiator. ISAKMP makes a distinction between a key exchange
and key management (when the key is rolled to the next one).
Key exchange is mainly concerned with exchanging information to
generate secret keys shared between two parties. ISAKMP nego-
tiation is divided into two phases. In the first phase ISAKMP SA
is established between two entities to protect further negotiation
traffic. The second phase SA is used for some security protocol.

The key exchange protocol must:

= Generate a set of secret keys shared between the initiator and
the responder.

= Authenticate the identity of the initiator and the responder.

= Ensure independence of the sets of keys generated. This prop-
erty is also known as Perfect Forward Secrecy (PFS).

= Key exchange protocol must be scalable.

Once the keys are generated and shared, there must be some
parameters agreed between the parties to use the keys. The fol-
lowing are the parameters to use the keys:

= Cryptographic algorithms and parameters to the cryptographic
algorithms to be used with the keys.

= How to apply the cryptographic algorithms and keys.
= Key lifetime and refreshment policy.

122
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IKE

The Internet Key Exchange (IKE) protocol is a key management
protocol standard which is used in conjunction with the IPSec stan-
dard. IPSec is an IP security feature that provides robust authen-
tication and encryption of IP packets. IPSec can be configured
without IKE, but IKE enhances IPSec by providing additional fea-
tures, flexibility, and ease of configuration for the IPSec standard.

IKE is a hybrid protocol which implements the OAKLEY key
exchange and SKEME key exchange inside the Internet Security
Association and Key Management Protocol (ISAKMP) framework.
(ISAKMP, OAKLEY, and SKEME are security protocols implemented
by IKE.).

= OAKLEY: Describes a specific mechanism for exchanging keys
through the definition of various key exchange "modes”. Most
of the IKE key exchange process is based on OAKLEY.

= SKEME: Describes a different key exchange mechanism than
OAKLEY. IKE uses some features from SKEME, including its
method of public key encryption and its fast re-keying feature.
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Parental Control
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Time Restriction

Select Advanced Setup > Parental Control > Time Restric-
tion to display the interface as shown in Figure 146.

FIGURE 146 TIME RESTRICTION OVERVIEW

Access Time Restriction — A maximum 16 entries can be configured.

Device Info |Username ‘MAC |Mon |Tue |Wed |Thu |Fri |Sat |Sun |Start |St|:|p |Remove |
Advanced Setup

Layer2 Interface A_ddl E— |
WAN Service

LAN

¥lan Trunk Setting
Security

Parental Control

Time Restriction
Url Filter
Quality of Service
Routing
DSL
Upnp
Certificate
Wireless
Diagnostics
Management

Click Add to display the interface as shown in Figure 147.
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FIGURE 147 TIME RESTRICTION CONFIG

Access Time Restriction

Device Info This page adds time of day restriction to a special LAN device connected to the Router, The Browser's MAC Address' automatically
displays the MAC address of the LAN device where the browser is running, To restrict otter LAN device, click the Other MAC
Address button and enter the MAC address of the other LaN device, To find out the MAC address of a windows based PC, go o
command window and type ipconfig Jall.

Advanced Setup
Layer2 Interface
WAN Service

LAN User Name l—
¥lan Trunk Setting
Security @ erowser's MAC Address  [00:1e:90:37.50:bS
Parental Control © Other MAC Address l—
Time Restriction (ORI HC00)
url Filter
Quality of Service bays of the wesk Mnnhuewedhhuhi Eatbun‘
Rotig Fick o el SIS
EEII;IJ Start Blocking Time thh:mm)
Certificate End Blocking Tirne (hhirmm)
Wireless Save/Apply
Diagnostics
Management

Table 24 is a description of the different options.

TABLE 24 TIME RESTRICTION CONFIGURATION OPTIONS

Term Description
User name Define the restriction name.
Browser’s MAC Address Automatically displays the MAC

address of the LAN device where
the browser is running.

Other MAC Address To restrict other LAN device, enter
the MAC address of the other LAN
devices.

Days Of the Week Select the blocking day in a week.

Starting Blocking Time/Ending | Define the starting and tending
Blocking Time blocking time.

Click Save/Apply to save the configuration so that the changes
can take effect.

URL Filter

1. Select Advanced Setup > Parental Control > URL Filter to
display the interface as shown in Figure 148.
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2.

3.

4.
5.

FIGURE 148 URL FILTER OVERVIEW

URL Filter -- Please select the list type first then configure the list entries. Maximum 100 entries can be configured.

Mote: URL List Type indicates the filker mode you select, 'Exclude’ means the websites in the enfries below are blocked while others
Device Info are allowed,
Advanced Setup and Include’ means that all websites are blocked except those configured in the entries below,
Layer2 Int.erface You must restart the modem for the configuration o take effect!
WAN Service
LAN )
Vlan Trunk Setting VRLLEEType: & Bchede # Inchude
Security
Parental Control
Time Restriction rilE ,ﬁ (HEEE
uUrl Filter
Quality of Service Add | | Remave
Routing
DSL
Upnp
Certificate
Wireless
Diagnostics
Management

Table 25 is a description of the different options.

TABLE 25 URL FILTER BAsSIiC CONFIGURATION OPTIONS

Term Description

Exclude Websites in the entries are
blocked while others are al-
lowed.

Include All websites are blocked except
those configured in the entries
below.

Click Add to enter the interface as shown in Figure 149.

FIGURE 149 URL FILTER CONFIG

Parental Control -- URL Filter Add

Enter the URL address and port number then click to add the entry to the URL filter,

Device Info

Advanced Setup e li(e,g, hittp: /farwe. z12.c0m.cn, which means all pages on this website will
LayerZ Interface URL Address: be filtered )
WAN Service Port Murmber : (Default 20 will be applied if leave blank.)
LAN

Ylan Trunk Setting
Security Save/Apply
Parental Control
Time Restriction
url Filter
Quality of Service
Routing
DSL
Upnp
Certificate
wireless
Diagnostics
Management

Input the URL Address and Port Number.
Click Save/Apply to save the configuration so that the
changes can take effect.
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@ Note:

You must restart the Modem for the configuration to take effect.
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UPNP Configuration

Select Advanced Setup > Upnp to display the interface as shown
in Figure 150.

FIGURE 150 UPNP CONFIG

Upnp Configuration

¥ Enable or dishable Upnp protocol

Device Info

Advanced Setup
Layer2 Int.erface Save/apply |
WAN Service
LAN
¥lan Trunk Setting
Security
Parental Control
Quality of Service
Routing
DSL
Upnp
Certificate

Wireless

Diagnostics

Management

Select Enable or disable Upnp protocol checkbox to enable the
UPNP function

Click Save/Apply to save the configuration so that the changes
can take effect.

@ Note:

The operating system of the PC must be Windows ME or Windows
XP. Check whether the UPnP function is installed in the PC. You
may need to retrospectively install the UPnP components, even on
systems with Windows XP or Windows ME. Refer to the User Guide
of your PC.

After you install UPnP in the operating system of a PC and activate
it in the 931WII, applications on this PC (for example, Microsoft
Messenger) can communicate via the Internet without authoriza-
tion. In this case, the 931WII automatically implements port for-
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warding, thereby facilitating communication via the Internet. The
task bar in the PC in which UPnP is installed contains an icon for
the 931WII. In a Windows XP system, the icon is also shown under
network connections. Click this icon and the user interface of the
931WII appears.

@ Note:

When the UPnP function is active, system applications can assign
and use ports on a PC. This poses a security risk.
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Certificate Configuration

Select Advanced Setup > Certificate to display the interface as
shown in Figure 151.

FIGURE 151 LOCAL CERTIFICATE OVERVIEW

Local Certificates

Add, Yiew or Remove certificates from this page. Local certificates are used by peers to verify your identity,

Device Info Maximum 4 certificates can be stored.

Advanced Setup
Layer2 Interface

WAN Service ‘Name |In Use |Buhie|:t |Type ‘Actil:ln |

LAN

plan T.runk Seting Create Certificate Reguest | Import Certificate |
Security

Parental Control
Quality of Service
Routing
DSL
Upnp
Certificate
Local
Trusted CA
Wireless
Diagnostics
Manhagement

For either type of certificate, the page shows a list of certificates
stored in the modem.

In this menu, two items appear: Local and Trusted CA:

= Local: local certificates, to preserve the identity of the mo-
dem.

= Trusted CA: trusted Certificate Authority certificates which are
used by the modem to verify certificates from other hosts.

You can create local certificates in either of the following two ways:

= Create a new certificate request, have it signed by a certificate
authority and load the signed certificate.

= Import an existing signed certificate directly.
Table of Contents

Create New Local Certificate .......ccoovviiiiiiiiiii e 132
Import An Existing Local Certificate.......ccoovvviiiiiiiiiiiiccinnns 134
Import Trusted CA Certificates.......cocviviviiiiiiiiiiaes 135
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Create New Local Certificate

1. Click Create Certificate Request in above interface to enter
the interface as shown in Figure 152.

FIGURE 152 CREATE NEW CERTIFICATE REQUEST

Create new certificate request

Device Info letter Country Code for the certificate,

To generate a certificate signing request you need o inchude Cormmon Name, Organization Mame, State/Province Mame, and the 2-

Advanced Setup . -
Layer?2 Interface Certificate Name: mycertificate

WAN Service Cammen Nams 2t2 com

LAN Qrganization Mame: 2te

vlan Trunk Setting State/Province Hame: shanghail|

Security Country/region Mame: CH (China) =

Parental Control
Quality of Service
Routing
DSL
Upnp
Certificate
Local
Trusted CA
Wireless
Diagnostics
Management

Apply

Table 26 is a description of the different options.

TABLE 26 CREATE CERTIFICATE REQUEST CONFIGURATION OPTIONS

Field

Description

Certificate name

Creates an SSL certificate in the
specified certificate repository
(administrator’s or domain’s re-
pository) by using a private key
file and a corresponding certifi-
cate file.

Common Name

The common name is the fully
qualified domain name (FQDN)
used for DNS lookups of your
server (for example, www.my-
domain.com). Browsers use this
information to identify your Web
site. Some browsers refuse to
establish a secure connection
with your site if the server name
does not match the common
name in the certificate. Do not
include the protocol specifier
"http://" or any port numbers
or pathnames in the common
name. Do not use wildcard char-
acters such as * or ?, and do not
use an IP address.

Organization Name

The name of the organization to
which the entity belongs (such
as the name of a company).
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Field

Description

State/Province Name

This is the name of the state
or province where your organ-
ization’s head office is located.
Please enter the full name of the
state or province.

Country/Region Name

This is the two-letter ISO abbre-
viation for your country (for ex-
ample, GB for the United King-

dom).

2. Click Apply and wait several seconds, the generated certificate
request is displayed as shown in Figure 153.

FIGURE 153 GENERATE CERTIFICATE REQUEST

Device Info
Advanced Setup
Layer2 Interface
WAN Service
LAN
wlan Trunk Setting
Security
Parental Contral
Quality of Service
Routing
DSL
Upnp
Certificate

Local

Trusted CA
Wireless
Diagnostics
Management

Certificate signing request
Certificate signing request successfully created. Note a request is not yet functional - have it signed by a Certificate Authority and

Inad the signed certificate to this device.

MName mycertificatel
Type request
Subject CM=zte/0=zte/ST=shanghai/C=CN

Signing Request

————— -BEGIN CERTIFICATE REQUEST-——--

MIThezCHAQTRADASIE g YDUGQD] DDAKFgNVBADTASpOZ TERMARGALUE
CEMLc2hhbmdoVWkxCzATEgHVBAT TARNOMIGEMADGCS G STh3DAEBAQUALLGNADCE
10KEgUDMAU1PvH w86t/ F 77307 St+C0i0NdMdoLktn/y1¥8T I3/ Sx ITTKWEI zEHX

2/ uK/QolHTr k4T rar 10zNMK 32 rk0 2T rE1 L ¥ DR T INDGx0v1V3k3IBN1 v66F I8
gmd dnHTabVmwEMI/ 11P/fTV02qF alE ] AN+CwZEaDE2 4K wilHywID AQBoAlwDQTT
KoIThvcNAQEERQADz TEAZGHo 11kz 2T 3wyf+uwOUT8x 8630/ F09GGsyMAcF 0/ TEdo
SaT0ef In/GMi641z i SDICRI VIAcFOUQT In2 aURyEt REXUE SO Tt v2 VWyf EAHVNz
500U/ /xoFQpiTIcODT TPt t+251/ 14 NBy/ r/x 1 JHIKEPG EqeEuFQ+EE1TtEG o D=

Back Load Signed Certificate

3. The certificate request needs to be submitted to a certificate
authority, which signs the request.
The signed certificate needs to be loaded into modem, click
Load Signed Certificate in Figure 153, or Load Signed in
the Local Certificates home page as shown in Figure 154.

4.
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FIGURE 154 GENERATED CERTIFICATE COMPLETED

Device Info
Advanced Setup
Layer2 Interface
WAN Service
LAN
¥lan Trunk Setting
Security
Parental Control
Quality of Service
Routing
DSL
Upnp
Certificate
Local
Trusted CA
wireless
Diagnostics
Management

Local Certificates

add, Wiew or Rermove certificates from this page. Local certificates are used by peers to verify your identity,
Maximum 4 certificates can be stored.

Name In Use |Subject Type |Action
mycertificate CN=zte.comfO=zte/ST=changhai/C=CN |request | View Load Signed Remaove

Create Certificate Request

Irmport Certificate |

Paste the signed certificate as shown in Figure 155.

FIGURE 155 LOAD CERTIFICATE

Device Info
Advanced Setup
Layer2 Interface
WAN Service
LAN
¥lan Trunk Setting
Security

Parental Control
Quality of Service
Routing

DSL

Upnp

Certificate

Local

Trusted CA
Wireless
Diagnostics
Management

Load certificate

Paste signed certificate,

Certificate

Name: rrycertificatel

certificate

Import An Existing Local
Certificate

Click Import Certificate in above interface to enter the interface

as shown in .
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Paste both certificate and corresponding private key, as shown in
Figure 156.

FIGURE 156 IMPORT CERTIFICATE

Import certificate

Enter certificate narme, paste certificate content and private key.

Device Info

Advanced Setup EE;ISFate l—

Layer?2 Interface
WAN Service <insert certificate here>
kav = END CERTIFICATE--——-
¥lan Trunk Setting
Security
Parental Control
Quality of Service
Routing
DSL certificate:
upnp
Certificate
Lacal
Trusted CA
Wireless
Diagnostics
Management

(0| K1

Management

Management

Private Key

Management

Management

Apply

Click Apply to save the configuration so that the changes can take
effect.

Import Trusted CA
Certificates

Select Advanced Setup > Certificate > Trusted CA to display
the interface as shown in Figure 157.
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FIGURE 157 TRUSTED CA CERTIFICATES

Trusted CA (Certificate Authority) Certificates

Add, View or Remove certificates from this page. CA certificates are used by you to verify peers’ certificates,

Device Info Maximum 4 certificates can be stored.

Advanced Setup
Layer2 Interface

WAN Service |Name |5ubiect |vae |Actiun |
LAN

lan T.runk SELtuy Irnport Certificate
Security

Parental Control
Quality of Service
Routing
DSL
Upnp
Certificate

Local

wireless
Diagnostics
Management

Click Import Certificate to display the interface as shown in Fig-
ure 158, CA certificate can only be imported.

FIGURE 158 IMPORT CERTIFICATE

Import CA certificate

certificate

Device Info

Advanced Setup ﬁz;:n?ate l—

LA GESREED || e BEGIN CERTIFICATE-—-—— B
WAN Service <insert certificate here>
Ly e END CERTIFICATE--——-
¥lan Trunk Setting
Security
Parental Control
Quality of Service
Routing
DSL certificate:
Upnp
Certificate
Local
Trusted CA
Wireless
Diagnostics
Management
|
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Client Mode

Table of Contents
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Overview

Wireless Network

There are two types of wireless network set up:
= Client Mode (infrastructure)
= Ad Hoc Mode (peer-to-peer)

Client Mode is an 802.11 networking framework, as shown in Fig-
ure 159, in which devices communicate with each other by first
going through a wireless router or access point. Wireless devices
can communicate with each other or can communicate with a wired
network. Generally, a majority of small businesses and home users
operate in Client Mode because they require access to the wired
LAN (usually from broadband or cable Internet providers) in order
to use services such as file servers or printers.
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FIGURE 159 CLIENT MODE

&

Wireless Infrastructure Network

Ad Hoc Mode Ad Hoc (sometimes referred to as peer-to-peer), is a type of wire-
less network allowing a wireless adapter or other Ethernet-ready
device to connect directly to another wireless adapter or Ether-
net-ready device. Its network protocol is as shown in Figure 160.

FIGURE 160 AD Hoc MODE

&
&
&

Wireless Ad-hoc: Netwark

About the Guw5.5766-5

The Guw5.5Z66-5 Wi-Fi® certified IEEE 802.11g compliant wire-
less access point allows multiple computers to connect wirelessly

to your local network over the Guw5.5Z66-5 Wireless LAN envi-
ronment.
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The Guwb5.5Z66-5 is backward compatible with IEEE 802.11b,
which means 802.11b and 802.11g devices can coexist in the
same wireless network.

The Wireless Distribution System (WDS) on your Guw5.5Z66-5 al-
lows you to extend the range of your wireless network. To be able
to use WDS, you need to introduce an additional WDS-enabled ac-
cess point into your wireless network. To be able to connect the
computers, make sure that a wireless client adapter (WLAN client)
is installed on each computer you want to connect via the WLAN.

Wireless LAN Basics

Some basic understanding of 802.11b/g wireless technology and
terminology is useful when you are setting up the 931WII or any
wireless access point. If you are not familiar with wireless net-
works please take a few minutes to learn the basics.

Basic terms

Typical wireless network topology is as shown in Figure 161.

FIGURE 161 TYPICAL WIRELESS NETWORK TOPOLOGY

MCIA card

ACCESS

A few terms in the figure should be understood, explanation is as
shown in Table 27.
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TABLE 27 WLAN BAsic TERMS

Term Description

AP Short for Access Point, a hardware
device or the software of a com-
puter that acts as a communica-
tion hub for users of a wireless de-
vice to connect to a wired LAN. APs
are important for providing rein-
forced wireless security and for ex-
tending the physical range of serv-
ice a wireless user has access to.

STA Any device that contains an IEEE
802.11 conformant medium ac-
cess control (MAC) or physical
layer (PHY) interface to the wire-
less medium (WM).

SSID Wireless networks use a Service
Set Identifier (SSID) to allow wire-
less devices to roam within the
range of the network. Wireless
devices that wish to communicate
with each other must use the same
SSID. Several access points can be
set to use the same SSID, so that
wireless stations can move from
one location to another without
losing connection to the wireless
network. The Guw5.5Z66-5 op-
erates in Infrastructure mode. It
controls network access on the
wireless interface in its broadcast
area. It allows access to the wire-
less network by devices that use
the correct SSID after a nego-
tiation process takes place. By
default, the Guw5.5Z66-5 broad-
casts its SSID so that any wireless
station in range can learn the SSID
and ask permission to associate
with it. Many wireless adapters
are able to survey or scan the
wireless environment for access
points. An access point in Infra-
structure mode allows wireless
devices to survey that network
and select an access point with
which to associate. You may dis-
able SSID broadcas

Wireless Standard

Wireless Standard includes 802.11a, 802.11b, 802.11g, and
802.11n.

= 802.11b

IEEE expanded the original 802.11 standard in July 1999, cre-
ating the 802.11b specification. 802.11b supports bandwidth
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up to 11 Mbps, comparable to traditional Ethernet. 802.11b
uses the same unregulated radio signaling frequency (2.4 GHz)
as the original 802.11 standard. Vendors often prefer using
these frequencies to lower their production costs.

Being unregulated, 802.11b devices can incur interference
from microwave ovens, cordless phones, and other appli-
ances using the same 2.4 GHz range. However, by installing
802.11b devices a reasonable distance from other appliances,
interference can easily be avoided.

802.11g

In 2002 and 2003, WLAN products supporting a newer stan-
dard called 802.11g emerged on the market. 802.11g at-
tempts to combine the best of both 802.11a and 802.11b.

802.11g supports bandwidth up to 54 Mbps, and it uses the
2.4 GHz frequency for greater range. 802.11g is backwards
compatible with 802.11b, meaning that 802.11g access points
work with 802.11b wireless network adapters and vice versa.

802.11a

While 802.11b was in development, IEEE created a second ex-
tension to the original 802.11 standard called 802.11a. Be-
cause 802.11b gained popularity much faster than 802.11a, it
is believed that 802.11a was created after 802.11b. In fact,
802.11a was created at the same time. Due to its higher
cost, 802.11a is usually found on business networks whereas
802.11b better serves the home market.

802.11a supports bandwidth up to 54 Mbps and signals in a
regulated frequency spectrum around 5 GHz. This higher fre-
quency compared to 802.11b shortens the range of 802.11a
networks. The higher frequency also means 802.11a signals
have more difficulty penetrating walls and other obstructions.

Because 802.11a and 802.11b utilize different frequencies, the
two technologies are incompatible with each other. Some ven-
dors offer hybrid 802.11a/b network devices, but these prod-
ucts merely implement the two standards side by side (each
connected devices must use one or the other).

Use Table 28 below to get some quick information to help you
differentiate between the available wireless networking standards.

TABLE 28 WIRELESS NETWORKING STANDARDS

Modu- Pros/Cons

Standard Data Rate lation Security & More
Scheme Info

This speci-

Up to 2 .

- fication has

TEEE802.11 | MDPs in the | FHSS = or | \yep & wpA | been  ex-
2.4 GHz | DSSS .

band tended into
802.11b.
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Standard

Data Rate

Modu-
lation
Scheme

Security

Pros/Cons
& More
Info

IEEE
802.11a
(Wi-Fi)

Up to 54
Mbps in the
5 GHz band

OFDM

WEP & WPA

Products
that ad-
here to this
standard
are consid-
ered “Wi-Fi
Certified”.
Eight avail-
able chan-
nels. Less
potential for
RF interfer-
ence than
802.11b
and
802.11g.
Better than
802.11b at
supporting
multime-
dia voice,
video and
large-image
applications
in densely
populated
user envi-
ronments.
Relatively
shorter
range than
802.11b.
Not intero-
perable with
802.11b.

IEEE
802.11b
(Wi-Fi)

Up to 11
Mbps in the
2.4 GHz
band

DSSS with
CCK

WEP & WPA

Products
that ad-
here to this
standard
are consid-
ered “Wi-Fi
Certified”.
Not intero-
perable with
802.11a.
Requires
fewer
access
points than
802.11a for
coverage of
large areas.
Offers high-
speed ac-
cess to data
at up to 300
feet from
base sta-
tion. 14
channels
available in
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Standard

Data Rate

Modu-
lation
Scheme

Security

Pros/Cons
& More
Info

the 2.4GHz
band (only
11 of which
can be used
in the U.S.
due to FCC
regulations)
with only
three non-
overlapping
channels.

IEEE
802.11g
(Wi-Fi)

Up to 54
Mbps in the
2.4 GHz
band

OFDM above
20Mbps,
DSSS with
CCK below
20 Mbps

WEP & WPA

Products
that ad-
here to this
standard
are consid-
ered “Wi-Fi
Certified”.
May replace
802.11b.
Improved
security
enhance-
ments over
802.11.
Compati-
ble with
802.11b.
14 channels
available in
the 2.4GHz
band (only
11 of which
can be used
in the U.S.
due to FCC
regulations)
with only
three non-
overlapping
channels.

@ Note:

Maximum wireless signal rate based on IEEE Standard 802.11g
specifications is 54 Mbps. But actual data throughput varies. Net-
work conditions and environmental factors, including volume of
network traffic, building materials and construction, and network

overhead causes lower actual data throughput rate.
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WEP

WPA

802.1x

Wireless Security

Various security options are available on the Guw5.5Z66-5 includ-
ing open or WEP, 802.1x, WPA, WPA-PSK, WPA2 and WPA2-PSK.
The following section describes some authentications.

Wireless Encryption Protocol (WEP) is part of the IEEE 802.11 wire-
less networking standard and was designed to provide the same
level of security as that of a wired LAN. Because wireless net-
works broadcast messages using radio, they are susceptible to
eavesdropping, WEP provides security by encrypting data over ra-
dio waves so that it is protected as it is transmitted from one end
point to another.

WEP was the encryption scheme considered to be the initial stan-
dard for first generation wireless networking devices. However, it
has been found that WEP is not as secure as once believed. WEP is
used at the two lowest layers of the OSI model - the data link and
physical layers; it therefore does not offer end-to-end security.

The major weakness of WEP is its use of static encryption keys.
When you set up a router with a WEP encryption key, that key is
used by every device on your network to encrypt every packet that
is transmitted. But the fact that packets are encrypted does not
prevent them from being intercepted, and due to some technical
flaws it is entirely possible for an eavesdropper to intercept enough
WEP-encrypted packets to eventually deduce what the key is.

Wi-Fi Protected Access (WPA) debuts to address many shortcom-
ings of WEP. It includes two improvements over WEP:

=  Improved data encryption through the temporal key integrity
protocol (TKIP). TKIP scrambles the keys using a hashing al-
gorithm and, by adding an integrity-checking feature, ensures
that the key is not tampered.

= User authentication, which is generally missing in WEP, through
the extensible authentication protocol (EAP). WEP regulates
access to a wireless network based on a computer’s hard-
ware-specific MAC address, which is relatively simple to be
sniffed out and stolen. EAP is built on a more secure pub-
lic-key encryption system to ensure that only authorized net-
work users can access the network.

To encrypt a network with WPA Personal/PSK, you should set up
your router not with an encryption key, but rather with a plain-Eng-
lish passphrase between 8 and 63 characters long. Using a tech-
nology called TKIP, that passphrase, along with the network SSID,
is used to generate unique encryption keys, which are constantly
changed, for each wireless client. Although WEP also supports
passphrases, it does so only as a way to more easily create static
keys, which are usually comprised of the hex characters 0-9 and
A-F.

The 802.1x standard is designed to enhance the security of wire-
less local area networks (WLANS) that follow the IEEE 802.11 stan-
dard. 802.1x provides an authentication framework for wireless
LANs, allowing a user to be authenticated by a central authority.
The actual algorithm that is used to determine whether a user is
authentic is left open and multiple algorithms are possible.
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WPS

802.1X uses an existing protocol, the Extensible Authentication
Protocol (EAP, RFC 2284), that works on Ethernet, Token Ring, or
wireless LANs, for message exchange during the authentication
process.

In a wireless LAN with 802.1X, a user (known as the supplicant)
requests access to an access point (known as the authenticator).
The access point forces the user (actually, the client software of
the user) into an unauthorized state that allows the client to send
only an EAP start message. The access point returns an EAP mes-
sage requesting the identity of the user. The client returns the
identity, which is then forwarded by the access point to the au-
thentication server, which uses an algorithm to authenticate the
user and then returns an accept or reject message back to the
access point. Assuming an accept was received, the access point
changes the client’s state to authorized and normal transmission
can take place.

The authentication server may use the Remote Authentication
Dial-In User Service (RADIUS), although 802.1x does not specify
it.

Wi-Fi Protected Setup (WPS), was introduced and developed by
the Wi-Fi Alliance (http://www.wi-fi.org/) to help standardize and
simplify ways of setting up and configuring security on a wireless
network.

Traditionally, users would have to manually create a wireless net-
work name (SSID), and manually enter a creative, yet predictable
security key on both the access point and the client, to prevent
unwanted access to their wireless network. This entire process
requires the users to have the background knowledge of the
Wi-Fi devices and the ability to make the necessary configuration
changes.

WPS was introduced to relieve and remove all of the guess work of
securing a wireless network by typing a short PIN (numeric code)
or pushing a button (Push-Button Configuration, or PBC). On a new
wireless network, WPS automatically configures a wireless network
with a network name (SSID) and strong WPA data encryption and
authentication. WPS is designed to support various Wi-Fi certified
802.11 products ranging from access points, wireless adapters,
Wi-Fi phones, and other consumer electronics devices.

Advantages of WPS:

= WPS automatically configures the network name (SSID) and
WPA security key for the access point and the WPS enabled
client devices on a network. You do not need to know the
SSID and security keys or passphrases when connecting WPS-
enabled devices.

= No one can guess or figure out your security keys or passphrase
because the keys are randomly generated. You need not enter
predictable passphrases or long sequences of hexadecimals.
Information and network credentials are securely exchanged
over the air using the EAP, one of the authentication protocols
used in WPA2.

=  WPS has been integrated and supported in Windows Vista.
Currently, Windows Vista only works in Registrar mode.

Disadvantages of WPS:
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Radio Transmis-

sion

Antenna

Range

Radio Channel

= It does not support Ad-Hoc mode or network where wireless
devices communicate directly with each other without an ac-
cess point. All Wi-Fi devices in the network must be WPS certi-
fied or WPS-compatible, otherwise you cannot take advantage
of the ease of securing the network.

= Difficult to add a non-WPS client device to the network because
of the long sequences of hexadecimal characters generated by
the WPS technology. As this technology is fairly new, not every
vendor supports the WPS technology.

Wireless Client requirements

WLAN devices use electromagnetic waves within a broad, unli-
censed range of the radio spectrum to transmit and receive ra-
dio signals. When a wireless access point is present, it becomes
a base station for the WLAN nodes in its broadcast range. WLAN
nodes transmit digital data using frequency modulation (FM) radio
signals. WLAN devices generate a carrier wave and modulate this
signal using various techniques. Digital data is superimposed onto
the carrier signal. This radio signal carries data to WLAN devices
within range of the transmitting device.

The antennae of WLAN devices listen for and receive the signal.
The signal is demodulated and the transmitted data is extracted.
The transmission method used by the access point is called Di-
rect Sequence Spread Spectrum (DSSS) and DSSS is operated in
a range of the radio spectrum between 2.4 GHz and 2.5 GHz for
transmission. See the expert technical specifications for more de-
tails on wireless operation.

Direct the external antenna to allow optimization of the wireless
link. If for example the antenna is erect, wireless links in the
horizontal plane are favored.

Note that the antenna characteristics are influenced by the envi-
ronment, that is, by reflections of the radio signal against walls
or ceilings. It is advisable to use the received signal strength as
indicated by the wireless client manager to optimize the antenna
position for the link to a given client. Concrete walls weaken the
radio signal and thus affect the connection.

Range should not be a problem in most homes or small offices. If
you experience low or no signal strength in some areas, consider
positioning the 931WII in a location between the WLAN devices
that maintains a roughly equal straight-line distance to all devices
that need to access the 931WII through the wireless interface.
Adding more 802.11g access points to rooms where the signal is
weak can improve signal strength.

The 802.11g standard allows several WLAN networks using differ-
ent radio channels to be co-located. The Guw5.5Z66-5 supports
multiple radio channels and is able to select the best radio channel
at each startup. You can choose to set the channels automatically
or manually. Different channels overlap. To avoid interference with
another access point, make sure that the separation (in terms of
frequency) is as high as possible. It is recommended to keep at
least 3 channels between 2 different access points.
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The Guw5.5Z66-5 supports all channels allowed for wireless net-
working. However, depending on local regulations, the number of
channels actually allowed to be used may be restricted, as shown

in Table 29.

TABLE 29 RADIO CHANNEL RESTRICTION

Regulatory Domain Allowed Radio Channels

China 1to 13

Europe 1to 13

Israel 5to 8

Japan 1to 14

Jordan 10 to 13

Thailand 1to 14

USA / Canada 1to 11

Wireless Distribution System

The WLAN series of APs use wireless ports to interconnect BSS
areas.

WDS is commonly used in areas requiring multiple APs, where
wiring is not possible or costly, and is used for providing backup
paths between APs.

The number of ports on an AP available for the WDS depends on
the AP model. The 520wl for example, allows up to six WDS links.
The same frequency channels must be used on each end of a WDS
link.

The same PC card that supports a BSS area can be used for a
WDS link. The packet flow through the WDS is very similar to
the standard DS except it uses the wireless ports instead of the
Ethernet port.

Configure Wireless
Connection

Wireless - Basic

Select Wireless > Basic to display the interface as shown in Fig-

ure 162.
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FIGURE 162 WIRELESS - BASIC

Device Info
Advanced Setup
Wireless
Basic
Security
Advanced
Station Info
Diagnostics
Management

Wireless--Basic

This page allows you to configure hasic features of the wireless LAN interface. fou can enable or disable the wireless LAN
interface, hide the network from active scang, set the wireless network name (also known as SSID) and restrict the channel set
based on country reguirements.,

Mote: Legal SSID can contain 0-9,4-Z,a-z,_~@, #,§,5.

Click "Apply" to configure the basic wireless options,

iM | Enable Wireless
Hide Accese Point
Clients Isolation

T Disable WM Advertise

SSID: IZXDSLQSIWH
BSSID: 02:10:18:01:00:02
Country/Region: [CHINA |

Mz Clients: 16

wireless - Guest/Virtual Access Points:

Isolate pleshe Max
Enabled |SSID Hidden | " WMV . BSSID
Clients .__|Clients
Advertise
- |w\D,Guest1 - [nl - 15 s
r [wio_cuest2 r r r 16 |nis
i [o_Guesta Oo|- o RS
Save/anply

This page allows you to configure basic features of the WLAN in-
terface. You can enable or disable the WLAN interface, hide the
network from active scans, set the wireless network name (also
known as SSID) and restrict the channel set based on country re-
quirements.

Table 30 is the description of the different options.

TABLE 30 WIRELESS BASIC CONFIGURATION OPTIONS

Field Description

Enable Wireless

Select this check box to enable
wireless. If this check box is not
selected, the Hide Access Point,
Clients Isolation, Disable WMM
Advertise, SSID, BSSID, Coun-
try/Region, Max Clients, Wire-
less — Guest/Virtual Access Points
boxes are not displayed.

Hide Access Point

Select this check box if you want
to hide any access point for your
router, so a station cannot obtain
the SSID through passive scan-
ning.
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Field

Description

Clients Isolation

When many clients connect to the
same access point, they can ac-
cess each other. If you want to
disable the access between clients
which connect the same access
point, you can select this check
box.

Disable WMM Advertise

Wi-Fi multimedia (WMM) can pro-
vide high-performance multimedia
voice and video data transfers.

SSID

The SSID is the network name
shared among all points in a wire-
less network. The SSID must be
identical for all points in the wire-
less network. It is case-sensitive
and must not exceed 32 characters
(use any of the characters on the
keyboard). Make sure this setting
is the same for all points in your
wireless network. For added se-
curity, you should change the de-
fault SSID to a unique name.

Country/Region

The name of the country with
which your gateway is configured.
This parameter further specifies
your wireless connection. For
example, the channel adjusts ac-
cording to the region to adapt
to the frequency provision of the
specific region.

Max Clients

Specifies the maximum number
of wireless client stations that can
be connected to the AP. Once the
clients exceed the max vlaue, all
other clients are refused. The
value range is between six and
ten.

Wireless - Guest/Virtual
Points

Access

If you want to make Guest/Virtual
network function available, you
must select those check boxes in
the table below. In the current
software version, three virtual ac-
cess points can be configured.

Click Save/Apply to save the basic wireless options so that the

changes can take effect.

Wireless—Security

This device is equipped with 802.1X and WPA/WPA2 (Wi-Fi Pro-
tected Access), the latest security standard. It also supports the
legacy security standard WEP.
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By default, wireless security is disabled and authentication is open.
Before enabling the security, consider your network size, complex-
ity, and existing authentication infrastructure, and then determine
the solution to adopt.

No Encryption

Select Wireless > Security to display the interface as shown in

Figure 163.

FIGURE 163 WIRELESS—SECURITY (NO ENCRYPTION)

Device Info
Advanced Setup
Wireless

Basic

AT
Advanced
Station Info
Diagnostics
Management

Wireless -- Security

This page allows you to configure security features of the wireless LAM interface,
‘You may setup configuration manually

OR
through WiFi Protcted Setup(WWPS)

WSC Setup

Enzhle WSC Disabled =
Manual Setup AP
‘You can set the network authentication method, selecting data encryption,
specify whather a network key is required to authenticate to this wireless network and specify the encryption strangth .
Click "Save/Apply" when done,
Select SSID: IXDSLO3IWII

Metwork suthentication: Open -

Sawebpply

This page allows you can configure security features of the WLAN
interface. You can set the network authentication method, select-
ing data encryption, specify whether a network key is required to
authenticate to this wireless network and specify the encryption

strength.

Table 31 is the description of the different options.

TABLE 31 WLAN SECURITY NO ENCRYPTION CONFIGURATION OPTIONS

Field Description
Select SSID Select the wireless LAN of SSID to
configure security features.
Network Authentication Set the authentication mode for

the selected wireless LAN of SSID
to Open.

Click Save/Apply to save the WLAN security options so that the
changes can take effect.
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64-bit WEP

Select Wireless > Security to enter Security configuration inter-
face. Select 64-bit in Encryption Strength to display the inter-
face as shown in Figure 164.

FIGURE 164 WIRELESS—SECURITY (64-B1T WEP)

Wireless - Security

This page allows you to configure security features of the wireless LA interface

Device Info You may setup configuration manually
Advanced Setup OR
Wireless through WiFi Protcted Setup(WPS)

Basic

Security

Advanced WSE setup

Station Info Enable Wt [pioaieals]
Diagnostics
Management

Manual Setup AP

You can set the network authentication method, selecting data encryption,
specify whether a network key is required to authenticate to this wireless network and specify the sncryption strength .
Click "Save/Apply" when dane,

Select SSI0: ZEDSLO3IWII »

Metwork suthentication: Open -
WEP Encryption: Enabled |+

Encryption Strength: 64-bit =

Current Metwork Key: 1~

Metwork Key 1t 12345

Metwork Key 2@ 12345

Metwork Key 3t 12245

Metwork Key 4: 12345

Enter 13 ASCH characters or 26 hexadecimal digits for 128-bit encryption keys
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys

Sawebpply

Table 32 is the description of the different options.

TABLE 32 WLAN SECURITY 64-BIT WEP ENCRYPTION CONFIGURATION
OPTIONS

Field Description

Network Authentication Select the authentication mode for
the selected wireless LAN of SSID
to be Open or Shared.

WEP Encryption Enable WEP Encryption.

Encryption Strength Set the data security type to
64-bit.

Current Network Key Select one of network key that you
set on the Key boxes as the de-
fault one.

Network Key 1 to 4 Enter 5 ASCII characters or 10

hexadecimal digits for a 64-bit en-
cryption key. You can set up to 4
WEP keys.
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Click Save/Apply to save the wireless security options so that the
changes can take effect.

128-bit WEP

Select Wireless > Security to enter Security configuration in-
terface. Select 128-bit in Encryption Strength to display the
interface as shown in Figure 165.

FIGURE 165 WIRELESS—SECURITY (128-B1T WEP)

Wireless -- Security

This page allows you to configure security features of the wireless LAM interface,

Manual Setup AP

*ou can set the network authen
specify whether a network key i
Click "Save/Apply" when done,

Device Info “ou may setup configuration manually
Advanced Setup OR
Wireless through WiFT Proteted Setup(WPS)

Basic

Security

Advanced WSG Setup

ST Enable WSC Tizabled =
Diagnostics
Management

tication rethod, selecting data encryption,
is required o authenticate fo this wireless netwark and specify the encryption strength .

Silect SSI0: ZXDSLB3IWIT =
Metwork Authentication: Open -
WEP Encryption: Enabled =

Encryption Strength:

Current Network Key:

Metwork Key 1: 1234567890123
Metwork key 2: 1234567890123
Metwork Key 3t 1234567890123
Metwork Key 4: 1234567890123

Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys
Enter 5 4SCI characters or 10 hexadecimal digits for &4-bit encryption keys

Save/pply

Table 33 is the description of the different options.

TABLE 33 WLAN SECURITY 128-BIT WEP ENCRYPTION CONFIGURATION

OPTIONS

Field

Description

Network Authentication

Select the authentication mode for
the selected wireless LAN of SSID
to be Open or Shared.

WEP Encryption

Enable WEP Encryption.

Encryption Strength

Set the data security type to 128-
bit.
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Field Description

Current Network Key Select one of network key that you
set on the Key boxes as the de-
fault one.

Network Key 1 to 4 Enter 13 ASCII characters or 26
hexadecimal digits for 128-bit en-
cryption keys. You can set 4 WEP
keys.

Click Save/Apply to save the wireless security options so that the
changes can take effect.

802.1x Authentication

Before introducing the following authentications, you need to un-
derstand the Radius server. Radius server is usually a third party
server, used for authentication of wireless clients who wish to con-
nect to an access point. The wireless client contacts an access
point (a Radius client), which in turn communicates with the Ra-
dius server.

The Radius server performs the authentication by verifying the
credentials of the client, to determine whether the device is au-
thorized to connect to the LAN interface of the access point. If the
Radius server accepts the client, it responds by exchanging data
with the access point, including security keys for subsequent en-
crypted sessions. A typical topology which adopt the radius server

is displayed in Figure 166.

FIGURE 166 AUTHENTICATION TOPOLOGY ADOPTING RADIUS SERVER

©

RADIUS Server

RADIUS Client

S0

Wired/Wireless Clients Wired/Wireless Clients

Select Wireless > Security to enter Security configuration in-
terface. Select 802.1x in Network Authentication display the
interface as shown in Figure 167.
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FIGURE 167 WIRELESS—SECURITY (802.1X AUTHENTICATION)

Device Info
Advanced Setup
Wireless

Basic
Security
Advanced
Station Info
Diagnostics
Management

Wireless -- Security
This page allows you to configure security features of the wireless LAN interface
‘You may sefup configuration manually

OR
through WiFi Protcted Setup(WWPS)

WSC Setup

Enzhle WSC Disabled [v

Manual Setup AP

You can set the network authentication method, selecting data encryption,
specify whether a network key is required to authenticate to this wireless network and specify the sncryption strength .
Click "Save/Apply" when dane,

Select SSID: [EADSLe3TVIL =]

Metwork Authertication: 802, 1K hd
.

RADIUS Server IP Address: 0.0.0.0

RADIUS Port: 1212

RADIUS Key

WEF Ercryption: Enabled »

Encryption Strength: m

Current Network Key: E

Metwork key 1: 1234567890123

Metwork Key 2: 1234567890123

Metwork Key 3: 1234567890123

Metwork Key 4: 1234567590123

Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys
Enter S ASCIT characters or 10 hexadecimal digits for Ge-hit encryption keys

Save/apply

Table 34 is the description of the different options.

TABLE 34 WLAN SECURITY 802.1X AUTHENTICATION CONFIGURATION

OPTIONS
Field Description

Network Authentication Select the authentication mode for
the selected wireless LAN of SSID
to be 802.1x.

Radius Server IP Adress Enter the IP Address of the au-
thentication server.

Radius Port Enter the port number of the au-
thentication server. The default
port number is 1812.

Radius Key Enter the same key as that on the
Radius server.

WEP Encryption Enable WEP Encryption. The de-
fault is Enabled.

Encryption Strength Set the data security level to
64-bit or 128-bit.
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Field Description
Current Network Key Select one of network key that you
set on the Key boxes as the default
one.
Network Key 1 to 4 For a 64-bit encryption key, enter

5 ASCII characters or 10 hexadec-
imal digits. For a 128-bit encryp-
tion key, enter 13 ASCII characters
or 26 hexadecimal digits. You can
set 4 WEP keys.

Click Save/Apply to save the wireless security options so that the
changes can take effect.

WPA Authentication

Select Wireless > Security to enter Security configuration inter-
face. Select WPA in Network Authentication display the inter-
face as shown in Figure 168.

FIGURE 168 WIRELESS—SECURITY (WPA AUTHENTICATION)

Wireless -- Security

This page allows vou to configure security features of the wireless LaN interface.

Device Info You may setup configuration manually
Advanced Setup OR
Wireless through WiFi Proteted Setup(WPS)

Basic

Security

Advanced WSE Setup

Station Info Erable WSC [Fisabieale]
Diagnostics
Management

Manual Setup AP

You can set the network authentication method, selecting data encryption,
specify whether a network key is required to authenticate to this wireless network and specify the sncryption strength .
Click "Save/Apply" when dane,

Select SSID: IXDSLO3IWII
Metwork suthentication: WPa -

\WPA Group Rekey Interval: 0
RADIUS Server IP Address: 0.0.0.0

RADIUS Port! 1812

RADIUS Key:

WPA Encryption: TKIP ~

WER Encryption: Dizabled|v,
Sawebpply

Table 35 is the description of the different options.
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TABLE 35 WLAN SECURITY WPA AUTHENTICATION CONFIGURATION
OPTIONS

Field Description

Network Authentication Select the authentication mode for
the selected wireless LAN of SSID
to be WPA-PSK.

WPA Group Rekey Interval Specifies the time interval for
which the WPA key remains un-
changed. The value 0 indicates
that you need not change the WPA
key. The change is done automati-
cally between the server and the
client.

Radius Server IP Adress Enter the IP address of the authen-
tication server.

Radius Port Enter the port number of the au-
thentication server. The default
port number is 1812.

Radius Key Enter the same key as that on the
Radius server.

WPA Encryption Select TKIP, AES or TKIP + AES.
TKIP is the default encryption
mode. The TKIP + AES encryp-
tion mode means AP auto adjusts
to use TKIP or AES according to
wireless clients.

Click Save/Apply to save the wireless security options so that the
changes can take effect.

WPAZ2 Authentication

Select Wireless > Security to enter Security configuration in-
terface. Select WPA2 in Network Authentication display the
interface as shown in Figure 169.
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FIGURE 169 WIRELESS—SECURITY (WPA2 AUTHENTICATION)

Wireless -- Security

This page allows vou to configure security features of the wireless LaN interface.

Device Info o may setup configuration manually
Advanced Setup OR
Wireless through WiFi Prototed Setup(WPS)

Basic

Security

Advanced WSC Setup

_Sta“u"_ Hifts Enzhle WSC Disabled v
Diagnostics

Management

Manual Setup AP

You can set the network authentication method, selecting data encryption,
specify whether a network key is required to authenticate to this wireless network and specify the sncryption strength .
Click "Save/Apply" when dane,

Select SSI0: ZEDSLO3IWII »
Metwork suthentication: WraZ -

WPA2 Preauthentication: Diszble ¥

RADIUS Port: 1812
RADIUS Key;

WiPa Encryption AES ~
WEP Encryption: Disabled &
Save/spply

Table 36 is the description of the different options.

TABLE 36 WLAN SECURITY WPA2 AUTHENTICATION CONFIGURATION
OPTIONS

Field Description

Network Authentication Select the authentication mode for
the selected wireless LAN of SSID
to be WPA2.

WPA?2 Preauthentication Select Enable or Disable.

Network Re-auth Interval Specifies the time of re-authenti-
cation between the server and the
client.

WPA Group Rekey Interval Specifies the time interval after

which the WPA key must change.
If the value is set to 0, the key
needs not to be changed. The
change is done automatically be-
tween the server and the client.

Radius Server IP Adress Enter the IP address of the authen-
tication server.

Radius Port Enter the port number of the au-
thentication server. The default
port number is 1812.
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Field Description

Radius Key Enter the same key as that on the
Radius server.

WPA Encryption Select TKIP, AES or TKIP + AES.
AES is the default encryption
mode. The TKIP + AES encryption
mode means that the AP auto-
matically adjusts to use TKIP or
AES according to wireless clients.

Click Save/Apply to save the wireless security options so that the
changes can take effect.

WPA-PSK Authentication

Select Wireless > Security to enter Security configuration inter-
face. Select WPA-PSK in Network Authentication display the
interface as shown in Figure 170.

FIGURE 170 WIRELESS—SECURITY (WPA-PSK AUTHENTICATION)

Wireless -- Security

This page allows you to configure security features of the wireless LAM interface,

Device Info *You may setup configuration manually
Advanced Setup OR
Wireless through WiFi Proteted Setp(AWPs)

Basic

Security

Advanced WG Setup

.Statlnn. Info Enable WSC Dizzbled v
Diagnostics

Management

Manual Setup AP

ou can set the network authentication rethod, selecting data encryption,
specify whether a network key is required o authenticate to this wireless network and specify the encryption strength .
Click "Save/Apply" when done,

Silect SSI0: ZXDSLB3IWIT =
Metwork Authentication: WPA-PSK - %
VP, Pre-Shared Key: Click here to display
WA Group Rekey Interval: ul
WRA Encryption: TKIP -
WER Encryption: Dizabled|v,
Sawvespply

Table 37 is the description of the different options.
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TABLE 37 WLAN SECURITY WPA AUTHENTICATION CONFIGURATION
OPTIONS

Field Description

Network Authentication Select the authentication mode for
the selected wireless LAN of SSID
to be WPA-PSK.

WPA Pre-Shared Key Enter the pre-shared key for WPA.
Client stations must use the same
key in order to connect with this
device. Refer to Table 38 for in-
structions when entering the key.

WPA Group Rekey Interval Specifies the time interval after
which the WPA key must change.
If the value is set to 0, the key
needs not to be changed. The
change is done automatically be-
tween the server and the client.

WPA Encryption Select TKIP, AES or TKIP + AES.
AES is the default encryption
mode. The TKIP + AES encryption
mode means that the AP auto-
matically adjusts to use TKIP or
AES according to wireless clients.

TABLE 38 WPA PRE-SHARED KEY

Format Minimum Maximum
Characters Characters

ASCII 8 63

Hexadecimal 8 64

Click Save/Apply to save the wireless security options so that the
changes can take effect.

WPAZ2-PSK Authentication

Select Wireless > Security to enter Security configuration inter-
face. Select WPA2-PSK in Network Authentication display the
interface as shown in Figure 171.
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FIGURE 171 WIRELESS—SECURITY (WPA2-PSK AUTHENTICATION)

Wireless -- Security

Basic
Security
Advanced WSC Setup
Station Info
Diagnostics
Management

Enzhle WSC

Manual Setup AP

Select SSI0:

Metwork suthentication:

\WPA Pre-Shared Key:
\WP& Group Rekey Interval:
WPA Encryption:

WWEP Encryption:

Device Info o may setup configuration manually
Advanced Setup OR
Wireless through WiFi Prototed Setup(WPS)

Disabled =

ZEDSLO3IWII »

This page allows vou to configure security features of the wireless LaN interface.

You can set the network authentication method, selecting data encryption,
specify whether a network key is required to authenticate to this wireless network and specify the sncryption strength .
Click "Save/Apply" when dane,

WPA2 -PSK hd

ul
AES A

Disabled

Save/spply

Click here to display

Table 39 is the description of the different options.

TABLE 39 WLAN SECURITY WPA2 AUTHENTICATION CONFIGURATION

OPTIONS

Field

Description

Network Authentication

Select the authentication mode for
the selected wireless LAN of SSID
to be WPA2-PSK.

WPA Pre-Shared Key

Enter the pre-shared key for WPA.
Client stations must use the same
key in order to connect with this
device. Refer Table 40 to for in-
structions when entering the key.

WPA Group Rekey Interval

Specifies the time interval after
which the WPA key must change.
If the value is set to 0, the key
needs not to be changed. The
change is done automatically be-
tween the server and the client.

WPA Encryption

Select TKIP, AES or TKIP + AES.
AES is the default encryption
mode. The TKIP + AES encryption
mode means that the AP auto-
matically adjusts to use TKIP or
AES according to wireless clients.
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TABLE 40 WPA PRE-SHARED KEY

Format Minimum Maximum
Characters Characters

ASCII 8 63

Hexadecimal 8 64

Click Save/Apply to save the wireless security options so that the
changes can take effect.

Mixed WPA2/WPA-PSK Authentication

Select Wireless > Security to enter Security configuration inter-
face. Select Mixed WPA2/WPA-PSK in Network Authentica-
tion display the interface as shown in Figure 172.

FIGURE 172 WIRELESS—SECURITY (MIXED WPA2/WPA-PSK
AUTHENTICATION)

wireless -- Security

This page allows you to configure security faatures of the wireless LN nterface,

Device Info You may setup configuration manually
Advanced Setup OR
wireless through WiFi Prototed Setup(WPS)

Basic

Security

Advanced WSC setup

station info Erahle WSC [oizbied =]
Diagnostics
Management

Manual Setup AP
You can set the network authentication methad, selecting data encryption,

specify whether a network key is required o authenticate to this wirelese netwark and specify the encryption etrength .
Click "Save/apply" when done.

Select SSID: ZEDSLG3IWIT =
Metwork Authentication: Mized VPAZ/WFA -FSK »

\WP& Pre-Shared Key: — Click here to display
WiRa Group Rekey Interval T

WL Encryption: [TKIP+4E5 ]

WEP Encryption: [Dizabled 5]

Save/apply

Table 41 is the description of the different options.
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TABLE 41 WIRELESS—SECURITY (WPA-PSK AUTHENTICATION)

Field Description

Network Authentication Select the authentication mode for
the selected wireless LAN of SSID
to be Mixed WPA2/WPA-PSK.

WPA Pre-Shared Key Enter the pre-shared key for WPA.
Client stations must use the same
key in order to connect with this
device. Refer to Table 42 for in-
structions when entering the key.

WPA Group Rekey Interval Specifies the time interval after
which the WPA key must change.
If the value is set to 0, the key
needs not to be changed. The
change is done automatically be-
tween the server and the client.

WPA Encryption Select TKIP, AES or TKIP + AES.
AES is the default encryption
mode. The TKIP + AES encryption
mode means that the AP auto-
matically adjusts to use TKIP or
AES according to wireless clients.

TABLE 42 WPA PRE-SHARED KEY

Format Minimum Maximum
Characters Characters

ASCII 8 63

Hexadecimal 8 64

Click Save/Apply to save the wireless security options so that the
changes can take effect.

Mixed WPA2/WPA Authentication

Select Wireless > Security to enter Security configuration in-
terface. Select Mixed WPA2/WPA in Network Authentication
display the interface as shown in Figure 173.

162 Confidential and Proprietary Information of ZTE CORPORATION



ZTEI:I:I% Chapter 18 Wireless Configuration

FIGURE 173 WIRELESS—SECURITY (MIXeEp WPA2/WPA AUTHENTICATION)

Wireless -- Security

This page allows vou to configure security features of the wireless LaN interface.

Device Info You may setup configuration manually
Advanced Setup OR
Wireless through WiFi Prototed Setup(WPS)

Basic

Security

Advanced WSE Setup

o Encble WSC Disabled|T
Diagnostics
Management

Manual Setup AP

You can set the network authentication method, selecting data encryption,
specify whether a network key is required to authenticate to this wireless network and specify the sncryption strength .
Click "Save/Apply" when dane,

Select SSI0: ZEDSLO3IWII »

Metwork Authertication: Mixed WPAZ/WPAL hd %
WPA2 Preauthentication: Diszble ¥

Metwork Re-auth Interval: 26000

WRa Group Rekey Interval 0

RADIUS Server IP Address: 0.0.0.0

RADIUS Port: 1812

RADIUS Key:

WP Encryption TETP+AES ~

WEP Encryption: Disabled &
Savefspply

E Corparation. Al righ

Table 43 is the description of the different options.

TABLE 43 WIRELESS—SECURITY (MIXeED WPA2/WPA AUTHENTICATION)

Field Description

Network Authentication Select the authentication mode for
the selected wireless LAN of SSID
to be Mixed WPA2/WPA.

WPA Pre-Shared Key Enter the pre-shared key for WPA.
Client stations must use the same
key in order to connect with this
device. Refer to Table 44 for in-
structions when entering the key.

WPA?2 Preauthentication Select Enable or Disable.

Network Re-auth Interval Specifies the time interval for
re-authentication between the
server and the client.

WPA Group Rekey Interval Specifies the time interval after
which the WPA key must change.
If the value is set to 0, the key
needs not to be changed. The
change is done automatically be-
tween the server and the client.
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Field

Description

Radius Server IP Adress

Enter the IP address of the authen-
tication server.

Radius Port Enter the port nhumber of the au-
thentication server. The default
port number is 1812.

Radius Key Enter the same key as that on the

Radius server.

WPA Encryption

Select TKIP, AES or TKIP + AES.
AES is the default encryption
mode. The TKIP + AES encryption
mode means that the AP auto-
matically adjusts to use TKIP or
AES according to wireless clients.

TABLE 44 WPA PRE-SHARED KEY

Format

Minimum Maximum
Characters Characters

ASCII 8

63

Hexadecimal 8

64

Click Save/Apply to save the wireless security options so that the

changes can take effect.

Wireless - Advanced

Select Wireless > Advanced to display the interface as shown in

Figure 174.
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FIGURE 174 WIRELESS - ADVANCED

wireless -- Advanced

This page allows you to confiqure advanced features of the wireless LaN interface. You can select a particular channel on which to

Device Info operate, force the fransmigsion rate to a particular speed, et the fragmentation threshold, set the RTS threshold, set the wakeup
Advanced Setup interval for clients in power-save mods, set the beacon interval for the access point, set ¥Press mode and set whether short or
Wireless long preambles are used.
Basic Click "Apply" to configure the advanced wireless options.
s st [ ]
Station Info channel | Current: 1
Diagnostics Autn Channel Timer(rminy ]
Management S4gTE Rate: m
Multicast Rate T
Basic Rate: Default =1
Fragrentation Threshald: 2346
RTS Threshold: 2347
DTIM Interval: 1
Bearon Interval: 100
Global Max Clients: 16
¥Press Technology: [Disabled v
S4gT Mode: m
S4g™ Protection: m
afterburner Technology: [Disabled [F]Disable i for Selection
Preamble Type: m
Transmit Power : m
VMMOA-FT Multimedia): Enabled v|
WM Mo Acknowledgement:  |Disabled x|
WM APED: Enabled =]

Save/tpply

This page allows you to configure advanced features of the WLAN
interface. You can select a particular channel on which to operate,
set a particular transmission rate, fragmentation threshold, RTS
threshold, wakeup interval for clients in power-save mode, beacon
interval for the access point, XPress mode, and set whether short
or long preambles are used.

Table 45 is the description of the different options.

TABLE 45 WIRELESS ADVANCED CONFIGURATION OPTIONS

Field Description
Band Select 802.11b/g using wireless
frequency band range. The radio
frequency remains at 2.437 GHz.
Channel Enter the appropriate channel to

correspond with your network set-
tings. The default channel is 11.
All devices in your wireless net-
work must use the same channel
in order to work correctly. This
router supports auto-channeling.

Auto Channel Timer(min)

Specify the time interval for auto-
channelling.
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Field

Description

54g™ Rate

Select the transmission rate for the
network. The rate of data trans-
mission should be set depending
on the speed of your wireless net-
work. You can select from a range
of transmission speeds, or you can
select Auto to have the 931WII
automatically use the fastest pos-
sible data rate and enable the
Auto-Fallback feature. Auto-Fall-
back negotiates the best possible
connection speed between the
931WII and a wireless client. The
default value is Auto.

Multicast Rate

Select the multicast transmission
rate for the network. The rate
of data transmission should be set
depending on the speed of your
wireless network. You can se-
lect from a range of transmission
speeds, or you can select Auto
to have the 931WII automatically
use the fastest possible data rate
and enable the Auto-Fallback fea-
ture. Auto-Fallback negotiates the
best possible connection speed be-
tween the 931WII and a wireless
client. The default value is Auto.

Basic Rate

Select the basic transmission rate
ability for the AP.

Fragmentation Threshold

Packets that are larger than this
threshold are fragmented into
multiple packets. Try to increase
the fragmentation threshold if you
encounter high packet error rates.
Do not set the threshold too low,
since this may result in reduced
networking performance.

RTS Threshold

This value should remain at its
default setting of 2347. If you
encounter inconsistent data flow,
only minor reduction of the de-
fault value, 2347, is recommen-
ded. If a network packet is smaller
than the preset RTS threshold size,
the RTS/CTS mechanism is not en-
abled. The 931WII sends Request
to Send (RTS) frames to a partic-
ular receiving station and negoti-
ates the sending of a data frame.
After receiving an RTS, the wire-
less station responds with a Clear
to Send (CTS) frame to acknowl-
edge the right to begin transmis-
sion.
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Field

Description

DTIM Interval

Enter a value between 1 - 255 for
the Delivery Traffic Indication Mes-
sage (DTIM). A DTIM is a count-
down informing clients of the next
window for listening to broadcast
and multicast messages.

Beacon Interval

A beacon is a packet of informa-
tion that is sent from a connected
device to all other devices where
it announces its availability and
readiness. A beacon interval is
a period of time (sent with the
beacon) before sending the bea-
con again. The beacon interval is
in milliseconds (ms). The default
value 100 is recommended.

XPress™ Technology

Select Enabled or Disabled. This
is a special accelerating technol-
ogy for IEEE802.11g. The default
is Disabled.

54g™ Mode

Compatible with IEEE 802.11b and
IEEE 802.11g. Select a stand-
ard from the drop-down list. The
default is 54g Auto. The drop-
down list box includes the follow-
ing modes:

802.11b Only: Only stations that
are configured in 802.11b mode
can associate. If you select it,
the rate of transmission can be 1
Mbps, 2 Mbps, 5.5 Mbps, or 11
Mbps. For other selections, you
can select the rate of transmis-
sion from more options, including
1 Mbps, 2 Mbps, 5.5 Mbps, 6 Mbps,
9 Mbps, 11 Mbps, 12 Mbps, 18
Mbps, 24 Mbps, 36 Mbps, 48 Mbps,
and 54 Mbps.

54g LRS: This is a special compat-
ibility mode for 802.11b/g and is
in fact designed for older types of
b-clients. Use this mode if you are
experiencing problems with wire-
less clients that connect to the
Guw5.5Z66-5 Access Point. If you
select it, the preamble type is dis-
abled and cannot be set.

54g Auto: Only stations that are
configured in 802.11b/g mode can
associate.

54g Perfomance : Only stations
that are configured in 802.11g
mode can associate. Similar to
54g LRS, if you select it, the pre-
amble type is disabled and cannot
be set.
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Field

Description

54g™ Protection

The 802.11g standards provide
a protection method so that
802.11g and 802.11b devices
can co-exist in the same network
without “speaking” at the same
time. Do not disable 54g Pro-
tection as 802.11b device may
need to use your wireless net-
work. In Auto Mode, the wire-
less device uses RTS/CTS to
improve 802.11g performance
in mixed 802.11g/802.11b net-
works.  Turn protection OFF to
maximize 802.11g throughput
under most conditions.

Preamble Type

Preambles are a sequence of bi-
nary bits that help the receivers
synchronize and ready for re-
ceipt of a data transmission.
Some older wireless systems
like 802.11b implementation use
shorter preambles. If you are
having difficulty connecting to an
older 802.11b device, try using a
short preamble. You can select
short preamble only if the 54g
mode is set to 802.11b.

Transmit Power

Adjust the transmission range
here. This tool can be helpful for
security purposes if you wish to
limit the transmission range.

WMM

Select whether WMM is enabled
or disabled. Before you disable
WMM, you should understand that
all QoS queues or traffic classes re-
late to wireless do not take effects.

WMM No Acknowledgement

Select whether ACK in WMM
packet is enabled or disabled. By
default, the Ack Policy for each
access category is set to Dis-
abled, meaning that an acknowl-
edge packet is returned for every
packet received. This provides
a more reliable transmission but
increases traffic load, which de-
creases performance. Disabling
the acknowledgement can be use-
ful for voice, for example, where
speed of transmission is important
and packet loss is tolerable to a
certain degree.

WMM APSD

APSD is short for automatic power
save delivery. Select Enable
for very low power consump-
tion mode. WMM Power Save is
an improvement to the 802.11e
amendment adding advanced
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Field Description

power management functionality
to WMM.

Click Save/Apply to save the advanced wireless options so that
the changes can take effect.

Wireless - Station Info

Select Wireless > Station Info to display the interface as shown
in Figure 175.

FIGURE 175 WIRELESS - AUTHENTICATED STATIONS

Wireless - Authenticated Stations.

This page shows authenticated wireless stations and their status.

Device Info

Advanced Setup MAC Address | Associated | Authorized |SSID |Interface |
Wireless
Basic
Security HEIE |
Ad d
Diagnostics
Management

The above figure shows authenticated wireless stations and their
status about association and authentication.
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Configuration

1. Select Diagnostics to display the interface as shown in Figure
176.

FIGURE 176 DIAGNOSTICS

br_0_8_81 Diagnostics

Your modem is capable of testing your DSL connection. The individual tests are listed below, If a test displays a fail status, click

Device Info "Rerun Diagnostic Tests" at the bottom of this page to make sure the fail status is consistent. If the test continues to fail, click
Advanced Setup "Help" and follow the troubleshooting procedures.
Wireless .
B . Test the connection to your local network
Diagnostics Test th C i PASS |Hel
est your e onnection: e
Management L deb
Test your ethl Connection: FAIL |Help
Test your ethZ Connection: FAIL [Help
Test your eth3 Connection: FAIL |Help
Test your Wireless Connection: |FAIL |Help

Test the connection to your DSL service provider

Test xDSL Synchronization: FAIL Help
Test With OAM F5 ATM DAM F5 segment ping: DISABLED |Help
Test With 0AM F5 ATM DAM F5 end-to-end ping: | DISABLED |Help

Mext
Test With OAM FS Test With 0AM F4

o

o

2. If a test displays a fail status, click Help to enter Wireless
Connection Test interface , as shown in Figure 177.
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FIGURE 177 TROUBLESHOOTING PROCEDURES

Wireless Connection Test

Device Info Indicates that the Wireless interface from your computer is connected to the LaN port of your DSL Router. & flashing
Advanced Setup Pass: || or =olid green LAM LED on the router also signifies that an Wireless connection is present and that this test iz
wireless successful,

Diagnostics Down: ||Indicates that the DSL Router does not detect the Wireless interface on your computer.

Management

If the test fails, follow the troubleshooting procedures listed below snd rerun the diagnostics tests by clidking on the Rerun
Diagnostic Tests button at the bothom of this page, If all the tests pass, close and restart your Web browser to access the
Internet,
Troubleshooting:

1. Werify that the Wireless configurations from your computer and your DSL router are matched and corrected,

2. Turn off the DSL Router, wait 10 seconds and turn it back ON.

3. With the router on, press the reset button on the DSL Router for at least five seconds and release it This resets the DSL

Router to its default settings. Wait for the DSL Router 10 initialize, then close and restart your Web browser, To reconfigure
the router, type your DSL Account username and password

Rerun Diagnostic Tests

Contact ISP Technical Suppart if you have tried all of the above and still are experiencing a fail condition,

Follow the troubleshooting procedures to troubleshoot the fail-
ure.

Click Rerun Diagnostic Tests at the bottom of the above in-
terface to conform the fail status.

Click Next to re-test the connection again.

Click Test with OAM F5 to test the connection with OAM F5
method.

Click Test with OAM F4 to test the connection with OAM F4
method.

N o & W
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Settings
Setting Backup

Select Management > Settings > Backup to display the inter-
face as shown in Figure 178.

FIGURE 178 BAcCKUP CONFIG

Settings - Backup

Backup DSL router configurations. You may save your router configurations to a file on your PC.

Device Info

Advanced Setup
Wireless Backup
Diagnostics
Management
Settings
T
Update
Restore Default
System Log
SNMP Agent
TR-069 Client
Internet Time
Access Control
Update Software
Reboot
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Click Backup to backup the configuration of the 931WII.

Setting Update

1. Select Management > Settings > Update to display the in-
terface as shown in Figure 179.

FIGURE 179 UPDATE CONFIG

Tools -- Update Settings

Update DSL router settings. You may update your router settings using your saved files.
Device Info
Advanced Setup Settings File Name: Browse..

Wireless
Diagnostics Update
Management
Settings
Backup
Update
Restore Default
System Log
SHMP Agent
TR-069 Client
Internet Time
Access Control
Update Software
Reboot

2. Click Browse to select the correct update configure settings
file.
3. Click Update to update the configuration of the 931WII.

Setting Restore Default

Select Management > Settings > Restore Default to display
the interface as shown in Figure 180.

174
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FIGURE 180 RESTORE DEFAULT CONFIG

Tools -- Restore Default Settings

Restore DSL router settings 1o the factory defaults,

Device Info

Advanced Setup
Wireless Eenie |
Diagnostics
Management
Settings
Backup
Update

Restore Default
System Log
SNMP Agent
TR-069 Client
Internet Time

Access Control
Update Software
Reboot

Click Restore to restore the settings of the 931WII to factory de-
faults.

System Log

1. Select Management > System Log to display the interface
as shown in Figure 181.

FIGURE 181 SYSTEM LoG

System Log

The System Log dialog allows you to view the System Log and configure the Systerm Log options.

Device Info

Advanced Setup Click Wiew Systern Log to view the System Log.

Wireless Click Configure Systemn Log to configure the System Log options.
Diagnostics
Management
Settings i | Configure |
SNMP Agent
TR-069 Client

Internet Time

Access Control
Update Software
Reboot

2. Click Configure to display the interface as shown in Figure
182.
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FIGURE 182 ENABLING SYSTEM LOG

System Log -- Configuration

If the log mode is enabled, the systern will begin to log all the selected events, For the Log Level, all events sbove ar
equal 1o the selected level will be logged. For the Display Level, all logged events above or equal o the selected level will
be displayed. If the selected mode is ‘Remote’ or 'Both,' events will be sent to the specified IP address and UDP port of
the rermote syslog server, If the selected mode is 'Local' or 'Both,' events will be recorded in the local memary,

Select the desired values and click 'Save/spply' to configure the systerm log options.

Log: ® Disahle OEnahle

Log Lewvel: Debugging W
Display Level: Error e
Mode: Local |v|

Save/ipnly

3. Select Enable to enable the system log.

4. Select the proper parameters in Log Level and Display Level
drop-down menu. The Default log level is Debugging and the
default display level is Error.

5. The mode options are Local, Remote, and Both. The default

is Local.

6. If you select Remote or Both, all events are transmitted to
the specified UDP port of the specified log server, as shown in

Figure 183.

FIGURE 183 LOG SERVER CONFIG

Device Info
Advanced Setup
Wireless
Diagnostics
Management
gettings
System Log
TR-069 Client
Internet Time
Access Control
Update Software
Save/Reboot

System Log — Configuration
Tf the log modle is enabled, the system wil begin to log all the selected events, For the Log Level, al events above or enual to the selected level wil be loge
For the Display Level, all logge eventts above or enual to the selected level wil be dsplayed. If the selected mode is emate’ or Bath, ' events wil be sent
the specified [P adcress and UDP port of the remate sysiog server. If the selerted made is Local' or Bath, " events wil be recorded in the local memory

Select the desited values and click ‘Save/#pply' to configure the system Iog options

Log: O Disable @ Enable

Display Level;

Maode:
Server IP Address:  |0.0.0.0

Server UDP Port: 514

Sawe/spphy

7. Click Save/Apply to save the configuration so that the
changes can take effect.
8. Click View to display the system log as shown in Figure 184.
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FIGURE 184 SYSTEM EVENT LOGS

System Log

Date/Time [Facility Severity Message
Jan 1 01:38:08 user crit kernel: ADSL 5.994 training
Jan 1 01:38:16 juser crit kernel: ADSL 5,992 started
Jan 1 01:33:20 user crit kernel: ADSL 3,992 channel analysis
Jan 1 01:33:24 user crit kernel: ADSL 3,992 message exchange
Jan 1 01;38:25 |user crit kernel: ADSL link up, interleaved, us=1146, ds=23303
Jan 1 01:38:26|daemon |crit pppd[628]: PR server detected.
Jan 1 01:38:26 |daemon |crit pppd[628]: PPF session established.
Jan 1 01:38:27 daemon|err pppd[628]: Couldn't increase MRU to 1500
Jan 1 01;38:27 daemonjerr pppd[628]: Couldn't increase MRLU to 1500
Jan 1 01:38:27 [daemon |crit pppd[628]: FFP LCF LR,
|Jan 1 01:38:27 [daemon crit pppd[628]: Received valid [P address from server, Connection LR,
|Jan 1 01:38:33 daemon|err user: o Unable to refrieve atfributes in scratch PAD
|Jan 1 01:38:33 [daemon|err uzer: Stored Parameter atiribute data is corrupt or missing

SNMP Agent

Select Management > SNMP Agent to display the interface as
shown in Figure 185.

FIGURE 185 SNMP AGENT

SNMP - Configuration

Simple Metwork Management Protocal (SMMP) allows a management application to retrieve statistics and status from the SNMP
Device Info agent in this device,

Advanced Setup Select the desired values and click Apply to configure the SMNIMP options.

Wireless
Diagnostics You must restart enmp agent by first disabling and then enabling it for the configuration of Read/Set Cormmunity to take effect!
Management
Settings SNMP Agent @ Disable © Enable
System Log
SNMP Agent Read Community: jpublic
TR-069 Client Set Community: [private
loternafiime System Name: [271E savwn
Access Control
Systern Location: Shanghai
Update Software
Reboot System Contact: =

Trap Manager IP: 102.168.2.2

Save/apply

This page allows you to configure modem to be a SNMP agent, so
that the modem can be managed by NMS as a network element.
You can enable or disable the SNMP agent function.

Table 46 is a description of the different options.
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TABLE 46 SNMP AGENT CONFIGURATION OPTIONS

Field Description

Read Community Define the SNMP read community
name.

Set Community Define the SNMP set community
name.

System Name Define system name used in NMS.

System Location Fill in system location.

System Contact Fill in Contact information to con-
tact the maintenance personnel if
the system fails.

Trap Manager IP Define NMS server IP address to
receive system SNMP trap reports.

Click Save/Apply to save the configuration so that the changes
can take effect.

@ Note:

You must restart SNMP agent by first disabling and then enabling
it for the configuration of Read/Set Community to take effect.

TR-069 Client Management

Protocol Components

TR-069 is one of the CPE WAN Management Protocol. It comprises
several components that are unique to this protocol, and makes
use of several standard protocols. The protocol stack defined by
the CPE WAN Management Protocol is shown in Figure 186.
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FIGURE 186 PROTOCOL STACK

CPEIACS Management Application

RPC Methods

S0AP

HTTF

SSLTLS

TCRIF

A brief description of each layer is provided in Table 47.

TABLE 47 PROTOCOL LAYER SUMMARY

Layer

Description

CPE/ACS Application

The application uses the CPE WAN
Management Protocol on the CPE
and ACS, respectively. The appli-
cation is locally defined and not
specified as part of the CPE WAN
Management Protocol.

RPC Methods

The specific RPC methods that are
defined by the CPE WAN Manage-
ment Protocol.

A standard XML-based syntax
used here to encode remote pro-

SOAP cedure calls. Specifically SOAP
1.1.

HTTP HTTP 1.1.
The standard Internet transport
layer security protocols. Specifi-

SSL/TLS cally, SSL 3.0 or TLS 1.0. Use of
SSL/TLS is recommended but is
not required.

TCP/IP Standard TCP/IP.

Protocol Application

The CPE WAN Management Protocol is proposed as the protocol
to be used on the ACS Southbound Interface between an Auto-
Configuration Server (ACS). This protocol may be used to manage
other types of CPE as well, including stand-alone routers and LAN-

side client devices, as also shown

in Figure 187.
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FIGURE 187 POSITIONING IN THE AUTO-CONFIGURATION ARCHITECTURE

ACS Morthbound Scope of
Interface CPE WAN Management Protocol:

AZE Southbound Interface

Senice
Configuration
hdanager

01 Regional |
i | Ereadband
- Netwode e e hianaged

BRAS

Managed CPE
(LAM Dewice)

TR-069 Client Configuration

Select Management > TR-069 Client to display the interface as
shown in Figure 188.

FIGURE 188 TR-069 CLIENT CONFIG

TR-069 client - Configuration

WAN Management Protocal (TR-089) allows a Auto-Configuration Server (ACS) to perform auto-configuration, provision, collection,
Device Info and diagnaostics to this device,

Advanced Setup Select the desired values and click Apply/Save 10 configure the TR-D69 client options.

Wireless
Diagnostics Infartm & Disable © Enable
Management

Settings Inforrn Interval: 300

Bystemiioy) ACS URL:

SIEBIAneNt ACS User Narme: adrmin

TR-069 Client

N ACS Password: senes

Internet Time

Access Control Wi Interface used by TR-069 client: Any_WAN ¥

Update Software

Reboot Display SO&P messages on serial console & Disable < Enable

¥ Cornection Request Authentication

Connection Request User Mame: admin
Connection Request Password: sesss

Connection Request URL:

Save/Apply | GetRPCMethods |

Table 48 is a description of the different options.

TABLE 48 TR-069 CLIENT CONFIGURATION OPTIONS

Field Description

If the Enable option is selected,
the CPE accepts the commands
Inform from ACS. If the Disable option is
selected, the CPE does not accept
the commands from ACS.

The seconds between two at-
Inform Interval tempts of the CPE to inform the
ACS to connect.
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Field

Description

ACS URL

Enter the ACS URL.

ACS User Name

The ACS user name is same as
that the TR-069 service provide to
you.

ACS Password

The ACS password is same as that
the TR-069 service provide to you.

WAN Interface used by TR-069 cli-
ent:

Define the WAN interface used
to transfer TR-069 messaage,
Any_WAN, LAN, and Loopback.

Display SOAP messages on serial
console

When Enable is selected, the
SOAP information is displayed on
the serial console, when Disable
is selected, the information is not
displayed. .

Connection Request Authentica-
tion

If this checkbox is selected, you
need to enter the Connection Re-
quest, User Name, and the Con-
nection Request Password. If
this check box is not selected, you
do need not to enter any informa-
tion.

Connection Request User Name

The connection user name that the
TR-069 service provides to you.

Connection Request Password

The connection request password
that the TR-069 service provides
to you.

Click GetRPCMethods to query the maximum number of RPC

method that NMS supported.

Click Save/Apply to save the configuration so that the changes

can take effect.

Internet Time

Select Management > Internet Time to display the interface as

shown in Figure 189.
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FIGURE 189 INTERNET TIME OVERVIEW

Time settings

This page allows you to the moderm's time configuration,
Device Info
Advanced Setup
Wireless
Diagnostics
Management
Settings
System Log
SNMP Agent
TR-069 Client
Internet Time

[T sutomatically synchronize with Internet time servers

Access Control
Update Software

Reboot Save/spply |

In this interface, the modem can be configured to synchronize with
Internet time servers.

After enabling Automatically synchronize with Internet time
servers, the interface is displayed as shown in Figure 190.

FIGURE 190 INTERNET TIME SETUP

Time settings

Thig page allows you to the modem's time configuration,
Device Info
Advanced Setup ¥ autamatically synchronize with Infernet time servers
Wireless - -
Diagnostics First NTF time server:  [time. nist. gow =
Management Second NTP time server: |mm tummy.caom jl
Settings Third NTP time server: INone jl
System Log Fourth NTF time server: [ Nane =
SNMIP Agent Fifth NTF time server: |N0ne jl
TR-069 Client
[nternetyline Tirne zone offset: I(GMTH]E 00y Beijing, Chongguing, Hong Kong, Uramagi j
Access Control
Update Software
Reboot Save/spply |

Click Save/Apply to save the configuration so that the changes
can take effect.

Access Control

Select Management > Access Control > Password to display
the interface as shown in Figure 191.
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FIGURE 191 AcCEss CONTROL

Access Control -- Passwords

ACcess o your DEL router is controlled through two user accounts: admin and user,

Device Info
The uger name admin has unrestricted access to change and view configuration of your DSL Router,
Advanced Setup
wireless The user namme user can access the DSL Router, view configuration settings and statistics, as well as, update the router's software,
Diagnostics
Management Use the fields below to enter up to 128 characters sand click spply to change or create passwords. Note: Legal password can
n contain 0-9,4-Z,a-2, _-, @, #,$,5

Settings

System Log Uerrrme T

SNMP Agent ———

g ) Old Password:

TR-069 Client

Internet Time Mews Password:

Access Control Confirm Password:

Passwords
Update Software Saveapply
Reboot

In the interface, you can change the passwords of the accounts:

= admin: unrestricted access to change and view configuration
of 931WII

= user: view configuration settings, statistics, as well as update
the router’s software

Click Save/Apply to save the configuration so that the changes
can take effect.

Update Software

Select Management > Update Software to display the interface
as shown in Figure 192.

FIGURE 192 UPDATE SOFTWARE

Tools -- Update Software

Step 1: Obtain an updated software image file from your ISP.
Device Info
Advanced Setup ‘Step 2: Enter the path to the image file location in the box below or click the "Browse" button to locate the image file.
Wireless Step 3: Click the button once to upload the new image file.
Diagnostics
Management NOTE: The update process takes about 2 minutes to complete, and your DSL Router will reboot.
Settings .
System Log Software File Name: MI
SNMP Agent
TR-069 Client Update
Internet Time
Access Control
Update Software
Reboot

Click Browse to find the right version file and click Update to
update Modem firmware.
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@ Note:

Do not turn off your modem during firmware update. When the
update is complete, the modem reboots automatically. Do not
turn off your modem either before the reboot is over. You must
guarantee the update software is correct and accurate. Itis strictly
forbidden to use other software for updates.

After software update, it is recommended to restore the modem
to the factory defaults and configure it again.

Reboot

Select Management > Reboot to display the interface as shown
in Figure 193.

FIGURE 193 REBOOT

Click the button below to reboot the router.

Device Info Reboot |

Advanced Setup
Wireless
Diagnostics
Management
Settings
System Log
SNMP Agent
TR-069 Client
Internet Time

Access Control

Click Reboot to reboot the 931WII.
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