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Legal

The information in this publication has been carefully checked and is believed to be entirely
accurate at the time of publication. CTC Union Technologies assumes no responsibility, however,
for possible errors or omissions, or for any consequences resulting from the use of the information
contained herein. CTC Union Technologies reserves the right to make changes in its products or
product specifications with the intent to improve function or design at any time and without notice
and is not required to update this documentation to reflect such changes.

CTC Union Technologies makes no warranty, representation, or guarantee regarding the suitability
of its products for any particular purpose, nor does CTC Union assume any liability arising out of
the application or use of any product and specifically disclaims any and all liability, including
without limitation any consequential or incidental damages.

CTC Union products are not designed, intended, or authorized for use in systems or applications
intended to support or sustain life, or for any other application in which the failure of the product
could create a situation where personal injury or death may occur. Should the Buyer purchase or
use a CTC Union product for any such unintended or unauthorized application, the Buyer shall
indemnify and hold CTC Union Technologies and its officers, employees, subsidiaries, affiliates,
and distributors harmless against all claims, costs, damages, expenses, and reasonable attorney
fees arising out of, either directly or indirectly, any claim of personal injury or death that may be
associated with such unintended or unauthorized use, even if such claim alleges that CTC Union
Technologies was negligent regarding the design or manufacture of said product.

TRADEMARKS
Microsoft is a registered trademark of Microsoft Corp.
HyperTerminal™ is a registered trademark of Hilgraeve Inc.

WARNING:

This equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference when the equipment is operated in a commercial environment. This
equipment generates, uses, and can radiate radio frequency energy and if not installed and used in
accordance with the instruction manual may cause harmful interference in which case the user will
be required to correct the interference at his own expense. NOTICE: (1) The changes or
modifications not expressively approved by the party responsible for compliance could void the
user's authority to operate the equipment. (2) Shielded interface cables and AC power cord, if any,
must be used in order to comply with the emission limits.
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STE100A Operation Manual

Chapter 1 Introduction
1.1 Welcome

Thank you for choosing the STE100A Single Port IP to Serial Device Server. If you would like
to skip right to the operation of this converter, proceed to Chapter 2.

This manual is used to explain the hardware installation procedures and operation of the
STE100A, and present its capabilities and specifications. This manual is divided into 4 Sections,
the Introduction, Installation, Operational, plus the Vcom application program (virtual COM)
installation and usage.

1.2 Product Description

The IP Serial Server provides the serial device server for Windows hosts to control serial
devices located virtually anywhere through TCP/IP or UDP/IP Ethernet connection. The IP Serial
Server has the asynchronous RS-232 serial port connection on one side, and a 10/100 Mbps
Ethernet connection on the other side. IP Serial Server can function in a UDP environment or as
server or client for TCP connections. The application scenarios include direct IP mode, Virtual
COM mode and paired mode. When in the paired mode one IP Serial Server will be set as a client
while the other will act as a server for TCP connection.

1.3 Features

10/100Mbps Ethernet port

230.4kbps serial interface maximum baud rate

TCP Server, TCP client, Virtual com mode, UDP Normal, UDP Listen
Supports DHCP (client), HTTP (web management), ICMP, ARP, IP, UDP, TCP
Easy to use with Windows® Virtual Com utility, Vcom

Configuration by web browser

Compact size 53x85x21(mm)

Low power consumption with single + 12V to +48V input

1.4 Specifications

B General
LED Ready, TP Link/Act, RS232 Tx/Rx
Push button For Load Default Configuration and Reset System

OS supported Windows® XP/2000/2003/2008/Vista/Win7/Win8 (for Vcom)

W Serial Interface RS-232

B Serial Connector DB-9 male

B Baud rate 110 to 230.4Kbps

B Data bits 56,7,8

B Stop bits 1, 1.5 for Data bits 5 mode; 1, 2 for data bits 6, 7, 8 mode

B Parity None, Even, Odd, Space, Mark

B Flow Control None, Hardware (RTS/CTS)

B Data Packing Delimiter 1,2

B LAN Interface RJ-45 connector, IEEE802.3 10/100BaseT, Auto-negotiation,
Full/Half-duplex

B Communication Modes TCP Server, TCP Client, Virtual COM mode, UDP Normal,
UDP Listen

B Protocols TCP, UDP, IP, ARP, ICMP, HTTP, DHCP, ICMP
Client requests connection at Power up
TCP Inactivity Timeout (TCP alive time)

B Management Web, Firmware upgradeable

B Security Password Access

B Power DC Input, 12 to 48 VDC

7



Operating Temperature
Storage Temperature
Humidity

DIN rail mount

Panel mount
Dimensions (WxDxH)
Certifications

1.5 Overview

Rear Panel View

O

Top Panel View

Sy Load 10/100M
12~48VDC Default Ethernet

crc U

union

Serial Server

() Ready
() Link/Act

() Te/rx

RS-232

Front Panel View
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0to 60 °C

-10to 70 °C

0 to 90% non-condensing
Yes (optional kit)

Yes

53 x 85 x 21(mm)

CE, FCC

RJ45 10/100M Ethernet port

Load default/Reset button
12~48VDC Power input— —@&—+

DIN rail
screw hole

Wall-mounted
screw hole

RS-232 DB9 male serial port

Stick foot pad

Figure 1.1 Panel designations of STE100A

1.5.1 Load Default Button

Load Default Setting

Press and hold this button for more than 3 seconds but less than 10 seconds, then release it to
load the factory default settings. STE100A IP address will be restored to the default of 10.1.1.1
with net mask 255.0.0.0. Both the login ID and password will be reset to “admin”.

System Reset

Press and hold this button for more than 10 seconds to force a system reset (reboot).
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1.5.2 LED Indicators

LED Name Status Description
Ready On Power is on and the device is ready.
Off Power is off or the device is not ready.
Link/Act On UTP is link.
Blinking UTP Tx/RX is activity.
Off UTP is not link.
TX/Rx Blinking RS-232 port is transmitting or receiving data.
off No data is transmitting or receiving in RS-232 port.

1.6 Quick Guide to Installation and Management
There are two methods to install and manage STE100A.

Installation and Management by Web Browser

Step 1: Plug in the power adaptor, connect this serial device server to Ethernet.

Step 2: Press and hold the load default button for more than 3 seconds and less than 10
seconds, then release it. This will return the serial device server to factory default and it
will respond to the IP address 10.1.1.1.

Step 3: The user may configure the PC to the same IP domain, use web browser to link with
http://10.1.1.1 to manage it. The default login ID will be “admin” and the password will be
“admin”.

Step 4: The user configures this serial device server by web browser according to their
application.

Step 5: User may change this serial device server IP by web browser, too. After changing its IP
address, the IP Server needs to do a system reset (or repower).

Installation and Configuration by Virtual COM Application
Step 1: Plug in the power adaptor, connect this serial device server to Ethernet.
Step 2: Find the Virtual COM Windows® application in CD, install it.
Step 3: Use the Virtual COM application to locate the serial device server unit.
Step 4: After the device is found, user may configure this serial device server by Virtual COM
Windows® application according to their application.

1.7 Interfaces

RJ45 Ethernet Pin Assignments

Pin Name
1 TX+

2 TX-

3 RX+
6 RX-

RS-232 DB9 Male Pin Assignment

Pin Name I/O
1 DCD Input
2 RD Input 12345
3 TD Output
COOOO
g gLF[z) Output_| (G) (O X O) (o)
6 DSR Input
7 RTS Output 6789
8 CTS Input
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This serial device server performs as a DTE device. It needs to use an RS-232 cross cable
to connect both PC and this unit;

® Connect the STE100A to PC or DTE device without hardware flow control feature.

PC or DTE RS-232 X-over STE100A
Device cable
D » | RD
E ) RD < TD
. GND | < » | GND

® Connect the STE100A to PC or DTE device with hardware flow control feature.

PC or DTE RS-232 X-over STE100A
Device cable
TD > RD
e RD < TD
% ) RTS > | CTs
e CTS < RTS
S DSR < DTR
DTR > DSR
GND < > GND

STE100A needs to use a straight cable to connect a DCE device and this unit.

® Connect the STE100A to DCE device without hardware flow control feature.

DCE Device RS-232 1:1 STE100A
cable
TD < TD
RD > RD
< > GND

....... § [eno

® Connect the STE100A to DCE device with hardware flow control feature.

DCE Device RS-232 1:1 STE100A
cable
TD < TD
RD > RD
RTS < RTS
_______ / CTS > CTS
DSR > DSR
DTR < DTR
GND < > GND

10
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1.8 Typical Applications

® UDP
PC STE100A 10/100 PC
I~ Base-T/TX STE100A RS-232 S
o UDP Normal UDP Normal ~
mode mode
PC 10/100 Device

&“z Rs-232 STEL00A  paseT/TX

A

UDP Listen UDP Normal mode

mode
STE100A RS.232 Device

UDP Normal mode

STE100A
Device

® TCP Server (Telnet Server) / TCP Client (Telnet Client)

Device STE100A 10/100 STE100A Device
- RS-232 Base-T/TX RS-232 ’
TCP Client TCP Server
Mode Mode
PC STE100A 10/100 PC
ﬁ RS-232 Base-T/TX 5‘ TCP Server
&7 2 > z Mode
> = S
TCP Client
Mode
PC
, STE100A  10/100 =~ -
Device ~ Rs 232 Base TTX  [I) Lop Clent

TCP Server
Mode
11
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® VCOM

The purpose of VCom is to make the virtual COM port exhibit behavior that closely resembles that
of a "real" COM port, i.e., a COM port driver for local serial port hardware. User applications use
the VCom COM port redirector through one or more virtual COM ports that the redirector creates,
as configured by the user.

When the application opens the virtual COM port, VCom makes an IP network connection to the
STE100A server at the specified IP address and TCP/UDP port number that corresponds to the
remote device on the server. The COM port redirector then begins relaying the application data

stream between the virtual COM port and the device server.

The VCom serial port redirector for Windows® is configured using a control-panel style graphical
user interface for creating virtual COM ports, configuring settings for individual COM ports, and
configuring global settings affecting all COM ports. The VCom GUI also includes displays of virtual
COM port activity and various diagnostic aids. VCom allows legacy serial programs that access
the PC communications ports (COM1, COM2, etc.) to access the STEL100A by IP address, just as
if it were an actual communications port.

PC
. 10/100
Device RS-237 STE100A Base-T/TX [VirtualCOM Application [PC COM:
B " Ethernet COM2: |Application
y
TCP Server VCOM
Mode TCP Client
Mode

The equivalent software for a Unix/Linux operating system is commonly called a tty port redirector.

A number of open source projects exist for port redirection. Below are just a few of the more popular
projects.

comOcom project (Windows)
netfwd (BSD)

remserial (Linux)

serproxy (Linux, Windows)
socat project (Linux)
ser2sock.c (Linux, BSD)

12
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Chapter 2 Operation
2.1 Getting Started

This section describes how to connect the STE100A to serial devices for the first time
testing purposes.

Connecting to the Power

Connect STE100A to the 12 to 48 VDC power source. The STE100A is shipped with an AC
switching power adapter with 12VDC output voltage. If the system is ready, the “Ready” LED will
be lit.

Connecting to the Network
Connect the STE100A to the Ethernet network. The STE100A will indicate a valid Ethernet
copper connection in the following ways:
1. The Link/Act LED will be turned on when the UTP is in link stage.
2. The Link/Act LED will be blinking when the UTP is transmitting or receiving data packets.

Connecting to the Serial Device

Connect the RS-232 serial cable between STE100A and the serial device. This serial
device server performs as DTE device and needs to use an RS-232 cross-over cable if connecting
to a PC. The STE100A uses a straight cable to connect to DCE devices, such as a modem.

2.2 Setup IP Address

Factory Default IP Address
Press and hold the load default button for more than 3 seconds and less than 10 seconds,
then release it. This will default the serial device server so that the |IP address is 10.1.1.1.

Setup IP Address by Web Page

User may use web browser and link to STE100A web page. After logging in with the default
username/password of ‘admin/admin’, the user can change this serial device server IP address
and other configuration parameters. After changing its IP address, the STE100A needs to do
system reset or repower.

Setup IP address by VCOM Application

User may install VCOM windows application, and use it to locate the serial device server
unit. After this device is found, user may configure this serial device server by VCOM Windows®
program according to your application. Please refer to Chapter 4.

13
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Chapter 3 Web Management
3.1 Login Page

User must configure the PC to the same default IP domain as STE100A, then use web
browser to link to the STE100A IP address and manage it.

The STE100A home page will be a login window. The default login ID is “admin” and the
password is “admin”.

unmn

Site: 10.1.1.1
ID: |admm

Password: |u".

If user forgets the login ID and password, please refer to section 1.5.1 to load default
settings.

After login, user can see the Administrator, TCP Mode, UDP Mode, UART Mode, and
Reset Device selection in left frame of web page. We will describe their operation in the following
sections. There is an 'idle time' auto logout feature. The default is 5 minutes and it can be adjusted
from 1~99 minutes.

SEIEe)
|E;- http://10111/1 O ~ B & X ” &10111 | ‘ 0} Sf 503
Kernel Version V1.3.7 2013/01/16
uman
MAC Address 00:02:AB:.0D:7F B9
 Administrator Target Name STE100A max:12

Authentication
Svstem IP Idle Time Security 5 (1-99 minute)
Svstem Status
Load default setting
Firmware update

Note:
Target name only can use "0-9""a-z""A-Z"" """

&) TCP Mode
& UDP Mode
&« UART

& Reset Device

14
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3.2 Administrator

Under the ‘Administrator’ heading, the user will be able to set/change the device password,
configure the networking parameters, display the current firmware version, load the factory defaults,
and perform any future firmware upgrade procedure.

3.2.1 Authentication
In this page, user can change login ID and Password. STE100A supports a maximum of 15

characters for password.
Only the "0-9","a-z","A-Z" characters are allowed.

Username [prdmnin maz:15
Pazsword |""' mazx:15
Confirm I.“"
Update

Press "Update" to store data. Reset the device to take effect.

System Setting Saved!!
RESET to take effect

[ FeaDe |

3.2.2 System IP

On this page, the user may change the system network configuration.
If the IP Configure field is set to DHCP mode, all the other settings will be ignored, and the IP
address will be assigned by DHCP server after resetting the device.

IP Address IW Il_ll_ Il_

Subnet Mask IEIO_ |0_|0_
Gateway T N =
DN O

IP Configure & Static © DHCE

VLAN Tag @ Disable © Enable : VLAN ID [P

Urpdate

Press "Update" to store data. Reset the device to take effect.

15
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System Setting Saved!!
RESET to take effect

Reset Device

3.2.3 System Status
On this page, the user can display the system information as below:

Kernel version: Kernel firmware version and build date.

MAC Address: MAC address of this unit.

Target Name: Device alias name. (The maximum length is 12 characters.)

Only the "0-9","a-z","A-Z"," " (underscore),and "-" (dash) characters are allowed.

The 'idle time security' is an auto logout feature. It can be adjusted from 1~99 minutes

Kernel Version V1.3.7 2013/01/16
MAC Address 00:02:AB:0D:TF-B9
Target Name STE100A max:12

Idle Time Security 5 (1-99 mimute)

Press "Update” to store the ‘Target Name’ and 'ldle Time' data, and then, STE100A will reset to
take effect.

3.2.4 Load default setting

On this page, user may load and store the factory default setting into EEPROM.
However, the Network settings and MAC address will not be changed.

Load Default Setting to EEPROM

Press "Load" to load default settings.
WARNING: Pressing the ‘Load Default’ button will immediately
erase the flash with no further warning!!

Reset the device to take effect.

Setting Saved
RESET

16
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3.2.5 Firmware update
On this page, user can update the firmware via Ethernet.

Step 1: Pressing the "Load" button will erase settings in flash.

Firmware update

Step 2: Wait for erase process to complete.
Processing please wait....

Step 3: Firmware Update by TFTP or Web.

There are two methods to do the Firmware Update action:

1. (By Web) Please type in or browse for the target image file in the input field, and then press
"update" button to continue.

2. (By TFTP client) Use MS Windows' Command Prompt window to run tftp client program.
Syntax: c:\tftp -i 10.1.1.1 put FILE_DIRECTORY\FILENAME.bin

3. If the update process somehow goes wrong (like power failure), please connect to http://10.1.1.1
to restart. (If possible, reset device first.)

4. It takes about 45 seconds to complete the firmware update.

You must be careful when performing this update procedure, to prevent any unexpected problem
occurring.

Firmware Update by Web browser
Select the image file:

Browse...

Click "Update” to upload file: | Update | | Cancel |

Firmware Update by TETP

There are two method to do the Firmware Update:

1. (By Web)Please browse to or type in the target image file in the
upper input field, and then press update button to continue.

2. (Bv TFTP client)Use MS Windows' Command Prompt window to run
tftp client program.

Syatax: c:\tftp -1 10.1.1.1 put FILE DIRECTORY'\FILENANME bin

3. If the update process somehow goes wrong(like power failure),
please connect to http://10.1.1.1 to restart.(If possible, reset device
first.)

4. It takes about 45 seconds to complete the firmware update.

You'd better carefully read the document regarding the update procedure,
preventing the unexpected problem form occurring

17
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When TCP mode is set to Server or Client mode, the UDP mode will be disabled
automatically. When UDP mode is enabled, the TCP mode will be disabled automatically.

Telnet Server/Clent
Reverse Telnet
CLI Mode

Port Number

Control Protocol

Remote Server [P
Address

Client mode mactive
timeout

Server mode protect
timeout

3.3.1 Telnet Server

@ Server () Client ) Disable
On @ Off
Enable

23

RF(C2217 @ Port Number - 6000

eIp 10 1 1 2 Domain Name
0
20 second (1~65535 0=Disable)
60 second (2~65535.0=Disable, 1=Can't replace)

Set the device to be a Telnet Server. In this case the Ethernet connected device is a Telnet client.
In server mode, the Telnet port listens and waits for a host or other client to make a connection

:\3% RS-232

3.3.2 Telnet Client

L 10/100Base-T Ethernet

Telnet Server Telnet Client

Set the device to be a Telnet Client. In the case the Ethernet connected device is a Telnet server
or other STE100A in server mode.

L 10/100Base-T Ethernet

Telnet Client Telnet Server

18
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3.3.3 Reverse Telnet
Reverse Telnet works the same as Telnet Server mode. The Telnet port listens for a connection
after booting up.

When the user uses some Telnet clients that sometimes have errors, such as devices connected
to the Microsoft interpretation of Telnet of Windows XP, then, user should choose Reverse Telnet
mode.

3.3.4 CLI Mode

The Command Line Interface (CLI) allows user to configure and control STE100A directly through
the UART interface. The CLI mode is only available when STE100A is in TCP Server Mode.

3.3.5 Port Number

This assigns the TCP server port number that the server will listen on for connecting clients. (Only
for Server Mode)

3.3.6 Remote Server IP Address

When in Client mode, this device will automatically try to connect to the remote TCP server with
this IP address.(Only for Client Mode)

3.3.7 Client mode inactive timeout

When in Client mode, this parameter sets the time that device will maintain a connection until
timeout, if there is no data transfer over the connection. After disconnecting, the device will try to
build a new connection again immediately.

3.3.8 Server mode protect timeout

When in Server mode, this parameter sets the time that device will maintain a connection until
timeout, if there is no data transfer over the connection. Once disconnected, only a Client can
initiate a new connection to the Server.

Note: After setting, press “Update” to store setting and then reset the device to take effect.

Setting Saved
RESET to effect

19
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3.4 UDP Mode

When the UDP mode is enabled, the TCP mode will be disabled automatically.
In this UDP mode, the Local Port will be assigned to this device.
User can list the remote connection IP and Port of devices, for up to 10 remote devices.

S T

Mode  Listen © Normal ® Dizable

Local Port |21

IF Port

@0 P P P

. |':' Diomain Mame

@0 o o o

. |':' Diomain Mame

@0 o o o

. |':' Diomain Mame

O O (O (O

. |':' Diomain Mame

@0 o o o

Eemote Address . |':' Diomain Name

@0 o o o

. |':' Diomain Mame

ol R (O O

. |':' Diomain Mame

@0 o o o

. |':' Diomain Mame

@0 o o o

~ I —

TR A T8 77

3.4.1 Mode

Listen : When this device is in UDP listen mode, it can only receive remote UDP data.
Normal : When this device is in UDP normal mode, it can both receive and send UDP data to
remote units.

TE-1004A

‘%._ RS-232 L 10/100Base-T Ethemnet L RS-232
UDP UDP

20
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3.4.2 Local Port
Assign the UDP port here that this unit listens on.

3.4.3 Remote Address

The remote address table allows users to set several remote site IP addresses and ports. When
sending data, the device will send UDP data to the IP addresses of the table.

Note: After setting, press “Update” to store settings. The device needs to reset for the settings to

take effect.

Setting Saved
RESET to effect

3.5 UART

UART or Universal Asynchronous Receiver Transmitter refers to the ‘RS-232 serial port’ of the
STE100A IP Serial Server. All of the port settings are done from this page.

e T

Baudrate 115200 ~
Character Bits g -
Parity Type nong ~
Stop Bit 1 v
Hardware Flow Control none A
Uart Memory Overflow count OM.OK. . 0Bvte
Uart FIFO Overflow count Otimes
Character 1: lﬂ'ﬂ_ Character 2: I?
Delimiter Silent time- |5 (1~255)*200ms

Drop Character

RS-232 port setting page

21
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Baud rate
Set the baud rate of UART interface. The STE100A supports 110, 300, 1200, 2400, 4800, 9600,
19200, 38400, 57600, 115200 and 230400 baud rates.

Character Bits
Set the number of data length of UART interface. The STE100A supports character bits of 5, 6, 7,
or 8 bits.

Parity Type
Set the parity of UART interface. The STE100A supports parity settings of Odd, Even, Space,
Mark or none.

Stop Bit
Set the stop bit length of UART interface. The STE100A supports 1, 1.5 or 2 stop bits.

Hardware Flow Control
Set the flow control mode of UART interface as enabled or as none.

UART Memory Overflow count
Show the message about the number of overflow bytes in network buffer.

UART FIFO Overflow count
Show the message about the number of overflow times in UART RX buffer.

Delimiter

This sets the Character 1 and/or Character 2 to be used as the delimiter. Once the system detects
the delimiter value of data received from UART, the data in the network buffer will be sent out by
Ethernet. The Drop Character is set to drop delimiter or not of send out data. Silent time sets the
time that system will check for how long no data has been received from UART. If this condition is
enabled, system will send out data stored in network buffer to network once this condition is true or
the received data will only be stored in network buffer.

Note: After setting, press “Update” to store settings. The device needs to reset for the settings to
take effect.

System Setting Saved!!
RESET to take effect

| Reset Device ‘

3.6 Reset Device

Pressing the “Reset” button will force the STE100A to do system reset action.

Eeset Device

Reset |

22
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Chapter 4 VCOM

VCom lets you install and configure your STE100A easily over the network. Five function
groups are provided to ease the installation process, allow COM mapping, and provide monitoring
and IP location server functions. (Note for Windows 8 users. You must install the latest 4.1.3
version of WinPcap from the install CDROM or go to www.winpcap.org to download and install
latest version first.)

4.1 Installing Vcom

1. Autorun - In most cases, Windows default security settings will no longer let an inserted CD or
DVD execute the autorun program. If a popup window does display, choose the option to open the
files in a folder.

BT B [ — DVD Drive (E)) STE100A_CD - B
“ Home Share View Manage v 0
{(-} = 1 8% » Computer » DVD Drive (E:) STET00A_CD » v O Search DVD Drive (E:) STE100.. 2
457 Favorites Mame [late modified Type Size

B Desktop , decuments File folder
4 Downloads J Install_Me_First File folder
il Recent places J Install_Me_Second File falder
4 Libraries

> 3 Documents

> ,J‘i Music

> [e=] Pictures

> E Videos

4 M Computer
> iy Local Disk ()

» —a New Volume (D:)
» &% DVD Drive (E:) STE10 -II

» G‘! Network

3 items

Located on the CD will be three folders. The "documents” folder will contain the STE100A user
manual in PDF format and possibly other application notes. The "Install_Me_First" folder contains
the WinPCap setup program, while the "Install_Me_Second" folder has the actual Vcom setup
program.
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2. First install WinPcap; double-click into the "Install_Me_First" folder.

ZImm-=

Home Share Wiew

v @

© + 4 &% + Computer » DVD Drive (E:) STE100A_CD w ¢  Search DVD Drive (E) STE100...

-
<t Favorites Name Date modified Type Size

B Desktop . documents 4/22/2013 2:00 AM File folder
8 Downloads . Install_Me_First | | 472272013 1:55 AM File folder
%‘] Recent places 1 Install_Me_Secend 4/22/2013 1:57T AM  File folder

- Libraries
@ Documents
J' Music
[ Pictures
8 videos

Lol Computer
£, Local Disk (C3)
—a Mew Volume (Dx)
% DVD Drive (E)) STE10

ej MNetwork

Jitems 1 item selected

Run the setup program for WinPCap by double clicking it. This program, which is also required of
packet capture programs such as Wireshark, will allow the Vcom program to access your PC NIC
(Network Interface Card) and to discover and communicate with access units located on your local

subnet.

If the PC already has this version of WinPcap or newer, this step may be skipped.

Application Tools
Haome Share View Manage

@ + 1 | » Computer + DVD Drive (E:) STEI00A_CD » Install_Me_First v & Search Install_Me_First
-
¢ Favorites Name Date modified Type Size
B Deskiop (5 WinPcap_ 413 Wl a0z itisem application
i Downloads

E Recent places

[ Libraries
@ Documents
J' Music
|| Pictures
B8 videos

Ll Computer
£, Local Disk (C3)
—a MNew Volume (Dx)
&% DVD Drive (E]) STETC

G‘- Netwark

1 item 1itern selected 893 KB
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To continue setting up, click "Next" on the setup wizard

WinPcap 4.1.3 Setup = =

Welcome to the WinPcap 4.1.3
Setup Wizard

This Wizard will guide you through the entire WinPcap
installation,

For more information or support, please visit the WinPcap
home page.

http:/fwww.winpcap.org

Cancel

=)

Click "I Agree" to the license terms of the WinPcap program.

% WinPcap 4.1.3 Setup = =

(‘ ) M License Agreement
¥ ln caP Please review the license terms before installing WinPcap 4.1.3.

Press Page Down to see the rest of the agreement.

“opyright {c) 1999 - 2005 NetGroup, Politacnico di Torino (Ttaly). A
Copyright (c) 2005 - 2010 CACE Technologies, Davis (California).

Copyright (c) 2010 - 2013 Riverbed Technology, San Frandsco (California).

Al rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright notice, this listof  w

If you accept the terms of the agreement, dick I Agree to continue. You must accept the

agreement to install WinPcap 4.1.3.
||- = | [

By default, the WinPcap driver will start automatically each time Windows boots. We recommend
leaving this option checked.

WinPcap 4.1.3 Setup = =

5.
(‘) . Installation options
¥ ln caP Please review the following options befare installing WinPcap
4.1.3

< Back Instal Cancel
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The setup program will run its course. At the completed window, click "Finish".

(7 WinPcap 4.1.3 Setup

- O

Click Finish to dose this wizard.

Completing the WinPcap 4.1.3
Setup Wizard

WinPcap 4. 1.3 has been installed on your computer,

3. Setup Vcom - Return back to the root folder of the CD and this time, double-click into the
"Install_Me_Second" folder.

TIKM= DVD Drive (E)) STE100A_CD = B
“ Home Share View 9
:(-:' * T &% » Computer » DVD Drive (E) STEI00A_CD » v & Search DVD Drive (E:) STE100... @
‘¢ Favorites Mame Date modified Type Size
B Desktop . documents File folder
4 Downloads | Install_Me_First File folder
%5 Recent places | Install_Me_Second -“ 4/22/2013 15T AM  File folder

. Libraries
3 Documents
rJ“- Music
= Pictures

E Videos

M Computer
& Local Disk (C:)
ca MNew Volume (D:)
%% DVD Drive (E) STE1Q

G'i_ii Metwork

Fitems 1 item selected
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This folder contains the Vcom setup program, "vcomsetup". Double-click this file icon to start Vcom
setup.

Home Share View

@ * 1 | <« DVD Drive (E:) STEID0A_CD » Install_Me_Second v G Search Install_Me_Second

FS

< Favorites Name Date modified Type Size

B Desktop .- vcomsetup hll 2/24/2013 11:56 PM  Application 8,932 KB|
8 Downloads

“Euﬂ Recent places

[ Libraries
@ Documents
J‘ Music

[E] Pictures

E Videos

- Computer
i, Local Disk (C)
—a New Volume (D:]
% DVD Drive (E) STE0

?! Metwark

The setup files will be extracted in preparation for starting the actual setup program for Vcom.

Preparing to Install...

YCOM Setup iz preparing the InstallShield ‘wizard, which
will guide pou through the program setup piocess. Flease
wal,

Configuring Windows [nstaller

27



STE100A Operation Manual

At the "Welcome" screen, click "Next".

Welcome to the InstallShield Wizard for VCOM

The In

The "Progress Bar" will indicate the status of installation.

Setup Status

ng product

AENNNNNNANNNNNANNNNNNNRNANNEE

When Vcom has finished installing, close this window by clicking the "Finish" button.

InstallShield Wizard Complete

O WOUr COMmpUEer.
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The final action of the Vcom installer will be to try to install the WinPcap application. Because this
embedded program is an older version (4.1.1), a "Newer Version" popup will appear. Click the
"OK" button to keep the 4.1.3 version previously installed. This 4.1.3 version of WinPcap is
required for Vcom to run on Windows 8.

Click OK to abort the WinPcap setup for 4.1.1

A newer version of WinPcap (internal version 4.1.0.2920) is already
installed on this machine,

The installation will be aborted.

It is probably a very good idea to reboot your PC now. This will ensure that the WinPcap driver is
loaded and running and that Vcom has automatically started.

4.2 Broadcast Search

The Broadcast Search function is used to locate all STE100A that are connected to the same LAN
as your computer. Since the Broadcast Search function searches by MAC address and not IP
address, all STE100A connected to the LAN will be located, regardless of whether or not they are
part of the same subnet as the host.

1. Click Search button.

.4
Canfigura
Utilities Device Info- 0 Device(s)
Eh VCOM | Device ID | Device Name
4 Device Info

. CoM Mapping

<

i Message Log- Device Info | Message Log- VCOM Info

[Now: 4/22/2013 2:28:30 AM
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The very first time that Vcom searches the network for STE100A, a "Windows Security Alert" will
popup as Vcom accesses the network. To allow Vcom access through the Windows firewall, click

the button labeled "Allow Access".

{ ! Windows Firewall has blocked some features of this app

Windows Firewall has blocked some features of vcom on all public and private netwarks.
“ ? Mame: VCOm
" publisher: Unknown
Path: Ct\program files (x86)\ctouwcomvcom exe

Allow veom to communicate on these networks:
|| Private networks, such as my home or work network

[]Public networks, such as those in airports and coffee shops (not recommended
because these networks often have litte or no security)

What are the risks of allowing an app through a firewall?

2. All STE100A connected to the local LAN will be found.

-

L

Main

TNl
V&S |IX @

Exit Web

Search | pylP | Contigure

Utilities | Device Info- 4 Device(s)
evice ID | Device Name | Project Name
001 STE100A MetUART
001 STE100A MetUART
001 STE100A_1_64 MetUART

Searching for Devices...
Find 4 Device(s); Please wait a few seconds....

001 STE100A_1 63 MNetlUART

Mo | Device Name: | MAC Address | IP Address

1 STE100A 00-02-AB-0D-7F-B8 172.24.1.132
2 STE100A 00-02-AB-0D-7F-B9 192.168.0.250
3 STE100A_1... 00-02-AB-0D-7F-AS 10.1.1.64

4 STE100A_1... 00-02-AB-0D-7F-A7 10.1.1.65

<

i Message Log-Device Info {| Message Log- VCOM Info
1:50:20 AM 4 device(s) searched.
1:50:36 AM 4 device(s) searched.

Mow: 4/30/2013 4:56:03 PM
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4.3 Configuration

1. Click the device that you want to configure. (Note: The IP address of STE100A must be on the
same subnet as Vcom PC's IP subnet.)

s 7 -9
| N | Searth (8
[= Search el | Comligura]  Wven
Utilities Device Info- 3 Device(s)
=] u WICOM Mo Device ID Device Name Project Name Search IP Address
-4 D b Joor_____la HELLART
LB g H 0001 MetlaRT MetlaRT 192.168.2.12
3 o001 MetUART MetlART 00-02-AB-00-00-03 10.1.1.249
Ol |
Message Log- Device Infa | Message Lag- 4COM Info |
' ' 3
b 10:3mE0 3 device(s) searched.,
b 103306 3 device(s) searched.
L4 45014 3 devicale) casrrhad =l
Now: 2010/10/18 _E4F 10:42:32

2. Click the Configure button, then input account name and password; Press the OK button.

Sear
Search | oA Contigure| Yel

Main
|- [ e 4 SN ¥
Exil

Utilities Device Info- 3 Device(s)
Eu WCOM Mo | Device ID | Device Mame | Project Mame | MAC Address
- Device Info 1 o001 at MatUJART 00-02-AB-00-00-02
£ COM Mapping 2 o001 MetUART MetUART 00-02-AB-00-00- 12
3 nnn1 L=t ILR MetUART 00-02-AB-00-00-03
Input Attributes

Plzaze Give Account:
—

Pleaze Give Pazsword

I ok Cancel
4

I
Message Log- Device Info | Message Log- YCOM Info |
' | 1
Lt 10:33:50 3 device(s) searched.
L 1039208 3 device(s) searched. LI
[ =Ry e TR K 2 davical'ch cazechard
Now: 2010/10418 _E<F 10:44:12

Important notice: The STE100A must have a password set in order to be managed via Vcom.
Vcom is unable to handle "null password". If a null password was set via the STE100A web

interface, the device must be again accessed by web interface and have a password set. Then
Vcom will be able to login and access the STE100A.
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3. Configure the device and press OK button. (Device configuration settings are explained in the
Web Management Chapter 3.)

Configure Dialogx

Y
Damain Mame 9 T
lu]
Part 9
o
Femote Setting 10
f« 1p
" Domain Mame
IF 10
0.0.0.0
Damain Mame 10
lu]
Part 10
lu]
- o Meancsl g
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4.4 COM Mapping

1. Click COM Mapping.

F 1003859 3 devicels) searched.
F 10039006 3 devicels) searched.

2. Click Add button and wait for while.

_F 10i3Ese 3 device(s) searched,
T 10iam0s 3 devicels) searched.
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3. Click OK button to create com mapping.

STE100A Operation Manual

ltem Description
TCP/UDP Network Protocol
Server/Client You must choose a side if you choose TCP
IP Address TCP Server: Disabled
TCP Client: Remote Server Address
UDP : Remote Target Address
Local Port Listen port
COM Virtual Com port

Add VCOR

at 00-02-AE-00-00-...

10.1.1.250

MetUaRT 00-02-AE-00-00-...

192.168.2.12

MetUART 00-02-AB-00-00-...

10.1.1.249

[eal Tt
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