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Copyright, trademarks and disclaimer

Copyright

© 2012 Milestone Systems A/S.

Trademarks

XProtect is a registered trademark of Milestone Systems A/S.

Microsoft and Windows are registered trademarks of Microsoft Corporation.

All other trademarks mentioned in this document are trademarks of their respective owners.

Disclaimer

This text is intended for general information purposes only, and due care has beef taken in its preparation.

Any risk arising from the use of this information rests with the recipient, and nothing herein should be construed
as constituting any kind of warranty.

Milestone Systems A/S reserve the right to make adjustments without prior netification.

All names of people and organizations used in the examples in this text arefictitious. Any resemblance to any
actual organization or person, living or dead, is purely coincidental apd,unintended.

This product may make use of third party software for which specific terms and conditions may apply. When that
is the case, you can find more information in the file 3rd_party_software_terms_and_conditions.txt located in your
Milestone surveillance system installation folder.
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About This Guide

This guide briefly explains how to install XProtect Corporate as well as how to configure some of its key features.

For more detailed feature descriptions, refer to the manuals available on the XProtect Corporate software
DVD as well as on www.milestonesys.com. Furthermore, XProtect Corporate features a very
comprehensive built-in help system (on page 38).

Also check our website (http://www.milestone.com) for updates to make sure you install the most recent version
of our software.
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Product Overview, XProtect Corporate

XProtect Corporate is a fully distributed solution, designed for large multi-site and multiple server installations
requiring 24/7 surveillance, with support for devices from different vendors. The solution offers centralized
management of all devices, servers, and users, and empowers an extremely flexible rule system driven by
schedules and events.

XProtect Corporate consists of the following main elements:
e The management server - the center of your installation
e One or more recording servers

e One or more Management Clients, which are unlicensed and can be downloaded and installed for free
(as many times as needed).

e A Download Manager

e One or more Smart Clients and Remote Clients, which are both unlicensed and can be downloaded
and installed for free (as many times as needed).

Furthermore, XProtect Corporate includes fully integrated Matrix functionality for distributed viewing of video from
any camera on your surveillance system to any computer with a Smart Client installed.

The system also offers the possibility of including the standalone XProtect Smart Client — Player when exporting
video evidence from the Smart Client. The Smart Client — Player allows recipients of video evidence (such as
police officers, internal or external investigators, etc.) to browse and play back the exported recordings without
having to install any software on their computers.

Finally, XProtect Corporate handles an unlimited number.of cameras, servers, and users—across multiple sites if
required. XProtect Corporate is capable of handling IPv4+as well as IPv6.
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System Requirements

IMPORTANT: XProtect Corporate no longer supports Microsoft® Windows® XP (however, clients can still be
run/accessed from computers with Windows XP Professional).

It is recommended to have the Microsoft Active Directory® in place before you install XProtect Corporate. If you

add the management server to the Active Directory after installing XProtect Corporate, you must re-install the
management server, and replace users with new users defined in the Active Directory.

The following are minimum requirements for the computers used in an XProtect Corporate solution:

Computer Running Management Server

e CPU: Intel® Xeon® , minimum 2.0 GHz (Dual Core recommended)

¢ RAM: Minimum 1 GB (2 GB or more recommended)

¢ Network: Ethernet (1 Ghit recommended)

e Graphics Adapter: Onboard GFX, AGP or PCI-Express, minimum 1024 x 768, 16-bit color
e Hard Disk Type: E-IDE, PATA, SATA, SCSI, SAS (7200 RPM or faster)

e Hard Disk Space: Minimum 50 GB free (depends on-number of servers, cameras, rules, and logging
settings)

e Operating System: Microsoft® Windows® Server 2008 R2 (64 bit), Microsoft® Windows® Server 2008 (32
or 64 bit), Microsoft® Windows® Server 2003 (32 or 64 bit).

Furthermore, to run clustering/failover servers; a Microsoft® Windows® Server 2003/2008 Enterprise or
Data Center edition is needed.

e Software: Microsoft .NET 3.5 SP1 and .NET 4.0 and Internet Information Services (II1S) 5.1 or newer.

Computer Running Recording Server or Failover Server

e CPU: Dual Core Intel Xeon, minimum 2.0 GHz (Quad Core recommended)

e RAM: Minimum 1 GB (2.GB or more recommended)

e Network: Ethernet(1.Gbit recommended)

e Graphics Adapter: Onboard GFX, AGP, or PCI-Express, minimum 1024 x 768, 16-bit color

e Hard Disk Type: E-IDE, PATA, SATA, SCSI, SAS (7200 RPM or faster)

e Hard Disk Space: Minimum 100 GB free (depends on number of cameras and recording settings)

e Operating System: Microsoft® Windows® 7 Ultimate (32 bit or 64 bit), Microsoft® Windows® 7 Enterprise
(32 bit or 64 bit), Microsoft® Windows® 7 Professional (32 bit or 64 bit), Microsoft® Windows® Server 2008
R2 (64 bit), Microsoft® Windows® Server 2008 (32 or 64 bit), Microsoft® Windows® Vista® Business (32 or
64 bit), Microsoft® Windows® Vista Enterprise (32 or 64 bit), Microsoft® Windows® Vista Ultimate (32 or 64
bit) or Microsoft® Windows® Server 2003 (32 or 64 bit).

e Software: Microsoft .NET 4.0 Framework.
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IMPORTANT: When formatting the hard disk of a recording/failover server device, it is important to change its
Allocation unit size setting from 4 to 64 kilobytes. This is to significantly improve recording performance of the
hard disk. You can read more about allocating unit sizes and find help at
http://support.microsoft.com/kb/140365/en-us (see http://support.microsoft.com/kb/140365/en-us -
http://support.microsoft.com/kb/140365/en-us).

Computer Running Management Client

e CPU: Intel Core2TM™ Duo, minimum 2.0 GHz
¢ RAM: Minimum 1 GB
¢ Network: Ethernet (100 Mbit or higher recommended)

e Graphics Adapter: AGP or PCI-Express, minimum 1024 x 768 (1280 x 1024 recommended), 16-bit
color

e Hard Disk Space: Minimum 100 MB free

e Operating System: Microsoft® Windows® 7 Professional (32 bit.or 64 bit*), Microsoft® Windows® 7
Enterprise (32 bit or 64 bit*), Microsoft® Windows® 7 Ultimate (32 bit or 64 bit*), Microsoft® Windows®
Vista Ultimate (32 bit or 64 bit*), Microsoft® Windows® Vista Enterprise (32 bit or 64 bit*), Microsoft®
Windows® Vista Business (32 bit or 64 bit*), Microsoft® Windews® Server 2008 (32 bit or 64 bit*),
Microsoft® Windows® Server 2008 R2 (64 bit) or Microsoft® Windows® Server 2003 (32 bit or 64 bit*).
* Running as a 32 bit service/application

e Software: Microsoft .NET 4.0 Framework, DirectX,9.0/or newer, and Windows Help (WinHIp32.exe)

which you can download from http:// www.microsoft.com/downloads/ (see
http://www.microsoft.com/downloads/ - http://www.microsoft.com/downloads/).

Computer Running Event Server

e CPU: Intel® Xeon® , minimum 2.0 GHz<(Dual Core recommended)

e RAM: Minimum 1 GB (2 GB or'more recommended)

e Network: Ethernet (1 Gbit recommended)

e Graphics Adapter: Onboard GFX, AGP or PCI-Express, minimum 1024 x 768, 16-bit color
e Hard Disk Type: E-IDE,"PATA, SATA, SCSI, SAS (7200 RPM or faster)

e Hard Disk Spdece: Minimum 10 GB free (depends on number of servers, cameras, rules, and logging
settings)

e Operating System: Microsoft® Windows® Server 2008 R2 (64 bit), Microsoft® Windows® Server 2008 (32
or 64 bit), Microsoft® Windows® Server 2003 (32 or 64 bit)

e Software: Microsoft .NET 4.0 and Internet Information Services (II1S) 5.1 or newer.

Computer Running Log Server

e CPU: Intel® Xeon® , minimum 2.0 GHz (Dual Core recommended)

e RAM: Minimum 1 GB (2 GB or more recommended)
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e Network: Ethernet (1 Gbhit recommended)
e Graphics Adapter: Onboard GFX, AGP or PCI-Express, minimum 1024 x 768, 16-hit color
e Hard Disk Type: E-IDE, PATA, SATA, SCSI, SAS (7200 RPM or faster)

e Hard Disk Space: Minimum 10 GB free (depends on number of servers, cameras, rules, and logging
settings)

e Operating System: Microsoft® Windows® Server 2008 R2 (64 bit), Microsoft® Windows® Server 2008 (32
or 64 bit), Microsoft® Windows® Server 2003 (32 or 64 bit)

e Software: Microsoft .NET 4.0 and Internet Information Services (II1S) 5.1 or newer.

Computer Running Service Channel

e CPU: Intel® Xeon® , minimum 2.0 GHz (Dual Core recommended)

¢ RAM: Minimum 1 GB (2 GB or more recommended)

¢ Network: Ethernet (1 Ghit recommended)

e Graphics Adapter: Onboard GFX, AGP or PCI-Express, minimum 1024 x 768, 16-bit color
e Hard Disk Type: E-IDE, PATA, SATA, SCSI, SAS (7200 RPM or faster)

e Hard Disk Space: Minimum 10 GB free (depends,onnumber of servers, cameras, rules, and logging
settings)

e Operating System: Microsoft® Windows® Server 2008 R2 (64 bit), Microsoft® Windows® Server 2008 (32
or 64 bit)*, Microsoft® Windows® Server 2003 (32 or 64 bit)*

* Limited by Windows operating system tosten’concurrent, incomplete outbound TCP connection attempts
e Software: Microsoft .NET 4.0 Framewaork, and Internet Information Services (IIS) 5.1 or newer
If installing on Windows Server 2008, a standard IIS installation must furthermore be customized:
1. In Windows Start menu, select Control Panel, then select Programs and Features.
2. Inthe Programs and Features window, click Turn Windows features on or off. This opens the
Windows Features window (window name may be different depending on which operating system
you are installing the'service channel on).

3. Inthe Windows Features window, expand Internet Information Services.

4. Expand and.select Web Management Tools, then expand and select IIS 6 Management
Compatibility, then select IIS Metabase and IIS 6 configuration compatibility.

5. Expand and select World Wide Web Services, then expand and select Application Development
Features, then select the following:

o .NET Extensibility
e ASP

e ASP.NET

e |SAPI Extensions

e |SAPI Filters.
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6. Expand and select Security, then select Windows Authentication.

7. Click OK.

Computer Running Smart Client

e CPU: Intel Core2 Duo, minimum 2.0 GHz (Quad Core recommended for larger views)

¢ RAM: Minimum 512 MB (1 GB recommended for larger views, 1 GB recommended on Microsoft
Windows Vista®)

e Network: Ethernet (100 Mbit or higher recommended)
e Graphics Adapter: AGP or PCI-Express, minimum 1280 x 1024, 16 bit colors
e Hard Disk Space: Minimum 500 MB free

e Operating System: Microsoft® Windows® 7 Professional (32 bit of 64 bit¥), Microsoft® Windows® 7
Enterprise (32 bit or 64 bit*), Microsoft® Windows® 7 Ultimate (32 bit,or 64 bit*), Microsoft® Windows®
Server 2008 R2 (64 bit), Microsoft® Windows® Vista Ultimate (32 bit or 64 -bi*), Microsoft® Windows® Vista
Enterprise (32 bit or 64 bit*), Microsoft® Windows® Vista Businéss (32 bit or 64 bit*), Microsoft® Windows®
Server 2008, Microsoft® Windows® Server 2003 (32 bit or 64hit*);"and Microsoft® Windows® XP
Professional (32 bit or 64 bit*).

*Running as a 32 bit service/application

e Software: Microsoft .NET 4.0 Framework, DirectX 9:0-0r newer, and Windows Help (WinHIp32.exe)
which you can download from http:// www.microseft.com/downloads/ (see
http://www.microsoft.com/downloads/ - http://www.microsoft.com/downloads/).

Computer Accessing Remote Client

e CPU: Intel Pentium® 4, minimum 2/4.GHz

e RAM: Minimum 256 MB (512 MB'recommended for larger views, 1 GB recommended on Microsoft
Windows Vista)

e Network: Ethernet (100 Mhit,onhigher recommended)

e Graphics Adapter: AGR or PCI-Express, minimum 1024 x 768 (1280 x 1024 recommended), 16-bit
color

e Hard Disk Space:Minimum 10 MB free

e Operating System:Microsoft® Windows® 7 Professional (32 bit or 64 bit*), Microsoft® Windows® 7
Enterprise,(32.bit or 64 bit*), Microsoft® Windows® 7 Ultimate (32 bit or 64 bit*), Windows Vista Ultimate
(32 bit or 64 bit*), Windows Vista Enterprise (32 bit or 64 bit*), Windows Vista Business (32 bit or 64 bit*),
Microsoft® Windows® Server 2008 R2 (64 bit), Microsoft® Windows® Server 2008, Windows Server 2003
(32 bit or 64 bit*), aand Microsoft Windows® XP Professional (32 bit or 64 bit*)

* Running as a 32 bit service/application
e Software: DirectX 9.0 or newer, and Windows Help (WinHIp32.exe) which you can download from http://

www.microsoft.com/downloads/ (see http://www.microsoft.com/downloads/ -
http://www.microsoft.com/downloads/).

www.milestonesys.com 11 System Requirements


http://www.microsoft.com/downloads/
http://www.microsoft.com/downloads/

Milestone XProtect® Corporate 5.0 Administrator's Getting Started Guide

Active Directory

XProtect Corporate users are normally added from Active Directory, although users can also be added without
Active Directory.

Active Directory is a distributed directory service included with several Windows Server operating systems; it
identifies resources on a network in order for users or applications to access them.

If wishing to add users through the Active Directory service, a server with Active Directory installed, and acting as
domain controller, must be available on your network.

Important Port Numbers

XProtect Corporate uses particular ports when communicating with other computers, cameras, etc.

2 RO
¢ AL

When using XProtect Corporate, you must therefore make sure that certain ports are open for data traffic on your
network.

The port numbers can be changed. Different port numbers may therefore be used in your organization. See
Management Server Service and Recording Server Service (on page 35) for information about changing the
recording server-related port numbers.

Tip: Consult the administrator of your organization's firewall,if'in doubt about how to open ports for traffic.

Virus Scanning Information

Virus scanning should in some cases be avoided-if allowed in your organization.

If you use virus scanning software on:
e recording data in databases on recording servers

e data being archived in archivinglocations
it will most likely use a considerable amount of system resources on scanning.

This may affect system performanee negatively, notably scanning of data in databases containing recordings.
Some virus scanning software may furthermore temporarily lock each file it scans, which may further impact
system performance negatively:Virus scanning may even corrupt recording databases, and render your
surveillance system recordings useless.

Therefore:
e Do not use virus scanning on recording server directories containing recording databases (by default
C:\MediaDatabase\ and all folders under that location, but note that different recording paths may have
been specified in your organization).

e Do not use virus scanning on archiving locations.

e Do not use virus scanning on files with the following file extensions (which are all surveillance system-

related):
o .blk
o .dx
o .pic
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o .pgz
o .Sts
o .ts

e Do not use virus scanning on the management server.

Your organization may have strict guidelines reg. virus scanning, but it is important that the mentioned locations
and files are exempt from virus scanning. If allowed, you should therefore disable any virus scanning of recording
servers' databases, of any archiving locations as well as on the management server. Consult your organization’s
IT system administrator if in doubt.

Servers and Clients Require Time-Synchronization

Part of the security surrounding the use of remote clients with XProtect Corporate is based on so-called time-
based tokens.

Why Servers Require Time-Synchronization

When a client logs in to the surveillance system, the client receives a.token from the management server. The
token contains important security-related time information.

The management server also sends a similar token to the required/recording server(s). This is partly due to the
fact that recording servers may be located all around the world; each recording server thus uses the token to
validate the client's token against the local time in the recording'server's own time zone.

The validity of a token expires after a while. It is therefore important that time on your management server and all
of your organization's recording servers is synchronized{(minute and second-wise; hours may of course be
different in different locations around the world). If time on.the servers is not synchronized, you may experience
that a recording server is ahead of the management.server's time.

When a recording server is ahead of the management‘server's time, it may result in a client's token expiring on
the recording server earlier than intended by the management server. Under unfortunate circumstances you might
even experience that a recording server claimssthat a client's token has already expired when it receives it;
effectively preventing the client from viewing recordings from the recording server.

How to synchronize time on your organization's servers depends on your network configuration, internet access,
use of domain controllers, etc. Often, sérvers on a domain are already time-synchronized against the domain
controller. If so, you should be fine as-long as all required servers belong to the domain in question.

If your servers are not already time-synchronized, it will be necessary to synchronize the servers' time against a
time server, preferably the same time'server.

The following articles from Micresoft describe what to do in different situations:

e How to configure an"authoritative time server in Windows Server 2003 (see
http://support.microsoft.com/kb/816042/en-us - http://support.microsoft.com/kb/816042/en-us)

e Registry entriesifor the W32Time service (see http://support.microsoft.com/kb/223184/en-us -
http://support.microsoft.com/kb/223184/en-us)

If these links do not work for you, try searching www.microsoft.com (see http://www.microsoft.com/ -
http://www.microsoft.com/) for time server, time service, synchronize servers or similar.

It is also very important that Smart Client s are time-synchronized with the management server.

Why Clients Require Time-synchronization

Because configuration communication is facilitated by the service channel, it is advantageous that Smart Client s
are also time-synchronized with the management server and the computer running the Service Channel service.
A time difference of five minutes between Smart Client and servers is tolerated.
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If a Smart Client is not time-synchronized with the management server and the computer running the Service
Channel service, the Smart Client is not updated with information about configuration changes made by other
users in Smart Client in Setup mode. This means that users risk overwriting each other’s configuration changes.
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Installation Overview

If upgrading from a previous version of XProtect Corporate , make sure you read the upgrade information (see
"Upgrade from Previous Version" on page 25).

If you plan to run Milestone Federated Architecture, make sure to read about important prerequisites for
running Milestone Federated Architecture.

Your XProtect Corporate installation process begins with the installation of the management.server software.

e The management server is the center of your XProtect Corporate installation. Itis typically installed on a
dedicated server. See Management Server Installation (see "Install Management Server" on page 15).

Once the management server is installed, you are able to install key components required by the management
server:

e The recording server, which is used for recording video feeds, and for.communicating with cameras and
other devices. The recording server is typically installed on one of,more separate computers, rather than
on the management server itself. See Install System Components (on, page 29).

e The Management Client, which is used for configuration and day-to-day management of the system.
The Management Client is typically installed on the system administrator's workstation or similar. See
Management Client Installation (see "Management Client*.omnpage 35).

Finally, you are able to install client software for access to the XProtect Corporate system:

e The Smart Client is the feature-rich client used for.ateess to live and recorded video and other features
from the surveillance system. The Smart Client Clientsoftware must be installed on users' computers.
See Install and Remove Smart Client (see "Installing'the Smart Client" on page 25) for more information.

e Alternatively, the Remote Client lets you avoichinstalling client software, as the Remote Client is run
straight from the XProtect Corporate system through a browser. It does, however, have significantly
fewer features than the Smart Client. SeesRemote Client Introduction.

Tip: Video device drivers are small programs used for controlling/communicating with the cameras connected to a
recording server. You get the drivers automatically during the initial installation of your XProtect Corporate
system. However, new versions of the drivers are released from time to time.

As well on traditional servers, installation*can also take place on virtualized servers.

Install Management . Server

If upgrading from a previous version of XProtect Corporate, make sure you read the upgrade information (see
"Upgrade from Previous Version" on page 25).

If you plan to run Milestone Federated Architecture, make sure to read about important prerequisites for
running Milestone Federated Architecture.

Read the End User License Agreement on the Product License Sheet (enclosed with the software DVD) before
installing any part of XProtect Corporate.

Your XProtect Corporate installation process begins with the installation of the XProtect Corporate management
server software. The management server is the center of your XProtect Corporate installation.
Prerequisites

e Windows Installer 4.5 - only on Windows Server 2003

Before installing XProtect Corporate, it is important that you install Windows Installer 4.5. You can
download the Windows Installer 4.5 (see http://www.microsoft.com/downloads -
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http://www.microsoft.com/downloads) from this link: http://www.microsoft.com/downloads (see
http://www.microsoft.com/downloads/ - http://www.microsoft.com/downloads/).

SQL Server

The management server requires access to a relational database. Later in this installation process you
must choose between using an existing SQL Server on the network (Administrator rights on the SQL
Server are required) or setting up a SQL Server Express Edition (a lightweight, yet powerful, version of a
full SQL server) on the management server computer itself.

Whatever SQL solution you choose, make sure to have Microsoft .NET Framework 3.5 Service Pack 1
installed on the management server computer running the SQL Server Express Edition (even though
Microsoft .NET Framework 4.0 is already installed) or the separate server running.the existing SQL
Server. See also System Requirements (on page 8).

rac

Windows Server 2003 Fix

If you use Windows Server 2003 it is recommended to install this supported fix (see
http://support.microsoft.com/kb/925336 - http://support.micresoft.com/kb/925336) for Windows Server
2003 before starting: http://support.microsoft.com/kb/925336 (see http://support.microsoft.com/kb/925336
- http://support.microsoft.com/kb/925336). Otherwise, ‘the installation of your management server might
fail due to Microsoft Windows Installer process havings-insufficient contiguous virtual memory to verify that
the .msi package or the .msp package is correctly.signed.

Installing

1.

Shut down any Milestone software running, if-Upgrading, it is highly recommended that you remove any
previous versions of the management server before upgrading. Note, however, that you may not want to
remove the management server database, as it contains your XProtect Corporate configuration.

Insert the XProtect Corporate saoftware DVD. If the XProtect Corporate Management Server Installation
window does not open automaticallysupon inserting the DVD, run the following file from the DVD:

setup.exe

Tip: Alternatively, if you ate installing a version downloaded from the internet, run the setup.exe file from
the location you havessavediifjto.

A window will open, listing the steps involved in the installation:

Milestone XProtect Corporate Management Server
Installation

Enterotinicfmetion Services

1
2

MBcstone XProtect Corporate Manageiment Server Dalalise

Miealcae XProtert Corporate Nanagement Server

3
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4. Complete the steps outlined in the window.

Tip: Depending on what is already installed on the computer which is going to act as management
server, you may not need to complete all of the window's three steps. The step that currently requires
your attention will be highlighted.

Tip: When the management server software is installed, you are able to check the state of the
management server by looking at the management server icon in the management server computer's
notification area.

See Management Server Service and Recording Server Service (on page 35) for more information.

Step 1: Internet Information Services

XProtect Corporate Management Server Installation automatically detects if Internet;Information Services (lIS) is
already installed. If this step is not available, it is simply because IS is already installed.

Internet Information Services includes a range of administrative features formanaging web servers and web
applications, and is required in order to run a XProtect Corporate management server.

If installing on a server running Windows 2008 Server, IS is automatically installed once you click the Internet
Information Services step (should automatic installation fail, it is possible to.do installation troubleshooting).

1. On Windows Server 2003, clicking the Internet Information.Services step opens Windows' built-in
Windows Components wizard:

\ x|
windows Componenls -;_3-
“Tou can add or remove comporenits of Windows | é

To add oo semove a componert, chck the checkbox. & shadeéd box means thal only
B:tl.ihmﬂhm*ﬂ Tor s whiat's mchudéd n SComporert, chek

Components:

=) Accaspaies ard Uliies

O § Application Server
| B8R Cetilicate Services 1.8 ME
™ E-mal Services 1.1 B
i Faos Sereires 7 9 8R

N

Degcription: Inchudes ASP NET . Intemred Information Services (1151 and the
Apphication Senver Cosfitle,

Total dek space requred A0 ME Dietals
Space avaiable on disk: 1208257 ME

¢Back | Mews | Canca | |

2. Inthe wizard's Cemponents list, select Application Server.
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Click Details... and select Internet Information Services (lIS).

x|

Ta add o 1emove a comporent, chek the chack boe. & shaded box maans thal only pail
ol Ihe component wil ba nslallsd To sas whal's ncldad in & component, dick, Dstals

Subcomponents of Application Server

ﬁ.l"ll.dl.'dl.ﬂ‘:\\d'\'l:l Corzols 0.0M8 J

9 ASPHET 0.0H8

¥ @H:mble risteark LU M+ acosss 0.0 M

4] Erablie etk DTC access 0.0MB

[+ :5"[ Inb=snet Infoimation Services IS

= Maszage Dusiing 7.0ME

=

Deseriphior: 115 Includes \web, FTP, SMTP. and NN TP support, along vk suppail
fiat FroritPage Server Extansiors ard dctie Sanver Pages [A5F1

Total disk space requied: A0MB Diebsils ..
Space avalable on diek: 120625 7 MB Q
ok | Coel |

3. Click Details... and verify that all IS subcomponents are selected. Click OK to return to the Windows
Components wizard.

4. In the Windows Components wizard, click Next and follow the wizard.

Tip: Itis a good idea to have your Windows installation DVD ready; itmay be required during the process.

When IIS is installed, you will be returned to theXProtect Corperate Management Server Installation window for
the next step of the installation.

Step 2: XProtect Corporate Management Server Database

Before completing this step, click the View Microsoft.SQL Server 2008 Express End-user License Agreement link
to read the license agreement for the software.

This step opens the Database Setup wizard, which will guide you through the process of preparing a database for
use with the management server.

In the Database Setup wizard you will get the choice of using an existing SQL Server on the network or setting up
a SQL Server Express Edition (a lightweight, yet powerful, version of a full SQL server) on the management
server computer itself.

Follow the wizard's steps by clicking, Next.

IMPORTANT: We recommend,that you install the database on a dedicated hard disk drive that is not used for
anything else but the database. Installing the database on its own drive will prevent low disk performance.

IMPORTANT: During the‘database preparation process, you will be asked whether you want to create a new
database, use an existing,database, or overwrite an existing database. For a new installation, you would typically
select the default option, Create new database. However, if you are installing the database as part of upgrading to
a newer version of XPretect Corporate, and you want to use your existing database, make sure you select Use
existing database.

When you have prepared the database, you will be returned to the Milestone XProtect Corporate Management
Server Installation window for the last step in the management server installation.
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Step 3: XProtect Corporate Management Server

This step opens a wizard, which will guide you through the process of installing the management server software
itself.

Mokt Corporate Managemert Server Satuss Waand -

XProtect Corporate
Management Server Setup

The Ogen Matform Company

Follow the wizard's steps by clicking Next.

Tip: The wizard will ask you to specify the location of your temporary license (.lic) file. The system will verify your
license file before you are able to continue. Therefore, have your lieense file ready.

On one of the wizard's steps, you will be asked to select between two installation options:
Typical (on page 19)
-or-
Custom (on page 19)
You install the XProtect service channel, XProtect event server and XProtect log server as part of the

management server installation. But if required yourcan just as well install these on another server in your
surveillance system:

e Installing the XProtect service channelenables automatic and transparent configuration communication
between servers and clients in your XProtect Corporate installation.

e Installing the XProtect event server enables handling alarms and maps. Maps provide a physical
overview of your surveillance system: Which cameras are placed where, and in what direction are they
pointing? As mentioned it‘does not necessarily have to be installed on the management server - in fact,
you can often achieve better performance by installing the event server on another server.

e Installing the XProtect,log server provides the necessary functionality for logging information from your
XProtect Corporaté installation.

Typical

If you select Typical installation, the wizard will install all the management server components at their default
location and with other default settings. A Typical installation is recommended for most users.

Custom

If you select Custom installation, you get the option to select where to install each individual management server
component. A Custom installation is recommended for advanced users.

Only relevant if selecting Custom installation:
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On one of the wizard's steps you will be asked to select an IIS (Internet Information Services) web site for the
Management Server Service:

r v -
XPrctect Corporate Management & &E s i
Moroselt beemet béomation Servoes (I15) Setup
Select & web sbe 00 the 25 for e XPwtect Comontie Maragamert Server
Desonpoon e Axrese Pon
Defmdl Wb Sto Rated locabost 30

Cetads
The web ste & tated and con be uasd b e neaslaton

< Pacx Mot > Larcel

Select one of the listed web sites, and make sure the selected web site is started, then click Next. If the selected
web site is not started, Next is disabled.

Tip: You may find that only a single IIS web site—the Default Web Site—is listed. In that case simply make sure
that the web site is started, then click Next.

Towards the end of the wizard, in the Service Log On Setup window,you-will be asked to select a user account
under which the Management Server Service will run:

Fefeice Lo On Betip

Sarvca chadd bgan &=

' This pesdeingd soomnt

[Hubaark Suraca j
™ Thes sccoant

Fasinsd

[

Lardurn pacirvesd
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Tha M srgeaneni By srvice sl be sbarisd |
urrg the sceeard || ha corpular s & rardka of
4 o thes ocount el el b Hedkaol,
Serace’ o w dorsan Lo sccount

-l
L= 1]

You will be able to select either a:

e predefined Network Service account (see "Select a Predefined Account; Network Service" on page 21)
(in which case the service willirun whenever the computer acting as management server is running).

_Or-

e particular user account (see "Select a Particular User Account” on page 21) (in which case the service
will use the specified user account to log in to the computer acting as management server).

Tip: If the computer aeting as management server is a member of a domain, you should either select Network
Service, or make sure that you specify a user account which belongs to the domain in question.

What's Next?

Upon installation of the management server software, the management server's built-in web page automatically

opens in a browser. The web page lets you install key components required by the management server, among
these:

e One or more recording servers (for recording video feeds and for communicating with cameras and
other devices)

e A Management Client (for configuration and day-to-day management of the system)
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Even though the web page opens automatically on the management server computer, you will in most cases want
to install the key components on other computers than the management server itself. This is no problem since
installation takes place through the web page, which can easily be accessed from other computers. See Install
System Components (on page 29) for further information.

Select a Predefined Account; Network Service
1. Select This predefined account.
2. Select Network Service.

3. Click OK.

Select a Particular User Account
1. Select This account.
2. Click Browse.... This will open the Select User window.

3. Inthe Select User window, verify that the required domain is specified in the From this location field. If
not, click Locations... to browse for the required domain.

4. In the Enter the object names to select box, type the required.user name.

Tip: Typing part of a name is often enough. Use the ChecksNames feature to verify that the name you
have entered is recognized.

5. Click OK.

6. Specify the password for the user account in the,Password field, and confirm the password in the
Confirm password field.

The password fields must not be empty;the password for the account must contain one or more
characters and/or digits.

7. Click OK.

Multiple Management Servers

Using multiple management servers,may be relevant for your organization. Basically, there are two scenarios
where multiple management servers/can be relevant: One is using multiple management servers in a clustering
setup for peace of mind. The otheris“using not just multiple management servers, but multiple interconnected
XProtect Corporate systems ina federated architecture.

Clustering

The management server software can be installed on multiple servers within a cluster of servers. This ensures
that XProtect Corporate has very little down-time: if a server in the cluster fails, another server in the cluster will
automatically take over the failed server’s job running the management server. The automatic process of
switching over the Management Server service to run on another server in the cluster only takes a very short time
(up to 30 seconds). See the XProtect Corporate Administrator's Manual for more information about prerequisites
and installation guidelines for installing multiple management servers.

Milestone Federated Architecture

XProtect Corporate Milestone Federated Architecture™ (MFA) allows multiple individual XProtect Corporate
systems to interconnect in a parent/child hierarchy of federated sites. Each individual site in the federated
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hierarchy is a standard XProtect Corporate system, complete with management server, SQL Server, one or more
recording server(s), failover server(s) and a number of cameras as well as users and administrators.

Once several XProtect Corporate systems are added into a federated hierarchy, they appear as one big system to
administrators and users, while still being individually manageable. Based on user rights on each system,
federated architecture offers users access to video, audio and other resources across all individual sites in the
federated hierarchy. Furthermore, it offers administrators access to remote management of all sites from only one
login—again based on administration rights on the individual systems.

In principle, there is no limit to the number of sites you can add to a federated hierarchy and how they can be
linked, offering you unlimited scaling, flexibility and accessibility.

If you plan to run MFA, make sure to read the management server installation prerequisites (see "Install
Management Server" on page 15).

Management Server Installation Troubleshooting

The following issue may occasionally occur during or upon installation of management servers.

Issue: Automatic IIS Installation for Mgmt. or Event Server Fails

If installing the management server or the Event Server (custom installation) on a server running Windows 2008
Server, Internet Information Services (11S) is under normal circumstances automatically installed.

e For the management server, this happens when you click the'Internet Information Services step in the
XProtect Corporate Management Server Installation window.

e For the event server, this is only a problem if the event server is installed on a different server than the
management server.

If the automatic installation fails, you can install IS manually.
Solution: Install [IS Manually

1. If automatic IS installation fails, you.will.see an error message asking you to install IS manually. In the
error message box, click Install IS Manually.

2. You will now see the Server Manager window. In the left side of the window, select Roles, then the Roles
Summary.

3. Now select Add Roles to start;a wizard.
4. Inthe wizard, click Next,/Select Web Server (11S), and follow the wizard's steps.

5. When you reach the wizard's Select Role Services step, you will see that some role services are selected
by default. However, you should select some additional role services:

e Under Security, select Basic Authentication and Windows authentication.
e UnderManagement Tools, select IIS 6 Management Console, expand it, and select IS 6

Metabase Compatibility, IIS 6 WMI Compatibility, IIS 6 Scripting Tools, and 1IS 6 Management
Console.
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e When ready, the relevant part of the Role services tree should look like this:
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6. Complete the wizard by following the remaining steps.

Issue: Changes to SQL Server Location Prevents Database Access

This is an issue if using an MS SQL Server database as the XProtect Corporate management server database: If
the location of the SQL Server is changed, for'example by changing the host name of the computer running the
SQL Server, access to the database will be lost.

Solution: Run Management Server Database Installation Step Again

See Management Server Installation«(see"Install Management Server" on page 15). When running the database
installation, you will - during the database preparation process - be asked whether you want to create a new
database, use an existing databaSe, er overwrite an existing database: Pointing to the new location of the SQL
Server, select to use an existing.database. This will update the SQL connection string used by the management
server, and it will again be pessible to access the database.

Failover Server Installation

For more details about failover servers and their installation, see the XProtect Corporate Administrator's Manual.

Log in to the Management Client

Access to the XProtect Corporate Management Client requires certain user rights. Consult your surveillance
system administrator if in doubt.
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1. Click the XProtect Corporate Management Client desktop icon or—in Windows' Start menu—select Al
Programs > XProtect Corporate > Management Client. This will make the login window appear:

Server tpe

larver addum e /- -

Astersowor Virdows Arwertcstor -
Jow e .- -
2 gt

Amrmrter Dasswors

Management Client login window

2. The login window's Server type field will in many cases appear dimmed.and pre-filled with the required
information. If not, select XProtect Corporate.

3. Inthe Server address field, type the IP address or host name ofithe computer running the XProtect
Corporate management server.

Tip: If you have logged in before, you can select previously tised server IP addresses or host names
from the list.

4. By default, you will log in to the management server with your active Windows account. This means that
if you are currently logged in as, for example, JohnSmith, you will by default log in to the management
server as JohnSmith as well.

o If you wish to log in to the management server with your active Windows account (this is the default
login option), select Windows Authentication/(current user) in the Authentication field.

o If you wish to log in to the management server with a different Windows account, select Windows
Authentication in the Authentication field, then type the required user name and password in the User
name and Password fields respectively.

Tip: If you have logged in with Windows Authentication before, you can select previously entered user
names from the list.

Tip: When using Windows AUthentication, you have the option of selecting Remember password, in
which case you will not havetto‘type the password at subsequent logins.

5. Click Connect to open Management Client.
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Installing the Smart Client

The XProtect Smart Client provides remote users with extremely feature-rich access to the surveillance system
and enables them to view live and recorded video and to access other features from the system. Like XProtect
Corporate, the Smart Client supports IPv6.

Example of the Smart Client, in this case
displaying live video

Where can | find more information about the Smart Client? Once ifstalled, the Smart Client has its own built-
in help system. Alternatively, refer to the Smart Client User's Manual, a/aif@ble on the XProtect Corporate
software DVD as well as from www.milestonesys.com.

The Smart Client must be installed locally on the remote user's computer, which can be done in three different
ways. Naturally it can also subsequently be removed.

Upgrade from Previous Version

This information is only relevant if you are upgrading a.previous installation of XProtect Corporate.

IMPORTANT: XProtect Corporate no longer supports Microsoft® Windows® XP. See System Requirements (on
page 8).

The process of upgrading XProtect Corporate‘involves removing all of its components except the Database
Server. The Database Server is one of the management server's components, it contains the entire system
configuration (recording server configurations, camera configurations, rules, etc.). As long as you do not remove
the Database Server, you will not need(to reconfigure your surveillance system configuration in any way (although
you may of course want to configure.seme of the new features in the new version).

Backward compatibility with recording servers from XProtect Corporate versions older than 3.0 is limited. You can
still access recordings on such olderrecording servers; but in order for you to be able to change their
configuration, they must be«of version 3.0 or later. It is thus highly recommended that you upgrade all recording
servers in your XProtect Corporate system.

When doing an update which.includes updating your recording servers, you automatically update your Video
Device Drivers as well 4In this case, after restarting your system, it might take several minutes for your hardware
devices to make contact with the new Video Device Drivers, so have patience. This is due to several internal
checks being performed on the newly installed drivers.

Prerequisites

e Have your temporary license (.lic) file ready. The license file will change when your SLC changes, so
you are likely to have received a new license file when purchasing the new version. When you install the
management server, the wizard will ask you to specify the location of your license (.lic) file, which the
system will verify before you will be able to continue.

If you do not have your license file, contact your Milestone vendor.
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e Have your new XProtect Corporate version ready. If you have not purchased the software on a DVD,
you can download it from www.milestonesys.com (see http://www.milestonesys.com/ -
http://www.milestonesys.com/). Note that although you can download any version, you will only be able to
install a version for which your license file is valid.

e The management server stores your XProtect Corporate system's configuration in a database. The
system configuration database can be stored in two different ways: 1) In a SQL Server Express Edition
database on the management server itself, or 2) in a database on an existing SQL Server on your
network. If using 2), Administrator rights on the SQL Server are required whenever you need to
create, move or upgrade the management server's system configuration database on the SQL Server.
Once you are done creating, moving or updating, being database owner of the management server's
system configuration database on the SQL Server will suffice.

Upgrading the Management Server

The management server has several components. This describes removing old components—except the
Database Server—and installing the new ones:

1. First remove the management server itself. See Remove System Components (on page 27).
2. Next, remove the XProtect Corporate Windows components.

3. If the XProtect Corporate Management Client is installed onthe.management server itself, remove the
Management Client too. See Remove System Components (on page 27).

4. Run the installation file for the new version of XProtect Corporate. After a short while, the installation
window will open. Out of the three installation steps forithe management server, you will be asked to
address step 3 (XProtect Corporate management server).

5. Click the installation window's step 3, and complete the XProtect Corporate management server
installation. During this process you will be asked.to specify the path to your license (.lic) file.

6. When the management server is installed, the management server's web page will appear in a browser.
If you want to install the Management Client software on the management server itself, you can do it from
the management server's web page:

Upgrading Recording Servers

Once the new management server issinstalled, you can remove the old recording server version, and install the
new one:

1. See Remove SystemComponents (on page 27) for how to remove a recording server.

2. When the recording’server has been removed, open a browser and connect to the management server's
web page at the following address:

http://[management server address]:[port]/installation/admin/

where [management server address] is the IP address or host name of the management server, and
[port] is the port number which IIS has been set up to use on the management server.

If not accessing the web page on the management server itself, log in with an account which has
administrator rights on the management server.

3. From the web page, install the new version of the recording server software.

4. Repeat for each recording server on your XProtect Corporate system.
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When updating your recording servers, you automatically update your Video Device Drivers as well. After
restarting your recording servers, it might take several minutes for your hardware devices to make contact with
the new Video Device Drivers, so have patience. This is due to several internal checks being performed on the
newly installed drivers.

Upgrading a Management Client

If the Management Client is installed on separate computers, such as the surveillance system administrator's
workstation or similar, you should now remove the old version and install the new one:

1. See Remove System Components (on page 27) for details on removing a Management Client.

2. When the Management Client has been removed, open a browser and connect to the management
server's web page at the following address:

http://[management server address]:[port]/installation/admin/

where [management server address] is the IP address or host name of.the management server, and
[port] is the port number which IIS has been set up to use on the management server.

If not accessing the web page on the management server itselfplog in with an account which has
administrator rights on the management server.

3. From the web page, install the new version of the Management Client.

Upgrading the Smart Client

Smart Client users should now remove their old Smart Client versions and install the new one:
1. See Installing the Smart Client (on page 25).for how to remove a Smart Client.

2. When the Smart Client has been removed,.open a browser and connect to the management server's web
page at the following address:

http://[management server address]:[port]/installation/

where [management server addréss] is the IP address or host name of the management server, and
[port] is the port number which1S has been set up to use on the management server.

3. From the web page, install the new version of the Smart Client.

Remove System.Components

If you are not an XProtect Corporate system administrator, do not attempt to remove the management software.

The following procedure describes standard system component removal in recent Windows versions; the
procedure may be slightly different in older Windows versions:

1. In Windows' Start menu, select Control Panel, and then...
o If using Category view, find the Programs category, and click Uninstall a program.
o If using Small icons or Large icons view, select Programs and Features.

2. Inthe list of currently installed programs, right-click the required program or service, select Uninstall, and
follow the removal instructions.
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Removing Management Server
XProtect Corporate management servers are most likely installed on a dedicated server.

To remove, follow the general removal procedure (see "Remove System Components” on page 27).

Removing Management Client or Service Channel

XProtect Corporate Management Client and XProtect service channel are all removed at the computer on
which the program or service is installed.

To remove, follow the general removal procedure (see "Remove System Components" on/page 27).

Removing Recording Server

To remove an XProtect Corporate recording server, use the following procedure/on the computer on which the
recording server is installed:

val proce

1. Stop the recording server service by right-clicking the recording server icon in the computer's notification
area (also known as the system tray), then selecting Stop Recording Server Service.

P4
EN E;@‘ Hy 10:33 am

2. Toremove, follow the general removal procedure (see "Remove System Components"” on page 27).
Right-click the XProtect Corporate Recording'Server in step 2 of the process.
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Install System Components

If upgrading from a previous version of XProtect Corporate, make sure you read the upgrade information (see
"Upgrade from Previous Version" on page 25).

Installation of the following components is not covered in this section: XProtect event server, XProtect log server,
management server (see "Install Management Server" on page 15) and XProtect service channel. See installation
details for each.

Read the End User License Agreement on the Product License Sheet (enclosed with thetsoftware DVD) before
installing any part of Milestone XProtect Corporate.

IMPORTANT: As a prerequisite make sure of the following. During the installation process you will be asked to
specify a user account under which the Failover Server Service will run. For the failover solution to work, the
failover server has to use the same user account as the recording server. Furthermore, the user account you
specify must have access to your XProtect Corporate system with administrator.rights. Do the following to make
sure of this...

To verify whether the user account has administrator access to your XProtect Corporate system, do the following:

1. Inthe Management Client's Site Navigation pane, expand Security and select Roles. In the overview
pane's roles list, select the Administrators role.

2. Inthe properties pane's role settings list, verify that the required user is listed.

3. Ifthe useris not listed, add the required user to the Administrators role by clicking Add... below the role
settings list.

Part I—Downloading the Installer

The following describes the installation process.(The process is more or less similar for the component types
mentioned, so replace the component with the XProtect Corporate recording server, failover server or the
Management Client, depending on your needs.

1. On the computer on which you will.install the component, shut down any Milestone software running. If
upgrading, it is highly recommended that you remove (see "Remove System Components” on page 27)
any previous versions of the-component before upgrading.

2. With an Internet Explorer-browser, connect to the XProtect Corporate management server at the
following address:

http://[management server address]:[port]/installation/admin/

where [management-server address] is the IP address or host name of the management server, and
[port] is the portsnumber which IIS has been set up to use on the management server.
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This will open the management server's built-in web page. If not accessing the web page on the
management server itself, log in with an account which has administrator rights on the management
server.
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3. The web page is available in a number of different languages=ln-this example, we assume that you view
the web page in English, and that you want to install Englishwersions of the Milestone XProtect
Corporate components.

On the web page find the relevant component's installer section, and then click the English link under the
required recording server version (often, only one.version will be available).

Depending on your security settings, one or more WindoWws Security warnings may appear after you click the link.
If such security warnings appear, accept security warnings'by clicking Run or similar (exact button text depends
on your browser version).

Part [l—Installing the Component

Select the relevant component for a deseription of the process (if required, repeat the process on other computers
where the component should be installed):

Recording Servers

1. This will open the XProtect Corporate Recording Server Setup wizard, which will guide you through the
installation.

On the first step ofithe wizard, click Next.
2. Select installation method:
Typical (see "Recording servers (Typical)" on page 31)
-or-
Custom (see "Recording servers (Custom)" on page 31)
3. Click Install.

4. On the last step of the wizard, click Finish. The recording server is now installed. The recording server
has no user interface as such; it is accessed and managed through the Management Client.

Tip: When the recording server software is installed, you are able to check its state.
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See Management Server Service and Recording Server Service (on page 35) for more information.

Recording servers (Typical)

The Typical option installs the XProtect Corporate recording server with default settings. A Typical installation is
recommended for most users.

1. Specify recording server setup parameters (see "Specify Recording Server Setup Parameters" on page
32).

2. Click Next.

Recording servers (Custom)

The Custom option lets you select where to install the XProtect Corporate recording.server components. A
Custom installation is recommended for advanced users.

1. Select required installation folder, then click Next.

2. When asked which type of server to install, click the Standard recording server [...] icon. This lets you
install a regular recording server.

'_ﬁ-'llihﬂm XPvotect Carporabs Recording Ssrver Setup Wizsd ; E

i Fimcording Sarves for wides rcarding and chrt

Fdperes Riacording Seswss for evidesry replosmesnt of the
@ fuilnc] Rnoording ZServw

3. Specify recording server setup parameters.
4. Click Next.

5. The wizard will ask youitorselect a user account under which the XProtect Corporate Recording Server
Service will run.

You must select between:
o a predefinedisystem account (see "Select a Predefined System Account” on page 32)
- Or -

o a particular user account (see "Select a Particular User Account" on page 32) (in which case the
service will use the specified user account to log in to the computer acting as recording server).

Tip: If the computer acting as recording server is a member of a domain, select the predefined
account Local System or make sure you specify a user account which belongs to the domain in
question.

If using network drives, you should always specify a particular user account (which has access to the
network drives in question), as the Recording Server Service will not be able handle the network
drives otherwise.
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8.

Click Next.

In some cases it can be advantageous to install more than one instance of the recording server on the
same physical server (see "Multiple Recording Server Instances" on page 33). Specify the required
number of instances (default is 1), then click Next.

o Only relevant if installing more than one instance of the recording server on the same physical
server: For each instance, specify the IP address to use for the instance in question.

IMPORTANT: Note that the IP addresses you specify must be assigned to the physical server in
question. Furthermore, even though your organization will not use IPv6 addresses, make sure to
assign both IPv6 and IPv4 on the server as these are needed by the software.

Tip: Provided enough IP addresses are assigned to the server, the fields willkoe pre-filled.

Click Next.

Select a Predefined System Account

1.
2.

3.

Select This predefined account.
Select Local System, Local Service, or Network Service as applicable.

Click OK.

Select a Particular User Account

1.

2.

Select This account.
Click Browse.... This will open the Select User window.

In the Select User window, verify that the required domain is specified in the From this location field. If
not, click Locations... to browse for the required domain.

In the Enter the object names to select'box, type the required user name.

Tip: Typing part of a name is often enough. Use the Check Names feature to verify that the name you
have entered is recognized.

Click OK.

Specify the password for/the user account in the Password field, and confirm the password in the
Confirm password field:

The password must.contain one or more characters and/or digits.

Click OK.

Specify Recording Server Setup Parameters

Name: A name for the server in question. If required, you can later change the name through the
XProtect Corporate Management Client.

Milestone XProtect Corporate management server: The IP address (example: 123.123.123.123) or
host name (example: ourserver) of the management server to which the server in question should be
connected. If required, you can later change the management server IP address/host name as part of the
basic administration on the Recording or Failover Server Service.

MediaDB: The path to the server in question's media database. The media database is the recording
server's default storage area, i.e. the default location in which recordings from connected cameras are
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stored in individual camera databases. If required, you can later change the path, and/or add paths to
more storage area locations, from the XProtect Corporate Management Client.

Multiple Recording Server Instances

It is only recommended to install multiple instances of the Recording Server Service on théssame server under the
following conditions.

If you:
e are upgrading from XProtect Corporate 4.1 or older
—and—

e are already running more 32-bit Recording Server Service instanceson the same server.

Since it is not possible to move devices/cameras from one recording server toranother, setups running more than
one 32-bit Recording Server Service instances on the same server, will-need to maintain this structure.

For all other setups, the newer 64-bit recording server eliminates thefieed for running more 32-bit instances on
the same server.

Recording Server Installation Troubleshooting

The following issue may occasionally occur during or upan installation of management servers.

Issue: Recording Server Startup Fails due to Port Conflict

This is an issue if either the Simple Mail Transfetr Protocol (SMTP) Service or an existing installation of XProtect
Enterprise is running.

Both use port 25. If port 25 is already in use, it'may not be possible to start the XProtect Corporate Recording
Server Service. It is important that port number 25 is available for the recording server's SMTP service since
many cameras are only capable of communicating via this port.

SMTP Service: Verificatiopsand Solutions
To verify whether SMTP Serviceuis installed, do the following:
1. From Windows' Start menu, select Control Panel.
2. Inthe Control Panel, double-click Add or Remove Programs.
3. Inthe left side of the Add or Remove Programs window, click Add/Remove Windows Components.

4. Inthe Windows Components wizard, select the Internet Information Services (11S) item, and click
Details....

5. Inthe Internet Information Services (IIS) window, verify whether the SMTP Service check box is selected.
If it is, SMTP Service is installed.

If SMTP Service is installed, select one of the following solutions:
Solution 1: Disable SMTP Service, or set it to manual startup

This solution lets you start the recording server without having to stop the SMTP Service every time:

1. From Windows' Start menu, select Control Panel.
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2. In the Control Panel, double-click Administrative Tools.

3. Inthe Administrative Tools window, double-click Services.

4. In the Services window, double-click the Simple Mail Transfer Protocol (SMTP) item.

5. Inthe SMTP Properties window, click Stop, then set Startup type to either Manual or Disabled.

Tip: When set to Manual, the SMTP Service can be started manually from the Services window, or
from a command prompt using the command net start SMTPSVC.

6. Click OK.
Solution 2: Remove SMTP Service

Note that removing the SMTP Service may affect other applications using the SMTP"Service.
1. From Windows' Start menu, select Control Panel.
2. Inthe Control Panel, double-click Add or Remove Programs.
3. Inthe left side of the Add or Remove Programs window, click.Add/Remove Windows Components.

4. In the Windows Components wizard, select the Internet Information Services (IIS) item, and click
Details....

5. Inthe Internet Information Services (IIS) window, clear the SMTP Service check box.

6. Click OK, Next, and Finish.

XProtect Enterprise: Verification and Solutions

To verify whether XProtect Enterprise is installed, do the following:
1. From Windows' Start menu, select Control Panel.
2. In the Control Panel, double-click Add or Remove Programs.

3. Inthe Add or Remove Programs window, verify whether XProtect Enterprise appears in the list. If it does,
XProtect Enterprise is installed.

If XProtect Enterprise is installed, select'one of the following solutions:

Solution 1: Remove XProtect Enterprise
1. From Windows' Start menuj.select Control Panel.
2. Inthe Control Panel, doeuble-click Add or Remove Programs.

3. Inthe Add or Remoye'Programs window, select XProtect Enterprise, click Uninstall/Change, and then
OK.

Solution 2: Set XProtect Enterprise Services to manual startup

This solution lets you start the recording server without having to stop the XProtect Enterprise Services every
time:

1. From Windows' Start menu, select Control Panel.
2. In the Control Panel, double-click Administrative Tools.
3. In the Administrative Tools window, double-click Services.

4. Inthe Services window, repeat steps a-c for these items: Milestone ImagelmportService, Milestone
ImageServer, Milestone LogCheckService, Milestone Recording Server.

5. Double-click the item.
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6. In the <item> Properties window, click Stop, then set Startup type to Manual.
7. Click Close.

Tip: With the startup type Manual, you can start and stop the XProtect Enterprise Services from a
command file:

To start the XProtect Enterprise Services from a command file, create a file named e.g. startx.cmd with the
following content:

net start "Milestone ImagelImportService"
net start "Milestone ImageServer"

net start "Milestone LogCheckService"
net start "RecordingServer"

To stop the XProtect EnterpriseServices from a command file create a file named e.g. stopx.cmd with the
following content:

net stop "Milestone ImagelImportService"
net stop "Milestone ImageServer"
net stop "Milestone LogCheckService"

net stop "RecordingServer"

Management Client

1. Inthe Select installer language drop down box, selectslanguage to use during the installation. In this
example, we assume that you prefer English.

2. Next to appear is the XProtect Corporate Management Client Setup wizard, which will guide you through
the installation process. On the first step of the\wizard, click Next.

3. Select required installation folder, then click Next.
4. Click Install to begin installation; wait while the required components are installed.
5. When ready, click Finish.

6. To get an overview of the Management Client, select Launch XProtect Corporate Management Client.
This will start the Management Client right away.

Management Server Service and Recording Server Service

When the XProtect Corporaté management server software is installed, you are able to check the state of the
Management Server Service by looking at the Management Server Service icon in the notification area of the
computer running‘the'management server.

Likewise, when the XProtect Corporate recording server software is installed, you are able to check the state of
the Recording Server Service by looking at the Recording Server Service icon in the notification area of the
computer running the recording server in question.

The notification area icon also lets you start and stop the Management Server Service/Recording Server Service,
view status messages, etc.

Tip: The notification area is also known as the system tray. It is located at the far right of the management /
recording server's Windows taskbar.

IMPORTANT: When the Recording Server Service is running, it is very important that neither Windows Explorer
nor other programs are accessing Media Database files or folders associated with your XProtect Corporate
surveillance setup. Otherwise, the recording server might not be able to rename or move relevant media files.
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Unfortunately, this might bring the recording server to a halt. If this situation has already occurred, stop the

Recording Server Service, close the program accessing the media file(s) or folder(s) in question, and simply
restart the Recording Server Service.

— P4 _ P4
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Example: Management Server Service and Recording Server
Service icons in notification area

Read Server Service State Icons

The following notification area icons represent the possible states of the managementiseryer service and
recording server service:

Management Recording
Server Server
Service Service

=) Running.

Stopped.

Starting. Appears when a server'service is in the process of starting. Under

server is running or Recording server is running.

Stopping. Appears wher“asserver service is in the process of stopping. Under
normal circumstancesthe.icon will after a short while change to Management
server is stopped or Recording server is stopped.

& & | & &

QB normal circumstances, the ican/will after a short while change to Management

In indeterminatesstate. Appears when the Recording Server Service is
initially loaded and wntil the first information is received, upon which the icon
will, under normal-circumstances, change to the Recording server is starting
icon, and subseqguently to the Recording server is running icon.

&

Running-offline. Typically appears when the Recording Server Service is

Recordmg EE running but'the Management Server Service is not.
Server Service
only Must'be authorized by administrator. Appears when the Recording Server
Service is loaded for the first time. Administrators authorize the recording
E}’] server through the XProtect Corporate Management Client: In the

Management Client's Site Navigation pane, expand the Servers list, select the
Recording Server node then in the Overview pane right-click the required
recording server and select Authorize Recording Server.
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Use Download Manager

The management server has a built-in web page. The web page enables administrators and end users to
download and install required surveillance system components from any location, locally or remotely.

o

The web page is capable of displaying two sets of content:

¢ One targeted at system administrators, enabling them to download & i
and install key XProtect Corporate components, such as recording :
servers (see "Install System Components" on page 29) and the S |

Management Client (see "Install System Components" on page 29). ~
This is the content you see during the XProtect Corporate installation -
process. -

e One targeted at end users, providing them with access to client 7 ) D E—
applications, such as the Smart Client and Remote Client, as well as
various drivers, plugins, language packs, etc.

The example to the right shows the web page displaying content targeted at
system administrators.

The web page automatically has some content; this is why you can use'it.straight away during the XProtect
Corporate installation process. However, as a system administrator;'you'can customize what should be displayed
on the web page, for example if particular language versions of the Smart Client are required in your organization.
For this purpose you use the Download Manager.
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Built-in Help System

Navigating the Built-in Help System

You are always able to freely navigate between the help system's contents. To do this, simply use the help
window's three tabs: Contents, Search, and Glossary, or use the links inside the help topics.

! - Contents .'&."\ e "1.-.; PR
e Contents Tab: Lets you navigate the help system based on a tree structure. Many users will be familiar

with this type of navigation from, for example, Windows Explorer. To go straight to the help system's
Contents tab, click Contents... button in the Management Client's toolbar.

e Search Tab: Lets you search for help topics containing particular termswof interest. For example, you can
search for the term zoom and every help topic containing the termzoom will be listed in the search
results. Clicking a help topic title in the search results list will open therrequired topic. To go straight to the
help system's Search tab, click the Search... button in the Management Client's toolbar.

e Glossary Tab: What is a video encoder? What does PTZ mean? The Glossary tab provides a glossary
of common surveillance and network-related terms. Simply;select a term to view a corresponding
definition in the small window below the list of terms.

The actual content of each help topic is displayed in the right pane of the help window. Help topic texts may
contain various types of links, notably so-called expandingidrop-down links.

Clicking an expanding drop-down link will display detailed infermation. The detailed information will be displayed
immediately below the link itself; the content on the page.simply expands. Expanding drop-down links thus help
save space.

To print a help topic, navigate to the required topic and'click the browser's Print button.
Tip: When printing a selected help topic, theftopic'will be printed as you see it on your screen. Therefore, if a topic

contains expanding drop-down links, click eaeh rgquired drop-down link to display the text in order for it to be
included in your printout.
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