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Legal information

Warning notice system

This manual contains notices you have to observe in order to ensure your personal safety, as well as to prevent
damage to property. The notices referring to your personal safety are highlighted in the manual by a safety alert

symbol, notices referring only to property damage have no safety alert symbol. These notices shown below are
graded according to the degree of danger.

FNDANGER

indicates that death or severe personal injury will result if proper precautions are not taken.

AWARNING

indicates that death or severe personal injury may result if proper precautions are not taken.

A.CAUTION

with a safety alert symbol, indicates that minor personal injury can result if proper precautions are not taken.

CAUTION

without a safety alert symbol, indicates that property damage can result if proper precautions are not taken.

NOTICE

indicates that an unintended result or situation can occur if the corresponding information is not taken into
account.

If more than one degree of danger is present, the warning notice representing the highest degree of danger will

be used. A notice warning of injury to persons with a safety alert symbol may also include a warning relating to
property damage.

Qualified Personnel

The product/system described in this documentation may be operated only by personnel qualified for the specific
task in accordance with the relevant documentation for the specific task, in particular its warning notices and
safety instructions. Qualified personnel are those who, based on their training and experience, are capable of
identifying risks and avoiding potential hazards when working with these products/systems.

Proper use of Siemens products

Trademarks

Note the following:

A WARNING

Siemens products may only be used for the applications described in the catalog and in the relevant technical
documentation. If products and components from other manufacturers are used, these must be recommended
or approved by Siemens. Proper transport, storage, installation, assembly, commissioning, operation and
maintenance are required to ensure that the products operate safely and without any problems. The permissible
ambient conditions must be adhered to. The information in the relevant documentation must be observed.

All names identified by ® are registered trademarks of the Siemens AG. The remaining trademarks in this

publication may be trademarks whose use by third parties for their own purposes could violate the rights of the
owner.

Disclaimer of Liability

We have reviewed the contents of this publication to ensure consistency with the hardware and software
described. Since variance cannot be precluded entirely, we cannot guarantee full consistency. However, the

information in this publication is reviewed regularly and any necessary corrections are included in subsequent
editions.

Siemens AG A5E02795571-01 Copyright © Siemens AG 2010.
Industry Sector ® 06/2010
Industry Automation

D-76181 KARLSRUHE

GERMANY

Technical data subject to change




Introduction

Introduction

Purpose of this manual

This manual describes what is required, from the pharmaceutical, regulatory
viewpoint in Good Manufacturing Practice (GMP environment), of the computer
system, the software and the procedure for configuring such as system. The
relationship between the requirements and implementation is explained with
practical examples.

Target groups

This manual is intended for plant operators, those responsible for system designs
for specific industries, project managers and programmers, servicing and mainte-
nance personnel who use the automation and process control technology in the
GMP environment.

Basic knowledge required

Basic knowledge about SIMATIC PCS 7 is required to understand this manual.
Knowledge of GMP as practiced in the pharmaceutical industry is also an advan-
tage.

Disclaimer of liability

This manual contains instructions for system users and project engineers for
integrating SIMATIC PCS 7 process control systems into the GMP environment. It
covers validation and takes into account special aspects such as the requirements
of FDA 21 CFR Part 11 of the American Food and Drug Administration.

We have verified that the contents of this document correspond to the hardware
and software described. However, since deviations cannot be precluded entirely,
we cannot guarantee full consistency. The information in this document is checked
regularly for system changes or changes to the regulations of the various organiza-
tions and necessary corrections will be included in subsequent issues. We wel-
come any suggestions for improvement and ask that they be sent to the | IA VMM
Pharma in Karlsruhe (Germany).

SIMATIC PCS7 V7.1 - GMP Engineering Manual
ABE02795571-01 3



Introduction

Validity of the manual

The information in this manual applies to SIMATIC PCS 7 V7.1 including SP1. The
components examined are the PCS 7-ES, PCS 7 OS, SIMATIC BATCH, as well as
the Central Archive Server and StoragePlus add-ons. Refer to the CAO01 catalog for
detailed information on the compatibility of the individual components.

The catalog can be ordered over the Internet at
www.siemens.com/automation/ca01.

A list relating to the compatibility of the various product versions is available at
http://support.automation.siemens.com/DE/view/en/2334224.

Any questions about the compatibility of the add-on products for SIMATIC PCS 7
should be addressed directly to the suppliers, see
http://www.automation.siemens.com/w2/automation-technology-simatic-pcs-7-add-
ons-6811.htm.

Position in the information landscape

The system documentation of the SIMATIC PCS 7 V7.1 process control system is
an integral part of the SIMATIC PCS 7 system software. It is available to every user
as online help (HTML help) or as electronic documentation in PDF format.

This manual supplements the existing SIMATIC PCS 7 manuals. The guidelines
are not only useful during configuration, they also provide an overview of the
requirements for configuration and what is expected of computer systems in a
GMP environment.

Structure of the manual

The regulations and guidelines, recommendations and mandatory specifications
are explained. These provide the basis for configuration of computer systems.

All the necessary functions and requirements for hardware and software compo-
nents are also described; this should make the selection of components easier.

Based on examples, the use of the hardware and software is explained briefly and
how they are configured or programmed to meet the requirements. More detailed
explanations can be found in the standard documentation.

Additional support

Contact your local Siemens representative and offices if you have any questions
about the products described in this manual and do not find the right answers.

You will find your contact partner at:

http://www.siemens.com/automation/partner

A guide to the technical documentation of the various SIMATIC products and
systems is available at:

http://www.siemens.com/simatic-tech-doku-portal

The online catalog and online ordering system are available at:

http://mall.automation.siemens.com/

SIMATIC PCS7 V7.1 - GMP Engineering Manual
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If you have questions on the manual, contact | IA VMM Pharma at:

E-mail: pharma.aud@siemens.com

You can find additional information about the products, systems and services from
Siemens for the pharmaceutical industry at:

http://www.siemens.com/pharma

Training center

We offer various courses for newcomers to SIMATIC PCS 7. Contact your regional
Training Center or the central Training Center in D 90327 Nuremberg, Germany.

Internet:  http://www.sitrain.com

Technical support

You can contact the Technical Support for all the | IA&DT products using the Web
form for the support request

http://www.siemens.de/automation/support-request

Additional information about our technical support is available in the Internet at:

http://www.siemens.de/automation/service

Online service & support

In addition to our pool of documentation, we offer you a comprehensive online our
knowledge base at:

http://www.siemens.com/automation/service&support

There you will find:
e The newsletter that provides you with latest information relating to your product
e The right documents for you, using our Service & Support search engine

e A bulletin board in which users and specialists worldwide exchange their know-
how

e You local Siemens representative

¢ Information about on-site services, repairs and spare parts. And much more
under "Services".

SIMATIC PCS7 V7.1 - GMP Engineering Manual
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Configuring in a GMP Environment

1 Configuring in a GMP Environment

Before configuring computer systems in a GMP environment, approved specifica-
tions must be available. Requirements contained in standards, recommendations,
and guidelines must be observed when creating these specifications and when
implementing and operating computer systems. This chapter deals with the most
important sets of regulations and explains some of the basic ideas.

1.1 Regulations and Guidelines

The regulations, guidelines and recommendations of various national and interna-
tional agencies and organizations have to be taken into account when configuring
computer systems requiring validation in the GMP environment. Where computer
systems are involved, the following are of particular significance:

Name Title Scope
(author)
21 CFR Part 11 Electronic Records, Law/regulation for
US FDA Electronic Signatures manufacturers and importers of
( ) pharmaceutical products for the US
market
Annex 11 of the EU Computerized systems Binding directive
GMP Guidelines within the European Union for
. implementation in relevant national
(European Commission) L
legislation
GAMP5 A Risk-Based Approach to | Guideline with worldwide validity as
Compliant GxP recommendation

(ISPE) Computerized Systems

1.2 Life Cycle Model

A central component of Good Engineering Practice (GEP) is the application of a
recognized project methodology, based on a defined life cycle. The aim is to
deliver a solution known as the risk-based approach that meets the relevant
requirements.

GAMPS5 approach

The following figure shows the general approach for development of computerized
systems according to GAMPS5. It begins with the planning phase of a project and
ends with the start of pharmaceutical production following completion of the tests
and reports.

SIMATIC PCS7 V7.1 - GMP Engineering Manual
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Configuration
and/or Coding

~ Supporting Processes including Risk Management ”

The lifecycle approach illustrated here is known as the generic model in GAMPS5.
With this as the basis, several examples of lifecycle models for a variety of "critical"
systems with different stages of specification and verification phases are shown as
examples.

Once production has started, the system life cycle continues until the product is
taken out of service.

Siemens Validation Manual

1.3

12

Siemens has produced a "Validation Manual" based on the recommendations of
the GAMP Guide. This provides internal project teams with general information and
concrete templates to help specify the validation strategy for a project. There are
templates not only for project planning documents but also for system specification
and test documentation. In contrast to this GMP manual, the Siemens Validation
Manual is intended for internal Siemens use only.

Responsibilities

Responsibilities for the activities included in the individual life cycle phases must be
defined when configuring computer systems in a GMP environment and creating
relevant specifications. As this definition is usually laid down specific to a customer
and project, and requires a contractual agreement, it is recommended to integrate
the definition in the quality and project plan.

See also
e  GAMPS5 Guide, Appendix M6 "Supplier Quality and Project Planning"

SIMATIC PCS7 V7.1 - GMP Engineering Manual
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1.4 Approval and Change Procedure

When new systems requiring validation are set up or when existing systems
requiring validation are changed, the top priority is to achieve or retain validated
status, which means ensuring the traceability of the steps undertaken.

Before setting up or modifying a system, it is therefore necessary to plan and
document the pending steps in terms functionality and time, and to obtain approval
by the customer respectively by the plant operating company.

1.5 Risk-Based Approach

Both the US agency FDA ("cGMPs 21st Century", 2004) and the industry associa-
tion ISPE/GAMP ("GAMPS5" guidelines, 2008) recommend a risk-based approach
to the validation of systems. This means that whether and to what extent a system
should be validated depends on its complexity and its influence on the product
quality.

SIMATIC PCS7 V7.1 - GMP Engineering Manual
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21

Requirements of Computer Systems in a
GMP Environment

This chapter describes the essential requirements an automated system must
meet in the GMP environment in terms of using computer systems. These require-
ments must be defined in the specification and implemented during configuration.
When subsequent modifications or interventions are made in the system, evidence
must be provided at all times as to who has performed the change, what the
change involved and the time the change took place (the "why" is optional). The
requirements of this task are implemented in various functions and described in the
following chapters.

Note

This chapter provides the general requirements for computer systems. How to
meet these requirements with a specific system is dealt with starting at chapter 3.

Categorization of Hardware and Software

Hardware categorization

According to the GAMP Guide, hardware components of a system fall into two
categories "standard hardware components" (category 1) and "custom built
hardware components" (category 2).

Software categorization

2.2

14

According to the GAMP Guide, the software components of a system are divided
into various software categories. These include commercially available and
preconfigured "standard" software products that are simply installed, configured
software products, right through to custom applications ("programmed software").

Test Effort Depending on the Categorization

The effort involved in validation (specification and testing) is much greater when
using configured and, in particular, customized products compared to the effort for
standard products (hardware and/or software). The overall effort for validation can
therefore be significantly reduced by extensive use of standard products.

SIMATIC PCS7 V7.1 - GMP Engineering Manual
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2.3 Project Change and Configuration Management

All the controlled elements of a system should be identified by name and version
and any changes made to them should be checked. The transition to the opera-
tional procedure should be decided in good time.

The procedure includes, for example:

e Identification of the elements affected

¢ Identification of the elements by name and version number
e Change control

¢ Control of the configuration (storage, release, etc.)

e Periodic checks of the configuration

See also

e GAMPS5 Guide, Appendix M8 "Project Change and Configuration Management"

2.4 Software Creation

Certain guidelines must be followed during software creation and documented in
the quality and project plan (GEP idea). Guidelines for software creation can be
found in the GAMP Guide and other relevant standards and recommendations.

Using typicals for programming

While the validation of standard software only calls for the software name and
version to be checked, customized software validation requires the entire range of
functions to be checked and a supplier audit to be performed.

To keep the required level of validation work as low as possible, priority must be
given to standardized function blocks (products, in-house standards, project
standards) during configuration. Standard function blocks are used to create and
test customized typicals in accordance with design specifications.

Identifying software modules/typicals

When software is created, the individual software modules must be assigned a
unique name, a version, and a short description of the module.

Changing software modules/typicals

Changes to software modules should be appropriately documented. Apart from
incrementing the version identifier, the date and the name of the person performing
the change should be recorded, when applicable with a reference to the corre-
sponding change request/order.

SIMATIC PCS7 V7.1 - GMP Engineering Manual
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2.5

2.51

2.5.2

16

Access Protection and User Management

To ensure that computer systems in a GMP environment are secure, such systems
must be equipped with an access-control system. In addition to physical access
control, access-control systems protect systems against unauthorized logical
access. Users are assembled into groups, which are then used to manage user
rights. Individual users can be granted access authorization in various ways:

e A combination of unique user ID and password - a description of the configura-
tion can be found in chapter 2.5.2 "Requirements of user IDs and passwords".

e Smart cards together with a password

e Evaluation of biometrics

Applying access protection to a system

In general, actions that can be executed on a computer system should be pro-
tected against unauthorized access. Depending on a user's particular field of
activity, a user can be assigned various rights. Access to user administration
should only be given to the system owner or to a very limited number of employ-
ees. Unauthorized access to electronically recorded data must also be prevented.

The use of an automatic logout function is advisable and provides additional
access protection. This does not, however, absolve the user from the general
responsibility of logging off when leaving the system. The automatic logout time
should be agreed with the user and defined in the specification.

Note

Only authorized persons must be able to access PCs and the system. This can be
ensured by using appropriate measures such as mechanical locks and hardware
and software for remote access.

Requirements of user IDs and passwords

User ID:

The user ID for a system must be of a minimum length defined by the customer
and be unique within the system.

Password:

When defining passwords, the minimum number of characters and the expiry
period for the password should be defined. A password should generally comprise
a combination of characters with a minimum length and should also meet at least
three of the criteria listed below.

e Use of uppercase letters
e Use of lowercase letters
e Use of numerals (0-9)

e Use of special characters

The configuration is described in chapter 4.3, "Setting up User".
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2.6

2.7

Requirements of Electronic Records

When using electronic records for relevant data, the following requirements apply:
e The system must be validated.

e Only authorized persons must be able to enter or change data (access
protection).

e Changes to data or deletions must be recorded (audit trail).

¢ Relevant electronic records for long-term storage must be archived securely
and kept available for their retention period.

e The initials and signatures required by the regulations must be implemented as
electronic signatures.

¢ "Relevant" production steps / processes, "significant” interim stages and
"major" equipment must be defined in advance by the person responsible from
a pharmaceutical perspective; this definition is often process-specific.

e If an electronic manufacturing log is used, its structure and contents must
match the structure and contents of the manufacturing formula / processing
instructions. As an alternative, the manufacturing instructions and log can also
be combined in one document.

See also
e EU GMP Guidelines, chapter4.9
e 21 CFR Part 11 “Electronic Records, Electronic Signatures”

Electronic Signatures

An electronic signature is computer-generated information that acts as the legally
binding equivalent of a handwritten signature.

Regulations concerning the use of electronic signatures are defined, for example,
in US FDA 21 CFR Part 11.

Electronic signatures are of practical relevance, for example, when entering data
and intervening manually during runtime, approving process actions and data
reports, and changing recipes.

Each electronic signature must be uniquely assigned to one person and must not
be used by any other person.

Note

The FDA regulations including 21 CFR Part 11 relating to electronic signatures
must be satisfied in the manufacture of all pharmaceutical products and medical
devices, that are intended for the US market.

Conventional electronic signatures

If electronic signatures are used that are not based on biometrics, they must be
created so that persons executing signatures must identify themselves using at
least two identifying components. This also applies in all cases where a smart card
replaces one of the two identification components.

These identification components can, for example, be a user ID and a password.
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The identification components must be assigned uniquely and must only be used
by the actual owner of the signature.

Electronic signatures based on biometrics

2.8

2.9

18

An electronic signature based on biometrics must be created in such a way that it
can only be used by one person. If the person making the signature does so using
biometric methods, one identification component is adequate.

Biometric characteristics include fingerprints, iris structure, etc.

Audit Trail

The audit trail is a control mechanism of the system that allows the tracking of all
data entered or modified. A secure audit trail is particularly important when GMP-
relevant electronic records are created, modified or deleted.

Such an audit trail must document all the changes or actions made along with the
date and time. The typical content of an audit trail describes who changed what
and when (old value / new value), as an option it may also include "why".

Reporting Batch Data

When producing pharmaceuticals and medical devices, batch documentation takes
on a special significance. For a pharmaceutical manufacturer, methodically created
batch documentation is often the only documented evidence within the framework
of product liability.

The components of batch documentation are as follows:
e Manufacturing formula / processing instructions and manufacturing log

e Packaging instructions and packaging log (from a pharmaceutical point of view,
the packaging of the finished medicinal product is part of the manufacturing
process)

e Testinstructions and test log (relating to quality checks, for example analysis)

The manufacturing log (or packaging log) has a central significance here and this is
defined below:

e The manufacturing log is always both product-related and batch-related.

e ltis always based on the relevant parts of the valid manufacturing formula and
processing instructions.

e It records all measurement and control procedures relevant to the process as
actual values

e It compares these with the specified target values
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2.1

2.12

Archiving Data

Electronic archiving refers to the permanent safekeeping of electronic data and
records in long-term storage.”

The customer is responsible for defining procedures and controls relating to the
safekeeping of electronic data.

Based on predicate rules (EU GMP Guidelines, 21 CFR Part 210/211, etc.), the
customer must decide how electronic data will be retained and, in particular, which
data will be involved by this procedure. This decision must be founded on a sound
and documented risk assessment, which also takes the relevance of the electronic
data over the retention period into account.

If archived data is migrated or converted, the integrity of that data must be safe-
guarded throughout the entire conversion process..*

Data Backup

In contrast to the archiving of electronic data, data backups are used to create
backup copies that allow the system to be restored in case of original data loss or
system breakdown."

The backup procedure must include the periodic backup of volatile information to
avoid total loss of data due to defective system components or inadvertent deletion
of data. Backup procedures must be tested to ensure that data is saved correctly.
Backup records should be labeled clearly and intelligibly, and dated.”

Backups are created on external media. The data media used should comply with
the recommendations of the device manufacturer.

When backing up electronic data, the following distinctions are made
e Backup of the installation, for example partition image

e Backup of the application

e Backup of archive data, for example process data

Here, particular attention is paid to the storage of data backup media (storage of
the copy and original in different locations, protection from magnetic fields, and
natural hazards).

Retrieving Archived Data

Archived/backed up data must be retrievable at all times. If the system is updated,
care must be taken that the data transferred to archive prior to the update remains
compatible.

' "Good Practice and Compliance for Electronic Records and Signatures. Part 1, Good Electronic Records
Management". ISPE/PDA 2001

2"Good Practice and Compliance for Electronic Records and Signatures. Part 3, Models for Systems
Implementation and Evolution". PDA 2004

% "Electronic Records and Electronic Signatures Assessment", Chris Ride & Barbara Mullendore. PDA 2001
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2.14

20

Time Synchronization

A uniform time reference (including a time zone reference) must be guaranteed
within a system, to be able to assign an unequivocal time stamp for archiving
messages, alarms etc.

Time synchronization is especially important for archiving data and analysis of
faults. UTC (Universal Time Coordinated, defined in ISO 8601) is recommended as
the time base for saving data. The time can be displayed in local time with a note
regarding daylight saving time and standard time.

Use of Third-Party Components

When third-party components (hardware and software) are used, their compatibility
to other components in use must be confirmed. If components specifically "tailored"
(customized) to individual projects are used, a supplier audit should be considered
in order to check the supplier and their quality management system.

See also
e  GAMPS5 Guide, Appendix M2 "Supplier Assessment”
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3.1

3141

System Specification

During the specification phase for a computer system, the system to be built and its
functionality are defined in as much detail as is required for setup. This also
includes the selection of products, product versions/options, and system configura-

tions.

Configuration
and/or Coding

~ Supporting Processes including Risk Management ”

Specification of the System Hardware

Selecting the hardware components

Use of hardware components from the PCS 7 catalog ensures the long-term
availability of hardware and spare parts.

For reasons of system availability and data security/integrity, appropriate class
RAID systems for PC components, such as ES, OS single stations, OS servers
and BATCH servers should be implemented in the system design.

When a SIMATIC PCS 7 bundle is supplied, the customer receives a PC with all
software required for the relevant applications installed. The components contained
in the bundle are not always identical to the products of the same names available
on the market. As a consequence, the availability of spare parts will differ too.

Recommendation

Only released hardware from the current PCS 7 catalog should be used; the use
of unreleased configurations results in additional work for specification and
qualification being required. www.siemens.com/automation/ca01
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3.1.2

22

Note

If PCs are placed in control cabinets, make sure that provision is made for the use
of suitable hardware components, such as operator channel extensions.

There are different types of automation systems.
e Standard automation system

e Fault-tolerant automation system
The user programs loaded in both CPUs are fully identical and are run syn-
chronously by both CPUs. The failover has no effect on the ongoing process
because it is bumpless.

o Fail-safe automation system
Such systems automatically bring the plant to a safe state in the event of a
fault. The relevant national regulations must be observed when configuring,
commissioning, and operating fail-safe systems. S7 F-systems provide a refer-
ence sum of the fail-safe program section available. This sum is recorded to
enable the detection of changes in the fail-safe program.

See also
e Manual "PCS 7 PC Configuration and Authorization"

Hardware specification

The Hardware Design Specification (acronym: HDS) describes the hardware
architecture and configuration. The HDS should, for example define the points
listed below. This specification is used later as a test basis for the IQ and OQ.

e Hardware overview diagram

e Network structure

e PC components for server and client

e Automation system with CPUs, I/O cards, etc.
o Field devices

The HDS can be formulated as part of the Functional Specification or in a separate
document.

Note

The information in the hardware overview diagram and the naming of hardware
components must be unequivocal.

See also
e GAMPS5 Guide, Appendix D3 "Configuration and Design"
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3.1.3

3.2

Hardware solutions for special automation tasks

Additional device-specific solutions are required to integrate hardware components
which are not offered in the SIMATIC hardware manager. These components are
interfaced using special device master data (GSD). Integration examples for such
hardware components include:

e Integration of weighing modules (SIWAREX)
e Integration of frequency inverters for drives (Masterdrives, Micromaster, etc.)
e Integration of user-specific field devices

To keep validation work to a minimum, hardware components from the PCS 7 add-
on catalog (ST PCS 7.A) should be given preference.

System and Network Security

In the field of modern process control systems, the boundaries between the office
and automation environments are disappearing at an ever increasing rate.

Automation solutions linked to WEB clients, MES applications, and customer-
specific office networks and applications are gaining in importance. To satisfy
these demands and ensure as high a level of data security as possible, the
planning and structure of networked PCS 7 automation solutions are highly
important.

See also
e Manual "Security Concept PCS 7 and WinCC"

Opportunities for improving plant security

3.3

PCS 7 offers several ways to improve information security within a plant. These
include:

e Staggered user, group, and role concept
e SIMATIC Security Control (SSC)
e SCALANCE S firewall and VPN modules

For more information, see chapter 4.6 "Information Security".

Specification of the Basic Software

The Software Design Specification (acronym: SDS) describes the software’s
architecture and configuration. It includes a description of the application software,
as well as a definition of the standard software components used in the system,
which are specified by means of their name, version number, etc. This description
serves as a reference when performing subsequent tests (FAT, SAT, IQ, OQ).

Commercially available standard software components include automation soft-
ware components and software provided by third parties, see also chapter 7.3
"Verification of Software".
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3.3.1

3.3.2

3.3.3

Operating system

Information regarding the operating system installation can be found in the latest
"PCS 7 — PC Configuration and Authorization" manual. Information on hardware
and software requirements is also provided in the readme file on the PCS 7 Toolset
DVD.

Basic software for user administration

Access to the SIMATIC PCS 7 system components is controlled via SIMATIC
Logon. More information on the installation and configuration of the various
SIMATIC Logon components can be found in chapter 4.3 "Setting up User" and in
the configuration manual for SIMATIC Logon.

Engineering system software components

Some of the most important functions of the SIMATIC PCS 7 engineering software
are described below.

Multiproject engineering

See chapter 5.1 "Multiproject Setup" for information on how multiprojects are set up
and used.

Process control libraries

The process control libraries contain ready-made, tested objects (blocks, face-
plates, and symbols). When these libraries are used, engineering is usually limited
to the configuration of the relevant objects. One major advantage of using prede-
fined objects when project engineering automated systems in the pharmaceutical
industry is the lower-level software categorization (see chapter 7.3.1 "Verification of
Software") and the possibility of implementing updates. Therefore, the validation
work required is less than that for user-specific blocks.

CFC (Continuous Function Chart)

The CFC editor provides a graphic interface for configuring automation and control
functions. Drag & drop is used to move function blocks from libraries to a CFC
chart, where they are interconnected and configured in accordance with require-
ments.

SFC (Sequential Function Chart)

24

The SFC Editor facilitates the graphic configuration and commissioning of sequen-
tial controls. The most important components are steps and transitions, as well as
simultaneous and alternative branches.
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Import/Export Assistant

The Import/Export Assistant is a tool used to configure systems which feature
recurring functions and/or plant units. Process tag lists or CAD charts previously
created in the planning phase are used during configuration to create CFC charts
for process tags, for the most part automatically. During this process, replicas of
the modules are generated and then supplied with specific data.

For more information on the configuration and use of the IEA, see chapter 5.2
"Bulk Engineering with the IEA".

Version Trail

SIMATIC PCS 7 Version Trail enables multiprojects, single projects, and project-
specific libraries to be backed up together with the assignment of unique version ID
for the archived projects.

For more information on the configuration and use of "Version Trail", see chapter
7.4.1 "Versioning Projects with "Version Trail"".

Version Cross Manager

The Version Cross Manager is an add-on package for PCS 7, which allows two
PCS 7 user projects or libraries to be compared and any differences to be dis-
played. Multiprojects cannot be compared.

For more information on the configuration and use of the VXM, see chapter 7.4.2
"Version comparison with Version Cross Manager (VXM)".

Route Control

The SIMATIC Route Control add-on package is used to configure, monitor, and
diagnose materials handling (paths) within a plant. It is fully integrated in SIMATIC
PCS 7 and SIMATIC BATCH.

For more information on the configuration and use of "SIMATIC Route Control",
(see chapter 6.7 "SIMATIC Route Control".

Simulation with S7-PLCSIM

S7 PLCSIM is a simulation tool for S7 user programs. This software component,
which is available as an option, simulates a SIMATIC S7-CPU on a programming
device or PC. The configured application software can be tested without the use of
AS hardware (CPU and/or signal modules). Only one CPU can be simulated at a
given time. Communications processors and Route Control cannot be simulated.

Note

The use of S7 PLCSIM is of particular interest for the test system, e. g. for typical
tests. For a subsequent operation with an Ethernet network, the Ethernet
connection should already be chosen in PLCSIM, since in the case of MPI all
communication links would have to be reconfigured.
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3.34 Operator control level software components

Basic software for operator system (OS)

Systems for the operator control and monitoring of the plant are implemented
either as single or multiple station systems.

With a single station system, all operator control and monitoring tasks can be
handled on one PC.

A multiple station system (client/server architecture) consists of operator stations
(OS clients) and one or more OS servers, which supply the OS clients with data.

Redundant systems can be set up to increase availability.

Note

The number of licenses for the operator stations can be increased at a later time
using suitable power packs. When extending/updating a license, the existing
license must be available, i.e. runtime cannot be active. Online extension is only
possible for redundant servers.

OS archiving

Process values and messages are stored in a short-term archive based on
Microsoft SQL server technology. The data saved in the short-term archive can be
moved to long-term archives, see chapter 6.12.2 "Setting up process value
archives".

SFC Visualization add-on software

An SFC (sequential function chart) is used for the sequential control (also known
as a sequencer) of processes. SFCs consist of a sequence of steps that are
separated from one another in each case by step enabling conditions (or transi-
tions). Using SFC Visualization, the configured SFCs can be displayed on the
operator station and operated in manual mode. Processes can be clearly displayed
by showing their different process actions.

No additional effort is necessary to configure the SFC visualization.

Open PCS 7 add-on software

Open PCS 7 can be used to exchange data with external systems, such as the
plant management and production control level, MES level, or ERP level via the
OPC interface, without knowledge of the PCS 7 project topology being required.
OPC (OLE for Process Control) refers to a uniform, vendor-independent software
interface, the standard of which was defined by the OPC Foundation. The OPC
Foundation is an alliance of leading companies in the field of industrial automation.
Information on OPC can be found on the Internet at http://www.opcfoundation.org;
the use of "Open PCS 7" is described in more detail in chapter 6.5.2 "Open

PCS 7".
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OS Web Client add-on software

3.3.5

The PCS7 OS Web option enables the PCS 7 plant to be operator controlled and
monitored via the Intranet or Internet.

Note

Use of the Web option in a controlled environment must be thoroughly discussed
with the customer. Issues such as access to the web client, critical or non-critical
operator control and monitoring functions, Logon, and audit trail, as well as a
secure data connection, must be considered during these discussions.

For more information on the use and configuration of the Web option, refer to
chapter 65.5.1 "PCS 7 OS Web Option", and to the manual "PCS 7 OS Web
Option".

SIMATIC BATCH basics and options

The SIMATIC BATCH software is integrated in SIMATIC PCS 7. It can be operated
as a single user station system or a client/server system and can be used in
various different plants, thanks to its modular architecture and scalability. SIMATIC
BATCH servers can be configured redundantly.

Basic SIMATIC BATCH components include the "Batch Control Center" (BatchCC),
used for the operator control and monitoring of the recipe control strategy, and the
Recipe Editor (recipe system), used for creating and managing master recipes and
library operations.

Several useful add-on packages are available in addition to the basic configuration:

e ROP Library
Managing recipe operations from a central location ensures that changes can
be made centrally and that any such changes are passed on to all instances.
The reference to the master module can be resolved later in the project.

e Hierarchical Recipe
Recipe procedures, recipe unit procedures, and recipe operations to perform
the process engineering task can be clearly structured.

e Separation of Procedures and Formulas
Separating the procedure and the parameter sets further increases flexibility by
means of recipes which are not specific to a particular unit.

e SIMATIC BATCH API
The SIMATIC BATCH application programming interface (API) is an open in-
terface, which enables the user to access SIMATIC BATCH data and functions
via the plant control level, for example.

e Batch Planning
Batch planning and control are supported in a user-friendly manner and simpli-
fied, thanks to special displays such as the order category list, production order
list, batch planning list, batch status list, or batch results list.

Refer to the system documentation for more information on using and configuring
the add-on packages.

SIMATIC PCS7 V7.1 - GMP Engineering Manual
ABE02795571-01 27



System Specification

3.4

3.4.1

3.4.2

3.4.3

3.5

28

SIMATIC Additional Software

SIMATIC PCS 7 add-ons

The SIMATIC PCS 7 Add-On catalog contains solutions for various areas of
application or special branches, such as the process industries. The addresses of
the relevant contacts for these add-ons are listed in the catalog.

Recommendation

When implementing functions that go beyond the standard scope of PCS 7,
priority should be given to add-ons from the current catalogues.
https://pcs.khe.siemens.com/index pcs 7 add ons-6811.htm

Long-term archiving with StoragePlus

StoragePlus (see also chapter 6.12.5 "Long-term archiving with ") is used for the
long-term archiving of process values, messages, batch data, and reports from up
to four servers. The archives managed using StoragePlus can be cataloged and
transferred to external media. Process values can be read at a maximum rate of
1,000 per second per server. If data is read from more than one server at once, the
maximum rate is 1,600 per second.

Long-term archiving with the Central Archive Server (CAS)

The central archive server (CAS) is used for the long-term archiving of process
values, messages, batch data, and reports from up to 11 servers; see also chapter
6.12.3 "Archiving batch data". The archives managed using the CAS (process
values, messages, batch data) can be cataloged and transferred to external media.
Process values can be read at a maximum rate of 1,000 per second per server. If
data is read from more than one server at once, the maximum rate is 10.000 per
second.

The CAS server can also have a redundant design if required.

Application Software Specifications

In addition to defining the standard software components used, another essential
task of the Software Design Specification (SDS) is to specify the application
software. This is then used as a basis for subsequent testing of the application
software (FAT, SAT, IQ, OQ).

The SDS can be integrated in other specification documents (FS, DS). However,
part of this specification usually is covered in other, separate documents, such as a
process tag list, /O list, parameter list, P&l, etc. The status of these documents
(version, release) must be uniquely defined, as it must for other specification
documents (URS, FS, DS).
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The SDS includes the following, for example:

e Plant hierarchy

e Software structure

e Archiving, messages, trends, etc.

¢ Module specification, possibly in a separate document,

provided that these have not already been adequately defined in the FS.
See also

¢ GAMPS5 Guide, Appendix D3 "Configuration and Design"

Note

As a basis for configuring batch control, SIMATIC PCS 7 uses the model of
ANSI/ISA-88.01, see also chapter 6.6.2 “Conformity with the ISA-88.01 standard®.

3.6 Utilities and Drivers

3.6.1 Printer driver

It is advisable to use the printer drivers integrated in the operating system and
approved for PCS 7. If external drivers are used, no guarantee of proper system
operation can be provided.

3.6.2 Virus scanner

The use of virus scanners in process mode (runtime) is permitted. You can find
additional information regarding the selection and configuration of virus scanners
as well as their updating in the PCS 7 readme files, in the product support
http://support.automation.siemens.com/DE/view/de/2334224 and in the manual
"PCS 7 Setting up antivirus software".

When virus scanners are used, the following settings must be observed:

e The real-time search is one of the most important functions. It is sufficient,
however, to restrict the analysis to incoming data traffic.

e The time-controlled search should be deactivated, as it significantly limits
system performance in process mode.

e The manual search should not be executed during process mode. It can be run
at regular intervals, e.g. during maintenance cycles.

These specifications must be laid down in an SOP.
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3.6.3

30

Image & partition tools

Add-on software for a disk "image" and "partition" enables you to backup the entire
contents of hard disks by making an image of the disk, as well as to partition disks.
Backing up system and application software by means of such an image can be
used to quickly restore a system. Backed up hard drive contents can also be
exported to devices with identical construction. This simplifies the replacement of
computers.

Siemens provides the software package "SIMATIC Image and Partition Creator
(IPC)" to perform these tasks. This can even be done without separate installation
by starting the program directly from CD or USB Flash Drive.

Note

The created images are used to restore the installed system, but not to back up
online data.

Administration skills are required for the selection and configuration of this
software component.
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4.1

4.2

4.3

431

System Installation and Configuration

Installation of the Operating System

When selecting the operating system, observe the information given in chapter 3
and the sources named therein.

See also

¢ Installation instructions for the operating system

e Manual "PCS 7 PC Configuration and Authorization"

Installation of PCS 7

To install SIMATIC PCS 7, follow the instructions of the setup program. When
required, approved third-party components (e.g. Office) must be installed prior to
installing PCS 7. More installation information is contained in the

e Manual "Security Concept PCS 7 and WinCC"

e Manual PCS 7 "PC Configuration and Authorization"
e Manual PCS 7 "Released Modules"

e PCS 7 Installation DVD, Readme

Note

SIMATIC Logon must be selected in the installation setup.

Setting up User Administration

An automated production plant is safeguarded against unauthorized access by
implementing access protection, which protects against access on the operator
control level and the ES and OS configuration level, and protects backup copies
and archives as well. A user-specific logon/logoff procedure for operator actions is
another important basic feature for meeting the requirements in a pharmaceutical
environment.

User administration on the operating system level

Administration of user rights using SIMATIC Logon is based on the mechanisms of
the Windows operating system. There are two user adminstration options here:

e Centralized adminstration in a domain structure

e Administration on one computer of a work group

When using multiple servers or when there are redundant servers, the domain
structure must be used to ensure that users will still be able to perform operations
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and log on even if one domain server fails. However, the domain server functional-
ity may not be installed on a PCS 7 system.

Note

The complete name for each user must be entered under "Local users and
groups" in the Windows Computer Management. This name is used for the display
in SIMATIC PCS 7 after logon to the application. Therefore, this field must not be
left blank.

See also
¢ Manual "Security Concept PCS 7 and WinCC"

e Manual "PCS 7 Compendium Part A",
Chapter 1.2 "Workgroup and domain"

While a user is authenticated for his operator rights in the SIMATIC environment
when he logs on, a "standard user" is always logged on to the operating system at
the same time and has the permissions required for the operating system level
("power user" as a minimum).

Note

The user logged on to the operating system should be the same one throughout
the entire system; he should be logged on automatically when an OS computer
starts up.

Adminisiratons
Userin Dpemtmg S:‘,”Stem Adminiatratar
SIEMENS o
Deskiop-Lksar
= = —]Hii == !
User in PCS7 OS R é e é
Operatars Operatars
HAl Graipe n o
Operators Dpaiatogs

Note

Logons, logoffs and unsuccessful logon attempts can be viewed in the SIMATIC
Logon Eventlog Viewer and exported; changes to the user and group
configuration are recorded on the operating system level.
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4.3.2 Security settings in Windows

The following information is based on Windows 2000 server.

& Local Security Settings

File  Action View Help

¢ o =

@ Security Settings
=28 account Policies

. + (8 Password Policy

+ 8 Account Lockout Palicy

-8 Local Palicies

= (L Public Key Policies

+ (L] software Restriction Policis
I+ g, IF Security Policies on Loca

Security Sekking

rds remembered

@Maximum password age 90 days
@Minimum password age 1 days
@Minimum password length g characters
@F‘assword must meet complexity reguirements Enabled
@Store password using reversible encrvption For all users in the domain Disabled

Note

Following Windows installation, default parameters are set for the password
policies, account lockout policies, and audit policies. The settings must be
checked and adapted to the requirements of the current project.

Password policies

The password policy security settings are made in the operating system.

Guideline Description of security setting
Enforce password Specifies the number of explicitly new passwords that must be
history used before an old password of the user account can be reused.

Password must meet |When activated, the password must be made up of at least three
complexity of the four following categories:

requirements Upper case letters A-Z
Lower case letters a-z
Numeric characters 0-9

Special characters |,$,%, etc.

Maximum password Specifies the minimum number of characters a password must
length contain.

Maximum password Specifies the maximum length of time a password may be used
age before it must be changed.

Minimum password age | Specifies the minimum length of time a password must be used.
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Account lockout policies

The security mechanisms for account lockout policies, such as the number of
permissible failed logon attempts, are set in the operating system.

Guideline Description of security setting

Account lockout threshold Specifies the number of failed attempted logons before the
user account is locked out.

Account lockout duration Specifies how long an account is to remain locked out
before the lockout is lifted automatically. If the value is set to
0, the account will remain locked out until it has been
explicitly released by an administrator. This is the
recommended setting.

Reset account lockout Specifies how many minutes must elapse after failed logon
counter after attempts before the account lockout counter is reset again.

Audit policies

The security mechanisms for audit policies relating to logon attempts, account
management activities, etc. are set in the operating system.

Guideline Description of security setting

Audit logon attempts Specifies whether or not the instance of a user logging on to a
computer is audited.

Audit account Specifies whether or not the individual events of account

management management are audited (creating or changing a user account,

changing or setting passwords).

Audit logon events Specifies whether each instance of a user who has logged onto
or logged off a computer will be audited.

Audit policy change Specifies whether or not changes to user rights policies, audit
policies, or trust policies are to be audited.

Note

In order to enable logon activities to be traced at a later date, the required settings
must be made in the audit policy of the local policies of Window, as well as those
in SIMATIC Logon as described in chapter 4.3.4 “Configuring SIMATIC Logon”.

4.3.3 SIMATIC user groups

When PCS 7 is installed, default SIMATIC user groups are automatically created in
the operating system (SIMATIC HMI, etc.). These must not be changed or deleted.
See also

e Manual "Security Concept PCS 7 and WinCC"
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43.4

Note

The defined users and user groups must be made members of the SIMATIC user
groups which have the appropriate authorization.

Configuring SIMATIC Logon

The basic settings for configuring SIMATIC Logon are made with the "Configure
SIMATIC Logon" dialog. The available settings are described in "SIMATIC Logon"
configuration manual.

Note

Events, such as successful and failed logons and logoffs, password changes, etc.
are stored in the EventLog database of SIMATIC Logon. This must be taken into
account when backing up data.

Automatic logoff (Auto-Logoff)

To prevent the logged on user from accessing parts of the system for which he is
not authorized, the "Auto-Logoff" function must be enabled in the SIMATIC Logon
configuration for a defined period of time.

Note

The "Auto-Logoff" function must be disabled on the operating system level,
otherwise the user interface will close down completely.

A screen saver should also be disabled when SIMATIC Logon is used.

Default user after user logs off

4.3.5

In the "General" tab, you can define whether a default user should be logged on
after a user logs off.

Unlike all other users, the "Default User" user does not have to be created as a
Windows user. The "Default User" is a member of the "DefaultGroup" and "Emer-
gency_Operator" roles. The permissions assigned to these groups are specified in
the respective PCS 7 OS (server/client) applications.

How access protection works

SIMATIC Logon Service must be installed in order to enable access protection.
SIMATIC Logon maintains users and user groups by means of the operating
system’s user administration. The rights of the various users (user groups) to
operator actions and the way in which they are logged on to the system are
assigned on the operator control level in SIMATIC OS and SIMATIC BATCH and
on the engineering level in SIMATIC ES, according to the system specification.
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4.4

441

36

0s SIMATIC BATCH ES SIMATIC IT others

N

SIMATIC Logon
Configuration

!

WINDOWS
— ™ Operating System

User Administration

Keep to this sequence of actions:

Set up user groups and users under Windows
Configure SIMATIC Logon
Create a project

Configure user rights for the individual SIMATIC components (ES, OS,
BATCH)

Note

Access protection needs to be configured in full prior to beginning configuration. In
addition, individual user rights must be contained in the typical description.

All permission levels of the visualization interface (faceplates, entry fields, buttons,
etc.) must be set up in accordance with specifications (URS, FS, DS) and tested
during the course of the project.

Administration of User Rights

Rights management on the ES

Access to projects and libraries can be controlled using SIMATIC Logon. When
access protection is activated for new or unprotected projects, the Windows user
who is logged on is automatically defined as the project administrator. That user
can then define other users as project editors or project administrators. To com-
plete activation of access protection, the user must specify a project password
which should only be known to the project administrators.
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. mernu
Protection Options > Access Protection > Activate

. iL The Windows user, who activates access
Logon via SIMATIC Logon protection via Logon Service, is

Service automatically defined as project

iL administrator.

Definition of After successful logon at SIMATIC Logon,
. the project administrator defines the project
Project Password password.
Finished

"SIMATIC Logon Role Management" serves as the interface for assigning users to
the group of project editors or project administrators.

Notes

Access protection must be activated for every project and every library used in the
multiproject.

Synchronization: Within a multiproject, access protection for one project or library
can be passed down to all other projects/libraries.

The project format is changed when access protection is activated for the first
time. The project can then no longer be edited using a STEP 7 version < V5.4.

Possible user permissions on the ES
A user on the ES may be given the following permissions:
Project editor
o Make project changes
e Display change log
Project administrator
e Make project changes
e Display change log
e Enable and disable the change log
¢ Manage access protection
e Disable access protection

e Synchronize access protection in the multiproject
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Note

In order for a user to be assigned to permission roles, he must already be known
in Windows user management.

The following presents three possible scenarios for establishing and using pro-
tected projects / libraries.

Scenario 1
e SIMATIC Logon installed
e User known in Windows
e Access permission for the project available

When the user has the required permission, he can open a project without any
further authentication, provided it is in the same network as the user. This also
applies if the project has been taken out of the multiproject.

Scenario 2
e SIMATIC Logon installed
e User known in Windows
e Access permission for the project not available

If a user does not have access permission, protected projects/libraries are dis-
played in gray.

=1Ey

_ SIMATIC Manager - TUWVT_MP
File Edit Imsett PLC  Wiew Options  Window  Help

D= | 8 &

ERAL T TRl

5% < Project access protecteds #4 ¢ Project access protected:

By TUWAYT_Lib

[+-#4 <Project aceess protecteds
+-#4 <Project access protected>
- TUWAT_Lib

Press F1 to get Help. PC internal (-I-océl')

If the user attempts to open the project, he will be prompted to enter the project
password. If the user knows this password and enters it, he is automatically
defined as a project administrator.

Recommendation

The project password should only be known to the project administrator.
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Scenario 3
e SIMATIC Logon not installed

If SIMATIC Logon is not installed, there is no project administration function. Each
time a protected project/library is opened, the project password must be entered.
Also in this case, the project password should only be known by the relevant group
of people. If the protected project has been provided by a customer, they must
decide whether or not the existing password should be changed in their system.

Recommendation

The way in which the project password is used and the time at which access
protection is to be activated on the ES level should be given careful consideration
and defined at an early stage.

See also

¢ Configuration manual “PCS 7 Engineering System”

442 Rights management on the OS

Windows user groups are assigned to PCS 7 OS groups by creating groups of the
same names. For example, if you want to assign an "Operator" Windows group, an
identically named "Operator" group must be created in the PCS 7 OS User
Administration and the required rights assigned. The following procedure must be
followed for this:

e Open PCS 7 OS project

e Open user management via WinCC Control Center
e Create the group(s)

e Assign the permissions for each group

The figure below shows how operator rights are assigned to individual groups.
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¥ User Administrator - [0S.mcp]
AddOns

File User

EC% v 2 &

Table Wiew

Help

| Administratoren Login

F
- Admiristrator-Gruppe [7 Lo i e [ ‘wieh Navigator
M Administrators Automatic logout

0 Batoh SUPERUSER || [ Cheeies =

m Ermergency_0perataor

[+ m Operatar
m User

dministratoren ¢ v SIMATIC Logon )

MNo.|Function thorizati] Overview | Silo |Buffer

T
&
o
]

User administration

& &

Authorization for area

System change

Monitoring

Process controlling

Higher process controlling

== | S| O] L | G| PO

Report system

[==]

Archive controlling

1000Activate remote

1001 |Configure remote

2888w es®

IR R R IR R R
29989988989
29989988989

1002|Dat@Monitor - Just monitor!

kel Rkl Rk ke

Note

Especially in regulated environments, centralized management of users, such as
that provided by SIMATIC Logon, is essential in many situations.The check mark
for activation of SIMATIC Logon must be set in the PCS 7 OS "User
Administration" of the respective PCS 7 OS computer.
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443 Rights management in SIMATIC BATCH

Permissions and roles are assigned in the SIMATIC BATCH application using
"SIMATIC Logon Role Management".

L4 SIMATIC Logon AdminTool B i d £
Fila Edit ?

Dl Cy e | 2

Cioniliguralior of wser gtz Fole Super_User configwed Groups and users

= Rule Groups and uzers | Fole l Domanz ! Descriplion

j
5
i

*.

mBatch_Uﬁers Super_Uzsr SPRING Bach Users ex

Process enginear

b Bykornation enginear
¢ Emesgency operabor
% Logor_administiator

0-&-5-&-F-E-E 5

fr Super U
ﬁ Groups and usess b 1 | _"J
Bvailable groups ihoezilable; Groups and ussr:
= Eﬁ Groups and uzers Groups and uzers I Domaing i Dezcnphion E
B SPRING [this compuar] 8 Batch Users SPRING Baich Users except Logon_ddmnistiato
8 Dove_engineer SPRING Batch Uzer [
Edit Groups and users
Rale: Super_User configured: Groups and users
Configwed Groups and users Auvailable Groups and uses
Domain | SPRING (b computen) =
Mame: | Daman: g Hame Domanz ]
#:4Batch_Users SFRING = -
xrl 8 Dave_ergines SPRING 2
2 Guest SPRING
8 Guests SFRING
8 Jack_mairn SFRING
€% Logon_Adminisiator  SPRING -
€ Mak_operator SFRING
% More SPRAING
€ oHio SFRING
5 Powe Ulsers SPRING ]
4 e | e

The individual roles are assigned to operator rights in SIMATIC BATCH. The
following can also be defined:

e User rights of a user role, see the following figure
e Permitted user roles per computer

e Permitted user roles per unit
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Permission management |z|

"Yiew permizzions of the logged in uzer ] Change Log ]

[ndividual permizsions Computers and units

Ilzer aroups & Funchion I Drezcry

+-0F  Automatizierungsingenieur
| @ Batch SUPERUSER
|- Betricbsleiter

M otfall-0 perator

Operatar

RE R AR

Batches
s Formulas
T General
s Import/Export
T Librares
I Materials
T Process cell
s Fecipe Editor
Recipes

L] @ e A o A S S f‘%@

SchichtfLibirer

@ Superuzer

i Verfahrensingenisur

JE S R R

4.5 Configuring Access Protection

For the general network configuration, refer to the manuals "PCS 7 Engineering
System Configuration” and "PCS 7 and WinCC Security Concept".

Since access to the Windows operating system level should be avoided for security
reasons, additional configuration settings are necessary. These settings prevent
unauthorized access from SIMATIC PCS 7 process mode to sensitive operating
system data.

Note

Access to the operating system level should be limited to administrators or
technical maintenance personnel.

Automatic startup and logon

The "standard user" on the operating system level of each server or client should
be logged on automatically during start up.

Activating the operator control level (runtime)

Automatic starting of the PCS 7 operator control level (runtime) must be activated
so that the operating system level cannot be accessed.
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451 Configuration settings in Windows

The so-called hot keys enable access to the operating system level. This option
must be disabled for operator stations in particular.

Computer properties [E|

General] Startup  Parameters ] Graphics Huntime] Huntime]

Language Setting at Runtime- Disable Keys -

|Englisch (US4] <] | | ¥ CukiaDel
¥ Al+TAR

Default Language at Runtime W Chl+Esc

Englizch [USA] W AlEsc

|

PLC clock zetting
(* The PLLC is iz set to coordinated world time [UTC) [preferred setting]

™ PLC iz =et ta the local winter time: all year [winCC W5 compatibility mode)

Time bazig for time dizgplay in runtine
Local time zone lj

Central time and date formatting

+ Configure individual components

(™ 1S02601-5wap format to all components

ok | Ahbrechenj Hilte ‘

Some graphics cards also offer such settings, which should be disabled:

Devices | Color | Schemes HotKeys |Hotalim| OpenGL | Information |

™ Enable Hot Keys

Action | Hot Key Combination
E niable Monitor <CTRL><ALT>F1
Invoke Graphics Properties <CTRL><ALT>F12
Rotate Nomal <CTRL><ALT>Up
Fiotate 180 Degres <CTRL><ALT>Down

4.5.2 Configuration setting on SIMATIC PCS 7 OS

Access to the operating system during process operation (runtime) is configured
via the OS parameter properties.

Note

It must also be ensured in PCS 7 OS user administration that the button for exiting
process operation (deactivate OS) can only be clicked if the appropriate
permission is available.
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453

4.6

4.6.1

4.6.2

Firewall

44

Secure configuration

If possible, no OLE objects should be configured, as such objects often allow
unauthorized access to folders, files, and programs.

Information Security

SIMATIC Security Control (SSC)

Using SIMATIC Security Control increases the level of computer security. The
application can be run either when PCS 7 installation is completed or at a later
point in time. The following settings are configured automatically for specific
functions (OS client/server, ES, etc.):

¢ Configuration of the Windows Firewall exception list for PCS 7 communication
(firewall can be activated)

e DCOM settings for PCS 7 (Distributed Component Object Model)
e Security-related registry entries

Following installation, the Start > SIMATIC > SimaticSecurityControl menu com-
mand can be used to perform configuration at any time. SSC also enables the
settings made in the system to be documented.

Note

If the SIMATIC PC station is integrated into a different working environment
(domain or workgroup), it must be reconfigured.

SCALANCE S

The increasing integration of plant networks into office networks brings with it a rise
in associated security risks, from network problems such as the duplicate assign-
ment of network addresses, to problems with viruses, and even the possibility of
attacks by computer hackers.

In certain applications, the SCALANCE S security modules can be used to coun-
teract these risks. They basically offer two different functions:

If a firewall is used, only registered nodes can communicate over the network.
See also

e Product Support http://support.automation.siemens.com/DE, FAQs on the topic
"Communication/Networks"

e Product Support http://support.automation.siemens.com/DE/view/de/22376747
"Protection of an Automation Cell using the Security Module SCALANCE S602
via Firewall" and the document attached there
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VPN

A virtual private network (VPN) links external computers to the local network and is
also capable of encrypting the transferred data. A VPN connection enables
external systems to perform secure remote access over the Internet. To do this,
SCALANCE S technology uses the IPSec protocol, which provides an extremely
high level of security in tunnel mode (VPN tunnel).

See also

e Product Support http://support.automation.siemens.com/DE, FAQs on the topic
"Communication/Networks"

e Product Support http://support.automation.siemens.com/DE/view/de/220567 13
"Industrial Security with SCALANCE S Modules Over IPSec VPN Tunnels" and
the document attached there

Note

SCALANCE S technology offers various applications. More information can be
found in the manuals of the SCALANCE product series.
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5.1

5.2
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Project Settings and Definitions

Multiproject Setup

Multiproject engineering allows a project to be divided into several sub-projects so
that it can be worked on by more than one person. A higher-level "multiproject”,
which contains the individual projects (AS, OS, SIMATIC BATCH) and the master
data library, is defined in the SIMATIC Manager. Projects can be added to and
removed from the multiproject. The master data library supports consistent data
management within the multiproject.

Note

In a controlled environment in particular, it is essential to use the master data
library to centrally manage process tag types, models, SFC types, and shared
declarations.

The SIMATIC PCS 7 "New project" wizard assists you in creating projects. It
automatically creates a multiproject. The project name to be assigned must be
previously defined in the software specification, as it can be difficult to subse-
quently rename a project.

See also

e Manual "PCS 7 Compendium Part A",
chapter 2.2 "Required settings in the SIMATIC Manager"
and 2.3 "Automatically creating a multiproject”

A new (sub-)project can be added to an existing multiproject as an empty or a
preconfigured project:

For projects whose size means they are suitable candidates for division into
several multiprojects, the project structure and modes of operation must be
carefully planned and documented. Your usual Service & Support contacts would
be happy to assist you with this.

Referenced OS Stations

Using a referenced OS station allows you to create a reference to an existing OS
station. Several OS types can be configured as samples and all other OS stations
derived from these samples, similar to the way the type/instance concept works.
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Configuration types

A reference can be created to one of the two types of OS stations below:
a) Referenced station for OS single user station (WinCC application ref.)

b) Referenced station for OS client station (WinCC application client ref.)

Software configuration using the example of a client

The referenced OS client station needs a standard multiclient as a reference. A
referenced OS client station is then added to the project and the "basic OS" is
defined in the object properties (see figure). The number of referenced OS client
stations is limited by the maximum number of operator stations, which is defined by
PCS 7.

EY TUWY7_0S_MP (Component view) — DX\PCST\Projects\VT\TUWY7_0S\TUWY_MP

=zl TUWW7_0S_MP Properties - 05 client reference: 05C(2)_Ref(1)
=8P TUWN7_0S_Pr :
= [ SIMATIC 40001) General OS client reference options |
Ir: E Eﬁfm?‘l Referenced O Station
=[] WinCC Applkation Clen Path to the DS target computer
&4 0SC(2) Eucu.nsmzmsc:z;_asfn Jmep
=8 ClentRef
= [ WinCC Appl Client R
=, 0SC{2)_Ref(1) _
=& ES10 05 Basis
= WinCC Applilation tDSEE]
3 05(1)

Feference f Basis O

Note

If the reference station is changed, all OS stations which point to it must be
loaded.

Advantages of using referenced stations

Referenced stations help to minimize errors and the amount of work required. The
reference station only has to be thoroughly tested in accordance with its specifica-
tion. Only special configuration features need to be taken into account for refer-
enced stations, for example, screen resolutions, PCS 7 client-specific operating
ranges, and user rights. General function tests also need to be performed.

Using the Master Data Library

To allow several instances of the same functions to be generated, SIMATIC PCS 7
offers a duplication option, based on a defined software procedure. However, this
is only possible in conjunction with the master data library, which contains not only
the folders for process tag types and models, but also the folders for shared
declarations (units, enumerations, and equipment properties).

The project typicals are created on the basis of the libraries used (PCS 7 standard
library, Advanced Process Library APL, etc.). They are then stored and managed
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in the master data library. The PCS 7 standard libraries include templates that can
be used.

Recommendation

The modules and typicals must be verified with a module test and approved by the
customer prior to instantiation.

Not only must the same versions of faceplates, SFC types, and typicals be used in
all projects within a multiproject, but such projects must also be based on a
common plant hierarchy and shared declarations. The individual projects must be
synchronized with the master data library for this.

See also

e Product Support http://support.automation.siemens.com/DE, FAQs

e Product Support http://support.automation.siemens.com/DE/view/de/22258951
"Multiproject Engineering"

e Product Support http://support.automation.siemens.com/DE/view/de/23785345
"Multiproject Engineering with SIMATIC BATCH"

Note

SIMATIC Version Trail is used to clearly archive and organize versions of the
master data library during the course of the project.

The faceplates, SFC types, and shared declarations are the smallest user software
modules. These are used in creating process tag types and models, which are then
duplicated either manually or via the IEA interface , see also chapter 6.2 "Bulk
Engineering with the IEA" for more on this.

See also

e Manual "PCS 7 Compendium Part A",
chapter 5.2.1 "Process tag types (templates)"
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Master data library

Programming/ creating of
Library moduls

User blocks SEC-Types
create/ test create/ test

Shared Declarations

|

Process Tag Types

create/ test

Models for
Equipment modulg Unit
create/ test

5.3.1 Synchronizing shared declarations

Shared declarations are generated in the master data library automatically when

the multiproject is created. These declarations can be synchronized to make them
available in all projects. Centralized maintenance in the master data library is
strongly recommended in order to ensure consistency throughout the multiproject.

£ TUWYT_MP (Plant Yiew) -- DA\ TUWY T, TUWY_MP

Object name Type

|E| Units Units

{#] Erumerations Cuk ChrkE

Urits Capy ChrlC
{I] Equipment Prop Faste (g )
{2y Models
-- Process tag types Delete Del
Imsert New Object

Access Protection

Shared Declarations

SIMATIC Route Control

@:I Enumerations Enumerations

@ Equipment Properties  Equipment Properties

Synchronize in Multiproject. .,
Display Full Log
Check Plausibility

Lags. ..

SIMATIC BATCH
Rename Fz
Obiject Properties, ., Alb+Return
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5.3.2

5.3.3

50

Synchronizing SFC types

SFC types must be created and maintained in the master data library in order to
achieve data consistency. These types can be synchronized to make the current
SFC types available in the projects.

Differences can be evaluated using the Version Cross Manager prior to synchroni-
zation.

EZ SIMATIC Manager - TUWV7_MP

File Edit Insert PLC View Options Window Help

o | QR
D& 87| 4 Settngs for Copyngiove.
£ TUWVZ_MP (Compone Shared Declarations »  RunSequence
= @) TUWV7_MP Plant Herarchy R Generate Module Drivers...
= TUWNT Pri ) Chart Reference Data —
@ = Process Objects » Read back proaram
i SIMATIC 400(1) Process Objects (Online) 3 RN
= & ES34 : ) Process Tags » Logs...
= [ wirCCappii
Models » e
23 osin)
+ (] Shared Declarati|  SIMATIC Route Control ’ -
+ TUWATA :
& i ETeESTFE 0.1 CFC
- @ TUWAT_Lib
= (7] Prog_Lib EATestvo 0.1 Process tag types Process tag type
(@] Quellen [FByvent 0.1 Process tag types Process tag type
(3 Bausteine [EvENvEN 0.1 Madels\EA CFC
@w [E] sFC-TIME 0.2 SFC type
+ (_] Shared Declarations [&] sFC-Typ 0.1 SFC type

Synchronizing the plant hierarchy

Three views are available in SIMATIC PCS 7 for configuration purposes:
e Component view for configuring hardware
e Plant view for structuring the process engineering hierarchy

e Process object view for centralized editing of parameters, signals, messages,
picture objects, archive tags, etc.

It is advisable to structure the plant hierarchy (PH) in the same way in all projects
within a multiproject. To do this, place the PH in a project (recommendation: OS
project) and transfer this structure to all projects of the multiproject. The shared
declarations of the template project are also transferred to the selected projects as
part of this process. This forms a connection between the hierarchy folders.

See also

e Manual "PCS 7 Compendium Part A",
chapter 2.6 "Creating the plant hierarchy"
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EF TUWVT_MP (Plant View) -- D:\GGATUWY7_MPATUWY _MP

(= e TUWAT_MP ) Curves Bzl GENERAL B REACT
= @ TIWAT_Pry
| #-|_] Shared Declarations
= “ﬁ'm}! cut Ctrkex
&
+ () C Copy Chrl4C
+ (B F
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+ [l F
+ (Bl F  Insert New Object ]
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. @ TUWVT Access Protection »
Print »
Plant Hierarchy | 5etl£ihgs...
Process Tags » .
Models . Check Consistency
' | Open Check Lag
SIMATIC Route Control 3
. ! | Creabe/Update Block Icons...
SIMATIC BATCH Open Block Icons Log
Renarne F2 Change AS Assignment, ..
Object Properties... alk+Return Change OS Assignment, ..

Cancel Assignment, ..

Create/Update Diagnostic Screen
Display Diagniostic Screens Log

Update in the Multiproject, ..

Clear Shortout

Note

The template project takes on a kind of master role, in other words the names of
the created hierarchy folders can only be changed centrally in the template.
Names can only be changed in the replicas once this connection has been
removed.

5.4 SIMATIC NET

5.4.1 Configuring SIMATIC NET

SIMATIC NET reflects the gateways used in the project. The SIMATIC NET
network addresses and settings for the AS, OS, distributed 1/O, etc. described in

the specification must be used for configuration. This is verified later during testing
(for example, FAT, 1Q).

The gateways are configured using the "Advanced PC Configuration" procedure.
With Windows, all the automation stations (AS) and operator stations (OS) can be
configured on a central engineering station and the configuration files can be
downloaded.

Specifically, the following connections are configured:
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5.4.2

e AS/OS connections

e AS/AS connections

e ES/AS connections

¢ Remote I/O connections

These connections can also be designed to be fault-tolerant.

More information can be found in the SIMATIC NET documentation.

Plant bus and terminal bus

Industrial Ethernet offers a comprehensive range of network components for
electrical and optical data transmission. In SIMATIC PCS 7, a distinction is made
between a plant bus and a terminal bus. To guarantee a high degree of security
and performance, it is advisable to install these two buses separately.

Industrial Ethernet plant bus

Industrial Ethernet is used as the plant bus. The Industrial Ethernet network
operates according to the access method CSMA/CD
(Carrier sense multiple access with collision detection) as defined in IEEE 802.3.

The automation stations are connected with the OS servers and the engineering
station over the plant bus. The ISO protocol is generally used as the transport
protocol.

See also

e Manual "PCS 7 Compendium Part A",
chapter 1.3.2 "Configuring the plant bus"

Ethernet terminal bus

5.4.3
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The PCS 7 servers are connected with the clients, archive servers, and higher-
level MES systems over the terminal bus. The TCP/IP protocol is normally used as
the transport protocol.

See also

¢ Manual "PCS 7 Compendium Part A",
chapter 1.3.1 "Configuring the terminal bus"

PROFIBUS

Reliable communication with the field level must be in place in order to ensure
trouble-free plant operation. Such communication is based on a high-performance
real-time bus system such as PROFIBUS versions DP and PA.

See also
e System manual "SIMATIC NET PROFIBUS Network Manual"

e Manual "PCS 7 Engineering System (V7.1)",
chapter 4.5.6 "Fieldbus with PROFIBUS"

e Manual "PCS 7 Compendium Part A",
chapter 3.4 "PROFIBUS settings on the CP 443-5 Ext"
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Note

The configuration of the PROFIBUS devices/communication is integrated into the
overall project in the SIMATIC Manager. A backup of the engineering project
therefore contains the entire user software. This has corresponding advantages in
terms of regular data backups and verification of the software within the
framework of the test phases.

PROFIBUS DP

Remote 1/O stations such as ET 200 can have a simple or a redundant design over
electrical or optical PROFIBUS DP networks.

With the help of an isolating transformer (RS 485iS coupler) used as a barrier and
the intrinsically safe ET 200iSP, PROFIBUS DP can even be used in hazardous
zone 1. This makes data transfer rates of up to 1.5 Mbps possible, even in hazard-
ous areas.

Complex process I/O devices such as those listed below can be linked to PCS 7
using predefined add-on blocks:

e SIMOCODE pro motor management system

¢ MICROMASTER 4 frequency inverters

e SIWAREX weighing system

Also available:

e Function modules (e.g. closed-loop controllers, motor starters, etc.)
e HART modules (for integrating HART field devices)

¢ F-modules (for fail-safe applications)

¢ Ex modules (connection of actuators/sensors from zone 0 or 1)

All HART modules can be configured via the PDM, see chapter 5.4.4 "SIMATIC
PDM".

PROFIBUS PA
Profibus PA can also be easily implemented or designed redundant.
See also
e Operating instructions "Bus links DP/PA coupler, DP/PA link and Y link"

Note

When configured as a diagnostic slave, the FDC 157-0 DP/PA coupler is fully
integrated into plant-level PCS 7 Asset Management.

SIMATIC PCS7 V7.1 - GMP Engineering Manual
A5E02795571-01 53



Project Settings and Definitions

54.4 SIMATIC PDM

SIMATIC PDM (Process Device Manager) is a software package for the configura-
tion, parameter assignment, commissioning, and maintenance of devices (for
example, transducers) and the project engineering of network configurations and
PCs. Among other things, it enables process values and alarms, as well as device
status information, to be monitored easily. Commissioning and maintenance are
also supported by a LifeList program, which is able to read field device configura-
tions online.

Electronic Device Description (EDD)

EDD forms the basis for device integration. It is supplied by the device manufac-
turer, made available via the Internet, or included in the device catalogs of EDD
applications.

SIMATIC PDM is fully integrated in PCS 7. All devices integrated in a project using
EDD can be parameterized, commissioned, and maintained from a central engi-
neering station by means of a single tool.

Change log

The change log in SIMATIC PDM allows you to see at any time which user has
made which changes in a project and when. This change log function helps to
meet the requirements of authorities such as the FDA, which demand that changes
in the production plant must be appropriately documented so that they can be
traced back to their source.

Access protection in SIMATIC PDM

Integrated access protection in SIMATIC PDM manages rights for changing the
parameter assignments of field devices. In "maintenance engineer" mode, only
changes which are required for operation and maintenance may be made in the
parameter table. Advanced change options are made available in the parameter
table for "specialists". "Specialists" need to enter a password, previously defined in
the settings, in order to log on.

User |
% Maintenance engineet
" Specialist Caricel |
Eazaynnd Help |
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Export functions in SIMATIC PDM

5.4.5

In SIMATIC PDM, the following field device data can be backed up via an export
procedure:

e Device parameters
e Change log, changes sorted according to object

e Calibration report, contains information relating to commissioning and mainte-
nance, as well as test results

Note

Version information can be saved in the device’s comment field. This information
is then exported together with the device data. In addition, a version can be
identified by the name given to the export file.

As the export file contains a reference to an appropriate transformation file, the
content of the export file is displayed in the Web browser in a readable HTML
format. The corresponding transformation file ("PDMExportEddl.XSL" for the device
parameters and change log or "PDMExportCalibration.XSL" for the calibration
report) is copied to the export file location as part of the export procedure.

Note

If the export file is copied to a different directory or computer and the HTML
display is to be used, the corresponding transformation file must also be copied.

FOUNDATION Fieldbus (FF)

As well as facilitating communication via PROFIBUS or HART, SIMATIC PCS 7
also offers interfaces for FOUNDATION Fieldbus (H1), allowing a wide range of FF
instruments and positioners to be integrated into the process control system. The
FOUNDATION Fieldbus H1 is connected to PROFIBUS DP via the DP/FF link.

This concept offers:

o Central engineering of the DP/FF link and FF field devices without the need for
additional tools

e FF drivers in the PCS 7 library and the support of the driver wizard
e Integration in PCS 7 Asset Management
e Cyclic and acyclic communication

e Cyclic diagnostic information provided by the DP/FF link and the FF field
devices

See also
e Manual "DP/FF Link"
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Diagnostics with PCS 7 Asset Management

A diagnostic symbol is created on the PROFIBUS DP device level in the diagnostic
area for each AnyBus DP link. It is advisable to insert a status indicator and a
button for switching to the user diagnostics of the connected FF field devices for
each AnyBus DP link.

Configuration and diagnostics via the Web interface

The connected FF field devices are configured and diagnosed via the supplied web
interface.

5.5 OS Project Editor

The OS Project Editor serves as the basic tool for configuring the user interface, for
example, for setting the screen layout, screen resolution, etc.

When an OS project is created in the SIMATIC PCS 7 ES, the OS Project Editor is
initialized with the default settings.

Many of these default settings can and should be retained in projects. Any devia-
tions must be defined in the specification and require very special attention in every
update of the system.

Some settings are always project-specific. These settings and any changes in
response to customer requirements are defined in the specification.
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The layout of the runtime is configured in the "Layout" tab. This includes the
screen formats, number of monitors per OS station and the display of the user
name or user ID in runtime.

Message classes, message types, message blocks, and the PCS 7 standard
messages are configured in the "Message configuration” tab.

Messaging response is configured in the "Message display" tab. This includes
the display of messages in the message pages and the group display, mes-
sage filters and Smart Alarm Hiding.

Under "Area" the representation of area and server keys (for example, process
cell, unit, functions, etc.) are configured for the overview area.

The number and arrangement of picture windows is configured in the "Runtime
window" tab. The pictures (graphics) and faceplates are opened in the runtime
in the picture windows.

In the "Basic data" tab, you can specify which modified files of the project are
to be overwritten by factory state files. However, you should always ensure
when making this configuration change that runtime operation remains consis-
tent and safe.

The "General" tab contains settings for the OS Project Editor.
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The following screenshot shows the layout of the OS Project Editor.

** 0S Project Editor

ELayout * l & Meszage configuration ] Message dizplay ] Euq,ﬂmea ] Runtime window ] i’g Basic data ] General ]
Current layout: SIMATIC Standard 1024768
Available layouts: Layout Description:
Bietiire b SIMATIC Standard-Layout for screen resolution af
i , 128071024
ESIMATIC Server 10247768
ESIMATIC Server 11527064
E SIMATIC Server 1280°1024
8 SIMATIC Server 16001200 M e s s T
%SIMATIE Serverdew 10247768
8 5 |MATIC Serverview 1152°864 Mumber of server keps:
E SIMATIC Serverview 12807 024 Overview extended configuration: Detail...
E SIMATIC Serverview 16001200 ; :
958 5 |MATIC Standard 1024768 [ Runtime Help available

ESIM.&TIE Standard 1152% 884
IMATIC Standard 125
E SIMATIC Standard 16007 1200

Dizplay

" User name + UserlD

faritor configuration

¢ m ) ) © com
! T ) ) ) m| ) (]
0K | Cancel | Appl |

Another specification made in this Project Editor is whether the user interface
should display the "user name" or the "user ID", for example.

See also
e Online help of the PCS 7 OS station
¢ Configuration manual "PCS 7 Operator Station (V7.1)"

e Manual "PCS 7 Compendium Part A",
chapter 7.1.4 "Working with the OS project editor"

5.6 Time Synchronization

Time synchronization is an important feature in automated systems in the GMP
environment. When several automation stations (AS) and/or operator stations (OS)
interact, messages, alarms, trends, and audit trail data must be archived with
synchronized time stamps.

In SIMATIC PCS 7, the default time transmitted on the buses is always the
standardized world time UTC (Universal Time Coordinated).

The time stamps are generated in UTC and stored in the archive of the OS server.
In runtime, all the process data stored in the archive (messages and trends) are
displayed converted from UTC to the time zone set in the Windows system (taking
the daylight-saving/standard time setting into account).

Activating time synchronization in PCS 7 means that an active time master handles
the synchronization of all OS servers, operator stations, automation stations, and
the engineering station. To ensure synchronized time, all the stations in the PCS 7
system must be synchronized so that messages can be processed in the correct
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chronological order throughout the plant (archiving of trends, messages, redun-
dancy synchronization of servers).

Time synchronization in a Windows work group:

In a workgroup environment, the plant bus is synchronized via the central plant
clock (SICLOCK, for example). The OS servers obtain the time from the plant bus;
they are configured as "cooperative time masters". If no SICLOCK timer is avail-
able, an OS server becomes the active time master. The automation stations
obtain the time from SICLOCK; they are configured as time slaves. The OS clients
obtain the time from an OS server; they only receive the time from OS servers
whose server data they have also loaded.

Time synchronization in a Windows domain

If the automation system is operated in a Windows domain, the domain controller
with the PDC role serves as the time master on the terminal bus. It obtains its time
from a SICLOCK connected in series, for example. The OS servers receive the
time from this domain controller via the terminal bus. The OS clients obtain the time
from a selected OS sever. The plant bus and, as a result, the connected automa-
tion stations (AS) are also synchronized by this OS server (the first server to enter
process mode). The server then becomes the active time master.

When high-precision time stamping is required, the automation stations also have
to be synchronized directly by a SICLOCK TM via the plant bus.

If the plant uses components, such as BATCH servers on which no operator
station is installed, these also need to be synchronized. This can be done via an
additional DCF77 or GPS service or by means of software over the network or the
Internet.

Time synchronization for package units
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Package units may be integrated in many PCS 7 environments. These package
units can obtain their time from the Windows domain through the standardized
Network Time Protocol (NTP). It is also possible to send the time signal from one
Siemens Automation system to another via the S7 protocol.

Notes

It must be ensured that the automatic daylight-saving/standard time adjustment is
set correctly in the operating system.

If a SICLOCK is used as the timer and the operator station display is adjusted to
daylight-saving time, the SICLOCK must also be configured to daylight-saving
time to ensure that all messages are archived with the correct time stamps. This
adjustment must be activated on the operator station in the Control Panel > Date
and Time > Time Zone tab.

See also
¢ Function manual "PCS 7 Time Synchronization"

e Configuration manual PCS 7 Engineering System,
chapter "Configuring time synchronization"

e Configuration manual PCS 7 Operator Station,
chapter "Time-of-day synchronization"
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e Manual Security Concept PCS 7 and WinCC
e Manual "PCS 7 Compendium Part A", chapter 7.1.7 "Time synchronization”

e Product Support http://support.automation.siemens.com/DE/view/de/19693801
"DCF77"

e Product Support http://support.automation.siemens.com/DE/view/de/16622135
"Industrial Ethernet"

e Product Support http://support.automation.siemens.com/DE/view/de/16620294
"Windows Domains"

e Product Support http://support.automation.siemens.com/DE/view/de/16622902

"Settings"
e FDA Guidance 21 CFR Part 11 — Time Stamps, 2002,
withdrawn
5.7 Configuration Management

The configuration of a process control system consists of various hardware and
software components, which may be of varying complexity, from standard com-
ponents through to specially customized user components. A clear and complete
overview of the current system configuration must always be available. This is
achieved by dividing the system into configuration elements, which can be identi-
fied by a unique designation and a version number and can be distinguished from
the previous version.

Defining configuration elements

In terms of hardware, standard components are usually used, which are defined by
and documented with their type designation, version number, etc. If customer-
specific hardware is used, more work is required, see chapter 3.1 "Specification of
the System Hardware" for more on this.

Such "standard components" are used at least in part for the software, for example,
SIMATIC PCS 7 system software, its libraries and add-ons. Just like the hardware,
these are defined and documented with designation, version number, etc.

User software is configured and programmed on the basis of standard software. It
is not possible to give a blanket definition of the individual configuration elements
which the user software must be divided into, due to differing customer require-
ments and system designs.

Versioning of configuration elements

Although users/project engineers cannot modify the version ID of standard soft-
ware, application-software configuration calls for work instructions which specify,
among other things, the assignment of version numbers and a change control
procedure. All configuration elements must be maintained in a transparent manner
right from the start of system's creation.
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5.8

5.8.1

Note

Chapter 5.8 "Versioning Software Elements" includes examples of how individual
software elements can be versioned. Change control of various elements is
explained in chapter 6.9 "Audit Trail and Change Control" and chapter 7.4
"Configuration Control".

Always consult the plant operator to agree upon a procedure for making changes
to a plant in ongoing operation, see chapter 8.2 "Change Control during
Operation".

See also

e GAMPS5 Guide, Appendix M8 "Project Change and Configuration Management”

Versioning Software Elements

The project guidelines must define which elements are to be versioned, when
versioning is to take place, and whether a major version or minor version is to be
incremented; for example:

"The major version is set to 1.0 following the FAT and to 2.0 after commissioning.
All other changes are reflected by incrementing the sub version."

However, whether the main version or the sub version is to be changed can also
depend on the scope or effect of the change in question.

Note

The version, author, and comment fields can be written using the Import/Export
Assistant (IEA) .

The following sections show various examples of software element versioning,
which basically differ in the following:

e AS elements, which act as control functions in the controller

e OS elements, which are used for operator control and monitoring

Versioning AS elements in PCS 7

The individual configuration levels in PCS 7 provide various options for assigning a
version identification and, possibly, an author and comment to each element.

Versioning blocks, CFC charts, and SFC charts
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For blocks, CFC charts, and SFC charts, as well as for SFC types and models,
version numbers are managed in the properties of the respective object.
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PCS 7 supports the option for semi-automatic versioning of CFC/SFC charts and
SFC types. This versioning must be enabled in the properties of the particular

project or multiproject.
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When the versioning for the respective project is enabled, a dialog box opens
automatically when you close a modified CFC/SFC chart or SFC type. In the
example below this is the "Properties CFC Chart" dialog.
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Use the right and left cursor keys of the version number to increment the minor or
major version. If make an incorrect entry, only to last saved version can be decre-
mented. Changes the version number must always be performed by the project
worker at their own risk.

Note

Once saved, a version number can no longer be reversed. The project worker
must carefully examine his entry before confirming with OK. The version number
can be set in the range 0.0001 to 255.4095.

Information on the version history can also be added to the chart as a separate
comment in the form of a text field.
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Versioning the Hardware Configuration in "HW Config"
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In the "Properties" mask, the comment field can be used to enter the version ID
and additional information, such as the version history.

Versioning the configuration in SIMATIC NET

The version identification can be entered in the properties on the bus level (system
bus, PROFIBUS).

5.8.2 Versioning OS elements in PCS 7

During software creation, all graphics, reports, C scripts, and VB scripts created by
the user must be assigned data such as an author, date, comment, and version ID.
User objects (picture typicals), for example, feature a version field for this purpose.
Scripts and user FBs (SCL) can be identified by means of their date of change; the
version identification and comment must be inserted in the script header in text
format.

Configuration settings must be appropriately documented, on the one hand to act
as a reference for use in validation/qualification, and on the other hand to ensure
they are available if the system needs to be restored.
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Example for graphics

fy Graphics Designer - [Unit0 1Pdl]

g B B Vo Duserk ol Kok Biorkie. Lo

DM b R oo | & ,“'_-1-" éaé':}z if W=t g'_‘&' k‘?_l&-ﬁ'in: -'_!_
[ § | ' : i
[l | - e
om AGH Gio E: B ITIUNITO
= | B
Om
. B8 : r":g
Ol |
Il ;
| £ ~ [object: vR21R1
= e - Nersion Author Comment Date
1.0 P. Meyer new construction 2007-08-21
V1.1 M. Malte addition! fO-field 2007-10-02

Upper graphic: Versioning in a hidden field within the graphic display
Lower graphic: Version identification as a visible field within the graphic display;
explanations relating to the version history outside it

r:] Graphics Designer - [PLANT.PdI]
ﬂ— File Edit ‘Yiew Insert Arrange Tools Window Help

HDB’*E| p b BRR| e o | & P

ar

CAIE

B W | [v1.1 2007-09-01 R N

Example for reports

¥ Report Designer Layout - [@CCOnlineTrendCtrl-Curves-CP]

Fle Edt Yew Arange Tools Window Help

[DEd|s oo g BB |2ERb dr|is | eag (22|

I A dna

EE

Om

HE

Om

mE |

HE

Om

||

i

==l

o ol

) =]

= SysTime Version 1.0 SysPage
e Syslayouthame SysProjectMame

Visible text field for versioning, e.g. in the report footer
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Example for C/VB scripts

ﬂ— File Edit Wiew Insert Arrange Tools  Window Help
[osR| )| sme|o= |8 Fgir|@aaa |22 |ada|s|g | |[xm S

i Creator: Max Mustermann 0000
S opjectv2iBRT . (S

Description: Hotwater valve BRG]

ersion Cormment Date |[EEE S Sl Sl S S S S e
10 NewDraw 25.08.2007 B
141 Expansion O Field 2B 08 2007

e B I E it Action

0l gl fmla] x| ol 2ol eername &
Zaonf | - -
M S e Standard functions (a| tinclude "apdefap h"
: 50| : void OnClick{char® [pszPictureMName, char* lpszObjectName, char* lpszFPraperyMame)
25 | o 1/ Cre_ator: kdae bustermann
= - araphics {f Object WZ21BR1
L2 EE tag |/ Description: Actions valve
100.000 % B4 get 4
; :f’ skate /i Wersion  Cormment Date
1.0 Mewy v 27.08.2006
waik {411 Expansion GetTagBit 28.08.2007
GetTagBit
GetTagByte PCS?_OpenGroupDisplay_VE(lpszPictureName, lpszObjectName J;
GetTagChar
GetTaghauble GetTagBit(Tag_Name): {{Return-Type: BOOL
GetTagDivord B
Version and comments added within a script
5.8.3 Additional information on versioning

Versioning of BATCH elements

Recipe versioning is described under "Change Control for Recipes" in chapter
6.9.3 "SIMATIC BATCH".

Versioning projects, multiprojects, and libraries

Supporting system functions for versioning projects, etc. are described in chapter
7.4 "Configuration Control".
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6.1

6.1.1

Creating Application Software

This section details information and recommendations to aid in the creation of
application software in environments subject to GMP.

Software Modules, Types, and Typicals

Software modules or typicals in the form of function blocks, function charts or
complex step sequences are widespread in the process control engineering. You
can create in advance and reproduced them during the design phase.

Note

Modules and typicals are defined with the aim of not only reducing the amount of
configuration work required but also, and more importantly, of creating a clear
software structure. This helps to simplify the associated documentation and a risk-
based definition of the testing work involved, while also supporting subsequent
system maintenance.

Modules and typicals in PCS 7

A distinction is made in SIMATIC PCS 7 between an SFC type, a process tag type,
and a model.

SFC type Interface to SIMATIC BATCH for operating equipment
phases/equipment operations, for example:

e Heating

o Agitate

e Drain

Process tag type A CFC chart, for example

e Valves
e Pumps
e Motors

Model Combination of several CFC and/or SFC charts, for
example:

e PID tempering of a tank

e Level monitoring, including safety shutdown to protect
against overflow of tank

The mode of operation of the modules must be described in a specification in
which the parameter assignments (MES-relevant, archiving, block comment, unit of
measure, etc.) and interconnections are defined. More detailed information can be
found in chapter 2.4 "Software Creation".
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SFC type

Notes

Modules are named in accordance with the Functional Specification and the
Design Specification.

The modules/typicals must be verified and approved by means of a module test
before they are duplicated.

An up-to-date record of the software modules used must be kept for each AS, in
the form of a document containing software version details.

The SIMATIC PCS 7 typel/instance concept enables types of sequential controls to
be created. The "SFC type" allows sequential controls to be defined, including an
interface in the form of a CFC block. The sequence logic of the SFC type is based
on the interface I/Os of the SFC type, i.e. in contrast to an SFC chart, an SFC type
cannot access just any process signals.

More detailed information on this topic can be found in the manual "SFC for
SIMATIC S7".

The SFC type is not executable on its own. An SFC type, just like a function block
type, must be placed in a CFC chart before it receives an executable object, in this
case an SFC instance. The SFC type and SFC instances are compiled when the
program is compiled. To execute an SFC instance, both the SFC type and the SFC
instance are downloaded to the automation system.

Process tag type / model

68

With SIMATIC PCS 7, a process tag type/model consisting of one or more CFC
and/or SFC charts can be created for subcomponents of the same type. Creating
process tag types or models for similar plant units saves on work required for
engineering and testing. Once a process tag type or model has been tested, it can
quickly be duplicated as often as required in the multiproject in the form of replicas.
For each replica, the plant hierarchy, CFC name, messages, 1/Os for parameters or
signals, and various module properties can be adapted.

Each block instance can also be assigned a picture icon, which can then be
automatically inserted, along with its tag interface, into the flow chart defined in the
SIMATIC Manager by deriving it from the screen hierarchy during OS compilation.
This saves work and ensures that the picture icon is connected to the correct block
instance. Models can contain pictures and reports.

Note

See chapter 6.1.3 "Automatic generation of block icons" for information on using
block icons. These faceplates should be tested together with the associated
software module as a process tag type and approved by the customer before they
are duplicated.
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6.

1.2

Example of a process tag type

Every software module is created as a template in the form of a CFC chart.
Following a software module test, this is released for instantiation and can be used
within the framework of the configuration.

For a spring-closing valve, the module might appear as shown below.

]

o—

o—

o—

]

MODE

OUTPUT
B |VALVE B Digital -'Eﬂ.‘_
— R Single-D 16#8001FFFE—|MODE QBAD
0—{¥_LOCK QCONTROL I VALIE|—————
0—|VL_OPEN QC_QCONT QUALITY.
0—{VL_CLOSE QMON_ERR|—
FB_OPEN 0— AUTO_0C QGR_ERR|—
CH_DI 0—{55_POS QMAN_AUT|—
Digital 0—{L_RESET QOPENING [—
HODE UBAD CSF QUPENED [—
VALUE [ FB_OPEN QCLOSING[—
VALUE_0C QUALITY |- QC_FB_OP QCLOSED |—
SIN_ON FB_CLOSE
SIM I QC_FB_CL
— ———{0c_oconT
on [MONITOR
0—LIOP SEL
FB_CLSD 0—{AUT L
CH DI 5.0 [TIME_MON
Digital
QBAD

VALUE

o0—]

VALUE_QC

QUALITY| — The feedback signals must be connected to the VALUE input

0—]

SIN ON

0—

SIM I

of the blocks FB_OPEN and FB_ CLSD.
The control output for the valve must be connected to the

6.

1.3

VALUE output of the OUTPUT block.

The valve to be controlled features a control signal for the OPEN function and two
feedback messages for the states opened and closed, as well as monitoring of
module /O faults for the open/closed feedback message. Blocks from the PCS 7
standard library were used for the example above.

In accordance with GMP requirements, the parameter assignment and the inter-
connection of the inputs and outputs must be described in detail in a suitable
specification ("Software Module Design Specification", for example) and verified by
means of a test ("software module test" or "typical test").

See also

e Manual "PCS 7 Compendium Part A",
chapter 5.2.1 "Process tag types (templates)"

Recommendation

Consideration can also be given to the settings for process value archiving, for
example, when creating the process tag type.

Automatic generation of block icons

Graphic block icons are used to display information relating to process states (e.g.
valve open, closed, faulty, etc.) on the PCS 7 operator station (OS).

PCS 7 offers graphic templates for all blocks contained in the PCS 7 library, thus
supporting the type/instance concept from the function block in the AS through to
the operator component in the PCS 7 OS plant pictures. PCS 7 provides several
templates for use.
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Note

Generating block icons automatically reduces the risk of an error occurring.

See also

e PCS 7 on Tour - Basic,
chapter 10/ 5.1 "Adapted block icons and faceplates”

If the Create/Update Block Icons function is executed, the block icons are derived
from the plant hierarchy of the project by means of their names and priorities,
copied from the templates, and automatically linked to the tag interface of the
relevant operator panel.

Priority Screen name Remark

1. @PCST7Typicals*.pdl  Starting with the picture which comes last
alphabetically

2. @PCS7Typicals.pdl

3. @@PCS7Typicals.pdl Contained in the standard

The @@PCS7Typicals.pdl template

The "@@PCS7Typicals.pdl" picture is included in every PCS 7 OS project by
default. It contains the standard block icons.

Note

The "@@PCS7Typicals.pdl" original file must not be changed under any
circumstances. Any changes to the original file will be overwritten when an update
or upgrade is performed.

Separate templates should be created for customer-specific block,
"@PCS7Typicals*.pdlI".

See also

e Product Support http://support.automation.siemens.com/DE/view/de/26697820

e Product Support http://support.automation.siemens.com/DE/view/de/19688107

Project-specific template

A project-specific template, "@PCS7Typicals*.pdl", can be created by copying
template "@@PCS7Typicals.pdl". Customer-specific changes can then be made to
the "new" template.

The @Template.pdl template

70

The "@Template.pdl" template is primarily used when block icons are inserted into
pictures manually. These block icons are not connected to the plant hierarchy and
are not, therefore, created or updated by the system.

As a result, it can be helpful to use the template file. On the one hand you are not
then linked to the plant hierarchy, and on the other hand you can use a wizard to
export picture objects from one or all flow charts to a configuration file, modify
block icons and their connections, and finally import the picture objects again. The
configuration file can be edited using tools such as Excel.
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Note

The "@Template.pdl" file is maintained by the PCS 7 system and is overwritten
when an update or upgrade is performed. It is therefore advisable to back up the
"@Template.pdl" file on a regular basis.

Other Template Pictures

@@ConfigTypicals.pdl
Used to create/update lifebeat monitoring.

@@MaintenanceTypicals.pd|
Used to create/update diagnostic pictures.

@pcs7elements.pdl
The template contains a collection of predefined objects for creating faceplates.

@PCS7Typicals_Batch.pdl
Used to create/update block icons for SIMATIC BATCH.

@PCST7Typicalsrc.pdl
Used to create/update block icons for SIMATIC Route Control.

This list is not exhaustive.

Central changeability of picture objects

6.2

In the type definition, SIMATIC PCS 7 allows objects to be changed centrally; in
other words, subsequent changes to picture objects are made in the template
pictures.

Note

The central changeability of picture objects does not mean that changes are
automatically passed on/down to the instances. As a result, the "Export Picture
Objects" function must be executed via the dynamic wizard before the changes
are passed on; this ensures that all objects will be located at their original
positions after "Import Picture Objects" is performed.

Bulk Engineering with the IEA

The Import/Export Assistant (IEA) is used for two tasks.

Duplication with the IEA

The Import/Export Assistant is used to duplicate process tag types or models. This
is achieved by defining project-dependent typicals on the basis of standard
libraries; these typicals can then be copied as often as required by using the
Import/Export Assistant to perform instantiation.
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Note

The modular software structure and the process of duplication using the IEA
significantly reduce both the risk of errors occurring and the engineering and
testing effort required.

Engineering

Shared
declarations => Model:

— create / test UNIT

Model:
create / test
I ' technical functions Technical fot. 1
¥
Tag type: Basic fct. 1

* create / test
I basic functions

User blocks Basic fot. 2
create / test Basic fot. Technical fct. 2
PCS 7 Librarv Technical fct. n

|

| Master Data Library

Bulk engineering with
IEA

Application software

Unit 6677
6718 Heating Technical fot. 4
Unit 4711 echnical fct.
8877 Heating Technical fot. 1 Basic fct. 1

[2asicfot 2]
[Bosic fot. 1 ]
4711 Heating
[oosic fot. 2] .
Basicfot 2

[Basic fot. 1]
- Technical fct. 2
Technical fct. 2 [Technical fct. n

Technical fct. n

Basic fct. n

Parameter editing with the IEA

Furthermore, the IEA File Editor is used to enter parameters and signal processing
in a table for each instance in accordance with the definitions contained in the

specifications.
| I
IEA File Editor -
Assignment of Instantiation ]
parameters | |IEA File Editor
from first instance Assingment of
DI OPEN VALUE=E 1.0 parameters up to the
DI_CLOSE VALUE=E 1.1 last instance io ba
DO_OPEM VALUE:=A 1.0 duplicated
] Dl_OPENVALUE:=E 50.0
— | DI_CLOSEWVALUE:=E 50.1

“— DO_CPEM.VALUE:=A 50.0
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6.3

6.4

Note

The Import-Export Assistant is managed as a separate add-on package in
SIMATIC PCS 7. ltis included on the PCS 7 Toolset DVD and installed as part of
the general setup, although it does require a separate license.

See also

e Manual "PCS 7 Engineering System (V7.1)",
chapter 8.11.7 "Creating process tags from process tag types (multiproject)"

Creating Process Diagrams

See chapter 6.1.3 "Automatic generation of block icons" to learn how to use
templates as a library for graphic typicals.

Process diagrams must be created in accordance with the definitions contained in
the specifications (e.g. URS, FS, and P&l).

Block icons should be assigned using the "automatic generation of block icons"
function, i.e. one block icon is assigned to each instance-specific module (valve,
pump, closed-loop controller, etc.) in the process picture using the IEA file. The
picture and the block charts must be configured in the same plant hierarchy folder,
or in plant hierarchy folders with the same name, in order for block icons to be
generated.

After the graphics are created, they should be submitted to the customer in the
form of screen shots for approval.

See also
e Manual "PCS 7 Compendium Part A", chapter 7.2 "Visualization interface"

User-Specific Blocks and Scripts

User-specific blocks (FB, FC) and scripts (C, VB) are programs written and created
by the user, which are assigned to GAMP software category 5, see chapter 7.3.1
"Software categorization according to GAMP Guide" for more on this. This type of
software was developed to meet customer-specific demands not covered by
existing functions and libraries.

Note

The creation of category 5 software should be avoided if possible because it
significantly increases the testing and validation work required.

The procedure for creating GAMP category 5 software is as follows:
Creation of a functional description for the software

Specification of the function blocks used

Specification of the inputs and outputs used

Specification of the operator control and monitoring capability

Creation of software following specifications and programming guidelines
Testing of the structure for compliance with programming guidelines
Testing of the function for compliance with the functional description
Approval prior to use and/or duplication

ONOORAWN =
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6.5

6.5.1

74

When creating user-specific blocks and scripts, the rules for the creation of
software elements should be defined in instructions specific to the pro-
ject/department (SOP coding standards, PCS 7 style guide, etc.).

See also
e Manual "PCS 7 V7.0 Programming Instructions for Blocks"

e Manual "PCS 7 Compendium Part A",
chapter 5.1.2 "Creating user-defined technological blocks"

Interfaces to PCS 7

PCS 7 OS Web Option

This option enables PCS 7 system processes to be controlled and monitored via
an Internet/Intranet connection. One PCS 7 OS Web server and at least one
PCS 7 Web client is required.

Within a PCS 7 OS multiple station system the PCS 7 OS Web server is installed
as an OS client with PCS 7 OS Web server functionality. It should not be used as
an operator station (OS client). This can be ensured by deactivating graphics
runtime.

The WebViewer is installed automatically when the Web client is installed. For
remote access, it is advisable to use this in preference to the Internet Explorer
since the WebViewer can be custom configured.

The Web server itself should be certified so that access to Web server functions is
secure, authenticated, and encrypted (keyword: https access).

All pictures and required scripts are stored on the OS Web server so that they can
be displayed and run on the Web client. All pictures and scripts must be published
The "Web View Publisher" is used for this.

See also
e Manual "PCS 7 OS Web Option", the topic of using scripts

e Manual "PCS 7 V7.0 Programming Instructions for Blocks",
chapter 2.1.10 "WebClient (differences compared to WinCC)"

e Manual "PCS 7 Compendium Part A", chapter 7.2 "Visualization interface"

Note

If scripts are used, preference should be given to event-controlled script editing
wherever possible, as it saves on resources. By contrast, cyclic scripts should
only be used on a specific basis, if necessary.

SIMATIC Logon must be installed on the Web server, thus integrating the Web
client into the SIMATIC Logon functions. As a result, access to the Web client is
password-protected. User rights are assigned in OS user management. They
correspond to those of standard clients, the only additional requirement is that the
Intranet/Internet access option must be enabled.
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6.5.2

See also (on the topic of information security)
e Chapter 4.6 "Information Security"

e Manual "Security Concept PCS 7 and WinCC"

Open PCS 7

Open PCS 7 makes PCS 7 data available to higher-level systems, such as the
plant control level. The standard interfaces below are available for exchanging data
between Open PCS 7 stations:

e OPC DA (Data Access)

e OPC A&E (Alarm & Events)

e OPC HDA (Historical Data Access)

e OPC H A&E (Historical Alarm & Events)

e OLE/DB for applications with OLE capability, such as MS Office products,
facilitates OLE/DB access to historical values, alarms, and messages via stan-
dardized database calls

The Open PCS 7 station can be used to access several redundant server pairs. If a
server fails, the Open PCS 7 station performs redundancy failover automatically. If
the active server fails, the station switches to the remaining server automatically,
so that this server carries out the next read job. An uninterrupted read job is
repeated on the server which is then active.

The figure below shows a multiple station system with a client/server architecture.
The Open PCS 7 client station is equipped with two network adapters. OPC client
PC requests in the office network are transparently forward out of the Open PCS 7
station to the OS server or the central archive server (CAS), which responds to the
request.

i OPC Client in Office Network

Dema

Client1  Client2 7 Station as OPC Server

i

|
Server Couple 1Lr

iy
AS1
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6.5.3

6.6

6.6.1
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Access to the OPC interface Data type Type of access
station
OS server DA Mimic diagram tags Read and write
OS server A&E Alarms and messages Read and
(Alarm Logging) acknowledge
OS server HDA Historical measured values [Read
(Tag Logging)
OS server H A&E Historical alarms and Read
messages (Alarm Logging)
CAS HDA Historical measured values [Read
(Tag Logging)

SIMATIC BATCH API

The SIMATIC BATCH application programming interface (API) is an open inter-
face, which facilitates access to SIMATIC BATCH data and functions.

Recipe Control with SIMATIC Batch

SIMATIC BATCH is a software package for PCS 7, which structures discontinuous
processes, known as batch processes.

Simple batch processes and continual processes are automated with the tools for
CFC, SFC and SFC types (configurable sequential control systems) provided in the
PCS 7 Engineering System.

SIMATIC BATCH is used in more demanding systems with recipe procedures.
SIMATIC BATCH is used to graphically design, plan, modified, control and moni-
tored recipe structures. A major advantage of the batch production is the collection
and archiving of production data. These production data are needed for both the
regulatory requirements for traceability (audit trail) as well as for operational
analysis of the production process.

Batch definition of terms

Some commonly used BATCH terminology is described below.

Term Description

Master recipe |Set of rules and information required to define how a product is
manufactured.

Control Copy of the master recipe with extra information specific to a process cell.

recipe

Batch Equipment-dependent amount of a product manufactured in a defined,

discontinuous production sequence.

Procedure A sequence of chemical, physical, or biological activities for manufacturing
materials or products.
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6.6.2 Conformity with the ISA-88.01 standard

ISA-88, also known as S88, is an international standard for batch control, which
represents the design specifications for software, equipment and operation of the
processing. SIMATIC BATCH was developed on the basis of the ANSI/ISA-88.01
(1995) Batch Control, Part 1: Models and Terminology standard.

One of the recommendations contained in the "Technical Report" ISA-TR88.0.03-
1996 is the use of SFC (Sequential Function Charts, DIN/IEC 1131) as a graphic
language for describing recipe procedures. Recipes created with the BATCH
Recipe Editor follow the structures and functionalities described in this standard.

SIMATIC PCS 7 software model

ISA-88.01 describes various models, which can be fully implemented with PCS 7
and SIMATIC BATCH.

ey | | e
DIEE gil"-“i SIEhIFI !J I':'_ P Recipe — - -
£ Demo (Plant Yiew) — Di\Projectishanghaltf Procedure [EFRRET I taparation
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g = Iransfer Take Over
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gg”:" Module 0perat|on. —-—::ﬁ-—-
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The process cell model (physical model) describes the process cell, unit, equip-
ment module, and control-loop level, which is mapped using the plant hierarchy in
the plant view of the SIMATIC Manager.

In SIMATIC BATCH, the procedural model (procedure, unit procedure, operation,
phase) reflects the plant model from the point of view of the control sequence.

Term Description

Recipe A recipe procedure runs in a process cell to control a process and to create
procedure a batch of a product.

Recipe unit  [A recipe unit procedure runs on a unit to control a recipe stage. A unit can
procedure only be occupied by one batch at any one time.

Recipe A recipe operation or a recipe phase runs on an equipment module to
operation/ implement a process engineering task or function.
recipe phase

Control-loop [The control-loop level is not within the scope of the BATCH system and is
level addressed only via the equipment module. It is entirely located in the
automation system.
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Application of the ISA-88.01 standard in SIMATIC PCS 7

The ISA-88.01 software model divides the process into various modules, simplify-
ing the process of validation and qualification. The process is split up hierarchically
into the following parts:

78

Physical Graphics Procedural Implementation in Implemented
model elements PCS 7 by
Process cell Procedure BATCH component:  |Operator /
. supported by
Recipe supplier
Unit Unit CFC component: Operator /
procedure(s) Unit block suppqrted by
supplier
BATCH unit recipes
Equipment Recipe SFC type component: |Supplier /
Module (EM) H g operation / Use of SFC types to supported by
phase . o operator
allow instantiation
(equipment phases,
(may contain equipment operations)
control
strategies)
Control H - CFC component: Supplier
Module (CM) Use of the PCS 7
library and of CFC
charts
Note

The names and functions of the modules correspond to the definitions contained
in the specifications.

See also

e User manual "PCS 7 SIMATIC BATCH"
e Manual "Getting Started PCS 7 SIMATIC BATCH"
e Manual "PCS 7 Compendium Part C"

Configuration can be divided into the following:

Working in the SIMATIC Manager

e Creating and configuring BATCH systems
e Creating the plant hierarchy
e Compiling OS data
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e Generating BATCH types (SFC type)
e Propagating BATCH types

e Compiling instances

e Transferring data to OS

e Loading process cell data

Working in the BATCH Control Center (BCC) and Recipe Editor (RP)
¢ Reading batch data

e Creating master recipes

e Creating the recipe structure

¢ Releasing master recipes for production

e Creating an order

¢ Releasing a batch

e Creating ROP libraries (typicals)

e Exporting/importing recipes, parameter sets, etc.

Important settings in SIMATIC BATCH

Various project settings can be defined in SIMATIC BATCH. These settings are
described in detail in the relevant system documentation.

Online structure changes for recipe structures

SIMATIC BATCH allows you to change recipe structures in both hierarchical
recipes and flat recipes. This applies to control recipes that have the status
"released", "planned" or "started". However, such online structural changes are
intended only to provide additional functionality for master recipes during testing.
They serve to simplify the optimization of recipes. Online structural changes cannot
be performed during production (master recipe released for production).

Settings for performing online structure changes

e The master recipe has the status "Release for testing".
e The user must have the "structural changes" permission.

e The check mark must be set for "All online structure modifications" in the
project settings, as shown below.
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Project settings for "BATCH_TEST_EN' E

IJzed Plug-in Modules I Report I Electronic signatures
(aeneral | Warnings I Calor I Fant I Brchive I Versioning

Max, number of substruckure levels: IZ 3:

v auromatically resolve excess substruckures

v allaw simultanecus ROPs

V¥ allows editing of recipes with "Release revoked" skatus
¥ allow online setpoint change

[ Transfer online setpoint change ko active skep

[ Unit selection according bo conditions

[ allow importing of materials

[ Display indexes chronalogically

-

¥ allow online struckure modifications:
v active batches musk be stopped

rchived batches

Ik I Defaulk Zancel Help

If the option "Active batches must be stopped" is selected, this provides protection
by bringing the current batch to a safe state when changes are made to recipe
structures. Changes are then only possible if the active batch has been stopped.
Once the change is made, the batch must be resumed by the operator, thereby
guaranteeing a controlled procedure.

If the option "Active batches must be stopped" is disabled, the change can be
made during ongoing operation, which has the disadvantage that the batch
automatically applies and enables the changes when the changes are made.

Notes and restrictions

80

When online structure changes are being made to a batch, access to this batch
by other clients is blocked. A visual comparison of the changes to all Batch
clients is made once the online structure changes are completed.

Existing conditions within a transition cannot be deleted.

During the online structure change, parameters and their data type cannot be
changed.

During the online structure change, unit candidates cannot be changed.

During the online structure change, process tags (trend recordings) cannot be
changed.

It is advisable to stop the batch for structural changes. If a structural change is
made without stopping the batch, a complete log cannot be ensured.
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Deleting a canceled batch

Particular attention should also be paid to the point "Allow deleting of completed,
unarchived batches", for example. This is only rarely desired in the pharmaceutical
environment, this setting should therefore be declined, unless the customer
expressly states otherwise; see figure below (where the option is still selected!).

Project settings for ‘DEMO7_MP*

Used Plug-in Modules Repart Electronic signatures
General Wi arnings Color Font Archive ‘e sioning
Max, number of substructure levels: 2 |E

Autarnatically resolve excess substructures
Allowy simulbaneous ROPs
Allowy editing of recipes with "Release revoked" status
Al online sekpoint change
[ 1ransfer online setpoint change ko active skep
[Junit selection according ta conditions
Allowy the creation of materials
[ oisplay indexes chronologicall
| [“]allow deleting of completed, unarchived batches!

K ][ Drefaulk Cancel H Help

Additional settings in SIMATIC BATCH

6.6.4

Important parameters and settings can also be found in
e Chapter 65.9.3 on the topics of audit trail and change control
e Chapter 6.10.1 "Electronic signatures in SIMATIC BATCH"

Creating batch reports

SIMATIC BATCH enables the output of reports based on prefabricated report
templates from Crystal Reports. You additionally need the full version of Crystal
Reports for a customized report design. "BATCH Advanced Report" and SQL
server must be installed on the server for this.

Unless the SIMATIC BATCH component "SBReport" is used to display archived
batch reports, format V7.0 must be used for archiving. This setting is made in the
project settings of the "Archive" tab, see chapter 6.12.3 "Archiving batch data".
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6.7

6.8

6.8.1

82

SIMATIC Route Control

SIMATIC Route Control is the secure, automated transport of materials. Typical
application examples include:

e Transport of solids and liquids
o Buffer applications and provision of buffers for production
e Bio-reactors, such as cell culture plants with upstream and downstream

e CIP and SIP procedures with various flushing paths

The use of SIMATIC Route Control becomes economical with as few as 5 parallel
material transports. The main benefit of this is in engineering. The engineering is
similar to the configuration of SIMATIC BATCH. With the SIMATIC Route Control
Center, routes and partial routes are easily assembled. The easy-to-understand
visualization in SIMATIC Route Control Center makes it easy to allocate production
and cleaning paths, whereby the amount of validation and qualification is signifi-
cantly reduced. Furthermore, the material tracking is ensured by SIMATIC Route
Control (Route Control Log).

A Route Control server is needed in order to use SIMATIC Route Control. Route
Control servers can have a redundant configuration. SIMATIC Route Control is
configured on the SIMATIC PCS 7 engineering station.

Alarm Management

An alarm system must be able to perform the following basic functions:
e Warn the operator in the event of problems in the plant

¢ Provide information about the characteristics of the problem

e Guide the operator to the most significant problem

e Support the operator in evaluating multiple pending problems

Specification

The specification of an alarm system includes the following:
e Definition of formats for alarm line and alarm page

e Message classes, colors, and priorities

e Acknowledgment concept (e.g. single acknowledgment)
e Eventtexts, e.g. "too high" for a high alarm

e Process-dependent alarm suppression, e.g. suppression of flow monitoring if a
pump is switched off

These points must be defined if they deviate from standard specifications.

The default standards for displaying message classes, colors, and priorities must
be retained if possible and should only be changed upon customer request.
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Note

If the alarm system configuration differs from the standard configuration, the
differences must be documented and an update procedure described; see also
chapter 9 "System Updates and Migration".

See also

e Manual "PCS 7 Compendium Part A",
chapter 5.1.4 "Changing the message class, priority and message text"

6.8.2 Message classes

The different message classes, such as fault, alarm, warning, or process control
message are usually defined on a function and event-specific basis. For example,
if a measurement is taken, reaching the high limits will trigger an alarm, the low
limits a warning, and a runtime error on a valve, for example, will trigger a fault
message.

See also

e Manual "PCS 7 Compendium Part A",
Chapter 7.3.1 "Message classes and message types"

6.8.3 Priorities

To ensure that the plant operator can still perform actions even in critical situations,
messages can be additionally prioritized in PCS 7 in accordance with their possible
effect (plant standstill, reduction in product quality, or production delays) and the
available reaction time (e.g. < 5 minutes, 5 — 20 minutes, > 20 minutes).

The priority is defined on an instance-specific basis in PCS 7 during message
configuration and is initially set to "0".

PC57 Message Configuration - 5B_Prj\Automation System\CPLU 41 7-4\Program\Blocks\FB61

Last changed 17.11.2003 10:23:16 Display language: Deutsch
Meszgage identif Mazzage class E'| Priority |'E'| Ee
El [MSG_EVID ' ' | )
I— Alarm - above [0 [~ PY: $$BlockComment$F zu hoct
| sis2 ‘arning - ahove el I |PY: $3BlockComment$$ hoch
I— Elex Marning - below ird I '|_ |PY: $3BlockComment§§ tist
| =164 Alarm - below =0 I [PV $3BlockComment$§ zu tisf
I— IG5 PLC Process Control Message - Failre Ird o .I_ |$$BlockComment§ Fehler exter
|| sice Alarm - above ) ) Al I~ |ER: $3BlockCommentd$ zu hock
=Ty Alarm - below W0 ™ |[ER: $¥BlockComments3 zu tist
L cica = no message = =0 iml ) ]
£ | >
Mares»
oK LCancel | Help |

It is preferable for the priorities to be set in the process object view.
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6.8.4

Suppressing, filtering, hiding

Disabling messages

When the appropriate permission is granted, in process mode the plant operator is
able to set individual process tags to the "out of service" status, thus suppressing
all messages of this process tag.

This function is used, for example, if a process tag is being used for the first time.
The operator can use this feature to suppress messages which are of no immedi-
ate use, allowing him to focus his full attention on the relevant messages.

On all levels, operators are able to identify objects whose message reaction has
been suppressed.

Filtering messages

Message filtering within alarm lists can be adapted on a user-specific basis. The
filter criteria are message properties (date, time, message class, message text,
etc.). The point of changing filter criteria online is to enable the user to temporarily
focus on a particular period, event, etc. when analyzing errors.

Hiding messages (Smart Alarm Hiding)

84

This function allows alarms to be hidden on a situation-specific basis.

These messages are not taken into account when generating the collective status,
i.e. the collective status of a measurement with a pending, hidden alarm does not
indicate an alarm status in the process picture, is ignored when the collective-
status display is generated for the diagram, and does not output an audible signal
(alarm horn).

The currently pending, hidden messages can be viewed at any time in the list of
hidden messages. All messages hidden by the current setting are summarized in
the "Messages to be hidden" list. The messages are only hidden in terms of the
display, i.e. hidden messages are still archived and taken into account during
archive synchronization if a server redundancy failover is performed.

"Smart Alarm Hiding" offers two ways of hiding alarms:
¢ Manual hiding and displaying of alarms

e Alarms hidden and shown automatically, depending on process states

Hiding alarms manually:

e The alarms are unhidden once a defined period of time has elapsed.
e Manually hidden alarms are acknowledged automatically.
e Manual alarm hiding applies to all clients of the relevant OS server.

e An operator message is triggered if alarms are hidden and shown manually.

Hiding alarms automatically:

Automatic alarm hiding must be configured and is always controlled via status
blocks in the AS, which hide or show state-dependent alarms in conjunction with a
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6.8.5

hiding matrix. Technological (messaging) blocks are assigned to a status block via
the new "block group" block property.

AS “Hiding Matrix” E S

o

|
I}

i}mﬂ

(=

alarms It D

MR
L
g

locks

L LA

archive

block group

Note

The main difference between message suppression and alarm hiding is that
suppressed (blocked) messages are not even generated at the respective process
tag does not and they are therefore not sent to the OS. Neither are they recorded
or archived.

Alarm hiding, on the other hand, only affects the visualization.

Monitoring PCS 7 components

SIMATIC PCS 7 Lifebeat Monitoring allows the functionality of automation and
operator stations to be monitored. To facilitate this, all automation and operator
stations must be configured in HW Config and the OPC connections to the opera-
tor stations must be created.

To configure the nodes to be monitored in WinCC Explorer, select the menu
command Editor > Lifebeat monitoring > Open. Here, all the nodes to be monitored
and the monitoring cycle in which lifebeat monitoring will be performed can be
configured.

The lifebeat monitoring is activated automatically when the OS starts up.

Alternatively, all process control equipment can also be managed in the PCS 7
Asset Management. A maintenance station (MS) provides an overview of the
diagnostic and service information for all equipment. Asset management does not
require any additional configuration. The configuration data are generated from the
hardware and software configuration data.
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6.8.6

6.9

86

Monitoring connected systems

Lifebeat monitoring for connected systems must be configured manually. Its use
depends on the corresponding communication partner. If the connected system
represents an important interface to SIMATIC PCS 7, lifebeat monitoring is
absolutely necessary.

Coupling 3 party =

systems to PCS 7 via [T
Ethernet and OPC —
| I | | Q5 -Server
 d
1 1 1 1
O I 0 ot N
X > S
P

The graphic shows an example of a solution for lifebeat monitoring with a third-
party system. SIMATIC PCS 7 sets a defined OPC variable bit from logic O to 1.
After a defined period of time X, the connected system must reset the OPC
variable bit from logic 1 to 0.

This operation is repeated in cycles. If the connected system does not perform a
state transition within the specified time, a process control message is generated in
the SIMATIC PCS 7 process control system. This message indicates to the
operator that communication with the connected system is not functioning cor-
rectly.

Audit Trail and Change Control

Traceability of operator intervention and critical parameters and data changes must
be recorded with information about the operator (audit trail). The requirements of
this topic are defined by 21CFR11 of the US Food and Drug Administration, for
example.

In a controlled environment, changes to the project configuration or user manage-
ment, for example, are subject to change control. This change control is supported
by recording log files.

In a PCS 7 system, this is implemented by a multilayered approach to the topics of
audit trail and change control.
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0S
Audit Trail / Change Log

B Operator entries
B System messages

BATCH
Audit Trail / Change Log

B Batch control
B Recipe administration

ES
Audit Trail / Change Log

B Download to CPU
u Puo'Qt access

- I

SIMATIC Logon
Audit Trail / Change Log

Recording events, e.g. logon / logoff

Auto logoff

Password and change dialog

Logon device (e.g. keyboard, smart card reader)
Interface to 3rd-party and project-specific applications

Windows
Audit Trail / Change Log

B For system access (e.g. creating new users)

PCS 7 ES

Audit Trail on PCS 7 ES

Typically, configuration data which is not directly subject to the extremely strict
requirements of 21 CFR Part 11 is dealt with on the engineering level. Having said
that, the system components concerned are usually critical ones, which must be
validated and controlled.

The traceable online parameter change feature also enables certain quality-related
data to be accessed directly via the ES. However, it is often practical and a
customer requirement for such interventions to only be performed on the operator
control level and if the corresponding operator permission is available, with
changes being logged in the central OS audit trail.

Note

Parameter changes made on the OS interface are not automatically transferred to
the offline project. To do this, the relevant parameters must be selected and the
"Read back parameters" function executed.

Depending on the customer, controlled online parameter changes made via the
ES during the commissioning phase may sometimes be accepted, or even
desired. However, once a plant has been validated, such parameter changes
must only be made via the OS level or on the ES by means of a change request.

See also

e Product Support http://support.automation.siemens.com/DE/view/de/23967880
"How are block parameters labeled specially for read-back?"
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Change control of the ES configuration and ES project engineering

The Version Cross Manager is suitable for controlling the offline configuration in
the ES, when used in conjunction with a defined change process and an appropri-
ate strategy for backing up project data. This enables different project versions to
be compared against one another, see chapter 7.4.2 "Version comparison with
Version Cross Manager (VXM)".

The current status of the offline/online configuration can also be verified by
activating "test mode" in the ES. Parameter read-back also has to be taken into
account here, see "Note" above.

Project access activities and online changes performed on the ES are recorded
with the aid of the SIMATIC Logon change log, in a similar way to an audit trail
(who has changed what and when). The following are logged:

e Events relating to access protection (open project, access to project denied,
activate/deactivate access protection, etc.)

o Target system events (AS configuration loaded, software application loaded,
online mode activated/deactivated)

¢ Events relating to online value changes (old value, new value)

e Version changes (archiving of versioned projects)

Mo, of events: 1]

SIMATIC Manager  Aco krol  Proyect opened and access gr
SIMATIC Manager  Access conkrol  Project dosed Cokr_Pry

CRCISFC Target system  Target system loaded Color_PrilAS400

CFCSFC Target system  Test | online mode deactivated Coler _PrilAS400

CFCIsFC Target system  Vale of block parameter changed: o value =0; nev value =1 Color_PrilAS400 [Parameber: NKIZSILOCK NE
CFCISFC Target system  Value of block parameter changed: old value = 0; new value =1 Color_PrilAS400 [Farameber: RKIZAVALVE. Y
FCISFC Target system  Test | online mode activated ol _PrilAS400

SIMATIC Manager  Access conkrol  Project apened and access granbed Color_Pri

SIMATIC Manager  Access control  Project apened and access granted Coloe_Pri

SIMATIC Manager Change lagging  Change log enabled Coloe_Pr)

L8 ¥

Comments to He selected svent

Refresh | [ Comment... Fiter... . Export... |
e

Change control for AS download

In addition to the ES configuration being protected against unauthorized access via
the "Activate Access Protection” project setting, a CPU password can also be used
to protect against unauthorized downloads being made to the CPU.

However, as with online value changes, downloads made to the CPU are not
recorded unless the change log file is activated, see chapter 6.9.1 "PCS 7
ES""above regarding ES change control.
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Note

The time at which this access protection should be activated and the activation of
the change log file must be defined together with the customer at an early stage.
Depending on the configuration environment, it may be practical to have access
protection in place even as early as the configuration phase, with the change log
file being activated at the start of the FAT.

Once access protection is configured, the additional CPU password can often be
done away with, if the customer agrees to it.

6.9.2 PCS 7 OS

Audit Trail in PCS 7 OS

SIMATIC PCS 7 records all operations and parameter changes performed in
process mode, assigning them to the "operating messages" message class in the
message archive.

Acknowledgments of alarms, warnings, system messages, etc. are available in the
history of the process control system.

The figure below shows an extract taken from the operation list. Row 24 shows an
example for a parameter change. The operator "Siemens MT" changed the mode
from 1 to 0. The user ID of the user who is currently logged on can be seen in the
overview area.

ggl [ | I |—J| | I LJ| |—“ dmmsicﬁqm
Procnss ol Diagnnse [ M| EEEER N e NS
I—ﬂWdI—WUIle—mus‘EME
| SS— ) ] ] | S ] 1 S O S 1 i 2 9
| o o I A [ AT T e

I; |_—g,'|

WebkPM
l'fc BP

WEBQ1
WEB1
WEB01
WEBI
WEBQ1
WEBG1
WEB01
WEBCH
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Notes

If parameter changes are made via input/output fields, message output must be
configured separately.

Select the hard disk capacity so that the entire audit trail can be stored there until
it is transferred to an external data medium.

Change control for the OS configuration and OS project engineering

The OS configuration, as well as the project engineering of OS elements (pictures,
scripts, etc.), is versioned on the ES and archived, together with the overall project
(SIMATIC Version Trail). Changes made to individual OS elements must be

controlled in accordance with the applicable change procedure since initial release.

6.9.3 SIMATIC BATCH

Audit Trail in SIMATIC BATCH

Operator actions performed in SIMATIC BATCH are recorded in the same mes-
sage archive as OS operator actions (see above).

A batch report containing information on the operations performed for each batch
(who, when, what) is also created in SIMATIC BATCH.

Change control for recipes and batch objects

Changes made to recipe data and batch data (deleted batches, for example) are
logged in the change log. The user, time, and action are entered in this log.

To ensure consistent version management, the following project settings must be
made:

o "System-aided versioning" option selected

Project settings for ‘DEMOG_MP*

Used Plug-in Modules i Electronic signatures i
General Colar I Font I Archive Wersioning

" Free versioning

Preset version: I ¥1.0

Preset version: VF_ : rﬂ-_

0K I [YefamlE Cancel Help
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and

¢ Allow editing of recipes in the "Release revoked" status property deactivated

Project settings for 'DEMOG_MP*

If these settings are made, the message below is output if a change is to be made
to a recipe.

| SIMATIC BATCH: Recipe Editor

The recipe can only be edited after "Save As" has been used. The following prompt
is displayed:

Save as_ ..
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Note

If a new recipe based on a recipe which has already been released is to be
created using "Save As", the new recipe must first be generated using the "Save
As" function before any change is made to the existing recipe. (Product Support
http://support.automation.siemens.com/DE/view/de/23378328) This ensures that
once a recipe is released, it cannot be edited later without changing the version or
name.

If recipes are deleted, this is recorded in the log; see figure:

# Log ] o [m]
Mame: I Type: I<AII bypess L‘
Date, from:  [2008-01-24 11:54:15 (UTC +1:00) = 7 | to: 2005-01-30 16:15:42 (UTC +1:00) =5 =
User: <all users ¥ | Comment:

14 Hide settings I
Tvpe | Ackion | Mame I Date | Users Comment | Code | Yersion I
Archive Restore performed from backup file Archive of PCell 'P... 2008-01-24 11:54:13 (UTC +1:00)  Workshop user Restore aus ...

Archive Archive of PCell 'P... 2008-01-24 11:54:13 (UTC +1:00)  Workshop user Eeim Restore,

i Pre ce ce /5 /e Production LITEC 4130 <h i
Process cell Production 2003-01-30 14:42:30 (UTC +1:00)  Warkshop user Process cell ... SB6_2-82-434427. ..
Process cell Process cell data activated by server Production Z2008-01-30 15:00:08 (UTC +1:00)  Workshop user Process cell ... SE6_Z-G2-434427...
Process cell Process cell data activated by server  Production 2008-01-30 15:02:01 {UTC +1:00)  Workshop user Process cell ... SB6_2-52-434427..,
Process cel Process cell data activated by server  Production 2008-01-30 15:14:58 {UTC +1:00)  Workshap user Process cell ... SB6_2-52-434427..,
Master recipe deleted Waorkshop 2008-01-30 16:07:06 {UTC +1:00)  Workshap user vi.0
Materials deleted RM_001 2003-01-30 16:07:42 (UTC +1:00)  Warkshop user RM_001
Materials deleted Hzo Z2008-01-30 16:07:49 (UTC +1:00)  Workshop user HZ0
EBiakch deleted Charge 2008-01-30 16:15:36 {UTC +1:00)  Workshop user
Eatch deleted Chargel 2008-01-30 16:15:358 {UTC +1:00)  Workshap user
EBatch deleted Chargez 2008-01-30 16:15:40 {UTC +1:00)  Workshap user
Batch deleted Charge3 2003-01-30 16:15:42 (UTC +1:00)  Warkshop user

Comment {for a single log entry):

Process cell data activated by server (Variant: 13 Map time point:11:22:42 1/30/2008 (UTC)) _:_]

6.10 Configuration for Electronic Signatures

If electronic signatures are to be used within a computer system in lieu of handwrit-
ten signatures, certain legal regulations, such as those contained in 21 CFR
Part 11 of the US Food and Drug Administration, must be complied with.

Other laws and regulations define the actions for which signatures are required.
The process owner is always the one who decides which of these signatures can
be provided electronically.

6.10.1 Electronic signatures in SIMATIC BATCH

If SIMATIC Logon is installed, an "Electronic Signature" package will also be
available, whose basic function is to enable electronic signatures to be used in
SIMATIC BATCH. The figure below shows the "Properties” dialog window for
configuring electronic signatures. Two electronic signatures are required in this
example; they are specified in the "configured roles" box in the SIMATIC BATCH
Recipe Editor.
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Properties of 'Dryer’ = |
Eﬂ General | [! Allocations | m Product | é& Input material | @ Cutput material | @ Parameters |
L_r Transfer parameter I ﬁl Dependencies | Process kags | f Change log 9 ESIG
¥ Activate
Action Active Time Sequence | All at once Roles
1|Chenge betch parameters | M~ 00:00:00 || I 1
2 [Comment= for batch = 00:00:00 = I 0
3 |Close batch B 00:00.00 [] d 0
4 |Archive batch & 00: 0000 [] rd a
Sl e [~ oooooo Ll B —
From To Active Time Sequence | All at once Roles
1 |planned released [ 00:00:00 ¥ O 2 [}
configured roles Mew
@ Operatar
@ shift manager
Delete |

Gred | o |

The project settings can also be used to make an electronic signature necessary
for releasing recipes, parameter sets (formulas), and recipe operations, etc.

Project settings for "SB_MP" E x|

General I Warnings I Color | Fonk | Archive | ‘ersioning |
Ised Plug-in Madules | Repart Electronic signatures
Action | Roles | Sequence |
O release library for production ] O
O release library for testing 0 O
O revoke release of library u] O
Release master recipe for production Z O
' i 1 &
0 O
[ release formula i O
O revoke release of farmula 0 a

| [ Force comment when signing | Edit ... |
[e]4 I Default | Cancel | Help |

A comment can also be entered for each electronic signature; this comment can be
forced in the mask shown above.

In addition to these global project rules, object-specific rules can also be created
for electronic signatures. The figure below shows some example signature rules for
a recipe. The settings are made in the recipe properties.
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== SIMATIC BATCH: Recipe Editor - Dryer - ¥1.0
Recipe  Edit: Insert Yiew Options  Window Help

Bopervie
Dryer
o x
1
$ General I Q Instruction I @ Input material |
& output material I & parameters I L;- Transfer parameter @ ESIG
F| ” ¥ activate
Action Active | Time Sequence [ All at once Roles
g 1 |&cceptichance operator instruction v 00:00:00 ol d 2
2|Change batch element parameters [= 000000 ol v i} b
3| Adds comment to batch element ol 0:00:00 ol v a 1y
Dry | From | To Active Time Sequence | All at once Roles
‘ g
Analysis
1 configured roles | Tew
‘ @ Operator
@ shift manager Delete |
Drain
cwen | __veo_|
g

The electronic signatures created are stored in the SIMATIC BATCH change log.

Properties of "Workshop® :_' g il

Eﬂ General I 3 allocations I ﬁ Product I @ Input material I @ Oukput material i @ Parameters
L& Transfer parameter I £ Dependencies I Process tags &7 Change Ing | [ 2 Wil

Lisk:
Date Processed by Action Computer name

1 |2008-01-30 16:55:4 Workshop user Creates name:wWaorkshop version:W1.0 ID; - ADDS0119ME
2 |2008-01-30 16:56:5 Waorkshop user edited ADOS0119ME
3|2008-01-30 16:57:0 Waorkshop user edited ADOS0119ME
4| 2008-01-30 16:57:1 Waorkshop user Release For production ADOS0119ME
5 |2008-01-30 17:01;2 Waorkshop user Release revoked ADOS0119ME
6 |2008-01-30 17:01;3 Waorkshop user edited ADOS0119ME
7 30 17 L for production

Description Frarm row 7;

Release for production ;I

6.10.2 Electronic signatures on PCS 7 OS

See

¢ Notes in the “GMP Engineering Manual WinCC V7.0%,
chapter 6.3, on the topic of "Electronic signature”

e Product Support http://support.automation.siemens.com/DE/view/de/24458155
"How can you verify a logged on user at runtime when using SIMATIC Logon?"

e Product Support http://support.automation.siemens.com/DE/view/de/27780448
"Get Signature"
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6.10.3

6.11

6.11.1

Electronic signatures on PCS 7 ES

Configuration data in the engineering system is subject to change control and it
must be possible to trace any changes made. The requirements of 21 CFR Part 11
regarding audit trails and electronic signatures do not usually apply to engineering
systems.

If individual items of data or any inputs or changes made in relation to them have a
bearing on quality, they must only be entered via the operator control level (OS)
and, if required, assigned an electronic signature at that same location.

Data Backup

Backup copies of the configuration data must be made at regular intervals during
the configuration phase. This ensures that the configuration data which has been
created can be accessed again if defective hardware or a defective hard disk has
been used, for example.

It is also advisable to make a backup of the system partition containing the operat-
ing system, SIMATIC PCS 7 process control system software, etc.

Note

The backup of the user software and the backup of the system partition with and
without SIMATIC PCS 7 should be stored on external media (for example, MOD,
CD, DVD, network backup).

See also

e Chapter 8.1.3 “Regular Data Backups" for operational phase

Backing up the system configuration

Hard disk images should be used to back up the operating system and the PCS 7
installation. These images allow you to restore the original state of PCs.

Which images are advisable?

e Creation of an image of the operating system installation with all drivers and all
settings for the network, user administration, etc., without SIMATIC PCS 7

e Creation of an image of the installed PCs with SIMATIC PCS 7

e Creation of an image of the installed PCs with SIMATIC PCS 7, including all
projects

Note

An image can only be imported on a PC with identical hardware. For this reason,
the hardware configuration of the PC must be suitably documented.

Images of individual partitions cannot be exchanged between PCs because
various settings differ from PC to PC, for example those in the registry.
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6.11.2

Backing up the user software

Backing up user software in the engineering system

It is advisable to back up project data at regular intervals during the configuration
phase and when changes are made to released user software. The SIMATIC
Manager "Archive Project" system function should be used for this purpose or, if
version-specific archiving is required, the "Version Trail" add-on package should
be used, see chapter 7.4.1 "Versioning Projects with "Version Trail"".

Note

If data backups are to be created during plant operation, consideration must be
given to whether and, if so, which online parameters must be read back prior to
generating the backup.

Parameter changes which are not read back will be lost if the system or project is
restored.

Backing up recipe data in SIMATIC BATCH

6.12

6.12.1
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The project configuration must be backed up in PCS 7, as must application data in
SIMATIC BATCH (libraries, master recipes, materials, user rights, etc.). This
backup is created from within the SIMATC BATCH Control Center.

The backup data can be copied back again using the "Restore" command.

Recording and Archiving Data Electronically
Several steps have to be performed in order to record and archive data electroni-
cally:

¢ Definition of the data to be archived, the archive sizes and the suitable archiv-
ing strategy

e Set up process value archives for the online saving of selected process values.

e Set up parameters for transferring the archives to the archive server (time
period or amount of storage space used).

Determining the data to be archived
Various factors must be taken into account when defining the archiving strategy
and determining the required storage space, for example:

o Definition of the data to be archived: process values, messages, batch data
and batch reports, audit trail data, log files, etc.

¢ Definition of the relevant recording cycles
e Specification of the period of storage online and offline

¢ Definition of the archiving cycle for transfer to external storage
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6.12.2

In PCS 7, this data is saved in various archives:

e Process value archive "Tag Logging fast", archiving of process values <1 min
e Process value archive "Tag Logging slow", archiving of process values >1 min
e Message archive "Alarm Logging"

e OS and batch reports

In other parts of the system, actions are monitored and recorded in log files or
databases:

¢ Change log on ES level for "Downloading the target system" and online
parameter changes

e SIMATIC Logon database "EventLog.mdb"

¢ Event Viewer under Windows Computer Management (logon/logoff activities,
account management, permission settings for the file system, etc. according to
the corresponding configuration)

Note

All the files mentioned (and others, if required) must be considered in the
archiving concept.

Setting up process value archives

The procedure for configuring a process value archive is broken down into the
following steps:

o Creating the new process value archive and selecting the tags to be stored in
the short-term archive.

¢ Configuring the process value archive by specifying or selecting access
permission levels or the storage location, for example.

The process value archive is used to record tag-related process values (analog
and binary values) in a database in the form of a short-term archive. The size of
the short-term archive is defined in the specifications (URS, FS, DS).

Note

The segments in the short-term archive must be created in such a way that they
are transferred at regular intervals, ensuring that no data can be lost.
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The process values and messages saved in the OS server can be transferred to
the archive server for long-term archiving.

Accumulated batch data and reports can also be passed on to the archive server
by the BATCH server.

Note

If the connection to the archive server is interrupted, the data is buffered in the
short-term archive of the station concerned.

The size of the database is determined by the number of process value archives
and the process tags they contain. The size of each process value archive de-
pends on the measurement with the fastest acquisition cycle. Cycle acquisition
should be performed uniformly within a process value archive.

It is therefore advisable to always store process tags with the same acquisition
cycle (e.g. 500 ms, 1 s, 10 s, 1 min) together in one process value archive. As a
result, a separate process value archive is configured for each acquisition cycle.

Archiving cycles are specified in the process object view (see figure).
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The specification documents (process tag list, functional specification, etc.) contain
definitions for the following process value archive parameters, for example:

o Classification of messages which have a bearing on quality and those which do

—

no

e Type of acquisition, cyclic, cyclic-continuous, upon change, etc.

e Cycle time

o Type of value (instantaneous value, mean value, maximum value, etc.)

See also

e Manual "WinCC V6 Basic Documentation”

e Manual "PCS 7 Compendium Part A",
chapter 7.4.1 "Archiving — Introduction”

6.12.3 Archiving batch data

Batch data is stored in XML format in the SIMATIC BATCH for long-term archiving.
You can choose between two formats. The XML files are protected by checksums.
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6.12.4

A batch archive in format V7.0 can be used by the standalone application "SB-
Report", while format 7.0 SP1 is particularly useful as data exchange format to
external applications for further processing. A PDF report can be created regard-
less of the format.

When specifying the archive path, it should be ensured that the batch data is
stored in a directory "protected" by Windows security mechanisms or in a database
and is therefore only accessible to authorized persons or systems.

Long-term archiving with the Central Archive Server (CAS)

The CAS (Central Archive Server) is a standalone server PC, which can also be
designed redundant. It does not require a connection to the plant bus. It is used for
the long-term archiving of messages, process values, and reports.

Process values and messages which have been swapped out of the OS archives,
as well as OS reports and SIMATIC BATCH batch data can be displayed either on
the OS clients directly or by using the StoragePlus Viewer integrated in the CAS.
The cycle for transferring data managed by the CAS can be configured, as can the
associated segment size.

All clients which access archive data (short-term and long-term archives) must
feature the server packages required by the server involved, as well as the CAS
server package.

Operating principle

100

Since the CAS is integrated in the PCS 7 system, process archive values can be
clearly displayed on the OS clients in the form of trends and tables. To facilitate
this, the CAS server data (package) must be stored on the OS clients when the
system is configured or when a change is made to the system configuration.

Access to Tag Logging archive data for a defined time period is handled automati-
cally within the system. This means that the user does not need to worry about
whether selected archive data is still available on the OS servers or whether it has
already been transferred to the CAS.

If the CAS has already transferred selected archive data to an external storage
medium, with the result that the data is no longer "connected" to the CAS database
(see chapter 6.12.2 "Setting up process value archives"), these segments must be
reconnected to the required time period. To achieve this, the segments are copied
back to the CAS from the external storage medium.

The example shown in the figure below illustrates possible access options for
displaying trends and tables (Tag Logging) on the OS clients.
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The database storage location (usually partition "D" on the hard disk) must be
defined when the CAS component is installed.

Integration in the SIMATIC Manager
The CAS is centrally configured on the engineering station as described below.

A PC station must be created in HW Config and the "WinCC CAS Appl." HMI
application added to it. If the CAS is to have a redundant structure, a second PC
station must be configured with "WinCC CAS Appl. (stby)".

The archiving settings are made in the CAS "Properties" dialog. These settings can
either be made collectively for all archive types or separately for each individual

type.
Segment data remains available even after it has been copied to the specified

backup location. The segment is only deleted if the associated "Time period for all
segments" or "Max. size of all segments" parameter is exceeded.
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Other activities relating to the destination paths, creation of server data (packages),
start and execution of the Project Editor in the WinCC Explorer, and download to
the CAS computer are essentially the same as for an OS server.

Network security

The central archive server requires access to the PCS 7 terminal bus to obtain
data from the OS servers.

To this end, the CAS features a shared folder with the name "ArchivDir", to which
the completed database segments of the OS servers are temporarily transferred.

If access from another network segment (Internet/Intranet) is required, please refer
to the information contained in the manual "SIMATIC PCS 7 Security Concept".

Integration in Lifebeat Monitoring

Running the Project Editor also generates standard process control messages for
the CAS, which can be viewed by all OS clients via the message display.

The CAS is integrated in Lifebeat Monitoring in the same way as SIMATIC PCS 7
components, as described in chapter 6.8.5 "Monitoring PCS 7 components". An
OPC connection to the CAS simply needs to be set up, via which lifebeat monitor-
ing can be performed.
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Visualization of CAS data

Audit Trail

Archiving

6.12.5

Archived process values can be displayed on OS clients in the form of trends or
tables.

In order to visualize messages, the integrated "StoragePlus Viewer" software
package is used to define views of CAS databases. The data made available in
this way is published using the Internet Information Server and can be viewed over
an Intranet.

It is not technically possible to modify the data archived by the CAS, as the
StoragePlus Viewer only provides users with read access to the archived data.
CAS therefore does not support an audit trail in accordance with 21 CFR Part 11.
All events, for example the transfer of data to external media or failed transfers, are
however saved in the log file directory on CAS.

Process data is initially archived locally in single segments on the PCS 7 OS
servers in Tag Logging or Alarm Logging. Once a single segment is completed, it is
copied to the CAS. If the CAS has a redundant configuration, the single segment is
copied to both computers.

Note

The period for single segments on the OS servers in Tag Logging must be
configured to be significantly shorter than the period for single segments of the
CAS.

See also
e Configuration manual "PCS 7 V7.1 Operator Station"
e Manual "PCS 7 Compendium Part A", chapters 7.4.4 und 7.4.5 "CAS"

e Product Support http://support.automation.siemens.com/DE/view/de/37022157
"Installation of CAS"

Long-term archiving with StoragePlus

StoragePlus consists of three software components:

e The "Administrator Console" (server application) allows the user to assign
rights. Database settings and backups are also configured here. Access should
be restricted to an authorized group of people.

e The "StoragePlus View Editor" is used to configure trends, messages, and
batch reports, which are saved in a separate view.

e The "StoragePlus WebViewer" is used to display views that are produced using
the View Editor and have been published for this form of viewing.
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Operating principle

StoragePlus collects completed archive data segments from the servers together in
a separate database according to chronological criteria so that they can be
transferred to CD or DVD when a certain user-defined size is reached.

The database segments that result from the StoragePlus archiving procedure have
the status "connected", which changes to "disconnected" when they are trans-
ferred. For StoragePlus to display archive values, the database segments must be
"connected".

Archive data that has already been transferred can be "connected" to the Storage-
Plus database again. The "Catalog" call integrated in the administrator console in
StoragePlus provides an overview of the current status of the database segments.

Installation

StoragePlus is based on the MS SQL server.

The installation instructions include detailed information on the installation order
which must be followed and on the selection of partitions.

Access protection

Audit Trail

104

The following default user groups exist in the StoragePlus administrator console:
e Administrator — full access to the StoragePlus system

e Power user — can read and create StoragePlus views

e User — can read StoragePlus views

¢ Guest — has no rights, neither access to StoragePlus views
nor to the StoragePlus system

It is advisable to assign each user to just one group.

StoragePlus receives archive data and reports from the OS servers / BATCH
server via the PCS 7 terminal bus. A shared folder called "ArchivDir", is provided
for this purpose, where this data is stored by means of file transfer.

The user who creates a view also has further editing rights for that view. This right
can also be assigned to other users by means of the administrator console.

Technically, it is not possible to modify data archived in StoragePlus, as the
StoragePlus Viewer only provides users with read access to the archived data.
This means that StoragePlus does not support an audit trail in the sense of 21 CFR
Part 11. User activities performed in the View Editor and StoragePlus application
events are nevertheless recorded in log files.

e Application log presents the recorded events, when archives are connected/
disconnected, for example.

e Activity log contains events, such as changes to the configuration or the
publication of views.
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In PCS 7 it is possible to add an archiving identifier at the signal source in the CFC
chart or in the process object view of the SIMATIC Manager:

¢ No archiving
e Archiving (short-term, storage on OS)
e Long-term archiving (storage on StoragePlus archive computer)

If this setting is missing, all the Tag Logging data archived and transferred by the
OS servers is included.

Transferring batch reports from SIMATIC BATCH

In order to integrate batch reports into StoragePlus long-term archiving, batch data
must be transferred manually on completion of a batch. The default setting for this
can be found in the SIMATIC BATCH Control Center (BCC) in:

"Options > Settings", "Customize" dialog

The storage file type must be set to XML on the "Archive" tab. The storage location
is the StoragePlus shared folder:

\\<DestinationComputerName>\ArchiveDir.

Transferring archive data

"Closed" database segments can be transferred manually or automatically. Once
transferred, database segments receive the status "backed up & disconnected".
The transfer procedure may depend either on particular time periods or on the
amount of free hard disk capacity available. It must be set up accordingly, taking
the availability of data for online display ("connected" status) into account.
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Backing up configuration data

6.13

106

StoragePlus maintains a table of contents of all database files which have been
created, without which archived data could not be accessed. This table of contents,
along with the created views and other system settings, is needed in order to
restore the system and must, therefore, be stored using the "Configuration Data" ->
"Save" button.

Recommendation

This configuration data must be saved regularly, for example, each time archive
data is transferred.

See also
e Manual "PCS 7 Compendium Part A", chapter 7.4.6 "StoragePlus"

Uninterruptible Power Supply (UPS)

UPS systems are necessary so that process and audit trail data, for example, can
continue to be recorded during power failures. The design of the UPS must be
agreed with the system user and specified accordingly. The following items must
be noted here:

e Energy consumption of systems to be supplied
e Performance capability of the UPS
e Desired duration of the UPS buffering

The energy consumption of the systems to be buffered determines the size of the
UPS. A further selection criterion is the priority of the systems. Systems with higher
priority are:

e Automation system (AS)

e Archiving server

e Operator station (OS) server
e Operator station (OS) clients
e Network components

In any case, it is important to include the systems for data logging in the buffering
procedurte. The logging should also record the time of the power failure.

The use of UPS systems is linked to the installation and configuration of software.
The following must be taken into account:

¢ Configuration of alarms regarding power failure
e Determination of the time frame for shutting down the PC
e Specification of the time frame of the UPS buffering

The process control system must be programmed so that it is brought to a safe
state after a specified buffer time in the event of a power failure.
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6.13.1

6.13.2

Configuration of a UPS

The following table contains an example of the configuration of an uninterruptible
power supply for an operator station in a process control system. The same basic
procedure can be used with automation stations.

Scenario Action Reaction

1 Power failure |The process control system computers are buffered by
<10 seconds |the UPS. An alarm using a digital input in the process
control system documents the power failure.

2 Power failure |The process control system computers are buffered by
>20 minutes. |the UPS, e.g., for 20 minutes. An alarm in the process
Power returns |control system documents the power failure and the
after 25 shutdown of the process control system after 20
minutes minutes. The UPS stops supplying power after a
defined time (for example, 25 minutes) so that an
independent restart of the process control system
computers is possible once the power has been

restored.
3 Power failure |The process control system computers are buffered by
> 1 hour the UPS, e.g. for 20 minutes. An alarm in the process

control system documents the power failure and the
shutdown of the process control system after 20
minutes. The UPS stops supplying power after a
defined hold time to ensure that the process control
system computers can restart independently after
restoration of power.

UPS configuration via digital inputs

In addition to the standard buffering provided by UPS devices, the option of
monitoring the power supplies should be used. In this case, the phase is monitored
via one or several digital inputs. The failure of the energy supply can be registered
via alarm messages and archived during production in the batch report. This
guarantees a complete record of the plant problems.

UPS buffering of load voltage

The automation CPU is supplied with power by the UPS 24 V module both during
voltage dips and longer power failures. The phase monitoring module monitors the
status change during a power failure using a digital input that should be designed
as a fail-safe input signal. If a power failure occurs, an additional alarm can be
generated to inform the operator of the power failure (alarm message). By logging
it in the message system, this power failure can be used for subsequent investiga-
tions.

With power failure concepts, safe states can also be implemented immediately or
after a certain delay (for example, equipment phase hold, establishing a safe plant
status even after power has returned, etc.).
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6.13.3
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In addition to phase monitoring, the OS server is also buffered by standard UPS
220 V modules. This ensures that the server continues to operate even after a
power failure.

UPS buffering informs the operator of the power failure, by means of alarm
messages, for example. Safe states can be introduced by the operator or through
automated concepts.

The safe shutdown of the OS server can be indicated by PCS 7 alarm messages
and initiated if the power does not return within a specified time. This functionality
increases the system availability after power restoration.

MASTERGUARD UPS systems

All MASTERGUARD UPS systems belong to the "online UPS" category. They
supply an output voltage free of interference voltage, electromagnetic interference,
frequency variations, and voltage distortion. More detailed information on the
different MASTERGUARD ranges can be found in the SIMATIC PCS 7 catalog.
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Support during Verification

With the expanded view of computer systems beyond the immediate manufactur-
ing sector, the term "verification" has begun to be used in GAMP5 and other
recommendations. The aim of verification is documented proof from testing (e.g.
FAT, SAT) to ensure that the system meets specified requirements (URS, FS).

Various standard functionalities of SIMATIC PCS 7 can be used as support for

such verification.

Configuration
and/or Coding

~ Supporting Processes including Risk Management ”

Test Planning

In defining a project life cycle, various test phases are specified. Therefore, basic
activities are defined at a very early stage of the project and fleshed out in detail
during the subsequent specification phases.

The following details are defined at the outset of the project:

e Parties responsible for planning and performing tests and approving their
results

e Scope of tests in relation to the individual test phases

e Test environment (test design, simulation)

Note

The work involved in testing should reflect not only the results of the risk analysis,
but also the complexity of the component to be tested.

A suitable test environment and time, as well as appropriate test documentation,
can help to ensure that only very few tests need to be repeated, or even none at
all.
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The individual tests are planned in detail at the same time as the system specifica-
tions (FS, DS) are compiled. The following are defined:

e Procedures for the individual tests

e Test methods, e.g. structural (code review) or functional (black box test)

7.2 Verification of Hardware

Tests are performed to verify whether the installed components and the overall
system design meet the requirements of the Design Specification. This covers
such aspects as component designations, firmware/product version, location,
server and clients used, interfaces, etc.

Note
Printouts and screenshots can each be used as evidence.

A visual inspection of the hardware can also be performed.

Verification of field devices

Field devices are specified and tested by means of the following information, for
example:

¢ Identification of manufacturer and type

e Order number

e Function/installation location

e Process tag name/measuring range/unit of measure
e Type of connection

e Address number

Note
SIMATIC PCS 7 Asset Management can offer support here.

Verification of the automation hardware

Automation stations are specified and tested by means of the following information,
for example:

¢ Identification of manufacturer and type

e Order number

e Number of racks

o Verification of the hardware components used (CPU, CP, etc.)
e Number of distributed I/O stations

e Interfaces to third-party systems

e Address number
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Note
HW Config printouts support the relevant documentation.

The control cabinet documentation must also comply with HW Config.

Verification of the network structure

The information below is an example of the data which should be specified and
tested for verification of the network structure:

¢ Name of station, PC, AS, clients, etc.

e Communication module, type of connection, and communication partner
(Ethernet, PROFIBUS, serial, etc.)

¢ MAC address (when using the ISO protocol on the plant bus)
e TCP/IP address and subnet mask (when using clients)
o PROFIBUS addresses

Note
The SIMATIC NetPro configuration can be printed out.

Verification of the employed PC hardware

The information below is an example of the data which should be specified and
tested for verification of the PC hardware:

e Manufacturer/type designation/essential components

e Additionally installed hardware components (additional network adapter,
printer, etc.)

o Verification of the configured network addresses, screen resolution, etc.

Note

Utilities can read detailed information about the configuration of the computer and
print it as a documented proof.
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7.3

7.3.1

112

Verification of Software

Software categorization according to GAMP Guide

According to the GAMP Guide, the software components of a system are assigned
to one of four software categories for the purpose of validating automated systems.

In terms of a PCS 7 system, this means that the individual software components
require different amount of effort for specification and testing depending on their
software category.

Category 1 : Infrastructure software
Scope of testing:

- Check and document the version number

- Check and document the correct installation

AS-OS Engineering Basic i.nstallat.ion including editors gCFC, SFC,
Graphics Designer, Faceplate Designer, etc.)

Import/Export Assistant Check / read installation

PCS 7 Library Check / read installation

Version Cross Manager Check / read installation

PCS 7 Faceplates Check / read installation

WinCC Basic System Check / read installation

BATCH Base Check / read installation

BATCH ROP Library Check / read installation

Route Control Base Check / read installation

Category 3 : Unconfigured products
Scope of testing:

- Check and document the version number

- Check and document the correct installation
- Check functions

Batch Server Redundancy Set up redundancy and check functionality

WinCC Redundancy Set up redundancy and check functionality

Web Server Set up and check Web connection
Lifebeat Monitoring Function test

Time synchronization Set up time synchronization and
(clock master, Siclock) Check functionality

Documentation of the configuration, test

SIMATIC PDM Basis Software field components in IQ/LoopCheck

Test in the context of access control and user

SIMATIC Logon o
permissions, user management
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Category 4 : Configured products

Scope of testing:

- Check and document version number

- Check and document correct installation and configuration

- Risk-based test for proof of correct operation in the test environment and
in the business process

CFC template (process tag type), CFC instances,

Function charts FBD (function block diagram), LAD (ladder diagram)

SFC charts SFC Type / SFC Instances

Graphics Designer, Alarm und Trend

Control Graphics, faceplates, trend pictures, etc.

Create and test recipes, unit recipes,

SIMATIC BATCH Engineering Equipment modules, etc

StoragePlus / CAS (Central Archive Set up archiving

Server)
Route Control Engineering Configuring and test routes
OPC Server/ Client, OpenPCS 7 Configure interface and test data therein

Category 5 : Customer-specific applications

Scope of testing:

- Check and document version number

- Create and release design

- Check and document correct installation and function of source code

- Risk-based test for proof of correct operation in the test environment and
in the business process

Create blocks STL (statement list)

WinCC Scripts

BATCH Advanced Report Create report/log templates

BATCH API Interface Applicative interface to SIMATIC BATCH

While a PCS 7 system configured customer-specific as a whole would usually have
to be assigned to category 4 or sometimes even 5, the individual standard compo-
nents to be installed (without configuration) should be treated analogous to
category 3 or 1.

The configuration part based on installed products, libraries, function blocks etc.
then corresponds to category 4.

If "free code" is then programmed as well, this corresponds to category 5 and
involves significantly more effort for specification and testing.
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7.3.2 Verification of software products

During verification of the "Standard software products” in use, checks are made to
verify whether or not the installed software meets the requirements of the specifica-
tions. These are usually products that are not specifically designed for a customer
and which are freely available on the market, for example:

e Operating system

e SIMATIC PCS 7 software packages (OS server, OS client, CAS, engineering
system, BATCH server, BATCH client, etc.), SIMATIC IT server

e SIMATIC add-ons such as SIMATIC BATCH, SIMATIC Route Control,
SIMATIC PDM, SFC Visualization, etc.

e Standard libraries
¢ Acrobat Reader, MS Office (Word, Excel), etc.

Operating system and other software packages

The installed software can be verified by operating system functions. The informa-
tion can be found in the Control Panel > Add/Remove Programs. All installed
software components are displayed there.

Installed SIMATIC software

Installed SIMATIC software can be verified using the "Installed SIMATIC software"
software tool. The tool provides information on the SIMATIC software currently
installed on the computer.
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nstalled SIMATIC software

Praducts I Componentsl Hiwd Updatesl System Filesl

Mame | ‘Yersion I Release I Release number |
__SIMATICPCS FEU__ W7 1+5P1 W07.01.01.00_01.13.00.01 -
A5-05-Engineering W71+ HF1 KO7.01.00.01_01.07.00.001  K7.1.01

CFC W71+ 5P K07.01.01.00_01.19.00.01 K7.1.1.0
DOCPRO W54+ 5P K05.04.01.00_01.09.00.01 K5.41.0
FORDM K7.01.4
IEAPD W71+ HF1 K07.01.00.01_01.11.00.02 K7.1.01

M5 Update 1.0+ 5P W01.00.01.00_01.02.00.01 v1.01.0

PCS 7 Systern Documentation ES W71+ 5P K07.01.01.00_01.02.00.01  KO7.01.01.00
PCS 7 System Documentation Funtime Wr1+ 5P KO7.01.01.00_01.0200.01  KO7.01.01.00
P Inslnfo-Server Wi W07.01.00.00_01.26.00.08 V7.1.00
S7-PLCSIM W54+ SP3+HF1  K05.04.03.01_01.10.00.01 K5.4.31
57-5CL W53+ 5P5+HF1  K05.03.06.01_01.02.0002 K5.351
Siemensz Automnation Licetise Manager Wa.0+ 5P5 K04.00.05.00_01.06.00.01  K4.050
SIMATIC BATCH Base W71+ 5Pl +HF2 KO7.01.01.02_01.04.00.02 K71.12
SIMATIC BATCH Blocks W71+ 5P k07.01.01.00_01.06.00.001 K7.1.1.0
SIMATIC BATCH Builder W71+ SP1+HF2Z KO7.01.01.02_01.04.00.02 K71.1.2
SIMATIC BATCH Client W71 +SP1+HF2 KO7.01.01.02_01.04.00.02 k7112
SIMATIC BATCH FastObjects W71+ 5P KO7.01.01.00_01.35.00.07  K7.1.1.0
SIMATIC BATCH Getting Started W71 +5SP1+HF2Z KO7.01.01.02_01.04.00.02 K71.1.2
SIMATIC BATCH Server W71+ 5P+ HF2 KO7.01.01.02_01.04.00.02 K71.1.2
SIMATIC BATCH WinCC Client Options W71 +SP1+HF2 KO7.01.01.02_01.04.00.02 K71.1.2
SIMATIC BATCH WinCC Server Options W71+ 5P1 +HF2  KO7.01.01.02_01.04.00.02 K711.2
SIMATIC Logaon W14+ 5P2+HF1 KO.04.02.01_01.0200.001  KO1.04.0200
SIMATIC MET PC Software W71+ SP2Z+HF4 WO7.01.0204 364600001 7124
SIMATICPCS 7 W71+ 5M KO7.01.01.00_01.05.00.01  KO7.01.01.00
SIMATIC PCS 7 Advanced Faceplates W71+ SP3 KO7.01.03.00_01.29.00.01  KO7.01.03.00
SIMATIC PCS 7 Advanced Process Librarp %7.1 + SP3 K07.01.03.00_01.35.00.01  KO7.01.03.00
SIMATIC PCS 7 Basis Faceplates W71+ 5M KO7.01.01.00_01.24.00.01  KO7.01.01.00
SIMATIC PCS 7 Basis Library W71+ 5P K07.01.01.00_01.18.00.01  KO7.01.01.00
SIMATIC PCS 7 Faceplates W71+ 5P K07.01.01.00_01.15.00.01  KO7.01.01.00
SIMATIC PCS 7 HSP W71+ 5P W07.01.01.00_01.13.00.01 07.01.01.00
SIMATIC PCS 7 Library W71+ 5P KO7.01.01.00_01.17.00.001  K7.1.1.0
SIMATIC PCS 7 PID-Tuner W71+ 5M KO07.01.01.00_01.10.00.01  K7.1.1.0
SIMATIC FOM WE.O+5P5+HF3 KOE.00.05.03_01.01.00.03 KOE.00.05.03
SIMATIC Route Contral B ase W71+ 5P KO07.01.01.00_01.20.00.02 K7.1.1.0
SIMATIC Foute Contral Blocks W71+ 5M KO7.01.01.00_01.20.00.02 K7.1.1.0
SIMATIC Route Contral Client W71+ 5P KO7.01.01.00_01.20.00.02 K7.1.1.0
SIMATIC FRioute Contral Engineering W71+ 5P K07.01.01.00_01.20.00.02 K7.1.1.0
SIMATIC Foute Control Faceplate W71 +5P1 KO7.01.01.00_01.20.00.02 K7.1.1.0
SIMATIC Route Contral Getting Started W71+ 5P KO07.01.01.00_01.20.00.02 K7.1.1.0
SIMATIC Foute Contral Server W71+ 5M KO7.01.01.00_01.20.00.02 K7.1.1.0
SIMATIC Fouts Contral WinCC Options W71 +5P1 KO7.01.01.00_01.20.00.02 K7.1.1.0
SIMATIC SFC W71+ HF1 K07.01.00.01_01.05.00.02 K7.1.01
SIMATIC 5FC Visualization[SFv) W71+ HF k07.01.00.01_01.04.00.001  K7.1.01
SIMATIC WinCC Configuration W7.0+5SP1+HF4 KO7.00.01.04_01.04.00.05 K7.0.1.4
SIMATIC WinCC Funtime W7.0+5P1 +HF4 KO7.00.01.04_01.04.00.05 K7.0.1.4
SIMATIC WinCC Smart Tools WA.0+SP1+HF4 KO7.00.01.04_01.04.00.02 K7.0.1.4
SIMATIC WinCC/Remote Publisher WEOSP1+HF4  KO7.00.01.04_01.04.00.05 Y7.0.1.4
STEP7 W54+ 5P5+HF4 KB.454 41.01 k5454

TH W71+ HF1 KO7.01.00.01_01.05.00.01  K7.1.01
Werzion Cross Manager W71+ HF1 KO07.01.0001_01.05.00.01 K71.01
finCe Advanced Process Control WaO+ 5P+ HF4  RO7.00.01.04 07.040005 k7074
WinCC OPC Server W37+ 5P2 K03.07.02.00_01.15.00.01  KO03.07.02.00

LCloze I

Frint... Export...

SIMATIC software licenses

The "Automation License Manager" SIMATIC tool provides information on the
licenses currently installed on the process control PC. To view this information,
open the Automation License Manager and select the PC partition on which the
licenses are installed on the left side in the Explorer bar. All available system

licenses are now shown on the right in the window.
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' Automation License Manager

File Edt LicenseKey Yiew Help

|2 & e ¥ = B b i (fueense eys Do ?
-5 My Computer

B 3% Floppy ta

B svsTeEm(cn)

Boaae Status |Family  © | Product | wersion |Murnber of license keys | Standard license bype | Licenss type | walidity

" Eﬁ:;:;’s:;j;ﬁr SIMATIC STEF 7 STEF 7 54 1 Floating Unimited Uniirited

-— SIMATIC STEP 7 Wersion Trail 71 1 Floating Unlimited Unlinmitedt
-— SIMATIC STEP 7 57-5CL 53 1 Floating Unlirited Uniinniked
- SIMATIC STEP 7 S7-PLCSIM 54 1 Floating Unlimited Unlinmited
-— SIMATIC STEP 7 wersion Cross Manager 71 1 Floating Unlirited Unilinniked
= SIMATIC PCS 7 PDM (128) 6.0 1 Floating Unlirnited Unlinmited
-— SIMATICPCS 7 PCS 7 - Web Server (3) 71 1 Single: Unlimited Unlimited
- SIMATICPCS 7 SFC 71 1 Floating Unlirnited Unlirnited
— SIMATIC PCS 7 BATCH Eatch Planning 70 1 Floating Unlimited Unlimited
— SIMATICPCS 7 BATCH Formula 70 1 Single: Unlirited Uniinniked
— SIMATIC PCS 7 BATCH BatchCC 70 1 Floating Unlimited Unlirmitect
—-— SIMATICPCS 7 Route Control Engineering 7.0 1 Floating Unlirited Uniinniked
-— SIMATIC PCS 7 Maintenance ES 71 1 Floating Unlimited Unlinmited
- SIMATICPCS 7 PDM HART Mus 6.0 1 Floating Unlirited Uniinniked
-— SIMATIC PCS 7 TELECONTROL SINAUT Driver 70 1 Single: Unlirnited Unlirnited
- SIMATICPCS 7 PDM Easic &0 1 Floating Unlimited Unlimited
—-— SIMATICPCS 7 OPC DBA 7.0 1 Flasting Unlimited Unlimited
-— SIMATIC PCS 7 TELECONTROL MODBUS Driver 70 1 Single: Unlimited Unlinmitedt
-— SIMATICPCS 7 Route Control Server (30) 7.0 1 Single: Unlirited Uniinniked
- SIMATIC PCS 7 BATCH APT 70 1 Single: Unlimited Unlinmited
- SIMATICPCS 7 PDM Rauting 6.0 1 Floating Unlirmited Uniinniked
- SIMATIC PCS 7 Telecontrol Server 70 1 Single: Unlirnited Unlirnited
-— SIMATICPCS 7 BATCH Library 7.0 1 Single: Unlimited Unlimited
- SIMATICPCS 7 SFC-Wisualization 71 1 Floating Unlirnited Unlirnited
- SIMATIC PCS 7 IEA 1 Floating Unlimited Unlimited
— SIMATICPCS 7 BATCH Recipe System 70 1 Floating Unlirited Uniinniked
— SIMATIC PCS 7 ASRT PO - 1 Floating Countable objects 2000 (2000}
—-— SIMATICPCS 7 TH-PO 71 1 Floating Unlirited Uniinniked
-— SIMATIC PCS 7 CFC 71 1 Floating Unlimited Unlinmited
- SIMATICPCS 7 BATCH 10 UNITs 70 1 Single: Unlirnited Unlirnite:d
-— SIMATIC PCS 7 BATCH Hierarchical Recipe 70 1 Single: Unlirnited Unlirnited
-— SIMATICPCS 7 Maintenance RT = 1 Single: Count relevant 200
—-— SIMATICPCS 7 Rauke Control Center 7.0 1 Flasting Unlimited Unlimited

SIMATIC PCS 7 installation log

When SIMATIC PCS 7 is installed, the current status of the installed system
programs is saved in the "citamis.str" file. Retro-installations are also documented.
Depending on the operating system installed, this file is located in either the
"WINNT" or the "WINDOWS" folder.

&l -olx|

Datei Bearbeiten Ansicht Enfligen Format 7

D||a| SR s 4[wl@-| B

2-10-2010 =
Product SetCommonDir: Version: 1.0:2-10-2010:07:13:01 i
———-> done Product SetCommonDir
Product SIMATIC M3 Update Version: V1.0 + ZP1 Release: VO1.00.01.00 _01.02.00.01; 02-10-2010;07:24
————> Done Product SIMATIC M3 Update Version: V1.0 + 3P1;02-10-2010;07:24:19
Product Siemens Automation License Manager Version: V4.0 + 3PS Release: K04.00.05.00_01.06.00.01;
Shared Component (M3I) autacc; Release: KO0O3.00.01.00_01.02.00.02; Version: 3.0;2-10-2010;0°
—-—- done Shared Component sutacc; Release: KO03.00.01.00 01.0z2.00.0z2; Wersion: 3.0 Z2-10-Z010:07:25:¢
Shared Component (M3I) LLAITF; FPRelease: KO4.00.01.00_01.01.00.01; Version: 4.0;2-10-2010;0°
—----» done Shared Component LLAITF; Release: KO04.00.01.00 01.01.00.01; Version: 4.0 2-10-2010:07:25:+
———-> Done Product Siemens Automation License Manager Version: V4.0 + ZP5;02-10-2010;07:25:52
Product SIMATIC STEFR 7 Version: V5.4 + 3PS Release: K5.4.5.0 12.6.0.1; 02-10-2010;07:27:39
Deinst LLAITF: Version: 4.0; &E-10-2010;07:27:50
—-—-» done Deinst LLAITF; 2-10-2010;07:27:51
Shared Cowponent [(M3I) 37D0OS;  Release: V05.01.00.00_01.15.00.01; Version: 5.1;2-10-2010;07
———-» done Shared Component S7D0O3; Release: V0O5.01.00.00_01.15.00.01; Version: 5.1 2-10-2010:07:31:0¢
Shared Component (M3I) SWNETSNPE: Release: VO7.01.02.00_35.595.00.02; WVersion: 7.1.2:2-10-20:
———->» done Shared Comwponent SNETSNFE: Release: WO7.01.02.00_35.595.00.02;: Version: 7.1.2 2-10-2010:07 =
<
Drlicken Sie F1, um die Hife aufzurufen. NFE - 4
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7.3.3

Verification of the application software

During verification of the application software, checks are made to verify whether
or not the created software meets the requirements of the specifications (FS/DS).
You need to consult with the user to agree upon and create the test descriptions
(for example for FAT/SAT). These descriptions must take into account the com-
plexity of the software and the design specifications.

The aspects listed below are usually tested, therefore this list can be used as a
reference for qualification:

e Check the name of the application software

e Check the technological hierarchy (plant, unit, equipment modules, individual
control element etc.)

e Software module test (typical test)

e Check the communication with other nodes (third-party controllers, MES
systems, etc.)

e Check all inputs and outputs
e Check all control modules (individual control level)
e Check all equipment phases and equipment operations (technical functions)

e Check the relationships between operating modes (MANUAL/AUTOMATIC
switchovers, interlocks, start, running, stopped, aborting, completed, etc.)

e Check the process tag names
e Check the visualization structure (P&l representation)

¢ Check the operator control policies (access control, group permissions, user
permissions)

e Check the archiving concepts (short-term archives, long-term archives)
e Check the message concept
e Check the trends, curves

e Check the time synchronization

Note

If other blocks are needed in addition to the PCS 7 standard libraries in order to
configure specific processes or functions, the block libraries (FB, FC, DB) of the
PCS 7 add-on catalog should be used if possible.

If blocks created by the user are to be employed, significantly more work will be
required in terms of specification, creation, and validation; this fact should be
taken into consideration.

The process object view can be used for testing revisions for valida-
tion/qualification purposes. The software versions can also be modified there (see
figure).
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[ ENG_MAN_TEST (Process Object Yiew) -- Ei\Projekte \ENG_MAN_

=-8al ENG_MAN_TEST

o General |B|ocks| Parametersl Signalsl Meszages | Picture objects | Archive tags | Hierarchy folderl E quipment prnpartiesl Shared declarati

g A502
= Process_Cell 001 Filker by calurnn: Drisplay:
. —
) < Mo fiter » =l / \
Hierarchy |Name Comment | Type Processfiag... |Yersion FID LID
1 Process_Cell 0014 nit_00TEMOOTY WalveOO1 CFC 0.0002
2 Process_Cell_007%nit_0025EROOTY % WalvellD2 CFC 0.0001

N

|«

Analyzing the CPU load

DOCPRO

7.3.4

Asset management can be used to analyze and document CPU utilization.
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DOCPRO is a tool for creating and managing plant documentation. DOCPRO
enables the structuring of project data, the editing in form of circuit manuals and
the printout in a uniform print layout. You can find information on this in the system
documentation and in "GMP Engineering Manual Step 7", chapter 4.4.3.

Simulation for test mode

SIMATIC PCS 7 enables the input and output variables of various blocks to be
simulated. The simulation is important for test purposes, for example in the context
of the FAT, because it allows the project engineer to influence digital and analog
inputs and outputs in such a way that complex functions (e.g. temperature control)
can be represented and checked.

Enabling simulation

118

Simulation for test purposes can be enabled at the channel input or channel output
driver blocks.

Using the example of a valve, simulation is enabled at the SIM_ON inputs and the
input can be simulated at the SIM_1I input.
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DI_GPEN VALVE_OPEN
CH_DI VALVE
15¢0—|HIDE QEAD |- 0—{¥ LOCE | [QC_QronT|— D0_CHD
0—|VALTE [ o—[vL_oPEN_| [Mon_ERR|- CH DO
0-[VALUE_qc | [_auaLITY| 0—[WL_CLOSE | [ UG _ERR|- -
n—{SIH_0n n—{aTo_oc_| [OmEn_auT- 1640—|HODE UBAD [
{8 T 1|55 P08 Q0FENTH T VALTE |
o [5UB5_o0 1—{I_RESET UOFERED |- o {STH_0W QUALITY|
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FE_OFEN UCLOSED |-
0C_FE 0P
FB_CLOZE
0C_FE_CL
16#80—|QC_JEONT
DI_CLOSE 0w [MONITOR
CH_DI 0—|LI0E SEL
_ 0—{aUT_L
16 ¢0—|HODE BAD |- 10.0 [TIME MR
0—{VALUE 1
0~ [VALUE_AC | [_QDALITY|

1—{SIM 0N

0—SUES_ON BTl
O—BIBE_T |y Ut - BOOL
Simulation vahie

Disabling simulation

Note

Enabled simulations should be documented in accordance with good practice. A
table provides an overview of all active simulations. On completion of the test
phase, all simulations must be disabled again.

Recommendation

Where possible, central switches, which are interconnected with all input drivers,
can be configured for specific units to enable/disable simulation. On completion of
the tests, this central switch can be deleted or disabled, thus switching simulation
off from a central location.

SIMIT simulation software

The SIMIT simulation software enables a software test to be performed via a
simulation platform, without the need for the actual field devices. SIMIT simulates
field devices and facilitates not only simple signal tests at the touch of a button, but
also complex function tests (such as temperature control).

Used in conjunction with the S7 PLCSIM PLC simulation software, which simulates
the CPU of an automation system, it enables software tests to be performed
without an automation station or field devices and can be used by the software
provider to perform the Factory Acceptance Test (FAT), for example.
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7.4

7.41

Configuration Control

Versioning Projects with "Version Trail"

SIMATIC PCS 7 Version Trail can be used to archive multiprojects, single projects,
and project-specific libraries with a unique version ID. Archiving is performed in
accordance with the PCS 7 archiving procedure. Project-specific libraries are also
saved when a multiproject is archived, which means they remain assigned to the
relevant multiproject.

SIMATIC PCS 7 Version Trail ensures continuous incrementation of the version
according to validation factors. A completed version can no longer be changed.
However, every archived version can be read back into the system.

Since GMP requirements demand that SIMATIC Logon be used, all relevant
actions are saved with details of the logged-on user.

Note

Before a multiproject is archived, a check must be performed to ensure that no
projects or libraries belonging to the multiproject have been removed. This is
because only projects and libraries contained in the multiproject at the time of
archiving will actually be archived.

For more information, see Online Help of SIMATIC PCS 7, the topic of "Version
Trail", and the configuration manual "PCS 7 Engineering System".

Procedure for archiving projects

120

Each archived project version can be retrieved in the SIMATIC Manager or by
using Version Trail. In a validated plant, however, previous project versions can
only be read back (retrieved) in exceptional cases and in consultation with the plant
operator.

Note
The projects to be archived must not be opened in the SIMATIC Manager.
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The procedure described below explains how projects are versioned.

@ Create archive

Link project or library
@ to this archive

Name project or library
@ inside of the library

@ Start archiving

@ Versioning and
comment

Finished versioning

@ incl. version number
and history

Several multiprojects, projects, and libraries can be assigned to one archive
(repeat step 2-5). If a new project version is required, steps 4 and 5 must be
repeated. SIMATIC PCS 7 Version Trail can be opened via the Windows Start

menu or via the SIMATIC Manager.

Comparing archived projects

The Version Trail interface enables archived projects to be compared with one
another or with online versions. Version Trail makes use of the Version Cross
Manager here, by calling it and displaying any deviations, see chapter 7.4.2
"Version comparison with Version Cross Manager (VXM)" for more on this.
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Version History

7.4.2

122

SIMATIC PCS 7 Version Trail manages all actions relating to a versioned project,
such as creating, archiving, and deleting versions, in the version history. The
version history can be called up using the Options > Version History menu. All
actions relating to the archiving of projects and deletion of versions are logged. The
figure below shows an example version history, from the creation of versioned
project "Sample1" through to the archiving of different versions.

Version History

Ackion |Name |Date |User |C0mment |

1 Mew versioned projeck Wersion 01/30/2008 12:37:54 PM | Manuel ‘ersioned project created as
‘TihArchiveersion',

z Mew archive "l,Cu:qu:ur_F‘r]' |01/30/2008 12:38:12 PM | Manuel Praject '\ Color_Pri' pasted,

3 |Archive version |'Color Pri  |D1/30/2008 12:39:05 PM | Manuel ["Color_Pri Version '1.0° of
'L\ Projektet Color Calor _Pr'
archived,

4 |Mew archive |'Calor_Pri(21|01/30/2005 12:48:16 PM_ |Manuel Project tColor_Pri (21
pasted.

S |Archive version [\Calor_Pri(2)|01/30/2005 12:49:43 PM | Manuel ["Colar_Pri {2} Version '1.0° of
|'D\Projektet ColoriColor_Pr'
archived,

Cloze | Frint... | Print Prewview Help

When using SIMATIC PCS 7 Version Trail for continuous archiving, the version
history is a good way of documenting different software versions during an automa-
tion system’s life cycle.

All software versions are listed in chronological order, together with their archiving
date and version. This ensures that the latest software version can be copied back
should the application software be lost.

Version comparison with Version Cross Manager (VXM)

The Version Cross Manager compares the following objects within projects:

e Hardware configuration

e CFC/SFC engineering data such as charts, types, chart folders, block folders
e Shared declarations

e Block sequences

e S7 program

e S7 blocks

e S7 symbols
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The projects to be compared are executed synchronously, i.e. the object trees of
the corresponding software structures are compared attribute by attribute. Any
differences detected by the comparison are highlighted in color in a results tree.

o
i SIMATIC Version Cross Manager - [TUWV7_Prj -- D:\TUWVTES\TEMP_EN\S7Pro_1_\s7Pr_Prj] [ |[B _||z_|

By Fle Edit Yiew Options Window Help - g x
e F = = = — - Value of project A
S| S| wlar]r[v] B[] BE(M W :
A TUWNT_Prj — D\TUWNZ\ESITEMP_EN|S7Pro_1_1S7Pr_Prj e st prafeerd
B: TN _Pri -- DO TUWNTAESITMPZ _EMITUMATEZ A TUMYT Pr \
' - [ [ER Blocks A~ [ attribue B ~
B D Measuring range +]-_10_%
& MPL'IDF Measuring range +i-_10_W
% ::E ::::é - Measurm range +- | il
R Measuring range ZERO _VALUE
= B Eszs

Measuring byvpe DEACTIVATED

ol gg M 153-2, redundant

h M 1532 Measuring bvoe
@ [§ ouesoczay, Interrupt Ml Display Settings
AN & [I posocaaviosa M =L
dh 55 ATBx1ZB1 <2l Ml Dbject status - | Current color
Eh E ACEx12Bi iy ject and loveer-level objects identical
B [§ oiisxpczay, Inkerrupt Of | Ao inA Foreground...
X ! £ [ o Alsoin
) _Q'l D'.’JS:cL?C24'-.-'_,IF.I.5ﬂ. = P ‘M AlsoinE =
. ] Bh (B3 shared Declaratinns . i = Pr A Object changed Background... s
= for b = = i Object and lower-level objects changed -
okl el alslen % Lowerlevel objects changed i

Event Tree

Detault

¥ Dizplay symbals for modification status

Cancel | Help I

The color display setting can be customized.

Saving or printing differences between projects

The differences between projects detected by the comparison can be saved in a
.csv file or printed out.

The following information is displayed:
o Additional objects contained in project A
e Additional objects contained in project B

o Differences between project A and project B

Application examples for the VXM

Case 1: The Version Cross Manager can be used to verify that a change has been
implemented correctly in the context of the change control system, for example. By
comparing the software version before the change with the current program
version in the CPU of the automation system, the changes in the system are
identified. These changes must match the specified changes.
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7.4.3

Case 2: Another use of the Version Cross Manager is for verifying that an archived
software version matches the current program version in the automation system's
CPU. In the absence of an application for a change, a comparison of the current
software backup with the automation system must not reveal any deviations
between the software backup and the CPU of the automation system.

See chapter 8.2 "Change Control during Operation" for information on operation
change control.

Write protection for CFC/SFC charts and SFC types

CFC/SFC charts and SFC types can be provided with write protection to ensure
safe operation of the plant after commissioning and verification. If the write protec-
tion is enabled, the operating and maintenance personnel can only open CFC/SFC
charts and SFC types and monitor process values online. They cannot perform
intentional or unintentional changes to charts and types.

To enable write protection, write protection must be selected in the properties of
the chart folder for each automation station (see figure).

_SIMATIE Manager - ENG_MAN_TEST

File Edit Insert PLC ‘iew Opfions ‘Window Help

O |2 ¢ e dn|le %] &

A% e@ BB M

[] < Mo Fiter >

= ENG_MAN_TEST (Plant Yiew) — E:\Projekte’ENG_MAN_

The project staff also has the option of enabling or disabling write protection for

individual charts or SFC types.

The check box for "Write-protection for charts" can be shown here in two different

ways.

124
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=I-{=a] EMG_M&M_TEST | s Unit_0011 [ui] Unit_002
#-Ep AS02
B Process_Cell_001
[#-{_] Globale Deklarationen
E|" Process_Cell_001
Unit_0r
ErO01
Unit_002
Properties Chart folder [ <]
General | fdvanced | Version |
MHame: |Plane
Praject path: ‘Prucess_CaII_DU‘I SAS0TNCPU 416-3 DPYS7-Programm(1]
Technological path: ‘
Storage location of project: ‘E:\Proiekte\AsU'l
Authar: I
Date created: 08/28/2009 03:32:44
£ ENG_MAN_TEST {Component view) — E\Projekte’ENG_MANMECRILE ! 03/09/2003 11:42:20
EH-{3g] EMG_MaN_TEST I@Valvaﬂm G .
f - - amment:
E-@ Process_Cel_001 - ;I
=1 As01
=@ CPU 4163DP |
=] 57-Programm(1]
(B Quellen
{8 Bausteine
-] Plane | |
: "ﬂ: P 4431 Cancel Help
- As02
{L Glabalz Deklarationzn
2P A502




Support during Verification

¥ afite-protection For charts

Background white and check mark black:
With this representation, write protection is selected for all charts

[¥ “wiite-protection for charts
Background hatched and check marks gray:

With this representation, at least one chart or SFC type is read-only.

If the chart of a CFC/SFC or SFC type is open, you will see the following notice
with write-protected charts:

Open Chart (254:61148) x

O The “alvel0l"' chart iz wiite-pratected
\!j) and cannot be changed |

If the write protection is not enabled for all charts, disabling and enabling write
protection for the "Charts" folder once enables write protection for all CFC/SFC
charts and SFC types of each automation station.

Note

In the process object view, changes can then be made even when the chart
folders are read-only.
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8

8.1

8.1.1

8.1.2

Operation, Maintenance and Servicing

Operation and Monitoring

Process visualization

SIMATIC PCS 7 provides extensive process visualization. Individually configured
user interfaces can be created for each application — for reliable process control
and optimization of the entire production sequence.

Runtime data can be output by the system based on reports.

Asset management

In the context of process engineering, asset management aims to use appropriate
methods to ensure that a production plant benefits from maximum availability at the
lowest possible operating costs. The most efficient strategy is without doubt status-
oriented maintenance, which must be based on a status detection procedure that is
as continuous as possible. Asset management relies on having access to precise
information relating to the current plant status, which can then be used to deter-
mine exactly which maintenance activities need to be carried where and at what
time.

Implementation in PCS 7

126

The asset management integrated in SIMATIC PCS 7 is used for plant mainte-
nance. Additional hardware and software tools are not required. Plant operators
and maintenance engineers use the same SIMATIC PCS 7 tools and user inter-
faces, along with information which has been filtered and prepared according to the
field of activity concerned. While the plant operators operate and monitor the
process on the PCS 7 operator station (OS), the maintenance engineer uses the
maintenance station (MS) to control the hardware structure of the production
facility in order to handle the diagnostics and maintenance requirements.

The various components of a PCS 7 plant can be monitored with the diagnostic
and maintenance functions integrated in SIMATIC PCS 7. The maintenance
engineers access to all details of the components and devices when needed,
beginning with an overview display (plant view). The overview display uses the
standardized symbols to visualize the condition of a component itself and also
provides collective information on the conditions of all devices in the lower-level
hierarchies. The group status message shows the OK condition or the seriousness
of a possible problem in red, yellow, or green, similar to a traffic light.

In the diagnostic faceplate, a monitored component can request maintenance
services. The status of the work can also be specified. This is recorded in the form
of an operating message and indicated by the symbols. A work instruction number
and a comment can be entered for each work request.
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A report can be printed out for each component.

SIMATIC Asset Report

Copyright (2) 1994-2007 by SIEMENS AG

Tag SIPART PS2A PA
Status Maintenance required
Description Fositioner
Message GMP Manual
Device type SIPART P52 PA
Manufacturer Siemens

Order Mumber

Serial number 120039

Install date 01.01.2001
H-Revision FRGELP 9
SWi-Revision 5.00.00-00 7 E1

Request number

4711

Request Operator

Demand

MHote strokes exceeded, check valve

FDM Diagnose == fMaintenance reguired ==

PDM Diagnose - Lirnit for strake intearal (full strokes) exceeded (Limit 1).

POM Diagnose The total distance travelled by the actuator exceeded the set limit value.
FOM Diaghose Actual number of strokes: 1

PDOM Diagnose -+ Checkvalve and actuator, e.o. packing 7 stuffing hox, diaphragma.
Date Time Event

12092007 131510 Device 3I7/42: good, maintenance need

ES13 Q1 202007 11:20:54 A
QHIO 111

Condition monitoring

It is often necessary to take into account certain process engineering, chemical,
and mechanical conditions in a plant’s maintenance concept. Condition monitoring
(e.g. pump operating points, motor bearing monitoring) is generally used in a
preventive capacity in this regard, as the user receives an automatic notification
before critical conditions are reached.

PCS 7 Asset Management enables user-specific, maintenance-relevant process
variables or parameters to be integrated into the existing diagnostic structure.

PCS 7 provides the appropriate interfaces for this: a function block on the AS and a
faceplate on the OS.

8.1.3 Regular Data Backups

To avoid loss of data, regular data backups are not only necessary in the project
phase. Also in the operating phase different backups need to be done to guarantee
system recovery in case of system or data damage. In addition, a system recovery
plan is needed.

The following backups should be taken into account:

SIMATIC PCS7 V7.1 - GMP Engineering Manual
ABE02795571-01 127



Operation, Maintenance and Servicing

¢ Image of basic installation without SIMATIC installations,
once during system installation

¢ Image of system installation including SIMATIC installations,
once during system installation

e Change driven backup of project data before and after a change

¢ Image of PC installation including all project data after system updates and
bigger project changes, also periodically e. g. once a year

e Periodical backup copy of all archived data to assure readability of data and
media, e. g. once every 3-5 years

See also
e Chapter 56.11| “Data Backup”
e Chapter 8.4 “System Recovery”

8.2 Change Control during Operation

It is essential that all changes to be made to validated plants are planned in
consultation with the plant operator, documented, and only executed and tested
once they have been released.

A change procedure used for change control during operation would include the
steps below, using the example of a software change:
¢ Initiate and describe the change, which is released by operator

o Verify the current software using the Version Cross Manager and an online
comparison

e Adapt the system specification, in the FS, for example
e Perform and document the change

o Verify the changes using the Version Cross Manager and an online compari-
son

e Test the change and create appropriate test documentation

8.3 Remote Maintenance

As of PCS 7 V7.0, Microsoft NetMeeting is the recommended tool for performing
remote access. It forms part of the operating system and does not have to be
additionally installed.

Essentially, a connection to an external PC station can be established via a
modem, ISDN, xDSL, or a network. To dial in to an external PC station, not only
must the user have the appropriate access permission (user name and password),
but the "Allow remote access" authorization must also be enabled.
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8.4

Note

In a controlled GMP environment, many control systems are configured as closed
systems or "singular solutions". Thorough discussions must be held with the plant
operator before a remote maintenance functionality is set up. Those responsible
for the plant must give their express consent for each individual connection to the
system (logon).

As NetMeeting is capable of encrypting data transmissions, the user should make
sure that encryption is activated, particularly when sending data via an Internet
connection.

A practical solution could be to assign the logical access permission, but to only
establish a physical connection when necessary, and then only when on-site
maintenance staff are present.

System Recovery

The procedure described in this section should enable the end user to restore the
system after a disaster.

Disasters are taken to mean the following cases:

e Damage to the operating system or installed programs

e Damage to the system configuration data or configuration data

e Loss or damage to runtime data

The system is restored using the saved data. The backed up data (medium) and all
the materials needed for the restoration (basic system, loading software, documen-
tation) must be saved at the defined point. There must be a Disaster Recovery
Plan which must be checked on a regular basis.

Restoring the operating system and installed software

The operating system and installed software are restored by loading the corre-
sponding images (see chapter 6.11 "Data Backup"). The instructions provided by
the relevant tool manufacturer should be noted.

If a PC with an identical hardware configuration is not available, the installation has
to be run again from scratch. The documentation that contains descriptions of the
installed software and the updates, upgrades and hot fixes also installed, can be
used to qualify the software.

Restoring the application software

The restoration of the application software depends on the system configuration
and the type of the backups that have been created.

e Retrieving data using the Version Trail software
Version Trail lists all major and minor version backups including time stamp. To
retrieve the data, the corresponding version is selected and the action started
using the de-archive button.
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e Retrieving data from a manually created backup version
A manually created backup copy can be used.

e Retrieving recipes

e Retrieving archives
This applies depending on system configuration and extent of the disorder:
process data, messages, batch data, log files, etc.

Project-specific adaptations

Project-specific project adaptations that are not stored with the project file must be
restored.

Backup/restore for the SIMATIC BATCH database

When a BATCH database is read, a start batch ID can be assigned; this prevents
batch IDs being assigned more than once.

This dialog box also specified whether or not the associated log is to be imported.

Restore @

Suchen in: |_} Demo_Roele v| 0 ¥ v [

E’ 586_2-124103692948.5bb

=566 2-124103692948_dema?_ 2007 027,50

Zuletzt
venwehndete D,

@:‘

Desklop

Eigene D ateien

4

Arbeitsplatz

-

Dateiname: |SBE_2-124103692948 demo?_2007_08.27. % [ Difren |

Metzwerkumgeb D ateityp: |Backup files [*.sbb;™ xml] W | ’ Abbrechen ]

Start batch 1D: 1732 | Wwithout lag
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9.1

System Updates and Migration

Updates and Service Packs

It is essential that system software updates for a validated plant are agreed with
the user. An update such as this represents a system change, which must be
planned and executed in accordance with the applicable change procedure. Similar
to the description in chapter 8.2 "Change Control during Operation", this roughly
means the following steps:

e Describe the planned change

e Effect on functions / plant units / documentation
inclusion of the system description of the new and modified functions in the
readme file/release notes

e Assess risks

¢ Define the tests which need to be performed to obtain validated status, based
on the risk assessment

e Approve/reject the change (in accordance with defined responsibilities)
e Update of the technical documentation
e Reassuring availability of up-to-date data backups

e Execute the change in accordance with manufacturer documentation (as the
plant has been released for it)

e Document the activities performed
¢ Qualification: Perform and document the necessary tests

e Creating new data backups, may contain new system image

In considering possible influences, the following may be relevant:

e Modules / typicals / instances / blocks / alarm system in terms of function and
display

e Interfaces

e Effects during download

e System performance

¢ Documentation (specifications)

¢ Qualification tests to be repeated or performed for the first time

Note

The SIMATIC Customer Support provides support for software updates and
project migration at http://support.automation.siemens.com.
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System Updates and Migration

9.2

132

See also

e  Product Support hitp://support.automation.siemens.com/DE/view/de/39980937

Migrating to PCS 7

Due to growing requirements and upcoming enhancements to existing systems,
many plants must be modernized, or at least expanded in the next few years. For
this reason, the issue of migration, which refers to the transition to a new genera-
tion of products featuring updated technology, is becoming more and more
important for a number of plant operators, particularly in terms of process control
engineering.

Siemens offers optimized migration solutions for the transition to SIMATIC
PCS 7. This means that both users of previous Siemens control systems and of
third-party control systems can utilize the benefits of Totally Integrated Automation
in their processes.

A customized migration strategy is designed, taking into account the necessary
qualification measures and based on the relevant general conditions, such as the
basis which is already installed and on which the migration is to take place, defined
plant stoppages (usually as brief as possible), etc.

SIMATIC PCS7 V7.1 - GMP Engineering Manual
A5E02795571-01


http://support.automation.siemens.com/DE/view/en/39980937�

Index List

Index List

A
Access protection............cc........ 16, 35, 42, 104
Alarm management...........cceveieiiieieiiiee e 82
7N 0101t T 11
APPIOVaAL ...t 13
Archiving .......cccveeieeiiiiee e 19, 28, 96
Asset management................. 85, 110, 118, 126
Audittrail ........cooooveveviii 17, 18, 86, 87
Archiving .....ccoeeiiii e 103
PCS7O0S ., 89
SIMATIC BATCH ...t 90
StoragePIus .......cooceiiiiiiiin 104
Automation License Manager ....................... 115
B
Backup.....ccccoeeeeeeiiieieeeceee 19, 95, 96, 127
Batchdata.........ccooooiiiiiiiieiee e, 99
Batch documentation .........c.ccoooovveereinnnnnen. 18, 81
Batch Report........ccoeiiiii 81, 105
BIOCK ICONS.....ceveeiieeeieeeee e 69
C
CAS 28, 100
Category
Hardware ..........ccoceeeveeieineeininnennnnnns 14
SOftWAIE ..o 14,73, 112
CFC 24,60, 124
Change control...........ccccooeiiiiiiiie 86, 128
Change procedure ..........cccoccvveiiiiecinieecenen. 13
Condition Monitoring .........cocccvviviieeeiniieees 127
Configuration management....................... 15, 59
Continuous Function Chart ............... 24,60, 124
E
Electronic records .........coooovveiiiiieiiiiinen. 17, 96
Electronic signature .............ccccccoiiiineen. 17, 92
PCS 7 ES.. 95
PCS7O0S . 94
SIMATIC BATCH ... 92
SIMATIC LOgOoN .....covveiiiiiiiiiiieeeieee e 92
Engineering system ..........ccccccoiiiiniiiniiinnnnnnnn. 24
F
FDA 21 CFRPart 11....ccevvvvvvvvvvrrnnnnns 11,17, 86
Firewall .......coooemmmieieee e 44
Foundation Fieldbus ...........cccooeoiiiiiiiiieeeeen, 55
G
GAMPS ... 11

SIMATIC PCS7 V7.1 - GMP Engineering Manual
A5E02795571-01

H
Hardware category .........cccccvieiiniieeiiniencee 14
Hardware specification ............ccccocveeiiiiinennne. 21
[ [0] 1 R 131
|
IMage ... 30, 95, 129
Import/Export Assistant ...................... 25, 60, 71
Industrial Ethernet ...........cooooovviiiiiiiiiee, 52
Information security ..........ccooocoiiiiiiinine 23, 44
Installation ...........cooovvvieeiiiiiee e 31
Installed software ...........ccooeeeieieieiiiiieiieeen, 114
ISA-88.01 ..o 29,77
L
Library ....ooovveeeeiiie 24, 47
Life cycle model..........oooviiiiiiieiieeeeeee 11
Lifebeat Monitoring.........ccccceoeeeeeiieenns 85, 102
M
Maintenance..........cccceeeeeieiiiiiiiiiee e 126
Master data library............cccoooiiiiiiii. 47
Message Class.........cocveiiiiiiiiiieniee e 83
Migration..........cceeeiiiiie i 132
Multiproject.........ooovvviiiii, 46
(@)
(O] = O 26
OpenPCS 7 ..., 26,75
Operating system ... 24
Operator System..........oooiiiiiiiiiiiiiieeee e 26
P
Package unit.........cocoeeiiiiiiniiieee 58
Partition .......ccooooviiiiee e 30
Password........cccccceveveveeiiiieeeeeeeeeeeeeeeee 16
Password poliCies.........ccccccvvviiiiiiiiiiiiiiiiiieeeees 33
PCS 7 Add-0NS.......coovieeeeeeeeeieeeeeeeeeeeeeeeeeeeeeee, 28
PCS7O0OSWED ..ccoooveeeeeeeeeeeee 74
Plant hierarchy ..........cccoocoviiiiiiinieeee 50
Printer driver..........coeeeiiiiiiieee e, 29
Process pictures.........ccoocviiiiiiiiiiiiecciieee 73
Process tag type........covvvieiiiiiiiiie e 68
PROFIBUS.......oooeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeaee 52
R
Recipe control strategy.........ccccccvvvvveviiiiinennnnn. 76
Referenced OS station..........ccoovvvvvvveveeenenn. 46

133



Index List

Regulations / guidelines..........c.ccoeeevieiinnnen. 11
Remote maintenance............ccccceeviiiiiennnn. 128
Retrieving data.........c.c.coooeivieeenennn. 19, 87, 130
ROP library ......cccovveeieeeieiiieiie e 27
Route Control..........oooeveeeeeiiiiiiiieeeeeeeeee, 25, 82
S

S7-PLCSIM ...t 25
ScalanCe S......ooo i 44
SCPLS .o 73
SECUMLY ... 23
Sequential Function Chart .....24, 26, 50, 60, 124
Service Pack .......ooooeciiiiiii e 131
SFC e 24, 26, 50, 60, 124
SFC YD ceeeeeeee e 68
SFC Visualization..........ccccoeeviiiiiieeeieceen. 26
SICLOCK ..o 58
SIMATIC BATCH........ 27,41,76,79, 92, 99, 105
SIMATIC Logon ......ccceeevvveeevnnnen. 24,35,74,92
SIMATIC NET ..o 51
SIMATIC PDM ..o 54
SIMATIC Route Control ..........ccceecveveriienennee 25
SIMATIC Security Control........c.ccccceveveierenee. 44
SIMATIC Version Cross Manager................... 25
Simulation ... 118
Software category .......c.cccoeeeeeneenn. 14,73, 112
Software modules ..........c.coovciiiiiiiiiiice. 67
Software specification ...........c.cccovciiiniinnnnn 23
Software update..........ccccoeeeieiiiiiiiee e, 131
Specification...........cccoeiiiiiiiii 21
StoragePIus .......ooovoiiiiiiie e 28,103
Supplier audit..........ccoveeeeiiiiiii e 20
System recovery ........ccccooiiiiiiiie e 129
134

T
Third-party components..........ccoccceveinieeeeinnenn. 20
Time synchronization.............cccccccoeiiineen. 20, 57
TYPICAIS e 15, 67
U
UPS .. 106
{0 7= o 1 N 16
User management...........ccccoeeeinineeen. 16, 24, 31
User permissions...........ccceeeiiicueieeeeeeeeaiieeeenn 36
\')
Validation manual...........c.ccoooovviiiiiieieeieeeeeinn, 12
Verification........coooooviiiiiiieie e 109
Application software ............ccccceeeeeeinnnnn. 117
Hardware............ooovveeeeeeveieeeieeeeeeeeeeeeeeeeeens 110
SOftWArE ..o eeeeeeeeees 112
Software product ...........ccocveeiiiiiiiiiiiene. 114
Version Cross Manager..................... 25, 88, 122
Version Trail ......ccoeeeeeviieiiiieeeieeeeeiiinnn, 25, 96, 120
VErsioNiNg ....cceeeiiiiiiiiiee e 60
VirUS SCANNET .....eneieeeieeieee e 29
Visualization .........cccceeeveevvnnnrirereiireiererneenennns 126
VPN e 45
VXMoo 25, 88, 122
W
Web Client........coooeeiiiieeeeeeeeeeeee e, 27

SIMATIC PCS7 V7.1 - GMP Engineering Manual
A5E02795571-01



A5E02795571D-01

A5E02795571-01

GN: 65000 - SIMATIC PCS 7 Pharma

Siemens AG

Industry Sector
Industry Automation
VMM Pharma

76181 KARLSRUHE
GERMANY

pharma.aud@siemens.com
www.siemens.com/simatic-pcs7



	PCS 7 V7.1 GMP Engineering Manual
	Legal information Warning notice system
	Introduction
	Table of Contents
	1 Configuring in a GMP Environment
	1.1 Regulations and Guidelines
	1.2 Life Cycle Model
	1.3 Responsibilities
	1.4 Approval and Change Procedure
	1.5 Risk-Based Approach

	2 Requirements of Computer Systems in a GMP Environment
	2.1 Categorization of Hardware and Software
	2.2 Test Effort Depending on the Categorization
	2.3 Project Change and Configuration Management 
	2.4 Software Creation
	2.5 Access Protection and User Management 
	2.5.1 Applying access protection to a system
	2.5.2 Requirements of user IDs and passwords 

	2.6 Requirements of Electronic Records
	2.7 Electronic Signatures 
	2.8 Audit Trail 
	2.9 Reporting Batch Data
	2.10 Archiving Data 
	2.11 Data Backup
	2.12 Retrieving Archived Data
	2.13 Time Synchronization
	2.14 Use of Third-Party Components

	3 System Specification
	3.1 Specification of the System Hardware
	3.1.1 Selecting the hardware components
	3.1.2 Hardware specification
	3.1.3 Hardware solutions for special automation tasks

	3.2 System and Network Security
	3.3 Specification of the Basic Software
	3.3.1 Operating system
	3.3.2 Basic software for user administration
	3.3.3 Engineering system software components
	3.3.4 Operator control level software components
	3.3.5 SIMATIC BATCH basics and options

	3.4 SIMATIC Additional Software
	3.4.1 SIMATIC PCS 7 add-ons
	3.4.2 Long-term archiving with StoragePlus
	3.4.3 Long-term archiving with the Central Archive Server (CAS) 

	3.5 Application Software Specifications
	3.6 Utilities and Drivers
	3.6.1 Printer driver
	3.6.2 Virus scanner
	3.6.3 Image & partition tools


	4 System Installation and Configuration
	4.1 Installation of the Operating System
	4.2 Installation of PCS 7
	4.3 Setting up User Administration
	4.3.1 User administration on the operating system level
	4.3.2 Security settings in Windows
	4.3.3 SIMATIC user groups
	4.3.4 Configuring SIMATIC Logon
	4.3.5 How access protection works

	4.4 Administration of User Rights
	4.4.1 Rights management on the ES
	4.4.2 Rights management on the OS
	4.4.3 Rights management in SIMATIC BATCH

	4.5 Configuring Access Protection
	4.5.1 Configuration settings in Windows
	4.5.2 Configuration setting on SIMATIC PCS 7 OS
	4.5.3 Secure configuration

	4.6 Information Security
	4.6.1 SIMATIC Security Control (SSC) 
	4.6.2 SCALANCE S


	5 Project Settings and Definitions
	5.1 Multiproject Setup
	5.2 Referenced OS Stations
	5.3 Using the Master Data Library
	5.3.1 Synchronizing shared declarations
	5.3.2 Synchronizing SFC types
	5.3.3 Synchronizing the plant hierarchy

	5.4 SIMATIC NET
	5.4.1 Configuring SIMATIC NET
	5.4.2 Plant bus and terminal bus
	5.4.3 PROFIBUS
	5.4.4 SIMATIC PDM
	5.4.5 FOUNDATION Fieldbus (FF)

	5.5 OS Project Editor
	5.6 Time Synchronization
	5.7 Configuration Management
	5.8 Versioning Software Elements
	5.8.1 Versioning AS elements in PCS 7
	5.8.2 Versioning OS elements in PCS 7
	5.8.3 Additional information on versioning


	6 Creating Application Software
	6.1 Software Modules, Types, and Typicals
	6.1.1 Modules and typicals in PCS 7
	6.1.2 Example of a process tag type
	6.1.3 Automatic generation of block icons

	6.2 Bulk Engineering with the IEA
	6.3 Creating Process Diagrams
	6.4 User-Specific Blocks and Scripts
	6.5 Interfaces to PCS 7
	6.5.1 PCS 7 OS Web Option
	6.5.2 Open PCS 7
	6.5.3 SIMATIC BATCH API

	6.6 Recipe Control with SIMATIC Batch
	6.6.1 Batch definition of terms
	6.6.2 Conformity with the ISA-88.01 standard
	6.6.3 Important settings in SIMATIC BATCH
	6.6.4 Creating batch reports

	6.7 SIMATIC Route Control
	6.8 Alarm Management
	6.8.1 Specification
	6.8.2 Message classes
	6.8.3 Priorities
	6.8.4 Suppressing, filtering, hiding
	6.8.5 Monitoring PCS 7 components
	6.8.6 Monitoring connected systems

	6.9 Audit Trail and Change Control
	6.9.1 PCS 7 ES
	6.9.2 PCS 7 OS
	6.9.3 SIMATIC BATCH

	6.10 Configuration for Electronic Signatures
	6.10.1 Electronic signatures in SIMATIC BATCH
	6.10.2 Electronic signatures on PCS 7 OS
	6.10.3 Electronic signatures on PCS 7 ES

	6.11 Data Backup
	6.11.1 Backing up the system configuration
	6.11.2 Backing up the user software

	6.12 Recording and Archiving Data Electronically
	6.12.1 Determining the data to be archived
	6.12.2 Setting up process value archives
	6.12.3 Archiving batch data
	6.12.4 Long-term archiving with the Central Archive Server (CAS)
	6.12.5 Long-term archiving with StoragePlus

	6.13 Uninterruptible Power Supply (UPS)
	6.13.1 Configuration of a UPS
	6.13.2 UPS configuration via digital inputs
	6.13.3 MASTERGUARD UPS systems


	7 Support during Verification
	7.1 Test Planning
	7.2 Verification of Hardware
	7.3 Verification of Software
	7.3.1 Software categorization according to GAMP Guide
	7.3.2 Verification of software products
	7.3.3 Verification of the application software
	7.3.4 Simulation for test mode

	7.4 Configuration Control
	7.4.1 Versioning Projects with "Version Trail"
	7.4.2 Version comparison with Version Cross Manager (VXM)
	7.4.3 Write protection for CFC/SFC charts and SFC types


	8 Operation, Maintenance and Servicing
	8.1 Operation and Monitoring
	8.1.1 Process visualization
	8.1.2 Asset management
	8.1.3 Regular Data Backups

	8.2 Change Control during Operation
	8.3 Remote Maintenance
	8.4 System Recovery

	9 System Updates and Migration
	9.1 Updates and Service Packs
	9.2 Migrating to PCS 7

	Index List
	A
	B
	C
	E
	F
	G
	H
	I
	L
	M
	O
	P
	R
	S
	T
	U
	V
	W



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialmonospacedBoldforSAP
    /ArialMonospacedBoldforsap
    /ArialmonospacedforSAP
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Centaur
    /CentSchbookBTBold
    /CentSchbookBTBoldItalic
    /CentSchbookBTItalic
    /CentSchbookBTRoman
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /Dutch801BT-Bold
    /Dutch801BT-BoldItalic
    /Dutch801BT-Italic
    /Dutch801BT-Roman
    /EstrangeloEdessa
    /FootlightMTLight
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /IntDutch801G-Bold
    /IntDutch801G-BoldItalic
    /IntDutch801G-Italic
    /IntDutch801G-Roman
    /InterleafMathA
    /InterleafMathBTA-Regular
    /InterleafMathBTB-Regular
    /InterleafMathBTC-Regular
    /InterleafMathBT-Regular
    /InterleafSymbols
    /InterleafSystem
    /InterleafThreeOfNineA
    /InterleafThreeOfNineB
    /InterleafThreeOfNineC
    /ITC-Garamond-BoldItalicSWA
    /ITC-Garamond-BoldSWA
    /ITC-Garamond-LightItalicSWA
    /ITC-Garamond-LightSWA
    /ITC-Korinna-BoldSWA
    /ITC-Korinna-KursivBoldSWA
    /ITC-Korinna-KursivRegularSWA
    /ITC-Korinna-RegularSWA
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic12PitchBT-Roman
    /LubalinGraphITCbyBT-Book
    /LubalinGraphITCbyBT-BookOblique
    /LubalinGraphITCbyBT-Demi
    /LubalinGraphITCbyBT-DemiOblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /Mangal-Regular
    /MaturaMTScriptCapitals
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSOutlook
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /Myriad-BdWeb
    /Myriad-CnItWeb
    /Myriad-CnWeb
    /Myriad-ItWeb
    /Myriad-Web
    /MyriadWebPro
    /MyriadWebPro-Bold
    /MyriadWebPro-Condensed
    /MyriadWebPro-CondensedItalic
    /MyriadWebPro-Italic
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NSimSun
    /OldEnglishTextMT
    /Onyx
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /Parchment-Regular
    /Playbill
    /PoorRichard-Regular
    /Raavi
    /Ravie
    /SAPDingsNormal
    /SAPIconsNormal
    /ShowcardGothic-Reg
    /Shruti
    /SIEMENS-Firmenmarke
    /SiemensLogo
    /SiemensSans-Black
    /SiemensSans-BlackItalic
    /SiemensSans-Bold
    /SiemensSans-BoldItalic
    /SiemensSans-Italic
    /SiemensSans-Roman
    /SiemensSansSC-Black
    /SiemensSansSC-BlackItalic
    /SiemensSansSC-Bold
    /SiemensSansSC-BoldItalic
    /SiemensSansSC-Italic
    /SiemensSansSC-Roman
    /SiemensSerif-Bold
    /SiemensSerif-BoldItalic
    /SiemensSerif-Italic
    /SiemensSerif-MediumItalic
    /SiemensSerif-Roman
    /SiemensSerifSC-Bold
    /SiemensSerifSC-BoldItalic
    /SiemensSerifSC-Italic
    /SiemensSerifSC-Roman
    /SiemensSerifSC-Semi
    /SiemensSerifSCSemi-Bold
    /SiemensSerifSCSemi-BoldItalic
    /SiemensSerifSC-SemiItalic
    /SiemensSerif-Semibold
    /SiemensSerifSemibold-Bold
    /SiemensSerifSemibold-BoldItalic
    /SiemensSerif-SemiboldItalic
    /SiemensSlab-Black
    /SiemensSlab-BlackItalic
    /SiemensSlab-Bold
    /SiemensSlab-BoldItalic
    /SiemensSlab-Italic
    /SiemensSlab-Roman
    /SiemensSlabSC-Black
    /SiemensSlabSC-BlackItalic
    /SiemensSlabSC-Bold
    /SiemensSlabSC-BoldItalic
    /SiemensSlabSC-Italic
    /SiemensSlabSC-Roman
    /SimSun
    /SnapITC-Regular
    /SouvenirITCbyBT-Demi
    /SouvenirITCbyBT-DemiItalic
    /SouvenirITCbyBT-Light
    /SouvenirITCbyBT-LightItalic
    /Stencil
    /Swiss721-BlackObliqueSWA
    /Swiss721-BlackSWA
    /Swiss721BT-Bold
    /Swiss721BT-BoldItalic
    /Swiss721BT-Italic
    /Swiss721BT-Roman
    /Swiss721-LightObliqueSWA
    /Swiss721-LightSWA
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /Times-Bold
    /Times-BoldItalic
    /Times-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DEU <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




