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Chapter 1 Overview

1.1 Description

An access control system is a system of checking permission of door access. It provides multiple
functionalities, including device management, people/card management, permission configuration,
door status management, event search, etc.

This user manual describes the function, configuration and operation steps of Access Control System.
To ensure the properness of usage and stability of the system, please refer to the contents below and

read the manual carefully before installation and operation.

1.2 CJ/S Client Access

As a sub-system of iVMS-5200P Web Manager, the C/S client of access control system is designed to
be visited via iVMS-5200P Web Manager.
Access the iVMS-5200P via Web Manager, and click Access Control Configuration Logical View page

(under Resource Management) to access the client.

Configuration Flow

Refer to the following flow chart for the configuration order.

[ Configure the Card Dispenser

v

Configure the Access Controller

v

Configure the Door

v

Configure the Department, Person and Card ]

TN N Y

v

Configure the Schedule Template (Week Plan
Holiday Group and Schedule)

N

y

Configure and Download the Permission

y

View Status

N
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Chapter 2 Device Management

2.1 Controller Management

2.1.1 Interface Introduction

Click the icon to enter the controller management interface.

Device Managed (1)

Add Device Edit Delete Bulk Time Adju_ Status Remote Config... Refresh Filter
Name Type ConnectionM__. | IP Port BaudRate  Dial-up Connection St Refresh
10.7.52.106 Access Controller_DS-K2601 TCPIP 10.7.52.106 8000 1 Offline =]
Online Device(0)

Add to Client Add All Device Refresh Filter

Name Type P Port IsAdded

The interface is divided into 2 parts: device management and online device detection.

Device Management:

Manage the access control devices, including adding, editing, deleting, and batch time
synchronizing functions.

Online Device Detection:

Automatically detect online devices in the same subnet with the access control server, and the
detected devices can be added to the server in an easy way.
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2.1.2 Device Management

Adding Device
Steps:

1. Click the Add Device | t4 enter the Add Access Control Device interface.

Add the second level controller of the access. x

Mame:
Type: Access Controller_DS-K2601 ~
Connection Mode: TCPRIP ~
Address:
Fort: f000
Baud Rate:
Dial-up 1
Add Cancel

Input the device name in the text filed to be displayed in the software.
Select the device type in the dropdown list.
Select the connection mode in the dropdown list: TCP/IP or COM port.
COML1-5: Connect the device via the COM port.
TCP/IP: Connect the device via the network.
5. Set the parameters of connecting the device.
If you choose to connect the device via network, you should input the IP address and port No.
of the device, and set the Dial-up value to 1.
If you choose to connect the device via COM port, you should set the Baud Rate and Dial-up

value.

6. Click the Skl button to finish adding.

Editing Device

Purpose:

After adding the device, some advanced parameters can be configured in the editing device
interface, e.g. downloading hardware parameters, reading hardware parameters, time

synchronizing, configuring access point, etc.

Steps:
1. In the device list, click Modify button to edit the information of the selected added
device.
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Edit Access Controller x

Hardware Para... | Reading Hard Time Settings

+ 3 10752106 Basic Information| Expansion Info.

Name: aa
Type Card Reader_DS-K1100

Dial-up: 1

Edit | = Cancel

2. Configure the basic parameters of the device on your demand, which are the same as the
ones when adding the device.
3. (Optional) Check the checkbox of Enable Holiday to enable the holiday parameters when

downloading permissions.

4. Click the LU button to finish editing.

5. Click the [PewnloadHar..| hytton to download the updated parameters to the local memory of
the device.

Deleting Device
Steps:
1. In the device list, select a device by clicking it, or select multiple devices by pressing Ctrl

button on your keyboard and clicking them one by one.

2. Click the Dk button to delete the selected device(s).

3. Click OK button in the popup confirmation dialog to finish deleting.

Batch Time Synchronization
Steps:
1. In the device list, select a device by clicking it, or select multiple devices by pressing Ctrl

button on your keyboard and clicking them one by one.

2. Click the Time Adjustment button to start time synchronization.

A message box will pop up on the lower-right corner of the screen when the time

synchronization is compeleted.
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2.2 Access Control Point Management

2.2.1 Interface Introduction

Access Control Point
The adding, deleting and
editing of person and

. department. .

Click the : icon on the control panel to enter the door management
interface.

B& Control Panel 7| Access Conlr...

Add Group Delete Group Access Control Point under Group test
Search 9 Import Edit Delete Filler
Name Belong to Controller & | Door Camera Position
10.7.52.106_Door1 10.7.52.106 1

Group Management
The doors can be added to different groups to realize the centralized management.
Door Management

Manage the specific door under the door group, including importing, editing and deleting door.

2.2.2 Group Management

® Adding Group
Steps:

1. Clickthe | " AddGOUD | hutton to pop up the Add Group dialog.
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Mame: group 1

OK Cancel

OK

2. Input the group name in the text field and click the button to finish adding.

Note: Multi-level groups are not supported yet.

® Editing Group
Steps:
Double-click the group or right-click the group and select Edit in the right-click menu.

® Deleting Group
To delete a group, three ways are supported.

€ Click to select a group and click the Delete Group | hytton.

€ Right-click a group and select Delete in the popup menu.

€ Move the mouse onto the group and click icon of it.
And then click the OK button in the popup window.

2.2.3 Door Management

Doors under the group can also be edited, refer to the following instructions.

® Importing Door
Steps:

1. Click the Import ' hutton to pop up the import door interface.

Select a door to import by clicking it.

Click to select a group in the right side bar to import to.

4. Click Import button to import the selected doors or click fnpe 58 to

import all the available doors.
Note: You can click button on the upper-right corner of the window to create a new group.
® Editing Door
Steps:

1. Click to select a door in the list and click the Edd button to edit the door.
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2. Edit the Door Name and Position.

3. Click 1 1 button to finish editing.

Note: you can also enter the Edit interface by double clicking the door from the list.
® Deleting Door

Several ways are supported to delete the door, as shown below.

€ Click to select a group in the group list, select door(s) under it, and click Dlets
button.
€ Click to select a group in the group list, and click Delole button to delete all doors

under the group.

€ Move the mouse onto a group in the group list, and click button to delete all doors
under the group.

Note: you can also edit/delete a door on the Import Access Control Point panel.

Import Access Control Point x
Access Control Point Group
Search o) Search.. P

10.7.52.106_Door1

Import

Import All

Steps:

1. Select a control point on the Group panel.

2. Click the /uicon to enter the Edit Access Control Point panel or to delete the control

point.



Chapter 3 Permission Management

3.1 Person Management

3.1.1 Interface Introduction

Click the icon on the control panel of the software.

Adding, editing, deleting and filtering of the department and person are supported in this

interface.

3.1.2 Department Management

Steps:

1. In the department list, click AddDepart.. | phytton to pop up the adding department
interface.
Notes:

® Multi-level department system can be created. Click a department as the upper-level

deparment and click AddDepart... | |y tton, and then the added department will be

the sub-department of it.
® Upto 10 levels can be created.
2. You can double-click an added department to edit its name.

3. You can click to select a department, and click the Delete Depa...| pytton to delete it.

Notes:

® The lower-level departments will be deleted as well if you delete a department.

® Make sure there is no person added under the department, or the department cannot
be deleted.

3.1.3 Person Management

Steps:

Add Person

1. Select a department in the list and click the in the person infoarmation list to
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pop up the adding person interface.
2. Input the Person Name (required), Gender, ID Card, etc., upload the photo of the person and

oK

click to finish adding.

Note: The format of the photo should be .jpg.
3. You can double-click an added person to edit its information.

4. You can click to select a person, and click the ikchs button to delete it.

If a card is associated with the current person, the association will be invalid after the person
is deleted.

3.2 Card Management

3.2.4 Interface Introduction

e |

Click on the control panel of the software to enter the card

management interface.

The cards are divided into 3 types: Blank Card, Normal Card, and Lost Card.
Blank Card: A card has not been issued with a person.

Normal Card: A card is issued with a person and is under normal using.
Lost Card: A card is issued with a person and is reported as lost.

3.2.5 Blank Card

® Adding Card

Before you start:

Make sure a card dispenser is connected to the PC and is configured already. Refer to 5.2.2 Card
Dispenser Configuration for details.

Steps:

1. Click the AddCard | hytton to add cards.

2. Two modes of adding cards are supported.
Adding Single Card

Choose the Single Add as the adding mode by clicking the to
Date, Expiring Date and Card No. in the text field.

2/ and input the Start

12
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Add Card x

Adding Method: Add One 2/ Bulk Adding
Activation Date  2014-09-18 00:00:00 ﬂ
Expiry Date 2036-12-31 00:00:00  [51
Start card No.
Last Card No.:
OK Cancel

Batch Adding Cards

Choose the Batch Add as the adding mode by clicking the to ® and input the Start
Date, Expiring Date, tart No. and End No. in the corresponding text fields.

3. Click the 2.2 button to finish adding.

4. Click an added blank card in the list and click Issue Card | hytton to issue the card with a

person.
Note: you can double click the blank card in the card list to enter the Issue Card Page.

OK

5. Click to choose a person on your demand in the popup dialog box and click to

finish.
The issued card will disappear from the Blank Card list, you can check the card information in
the Normal Card list.

® Deleting Card

You can click an added blank card in the list and click Delete button to delete the

selected card.

3.2.6 Normal Card

Mormal Card

Click the tab in the card managemet interface to show the Normal Card list. You

can view all the issued card information, including card No., card holder, and the department of
the card holder.

@ Click to select a card and click the = ©Nan@eCard | 45 change the associated card for card
holder. Select another card in the popup window to replace the current card.

Return Card

@ Click to select an issued card and click the to cancel the assotiation of the

card, then the card will disappear from the Normal Card list, which you can find it in the
Blank Card list.

13



User Manual of Access Control System

@ Click to select an issued card and click the @ ©ard Reporte...

to set the card as the Lost Card,
that is, an invalid card.

Fassword Sett. .

@ Click to select an issued card and click the to set the password for the card,

set the password in the text filed and click the OK button to finish setting.

The password will be required when the card holder swiping the card to get enter to or exit
from the door if you enable the card&password authentication on the advanced
configuration page.

3.2.7 Lost Card

Click the C3rdReponedloss +a in the card managemet interface to show the Lost Card list. You

can view all the lost card information, including card No., card holder, and the department of the
card holder.

@ Click the Disipics button to resume the card to the normal card.

@ Click the C@@Replace... 1, tton to issue a new card to the card holder replacing for the lost

card. Select another card in the popup window as the new card and the predefined
permissions of the lost card will be copied to the new one automatically.

3.3 Schedule Template

3.3.1 Configuring Week Plan

® Adding Week Plan

System defines 2 kinds of week plan by default, Enable Week Plan by Default and Disable Week
Plan by Default. You can define custom plans on your demand.

Steps:

1. Click the | AddWeekP-.| 5 hop up the adding plan interface.

2. Input the name of week plan in the text filed and click the 94 button to add the

week plan.

3. Select a week plan in the plan list on the left-side of the window to edit.

4. Click and drag your mouse on a day to draw a blue bar on the schedule, which means in that
period of time, the cofigured permission is activated.

5. Repeat the above step to configure other time periods.

14
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Or you can select a configured day and click the [Elcopytow... 14 copy the same settings to

the whole week.

® Deleting Week Plan

€ Click to select a configured duration and click the ¥ Delete AUl 14 delete t.

@ Click the  [Cleardura .| v clear all the configured durations, while the week plan still

exists.

¢ Click the Delete Wee... | {5 delete the week plan directly.

3.3.2 Configuring Holiday Group

® Adding Holiday Group

Steps:

1. Click the Add holiday.. | +5 pop up the adding holiday group interface.

2. Input the name of holiday group in the text filed and click the 2. button to add the
holiday group.
Note:At most 4 holiday groups can be added.

3. Select a week plan in the plan list on the left-side of the window to edit.

4. Click the Addholiday| hytton to add a holiday in the holiday list and configure the

duration of the holiday.

Haoliday list Add holiday

Serial... Start Time End Time Duration Action

oo 0z 04 0B 05 10 12 14 1B 18 20 22 24

1 |l20140913 BB]l20120913 [ I | x

1) Click and drag your mouse on a day to draw a blue bar on the schedule, which means in

that duration, the cofigured permission is activated.
15
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5.

2) Click to select a configured duration and click the % to delete it.

-

3) Click the [0 to clear all the configured durations, while the holiday still exists.

4) Click the R to delete the holiday directly.

Clickthe & sawe button to save the settings.

Note: The holidays cannot be overlapped with each other.

3.3.3 Configuring Schedule Template

The schedule consists of week plan and holiday group; you can only choose which plan and group

to enable in the schedule template configuration interface. Configure the week plan and holiday

group before configuring the schedule template.

Steps:
1. Clickthe | Addschedul | +5 nop up the adding schedule interface.
2. Input the name of schedule in the text filed and click the 4. S button to add the

schedule.
3. Select a week plan you want to apply to the schedule.

Click the Week Plan tab and select a plan in the dropdown list.

@ weekPlan |E= Holiday group
Week P_. weekdays 3 | ¥
uli} 0z 04 06 05 10 12 14 16 18 20 22 24
- I

4. Select holiday groups you want to apply to the schedule.

16



User Manual of Access Control System

0 week Plan = Holiday group

Haoliday group to be selected Holiday group selected
Search.. jo} Serial... Holiday group... Remark
holiday 2 1 holiday 1

Add
Delete

Clear

€ Click to select a holiday group in the left-side list and click the L to add it.

€ Click to select an added holiday group in the right-side list and click the Deleles

to delete the it.

€ Click the Clear ' to delete all the added holiday groups.

5. Clickthe & sawe button to save the settings.

3.4 Door Status Management

Purpose:
The function of Door Status Management allows you to schedule weekly time periods for a door to

remain open or closed.

Status Duration
L Configure the door state
4 Durations.

Click the icon on the control panel to enter the interface.

17



User Manual of Access Control System

Steps:

1.
2.
3.

rol Panel

Access Control Lis & Access Control.. | Door Status Configuration Copy To H cave
Search.. i}
[E 10752 106_Door1 Remain Open Bkemain Closed [Elcopy to whole w. ¥ Delete dur. M Clear

Monday

Tuesday

Hednesday

Thursday

Friday

Satwrday

Sunday

Enter the Door Status Management page.

Click and select a door from the door list on the left side of the page.

Draw a schedule map.

1)

2)

Select a door status brush

Bamam Opan, |/ Whemain Closed o the upper-left side of the

Door Status Settings panel.

Remain open: the door will keep open during the configured time period. The brush is
marked as yellow.
Remain Closed: the door will keep closed during the configured duration. The brush is

marked as blue.

Click and drag the mouse to draw a color bar on the schedule map to set the duration.

Wonday

Tuasday

e dnesday

Thursday

Friday

Saturdasy

@ Zundsy

Notes

The min. segment of the schedule is 30min.

You can copy the configured time periods of a day to the whole week.

Steps:

18
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7.

1. Select a day which has already been configured.
2. Clickon [EJcopy to whole w... to copy the time periods to the whole week.
Edit the schedule map.
®  Edit Duration:

Click and drag the color bar on the schedule map and you can move the bar on the time
track.
Click and drag the mouse on the ends of the color bar and you can adjust the length of the
bar.

® Delete a Duration:
Click and select a color bar and click X Delete dur... to delete the time period.

®  (Clear All Durations:

. [ Clear dura... . .
Click m to clear all configured durations on the schedule map.

Clickon & sawe to save the settings.

Copy To

You can copy the schedule to other doors by clicking on and select the required

doors.

Copy To x

Please selectt.

Search.. je

V

OK Cancel

Click on & Pownlozdboor.| 14 anter the Download Door State page.

Download Door State

Select one or more doors to download N.O. duration.

Search... =l
:

testd01_Doorl

OK Cancel

19
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8. Select a control point and click OK to download the configuration to the system.

3.5 Permission Configuration

icon on the control panel to enter the interface.

Add Permi.. Delete Download Permission

Main Type: By Person ~ Sub Type: Door ~ Content: Search Reset

Person Name Department Door Schedule template

Total: 0 Page: 111 Go

Permission Configuration

Purpose:

You can allocate permission for people/department to enter/exist the control points (doors) in
this section.

Steps:

1. Enter the Permission page.

2. Clickon Add Pemi.. jcon on the upper-left side of the page to enter the Add Permission

page.

20
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ontrol Permission

@ Choose Type

Person
Note: Configure access control point for person.
By Department
Note: Configure access control point for department

By Access Control Point

Note: Configure access control pointto person and department.

By Door Group

Note: Configure person ani

COC0OB0

lepariment permission for door group

Previous Next Cancel

3. Select an adding type in the Select Type interface.

4 By Person: you can select people from the list to enter/exit the door.

4 By Department: You can select departments from the list to enter/exit the door. Once
the permission is allocated, all the people in this department will have the permission to
access the door.

€ By Access Control Point: You can select doors from the door list for people to enter/exit.

4 By Door Group: You can select groups from the door list for people to enter/exit. The
permission will take effect on the door in this group.

4. Click Next to enter the Permission Configuration interface.

New Acc ntrol Permission
Template Default Enable Schedule Template ~
5y Permission
— Set‘lings Please choose person. Please choose the access control point and the.
Search. o) Gearch.. je
- _ Access Control Point Door Group
& 121 ~ [l 10752106_Door1
& 212121
5 fiT
Previous Done Cancel

5. Click on the dropdown menu to select a schedule template for the permission.

Template: Default Enable Schedule Template kil

Note: The schedule template must be configured before any permission settings. Refer to
3.3 Schedule Template for detailed configuration guide.

21
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6. Select people/ department and corresponding doors/door groups from the appropriate lists.

Please choose person: Flease choose the access control point and the

Search... el Search.. P
= _ Access Control Point Door Group
£ 121 < [l 10.7.52.106_Door1

& 212121
i

o

Note: The lower-level of department will also be selected if the highest-level of department

is selected,
7. Click Done to complete the permission creation.

Download Fermission | {5 enter the Download Permission page.

8. Click
Download Permission
Download Met. .. ® Download All
Please choose controller to download.:
Search... jol
A 10.7.52.106
OK Cancel

9. Select a control point and click OK to download the permission to the device.

22



Permission Searching

Purpose:

After the permission configuration being completed, you can search and view permission

assigning condition on the searching interface.

Steps:

1.

Enter the Permission page.

Add Permi_ Delete Permis Download Permission
Main Type: By Staff 2 Sub Type: Access Control Point | ~ Content. Search Reset
Name Department Access Control Point Template

Enter the search criteria (main type/sub type/permission content).
Add Permi.. Delete Permis.... Download Permission

Main Type By Staff - Sub Type: Access Control Point b4 Content: Search Reset

Click Search to get the search results.

Main Type: By Person ~ Sub Type: Door ~ Content: Search Reset
Person Name Department Door Schedule template
Medy CCA test001_Door1 test002
tricy CCA test001_Door1 test002
Ken ACBC test001_Door1 test002
Ben ACBC test001_Door1 test002

Note: You can click Reset on the search criteria panel to clear all the displayed search results.

Main Type: By Person v SubType: Door v Content Search Reset

Permission Deleting

Steps:

1.

Follow steps 1-3 in the Permission Searching section to search for the permission needs to be
deleted.
Click to select the permission from the results list.

Main Type: By Staff v Sub Type, Access Control Point L Content: Search Reset
Name Depariment Access Control Point Template
121 test 10.7.52.106_Door1 fdsa
212121 test 10.7.52.106_Door1 fdsa

Note: you can press the CTRL or Shift key on the keyboard,
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3. Click Lslele to delete the permission.

4. Click Download Fermission | to enter the Download Permission page.

Download Permission

Download Type: ® Download All
Select one or more device to download:
Search o]
s
v | test001
OK Cancel

5. Select a control point and click OK to download the deletion operation to the device.

24
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Chapter 4  Access Control

Purpose:

In this section, you are able to anti-control the status of the door and to check the event report of
the control point.

To access the following functions, please login the iVMS-5200P Control Client, and click

Tool->Access Control Configuration

4.1 Status Monitor

Purpose:
You can anti-control the door status and check the real-time access event information for the
control point.

Click the
B8 Control Panel Fa Permission 5] status Monitor BB EventSearch 8 AccessEvent gy Advanced
Door Group Status information Open Close Blaways open  @Aways Close
Search o]

test001_Door1

Realtime Event More

Event Source:  testd01_Door1
Card No
Event Type Normally Open Stopped

Event Time: 2014-09-12 16:24:08

4.1.1 Access Anti-control

Door Anti-control

Purpose:
You can control the status for a single control point (a door) in this section.
Steps:

1.  Enter the status monitor page.
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2. Click on theicon on the Status Information panel to select a door.

3. Click on the button listed on the upper-left side of the Status Information panel to select a

door status for the door.
M oeen . Click on the button to open the door once.
Clese - Click on the button to close the door once.
Blaways 0pen . Click on the button to keep the door open.

@hiwass Ciose . Click on the button to keep the door closed.

4.  You can also right click the icon and to select a status for the door.

o

Il Cpen
test001_| -
il Close
E Always COpen
Always Close

Note: If the status is selected as Remain Open/Remain Closed, the door will keep open/ closed

until a new anti-control command being made.

Group Anti-control

Purpose:
You can control the status for a group of control points (doors) in this section.

Steps:

1. Enter the status monitor page.
2. Right click on a group in the Group list and to select a door status for the group.

Door Group 1
Search... o

Close
E Always Open
Always Close

Note: If the status is selected as Remain Open/Remain Closed, all the doors in the group will
keep open/ closed until a new anti-control command being made.
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4.1.2 Access Status

The door status will be represented instantly by the change of icon on the Access Information

panel if the access event is triggered or an anti-control command is made.

testd01_Door testd01_Door

4.1.3 Real-time Event

You can check the Real-time information of the access event on this panel. Click More to enter
the Access Event page to view more event information.

Realtime Event More
Event Source: test001_Door1
Card No.:
Event Type: Normally Open Started
Event Time: 2014-09-12 19.07 .56

4.2 Access Event

Purpose:
You can view real-time access event (such as swiping to open the door, unrecognized card

number, duration group error, etc.) information in this section.

| Access Control Event
i

\ | Display access control
=== event, and card holder.

Click the icon on the control panel to enter the interface.
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Aceess Control Event Information Card Holder Information

Ser... | Event Type CardHolder | Card No Event Time Event Source Direction

7 RemoteLogin 2014-09-18 16:5357 10733251

6 CloseDoor 2014-09-18 16:52:47 10.7.33.251_Door1

5 LockDoor 2014-09-18 16:52:47  10.7.33.251_Door1

4 Remote Software C 2014-09-18 16:52:47  10.7.33.254_Door1

3 MNormal Open 2014-09-15 16:52:44 107 33.251_Doorl

2 UnlockDoor 2014-09-18 16:52:43  10.7.33.251_Door1

1 Open Door with re. 2014-09-12 16:52:43  10.7.33.251_Door1
Person No.
Name:
Gender:
1D Type:
D No.
Belongto.
Phone No.
Address

Steps:

1. Enter the access event page.

2. View the event information in the event list.

3. Click on an event to view the information of the card holder on the Person Information panel
on the left side of the page.

4.3 Event Search

Purpose:
You can search historical access event according to the search criteria (such as event type, name
of the person, card No. or start/end time) in this section.

b- | PR .
! Search kup
™ the histo
Card Holder Information
Event Type: Al v Start Time 2014-09-12 00:0000 [
CardHolder End Time 20140918 235050 [ Seards
Card No.
Search Result 3 Export
Seria_ | EventType CardHolder | CardNo Event Time Event Source Direction
0 Close Door 2014-09-18 16:52:47 10.7.33.267_Doort
10 DoorLockOpen 2014-09-18 16:52:47 10.7.33.267_Doort
11 CloseDoor 2014-09-18 16:52:47 10.7.33.267_Doort
12 Remote Control Close 2014-08-18 16:52:47  10.7.33.251_Doort Person No-
13 Remote Software C. 2014-09-18 16:52:47 10.7.33.261_Doort
Name:
14 Lock Door 2014-09-18 16:52:47  10.7.33.251_Door1
Gender
15 Remaote Control Close 2014-09-18 16:52:47  10.7.33.251_Door1
16 Remaote Control Close 2014-09-18 16:52:47  10.7.33.251_Door1 1D Type:
17 Remote Software C. 2014-09-18 16:52:47  10.7.33.251_Door1 1D No
18 Close Door 2014-09-18 16:52:47  10.7.33.251_Door1
Belong fo
19 Remote Control Close 2014-09-18 165247 107.33.251_Doort
20 DoorLock Closed 2014-08-18 165247 107,33 251_Doort Phane No.
21 Remote Control Close 2014-09-18 165247 107.33251_Doort
Address
22 Glose Door 2014-09-18 165247 107.33251_Doort
23 Close Door 2014-08-18 165247 107.33.261_Doort
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Steps:
1. Enter the event search page.

2. Enter the search criteria (event type/ person name/ card No/ start &end time).

Event Type: Al v Start Time: 2014-00-18 00:00:00 [
Card Holder: End Time: 2014-09-18 23:59:59  [10 Seariy
Card Mo.

3. Click Search to get the search results.
View the event information in the event list.

5. Click on an event to view the information of the card holder on the Person Information panel
on the left side of the page.
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Chapter 5 System Maintenance

5.1 Log Management

5.1.1 Interface Introduction

Purpose:
The log files of the Access Control System and the devices that connected to the Access Control
System can be searched for checking.

—— Log Search
? ! figuration and
28] coni icon on the control panel to open the Log Search page.

== Control Panel B LogSearch

Search Condition Search Result @ Expont

Click the

No Operation Type Time Content
Log Type!

@ Configurat Control Log

Operation Type:

All o

Start Time:

2014-09-18 00:00:00 e}

End Time:

2014-09-18 23:59:59 ﬂ

Q. search

Search Configuration Logs

Purpose:

The Configuration Log files of the Access Control System can be searched by time ,including
One-card Configuration, Access Control Configuration, Downloading Permission and System
Configuration.

Steps:

1. Open the Log Search page.

Select the radio button of Configuration Logs.

Select the Operation Type of log files.

o
Click the icon LY to specify the start time and end time.

s W

Click Search. The matched log files will display on the list.
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You can check the operation time, log type and other information of the logs.

Note: Please narrow the search condition if there are too many log files.

Search Control Logs

Purpose:

The Control Log files of the Access Control System can be searched by time ,including Access
Control and Log Search.

Steps:

1. Open the Log Search page.

Select the radio button of Control Logs.

Select the Operation Type of log files.

o
Click the icon LY to specify the start time and end time.

e W

Click Search. The matched log files will display on the list.
You can check the operation time, log type and other information of the logs.
Note: Please narrow the search condition if there are too many log files.

5.1.2 Search Configuration Log

Search One-card Configuration Logs

Purpose:

The One-card Configuration Log files include departments, persons and cards log files. One-card
Configuration of the Access Control System can be operated as adding ,modifying and deleting
logs.

Steps:

1. Open the Log Search page.

Select the radio button of Configuration Logs.

Select the operation type as One-card Configuration.

et
Click the icon L to specify the start time and end time.

ke N

Click Search. The matched log files will display on the list.
You can check the operation time, log type and other information of the logs.
Note: Please narrow the search condition if there are too many log files.

Search Access Control Configuration Logs

Purpose:
The Access Control Configuration Log files include Access Control devices log files. Access Control
Configuration of the Access Control System can be operated as adding, modifying and deleting
door groups or doors and access control device permission operations.
Steps:
1. Open the Log Search page.
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Select the radio button of Configuration Logs.
Select the operation type as Access Control Configuration.

o
Click the icon LY to specify the start time and end time.

e W

Click Search. The matched log files will display on the list.
You can check the operation time, log type and other information of the logs.
Note: Please narrow the search condition if there are too many log files.

Search Downloading Permission Logs

Purpose:

The Downloading Permission Log files include downloading permission log files, and no record for
downloading permission failure log files.

Steps:

1. Open the Log Search page.

Select the radio button of Configuration Logs.

Select the operation type as Downloading Permission.

o
Click the icon LY to specify the start time and end time.

e W

Click Search. The matched log files will display on the list.
You can check the operation time, log type and other information of the logs.
Note: Please narrow the search condition if there are too many log files.

Search System Configuration Logs

Purpose:

The System Configuration Log files of the Access Control System can be searched as system
configuration interface log files.

Steps:

1. Open the Log Search page.

Select the radio button of Configuration Logs.

Select the operation type as System Configuration Logs.

o
Click the icon LY to specify the start time and end time.

AN S

Click Search. The matched log files will display on the list.
You can check the operation time, log type and other information of the logs.
Note: Please narrow the search condition if there are too many log files.

5.1.3 Search Control Log

Search Access Control Logs

Purpose:
The Access Control Log files of the Access Control System include door groups and doors access
control logs and door on/off control log files.
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Steps:

1. Open the Log Search page.

Select the radio button of Control Logs.

Select the operation type as Access Control Logs.

o
Click the icon LY to specify the start time and end time.

e W

Click Search. The matched log files will display on the list.
You can check the operation time, log type and other information of the logs.
Note: Please narrow the search condition if there are too many log files.

Log Search

Purpose:

The Log Search of the Access Control System include informations for configuration log files and
control log files.

Steps:

Open the Log Search page.

Select the radio button of Control Logs.

Select the operation type as Log Search.

L
Click the icon LY to specify the start time and end time.

e W

Click Search. The matched log files will display on the list.
You can check the operation time, log type and other information of the logs.
Note: Please narrow the search condition if there are too many log files.

5.2 System Configuration

5.2.1 Interface Introduction

Purpose:
The general parameters, Auto Time Adjustment and Card Reader of the Access Control System
can be configured.

Click the icon on the control panel to open the System Configuration
page.
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System Configuration x
FEEEFEIIZEE Sooossonnos 0os 0ons 0ns 000000 0o 9s 0 08 Do Son Soo0

Card Dispatcher
- p + Auto Time Synchroniza... Everyday = go:oo

Restore Def. Save

Auto Time Adjustment

Purpose:

The Auto Time Adjustment of the Access Control System can operate auto time adjustment to all
access control devices of the Access Control System according to specified period and time.
Steps:

Open the System Configuration page.

Click the General tab to enter the General Settings interface.

Tick the checkbox to enable Auto Time Adjustment.

Select the matched day and input the time to operate the time adjustment.

v e

Click Save to save the settings.
Note: You can click Default Value to restore the defaults of all the local configurations.

Card Reader Configuration

Purpose:

The Card Reader Configuration is for Access Control System to read the card by setting Card

Reader parameters. For now D8E-U-A-IIl and DS-K1F100-M card reader types are supported.

Steps:

1. Open the System Configuration page.

2. Click the Card Reader tab to enter the Card Reader Settings interface.

3. Select the device type, connection mode, serial port, baud rate and other parameters of the
Card Reader Configuration.

4. Click Save to save the settings.

Note: You can click Default Value to restore the defaults of all the local configurations.
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5.2.2 Card Dispenser Configuration

Purpose:
The Card Dispenser of the Access Control System can be configured.

.» Card Reader

Click the icon on the control panel to open the Card Reader

Configuration page.

System Configuration X

= General

Device Type DEE-U-A-lll <
Connection Mode: UsSB -
Serial Port:
Baud Rate:
Timeout: 200 ms
Beep: @ Yes Mo

Card Type: General >

Default Value Save

Configuration Instruction

Purpose:
The Card Reader Configuration of the Access Control System can configure device type,
connection mode, serial port, baud rate and other parameters of the Card Reader Configuration.

® DS-K1F100-M: select Serial Port Mode as accessing mode (currently only support serial port
mode), the serial port NO. is the COM port NO. of the computer. Set other parameters as
default.

® DB8E-U-A-lll: select USB Mode as accessing mode (currently only support USB mode). Set
other parameters as default.

® |tis supported using card type as regular and Wiegand.

® \When the BEEP is selected as “YES”, the audio will be off when you click the “SAVE” if the
Card Reader Configuration is set wrong; the audio will be on when you click the “Save” and
when you insert the card reader if the configuration is set correct.

Note: You can click Default Value to restore the defaults of all the local configurations.
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