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The Browser Interface

Overview
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The browser interface of Simple Surf 3 has been designed to combine user familiarity from their experience
with other widely used web browsers and the considerations that must be taken when designing for touch

screens and public devices.

The browser toolbars are fully customizable allow administrators to change the button graphics, button text
and button actions. The toolbars can be set visible or hidden allowing administrators to create an interface
with navigation buttons and no address bar, both address bar and navigation buttons or no toolbars at all

depending on their needs.

The top right hand corner displays a progress bar to indicate web page download progress.

The address bar has a drop down containing the history of the current session; this is cleared when the
browser is logged off or restarts after idle time.



The Tab Bar

Back Forward Stop Refresh . Print
Mhﬁp:ﬁm.google.m.ukﬁ

As with most other modern web browsers Simple Surf 3 supports tabbed browsing, it also uses tabs to
control the opening of new windows and pop-ups. The use of tabs to control new windows allows users to
navigate between web pages easily in the restricted kiosk environment. The tab bar cannot be removed
from the browser interface.

When a secure web page is displayed the containing tab shows a
x f-f padlock to alert the user that the page is secure.

, On the right hand side of the tab is a close button, when the user clicks
w”ﬁps3ffw-9°°9|e-ﬂ°mfaﬂﬂm this button the tab is closed. If there is only one tab open when the user

[Gm i Exmedh from Go-. ) ﬂlﬁ closes it a new tab is automatically opened and navigates to the “New

Tab” address.
I .
[ B _|

Special Buttons

Simple Surf 3 has some special buttons that can be used to help users navigate the web and to protect their
personal information. These buttons are Log Off, Down, Up, Search+ and Mail+.

Down, Up and Log Off

The Down and Up buttons are to assist people with disabilities or when a
touch screen is used. By clicking these buttons the web page is scrolled up
or down in the same way as when Page Up and Page Down buttons is
pressed on a keyboard.

Log Off closes restarts the browser interface during which process all user
information, session cookies, java scripts and applets and navigation history is deleted so that the next user
of the interface does not have access to this information.

1 il The mail+ and search+ buttons allows
the administrator to configure multiple
web mail and search providers which
Tzervi s

. are offered to the user in easy to click
/~,) Yahoo!

drop down menus.
p Google

Mail+ and Search+
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Yahoo! Mail Sm p MSM
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Closing Simple Surf 3

To close Simple Surf 3 an operator must know the correct procedure, user name and password. Once the
shutdown procedure has start the operator has 30 seconds to enter the correct user credentials, when this
has been done they have a further 30 seconds to choose a shutdown option.

To access the administration log in panel from Simple Surf 3 click the progress bar in the top right corner of
the navigation bar. If there is no navigation bar visible in the Simple Surf 3 configuration the portal designer
must provide a suitable CyberD Action Link to allow access to the administrator log in panel (see below).

Administrator Log In Administrator Log In

&

_______________________

Administrator Usemame: Administrator Usemame:

Q? fadn ' |

‘__jy Administrator Passward:

Administrator Password:

| |

|
| |
Cancel | Log In | Log In |

Administrator Options
E < JL‘};I
Close for Restart
Service Suppurt Browser
Log Off Restart Shutdown
Windows System System

The default credentials when Simple Surf is first installed are:

Username : admin
Password : asecret

These credentials should be changed before the system is deployed in a public area.

Administrator Options

Close for Service — This function closes Simple Surf 3 in the same way as log off but it does not
restart the browser. Security settings imposed on the operating system are also removed allowing
access to keyboard combinations such as CTRL+ESC, CTRL+ATL+DEL, the Windows key and right
mouse click. For systems running Watchdog 3.1 for Simple Surf 3 this function also alerts Watchdog
not to restart the browser. For systems running CyberD Secure Shell the engineer will require a full
size keyboard connected to the PC so that they can access Task Manager and start Windows
Explorer to access the desktop.

Call Support — For clients who have a remote maintenance contract with CyberD this function
initiates a Call Support session with our technical support team, you must have Call Support
installed on the PC for this to have any effect.

Restart Browser — This function is identical to the Log Off button in the navigation bar.

Log Off Windows — This function closes Simple Surf 3 and logs the current Windows user off so
that an engineer can quickly access an administrative account on the PC.

Restart System — This function reboots the PC.

Shutdown System — This function turns off the PC.



CyberD Action Links

Action Links are a method of embedding simple but vital controls to Simple Surf 3 into HTML for systems that
do not display a navigation bar.

There are three different Action Links; quit, callsupport and print. The format of an Action Link is
“action:command”, they can be placed in HTML as if they were a normal hyperlink and will have no effect
in other browsers.

e.g.. <a href="action:quit'">(quit)</a>

Action Link “quit”

Quit has two formats, a basic action:quit which opens the administrator log in panel and
action:quit=username+password which closes Simple Surf 3 and puts the system in Service Mode.
Action Link “callsupport”

This Action Link starts a Call Support session for clients with a remote maintenance contract with CyberD
and Call support installed.

The format for this Action Link is action:cal lsupport.

Action Link “print”

For systems not displaying the navigation bar print functionality can be added to the web page by using this
Action Link. When clicked Simple Surf 3 prints the current web page to the default printer with no user
prompts in the same way as the navigation print button would.

The format for this Action Link is action:print.



The Settings Interface

The settings interface allows administrators to customize there Simple Surf 3 deployment quickly and easily.
When using this application you must be connected to the internet and signed in as the Windows user under
which the kiosk system will run; using this application from another Windows user account may have limited
or no effect on the system when run as its kiosk account.

Web Settings

Basic Settings

Configure your Simple Surf 3 kiosk browser

-

‘ i - o .
Web Settings User Interface W Logs and Files .,

. Administrator Settings L --‘, Reset and Restore
[ -

Basic Web Settings

Home oo
' This is the page displayed when a user clicks the "Home" button, after the idle time has passed and
Basic Settings when the browser starts.

|hﬁp  fwwnw cyberd co uk

p [ This page is a disclaimer that halts navigation urtil the user clicks the "Agree” link.
Search Settings To hide the Home button use "User Inteface” settings panel.

~ || New Tab Page
b This is the page displayed when a user clicks the "Mew Tab" button or when they double click the tab bar.

Mail Settings |hﬁp:,-’fwww cyberd co.uk/ v

@ Use Home Page Use Blank Page
[

\Web Restrictions To corfigure how tabs work use "User Inteface” settings panel.

News Page
@ This is the page displayed when a user clicks the "News" button .
Custom Buttons |hﬂp:,-’f"news.bbc.co.uk

To hide the Mews button use "User Interface™ settings paneal.

Status

There are no emors in your curent corfiguration .

Do not verfy URLs

In Basic Settings you set the URLs for your Home Page, the page opened when the browser starts, the New
Tab Page, the page opened when the New Tab button is clicked and the News Page, the page opened when
the News button is clicked.

For systems that require users to first agree to terms and conditions or a disclaimer tick the box below the
Home Page value. If this box is ticked whenever the browser displays the home page all buttons on the
navigation bar will be disabled with the exception of the Log Off, Up, Down and Refresh buttons, the address
bar will also be disabled. All links web page displayed will remain active to allow web designers to create
disclaimer pages that best suit the needs of the deployment.

Ticking the “Do not verify URLS” stops the setting application from test each URL after you have entered it,
this speeds up the configuration process. When you save your settings all URLs entered will be tested so
that no button results in a broken link.



Search Settings

By selecting from the two options at the top of this settings page you can opt for the Simple Search or
Search Plus, this will affect the available buttons in the User Interface settings pages.

10| x|
Configure your Simple Surf 3 kiosk browser

O

-

. . =
Web Settings User Interface " Logs and Files ., - Administrator Settin

Search Settings (¥ Use Simple Search () Use Search Plus

To hide these buttons use "User Interfface” settings panel.
r Simple Search Settings

p Search Page This is the page displayed when a user clicks the "Search" button.

it/ Awevw yahoo .co uk
Mail Settings Search Plus 1
Title |‘r’d'1oo! | URL ||-t|:p:ffwww.ydﬂoo.m.hk
Search Plus 2
Title |Google | URL |Hm:ffwww.goode.m.d{
Search Plus 3
Title |M5N | URL |Hl:p:ﬂwwwmm.m.di

Search Plus 4
Title | | UHL|

r Search Pluz Seftings

Search Flus allows you to offer your users more ways to search from the one "Search Plus” button.
You can offer up to four different search engines from this button for your users to choose from.

Custom Buttons

Settings Status

, There are no emors in your curent configuration.
- M Do not verify URLs

Simple Search links one search page to the Search button in the navigation bar, set this value in the Search
Page box after selecting Simple Search.



i
Configure your Simple Surf 3 kiosk browser
y "

- o- -
Web Settings User Interface r‘— Logs and Files ., » Administrator Settings

Search Settings i Use Simple Search  {*) Use Search Plus
r Simple Search Settings

p Search Page This is the page displayed when a user clicks the "Search” button.

To hide these buttons use "User Interface” settings panel.

rSearch Plus Settings

Search Plus allows you to offer your users more ways to search from the one "Search Plus" button.
You can offer up to four different search engines from this button for your users to choose from.

Mail Settings Search Plus 1

Title |‘r’ahoo! URL |hﬁp:ffww.yahoo.m.uk
Search Plus 2

Title: |Google URL |http:#www.google.m.uk
Search Plus 3

Title |MSN URL |hﬁp:ffwwm5n.c:o.uk

Search Plus 4
Title: | URL |

Customn Buttons

Settings Status

, There are no emors in your cument configuration.
. H Do not verfy URLs

Search Plus creates a drop down list of up to four search engine links accessed by clicking the Search+
button in the navigation bar. Each entry has two elements; the name to be displayed in the drop down and
the URL to be linked to the menu item.



Mail Settings

By selecting from the two options at the top of this settings page you can opt for the Simple Mail or Mail Plus,
this will affect the available buttons in the User Interface settings pages.

P simple Surf 3 Settings I ] S

Configure your Simple Surf 3 kiosk browser

o "y . 7 I '
Web Settings User Interface r- Logs and Files ., w Administrator Settings ‘_‘ ¥ Reset and Restore
e

Mail Settings (3] Use Simple Mail ) Use Mail Plus

To hide these buttons use "User Interface” settings panel.
r Simple Mail Settings

Mail Page This is the page displayed when a user clicks the "Mail" button.

http ./ Awww hotmail .com

Mail Settings Mail Plus 1

Title ||—|otmj | URL |Ht|:::ffwwhotmﬁ.mu{
Mail Plus 2

Tile |GMai | URL |Htp:ffmﬁ.goode.c:om
Mail Plus 3

Title |Ya+m! Mail | URL |Htp:ffmd.yd100.m.dt

Mail Plus 4
Tile |Maizw5b | URL |rrq:.;.rfwwmai2web.mm

r b ail Plus Settings

Mail Plus allows you to offer your users more ways to send email from the one "Mail Plus™ button.
@ You can offer up to four different web mail providers from this button for your users to choose from.

Customn Buttons

Settings Status

, There are no emors in your curent configuration.
- M Do not verfy URLs

Simple Mail links one web mail log in page to the Mail button in the navigation bar, set this value in the Mail
Page box after selecting Simple Mail.



" simple Surf 3 Settings I ]

Configure your Simple Surf 3 kiosk browser

"

: - o T
Web Settings . User Interface r- Logs and Files ., ¥ Administrator Settings

Mail Settings ) Use Simple Mail = Use Mail Plus

To hide these buttons use "User Interface” settings panel.
r Simple kail Settings

Basic Settings Mail Page This is the page displayed when a user clicks the "Mail" button.

http -/ Awww hotmail com
Mail Plus allows you to offer your users more ways to send email from the one "Mail Plus" button.
You can offer up to four different web mail providers from this button for your users to choose from.

~ Mail Plus Settings

Mail Settings Mail Plus 1

Title " [Hotmail URL. [nttp:/Awaw hotmail co uk
Mail Plus 2

Title: |EI\I'IaiI URL |http:ffmail.googl&.mm
Mail Plus 3

Title |‘r’ahoo! Mail URL |hﬁp:ffmail.yahoo.m.uk

Mail Plus 4
Title |MaiI2Web URL |http:#wwwmai|2\\r&b.mm

Custom Buttons

Settings Status

’ There are no emors in your cument configuration.
- | Do not verfy URLs

Mail Plus creates a drop down list of up to four web mail links accessed by clicking the Mail+ button in the
navigation bar. Each entry has two elements; the name to be displayed in the drop down and the URL to be
linked to the menu item.

10



Web Restrictions

™ simple Surf 3 Settings

Configure your Simple Surf 3 kiosk browser

i A - o= . |
Web Settings User Interface "'— Logs and Files ¥ Administrator Settings 9 ¥ Reset and Restore
ol

Web Restnictions

—Banned File Types ———— [~ Allowed Web Sites

= Import =) Export pc | Clear All | | =] Import = Export J| Clear Al

Basic Settings

bat -

p doc e
! gz
Search Settings Defautt |

mdb
msi
.

pps

Mail Settings itf

tar
tif

tiff
vbs
Web Restrictions pds

o I | e |

Users will not be able to Users will only be able to vist the websites listed above.
Custom Buttons download or open files with You can use ™ wildcards to in the website URLs e.g. ™ mysite com’
the extensions listed above. or 'www mysite.™. Leave this list empty to allow all websites.

Settings Status

,’ There are no emors in your cument configuration.

| Do not verfy URLs

Web Restrictions allow you to control what users can access.
Banned File Types

Any file extension listed in this setting cannot be displayed by Simple Surf 3 and all navigations to such files
will be cancelled.

~ Allowed Web Sites

Allowed Web Sites .
| Import =) Export | Clear Al

This panel allows administrators to
create an allowed list of websites; hhnnﬁimb:c?b:gﬂmukr
only URLs r_nafcchln_g the ones FRtps-/fvww cybend o uk/ Delete |
shown in this list will be viewable
with Simple Surf 3, all navigations to
other URLs will be cancelled.

Use the wildcard character * to allow
multiple matches such as
*.mysite.com/* would allow
www.mysite.com and
mail.mysite.com. All URLs must
end in either a distinct file or /*

|
By leaving this panel empty Simple | | Ll

Surf 3 will navigate unrestricted. @ Users will only be able to visit the websites listed above.

You can use ™ wildcards to in the website URLs e.g. ™ mysite com’
or www mysite.™. Leave this list empty to allow all websites.

11



Custom Buttons

Simple Surf 3 allows up to three custom buttons to be created and added to the navigation toolbar. To
activate a custom button you must make it visible in the User Interface/Toolbar Buttons panel (see below).
Enter a valid URL in the box for each button you make visible.

P simple Surf 3 Settings I ] S

Configure your Simple Surf 3 kiosk browser

O

o e

- o=
Web Settings User Interface rl— Logs and Files ., w Administrator Settings

¥ Reset and Restore

Custom Buttons

Custom Button 1
This is the page displayed when a user clicks "Custom Button 17,

|h'ftp /fwww channeld.com/

J Custom Button 2

This is the page displayed when a user clicks "Custom Button 2.

Mail Settings Custom Button 3
This is the page displayed when a user clicks "Custom Button 3"

Buttons displayed with this icon are not set to visible in your browser settings.

Custom Buttons
You must change this setting in "User Interface” to allow use of this button.

Settings Status

, There are no emors in your curent configuration.
- H Do not verfy URLs

12



User Interface

Basic GUI Settings

™ simple Surf 3 Settings

Configure your Simple Surf 3 kiosk browser

-

- B - o= .
Web Settings ser Interface "— Logs and Files ¥ g Administrator Settings

1', Reset and Restore '-,_ Save Sett

-

Basic GUI Settings

. 1 . 1] Screen Layout User Messages
When using Simple Surf 3 certain features of

Basic GUI Settings website may not be accessible because of securty
A Show Toalbar settings. Simple Surf 3 will wam users about this if

[w] Show Address Bar "Show messages to user” is ticked.
-

[#] Show messages to user
Toolbar Buttons
Context Menus and Tabs

Screen Saver Reset

[w] Show Cortest Menus = = Simple Surf 3 allows a grace period between the
screen saver starting and resetting the browser,
[¥] Double click to open new tab Specify this period below:

[w] New Tabs open with focus seconds

Log Off Action
O Clicking the Log Off buton logs
off the Windows session.

Settings Status

There are no emors in your curent configuration .

| Do not verfy URLs

e Screen Layout — These tick boxes control whether the navigation bar (toolbar) or address bar are
visible to the user, by ticking the box they are visible.

e Context Menus and Tabs — These tick boxes control the behaviour of the tab strip. Ticking the box
enables the function.

e Log Off Action — This tick box controls the behaviour of the Log Off button, by default clicking the
Log Off button closes the browser, clears all private data and restarts the browser at the home page.
By ticking this box the Log Off button will log off the current Windows user and return the system to
the Windows log in screen.

e User Messages — This tick box controls the display of error and warning messages to the user.
When the system has web restrictions (see above) by default Simple Surf will display a message box
explaining to the user why the navigation or action has failed, by unticking this box this messages
are disabled.

e Screen Saver Reset — Simple Surf 3 measures idle time by using the Windows screen saver. When
the screen saver starts Simple Surf 3 (if it has been used since the last log off or idle time) will delete
all user data, close and restart at the home page. This function of Simple Surf 3 may cause
problems to users if they are reading long web pages without moving the mouse or interacting with
the PC in any other way, to overcome this Simple Surf 3 has a period of grace to allow the user to
cancel the screen saver and continue using the web page they were reading before the screen saver
activated; this period of grace is by default 5 seconds but can be set to a longer or shorter period to
suit the deployment.

13



Toolbar Buttons

™ simple Surf 3 Settings

Configure your Simple Surf 3 kiosk browser

-

i B - o= .
Web Settings - User Interface "‘— Logs and Files " ieh Administrator Settings

Toolbar Button Settings

Back Button

Button Texd: |Back | Set I
Basic GUI Settings —
G ] Button Visible [ Auto Size Button

Default Image Reset Text | Change Image | Reset Image | Buiton Preview
Toolbar Buttons

Forward Button

Button Text: |Forward | Set I
6 ] Button Visible [ Auto Size Button

Default Image Reset Text | Change Image | Reset Image | Buiton Preview

Stop Button

Button Texd: |5t°D | Set I x
|x] ] Button Visible [ Auto Size Button

Default Image Reset Text | Change Image | Reset Image | Buiton Preview

Refresh Button

Settings Status

’ There are no emors in your curent configuration .

| Do not verfy URLs

The Toolbar Settings panel allows administrators to select the buttons available to the user, the text to be
displayed (if any) and the button image.

e Button Text — This is the text displayed on the button below the image
Button Visible — This tick box controls if the button is visible to the user
Auto Size Button — Some text or images may not display correctly on the button at its default size,
by ticking this box the button will automatically adjust its size to correctly display the button. If the
auto size option is ticked and the button was displaying correctly at its default size the button may
become narrower than its normal width and the auto size box should be unticked.

e Reset Text — This button resets the button text to its default value.

e Change Image — This button allows the administrator to select a different image for the button,
images can be GIF, JPG, JPEG, BMP, WMF or PNG formats with or without transparency.

¢ Reset Image — This button resets the button image to its default image.

e Button Preview — This is a real time preview of the button as you design it.

14



Custom Buttons

Simple Surf 3 allows up to three custom buttons to be created and added to the navigation toolbar. To
assign a URL to these button use the Web Settings/Custom Buttons panel (see above).

P simple Surf 3 Settings

Configure your Simple Surf 3 kiosk browser

o . i T
Web Settings ser Interface r- Logs and Files ., - Administrator Settings

Detault Image

Log Off Button

m ) Button Text: ||-°§ Off Set |
Basic GUI Settings [ Button Visible [0 Auto Size Button

Defautt Image Reset Text | Chingelnagel Reset Image | Button Preview

Toolbar Buttons Custom Button 1

Button Texd: |Channel 4 | Set |
e f] Button Visible [l Auto Size Button

Default Image Reset Text | Chingelnagel Reset Image | Buiton Preview

Custom Button 2

Button Texd: | | Set I
e [ Button Visible [ Auto Size Button

Default Image Reset Text | Chingelnagel Reset Image | Buiton Preview

Custom Button 3

Eul'tonde:| | Sdl ||

Settings Status

’ There are no emors in your curent configuration.
. M Do not verfy URLs

The options for custom buttons are identical to the standard buttons (see above).

The settings shown above create the custom button illustrated below:




Logs and Files

P simple Surf 3 Settings I ] S

Configure your Simple Surf 3 kiosk browser

-

- o T : 1
Web Settings User Interface r‘— Logs and Files ., - Administrator Settings ? ¥ Reset and Restore F-" Save Settings
-

Logs and Files

@ Configuration Fle
g Location of configuration file:

|C:\Cyber{}

i | Logs Folder
I ”_j. Location where log files are stored:
[c:\CyberD\Logs

Settings Status

’ There are no emors in your curent configuration.
. H Do not verfy URLs

Simple Surf 3 uses an XML file to store its configuration, by default this is stored in:
C:\Documents and Settings\%current user%\Application Data\CyberD(UK).com Ltd\Simple Surf 3

The configuration file can be stored in any directory accessible by the kiosk user profile either locally or on a
mapped network drive, however it is recommended that the configuration file and logs are stored on a local
disk.

In many CyberD supplied deployments after the system has been configured and Simple Surf 3 the primary
partition containing the operating system and installed applications is frozen with a second unfrozen partition
(or disk) used for dynamic data such as log files. Use the browse button to locate where logs and
configuration files are to be stored, use the Default button to reset the locations.

16



Administrator Settings

mple Surf 3 Settings

Configure your Simple Surf 3 kiosk browser

-

r = C I
User Interface "l— Logs and Files ., " Administrator Settin

Administrator Settings

Change the Administrator usemame and password .

To change the Administrator usemame and password you must first enter the cument usemame and password.

Currert Usemame: |

Currert Password: |

New Usemame: |

New Passward: |

Corfirm Password: |

Settings Stalys ——

’ There are no emors in your cument configuration.
']

| Do not verify URLs

Use this settings panel to change the log in credentials for Simple Surf 3. Before you can set a new
username and password you must enter the correctly the current username and password combination.

17



Reset and Restore
If at anytime you need to cancel changes you are making click “Reset and Restore” then choose one of the
three options listed.

t‘- Reset and Restore Settings

]

Restore the last used configuration.

This option will restore the configuration to the last version you saved before

gtarting the corfiguration wizard. By choosing this option amy changes you have
made the configuration will be lost.

Undo all changes since your last save.

This option will undo all changes you have made since you last saved the

configuration file. By choosing this option the changes you have made the
corfiguration will be lost.

Reset to the default configuration.

This option will reset the configuration to the Simple Surf default settings distibuted

with the application. By choosing this option any changes you have made the
corfiguration will be lost.

a . Restore, Undo and Reset will not take
L'l affect until you click apply.

18



Watchdog 3.1

Overview

Watchdog 3.1 continually monitors the responsiveness of Simple Surf 3 to ensure maximum uptime of your
system. If Simple Surf 3 becomes unresponsive due to an error or is not running Watchdog 3.1 restarts
Simple Surf 3.

Watchdog 3.1 Tray Icon

To open Watchdog 3.1 double click the tray icon, this icon has four states:

0 Running Watchdog 3.1 is running normally and Simple Surf 3 is active.

B Service Mode Simple Surf 3 is in Service Mode.

B Paused Watchdog 3.1 is paused for configuration changes.

E Error An error has occurred and Watchdog 3.1 requires reconfiguration. The most

common reason for this icon is that the location of Simple Surf 3 has not been set in Watchdog.

Watchdog 3.1 Log In

To access the Watchdog 3.1 configuration panel you must enter the Watchdog administrator username and
password.

[+ Log In to WatchDog 3.1 x|

The default credentials when Watchdog 3.1 is first installed are:

Username : admin
Password : asecret

These credentials should be changed before the system is deployed in a public area.

19



Watchdog 3.1 Settings

Once you have logged into Watchdog it becomes paused.

x|
Watch Dog 3

Kiosk system monitor
for Simple Surf 3

% Find Simple Surf 3

Cument location of Simple Sudf 3
|E:\E1.rber[}"..5535mwser.m

a Log In Credentials

Usemame |admir1 | /1, Default usemame!
Passwaord |"'"'"""" | /1 Default password!

Password Strength

wealc [ S

Find Simple Surf 3

Watchdog will only monitor the executable file SS3Browser.exe; use the “Browse...” button to locate this file.
If SS3Browser.exe cannot be found when Watchdog starts the Error icon is displayed in the system tray.
Log In Credentials

Enter the username and password you want to use to log into Watchdog 3.1, the Password Strength meter
shows the strength of your chosen password.

Save

Save your Watchdog settings.

Stop

Exits Watchdog 3.1 and ends monitoring of Simple Surf 3.
Restart

Restarts Simple Surf 3 and monitoring, Watchdog then minimizes to the system tray.

20



CyberD Shell

Overview

The CyberD Shell is a replacement for the standard Windows environment to increase security of the system
during launching and restarting the browser. The CyberD Shell has now Task Bar, Windows Start Button or
System Tray; to access these functions an engineer must use a full size keyboard, press CTRL+ALT+DEL
and from Task Manager start Windows Explorer which will open the current user’s Windows desktop.

CyberD System Settings

CyberD System Settings is a control panel for the CyberD Shell

® CyberD System Settings =100 %]

@ System Settings
e

WP Settings |pdates Settings
g,
| Nk
A
Application Power Install CyberD
Management Management Services

VPN Settings

For clients connecting to remote monitoring systems provided by CyberD but do not have a static IP the VPN
Settings is used to locate and control LogMeln Hamachi VPN software.

£ VPN Settings x|

@I Settings for LogMeln Hamachi VPN software

Hamachi Path
IC:"'-.F‘roglam FilesHamachi*hamachi .exe |

Save | Close I

IMPORTANT! LogMeln Hamachi is a third party product; CyberD accepts no responsibility for its suitability
or stability on your system.

21



White List Updates

For clients that subscribe to the White List updating service provided by CyberD these settings control the
way this operation works. To use this functionality tick “Automatic Whitelist Updates On”.

B Whitelist Updates x|

Whitelist update settings for customers using
CyberD remote whitelist management services.

WV futomatic Whitelist Updates On
— Update Settings

Remote Whitelist  [list bd
Remote Court Icnunt.t:ﬂ

Local Update Folder

[C:\CyberD [

Save | Close |

Remote Whitelist

This value will be supplied to you by CyberD when you subscribe.

Remote Count

This value will be supplied to you by CyberD when you subscribe.

Local Update Folder

This is the directory where Simple Surf 3 configuration files are stored.
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eMail Logs Settings

These settings control the way log files are emailed to an administrator if this functionality is activated on the
system.

™4 Mail Logs Settings x|

Setting for users wishing to send Simple Surf 3
£~ logfiles to another computer via email .

— Mail Settings
SMTP {out-going) Server Isnﬂp.nrz.'sjte.cnm
Send From Email address Ilcinsk@wsrte.mm
Send To Email Address IIDgs @mysite.com|

Kiosk Name fiiosk 1

— File Settings
Send Files In Folder |C:\Logs n
Archive Filesto Folder  [Ch\archive n
Send Files With Bdension  |log -

Save | Close |

Mail Settings

SMTP Server — This is the server through which the mail is to be sent.

Send From Email address — This is the email address the mails are sent from.
Send To Email Address — This is the address the mails are sent to.

Kiosk Name — This is the name of the kiosk that is sending the mails

File Settings

e Send Files In Folder — This is the location of the log files to be sent via email.

e Archive Files to Folder — This is the location where sent log files are moved to after sending.

e Send Files With Extension — Simple Surf 3 saves two log files; .txt and .log, use this dropdown to
select the log type you wish to send.
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Application Management
These settings control which applications are launched by the CyberD Shell when the system starts. Tick

the box “Replace Windows Shell with CyberD Kiosk Shell for this user” to create the secure environment;
untick it to start the user normally with the Windows desktop.

i

Manage the appications the nun when the kiosk starts.
A

I Replace Windows Shell with CyderD Kiosk Shell far this user

Applications to be launched by Kiosk Shell
CMCyberD\WatchDog3 exe d

Femove

Import

i

Save

Close

4,

e Add - Opens a window so that you can select an application to add to the start up list.
Remove — Removes the currently selected application for the start up list
Import — Copies the current Windows user’s start up programs stored in the registry to the start up
list. Itis recommended that you do this first and then remove the applications you do not want
running so that utilities such as anti-virus software and firewalls are started by the secure shell.

IMPORTANT! To start Simple Surf 3 using Watchdog 3.1 you must add WatchDog3.exe to the start list.
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Power Management

The Power Management system controls when the PC is allowed to power on. If the PC is powered on any
time outside of the times set in the Power Management configuration the system will be powered off.

!" CyberD Power Management

Start Up Time

@
=

=
=

=101 x]

Active Day

B
2

12[00

3
i

[¥] Monday

[¥] Tuesday
[¥] Wednesday
[¥] Thursday
[¥l Friday

[¥l Saturday
] Sunday

A |||||||
i}

NOTE: All times are in 24hr clock format

Shut down
[ Reboot
[ Reboot
[ Reboot
[ Reboot
[ Reboot
[ Reboot
18:00 [J Reboaot

| Applyand Reboot |

e Start Up Time — This is the time from which the PC may be powered on after midnight.
e Active Day — These are the weekdays on which the PC may be powered on, untick the day to ban

the PC’s use on a specific day.

e Shutdown — This is the time at which the PC will be powered off if it is on at that time, after this time

it cannot be powered back on until the next allowed time.

e Reboot — This function will reboot the PC instead of powering it off.
e Apply and Reboot — This button saves your settings and reboots the PC

IMPORTANT! These settings apply to all user profiles on the PC as the Power Management system starts

before Windows Log On.

Install CyberD Services

EA Install CyberD Services

— Power Management

automates shutdown.

CyberD Power Management allows you to control
the times at which the kiosk can be tumed on and

Install |

Close

Use this window to install the CyberD Power Management System (see above).
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