Chapter 16 Redundancy

16.1 Features and Architecture

The ICP DAS Win-GRAF PAC - XP-8xx8-CE6 series support redundancy:

One redundant system is composed by two Win-GRAF PACs that one PAC's rotary switch is set to 7
(means Main-PAC) and the other one is set to 9 (means Backup-PAC). When one of them is damaged or
crashed or need to release its control-right by user-defined event, the PAC control-right will
automatically switch to the healthy one.

Features of the Win-GRAF redundancy
1. Better safety:

There are three communication cables (LAN1, LAN2 and Alive Port) connected between two PACs.
The redundant system will still control the process well, even if one or two cables are broken or
disconnected. As long as one of the three communication cables is fine, the Win-GRAF redundant
PACs can still work well with the process.

2. Unique Public IP:
The Win-GRAF redundant system provides a unique public IP address for SCADA/HMI to access it
without needing to determine which one is the Active IP.

3. Easy maintenance:
If one of the redundant PACs is damaged someday after starting the process, you can remove the
damaged one (Note: Do not shutdown or dismounting the other healthy PAC, keep it running). And
then take another spare Win-GRAF PAC with the same model (or a repaired PAC) without
downloading the Win-GRAF application, simply adjust its rotary switch to a proper position and then
connect all required communication cables (e.g., LAN1, LAN2, Alive port and I/0). Make sure that the
original, healthy PAC is still working properly and then power up the spare PAC. Then, the healthy
PAC will automatically copy the Win-GRAF app and all its redundant data to that new PAC which is
just online. It is easier for maintenance and installation, the operator don’t have to worry about
whether to install the Win-GRAF app because the healthy PAC will automatically do it for the new
online PAC.
Exception: Except the Win-GRAF app if there are a few apps, such as the C, VB.net, C# app or
Soft-GRAF HMI app, running in the redundant system, these apps need to pre-installed to the spare
Win-GRAF PAC (or a repaired PAC) before installing this PAC to the redundant system.

4. Easy to design the application:
The user has to do is design the application program. Not necessary to specify what data should be
redundant between two PACs. The Win-GRAF redundant system will automatically deliver them to
the other PAC.

5. Users can design some safety in the app:
For example, if the Active PAC’s LAN1 is disconnected (causes the SCADA unable to connect to) or a
RS-485 Port is disconnected or damaged, and so on. The user’s app can test these events and then
switch control right to the other healthy PAC.

6. 1/0 Redundancy:
If the user chooses iDCS-8830 series 1/0, both the PAC and I/O modules can support redundancy.
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The architecture of the Win-GRAF redundant system (using XP-8xx8-CE6 as an example):

Note: The Win-GRAF redundant PACs support RS-485/RS-422 expansion boards (1-8142i/ 1-8144i)
plugged into their local slot. Please don‘t use other kinds of 1/0 modules.

LAN1

1. Two PACs without I/O modules: Rotary switch

COM4 (RS-232/485)
Win-GRAF PAC COM2 (RS-232)

HMI/SCADA RS-408/NS-408

COM3 (RS-485)

Main

Backup LAN2
Rotary switch(7)

J (RS-232) ) Rotary switch(9)

Note: LAN1: Normal Ethernet Cable, LAN2: Ethernet Crossover Cable, Alive Port: RS-232 Crossover Cable

2. Two PACs are equipped with DCON 1/0 modules:

Win-GRAF PAC
COM4

I-87K8/9 +
I-870xW 1/0

I-7000 1/0

NS-408

I-87K8/9+  1-7000 1/O (Rs-485)
I-8700W 1/0

Note: LAN1: Normal Ethernet Cable, LAN2: Ethernet Crossover Cable, Alive Port: RS-232 Crossover Cable.
COM3, COM4 (RS-485): Data+ to Data+ ; Data- to Data-.

3. Two PACs are equipped with Modbus TCP 1/0 modules:

HMI/SCADA RS-408/NS-408

Win-GRAF PAC

Other Modbus
TCP Devices ET-7000 series |/O

Note: LAN1: Normal Ethernet Cable, LAN2: Ethernet Crossover Cable, Alive Port: RS-232 Crossover Cable.
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4. Two PACs are equipped with iDCS-8830 1/0 modules:
This type of achievement provides both CPU and I/O module redundancy.

HMI/SCADA RS-408/NS-408 Win-GRAF PAC
=
I—L ¢ Alive Port

(RS-232) B

LANT LAN2

LANI LANZ
Note: LAN1 (PAC), LAN1 (iDC-8830), LAN2 (iDC-8830): Normal Ethernet Cable.
LAN2 (PAC): Ethernet Crossover Cable, Alive Port: RS-232 Crossover Cable.

Note: Each pair of redundant I/O modules that plugged into the iDCS-8830 must have the same model
numbers.

5. Two PACs are equipped with other Modbus RTU/ASCII I/O modules:

COM4
T T T (Rs-485) JREEe LAN1 -
' SRS L
tM series 1/O : I’ Alive : _
1y Rz?zi;z ! . “.
- A ] i {411

RS-408/ HMI/SCADA
NS-408

X

M-70001/0  (RS-485)

Note: LAN1: Normal Ethernet Cable, LAN2: Ethernet Crossover Cable, Alive Port: RS-232 Crossover Cable.
COM3, COM4 (RS-485): Data+ to Data+ ; Data- to Data- .

6. It can also equip with two (or more) kinds of I/O modules such as item (2) to (5).

The Win-GRAF redundant system is composed by two PACs. Users need to set one PAC'’s rotary switch
to 7 (called Main-PAC) and set the other one to 9 (called Backup-PAC). Do not use two Main PACs or
two Backup PACs to make up a redundant system.
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16.2 Important Communication Ports and Installation Notes

The Win-GRAF redundant PACs require the following three communication ports to communicate with
each other.

1. Alive Port:
The Win-GRAF redundant PACs use one RS-232 Port as the Alive Port (also called Heart-beat Port).
This Alive Port must use a RS-232 crossover cable (or NULL Modem Cable), which link with each
other as the following figure.

Main-PAC Backup-PAC
RXD RXD
Alive Port XD >< XD
(RS-232) GND GND

2. Replication Port:
The Win-GRAF redundant PACs use their Ethernet Port (LAN2) as a Replication Port. Both PAC's LAN2
ports use an Ethernet crossover cable to transfer redundant data. Do not use any Ethernet Switch or
Hub between them, otherwise it may cause an error or timeout. The LAN2 ports are based on fast
Ethernet and dedicated Ethernet ports in order to avoid collisions. So don‘t connect any external
devices, Switches, and Hubs to these two PAC’s LAN2.

Main-PAC (LAN2) Backup-PAC (LAN2)

The LAN2 port uses an Ethernet crossover
cable connected directly between two
PAC. (Do not use a normal Ethernet cable).

3. PublicIP Port:
The Win-GRAF redundant PAC’s Ethernet Port (LAN1) must connect an Ethernet Switch via a normal
Ethernet cable. After that, it can be used to communicate with SCADA/HMI or connect and control
external Modbus TCP I/0O modules, devices or other Ethernet devices. The LAN1 port can switch its IP
address automatically. If the PAC is Active, the LAN1 IP address will switch to the "Active_IP" address
which defined in the user’s Win-GRAF project. And if the PAC is Passive, the LAN1 IP address will
switch to the "Active_IP+1" address automatically. The SCADA/HMI can use the "Active_IP" address
to communicate with the Win-GRAF redundant system.

b LANT When
HMI/ RS-408/ —P Alive Port switching
SCADA NS-408 Active/Passive ~, (R$-232) ,
EX.192.168.71 37
_ 255.0 Active/Passive
‘ EX.192.168.71.38
- f _ : 2255.255.255.0
i “J Active/Passive
EX.192.168.71.38
ET-7000 1/0 255.255.255.0 :
EX.192.168.71.128 Addr. 1 Backup (9)

255.255.255.0
Win-GRAF PAC
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PAC Installation Notes (Very Important):

1. Before power up PACs, make sure one PAC's rotary switch is set to 7 and the other one is set to 9.
The redundant system will be crazy due to the wrong settings.

2. When installing the Win-GRAF redundant system at the application field, make sure the following
three cables are connected properly (connect all required cables, such as RS-485) before power up
PACs. If user power up PACs before connecting these three communication cables, the redundant

system will be out of control.

A. Connect both PAC’s Alive ports by using a crossover cable.
B. Connect both PAC’s LAN2 ports by using an Ethernet crossover cable.
(Do not use any Ethernet Switch/Hub between LAN2 ports.)
C. Connect both PAC’s LAN1 ports to an Ethernet switch by using a normal Ethernet cable.

3. If only one healthy PAC of the redundant system is working properly at the application field, do not
power-off or shut it down. Before user power up the other PAC that will be installed into the system,

follow the step1 and step2 as mentioned above to set up it first.

Win-GRAF RS-408/NS-408

-

1% Win-GRAF PAC
Public IP Port (mm

| Active IP ActiveIP + 1

Kbl .

] HMI
Alive Port (RS-232)
Connect to Replication Port {LAN2) ( ’
Active IP i

Only the Active PAC (i.e., PAC got the control-right) can run the Win-GRAF application. The Passive PAC
will not run the Win-GRAF application. It simply receives the redundant data from the Active PAC and

wait for getting control-right in the future.
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16.3 Description of Win-GRAF Demo Projects

The shipping CD of the Win-GRAF PAC provides these three demo projects — "demo_RDN_1.zip",
"demo_RDN_2.zip" and "demo_RDN_3.zip" — related to the redundant system. Refer Chapter 12 to
restore these files into the Win-GRAF Workbench.

Project Name Description

demo_RDN_1 |Two XP-8xx8-CE6 PACs, using their COM3 to connect three DCON 1/O modules.

demo_RDN_2 |Two XP-8xx8-CE6 PACs without connecting any I/O module.

Two XP-8xx8-CE6 PACs, using their LAN1 to connect a ET-7050 (Modbus TCP I/0
module) through one Ethernet switch.

demo_RDN_3

The following sections will describe the "demo_RDN_2" program.

16.3.1 "I/O Board" Settings

demo_RDN_2, demo_RDN_3:
To use redundancy in the PAC, first link the "i_redundancy" in the "I/O Board" window.

(Refer Chapter 4).

A o]

1 edundan Propertie (%]
R BT = 0 e )
Active_IP = 102 168.71.37
"Passive_IP =au

Mask = 755 255 255.0
Gateway_IP = disabled Note: DO NOT set the last digit value

Reserved0 =0

Reserved1 =0 of the "Active_IP" as 0 or 254 or
Reserved2 =0

i_redundancy Reserved3 =0 255. It should be in 1 to 253.
Reserved4 =0

1
E Note: ]

} Using the Slot 9 or ater. — Refer the description for more details. —
i_redundancy P |

17 = |
Enable Redundancy in the PAC. A/

The following PAC support redundancy.
XP-8xx8-CEE

XP-9xx8-CEE

WP-5248 |

Parameters:
Active_IP: The redundant system provides a public IP address for some HMI/SCADA to

communicate. (Note: DO NOT set the last digit value of the "Active_IP" as 0 or 254 or
255. It should be in 1 to 253.)

Passive_IP: Auto, means the LAN1 IP address of the current Passive PAC, it will be automatically
set as Active_IP +1 (e.g., if the "Active_IP" is set as "192.168.71.37", the "Passive_IP"
will automatically set as "192.168.71.38%)

Mask: The most common settings are either 255.255.255.0 or 255.255.0.0 (depends on the
network environment).
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After linking the “i_redundancy” in the “I/O Boards” window, it will auto add 12 "BOOL” input channels
in the “Variables” window that can be used to display the current state of the redundant system.

W Mame | Type | Dim. | Attib. | Syb. | Initvalue | User... | Tag | Description |
| B %IX10 - i_redundancy A
%IX10.0=is_Main_Active BOOL Input O
OANAN A—in Banbiin Aotiun BOOL Input |
fisBackup Active “[ BOOL Input [

%IX10.3=is_Backup_ready ~, STl Lot =

%Ix10.4=is_first_cycle_just_aftd Double-click it to add a variable

%IX10.5=is_Main_LAN1_ok name t h channel
%IX10.6=is_Backup_LAN1_ok ame fo ach channe’.

%IX10.7=is_Alive_port_ok BOOL Input O
%IX10.8=is_Passive_ready BOOL Input O
%I[X10.9=is_Active_LAN1_ok BOOL Input ]
%IX10.10=is_Passive_LAN1_ok BOOL Input ]
%IX10.11 BOOL Input [ v
>
4% 10Divers | NewSoyl | RON eonttol | Variables < Retain and timer )
Ch.0 (is_Main_Active): Is the Main-PAC (rotary switch: 7) active now?

TRUE: Active , FALSE: Passive
Ch.1 (is_Backup_Active): Is the Backup-PAC (rotary switch: 9) active now?
TRUE: Active , FALSE: Passive
Ch.2 (is_Main_ready): Is the Main-PAC ready?
If Ch.2 returns FALSE. The possible reason could be the following.
(1) The Ethernet cable (LAN2) between Main and Backup PAC is broken.
(2) The Main PAC is dead or damaged.
(3) The rotary switch of the Main PAC is not set at 7.
Ch.3 (is_Backup_ready): Is the Backup-PAC ready?
If Ch.3 returns FALSE. The possible reason could be the following.
(1) The Ethernet cable (LAN2) between Main and Backup PAC is broken.
(2) The Main PAC is dead or damaged.
(3) The rotary switch of the Main PAC is not set at 9.
Ch.4 (is_first_cycle_just_after_switch): For Active PAC only.
True: Now is in the first cycle just after switching.
False: Now is not in the first cycle after switching.
Ch.5 (is_Main_LAN1_ok): Is the LAN1 port of the Main-PAC ok?
TRUE: OK , FALSE: Fail or Ethernet cable is disconnected.
Ch.6 (is_Backup_LAN1_ok): Is the LAN1 port of the Backup-PAC ok?
TRUE: OK , FALSE: Fail or Ethernet cable is disconnected.
Ch.7 (is_Alive_port_ok): True : The communication of the Alive Port is ok.
False: The communication of the Alive port fails or
the Passive PAC is dead or damaged.
Ch.8 (is_Passive_ready): Is the Passive PAC ready now?
If Ch.8 returns FALSE. The possible reason could be the following.
(1) The Ethernet cable (LAN2) between Main and Backup PAC is broken.
(2) The Passive PAC is dead or damaged.
(3) The rotary switch setting of the Passive PAC is incorrect.
Ch.9 (is_Active_LAN1 ok): Isthe LAN1 port of the Active-PAC ok?
TRUE: OK , FALSE: Fail or Ethernet cable is disconnected.
Ch.10 (is_Passive_LAN1_ok):Is the LAN1 port of the Passive-PAC ok?
TRUE: OK , FALSE: Fail or Ethernet cable is disconnected.
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demo_RDN_1: To connect DCON I/O modules via PAC’s COM3 (RS-485).

£66¢ 1/0 Boards X

_DC_ON - Properties

V| Kevy=8
/ REX=D. .

I Port=3 ‘
|/ Baud_rate = 9600

CWatchd =0 | Connect DCON I/O modules by
Watchdog_ timeout = 5000

Checksum_enabled =01 PAC‘s COM3 and the Baud rate
Delay_ms between_polls=0

Reserved0 =0 is 9600.
Reserved1l

=0
Reserved2 =g

QO = [N [ [0 P — D

9 DCON o Reserved3

Setting Description

e

ote DCON 1/0s (1-7000 series modules , RU-87PE

16 -Chl]E Port No=3 [ fon properties "N.8.1" .

4{ ChO00_Timeout = 30 1 stop bit" .
TCROT_POTT Open COM3 and set the Jlesto N8 @
Ch01_Timeout =30 . i
Ch02 Port No =0 timeout as 30 seconds.

Ch02_Timeout =30
Ch03_Port_No=0
Ch03_Timeout =30
Ch04_Port_No=0

Ch04_Timeout =30 . .
Ch05_Port_No =0 "i_redundancy_rs485" is used to

Chob ot Ho =t check if the RS-485 port of the
—| Passive PAC can receive data.

Ch06_Port_No =0

\Ch06_Timeout = 30 Setting Description

|i_redundancy_rs485 : /

Detect the R5-485 port state of the passive PAC of a redundant system.

The following PAC support redundancy.
KP-8xx8-CEE
XP-9xx8-CEB
WP-5248

Important Notice:

1. Please must also use the "i_redundancy" or the "i_redundancy_rs485" will not work.

2. The "i_redundancy_rs485" will only open the related RS-485 ports to receive data in the passive PAC.
It doesn't send any data.

3. The "i_redundancy_rs485" is used to detect whether the Passive PAC‘s RS-485 port can receive data.

Parameters:
Ch00_Port_No ~ Ch15_Port_No:

The used RS-485 port number of the Passive PAC. Can be 0 or 1 to 33 depends on the PAC model.
Set 0 means disable it.
Ch00_Timeout ~ Ch15_Timeout :
The unit is second. Can be 1 to 60 seconds.
If there is no data received in the timeout interval of the related RS-495 port, the status will reset as
FALSE.
16-ch Boolean Inputs :
It used to represent state of RS-485 ports in the passive PAC.
TRUE : The related RS-485 port open ok and can receive data.
FALSE: The related RS-485 port open fail or receive no data in the timeout interval.
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16.3.2 Declaring Variables (demo_RDN_2)

Users can view or add variables in the "Variable" window (refer Section 2.3).

Name Data Type Description
Yearl DINT
Month1l DINT
Day1l DINT . . o
Hourl DINT
Minutel DINT
Secondl DINT
Set_new_time BOOL Set it as "TRUE" to set up new system time.
Year_to_set DINT
Month_to_set DINT
Day_to_set DINT Used in the “PAC_Time” program:
Hour_to_set DINT They are used to set the PAC’s system time.
Minute_to_set DINT
Second_to_set DINT
DINT_1 DINT
DINT_2 DINT Used in the "Retain_and_timer" program:
REAL_1 REAL Set them as retain variables.
REAL_2 REAL
TMR_1 TIME ]
TMR_2 TIME Timer
on_line_change_cycle DINT CNr:)anr;;Z'ro, means this is the first cycle just after On-Line
tmp_bool BOOL It used to return the Retain status.
TMR_1_last_state BOOL TRUE: Ticking ; FALSE: Sleeping.
TMR_2_last_state BOOL TRUE: Ticking ; FALSE: Sleeping.
To_tick TMR_1 BOOL Set it as TRUE to start TIMERL.
To_tick TMR_2 BOOL Set it as TRUE to start TIMER2.
To _stop_ TMR_1 BOOL Set it as TRUE to stop TIMER1.
To_stop_TMR_2 BOOL Set it as TRUE to stop TIMER2.

Win-GRAF User Manual, V 1.02, Mar. 2015 by ICP DAS

16-9




16.3.3 Introduction of the "demo_RDN_2" Demo Project

This project includes one LD program and one ST program.

LD Program — “PAC_Time”
It used to get/set the system time of PAC.

—— (* Gt current Time of the PAC *) = (* =&t "Set_new_time" to TRLE to =&t new time to PAC *)
- Set_newy_time In=t_TIME_SET
Inst_TIME_GET 1 ME_=E
= _ R2
Rt HETME GET .. | S THESETS I
Year_to_set|Year
“ear |- Fear
Month_to_set {Month
honth |-Morith
Day_to_set|Day
Dy [-Day
Hour_to_set {Haour
wDay |WeekDay
Minute_to_zet JMinute
Howr |-Hour
Second_to_set{Sec
hdirte |-hinute — (*Reset "Set_ne_time"to FALSE®) —

Set_newy_time
R3 R |

Sec.. |-Secondl

LD Program — “RDN_control”
When an error occurs on the Active PAC’s LAN1 and if the Passive PAC is ready and its LAN1 is healthy,

then the Active PAC will wait for a short time to reboot, and then the other PAC will take the
control-right.

— (* Switch to Passive PAC if Passive iz ready and itz LAN1 is ok howewer Active LANM1 communication has problem *)

iz_Active _LANI _ak Inzt_Tok iz_Pazsive_ready iz_Passive_LANT_ok

! TOM e En PAC REBOOT @

=1
T#10s =t ET

ST Program — "Retain_and_timer"

(* "on_line_change_cycle" is declared as DINT (nonezero means it is in the cycle jsut
after doing on line change) .
"retain_done" is declared as BOOL and inited as FALSE .
"tmp_bool" is declared as BOOL. *)

on_line_change_cycle := GetSysInfo (_SYSINFO_CHANGE_CYCLE) ;
if (retain_done = FALSE) or
(is_first_cycle_just_after_switch = TRUE) or
(on_line_change_cycle <> 0) then
retain_done := TRUE ; (*just do it one time *)
tmp_bool := Retain_Var( DINT_1, 1) ; (* retain a DINT variable *)
tmp_bool := Retain_Var( DINT_2, 2);
tmp_bool := Retain_Var( REAL_1, 3) ; (* retain a REAL variable *)
tmp_bool := Retain_Var( REAL_2, 4);
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(* if Retain variables havn't been inited yet, use default value *)
if (DINT_1 <-1000000) or (DINT_1 > 1000000) or
(DINT_2 < -2000000) or (DINT_2 > 2000000) or
(REAL_1 < -9.9E10) or (REAL_1 > 9.9E10) or
(REAL_2 < -9.9E10) or (REAL_2 > 9.9E10) then

DINT_1:=0;
DINT_2:=0;
REAL_1:=0.0;
REAL_2:=0.0;
end_if ;
end_if ;

(* is_first_cycle_just_after_switch :
TRUE : just in the cycle after switching.
FALSE : other cycle *)

if is_first_cycle just_after_switch then

(* The Timer ticking state is not auto-redundant. So we have to process them here.
Ticking timer in the cycle just after switching if its last state is "ticking" *)
if TMR_1_last_state then
tStart(TMR_1) ;
end_if;
if TMR_2_last_state then
tStart(TMR_2) ;
end_if;
end_if;

(* Timer operation *)

if To_tick TMR_1 then
To_tick TMR_1 := FALSE ;
tStart(TMR_1) ;
TMR_1_last_state := TRUE ;

end_if;

if To_tick TMR_2 then
To_tick_TMR_2 := FALSE ;
tStart(TMR_2) ;
TMR_2_last_state := TRUE ;

end_if;

if To_stop_TMR_1 then
To_stop_TMR_1 := FALSE ;
tStop(TMR_1) ;
TMR_1_last_state := FALSE ;

end_if;

if To_stop_TMR_2 then
To_stop_TMR_2 := FALSE ;
tStop(TMR_2) ;
TMR_2_last_state := FALSE ;

end_if;
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16.4 Test Demo Programs

demo_RDN_2: Two PAC (XP-8xx8-CE6) without connecting any I/0O modules.

Win-GRAF RS-408/NS-408

+

. Win-GRAF PAC
e Alive Port (Rotary Switch)

1. Hardware installation (using XP-8xx8-CE6 as an example):
Refer Section 16.2 — PAC Installation notes, make sure three communication ports of the PAC have
been connected properly and the rotary switch is set to 7 (Main-PAC) or 9 (Backup-PAC).

2. If there is no redundancy app in the redundant system yet (that is, no control-right switching
procedures), start the Main-PAC (7) first and then start the Backup-PAC (9), in that case the Active
PAC will be the Main-PAC.

(Later, users can run the Win-GRAF driver on a PAC’s monitor to see which one is the Active PAC.)

Win-GRAF-XP-8xx8-CE6 0K

XP-Sxx3-CE6 driver Version 1.01, Sep.11,2014

PAC side:

TSR VEE 5 et This PAC is the Active PAC.
Project: demo_xY 107, Extra_port: Nonef (|t will appear blank if this is

the Passive PAC.)

[ Elapsed tirme © 0, 0:15: 0 (Passive-Ready)
Add DLL provider here,

Win-GRAF Driver £dd DLL version here,
Add Your DLL information here.

(1) First, look up the LAN1 IP address of the current Active PAC (factory defaults: IP=192.168.255.1,
Mask=255.255.255.0, refer Section 1.3), and make sure that your PC is on the same network
domain (e.g., IP=192.168.255.x).

PCIVETCESB1 OK

IP Information |IF‘VE| Information |

Internet Protocol {TCPfIP) |
Address Type: Static

: The LAN1 IP and Mask
IP Address: 102,168.255.1 ]4/ of the Active PAC.

Subnet Mask: 295,2595.255.0

—

Default Gateway:
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(2) At the first time to download the Win-GRAF redundancy application, users Must modify the
communication IP address (refer Section 2.3.5 - “Communication Parameters") to the LAN1 IP
address of the current Active PAC.

Communication Settings

' T5 Runtime v -. Note: If the user wants to set the

Cancel timeout value (default: 3 seconds),

1526625015302 L] = see Section 2.3.5. (E.g. Set the IP to
Communication IP address. “192.168.255.1:502(10)” which
192.168.71.37:502 ' | Help | means the timeout is 10 seconds.

3. Recompile the "demo_RDN_2" project and then download it to the Active PAC (refer Section 2.3.4
and Section 2.3.5 for details). After that, the LAN1 of the Active PAC will be automatically set as the
Active IP (i.e., "192.168.71.37" in this example program, refer Section 16.3.1) and the LAN1 of the
Passive PAC will be set as the Active IP + 1 (i.e., "192.168.71.38") automatically.

PCIVETCESEL 0K/ PCIVETCESBL [
Internet Protocol {TCP{IP) Internet Protocol {TCPfIP)
Address Type: Static Address Type: Static
IP Address: 192,168.71.37 IP Address: 192,168.71.38
Subnet Mask: 255.255.255.0 Subnet Mask: 255.255.255.0
Default Gateway: T Default Gateway: T

The LAN1 IP and Mask of the Active PAC The LAN1 IP and Mask
after running the "demo_RDN_2". of the Passive PAC.

L]

4. Right now, Win-GRAF will show "Communication error" because the current Active PACIP (e.g.,
192.168.71.37) and the communication IP settings on the workbench (e.g., 192.168.255.1) are not
on the same network domain. So, stop the connection and change the communication IP of this
"demo_RDN_2" project to "192.168.71.37" (refer Section 2.3.5 “Communication Parameters") and
then check if the PC’s IP is on the same network domain (e.g., "192.168.71.x"). Then, this project will
always link to the Active PAC whenever the user wants to debug it or change it.

A —

Stop the connection.

Communication Settings

P 0K
Note: If the user wants to set the T5 Runtime
L

==
v
timeout value (default: 3 seconds), e
see Section 2.3.5. (E.g. Set the IP to [ ]
«“ . ” . B C i t IP.
192.168.71..37.502.(10) which (192 168,255, 1-502 ommunication
means the timeout is 10 seconds. 1921887137502 | Help

Cancel

132.168.71.37:502

Browse

di).

Win-GRAF User Manual, V 1.02, Mar. 2015 by ICP DAS 16-13



5. After re-connecting with the PAC, click "NewSpy1" to open the spy list window and you can see the
current Active PAC is the Main-PAC.

Note:

Don‘t switch control-right if the Passive
PAC is not ready (i.e., "is_Passive_ready"
= FALSE) because it cannot receive the
redundant data from the Active PAC.
The user can click the "Redundancy"
button () to switch control-right for
testing.

(O Redundancy is not enabled in the runtime

(5 Running as active runtime

Passive runtime is alive

() Running as passive runtime

File Edit View Insert Project Tools Window Help

- = $ G A X %ol 9o ) 5 %WE AR S (5% AR -
Workspace D000 HewSpyt.spl
P demo_rdn_2 [RUN] ' ﬁ Name | Walue | Description
41+~ Exception programs m Hourl 12
1+ Programs Minutel 35
; -] PAC_Time B

Second] 21
“3€] RDN_contral is_Main_sctiv

1] Retain_and_timer

The Main-PAC is active. h

is_Backup_Active

{4 Watch [for debugging) (is_Main_ready TRUE l The Main-PAC and Backu p_p AC
_;_]m Suftarove is_Backup_teady . il are ready and their LAN1 are
oo m o Initial values is_first_cycle_just_after_switch .
"% Newar ) (s_Main_LANT_ok TRUE / working properly.
i @ Binding Co@alion Lis_Backup LANT ok TRUE
2 -3g Global defines (is_AIive_port_ok TRUE ) .
X ‘@ Variables is_Passive_ready TRUE _» The Alive Port (RS_232)
BB Types is_Active_LAN1_ok TRUE communication is ok.
\gzBassive LT ok IB0E _/ The Passive PAC is ready.
DINT_1 8 The Active and Passive PAC’'s [
DINT_2 0 ner
REAL_1 0.0 LAN1 are working properly. o
REAL_2 0o - — - [:Pr"
TMR_1 ti0s
TMR_1_last_state TRUE: ticking , FALSE: sleep
To_tick_TMR_1 Set TRUE to start ticking timer1
To_stop_TMR_1 Set TRUE to stop the ticking of timerl
TMR_2 ti#0s
TMR_2_last_state TRUE: ticking , FALSE: sleep
To_tick_TMR_2 Set TRUE to start ticking timer2

To_stop_ TMR_2 Set TRUE to stop the ticking of timer2

6. Enter values for "DINT_1", "DINT_2", "REAL_1" and "REAL _1" variables and then set the
"To_tick TMR_1" and "To_tick_ TMR_2" as TRUE (it will auto reset to FALSE) to start the "TMR_1"
and "TMR_2" ticking. Now, the status of TIMER will change from FALSE to TRUE.

DIMT_1 5 Setup as Retain vanable in the program "FAetain_and_timer"'
DINT_2 1234 Setup as Retain vanable in the program "Retain_and_timer"'
REAL_1 258 varnable in the program "Retain_and_timer"'
REAL_Z 93.5 Enter a value varnable i the program "Retain_and_timer"'
THR_1 182947 ms
TMB_1_last_state TRIUE TRUE: ticking . FALSE: sleep

Set TRUE to start ticking timer

To_stop_TMR_1
THMR_Z
TMR_Z_last_ztate

To_tick_TMR_2
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Set TRUE to ztop the ticking of timer

823 55 talaly]
TRUE

TRLUE: ticking ., FALSE: sleep
Set TRUE to ztart ticking timer2
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7. Make sure the Passive PAC is ready (i.e., is_Passive_Ready is TRUE), remove the LAN1 cable of the
Main-PAC or turn off and on (restart) the Main-PAC. Wait for a short time (refer the “RDN_control”
program), the Main-PAC will automatically reboot and give control-right to the Backup-PAC, Now.
Then, the Active PAC belongs to the Backup-PAC and all the values you set before still exist and the

Timer is still ticking.

iz_Main_Active DIMT_1 5

[ iz_Backup_Active TRUE ]\ DIMNT_2 1234
is_tain_ready TRLUE REAL_1 25
it_Backup_ready TRUE Backup PAC REA&L_2 3.5
iz_first_cypcle just_after_switch is active. THR_1 1 1m18:71Tms

[ iz_hain_LAMT ok | TMRA_1_last_state TRELE )
iz_Backup_LANT_aok TRLUE Ta_tick_TMR_1
iz_Alive_port_ok, TRUE To_stop TMR_1

[ iz_Pazsive_ready TRUE ] THMR_2 1 1m142119ms
iz_Active_LANT ak TRUE THMR_Z_last_state TRUE )

[ iz_Paszive_LANT_ok ] To_tick_TME_2

(Note: After that, plug in the LAN1 cable of the Main-PAC and then later both the status of
"is_Main_LAN1" and "is_Passive_LAN1" variables will become "TRUE".)

demo_RDN_3:

Two XP-8xx8-CE6 PACs, using their LAN1 to connect a ET-7050 (Modbus TCP I/O module) through the

Ethernet switch.

RS-408/
Win-GRAF NS-408

App

LAN1

—
Active IP

EX.192.168.71.37
255.255.255.0

i Alive Port
™ [R5-232)

LAN2

Active IP+ 1

EX.192.168.71.38
ET-7050 1/0 255.255.255.0
{(12-ch DI, 6-ch DO) Addr. 1

EX.192.168.71.128
255.255.255.0

Baékup (9)

Win-GRAF PAC

1. Refer the ET-7000 manual to set up the IP address and required settings (refer Section 5.2.1).
Manual: http://ftp.icpdas.com/pub/cd/6000cd/napdos/et7000 et7200/document/

2. Open and download the "demo_RDN_3" project. Before downloading, set the communication IP

(refer Section 2.3.5 “Communication Parameters") to the current LAN1 IP of the Active PAC (refer

Section 16.4 — Test demo programs - step 2 to 4).
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In the "1/O Drivers" window, here we enable a Modbus TCP Master to connect an ET-7050 module
(Modbus TCP Slave, Addr. = 1) and create some data blocks to read/write the DI and DO data (refer
Section 5.2). Users can open this "demo_RDN_3" project for more details.

File Edit View Insrt Project Tools Window Help

AR " N= W= R e

w i{aYe dE i 5%A

Workspace
- demo_rdn_3 =
._ [ Exception programs an
B

To enable a Modbus TCP Master to
connect an ET-7050 module and

create some data blocks to read/write
the DI/DO data, refer the Section 5.2.

= 3 Programs
: 3] PAC_Time
e 3] RDN_control 7'—‘ : [#-*B <1> Read Coil Bits (1) [1..6]
“&1] Retain_and_timer B Mg MODBUS Slave
H

i

-4 Watch (for debugaing) [}~ & Server - Slave number = 1

&8 Soft Scope -8 Input Registers [1..2000]
b 2] Iritial values 5 . — = = = -
. 5%3 NewSpy1 Request | Slave/Urit | Address | Nbltem | Activation | Period (ms) | Periodonemor | Timeout(ms) | Mumber of tials
{943 Binding Configuration g4 <2> Read Input Bits 1 1 12 Periodic 50 5000 1000 1
- 3q Global defines <15> Write Coil Bits 1 1 6 OnChange 0 0 1000 1
B} Vaiiables <1> Read Coil Bits 1 1 B Periodic 50 5000 1000 1
- Types £ | 2
4 » j Nev@ép}ff 10 Drivers “PAC ‘hmg .TV RDN con‘ﬁolr Retain and timer , '\fhfiéblesr o
3. Click "NewSpy1" to open the spy list, now the Main-PAC is Active.
S b Gl X skl o A N B A R S | (05 %A KDY TER
Workspace
= > demo_rdn_3 [RUN] m Name | Value | Description
[#--[_4 Exception programs T is_Main_Active TRUE . . . ~
[ Programs I is_Backup_Active }* The Main-PAC is Active. i
-] PAC_Time B¢ is_Main_ready
: “€] RDN_control is_Backup_ready
“&1] Retain_and_timer is_first_cycle_just_after_switch
& -1 Watch (for debugging) is_Main_LANT_ok
b t i k N1_ok
= SO S::pe ii‘iﬁfeffok - It allows to switch PAC control-right
“%d NewSpyl [ is_Passive_ready only when the Passive PAC is ready.
L BB Configuiation is_Active_LANT_ok
= 3 g Global defines is_Passive_LANT_ok
o faY Variables DINT_1 Setup as Retain variable in the program "Retain_and_timer"
- ypes DINT_2 Setup as Retain variable in the program "Retain_and_timer"
REAL_1 Setup as Retain variable in the program "Retain_and_timer"
REAL_2 Setup as Retain variable in the program "Retain_and_timer"
TMR_1
To_tick_TMR_1 Set TRUE to start ticking timer1
To_stop_TMR_1 Set TRUE to stop the ticking of timer1
ET7050_COM_err 0 0: No error [comm. ok) , Communication error of the ET-7060
ET7050_D0_0 ReadBack Relay 0~ 5 of the ET-7060
ET7050_DO_1_ReadBack Relay_0~ 5 of the ET-7060
ET7050_D0O_2_ReadBack Relay_0~ 5 of the ET-7060
ET7050_D0_3 ReadBack Relay 0~ 5 of the ET-7060 =
ET7050_D0_4 ReadBack Relay 0~ 5 of the ET-7060
ET7050_D0_5_ReadBack Relay 0~ 5 of the ET-7060
ET7050_D0O_0 Relay 0~ 5 of the ET-7060
ET7050_D0O_1 Relay 0~ 5 of the ET-7060
ET7050 D0O_2 Relay 0~ 5 of the ET-7060
ET7050 DO_3 Relay_0~ 5 of the ET-7060
ET7050 D0O_4 Relay 0~ 5 of the ET-7080
ET7050_D0O_5 Relay 0~ 5 of the ET-7060 v
s | &
P¢> ] NewSpyl/ 10Drivers | RAC Time | RDN control |  Retain and timer | ‘“ariables

4. Enter some values for these retain variables (DINT_1, DINT_2, REAL_1 and REAL_2) and set
"To_tick TMR_1" as "TRUE" to start Timer. If set "ET-7050_Dox" as " TRUE", the
"ET-7050_DOx_ReadBack" will return "TRUE". If disconnect the Ethernet cable from the ET-7050
module, the "ET-7050_COM __error" will return a non-zero value that means communication error.
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5. Make sure the Passive PAC is ready (i.e., "is_Passive_Ready" is "TRUE"), remove the LAN1 cable from

the Main-PAC or turn it off and on (restart), and wait a short time (refer the “RDN_control” program),
the Main-PAC will automatically reboot and give control-right to the Backup-PAC.

OO00 Hewspyl.spl

| Description

iz Main Active FALSE
iz Backup Active TRUE

[

Now, the Backup PAC is Active.

g+ iz_hkdain_ready TRUE

iz_Backup_ready TRUE
iz_first_cycle_just_after_switch

[ is_Main L&NT_ok ]K
iz_Backup_LANT _ak TRUE . .
is. Alive._port_ok TRUE Plug in the Main-PAC’s LAN1

[ s Passive._ready TRLE ] cable to return "TRUE".
iz _Active_LaMT_ok TRUE K

[ iz_Paszive_LANT _ak ]
DIMT_1 9 — E— —
DINT_2 2700 After switching control-right to the
REAL_1 39 ’K Backup PAC, all retains value are not
REAL 2 58 changed and the timer is still ticking.
THA_1 HEm3zh2E6ms
To_tick_THMA_1 Set TRUE to start ticking timerl
To_stop_THMA_1 Set TRUE to stop the ticking of timer
ET70B0_CO_er 130 IK : Mo eror [comm. ok] . Communication eror of the ET-70E0
ET7050_D0_0_ReadBack TRUE Non-zero means error.
ET7050_D0_1_ReadBack -
ET7050_D0_2_ReadBack Relay 0~ 5 af the ET-7060
ET7050_D0_3_ReadBack TRUE Doleo e £ Xl PT 00N =
ET7050_DO_4_ReadBack ’K Set "ET-7050_Dox" as "TRUE",
ET7050_D0O_5_ReadBack TRUE the "ET-7050_DOx_ReadBack"
ET7U50_DO_O TRUE will return "TRUE" if the
ET7050_00_T ET-7050 communication is ok.
ET70R0_D0O_2
ET7050_DO_3 TRUE Relay_0~ 5 af the ET-7060
ET70R0_D0O_4 Relay 0~ 5 af the ET-7060
ET70R0_DO_R TRUE Relay 0~ 5of the ET-7F060 w

k!
4 >| HewSva// 10 Drivers/l FPALC Tlme/l RN control /I Retain and timer /I “fariables

demo_RDN_1: Two XP-8xx8-CE6 PACs, using their COM3 to connect three DCON |/O modules.

Win-GRAF RS-408/NS-408

Win-GRAF PAC

Backu;l) (9)

1-7065D

Alive Port (RS-232)
(Addr.4, $600)

. (RS-485) Replication Port (LAN2)
1-87064W  1-87018ZW (9600,8,N,1 No Checksum)

(Addr.2, 9600) (Addr.3, 9600)
(Data format: 2's compliment)
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In the "demo_RDN_1" demo project (as the figure above), before linking "I-7000" and "I-87KW" DCON
remote I/O modules, users need to configure each of I/0 modules by using "DCON Utility". Refer the
description in Chapter 8 and visit the "DCON Utility" web page to download the software and user
manual: www.icpdas.com/products/dcon/introduction.htm

Please restore and open this demo project for more details and refer Section 16.3.1 for "I/O Board"
settings.

16.5 What Kinds of Data Can be Automatically Backed up to the Passive
PAC?

In the Win-GRAF redundant system, not all of the data in the Active PAC can be automatically backed up
to the Passive PAC.

What Can be Backed Up Automatically:
The user’s Win-GRAF applications.

The execution step of programs.

Value of variables.

Private data of Function Block instance.
The PAC’s RTC (Real Time Clock) time.
Retain memory.

No vk wNeE

Schedule-control configuration (refer Chapter 17).

What are NOT Backed Up Automatically?
The following are the most common items that cannot be automatically backed up to the Passive PAC.

1. The status of Timer variable (Ticking or Sleeping).

2. Filesin the Active PAC (e.g., files located in the path "\system_disk" or "\Micro_SD", or files not
belong to the Win-GRAF applications, such as C, VB.net, C#, and Soft-GRAF applications). These files
cannot be backed up automatically. So all of them should be pre-installed in a spare (or repaired)
PAC before mounting this PAC in the redundant system).

(Exclusive of user designed Win-GRAF application and schedule-control configuration, which can be
backed up automatically.)

3. If using the COM_OPEN() function to open the serial port, it will not be automatically opened again
after switching PAC control-right.

4. The PAC’s EEPROM memory cannot be backed up automatically.

All the items which unable to back up automatically, users can use the following similar procedures to
deal with them. (Refer the "Retain_and_timer" program in the "demo_RDN_2" project)

if is_first_cycle just_after_switch then

(* Just in the cycle after switching. *)
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