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Introduction

The system maintenance and data protection issues are becoming exponentially more complex
as the company itself grows. Obvious lack of IT personnel on site leads to inevitable problems
caused by shortage of resources and knowledge required to adequately manage and back up
valuable data. The possible consequences are easy to predict - that is operational, litigation, and
compliance risks that few companies can afford. When problems do occur, getting everything
back on tfrack may take days to accomplish, thus resulting in lost revenue, lost opportunity and
even customer loyalty.

Paragon Remote Management, a specially designed solution for a centralized administration and
maintenance of computer parks, recognizes those unique needs and helps you address them. It
provides the possibility to remotely assign various tasks to a single computer or groups of
computers and check whether this or that particular task has been a success. Besides a one-fime
execution it enables to automatically set operations on a regular basis. In general, Paragon
Remote Management is particularly powerful in tackling the following issues:

e Data loss protection (backup/restore operations);
¢ Hard disk re-equipment/replacement (clone partition/hard disk).

With our solution you will dramatically boost efficiency by reducing resource requirements and
costs.

In this manual you will find the answers to many of the technical questions which might arise while
using the program.

What’s New in Paragon Remote Management?
e Support for Windows 7;

¢ New handy installer to install the product without an obligatory environment pre-setup;

e Remote installation/de-installation of clients directly from PRM Console to increase the
overall usability;

o Built-in facilities to create answer files (.mst generator) for remote unattended installation;

¢ New format for PRM Storage to increase the overall efficiency and stability with the option
to easily upgrade from the old version;

¢ Paragon Connection Control to effectively manage load to the PRM Storage server;

e Advanced reporting facilities to manually or automatically according to a set timetable
collect statistics on every action accomplished on client machines;

e Service live Tracker to automatically recover PRM Client in case it's been de-activated.

Product Components
Paragon Remote Management contains several components:
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PRM Console to effectively manage client machines (remote installation/de-installation,

tasks and task templates creation, clients grouping and supervision, etc.);

PRM Client to establish data exchange between a remote computer and PRM Storage and
to initiate scheduled tasks.

Key Features
Let us list some of the key features:

Remote installation/de-installation of clients directly from PRM Console fo increase the
overall usability;

Built-in facilities to create answer files (.mst generator) for remote unattended installation;

Paragon Connection Control to effectively manage load of the PRM Storage server;

Advanced reporting facilities fo manually or automatically according to a set timetable
collect statistics on every action accomplished on client machines;

Service Live Tracker to automatically recover PRM Client in case it's been de-activated;

Task Scheduler fo automate routine operations;

Clients grouping to increase efficiency;

Support for task templates to minimize the operation time and costs;

Ready-made task templates for the most frequently used operations.

Product Architecture

Paragon Remote Management is a complex enterprise level remote disk management solution,
designed to simplify and automate routine maintenance tasks for a single computer or groups of
computers.

The product structure is shown on the scheme below:
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As you can see the PRM infrastructure involves interaction of several components:

Administrator Workstation is a computer of the IT Administrator, who controls the PRM
infrastructure. This machine has Paragon software installed to create task script files;

PRM Console is a user friendly application to effectively manage client machines (remote
installation/de-installation, tasks and task templates creation, clients grouping and
supervision, etc.);

PRM Storage is a shared directory on PRM Server (specially designated computer) to keep
information on separate clients, groups of clients, assigned tasks, tasks templates as well as
reports sent by clients and logs sent by executors;

PRM Client is a service to establish data exchange between a remote computer and PRM
Storage and to initiate scheduled tasks;

PSL Script (Paragon Scripting Language) is a text file, which contains commands
interpreted and performed by the program engine of PRM Client. It can be created
manually in a text editor, or with Paragon Drive Backup;

File Server is an optional repository. PRM clients can store backup images to this server
through a shared folder;

Microsoft Networks Protocol is used by PRM to exchange data on the network, provide
access to PRM Storage and store backup images.

To get a better notion of the principles the program works on, let us just look at its components a
bit closer.
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PRM Console

PRM Console provides a user-friendly interface to effectively manage PRM Storage and PRM
Clients:

e Set an existing PRM Storage;

e Install/De-install PRM Clients remotely;

e Group certain clients;

o Create tasks for separate clients, groups of clients or all clients of PRM Storage;
e Create task templates;

e Create tasks from the ready-made templates;

o Collect statistics on every action accomplished on client machines manually or
automatically according to a set timetable.

PRM Storage

PRM Storage is used as a repository for keeping statistics on registered clients, assigned tasks,
created groups and task templates as well as reports sent by clients and logs sent by executors.
Actually it is a shared directory of a strictly defined structure that contains certain files.

PRM Shared Directory Structure

To dispose PRM Storage it is needed to choose a shared network resource (shared directory) that
can be accessed read/write by one or several network users, thus allowing the console and
clients to access that shared resource on behalf of these users. To work properly the PRM shared
directory name should be known both fo the console and clients besides it requires initialization,
which will automatically be accomplished with the console the moment a new database is
created. After that a client(s) can register in the storage creating subdirectory with the name of its
MAC address.

Copyright® 1994-2010 Paragon Software Group. All rights reserved.
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The PRM shared directory may only contain some certain types of files (psd.ini, task.ini, executor
logs, task scripfts).

PRM Client

PRM Client is responsible for data exchange between a remote computer and PRM Storage.
Besides it initiates scheduled tasks by using an independent scheduling mechanism (no system
scheduler is required). It works as a service in the system and is launched at the system startup. In
general it is to refrieve a task(s) from the storage and calculate the execution time according to
the schedule. When the time comes it downloads the task script and launches the script
interpreter. After the script interpreter is accomplished it transmits to the storage the resulted
report and the executor log (if any).

Executors

In fact operations are carried out with executors located on remote computers. The current
version of the program only provides support for one executor type, i.e. Paragon Script Interpreter,
thus just one task type is available — accomplishment of PSL scripts.
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Actually the executor combines the script interpreter (SCRIPTS.EXE) and several auxiliary modules
to operate locked partitions (BlueScreen and HotBackup). During the operation the script
interpreter creates a set of files, one of which (STUBACT.LOG) will later be transmitted to the
storage.

Tasks
Any task in the PRM framework comprises several parts:

e PSL script describing operations to carry out;

e The execution schedule;

e Reports/Logs of executors;

e The task description and its identification data.

Tasks can be assigned to a separate client (an individual task), groups of clients (a group task) or
all clients registered in PRM Storage (a common task).

Getting Started
In this chapter you will find all the information necessary to get the product ready to use.

System Requirements

Before installing the product, please make sure it meets the following minimum system
requirements:

e Operating systems: Windows 2000/XP/Vista/7/Server 2000/2003/2008 and XP
SP2/Vista/7/Server 2003/2008 64-bit

e Internet Explorer 5.0 or higher

e Intel Pentium CPU or its equivalent, with 300 MHz processor clock speed
e 128 MB of RAM

e Hard disk drive with 20 MB of available space

e Network Interface Card (NIC): 100 Mbps and higher

read/write, and has got enough free space since it will be used to store client

t Please make sure a computer, which will act as PRM Server, can be accessed
backup images, execution scripts, and operation logs.

Product Installation

You've got the choice to install the PRM components (Console or/and Client) automatically
through the Windows Active Directory services, or manually. Below we will dwell upon the manual
installation scenario as the most common one.
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The current version of the product offers the option to remotely install PRM
Clients directly from PRM Console. To do that, you need to have an .mst

Q answer file, which can be generated with the installation package. Please
note however that if you've already installed the product, you won’t be able to
run the installation package once again on the same computer to generate
an .mst file, only vice versa.

To get a step-by-step guide on the automatic installation through the Windows Active Directory
services, please go to the company’s website.

Manual Installation
Manual installation of the product involves several steps:

1. Click on the PRM.MSI file to initiate installation. If you're going to install the product under
Windows Vista or 7, please right click on the MSI package to call the context menu, and
then select Run as Administrator.

and psd.ini which stores info on the created client groups, otherwise this data

T If you've already got PRM Console prior 2.0, please save custom templates
will be lost during the product installation.

2. The Welcome page will inform that the application is being installed. Click Next to
continue.

3. Please Read Paragon License Agreement carefully and then select the appropriate option
to accept. Otherwise you won't be able to proceed with the installation.

End User License Agreement il
between

PARAGOMN Technologie GmbH,
Systemprogrammierung
Heinrich-von-Stephan-5Str. 5 ¢, 79100 Freiburg,
Germany,

%" 1 gecept the terms in the kcense agreement;
™ I do not accept the terms in the kcense agreement

4. On the next page you can see two options:
¢ Install the product on this computer physically (that's what we need in our case);

e Go through the installation wizard virtually to generate an .mst file required for
unattended installation. Thus you will need this one only when going to remotely install
PRM Clients through PRM Console.
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Install Wizard Opbions
1= Install the product on this compuber physicaly

r Go through the installstion wizard virtually and generate the mst file to be usad
For the automated irstalation later

Save mek File as:

5. Provide the standard customer information, i.e. a user name and an organization. Besides
you need to decide whether to make the program available for all users of this computer
(if several) or only for the current one.

Lizer Name:
2 e
|F'oragon

Install this apphcation for:

= Arvyone who uses this computer (all users)
" Only For me (&1 Paragon)

6. The next page enables to select what components to install and where.

hick on an oo in the kst below bo change how a festure is installad.

3% = FRM Chent |
ERw covcoe It fles necesary towork o

thas Dar sann Soffuses O -

=3 This featurs wil be inctalled on local hard deive.
=38 This feature, and all subfeatures, vill be instaled on local hard drive.

X This feature will not be avalable.

Irestadl ks
C:\Program Files\Paragon Software|Remaobs Managemeant Changs. ..

Call the popup menu for the required item (left click of the mouse button on the icon),
then select whether to install the component or not. A brief description to the selected
feature and approximate disk space needed to install it will be displayed on the right, thus
precluding any mistake being made on the part of the user.

To know more on how to select particular components to install, please click
the Help button.

A Please do not install clients before PRM Console. However, if planning to install
PRM Client and PRM Console on one machine, you're free to select both
components at once.

It's highly recommended not to install PRM Console on PRM Server (a
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computer with PRM Storage).

7. Ifinstaling PRM Console, you will be able to choose whether to create a new PRM storage
or use an existing one.

Would you like to create a new starage?

¥ ¥es, create a new storage!

Fleaze zelect thiz option to create a new storage on this computer. Specify a path
to local folder.

o Mo, use existing storage

Please zelect this aptian if the storage already exists at the specified shared
|ozation. Path to the storage location should be in UMC format,

Please specify a path to storage location:

IC:'l,prmstorage Browse |

e Select Yes, create a new storage if you've never installed PRM. In this case you will
additionally need to set the desired local path to PRM Storage to let the program
automatically create it during the installation.

¢ Select No, use an existing storage if you've already worked with PRM and would like to
use an existing storage. Just set a network path to PRM Storage in the UNC format (e.g.
\ \server\prmstorage), even if it's on the local machine.

8. Select an account on behalf of which you'd like the PRM service to operate.

Please select an account ko be used by PRM Client application:

{* Local System account

™ The following account:

User Marne: I Browse, .. |

Passwaord: I

e Ifyou're in a domain, select Local System account, cs it's the most convenient way.

e If you're in a workgroup or need a special account for the PRM service, select The

following account and click Browse to search for it (you can also manually enter its
name).

Utse the browwse buttons to select a domainlserver and a user name.

Domain or server;

jcompany Brovise... !

Liser name:

[FrmAgent] Erowse... i

Then enter a password for that user.
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Spexify the user name and password of the user account that will logon bo use this application. The
user account must be in the form DOMAINIUsermanme,

Liser s

feompaniprmagent Browse. .. |

Bassword:

Iunﬂrruni

Seldect the button below to specify information about a new user that wal
be created during the installation.

If you've selected to use an existing PRM storage, please make sure the
provided account has got read/write access rights to that storage.

To let PRM Client work on behalf of Local System, grant the Domain Computers
group access rights to the storage.

Once you've set the account, it will be automatically checked for the appropriate access
rights. In case of any problem you will be informed and the further product installation will
be prohibited, until everything is OK. Thus you can make sure, the product will be installed
and work correctly.

. On the Ready to Install the Program page click Install to start the installation or Back to

return to any of the previous pages and modify the installation settings.

10. The final page reports the end of the setup process. Click Finish to complete the wizard.

Once the installation has been completed, all client computers will

c automatically be registered in PRM Storage (for every client will be created a
separate directory with the name of its MAC address) and be available in PRM
Console (with their NetBIOS names).

Contacting Paragon Technology GmbH

If you have any questions about the company products, please do not hesitate to contact
Paragon Technology GmbH.

Service Contact

WWW.paragon-
software.com

Visit Paragon GmbH web site

Registration & updates web- kb.paragon-
service software.com
Knowledge Base & Technical kb.paragon-
Support software.com

sales@paragon-
software.com

Pre-sale information

Copyright® 1994-2010 Paragon Software Group. All rights reserved.
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PRM Console Functionality

In the given section you can find all the information necessary to successfully work with PRM
Console.

Interface Overview

PRM Console offers a user-friendly interface that helps to effectively accomplish required
operations while minimizing the possibility of making any mistake. Operations are performed
through the system of dialogs. Buttons and menus are accompanied by easy understandable
icons. Nevertheless, any problems that might occur while managing the program can be tackled
by reading this very chapter.

General Layout
When you start the program, the first component that is displayed is called the Main Window. It
enables to run dialogs, to specify program settings, and to visualize the operating environment.

The Main Window can be conditionally subdivided into several sections that differ in their purpose
and functionality:

# Remote Managemen*™

i/

n CLIENTO3 [On-bne

LE! FulBackup of SyaPadt to Net - 7/22/2009 3:26: [Done)
- GHCLENTON (Orvine) 20 Desciiption: - Full backup of System Paition to retwork

L HCLIENTO3 (Orvline) 2.0 Sehedule
Operations Bar

= HAunz history

Date and time Aesult
o 72252000 32700 FM  Succeeded

G News Grog _
a CypcheBackup of HOD in Basc T ype to BC DiffE ackup of SysPan to Net a Reztore HOD from BC
&8l CycheBackup of HOD in BasicType to Net Eraze Backup Capsule fElacboce CocPart fiom Backup Capsuls
CicheBackup of SysPat in BasicType to BC &l FullBackup of HDD 10 BC
CyekieBackup of SysPartin BasicType to Net i FulBackup of HDD 1o Net b kb

gl CypchoBackup of SysPat in DlfT ype to Met FuliB ackup of SyzPar to Met
Gl DilfB ackup of SpsPat to BC Migration [Copy] bo new HOD

o

ol i CycheBackup of SysPart in DiffType to BC % FullEackup of SysPan to BC

1. Main Menu
2.Tool Bar

3. Operations Bar

4. Templates Bar
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5. Status Bar

Main Menu

The Main Menu provides access to the entire functionality of the program. The available functions
are as listed below:

MENU ITEM
Task

New Task...
Change Task...

Delete Task...

Create From Task

Template
New Task
Template...
Change Task
Template...
Delete Task
Template...
Exit

Client

Change Client...

Explore Client...

Install Clients...

Uninstall Clients...

New Group...

Change Group...

Delete Group...

Delete All Tasks...

View
Refresh
Expand All
Collapse All

Clients and Groups

Tasks
Status Bar
Task Templates

Sefttings...

16

FUNCTIONALITY

Starting the Create a New Task dialog to create a new task

Starting the Change Task dialog to modify parameters of the
selected task

This option enables to delete the selected task

Starting the Create a New Task From Task Template dialog to create
a new task based on a ready-made template

Starting the Create a New Task Template dialog to create a new
template

Starting the Change Task Template dialog to modify parameters of
the selected template

This option enables to delete the selected template

Exit the program

Starting the Change Client Properties dialog to modify properties of
the selected client

Starting Windows Explorer to get access to the selected client’s
subdirectory located in PRM Storage

Starting the Browse for Available Clients dialog to remotely install
new clients

Starting the Browse for Installed Clients dialog to remotely de-install
clients

Starting the Create New Group dialog fo create a new group of
clients

Starting the Change Group dialog to modify properties of the
selected group of clients

This option enables to delete the selected group of clients
This option enables to cancel all assigned tasks

Refresh contents of the Operations Bar

Show details on all tasks available at the moment

Hide details on all tasks available at the moment

Display all available clients and groups and their properties
Display all available tasks and their properties

Show/Hide the Status Bar

Show/Hide the Templates Bar

Edit the program settings

Copyright® 1994-2010 Paragon Software Group. All rights reserved.
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Tools

Generate Report... | Manually collect statistics on every action accomplished on client
machines

Schedule Report... Set a timetable to collect statistics automatically

Convert PRM Convert PRM Storage to the new format

Storage...

Help

Contents Open the program help

About Open the dialog with information about the program

c The Main Menu contents dynamically change depending on the active pane
(Clients and Groups or Tasks) at the moment.

Tool Bar
The Toolbar provides fast access to the most frequently used operations:

BUTTON FUNCTIONALITY

LB Create a new task

Create a new task from the selected
task template

Modify parameters of the selected
task

x: Delete the selected task

| Create a new group

. Modify properties of the selected
group

b Delete the selected group

== Refresh contents of the Operations Bar

Manually collect statistics on every
action accomplished on client
machines

Set a timetable to collect statistics
automatically

& Display the Clients and Groups pane

& Display the Tasks pane
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The Tool Bar contents dynamically changes depending on the active pane
(Clients and Groups or Tasks) at the moment.

Operations Bar

The Operations Bar is located in the center of the main window that emphasizes its importance.
Depending on the defined settings, the Operations Bar may display the Client and Groups Pane
or the Tasks Pane.

Client and Groups Pane
The Client and Groups pane enables to manage clients (modify client properties, group clients
according to performed tasks, etc.).

Q To know more on how to manage clients, please consult the Managing Clients
chapter.

Tasks Pane
The Tasks pane allows the user to manage tasks (create new tasks or task templates, modify or
delete existing templates, edit task scripts, efc.).

Q To know more on how to manage tasks, please consult the Managing Tasks
chapter.

Templates Bar

In the Templates Bar you can see all available task templates. By calling a popup menu for the
selected template it is possible to create a new task based on it or modify/delete it. Besides you're
offered the option to create new templates.

You can hide (or show) the bar with the appropriate Main Menu item: View > Task Templates.

To know more on how to manage templates, please consult the Managing
A Tasks chapter.

Status Bar
This is the bottom part of the main window. The status bar displays menu hints, for each item the
cursor points to.

You can hide (or show) the bar with the appropriate Main Menu item: View > Status Bar.

Settings
The Settings dialog is available from the Main Menu: View > Settings.
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///\ Change console settings
E Change the ophons that affect console behavion.

Program folders
Path to the PRM Storage:
Browess...
Path ba the FRM Reports:
W m2003perm\PRM StorageLOG Browese.,

Report will be generatedfor [1 - 2] dayls)
Server overload control

Max amount of Connechions per SeHor

g8 £

Exparation tme of the chent connechon [hours}

: £
k| cowe |

With its help you can specify the following parameters:

Program Folders

- Path to PRM Storage. If you'd like to change the default location of PRM Storage, please
manually enter a full path to the required shared directory or click Browse to look for it.

- Path to PRM Reports. If you'd like to change the default location of reports generated by
PRM, please manually enter a full path to the required location or click Browse to look for it.
Besides you can specify a fime frame within which reports are to be generated.

Server Load Control

- Maximum of connections per session. If many of PRM clients are scheduled to back up to
PRM Storage simultaneously (more than 9), it's highly recommended to specify the default
maximum of connections per session to effectively manage load to the PRM Storage
shared directory, thus overcoming one the main drawbacks of a peer-to-peer connection.
So clients over the specified limit will be delayed until vacant slots appear.

- Maximum of client delay period. By setting the maximum time frame for delayed clients
you can avoid the situation when clients waiting for vacant slots cannot initiate the other
scheduled tasks.

A Your changes will take effect only after the program restart.

Managing Tasks

PRM Console provides all the facilities needed to manage tasks (create new tasks or task
templates, modify or delete existing templates, edit task scripfts, etc.).

Creating new tasks
There are several ways to create a new task:

¢ In the Main menu: select Task > New Task...
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e Inthe Toolbar: click the New Task button

e Call the popup menu for the selected client/group (right click of the mouse button) in the
Clients and Groups pane and then choose the menu item: New Task...

Q The mentioned above option is only available when the Clients and Groups
pane is active (Main menu: View > Clients and Groups).

After following one of the above mentioned actions, the Create a New Task dialog will be
displayed.

- Create a new lask
Le Please spacéy bask name. scnpl. schedulng and other peoperties

Fropesties and Scheduling | Server overload contral |

Tazk properties

N |Ncw Task

Diescription: |

Scrpt File: | Browe.,
Scheduling
[ ek |

Riun the Lazk at

15:18:35 a:

Every
[T 2 weekisjon ¥ Monday [ Enday
[ Tuesdsy [ Saturday
™ ‘Wednesday [ Sunday
[~ Thursday

Stat from:

0504/ 2003 Hf

Become ohaolete alter |15 ﬂ. minbe(z]

Cancal

Create a new task defining:
Task Properties
e Name. Type in a name of the task.
e Description. Describe the task to easily understand its purpose.

o Script File. Press the Browse button to look for the required script or set a full path to it
manually.

Scheduling

Thanks to the embedded Scheduler, you can set a timetable for execution of your task. By
selecting one of the available time options, the scheduler displays a form that enables to set a
timetable:
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¢ Once. Mark the option to define the date and fime when the task is to be launched.

e Dadily. Mark the option to define the fime when the task is to be launched, a period during
which the operation will be performed (in days), the date when the operation will be
started first and the date after which the operation will be deleted from the scheduler's
waiting list.

e Weekly. Mark the option to define the time when the task is to be launched, a period
during which the operation will be performed (in weeks), days of the week, when the
operation will be started, the date when the operation will be started for the first time and
the date when the operation will cease to run.

¢ Monthly. Mark the option to define the time when the task is to be launched, a day of a
month when the operation starts, the date when the operation will be started for the first
fime and the date when the operation will cease to run.

e Become Obsolete After. If a client is off-line at the moment of initiating the task, but is on
within the time frame specified here, the task can still be launched. If not, the task will be
marked obsolete.

Server Load Control

If your task is for a group of clients scheduled to back up to PRM Storage, please mark the option
to activate Paragon Connection Control. It will restrict access to PRM Storage to avoid the
network overload. You can specify the maximum numiber of machines to simultaneously execute
the task in the Settings dialog (by default it's 8). So clients over the specified limit will be delayed
until vacant slots appear.

according to the specified number. You can leave the default value or set

T All tasks with the same Connect Control ID will be restricted generally
another from the drop down list.

Propedies and Schedulng | Server ovaroad contiol
I [Alow sexves ovesload conirolfo this taek|
Connection Coritrel 10; | Diafaul -]

Sed thes vahue f vou want lo define several Server overload conlteol pobcies to be used
by different tasks [lor exampls, backup to the difersnt s servers with the diferert
pedfomancal

By clicking the Create button you will receive a newly created task available in the Tasks pane.

Modifying tasks
There are several ways to modify the selected task:

¢ In the Main menu: select Tasks > Change Task...
e Click the Change Task link in the Tasks pane
e Call the popup menu for the task (right click of the mouse button) in the Tasks pane and

then choose the menu item: Change Task...
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The mentioned above options are only available when the Tasks pane is
A active (Main menu: View > Tasks).

After following one of the above mentioned actions, the Change Task dialog will be displayed. Its
work algorithm is practically the same as with the Create a New Task dialog, except you can see
all the previously set parameters of the selected task to make the necessary modifications.

l'f?? Change task
=" Please specily new name and schedulng for "FullBackup of SysPart 1o Net -
B/4S2009 1:45:" tazk

Propeties and Scheduing | Server overlosd contiol |

Task properties
Mame: [FulE‘-ackuq:u of SyzPast lo Met - 6/4/2003 1:45

Diescripbion: [Ful backup of System Partition to network,

Scipt File:  [\PRMStorage\ScrptTemplates\Full_SP_to_Met psl

S cheduling

Fium the task at

|13¢5|I| 3:

Every
[ 2] weekislon & Monday [ Eriday
[~ Tuesdsy [ Sabwday
[ ‘Wednesday [ Sunday
[ Ihursday
Staut from:
0504/ 2003

4[w

Become cheolete after: I]S 3: riraste]z)

Choge | Conce

Modify the selected task defining:
¢ Name. Modify the task name.
e Description. Modify the task description.

e Script File. Press the Edit Script... button to open and modify the selected script with
Windows Notepad.

¢ Scheduling. Modify the time of execution.
¢ Server Load Control. Choose whether to use Paragon Connection Control or not.

By clicking the Change button you will receive a modified task available in the Task pane.

Deleting tasks
There are several ways to delete the selected task:

¢ Inthe Main menu: select Tasks > Delete Task...
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e Click the Delete Task link in the Tasks pane

e Call the popup menu for the task (right click of the mouse button) in the Tasks pane and
then choose the menu item: Delete Task...

Q The mentioned above options are only available when the Tasks pane is
active (Main menu: View > Tasks).

After following one of the above mentioned actions, you will be offered to confirm deletion of the
selected task.

g Delete task "FullBackup of SpsPait to Nel - B/4/2009 1:45:™7
This task i about to be deleted. All kistosy entries and log fikes wll be removed.

Creating new tasks from task templates
There are several ways to create a new task from an existing task template:

¢ Inthe Main menu: select Task > Create From Task Template...
e Inthe Toolbar: click the Create From Task Template button

e Call the popup menu for the selected client/group (right click of the mouse button) in the
Clients and Groups pane and then choose the menu item: Create From Task Template

Q The mentioned above option is only available when the Clients and Groups
pane is active (Main menu: View > Clients and Groups).

e Call the popup menu for the selected template (right click of the mouse button) in the
Templates pane and then choose the menu item: Create Task From Template

c The mentioned above option is only available when the Task Templates pane
is active (Main menu: View > Task Templates).

After following one of the above mentioned actions, the Create a New Task From Task Template
dialog will be displayed.
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Create a new lazk from lask template
Please specdy task name and scheduling

Properties and Scheduing | Server ovedoad contial |

Tazk properties
Task tamplate: | CycicBackup of HOD in BasicType to Ml =]
Mame: | CochcBackup of HOD in BascType to Net - B/4/2009 4:10

Diesciphion: |E5.~:I:: Backup of haid disk in Basic Type to network

Senpl File: |r¢='\51:r|:ﬂ!Tcﬂ'pl-dl::'tl::.-cbc_HUD_BT_Nef psl Browse...
Scheduling
T -]
Run the tazk st
04:10:29 FM a:
Evey
1 3: has]
Staet from:
DE/D4S 2008 <

Becoms obeolste after; |15 ﬂ. marte(z]

fssin | Concel |

Create a new task from an existing task template defining:

Task Properties

¢ Task Template. Select a template from the drop down list. By default there will be selected
one active at the moment.

¢ Name. After selecting the required template, the program automatically offers an easy to
understand name containing the template name itself and the current date. It also leaves
the possibility to do it manually.

e Description. By default the program offers the template description that can also be
modified.

e Script File. By default the program uses the template script. Press the Browse button to look
for some other script or set a full path to it manually.

Scheduling

Thanks to the embedded Scheduler, you can set a timetable for execution of your task. By
selecting one of the available time options, the scheduler displays a form that enables to set a
timetable:

e Once. Mark the option to define the dafte and tfime when the task is to be launched.
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e Daily. Mark the option to define the fime when the task is to be launched, a period during
which the operation will be performed (in days), the date when the operation will be
started first and the date after which the operation will be deleted from the scheduler's
waiting list.

e Weekly. Mark the option fo define the time when the task is fo be launched, a period
during which the operation will be performed (in weeks), days of the week, when the
operation will be started, the date when the operation will be started for the first fime and
the date when the operation will cease to run.

e Monthly. Mark the option to define the time when the task is fo be launched, a day of a
month when the operation starts, the date when the operation will be started for the first
time and the date when the operation will cease to run.

e Become Obsolete After. If a client is off-line at the moment of initiating the task, but is on
within the time frame specified here, the task can still be launched. If not, the task will be
marked obsolete.

Server Load Control

If your task is for a group of clients scheduled to back up to PRM Storage, please mark the option
to activate Paragon Connection Conftrol. It will restrict access to PRM Storage to avoid the
network overload. You can specify the maximum number of machines to simultaneously execute
the task in the Settings dialog (by default it's 8). So clients over the specified limit will be delayed
until vacant slots appear.

according to the specified number. You can leave the default value or set

2 All tasks with the same Connect Control ID will be restricted generally
another from the drop down list.

Froperties and Schedulng | Server overioad contiol |
¥ [Alow serves overdoad conirol fo ts tack|
Connection Conirol 10; | Defaul -]

Set thes vahee f vou want 1o define several Server overload control pobcies to be used
by different tasks [lor exampls, backup lo the difeierd Bs serveis vath the difeiert
pedfomancal

By clicking the Assign button you will receive a newly created task based on the selected task
template.

Creating templates
There are several ways to create a new template:

¢ Inthe Main menu: select Tasks > New Task Template...

e Call the popup menu in the Task Templates pane (right click of the mouse button) and then
choose the menu item: New Task Template

The mentioned above option is only available when the Task Templates pane
A is active (Main menu: View > Task Templates).
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After following one of the above mentioned actions, the Create a New Task Template dialog will
be displayed.

Q Create a new tazk template
Please spacily task name, sonpl and categony

Hame and Schpk:
Hame: [Hews Task Template]

Descriptior: |
Category,  [Mct Categesized =]

Soipt File: | Browze. . |

Server overload control

[~ Allow server overdoad contiol for this task

Cannection Control I0: | Disfaul =

Create a new task template defining:
Name and Script
¢ Name. Type in a name of the task.
e Description. Describe the task to easily understand its purpose.

e Script File. Press the Browse button to look for the required script or set a full path to it
manually.

Server Load Control

If your task template is for a group of clients scheduled to back up to PRM Storage, please mark
the option to activate Paragon Connection Control. It will restrict access to PRM Storage to avoid
the network overload. You can specify the maximum number of machines to simultaneously
execute a task in the Settings dialog (by default it's 8). So clients over the specified limit will be
delayed until vacant slots appear.

All tasks with the same Connect Control ID will be restricted generally
A according to the specified number. You can leave the default value or set
another from the drop down list.

By clicking the Create button you will receive a newly created task template available in the Task
Templates pane. Once a new task template is made you can use it to assign a new task.

Modifying existing templates
There are several ways to modify the selected task template:

¢ In the Main menu: select Tasks > Change Task Template...

o Call the popup menu for the selected template (right click of the mouse button) in the Task
Templates pane and then choose the menu item: Change Task Template...
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JAN

The mentioned above option is only available when the Task Templates pane
is active (Main menu: View > Task Templates).

After following one of the above mentioned actions, the Change Task Template dialog will be
displayed. Its work algorithm is practically the same as with the Create a New Task Template
dialog, except you can see all the previously set parameters of the selected template to make
the necessary modifications. Besides it is possible to modify the selected script.

Change the Tazk Templale
Pleaze specily lask name, scrpt and cabegon

Hame and Scnpt:

Name:

CychcBackup of SpsPait in BasicT ype bo BO

Descnplion: |I::,'clr: Backup of syshem parhison in Basic Type to Backup Capsule
Categony |h||:|| Categoized ;I

Scrpt File: |'-‘kF'RHShow;¢'~S-cr|:thcrrpluts‘\ﬁwhc SP BT _BC.psl Browse...

Server overload control:
[ Abow serves owedload coninol for thes task

EdtSeript.. Chonge | Concel |

nection Cortrol D; [ Defauk =]

Modify the selected task template defining:

Name and Script

Name. Modify the template name.
Description. Modify the template description.

Script File. Press the Browse button to look for the required script or set a full path to it
manually.

Script Modification. Press the Edit Script... button to open and modify the selected script
with Windows Notepad.

Server Load Control

If your task template is for a group of clients scheduled to back up to PRM Storage, please mark
the option to activate Paragon Connection Control. It will restrict access to PRM Storage to avoid
the network overload. You can specify the maximum number of machines to simultaneously
execute a task in the Settings dialog (by default it's 8). So clients over the specified limit will be
delayed until vacant slots appear.

JAN

All tasks with the same Connect Control ID will be restricted generally
according to the specified number. You can leave the default value or set
another from the drop down list.
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By clicking the Change button you will receive a modified template available in the Task
Templates pane.

Deleting templates
There are several ways to delete the selected task template:

e Inthe Main menu: select Tasks > Delete Task Template...

e Call the popup menu for the selected template (right click of the mouse button) in the Task
Templates pane and then choose the menu item: Delete Task Template...

Q The mentioned above option is only available when the Task Templates pane
is active (Main menu: View > Task Templates).

After following one of the above mentioned actions, you will be offered to confirm deletion of the
selected template.

1 Delete Task Template “CyclicBackup of HDD in BasicType to Nel™ 7

The Task Templabe i about to be delsted. Flaase note tat the scopt fle associated
vath the template wall not be dedeted.

peite | [_io__||

Modifying scripts

A script file is just a textual file where operations are described with macro-language commands
of the Paragon Scripting Language. The program installation package contains an interpreter
utility - SCRIPTS.EXE that works in the unattended mode and enables to automate operations.

You've got the option to modify scripts either when modifying tasks or task templates.

Q Please consult the Paragon Scripting Language manual that comes with
Paragon Drive Backup to know more on the subject.

Managing Clients
With PRM Console you can easily manage clients (modify client properties, group clients
according to performed tasks, etc.).

Modifying client properties
There are several ways to modify properties of the selected client:

¢ In the Main menu: select Clients > Change Client...

o Call the popup menu for the selected client (right click of the mouse button) in the Clients
and Groups pane and then choose the menu item: Change Client...

Q The mentioned above option is only available when the Clients and Groups
pane is active (Main menu: View > Clients and Groups).

After following one of the above mentioned actions, the Change Client Properties dialog will be
displayed. You can see all the previously set parameters of the selected client to make the

necessary modifications.
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|J,:i Change chient properhes?
"= % Plaass specily chent name and desciiption

M CLIENTO3

Description: |

Chnge |  Corcel |

Modify properties of the selected client defining:

¢ Name. Modify the client name.
e Description. Modify the client description.

By clicking the Change button you will receive a modified client available in the Clients and
Groups pane.

Exploring clients
There are several ways to explore contents of the selected client’s subdirectory:

¢ Inthe Main menu: select Clients > Explore Client...

e Call the popup menu for the required client (right click of the mouse button) of the Clients
and Groups pane and then choose the menu item: Explore Client...

Q The mentioned above option is only available when the Clients and Groups
pane is active (Main menu: View > Clients and Groups).

After following one of the above mentioned actions, by employing the Windows Explorer facilities
you will get access to the required folder (its name actually is the client’s MAC address) located in
PRM Storage.

& "\ Ym2003prm'\PRMStorage’ 00-0c-29-a7-6¢-66

| Address | ) \IVm2003pem|PRMStor age|00-Oc-29-a7-6-66

Name = | Size | Type | Date Modéied | awkri
C¥system | Fi Folder Af4J2009 1146 PM

(7] {264EB30S-TOC4-43C0-4609. . BKE Text Document 61412009 1:52 PM A
Ptk ini 1 KB Configuration Settings  6f4f2009 1:52 P A

You can see several files and all existing network backups (if any) there:

¢ task.ini where the client properties (hame, description, etc.) and information on the
assigned tasks (fask name, description, used script, fime of execution, current status, etc.)
are listed. For ease of use the latest task assigned to the client is automatically placed
closer to the top of the page just below the client properties;

¢ *log that contains in-depth information on parameters and performance of all operations
carried out by the executor (Paragon Script Interpreter).

These files are simple textual files that can be opened with any text editor (Windows Notepad by
default).
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Remotely installing clients
To remotely install new clients, please do the following:

1. Generate an answer .mst file required for remote unattended installation. You can do it
with the product installation package by selecting the appropriate option.

mwmmmmwmmmmm mfhtnbemed,
i‘nr the sutomated installation laber

Save Jmat file as;

|¢<-\eransForm. mst

Briowse, .. |

The work algorithm of generating an .mst file is similar to that of installing the product. The
only difference is that you will get as a result an .mst file placed by default to
c:\transform.mst, which however can be modified by manually entering a full path to the
required location or clicking Browse to look for it.

able to run the installation package once again on the same computer to

t Please note however that if you've already installed the product, you won't be
generate an .mst file, only vice versa.

2. Call the Browse for Available Clients dialog to install new clients by selecting in the Main
Menu: Clients > Install Clients...

Browse for available clients
Thiz dialog allows wou bo brovwess foe avalable computers in pour network Lo aszion

Please check one of more Compuiess
Compules [Ehn\vmim [D:-mm I
== COMPANY

¥ © cuenTos
[ B vM2003FRM

~ #udminizirator credentials
M ane Comparpbdiin

Passwort [T

~ Installalon parameters

5] il |E:'l.'l|-'-'1~'l I"PRMYPRM_ea ms

MST fle:  [C:Viransfoem mst Broswe:

Schedule onc [ 07/22/2009%] at [ 040041 PM 2]

EU

[11:4

e Computers to install PRM Client. Browse for a client machine(s) you need to install
(CLIENTO3 in our case) and mark the checkbox opposite its name to select;

¢ Login info. Provide Administrator’'s name and password in the required fields;
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this account belongs to the domain admins group, thus it's got full access

t It's strongly recommended to use an account you work with PRM Console, for
rights to all client machines and PRM Storage.

e MSI file. Manually enter a full path to the product installation package or click Browse to
look for it;

o MST file. Manually enter a full path to the generated .mst file or click Browse to look for it;

¢ Scheduling. Schedule the installation procedure (by default it will be initiated
immediately after closing the dialog);

¢ Clients Preparation. Click OK to prepare the selected client machine(s) for installation;

Browse for available clients
Thes dialog allows you o browse for available compubess in wour network bo aspgn installation scrpts

Oveial peogeess
g g g L
Ex=cution statistics

Time elapsedt  (0:00:22 Sciptzbeft 10

Tiree remaining: 000000 Total scnpts: 1

Albernpd bo run senpl for "COMPANY\CLIENTO3"

_ Cose |

Once it's done you can close the dialog - installation of PRM Client to the selected client
machine(s) will be accomplished according to the set timetable.

file for each PRM Client. Thus in case of a failure, you can find out the reasons

2 All installation steps will be automatically logged to PRM Storage as a separate
and tackle the problem.

Remotely de-installing clients
To remotely de-install clients, please select in the Main Menu: Clients > Uninstall Clients...
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Browse for installed clents
Thes diadog allows you o select computers with installiad chents bo azsng remove scrpt

Pleaze check one of more chents

=1 Al Chents
[~ EcLENTM 20 Charil salus; Alive
I CLIENT S . Chent stahus: Alve

Adminiztstorn credentials
Narne: Companpddin

Pazzwoed: I—
Urinztallsbon patsmeters

MSH Fle: |E:"-L‘».l.-’l'-'IIkPF|M'-.F‘FI M_ea i

Scheduls ore | 07/22/20093] o | 040333 PW 5

uk|;ﬂe{|

Computers to de-install PRM Client. In the opened dialog select a client(s) (CLIENTO03 in our
case) you need to de-install by marking the checkbox opposite its name;

¢ Login info. Provide Administrator’'s name and password in the required fields;

It's strongly recommended to use an account you work with PRM Console, for
A this account belongs to the domain admins group, thus it’s got full access
rights to all client machines and PRM Storage.

e MSI file. Manually enter a full path to the product installation package or click Browse to
look for it;

¢ Scheduling. Schedule the de-installation procedure (by default it will be initiated
immediately after closing the dialog);

¢ Clients Preparation. Click OK to prepare the selected client machine(s) for de-installation;

Browse for installed clients
This dialog alioves you bo select compiters with instaliad cherts bo azing remove scrpt
Owedsl progress
L L
Exscution statistics
Time elapredt  OOLO0OS Scrpts left 10
Tirree pemaming. 00 0000 Total scripts: |

Abernpt bo un senpt for "COMPANYSCLIEMNT 03"

I:Imrl
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Once it's done you can close the dialog — de-installation of PRM Client from the selected client
machine(s) will be accomplished according to the set timetable.

separate file for each PRM Client. Thus in case of a failure, you can find out the

t All de-installation steps will be automatically logged to PRM Storage as a
reasons and tackle the problem.

Creating new groups
There are several ways to create a new group of clients:

e Inthe Main menu: select Clients > New Group

e Call the popup menu for the All Clients item (right click of the mouse button) of the Clients
and Groups pane and then choose the menu item: New Group...

The mentioned above option is only available when the Clients and Groups
A pane is active (Main menu: View > Clients and Groups).

After following one of the above mentioned actions, the Create New Group dialog will be
displayed.

'"—II ] Create new gioup
Flease specily group name, descrpbon and computers that make up the group

Hame and Descnplion:

Harre: |New Group

Diescription: |

Available chents: Clients in the group:
Hams | Diezcripbion Hame I [Dezcripbion

«HCLIENTO3
TVMZ003PAM

_¢Bevovs |

< Hemove

Create Cancel

Create a new group of clients defining:
¢ Name. Type in a group name.
e Description. Describe the group to easily understand its purpose.

¢ Clients to join. In the left pane of the dialog, choose at least two clients you would like to
have in the group from the list of all available clients and press the Add button. In the right
pane you can see all clients of the group. You can also remove the selected clients from
the group by pressing the Remove button.
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By clicking the Create button you will receive a new group of clients available in the Clients and
Groups pane.

Modifying groups
There are several ways to modify the selected group of clients:

¢ Inthe Main menu: select Clients > Change Group...

o Call the popup menu for the selected group (right click of the mouse button) in the Clients
and Groups pane and then choose the menu item: Change Group...

c The mentioned above option is only available when the Clients and Groups
pane is active (Main menu: View > Clients and Groups).

After following one of the above mentioned actions, the Change Group dialog will be displayed.
Its work algorithm is practically the same as with the Create New Group dialog, except you can
see all the previously set parameters of the selected group to make the necessary modifications.

|_ﬁ_'] Change the group
= Please specily group name, descrption and compubers that makie up the group.

Hame and Descrption:

Name: [ IEINEEN:
Descrption I
Available chents: Clients in the group:
Mame [D ezcriphion I Hame | Descripbion 1
=ICLIENTO3
CHVM2O0IPRM

Dwueliam:i

Modify properties of the selected group defining:

e Name. Modify the existing group name.
e Description. Give an additional description to the group.

e Clients to join. In the left pane of the dialog, choose at least two clients you would like to
have in the group from the list of all available clients and press the Add button. In the right
pane you can see all clients of the group. You can also remove the selected clients from
the group by pressing the Remove button.

By clicking the Change button you will receive the modified group of clients available in the
Clients and Groups pane.

Deleting groups
There are several ways to delete the selected group of clients:
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¢ Inthe Main menu: select Clients > Delete Group...

e Call the popup menu for the selected group (right click of the mouse button) in the Clients
and Groups pane and then choose the menu item: Delete Group...

Q The mentioned above option is only available when the Clients and Groups
pane is active (Main menu: View > Clients and Groups).

After following one of the above mentioned actions, you will be offered to confirm deletion of the
selected group.

' Do pou wanl to delete group “"New Group™ 7

= The group of cherts i about to be deleted. All gioup Lasks assigned to the group
mesmribers will be removed

Detete | ([ Ho |

Generating Reports

PRM Console offers advanced reporting facilities to manually or automatically according to a set
fimetable collect statistics on every action accomplished on client machines.

Manual Report
There are several ways to generate a report:

¢ Inthe Main menu: select Tools > Generate Report...
e Inthe Toolbar: click the Generate Report button

After following one of the above mentioned actions, a new report will be automatically
generated and placed according to a location set in the Settings dialog.

If'{'\l Report generated for 1 day(z).
“—" Fie Report at 2009_06_04 20-35-52.1t is placedin
WWm2003prm\PRMS torage\L0G drecton,

A Reports will be generated only for a time frame specified in the Settings dialog.

Automatic Report
There are several ways to set a fimetable for automatic report generation:

¢ Inthe Main menu: select Tools > Schedule Report...
e Inthe Toolbar: click the Schedule Report button

After following one of the above mentioned actions, the Schedule Report Generation dialog will
be displayed.
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¥y Shedule report generation
134\ This disiog allows you to schedule report generation process.

Repoi vl be generated for |2 3: dais]
Pleass spaciy how and when woulkd pou ke to pafomm the generastion ask:

Fiun the tagk on

ECEE E T
Eveny

1 3? dapie]
[ Do not un the Lask altes:

0E/04,,2009 3:

Specity uses name and password

Change |  Dette | cancel |

¢ Time frame. Specify a time frame within which reports are to be generated.

e Scheduling. Set the required timetable for automatic report generation.

e Logininfo. If you'd like generation of reports even in the log-off mode, please follow the
Specify user name and password link in the left lower corner of the window to provide the
required user name and password on behalf of which the scheduled tasks will be
accomplished.

Fepot vall be ganesated fo E? E.. dayfs]

771 Please enter the name and password of a user account, which wil be
wzend bo cany out the generstion lash

= Do not specily 8 passwond

Uger  [COMPANY\Compangédmin
" Lza the specified uismame and password

Thea task wall run notvathstanding whal uses [ ary] it logged on
Hote: the progress dislog might not be visible.

User [cOMPaRYACompanytidmin
Passwoed: |

Edit schedubng options,

By clicking the Change button generation of reports will be scheduled. Click the Delete button to
cancel the operation.

Converting PRM Storage

If you've just upgraded to the latest version of our product and would like to use all the benefits it
offers, we highly recommend you to convert PRM Storage to the new format, as it is more stable
and resource efficient.
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To convert PRM Storage to the new format, please do the following:

1. Re-install PRM Console and select Use legacy storage format for compatibility;

A new storage format is avalable, starting from version 2.0, The new format is more
efficient and allows bo minimize the server workload,

Flaase be aware, that remote cients of version prior bo 2.0 are not compatibls with the
new skorage Format. TF all the dients on your network have version 2.0 or laker, B's
recommended to use the nev storage format.

) Use new storage Format.

(& Use hgacyksburaqs Format.

2. Launch the console to make sure all your clients are OK;

| Task Clerk Yew Took Hep

Chants and Grauns Tazks on CLIEMTOZ [Dndine]

3. Re-install your clients manually or remotely (recommended, but in this case, please do not
forget to provide a path to the old installation package for de-installation and the new one
for installation);

4. When done, lunch the console once again to make sure all your clients have been
upgraded to the latest version;

Tesk Clert Yew ook beb B

:-I % ':-'!.! ﬁl-l l:l' H:,'q L:_,-r L= 4 1 '.:-I':- I|Q] EE
Tatks on CLIEMNTIN (Drn-hre)]
| Computer Verzion Description
(= EI] ANl Clients

BE CLIEMTON [Drrbre

CHCLIENTOS [Qndne] 20

5. Convert PRM Storage to the new format by selecting in the Main menu: Tools > Convert
PRM Storage...;

6. In the opened dialog confirm the operation by clicking Convert;

PRM Storage Converter
Migiating lreen old lo new PRM Slorsge fomat

__Convett ||  Cancel
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7. In the Progress window you can see in real-time a detailed report on all actions carried out
by the program.

PAM Storage Converter
Migrating from old bo new FRM Shoage fomat

Conwerting chents. .
AR REnnnnannnnonzNmm
Fil "E-\PRMStorage\S crpt T cmﬂ&cskﬁc;lmc_;iﬂb_hc:n_EC.par' mved ;I

Fie "E\PRMStorage\S crpt T emplates\Restore_SP_kom_BIC psl" mevved
Directory "E-\FRMS1orage’\Conhg \00H0e-25-55-45- 36" crested

Directory "E-\PRMS510rage\B ackupStorage\00-0c-29-25-42-38" crealad
Fibs "E \PRMStorage’00-0c-29-a5-4a 360 azk ni™ moved

Directony “E:\FRMStorage Conhg 00025 a7 Be-E5"" created

Directony "E-\PRMS10rage\E sckupS lorasgeh00-Oc-29-57-Be-B8"' crasted
Fib2 "E \PRM 5 torage\00-0c-29-a7-Ge-BEMadk ini moved

Fie "E-\PRMStorage\Parapon_CLIENT03_ installlog” moved

File "E-\PRMStorage'\\Paragon_CLIENT 03_urunstal log™ moved

PRMStarsge "ENPRMS lorsgel” converted 1o 5 rnew lomst -

Typical Scenarios

This chapter lists various operation scenarios that may be accomplished with Paragon Drive
Backup and Paragon Remote Management. You can find here useful recommendations and
descriptions of operations.

Initial Backup

In the framework of the corporate system data imaging, initial backup is indispensable when a
new client joins the system or some client is going to swap the computer. Besides a number of
companies pursue an in-house policy that from fime to tfime obligates IT personnel to back up all
computers to create the so called checkpoints. And finally, known as the most resource saving
variant of initial backup is backup of the system partition only. Despite the fact that it does not
guarantee protection of all data of a computer, it enables to protect an operating system.

Full Backup of a Hard Disk
To back up an entire hard disk of the required client computer(s), please do the following:

1. Create PRM Storage on a computer which will act as PRM Server. Please make sure it
provides high network performance, since simultaneous backup of a bunch of client
computers to PRM Server will certainly require all available network resources;

2. Install PRM Console on that computer or any other computer on the net;

3. Install PRM Client on the required client machines manually or remotely with PRM Console;

4. In PRM Console choose the required task template from the list of templates;

There are several templates for this kind of operation, as you can place
A backups of entire hard disks to local disks, the Backup Capsule, or network
(PRM Storage by default).
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5. In case it's required to adopt the script to your needs, please do it with the Change Task or
Change Task Template dialogs. Please consult the Paragon Scripting Language manual
that comes with Paragon Drive Backup to know more on the subject;

6. If the template is OK, create a task for the required client(s). Call the Create From Task
Template dialog and in the opened window select the required base template (Full
backup of HDD to local drive (Backup Capsule) or Full backup of HDD to network), set a
task name and its description;

7. Set atimetable for the given template;

8. According to the set schedule, the task will automatically be assigned to the required
client(s). The results of execution will be available in PRM Console.

Available Templates:
e Full backup of HDD to local drive (Backup Capsule)
e Full backup of HDD to network

Full Backup of the System Partition

In case there are several data partitions on client computers or some special hidden system
partition, it's often preferred not to back up an entire hard disk, but only the system partition, thus
significantly saving space to keep backup images without any harm to the system data.

To back up the system partition of the required client computer(s), please do the following:

1. Create PRM Storage on a computer which will act as PRM Server. Please make sure it
provides high network performance, since simultaneous backup of a bunch of client
computers to PRM Server will certainly require all available network resources;

2. Install PRM Console on that computer or any other computer on the net;

3. Install PRM Client on the required client machines manually or remotely with PRM Console;

4. In PRM Console choose the required task template from the list of templates;

backups of the system partition to local disks, the Backup Capsule, or network

t There are several templates for this kind of operation, as you can place
(PRM Storage by default).

5. In case it's required to adopt the script to your needs, please do it with the Change Task or
Change Task Template dialogs. Please consult the Paragon Scripting Language manual
that comes with Paragon Drive Backup to know more on the subject;

6. If the template is OK, create a task for the required client(s). Call the Create From Task
Template dialog and in the opened window select the required base template (Full
backup of system partition to local drive (Backup Capsule) or Full backup of system
partition to network), set a task name and its description;

7. Set atimetable for the given template;
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8. According to the set schedule, the task will automatically be assigned to the required
client(s). The results of execution will be available in PRM Console.

Available Templates:
e Full backup of system partition to local drive (Backup Capsule)

e Full backup of system partition to network

Backup/Restore by Request

In the data imaging framework the so called operations on demand are pretty much relevant, in
particular when speaking about a one-time action that is to accomplish by request for a single
client or a group of clients. Generally it may have to do with introducing a new client or an off-
schedule request to back up/restore the system. Besides a complete or differential backup of the
system partition can also be of great use either before installing new software or carrying out
some critical system operations.

Differential Backup of a Partition by Request

Let's consider a situation when it's needed to carry out some critical operation on the client
computer that might negatively affect the computer/system operation as a result of installing new
software or servicing the system partition. If this is the case, the client should notify the system
administrator about the need to back up the data (i.e. backup by request). In this particular
scenario it's assumed that a complete backup has already been made, thus enabling to make a
differential backup.

1. Create PRM Storage on a computer which will act as PRM Server. Please make sure it
provides high network performance, since simultaneous backup of a bunch of client
computers to PRM Server will certainly require all available network resources;

2. Install PRM Console on that computer or any other computer on the net;

3. Install PRM Client on the required client machines manually or remotely with PRM Console;

4. In PRM Console, the Client and Groups pane, select a client/group to perform the required
operation for;

5. From the list of the Task Templates choose a template you need;

backups of the system partition to local disks, the Backup Capsule, or network

t There are several templates for this kind of operation, as you can place
(PRM Storage by default).

6. Adopt the script with the Change Task or Change Task Template dialogs. Please consult the
Paragon Scripting Language manual that comes with Paragon Drive Backup to know more
on the subject;

7. Call the Create From Task Template dialog by right click of the mouse button for a
client/group;

8. In the opened dialog type in a task name and its description, besides set a path to the
previously created template;
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9. Set a timetable for the task. As soon as we deal with a one-time operation by request, it is
needed to choose the Once item and define the time of execution;

10. According to the schedule, the task will automatically be assigned to the required client(s)
just once. The results of execution will be available in PRM Console.

Available Templates:
e Differential backup of system partition to local drive (Backup Capsule)
e Differential backup of system partition to network

Restore From Network by Request

Let’s consider a situation when one of the client machines fails to boot because of a virus attack
or corruption of some system critical files. But there's a backup of that computer on PRM Storage.
That's just enough to easily get the client back on track again.

1. Insert Paragon WInPE Recovery CD into the required client machine (the BIOS must be
enabled to boot the system from the CD/DVD device);

2. Restart the computer;

3. After the disc has been loaded, you will see the Universal Application Launcher. Select
Restore Wizard;

4. On the Browse for Archive page of the wizard select the required backup image:
o Select Network as a backup destination;
o Map PRM Storage;
e Choose the required backup image in the browser-like window.

5. The What to Restore page displays detailed information about contents of the archive.
Select the required item to restore. In our case it's the first partition of the disk;

6. On the Where to Restore page specify a hard disk, then one of its partitions to restore the
image to (if several on the client’s computer). By default, the program offers to restore the
archive exactly where it belongs;

Q All contents on the partition selected for restoring purposes will be deleted
during the operation.

7. On the Restore Results page you can see the resulted disk layout. Besides there's the
possibility to change size of the partition and its location if necessary as well as assign a
partficular drive letter;

8. After completing the operation close the wizard, take out the disc and then reboot the
computer.

Q This operation can also be accomplished with the Linux/DOS recovery
environment.
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Continuous System/Data Protection

Continuous system and data protection implies regular backup operations according to a
timetable, thus providing reliable protection for the clients’ system and data. A more advanced
technique of regular backup is cyclic regular backup that enables to limit the disk space required
to store images and also its maximum number, thus providing for a closed operation cycle.

System/Data Protection Based on Regular Full/Differential Backup to Network

Let's consider the backup operation on a regular basis to network (PRM Storage by default).
Taking a remote reservoir for storing images, not a local computer, enables to significantly
increase data reliability. This kind of operation will be of great use when dealing with the
corporate backup system of workstations and servers.

1. Create PRM Storage on a computer which will act as PRM Server. Please make sure it
provides high network performance, since simultaneous backup of a bunch of client
computers to PRM Server will certainly require all available network resources;

2. Install PRM Console on that computer or any other computer on the net;

3. Install PRM Client on the required client machines manually or remotely with PRM Console;

4. In PRM Console, the Client and Groups pane, select a client/group to perform the required
operation for;

5. From the list of the Task Templates choose a template you need;

There are several templates for this kind of operation, as you can make a full
A backup of entire HDD/the system partition, or a differential backup of the
system partition to network (PRM Storage by default).

6. Adopt the script with the Change Task or Change Task Template dialogs. Please consult the
Paragon Scripting Language manual that comes with Paragon Drive Backup to know more
on the subject;

7. Call the Create From Task Template dialog by right click of the mouse button for a
client/group;

8. In the opened dialog type in a task name and its description, besides set a path to the
previously modified template;

9. Set a timetable for the task. As soon as we deal with a regular backup operation to remote
Backup Server, there are several available options (Daily, Weekly and Monthly);

10. According to the schedule, the task will be regularly assigned to the required client(s). The
results of execution will be available in PRM Console.

While using this scenario please take into consideration the certain limitation -
backup images stored on the selected network share will be either regularly
A overwritten or its number will be constantly increasing. It's up to the system
administrator to control the amount of available disk space and the number of
backup images. To avoid this kind of inconvenience please take advantage
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of the Cyclic Reqular Backup.

Available Templates:
e Full backup of HDD to network
e Full backup of system partition to network
e Differential backup of system partition to network

System/Data Protection Based on Cyclic Full Backup to Network

Let's consider the backup operation on a regular basis to network (PRM Storage by default) with
an additional control of the backup data that lies in limiting the disk space to store images for a
parficular client and the maximum number of images that are allowed to store on the backup
storage.

The cyclic regular backup implies two modes of execution. In the first mode (called Basic) the
program only creates complete backups at the same time conftrolling the number of images on
the backup storage and the amount of the occupied disk space. On exceeding the maximum
parameters the oldest archives will automatically be overwritten.

In the second mode (called Differential) every first image will be made as a complete base
archive and all the others will be differentiated from it. This operation requires much less space,
thus considerably saving the system resources. The program also confrols the number of images
on the backup storage and the amount of the occupied disk space. However, on exceeding the
maximum parameters only the oldest differential archives will automatically be overwritten not a
base (initial) image. Anyway it's required to check the whole process from time to time to make
sure differential archives have not become bigger than the base image.

significantly increase data reliability. This kind of operation will be of great use

t Taking a remote reservoir for storing images, not a local computer, enables to
when dealing with the corporate backup system of workstations and servers.

1. Create PRM Storage on a computer which will act as PRM Server. Please make sure it
provides high network performance, since simultaneous backup of a bunch of client
computers to PRM Server will certainly require all available network resources;

2. Install PRM Console on that computer or any other computer on the net;

3. Install PRM Client on the required client machines manually or remotely with PRM Console;

4. In PRM Console, the Client and Groups pane, select a client/group to perform the required
operation for;

5. From the list of the Task Templates choose a template you need;

cyclic backup of entire HDD/the system partition, or a differential cyclic

2 There are several templates for this kind of operation, as you can make a full
backup of the system partition to network (PRM Storage by default).
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6. Adopt the script with the Change Task or Change Task Template dialogs. Please consult the
Paragon Scripting Language manual that comes with Paragon Drive Backup to know more
on the subject;

7. Call the Create From Task Template dialog by right click of the mouse button for a
client/group;

8. In the opened dialog type in a task name and its description, besides set a path to the
previously modified template;

9. Set a timetable for the task. As soon as we deal with a regular backup operation to remote
Backup Server, there are several available options (Daily, Weekly and Monthly);

10. According to the schedule, the task will be regularly assigned to the required
clients/groups. The results of execution will be available in PRM Console.

Available Templates:
e Cyclic backup of hard disk in Basic Type to network
e Cyclic backup of system partition in Basic Type to network
e Cyclic backup of system partition in Differential Type to network

System/Data Protection Based on Cyclic Full/Differential Backup to Backup Capsule

Let's consider the backup operation on a regular basis to a special hidden place (Backup
Capsule) with an additional control of the backup data that lies in limiting the disk space to store
images for a particular client and the maximum number of images that are allowed to store on
the backup storage. This scenario will suit laptop clients who do not have permanent network
access, but need backup images at the immediate disposal to get the system and data back on
track when being away on business.

The cyclic regular backup implies two modes of execution. In the first mode (called Basic) the
program only creates complete backups at the same time controlling the number of images on
the backup storage and the amount of the occupied disk space. On exceeding the maximum
parameters the oldest archives will automatically be overwritten.

In the second mode (called Differential) every first image will be made as a complete base
archive and all the others will be differentiated from it. This operation requires much less space,
thus considerably saving the system resources. The program also controls the number of images
on the backup storage and the amount of the occupied disk space. However, on exceeding the
maximum parameters only the oldest differential archives will automatically be overwritten not a
base (initial) image. Anyway it's required to check the whole process from time to fime to make
sure differential archives have not become bigger than the base image.

1. Create PRM Storage on a computer which will act as PRM Server. Please make sure it
provides high network performance, since simultaneous backup of a bunch of client
computers fo PRM Server will certainly require all available network resources;

2. Install PRM Console on that computer or any other computer on the net;

3. Install PRM Client on the required client machines manually or remotely with PRM Console;
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4. In PRM Console, the Client and Groups pane, select a client/group to perform the required
operation for;

5. From the list of the Task Templates choose a template you need;

cyclic backup of the entire HDD/the system partition, or a differential cyclic

t There are several templates for this kind of operation, as you can make a full
backup of the system partition to Backup Capsule.

6. Adopt the script with the Change Task or Change Task Template dialogs. Please consult the
Paragon Scripting Language manual that comes with Paragon Drive Backup to know more
on the subject;

7. Call the Create From Task Template dialog by right click of the mouse button for a
client/group;

8. In the opened dialog type in a task name and its description, besides set a path to the
previously modified tfemplate;

9. Set a timetable for the task. As soon as we deal with a regular backup operation to the
Backup Capsule, there are several available options (Daily, Weekly and Monthly);

10. According to the schedule, the task will be regularly assigned to the required
clients/groups. The results of execution will be available in PRM Console.

Available Templates:
e Cyclic backup of hard disk in Basic Type to Backup Capsule
e Cyclic backup of system partition in Basic Type to Backup Capsule
e Cyclic backup of system partition in Differential Type to Backup Capsule

Regular Restore From Local Drive

Let's consider the restore operation on a regular basis from a local drive, i.e. some partition on the
client computer or a special hidden place (Backup Capsule). For computer classes or test
benches it's often the case when a regular recovery of a bunch of computers is required. Please
note that all the changes will be lost.

1. In PRM Console, the Client and Groups pane, select a client/group to perform the required
operation for;

2. From the list of the Task Templates choose a template you need;

Q There are several templates for this kind of operation, as you can restore an
entire HDD or only the system partition.

3. Adopt the script with the Change Task or Change Task Template dialogs. Please consult the
Paragon Scripting Language manual that comes with Paragon Drive Backup to know more
on the subject;

4. Call the Create From Task Template dialog by right click of the mouse button for a
client/group;
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In the opened dialog type in a task name and its description, besides set a path to the
previously modified template;

Set a timetable for the task. As soon as we deal with a regular restore operation from a
local drive or the Backup Capsule, there are several available options (Daily, Weekly and
Monthly);

According to the schedule, the task will be regularly assigned to the required
clients/groups. The results of execution will be available in PRM Console.

Available Templates:

Restore system partition (backup on local drive)

Restore hard disk (backup on local drive)

Migration (Locally) to New Hardware

This scenario covers the instances of data migration from one hard disk to another. When a
client is going to migrate to a new hard disk, it's recommended to take advantage of the
HDD copy operation followed by the restore operation to new hardware.

Before launching the operation, please make sure a new hard disk (where all the data will be
copied to) is installed on the client computer.

1.

2.

Launch PRM Console. In the Client and Groups pane choose the required client;

From the Task Templates list select the Migration (locally) to new hardware by copy
operation template;

Adopt the script with the Change Task or Change Task Template dialogs. Please consult the
Paragon Scripting Language manual that comes with Paragon Drive Backup to know more
on the subject;

If the template is OK, create a task for the client. Call the Create From Task Template dialog
and in the opened window select the required template Migration (locally) to new
hardware by copy operation, set a task name and its description;

Set a fimetable for the given template (Once, Daily, Weekly and Monthly options are
available);

According to the schedule, the task will automatically be assigned to the client. The results
of execution will be available in PRM Console.

Available Templates:

Migration (locally) to new hardware by copy operation

Customer Specific Scenarios

Creating a Task Template

1.

Create PRM Storage on a computer which will act as PRM Server. Please make sure it
provides high network performance, since simultaneous backup of a bunch of client
computers to PRM Server will certainly require all available network resources;
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2. Install PRM Console on that computer or any other computer on the nef;

3. Install PRM Client on the required client machines manually or remotely with PRM Console;

4. Install Paragon Drive Backup;

5. Launch Paragon Drive Backup to carry out operations you need to be performed on the
client computer(s). By default, the program works in the virtual mode of execution, that's
why all operations will be postponed;

6. Save the resulted set of operations in form of a script with the Generate Script dialog (Tools
> Generate script...)

7. Launch PRM Console;

8. Adopt the script with the Change Task or Change Task Template dialogs. Please consult the
Paragon Scripting Language manual that comes with Paragon Drive Backup to know more
on the subject;

9. To create a custom template, please right click of the mouse on the empty space of the
Task Templates Bar to call the New Task Template dialog;

10. In the opened dialog type in a task name and its description, besides set a path to the
previously created template.

Creating a Task

1. Create PRM Storage on a computer which will act as PRM Server. Please make sure it
provides high network performance, since simultaneous backup of a bunch of client
computers to PRM Server will certainly require all available network resources;

2. Install PRM Console on that computer or any other computer on the net;

3. Install PRM Client on the required client machines manually or remotely with PRM Console;

4. Install Paragon Drive Backup;

5. Launch Paragon Drive Backup to carry out operations you need to be performed on the
client computer(s). By default, the program works in the virtual mode of execution, that's
why all operations will be postponed;

6. Save the resulted set of operations in form of a script with the Generate Script dialog (Tools
> Generate script...)

7. Launch PRM Console;

8. Adopt the script with the Change Task or Change Task Template dialogs. Please consult the
Paragon Scripting Language manual that comes with Paragon Drive Backup to know more
on the subject;

9. Select a client/group to carry out the task for;

10. Call the New Task Template dialog by right click of the mouse button (or from the Main

Menu: New Task) for a client/group;

Copyright® 1994-2010 Paragon Software Group. All rights reserved.



48

11.In the opened dialog type in a task name and its description, besides set a path to the
previously created template.

12. Set a timetable for the given script;

13. According to the schedule, the task will automatically be assigned to the client(s);

14. The results of execution will be available in PRM Console. Select the required client/group
and in the Tasks on <Group_Name/Client_Name> area will be available the assigned task,
its current status, description, time and results of execution.

Troubleshooter

Here you can find answers to the most frequently asked questions that might arise while using
PRM.

Q: During the installation of the PRM Client/ PRM Console | cannot get access to the PRM Storage
shared folder.

A: You should access the PRM Storage shared folder under credentials of a special user account
(i.,e. PRMAgent). You've actually got two ways to do that:

e Loginto Windows and install PRM Client/PRM Console as PRMAgent;

e Use your own user record to install PRM Client/PRM Console, but before that map the PRM
Storage share as PRMAgent (thus you will be able to browse it during the installation).

Q: I've installed PRM Client, but it isn't shown in PRM Console.
A: Make sure that you use an appropriate version of the PRM Client application.

Q: I've installed PRM Client, but it isn’t shown in PRM Console and the client’s folder in PRM
Storage is absent.

A: Check the PRM Client log (typically “C:\Program Files\Paragon Software\ Drive
Backup\PRMClient\pclient.log”). You can find there details about the PRM Client configuration
and error noftifications. For example:

¢ No mapping between account names and security IDs was done - probably a wrong user
account was given during the PRM Client installation;

¢ The specified service does not exist as an installed service - the PRM Client service isn't
running or absent;

e Cannot create the .ini file "\\paraserver\prmstorage\00-10-18-24-9c-29\task.ini" - PRM
Client cannot access PRM Storage.

A: Check whether the PRM Client service is present and running (Computer Management >
Services and Applications > Services > Paragon Remote Management Client). Here you can also
change the user account used by PRM Console.

A: Make sure you specified the proper user account to PRM Storage during the installation of PRM
Client,
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e In Workgroup: make sure a PRM Storage user account is created on the PRM Client
computer and it's a local administrator;

¢ In Domain: a PRM Storage user account has to be in a local administrators group on the
PRM Client computer;

e A PRM Storage user account shouldn't contain spaces (i.e. PRMAgent, NOT PRM Agent).
If a mistake found, please fix it and re-install PRM Client if needed.

Q: After the computer restart PRM Console doesn’t start with the message “PRM Storage path. Is
not valid PRM Storage”

A: If you use PRM Console with Windows Vista or Windows Server 2008, please switch off User
Account Control (UAC) for the user account used by PRM Console.

Q: | use PRM Client without Drive Backup on a é64-bit Windows operating system. All operations
that require the computer restart do not perform.

A: Re-install PRM Client with Drive Backup (it's obligatory under é4-bit OSes).
Q: What useful entries does the task.ini file contain?
A: Below you can find several entries of this file with their notions:

e Version - the PRM Client version;

e DisplayName - a name of the PRM Client computer, which is shown on the PRM Console list
(available to modify);

e Features - a type of PRM Client (0x0O — Workstation, Ox0 — Server);
e Tasks - a number of assigned tasks to PRM Client;
Q: I've noticed that some assigned tasks have not been performed by PRM Client.

A: Please make sure that PRM Storage is accessible when PRM Client is working. Even if PRM Client
doesn’t use PRM Storage as a backup storage, it has to get access to the task.ini file and scripts
files, which are kept inside PRM Storage.
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