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GETTING STARTED

This section describes how to get started using the OBM program to manage
UniGuard and Port Authority devices.

e Access the OBM program
o Key Features of the OBM screen

e Lists steps to setup and use the OBM

1.1 Installing the OBM

B Installer

Version Installed: 113 -
Version to be Installed: 112 |@ . | ‘@ - ‘ |3Remove | |l’-~:~js — | ‘e - |
SQL Server 2008 Express: TADHG-W7-T430\SQLEXPRESS

; CDI Database

—  Application Server
Qi‘ Version Installed: 6.0.4.00.02 =

“~  Version to be Installed: 6.0.4.00.01 Q ‘@ e |3 Remove]| [¢53 Configure e i
iz Out of Band Manager
\ Version Installed: 6.0.4.00.02
\ E & Y

Version to be Installed: 6.0.4.00.01 ) ‘@ e ‘ |3Rem°"e | |"-u~!5 s | \0 i |

= SQL Server Express 2008 —— i —  —~a—

E\.ﬁ Version: 2008 (D) | (D P4 ¥ © o

There are four parts to the full OBM install

A common installation is placing all four components on a VMWARE server and
using RDP or CITRIX to access.

1. SQL Express or SQL full server —the OBM uses an SQL compliant
database. The database can run on SQL Express ( provided with the
install) or can run on SQL full, which will provide more enterprise
functions for larger installs. THIS SHOULD BE INSTALLED FIRST IN A
NEW INSTALL.

2. CDI Database — This is the framework for the CDI database. As CDI
releases new version of the OBM, the CDI database may require
updating. The screen shows the version that is installed and the version
to be installed.

3. Application Server — The App serve is a piece of software that acts as an
intermediary between the SQL database and the OBM client software.
The APP server should reside on the same physical machine as the
database.

4. Out of Band Manager — the OBM is a piece of software that can run on
the server or on a client that can access the same network as the server.

1-1



1.2

Licenses associated with the software, Devices,
Seat Licenses, EDL’s, DL’s, SSL’s etc...

The CDI software is scaled by using several different license files to tailor the
system for each type of application. These licenses include:

1.21

1.2.2

123

124

Enhanced Device License “EDL”

This is a software file that can be imported into the OBM
allowing it to manage the device or devices in that file. An
EDL is required for each device entered into the system.

Seat License “SL”

This is a software file that when imported into the OBM, will
allow simultaneous access to the database by as many
users in that file. It is recommended to have as many seat
licenses as client devices in the system.

Device Information File “.DEV” ***NEW***

This file contains all the detailed information about each CDI
device shipped. The file can be imported into the OBM via
the “Unassigned Devices” tab at the top of the group tree.
When imported, it will bring in all the devices in the file into
the “unassigned devices” group. The devices can then be
dragged and dropped into any existing group without having
to re-create the device and all its properties.

The .DEV file also contains the EDL file for any device.
System Support License “SSL”

This is a software file that contains the serial number and all
pertinent information about your copy of the OBM software.
It needs to be updated once a year to keep your level of
support up to date. When that date approaches, the system
will pop up a window reminding you that it is time to update
your SSL license.
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1.3 Starting the OBM Program

To start the OBM application, click the OBM desktop shortcut or click the Start
button and then select CDI OBM Manager from the program list.

NOTE: If this is the first time you are logging
onto OBM a registration form is displayed.
Complete the form and email or fax it to CDI.
CDI’'s email address and fax number are
included on the form. To be eligible for
covered upgrades and support, you must
return this form to CDI.

To avoid having the Registration form
displayed each time you run OBM, make
sure the “Show this window the next time”
checkbox is not checked.

Comrunication Devices Inc,

&5 Fukon Strest, Boonbaon, M1 07005
Phone: +1 973 334 1980

Fax: +1 973 334 DE4E

email: sales@rommdewices.com

sl Fitpiffeommadevices. comi

This Form must bs completsd and reburnied to CO1 ko be sligible For uogradss end support,
Fill it registration Farm to either emai to COTor print and Fax Farm to +1 973 334 1545,

Primary Emal Addrece _|‘,|

Seconday Email Address |

- | |
Title 4| |
Company ﬁ,| |
Aodressl _-‘,| |
Acdress? | |
ity A |
Skate Jese - | zip Cads A |
Country |United Skates v|
Phone ,i',| |
Fax | |

|

|

|

Tertiary Email ddress |

The OBM logon screen is displayed. Enter your username and password and
click Logon. If you have successfully entered your username and password, the
OBM screen is displayed.

Note: The initial default username and password is administrator. The default
username and password can be changed.
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Figure 1-1 OBM screen

1.4 OBM Screen Description

The OBM screen makes it easy to perform all management tasks, from adding
device, monitoring devices, managing users, and creating reports. Select the
appropriate System Tab, and then clicking on the applicable tool perform the
task.

System tabs: The system tabs enable you to switch among Security, Common,
and Logs tasks. The toolbar icons displayed depend on the system tab selected.
Note that selecting a different system tab does not close any tabs in the Open
Tabs section.

Toolbar: The toolbar depends on the system tab selected.

Security: The tools in this toolbar enable you manage groups, system users,
users, and devices.

Common: The tools in this toolbar allow you to specify system settings, display
the registration form, manage polling and Radius service, and add licenses.

Logs: The tools in the toolbar enable you to view, create, and print audit reports,
device batch logs, system logs, keystroke log, and create custom reports.

Group Tree: The Group Tree may be expanded to display all groups that have
been retrieved from the OBM Databases in the SQL Server.

The NOC sites group defines the client devices in the system. Only in the NOC
Sites can a client device be added to system, deleted from system and modified.

Each group may be compressed to display only the Group name or expanded to
display the following information:



¢ Unassigned Devices
At the top of the group tree is a depository for any devices in the system
that have not been assigned to any group or site. Each new device
comes with a Device Information File or .DEV file. This file contains all
the pertinent information for that device. To import this file open the
“unassigned devices” group. There is a tab to import a device info file.
Locate the device info file and import. Note this can be a batch file with
multiple devices in it. The import process will create a device in the
unassigned devices group based on the info in that file. This device can
be edited and dragged into any existing group, or a new group can be
created.

¢ Remote Sites
Each site is a remote edge point on a network. A typical site would
contain a router, firewall, network switch, and a CDI Out of Band Device
(PA100 or PA200 series). The OBM can provide access to all of these
devices through its SSH functionality.

e Client Devices
Client devices are devices that are used to establish a secure connection
from the NOC center to the remote site. The connections can be in band
(network) or out of band (dial) . A typical client is a PA100 for FIPS 140-2
security, or a PA222 for commercial security.

e Users
Users are engineers or other personnel who can access the console port
of a network element.

e Ports
Displays the individual ports on each CDI device and the device to which
each port is connected. This is a convenient view if you are looking for a
particular connected device rather than the CDI device that is managing
it.

Open Tabs: This section displays all the tabs you have opened. To switch to a

different tab, click the desired tab. To close a tab, click the “x:” by the tab name.

When you open a tab, more details may be displayed immediately below the tab.
For example, when you select a Remote Site, a list of devices at the selected
Remote Site is displayed.

Alarm/Programming: Depending on what is selected, the alarm/programming
section displays alarms or programming status.

1.5 Customizing the Appearance
You can change color scheme of the OBM. Many color schemes are available.
To view the available color sty BNCUUSIN oo
schemes, click Common, & B [aE= H 3
and then Skins SeIeCt the SSytstFem Reg}i:stration Phﬁl\ing Servic: Add Licenses ||| | | D - j =
skin that you want. e | !
1 —
b | L)

Lilian The Asphalt World

==

iMaginary Black.

e [
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1.6 Setup and Use Overview

The steps to set up and use OBM are listed below.

1.

10.

11.

Add System Users to establish who can access the OBM, what privileges
they have, and when they can access the system. System Users, Roles, and
Access Calendars allow you to do this.

Find your Device Info Files .DEV and import them into the system. This will
streamline the setup process by grabbing all the details of each device from
the device file instead of having to create them yourself. Do this by double
clicking the “unassigned devices” group and importing via the tabs on the
right.

Create your NOC site and add any Client Devices. When you create your
groups, these NOC devices can be assigned to each group individually.
Client Devices are your devices used in the NOC that will establish encrypted
session with your remote devices via network or dial out connection.

Create a Group. The Group Template allows you to name and enter a
description of the group, and establishes default parameters.

Check the number of Device Licenses available, and add licenses if
necessary. Before you can add a device, a device license must available.

Create Remote Sites for that group and add Devices to the site. CDI
devices (PA100/PA200 series) or non-CDI device (routers, firewalls,
switches) can be added to the site and managed/accessed via the OBM.

Add Users. These users can log on and authenticate to remote devices.
They cannot access the OBM software itself like System users.

Program the devices. For first time use, select “Program-Reload” from the
Programming dropdown list. This will “push” the config out to each CDI
device selected for the program re-load.

Set up Polling. Polling is used for non-networked devices that require a dial
out polling sequence to check on the remote devices. For networked devices,
enable “OBM Heartbeat” and Syslog for real time reporting (including Telco
line status) from the remote devices

Connect to a device to view and access devices attached to their host
ports.

View logs and create reports.
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2 CDI AND NETWORK SECURITY

A network is comprised of a plurality of connections to routers, firewalls, network
switches, and other network elements. These elements are usually monitored
and maintained by the Network Operations Center (NOC) Engineers. The
engineers access the console port of the router or other network element to
perform routine maintenance or to reset the device.

Access to the console port may be by in-band (direct SSH to the network
interface) or out-of-band (through a CDI device to the serial console port)
communications. Out of band access uses connections outside the bandwidth of
the network thus security is critical to these access points.

To maintain network security, access to the console port is limited to authorized
users, and the information being sent from the Engineer to the router or other
element is protected.

2.1 CDF’s Role in Network Security

CDI devices authenticate users and provide full encryption of data before
allowing them access to the console port of a network element. Each CDI device
maintains a database of authorized users and device credentials. Once an
Engineer has successfully authenticated, he/she is permitted to access the
network element. For example, to access a router, the Engineer first connects to
a CDI device, such as a Port Authority 100 or 200 series, and authenticates. The
device can also layer encryption on top of the connection.

Both in-band and out-of-band communication between the Engineer and the
network element can be used by CDI devices, providing more security and
enabling devices to be contacted even when there is a network problem. All
information is encrypted.

CDI devices may provide both authentication and encryption functions or only
authentication or encryption. PA100 series provided FIPS 140-2 encryption while
PA200 series provide AES commercial encryption.

On the NOC side, a PA100 device can be set to encryption mode only and
encrypt the information being sent by the Engineer.

2-1



PA100 SERIES OUT OF BAND MANAGEMENT

REMOTE SITE __

PA100 SERIES

NOG CENTER

Feffil s A EMCRYPTED
oaM . TELCD

Sacure
Termina

OBM
Secura

Tarmiral

55H OR HARDWARE

ENCRYPFTED AES 255 -
FIREAALL

Figure 2-1 Example of Secure Out-of-Band Management for Routers

CDI has a full FIPS 140-2 validated product line, the PA100 series, or a PCI/FIPS
compliant commercial line, the PA200 series. Both provide to factor
authentication and encryption (optional on PA200).

The PA100 line has been submitted to the National Institute of Standards and
Technology and is Validate for FIPS 140-2 for use on U.S. Government
networks.

The PA200 line is built to the same standard but has not been submitted. It is
PCI compliant.

Both product line provide basically the same functionality with the PA100 line
being Validated as more secure.

2.2 Device Management

The CDI devices are managed remotely by the OBM (Out of Band Manager)
application running on a Windows workstation. This can also be a VMWARE
virtual machine. OBM provides centralized management and maintains a central
database of users and devices enabling devices and users to be added, deleted,
or modified from one location.

The OBM can be used for configuration only or can be used for configuration and
access. If used for configuration only, once the devices are configured the
software can sit idle.

Each Port Authority device has a local database updated from the OBM
database. OBM communicates with remote devices over network, cell network,
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or dial-up phone lines, serial ports, or IP connections. All communications are
encrypted.

The OBM can also manage and access non CDI devices, such as Routers,
Firewalls, and Network Switches. These devices can be access via SSH and
periodically check for availability.

2.3 Database organization

The central database maintained by the OBM is organized into groups. A group
is a collection of Sites which in turn are associated with devices that share a
common user database. A group may be defined by region, company, or some
other way. The key point to remember is that a group shares a common user
database.

A group may be associated with remote devices and client devices. A remote
device may be assigned to only one group and only to one remote site within the
group. A client device may be added to the NOC and assigned to more than one
group.

An individual user can be associated with multiple groups and to all Remote Sites
within a group.

In the example below, four users are associated with the group New York Corp.
The users have access to the two remote sites—NYC and Long Island. Each
remote site has been assigned its own set of devices.

REMOTE
GROUP ——» USERS —» SIT;Z)S —» DEVICES
Port Authority 1
- NYC Router1
J. Williams )
Hop Firewall1
New York Corp - Peterson Switch1
C. Gomez
B. Ferguson Long Island Port Authority 2
Router2
Firewall2
Switch2

When a change is made to the database, it may be sent to one device, devices
of one remote site, all devices of a group, or all devices, depending on what the
change is and if auto programming is enabled.

For example, a user is changed (ex. “NocUser’). This user can be associated
with multiple devices spanning several groups. All devices to which this user is
associated would be set for update. If auto programming were enabled, all these
devices associated with this user would be queued up.for program updates

The number of devices assigned to a site, the number of sites assigned to a
group, as well as the total number of groups is virtually infinite, limited only by the
storage capacity of the server running the SQL database program.

The maximum number of users associated with a device is 150
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MANAGING GROUPS

This section explains how to manage Groups and Remote Sites, use the Group
Template to establish default settings for a device type, and modify all the
devices of a particular type.

The following topics are included in this section:

e Description of the Group Template tabs
¢ Adding and deleting a Group

e Add and removing a Remote Site

[ ]

3.1 Group Template

The Group Template establishes the default settings for the entire group. When a
new device of the same type is added, the settings in the Group Template for
that particular device type are used. You may modify all settings of a device type
in the Device Info tab of the Group Template. To modify the settings of an
individual device and for a detailed description of each parameter, please refer to
the Working With Devices section.

311 Opening the Group Template
The Group Template for a Group can be opened by the following ways:

Select the Group from the Group List and click Open.

Click Groups in the toolbar and then click on the Group name from the list in
open tab view.

Out of Band Manager: encrl s

otz NOCSites Clent Device Ports UnAssigned Terminal NOC Site License

3&\3} )

Users Roles  Access  Users  RSA Add UserGrauDs‘

Calendars Search User Batch Management | Managemen tes Devices Search Devices Management || Management
# |[Remote pevices: 125 Boston @ { Groups: Templats ©
Delete | %y Programming«
Grou Network Properties Internal Modem | Defined Ports | Poll
o nccned v [ | e | Group Template tabs
- NOC Sites Neme  [ACME_WIDGET_cO | Descript
Commercial Operations
Government Operation... 1P Filters Cient Enryptors
o LEC T IncudefExdude | Start [P Address End 1P Address e Client D Device Name
® Remote Sites —
| & |pasx-s10-000022 [Pat11-22
@ ATLANTA_PA222 =
¥ PAIX-810-000024 PALI1-24
@ CHICAGO PA_222 :
@] PAI1-610-000020 PALLL-20
DALLAS_PA_211
@ NEW_YORK_PA244x 1 100042
@ SAN_FRAN_PA-288 ] 100040
% Cient Devices 1 100045
i :“: F] 100034
or
.4 DEPT_OF Usa ] 330000
8 Remote Sites [ 100057
@) 125 Boston
@) 127 Pittsburgh 16 =
@ 125Dalas Name 4 | Desaription
@ 134Gulf Coast 72
@ 169 North Dakota
@ 198-Mami
@ 201 Gulf Coast124
@ ot
@ New site
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From the Group view (Groups: Template tab) you will always see the following
tabs:

e Group

¢ Device Info

e Network Properties
e System Info

e Internal Modem

e Defined Ports

e Polling

The tabs listed below depend on the type of device selected:

o Network Properties

e This tab is only displayed when the device type is set to a type that has
an internal IP card.

e Defined Ports

e This tab is only displayed when the device type is set for a type with
multiple host ports. Device types with only one host port (UniGuard,
SAM-11, PA-111) will not have the Defined Ports tab.

3.1.2 Device Info Tab

The Device Info tab of the Group template enables to select a device type and
define the communication paths by which OBM will access the device, and
specify terminal communications. These settings will be used as the default
settings when devices of the same type are added to the Group.

[Remote Devices: 126 Boston ©'((Groups: Templatz &

Sites: | 126 Boston -] |Columns Auto Size| | &) Programming ~ &3 Cennect to

Type [Port authonity-199 [Panx-810-000026 |stats [ x| u

Device Canfirms ~ [Port Authority-199 (10115 | FIRSA Enable

Name patss -2 [ | [E]Primary Poling Device: @|Network Enable

Asset Tag [ icenses Available 494 ]

[¥]AES256 Enable

Management Communication Access Methods

<] || @IRawTCP

primary [ Metnork (direct)

Secondary  |Network (direct) @] Modem

Terminal Communication [Network (drect) #]ssH Enable

7] ssH

3.1.3 System Options tab

The parameters on this screen enable you to set user security levels, system
password and key information, and first message delay time. The System
Options screen may have different parameters depending on the device.



Remote Devices: 126 Boston D‘f_Groups:TempIaDe 0"_

Sites: | 126 Boston ~ | |Columns Auto Size ‘j Programming = @ Connectto
| Device Info | NetworkPropertes [[EYRSURSSl| nternalModem | Define Ports | Cent Devices | Device Audt | Device Syslog |

AES Mode Device Mode ‘Smndard Device v|

[F]AES128 [F]AES192 AE5256 | Network Access to Modem |Enabled'Mo Encr. -
Encryption Engine Version Inactivity time (min) |D

System Key

Sys Password o| ======== |

Sys Key ﬂ| ) Generate Key |
Sys Key Signature |47439FE 187B22555474B9FE187B22555474B9FE 187822555 |

First Message Delay (secs) Host DTR/RTS Loss of Signal (secs) || Disable IP Authentication Encryption

3.1.4 Internal Modem

The CDI device can have an internal modem or an internal Cellular Module. This
can be selected in this tab. If a Cellular Module is selected the fields are all
Network Based so the configuration for the Cellular Module is in the Network
Properties tab. However the Cell Module must be select from the Modem tab.
The fields of the Internal Modem tab enable you to define the modem port
parameters, enable or disable AT commands sent to a remote device, and define
the Primary, Secondary, and Host Connect messages for the device.

| Remote Devices: 126 Boston €3 Groups: Template €3

Sites: | 126 Boston ~ | Columns Auto Size| | Wy Programming - &3 Connect to
W Network Properties | System Options I Internal Modem Iww Device Audit
Internal Modem Defined Messages
Internal Modem Type ‘Analug - |
Extra AT Command Settings Frimary
Maodem Type ‘Modam D |
Modem Inactivity Timer {min) CI
[F] Send AT Commands ‘ |
Modem Secondary

Modem Port Bits/Parity |8 Mo parity -
Modem Port Baud Rate

3.1.5 Network Properties

e This tab is only displayed when the device type is set to a type that has
an internal IP card. The Networks Properties tab enables you to
configure the include DNS, Syslog server, OBM Heartbeat, SNMP, and
Radius Server attributes of a device.

e The network properties page is split into two sections.
o Left: Ethernet network port on the device

o Right: Cellular module IP address etc.



Network Properties

Device P Address  [192,168.001,120 | Svsloa Server I

AT Address

Subnet Mask.

Gateway IF Address [152.185.000000 | i cp pelTimeLogs

192.168.001.120 Primary IP Address
e Sy Paddess [}

L

Cellular properties

010,064,000,040

Additional Info

|| SHMP Attributes

Clierl: PP Address [@]Enable OBM Address
Hardwars Address |00-90-2A-0F-0F-02 | | Eriable betwork RealTimelos
10001 OBM Reachable Addres [192.168.0.10  |5001 seconday address | |||

Port Humber
[]Use Defadlt Port 10001

| OBM Network Heartheat Attributes

Commurity Hame:

Primary 1P Address

L ]
L ]

Celluar SysLog Server

L

Cell CCID|ESN Nurber

Celllar ©BM RealTimeLogs/Heartheat Attributes

[¢]Ensble Hearthest Attributes

M N, of Missed Heartheats
HB Message Interval (minutes) B

|| TACACS[Radius Service

1P Address (010,064, 000,035

3.1.6

Primary 1P Address

e I

I

Cellular SNMP Attributes

Defined Ports

Commurity Name |

1P Address [

Enable Cellular OB Address
Enable Celular RealTimeLogs
‘OBM Address

[5001
Enable Heartheat Attributes
Max o, of Missed Heartbeats  [3

HB Message Interval (minutes)  [30

This tab enables you to set communication parameters for the Host and Power
ports of the Port Authority, Port Authority SAM, and MultiGuard devices. This

tab is only displayed for multi-port devices; it is not available single-port devices
like the UniGuard.

| Remote Devices: 126 Boston | Groups: Template €,

;o oLa 3 e

Programmable ESC

E5C M

Sites: | 126 Boston M |Columns Auto Size|| ‘) Programming = ﬁ Connect to

Port Baud Eiits/ Fart
Name Rate Parity

dscn2900 8 No parity = | Host Part
West Rack Switch 9600 = & No parity + Host Port
East Rack Switch 9600 = 8MNo parity ~ Host Port
9600 = &No parity = Host Port
9600 ~ 8No parity = Host Port

Juniper

Firewall

3.1.7

Function

Polling

Authentication Type | Allow For Programming

ndard Device
Standard Device  ~
Standard Deviee -
Standard Device  ~
Standard Deviee -

|| 3| | &= | &=

Attach Modem

=

[ |

HostPort | Logica

s La ra

This tab enables you to set the parameters to poll non-CDI devices. You can
specify how often the device contacted and the connection method.

]I[ Remote Devices: 126 Boston Q\(\Groups: Template Q\\

Sites: | 1265 Boston

- | Columns Auto Size| &3 Connect to

| [#] Enable Polling

Interval |4
Max Mo. of Missed Polls |2

Connection

|P|r|g
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3.2 Group Management

Group management includes adding, removing, and renaming Groups and
Remote Sites.

3.21 Adding a Group

To add a Group, click Groups button in the Security toolbar. The Group Template
will open.

Click the Create button. A blank Group template will be displayed.

| Groups: Ternplate €3

EETX 0-vceinio | Ssteninfo | Internal Modem [ Hon-CDIHeartbeat |

%y Pragrarming » & Create f Delete & Save 18 skip | &

Marne (L\| | Descripkion |
IP Filters Client Encryptors
Include/Exclude Start IP Address End IP Address | = add | Client 1D Device Mame
PALA-G10-... PA111-22
& PA1X-510-... PA111-23
r PA1%-510-... PA111-36
(4| Il |

Select existing users who will have access to this group

Select iterns

EEEENEREEEEREREEREEE
q
3

MNew User

Mewsom -

0K | Cancel

Enter a Group name and description.

If Client Encryptors (Devices) have already been defined, they will be listed in the
Client Encryptor box. Click the checkbox of each client encryptor you would like
to add to the group.

Set IP Filters, if necessary. The IP Filter address ranges can be set for inclusion
mode and exclusion mode.

Example: The IP address range with the starting address of 192.1.142 to the
ending address of 192.168.1.199 is set for exclusion mode. Another IP Address
range with the starting address of 192.168.1.168 to the ending address of
192.168.1.170 is set for inclusion mode.

These IP address settings result in the following:

All IP addresses from 192.168.1.142 to 192.168.1.199 will have no access to the
specified CDI Device with the exception of IP Address 192.168.1.168.
192.168.1.169, and 192.168.1.170.
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To add an IP Filter, click the Add button. Select Include or Exclude from the
drop down list.

Include: Defines an address range that can connect to the CDI device via IP and
have full access to the device after user authentication.

Exclude: Defines an address range that will have no IP access to the CDI
device.

IP Filters

Include/Exclude Skart IP Address End IP Ac |,‘_{; add .|

OIncIudev .
|ni]" Delete -|

@ Exclude

Enter the Start IP Address and the End IP Address. Click Add to add another IP
Filter.

To delete an IP Filter, select the filter and click the Delete button.

Click the Save button for your changes to take effect or click Skip to discard
them.

3.2.2 Deleting a Group

To remove a Group, select the Group in the Group tree or in the table. Check to
make sure that the Group name is displayed in the Name field of the Group tab.

Click Delete in the Group Tree pane or Delete in Open Tabs pane. The Group,
all Remote Sites, and all devices associated with the group will be removed. The
Group name will be removed from the Group tree.

i = S| Y i % E 7]
;‘E E H 2 gj ﬁl) ¥ & = p P
Exit  Logout Save Systern  Rales  Access Groups Remote NOC Sikes  Client  Devices Ports  Mew Devices Terminal Add Licenses || Users  Users  RSA
Wwarkspace || Users Calendars Sikes Devices Search Search User
Groups ks Groups: Template ©
o "
& cpen Delete < T Save S|
il Ml pm—
& E B oo [Ssenits |t oden [
G+ J® Remote Sites
=@ Mission_Control_Site Mame ‘PV Group 11 |Descnptiur| |
-y, Client Devices
. Users IF Filters Zlient Encryptaors
&‘ Ports IncludefExclude  Start IP Address E |“_3 Add ,‘ Client 1D Devic
I ' 14|
: 144300 UG IF
]9 Remote Sites = on
0 Mew Site PALX-G10-... PA11Y
L@rM1 Tl PALX-B10-.. PALLL
", Cliert Devices [ 0] > S bawvain oais
' Users
@ Parts I
- Sergey Group Hame 4 | Description
£ 8 Remote Sites Mission_Control
L@ Sergey Group e _ | Fraoen ——
% Client Devices || sergey Group
- Users e cocwees

3.2.3 Renaming a Group



Open the Group template.
In the Group tree, select the Group whose name you want to change.

In the Name field, enter the new name. You may change the name in the Open
Tabs pane or in the table below it.

Click Save to save the changes. Click Skip to discard the changes.

_I[Groups: Template @[ Remate Devices: New Site €[ Remate Sites: P Group I
&% Oopen % Delete | =m0 Collapse ol oy Frogramming.r
=¥ %rv i
Szt B oeviceinfc | Systeminfo | nternalModem | HoreCDIHeartbeat,
S p Remate Sites
@ New Site Marme |P‘r’ Group 11 | Description |
-l Client Devices
- & Users IP Filkers
- @ Parts Include/Exclude Start IP Address End IF Addre | = ad
= & Sergey Group -
= F Remate Sites o
;@ Sergey Group.... [« ] | )]
- Client Devices
l Users =
@ Ports Marme 4 | Description
{ [-]® Remate Sites Sergey Group

3.3 Remote Site Management

A Remote Site is a set of devices within a Group. Grouping multiple devices
together by a common factor--for example, by location--makes it easier to view
and manage multiple devices. A typical site may contain many NON-CDI
devices and one CDI device. An example is an edge point with a Router,
Firewall, Network Switch, and a PA155. All of these are added to the site and can
be accessed and managed by the OBM.

A Group may have multiple Remote Sites, but a device may only belong to one
remote group.

3.3.1 Adding a Remote Site

Click the Remote Sites button in the Security toolbar. The Remote Sites tab will
open.

In the Group field, select the Group to which the Remote site will be added.

Enter the name, location, contact name, and phone for the contact person. You
may enter this information in the open tab or in the table.

Click Save to save the changes. The new Remote Site will be displayed in the
Group Tree pane. Click Skip to ignore the changes.
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LT = B 23 480 & Y
Groups Remokte NOC vices  Ports  New Devices Terminal Add Licenses || Users  Users  RSA Add || About
Sites Devicesfhearch Search User Bakch || CDI
i [Gmuus: Template Q\[Bemute Devices: Mew Site ED‘[RemUta Sites: P Group IT Q\
Graups: Calumn Auka Size | :. Open Remote Devices @ Create 9 Delete e Save
Site Settings
Location Enter the Remote
EolEd i Site information
Drrag a column header here to group by that column
Site Mame 4 | Site Location Site Contact Mams Sike: Phong
Mew Site 2 Bangar, Maine Stephen 2075551212
. Site 101

3.3.2 Removing a Remote Site
Click the Remote Sites button in the Security toolbar.

Select the site you wish to delete, and click the Delete button, in the top right
corner of the Remote Sites page. When you remove a Remote Site, all the
devices associated with the site will be removed.

DY %@ e @ 2 = 32 4

les  Access Groups Remote MOC Sites  Client Devices Ports  Mew Devices Terminal Add Licenses || Users  Users  R5&
Calendars Sikes Devices Search Search Lser H

Groups: Template 6 Remate Sites: All Q\ /-\
Groups: IColumn Auto Size| :' Cpen Remate Devices Creab a Delete Save

Site Settings

=

Marne PY_Site 2
Conkack Mame |Sike Manager

Phone 555-1212

Drag a column header here to group by that column

Sike Mame A& | Site Location Site Contack Name Site Phone
Mew Site

PY_Sike 2 e Site: Manager
Riyad Mohammed +12345675

3.3.3 Renaming a Remote Site
To rename a Remote Site, click Remote Sites in the Security toolbar.

In the Group list of the open tab view, select the Remote Site whose name you
want to change.



Groups: Template €3 Remote Sites: all €3

Groups: |AII - | (Caolumn Auto Size, 1 Open Remote Devices

Creat

Site Settings

Marme [Py _site Two

Conkack Mame |Site Manager

|
Lacation |New Jersey |
|
|

Phane |s55-1212

Drag a column header ta group by that column

Site Marne A Site Location Site Contact Mame
Mission_Control_Site Mission_Control_Site Mission_Conkrol_Site
Mew Site

PY_Sike Two

Rivad Saudi Arabia Mohammed

In the Name field, enter the new name. You may change the name in the Open
Tabs pane or in the table below it.

Click Save to save the changes. Click Skip to discard the changes.

[Groups: Template Q\'f.Remote Devices: Group PY_Site Q\'

Groups: |Group PY South - ICDIumn Auto Size

Sike Settings

Mame

Location |New Jersey

AN

|
|
Conkack Name |Site Manager |
|

Enter the new name in
Phone |s55-1212 Site Settings or in the
information
Site Mame Site
Group PY_Site E{gull]

PY_Site 2 m
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WORKING WITH REMOTE DEVICES

This section describes how to.
e Add and remove devices from a remote site
o Configure a device
e Add a non-CDI device to a Remote Site

e Search for a Device

41 Remote Devices

A remote device is a device in the field to which you will be connecting. Remote
devices can be routers, firewalls, network switches, and CDI devices. All these
devices can be access and managed via the OBM software A remote device can
only belong to one Group, and only to one Remote Site within the Group.

411 Adding a Remote device

A new remote device can be added to a Remote Site of a Group. When a new
device is created, the default parameters from the Group Template are applied.
You may then open the Device Info and other tabs to add device-specific
information.

New in Rev 6.04.00: The easiest way to add devices into the system is to use
the provided Device Information File .DEV shipped with your units. If you cannot
find the .DEV file contact CDI support and they can email them to you.
support@commdevices.com or info@commdevices.com

Double click on the “Unassigned devices” at the top of the group tree
=8 Groups
n:m MOC Sites

Click on the “Import Device Info File” tab on the right hand side.

.
x,_,{:\ Open a Device File to Create a blank device .

Locate the .DEV file and import. This will bring one or many devices into the
unassigned devices group. Now you can just drag and drop that device into an
exsiting group or create a new group to drag it to.

The information below goes into detail about each editable field.
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Click Remote Sites in the toolbar. The Remote Sites tab opens.

Remate Sites: Al £

Groups: |n||

Site: Settings

T arme: |Group P _Site

Location |Somerset

Conkack Mame |Mr. Manager

Phore |555-1212

v| Column Auto Size J8 pen Remaote Devices D i

Drag a column header bere to group by that column

Site Mame A Site Location Site Conka)
Berlin Office Alezanderplatz Hanz Grube
Exxon_Site Exxon_Site Exxon_5ite]
Exxon_Sikez Houskon, Texas Joe

Group PY_Site M|
Hoiston IMain Street Bill:+ Finh

Select the Remote Site to which you want to add the device. The Remote Site
name and other information about the site will be displayed in Site Settings.

Click Open Remote Devices. The Device Info tab is opened. To add a a new
device to the database, click Create. The Device Info tab displays “New Device”

in the Name field. The default device type is displayed.

If you are adding a device of a different type, select the device type from the

dropdown list.

Enter the device-specific information in the Device Info tab, System Options, and
the remaining tabs. The tabs displayed depend on the device type.

The fields of each tab are described in subsequent sections.

When you are finished, click Save to save your changes. Click Skip to discard

them.

Alternatively, you may also add a device to a Remote Site by selecting the

Remote Site from the Group List.
Click Remote Sites in the toolbar.

To add a remote device to a Remote Site of a Group,

double-click the Remote Site name in the Group List. The
Device Info tab opens.

Verify that the Remote site name to which you want to
add the device is displayed in the Sites field. If it is not,
select the site from the drop down menu.

L—Jﬁ Group PY South
{ Ch]E Remobe Sites
@ Group PY_Sike

X" 1PY_Site Two

% Client Devices

l lsers
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Remntewo
Sikest” | Group PY_Site \Columns Aok SizeI ‘j Prograrnrning - Connect to
| Group PY_Site |
TvEN] PY_Site Two /r | 0 - 5N I:I Status
-~
DeviceW | version | |emmoffset [amTo
Marme | | Flash Message
Asset Tag | | Licenses Awailable I:I

Click Create. The Device Info tab opens. A new device of the Default Device
type will be listed in the Device panel.

Sites: [New site - | |columns Auta Size| | Wy Programming - &3 Cannecttn 18 Create M8 Delete 19 Save | |

I Dewvice Info ] il

B x| License

~| [FIRsA Enable

Type

UniGuard with TP « |- sin [

| & ofset [ oo:00

Asset Tag [ |ticenses Avalable [4391

Management Communication Hodem

Phane Mumber ﬂ‘ |
Use Dialing Cptians  [Afghanistan (53) |

Primarty Modem (local) -

Secondary

IMadem {lacal) -

Drag a column header here to group by that column

Device Name 4 | Deviee Type Device Mode

UniGuard with TP < | Standard Device (Enable S

0t Device 1

To add a device of a different type, select the device type from the drop-down
list.

Remote Devices: Mew Sike €3,

Sites: | New Site

v||C|:|Iurnns Auto EizeI

[ Device Info l

Mebwork Properties

vabem Options

Tvpe

IniGuard with IP

Device Confirms

Marne

fsset Tag
Managernent Car

T

[

Prirnary

Secondary

Port Autharity-35

|Port Autharity-85 with P

Pork Authority-44

Pork duthority-44 with IP
Pork Authority-4458M

Port Authority-443a8 with IP
Port Autharity-225aMM

Port Autharity-2258M with TP
Pork Autharity-1154MM

Pork Autharitsy-111

-~ |10 -9

lersi
ashy
C

=]
=]

e M

se [

Enter the device-specific information in the Device Info tab, System Options, and
the remaining tabs. The tabs displayed depend on the device type. The fields of
each tab are described in subsequent sections.



When you are finished, click Save.

4.1.2 Removing a Device
A device may be removed from a Group.
To do this, select the remote site to which the device belongs.
Select the device.

After selecting the device, click Delete. You will be asked to confirm that you
want to remove the selected device.

Remate Sites: A ices: PY_Site Two €3,

Sites: |PY_Site Two - | Columns Al Size | ') Programming - &3 Connectto = Create(iz Delete >

Device Confirms | | Wersion I:I GMT Offsat RS
Hame [Mew Device 2 | Flash Message [[] Frimary Foling Device
Asset Tag | | Licenses Available

Management Communication Setial Pork Modem

Drag a column heat group by that calumn

PEvice Mame

Bigvice Type Device Mode

« Standard Device (Enable Security) -

Standard Device (Enable Security)

41.3 Modifying a Device’s parameters

You may change information about a particular device. Select the Remote Site,
and then the device. Open the appropriate tab or tabs, make the changes, and
click Save.

41.4 Adding a Non-CDI device

A non-CDI device, such as a router, firewall, or network switch, can be added to
the database for SSH access and/or periodic polling for activity.

To add a non-CDI device to a Group, follow the steps in section 4.1.1. Adding a
Remote Device. For Device type, select “non-CDI” device.

Gites: [Hew Ste - | Columns Auto Size. &) Connectto 2 Create M@ Delete JB Save | o Skip @ Refresh (3a PrintiExport
[ pevice i |

Mo umber | ] m

Management Communication Modam
Terminal Communication | Modem (lacal) <] | Phone umber | ] %
Use Dialing Options [ chanistan (5)

Drag a colurn header he

Device Mame

Device Type Device Mode Phone Mumber IP Address Program Status

Mion-CDT Desvice:




Fill in the fields in the Device Info tab, network properties, and how you would like
to access the device

SSH
Telnet
Browser
Dial up

Polling. In Polling, remember to enable polling by clicking the Enable Polling
checkbox. The Polling feature pings the device at a given interval to make sure it
is still online. This is equivalent to the “Heartbeat” feature of CDI devices.

Click Save to save your changes.

4.2 Device Info tab

The Device Info tab includes reference information about the device being added
and defines the communication paths by which OBM will access the device.

The entries displayed are the default entries that you entered in the Group
template. You may need to change these entries for the specific device that you
are adding.

Sibes: Columns Auto Size| Wy Programming - &3 Connectto  JBY Create [ Delete P Save | (8 Skip (@ Refresh (2 Print
(PSS =M Tictwork Properties | System Options WMW
Type 10 - 5/ ‘ ‘ Status |Id|e ke ‘ License Descrip)
Deviceconfrms | |verson \ | GMT Offset |GMT 00:00 - || FIRSA Enatle
Mame Flash Message | Primary Palling Device | Metwaork Enable
Asset Tag l:l Licenses Avalable "] AESZ56 Enable
Management Communication " 55H Enable

Frimary |Netw0rk (direct) - |

Secondary |Network (direct) - |

Terminal Communication |Netwnrk {direct) - |

Device Type: Select the device type from the dropdown list. The default setting
is UniGuard.

Device Confirms: For CDI, devices, the device type is entered by the system.
This field is blank for non-CDI devices.

Name: Enter a device name.
Asset Tag: (Optional) Enter additional information to better define the device.

ID — S/N: Displays the device’s serial number retrieved by the OBM and added
to the database

Version: The firmware version retrieved by the OBM and added to the
database.

Flash Message: Displays the status of flash memory update.
Licenses Available: Displays the number of licenses available for the device.
Status: Displays the connection status of the device.

IDLE: Device is ready to connect to the OBM

IN USE: Device is connected to the OBM
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ALARM: Device is in the alarm state and cannot be connected to the OBM.

Tip: Clicking the X will return the message to IDLE but this is not necessary in
normal operation. The device will automatically return to the idle state when it
has completed the task.

Skatus |L:||e » %

You should only reset the message if the status hangs i.e. the device is IDLE but
the OBM does not reset the device status to IDLE. Keep in mind that manually
resetting the device by click the “X” only resets the status message. It does not
cancel any running operations. In most cases, the device should be allowed to
reset to IDLE on its own to avoid conflicts.

GMT Offset: If enabled, the GMT Offset will show the local time of the device’s
location when audit information is displayed for this device.

GMT Offset will not automatically adjust for Daylight Savings Time. You will
need to adjust the offset when coming in or out of Daylight Savings Time.

Primary Polling Device: If enabled, this device will be polled first when the
Group is being polled. Each group can have one device that will be the primary
device of Group.

Licenses The licenses listed depend on the device type. Click the appropriate
boxes to assign licenses to the device. For example, you may have 100 devices,
but only ten Network Enable licenses (because you only have ten on network
devices). The checkboxes allow you to specify on which of your devices
networking is enabled (and are thus using a network license).

Non_CDI devices do require an EDL-T (Terminal) license to be able to add them
to the database. This is how the software is scaled for support purposes.

Note that these licenses can be purchased from CDI. For information on adding
licenses to OBM, refer to the Adding Licenses section in this chapter.

e RSA Enable

e Network
e AES256
e SSH Enable

e Terminal Access (SSH access for non-CDI devices)

Management Connection

These fields determine the methods by which the OBM will communicate with the
remote device, client device, and terminal.

Modem — A modem directly connected to the application through a serial
connection (internal or external)

Network Direct — The software is connected directly to a network which will
connect directly to the remote device (for example Telnet or SSH),



Serial Port — The remote device is connected directly to the serial port of the
OBM software. This is used to “stage” equipment at a central location before

shipping.

Client (Network Dial out) — The OBM software is connected to a network with
several CDI Client devices (ex..PA111/PA222). The software will select a local
client on the network through which to dial out to a remote device. The client will
establish a hardware encrypted session with that remote.

Cellular Direct — if you have the MPLS network that is the same as the cell APN
the devices connected to the system then you can communicate with them
Cellular Direct. This means that the OBM just uses the Cell IP address and
YOUR network can route directly to the cell device via a gateway to the APN
network. Think of this as Network-Cell access.

Cell-Cell-Tunnel — The cell devices are normally on a private APN. This means
that the cell devices cannot be reached from any other network EXCEPT the
private APN ( Access Point Name). Think of it as a VPN for the cell devices. One
quick way to get onto the private APN is to use CDI Client devices with built in
Cellular modules that are on that private APN. When the OBM wants to
communicate with a remote device, it will first connect to a local CDI client via
Ethernet, then jump onto the private APN via the cell module in the client, then
route to the remote device on that private APN. The connection will be hardware
encrypted from the client all the way to the remote. This is Cell to Cell private
tunnel communications.

Cell-Network-Tunnel — This assumes that the remote CDI device’s Ethernet port
is on the cellular APN. When the OBM wants to communicate with a remote
device, it will first connect to a local CDI client via Ethernet, then jump onto the
private APN via the cell module in the client, then route to the remote device on
that private APN. The remote device will have it's Ethernet port connected
directly to the APN. The connection will be hardware encrypted from the client all
the way to the remote.

Primary Communications: Specifies the primary method of accessing the
device. Select from network, dial-up phone lines through a modem, GRPS, or
through the serial port.

If Serial Port is selected; you will be prompted to enter the COM port number the
OBM will use to communicate with this device.

If Modem or Client (Network Dial out) is selected, you will be prompted to enter
the modem phone number and may choose to use dialing options of the OBM
PC, the defined destination country code for the device, and the Phone number
in the dialing process The Dialing options are set in System Settings, the Global
Settings tab.

If Network (direct) or Cellular is selected, no additional information is required.

Secondary Communications: Specifies the communication path that will be
used if the primary method is unavailable. The same communication paths are
available for both primary and secondary communications. See Primary
Communications for detailed information about communication path options.

Terminal Communication: The method by which OBM will communicate with a
terminal. Several choices are available:

e Modem (local)
e Network Direct
e Serial Port
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¢ Client Network Dialout
e Cellular Direct ( require MPLS network accessible)
e Network Tunnel

e Network Cell Tunnel require MPLS network accessible)

Note: The Device Info tab for client devices only will include the Operation
Communication field. For this field, select the communication mode to be used
from the OBM to the client device before the client device dials out to a remote
device. Available communication modes are AES encryption, telnet protocol, or
SSH protocaol.

4.3 Network Properties tab

The network proprieties tab defines properties such as IP addresses associated
with the device, Syslog server, and attributes of the Syslog server, and OBM
heartbeat.

ons. Internal Modem Defined Ports Client Devices

(SEP-R M| Metwork Properties | o
Device IP Address  |197.188.000,170 | ‘ Syslog Server DS Attributes | Radius Server
) 192, 168,000,035 514 | Dnsseveraddess [ | Frimary 1P Address
Device IP Address 192.165.000.170 :
192, 165,000,034 : Darnain Mane l:l Secondary IP Address
MAT &ddress 192,165.000,170 Y e Radius Key
Subnet Mask 255,255,255,000 Gt
192.168.0.2 {500 | | rimery 1 ks [192.16m.000.059] 162 |
GatewayPaddress | |f e |
bes Secondary IF Address l:”:l
client PPP Address | [ frou=s
beats |3
Hardware Address  |00-90-25-00-00-c5
e
- .

| Use Defaulk Port 10001

Device IP Address: IP address of the device

NAT Address: Normally this is the same as the Device IP address. The purpose
of this address is to allow devices of an internal network to be identified by one IP
address when routed to a different network.

Subnet Mask: The Subnet Mask determines to which subnet an IP address
belongs by filtering with this bit pattern. If your host PC is using the wrong
subnet mask, it may not be possible to correctly identify all users on that subnet
and many users may be unreachable by your computer. The subnet mask is
defaulted to work with an 8-bit host address. For any other host bit address, you
must change the subnet mask to the proper setting.

Gateway IP Address (Optional) : The router/gateway address that allows you
access to other network segments. This address must be within the local
network.

Client PPP Address (Optional): The address of the host to which the CDI device
will send a request to establish a PPP session.

Use Default Port 10001: Click to enable the OBM to use of the device default
port for programming.

Port No: The port number used to communicate from the Network side “ex.
Telnet Port Number.
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Hardware Address: Only required if the device will not be programmed through
a modem/dial-up connection, otherwise the OBM will automatically receive it via
serial or telco communications.

If the initial programming is through the network, then the hardware address is
required.

2| Network Properties | WS es

e s
Device IP Address  |192, 168.000.170 ! SysLog Server

168, || DMS Attributes | Radius Server
——— il _
MAT Address 192, 165.000.170 SysLog Server erver Address l:l Primnaty 1P Address
Subriet Mask 255,255.255.000 i Marme I:l Secondary IP Address
s Primary [P Address  |192.168.000.002 514 |

Secondary TP Address |192.168.000.002 [s14 |

Clent PPR Addvess | | ' :
_____ OBM RealTimel
Hardware Address  |00-90-2a-00-00-c5 ealTimelog TP Address 192.165.000.039 | 162
Part hlumbes 10001 | Enable RealTime Lag dary IP Addhess l:”:l
[¥] Use DeFault Fort 10001 RealTime Log Address  192.168.0.2 :[s001
OBM Heartbeat Attribubes
V|Enable Hzartbeat Attributes
IMax Mo, of Missed Heartheats
| I

HE Message Interval {minutes)

Syslog Server

If a Syslog Server application is running on your network, CDI devices can report
audit trail messages to the Syslog Server for monitoring purposes.

Note: To view the Syslog log, click Syslog in the Logs toolbar.

Primary IP Address: Enter the primary address of the Application Server that is
handling Syslog traffic. You may then enter the Syslog IP port number that the
CDI device can use for communication.

Secondary IP Address: Enter an address that will be used when the primary IP
address is not available. You may then enter the Syslog IP port number that the
CDI device can use for communication.

OBM RealTime Log

Enable RealTime Log: RealTime logs (RTL) allow real-time messages from
remote CDI devices to be sent via the network connection to the OBM server.
Without RTL enabled the remote devices will not send events in real time back to
the server, they will be buffer until the unit is polled (which will need to be
enabled). RTL must be enabled in order to generate alarms from missed
heartbeats.

RealTime Log Address: |IP address of the OBM workstation that is enabled for
Real Time logs.

OBM Heartbeat Attributes

The OBM Heartbeat is an automatic “I'm alive” message that is sent periodically
by a CDI remote device to the OBM application server. If heartbeat messages or
any other messages are not received by the OBM application server within the
given time interval, an alarm (No Contact From Device) will be triggered for this
device. This would indicate that the device is in trouble or its network access is in
trouble.
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The Heartbeat also checks the “Telco Line Status”. The modem will go “off hook”
and check for Dial Tone during each Heartbeat interval. The device will report
that status of the Telco line as part of the Heartbeat response. This allows the
central site to realize that a remote site has no working telco connection long
before it is going to be used. If the Telco line is restored, this is also reported in
the Heartbeat message. The OBM can pass this alarm to an SNMP manager, an
Email Alert, or a SMS text message.

For non-CDI devices, this is accomplished using Polling. The Polling feature
pings the device at a specified interval to check if it is still available and online.

Max No. Of Missed Heartbeats: Number of missed heartbeats that will trigger
an alarm from the OBM workstation that is set for real time logs. The default is
three to allow for latency and/or collisions in a network

Heartbeat Message Interval: The time in minutes between heartbeats sent by
the remote device. For example, an interval of 60 would generate a heartbeat
once an hour by the remote device. This interval would be programmed into the
device.

Example: If the Maximum Number of Missed heartbeats is set to three beats
and the Heartbeat Message Interval to 60 minutes, a “No Contact From Device”
error is generated by the OBM each time the device does not respond with 180
minutes (3 x 60).

Note: In order to receive heartbeat messages or alarms, OBM RealTime logs
must enabled. If real-time logs are not enabled, no heartbeat messages will be
received even though the heartbeat attributes have been defined. OBM Real
Time logs are enabled in Common System Settings tab.

(S0 Rili=M| Tetwork Properties (T ons | Internal Modern | Defined Porks | Client Devices

Device TP Address Syslog Server || NS Attributes | Radius Server

NAT Address Frimary IP Address @ '—.I I I imary [P Address |:
Subnet: Mask, Secondary 1P Address | 192, 168,000,034 DNS Attributes condary 1P Address |:
dius ey I:

Gateway IP Address

OBM RealTimelog D% Server dddress |

|

Client PPP Address [#] Enable RealTime Log

Domain Mame | |
Hardware Address | 00-90-25-00-00-c5 RealTime Log Address |192.168.0,2
P [tz (e OBM Heartheat Attributes SHMP Atkributes

[#] Use Default Port 10001

[#] Enable Heartbeat Attributes
Max Mo, of Missed Heartbeats |3 Carnraunity Marne ||:'Ub|iC |

sRMessge e (NS 30 primary [ Address  [192.168.000.039 )1 162 |

[} Secondary IP Address | || | EE— |

DNS Attributes

DNS Server Address: Enter the DNS server IP address. This is only needed if
you want to use a DNS server that is different from the one used by your
network’s routers.

Domain Name: Enter the Domain name. This is only needed if you are not
using the DNS server used by your network’s routers.
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SNMP Attributes

Community Name: The Community string (“password”) that the first trap
receiver uses to validate traps.

Primary IP Address: IP Address of the first SNMP Trap Receiver to which you
want the traps sent.

Secondary IP Address: IP Address of the optional second SNMP Trap
Receiver to which you want the traps sent.

Radius Server

Primary IP Address

Secondary IP Address
R adius key

Radius Server
Primary IP Address: Enter the Radius IP Address of the Radius server.

Secondary IP Address: Enter an IP address to be used fir the Primary IP
address is not available.

Radius Key Optional: Enter the Radius Key. A maximum of 128 characters can
be entered.

4.4 Cellular Module Properties

The parameters for the Cellular Modules are found in the NETWORK
PROPERTIES tab. Fist the Cellular Module needs to be enabled in the
INTERNAL MODEM tab. Then all properties are set in the network properties
tab.

Cellular properties

010.064,000,000 Additional Infa

Cell CCIDVESH Mumber

Cellular SysLog Server Cellular OBM RealTimeLogsiHeartbeat Attributes

1P Address |010.064. 000, 000] |[s14 | | [ElEnable Cellular O8M Address

. " |Enable Cellular RealTimelags
Cellular SMMP Abtributes

) OBM Address | :[5001 |
Communiky Mame | |

™| Enable: Heartbeat Attributes

IF Address | | :| |

IMax Mo, of Missed Heartbeats |3 |

HE Massage Interval (minutes) |30 |




Cellular IP Address — This is the address assigned to the Cellular Module by the
Carrier. It is a fixed IP address. This address can be enterino into the OBM if you

are reching out via cell to program the remote device. Or if you are programming

locally via serial or network, it will be pulled from the device.

Note: the device must connect to the network BEFORE it can pull it IP address
fro the Carrier.

Cellular Modem Text Number: This is a future function at this point .This
number is used to send commands via SMS message to the remote device.

APN-Access Point Name: The APN is required by certain carriers to provide a
private network connection. This information should be provided by your carrier.
It is also pulled out of the device if it is programmed via any other connection
than the cellular.

User Name: Optional for APN access on most carriers.
Password: Optional for APN access on most carriers.

Cell CCID\ESN Number: This will be pulled out of the device when programmed.
It is basically the serial number of the cellular module.

Number of antennas: Device is shipped with one antenna. If an Diversity
antenna is used please select 2 in this window as the cellular module needs to
be told how many antennas are being used.

Cellular Syslog Server: This can be a syslog server connectd directly to the
APN network, or it can be a CDI Cellular Client address that will relay the syslog
data to the network syslog server.

Cellular SNMP Attributes: This can be an SNMP server connected directly to
the APN network, or it can be a CDI Cellular Client address that will relay the
SNMP data to the network SNMP server.

Cellular OBM Real Time Log/Heartbeat Attributes — This can be an OBM
connected directly to the APN or a CDI Cellular Client IP address that will in turn
relay the data to a network connected OBM server.

4.5 System Options

The parameters on this screen enable you to set user security levels, system
password and key information, and first message delay time. The parameters
displayed may vary depending on the device.

[ Davice Tnfo | Metwork Properties | Meetiesvasell| Internal Modem | Defined Ports | Client Devices |

AES Mode Device Mode |Standard Device (Enable Security) - |
TaES1ZE [C]AES192 (W] AESISE Metwark dccess ko Modem |Disabled v|
Encryption Engine Yersion
Swstem key
Sys Passmord 0|******** |
Sys key ﬁ| 408 Generate Key |

Sws Key Signature |4?4BQFE18?8225554?4BQFE18?8225554?4BQFE18?322555 |

First Message Delay (secs) Host DTRJRTS Loss of Signal {secs) ™| Disable TP Authentication Encryption
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AES Mode or TDES mode or AES/TDES mode: The encryption modes
displayed depend on the device.

Device Mode: Select the security type. The available types are listed below:
e Standard Device (Enable Security). Default

e Device Authentication/Encryption — this device will only communicate
with CDI Clients in an encrypted mode. The device will automatically
attempt to exchange a key once a connection has been established. The
user will not be prompted for a useriD.

e RSA SecurlD Device. The device will act like a legacy RSA SecurlD
device. This is a mode created specifically to mimic a latency SecurlD
device and is only recommended for applications requiring strict legacy
compatibility. The boarder use is for an RSA token ton be used in the
encryption mode or the standard mode with RSA enabled.

e Standard Device (Bypass Security): Security is disabled for this device.

Network Access to Modem: Select the option for network access to the
modem. When this option is enabled, you can access the modem and dial out
from the network. This can be a security concern because the modem is enabling
this will make the modem available for dial out from the network.

e Disabled
e Enabled /No Encryption
e Enabled / Encryption

System Key

Sys Password: This is the password used by OBM to access the device. Enter a
password by the OBM to access and program the device. If asterisks are
displayed, a password already exists. You may change the password by deleting
the current one and entering a new one. For security purposes, the password
will be displayed as asterisks.

Sys Key: This is the key used by OBM to access and encrypt data with the
device.. By using the sys key, communication between the OBM and the device
encrypted. The system key must have 48 hex characters. The Sys Key may be
entered or system-generated. To have the system generate it, click Generate.

First Message Delay Time (sec): This is a delay before the first message is
displayed upon connection. Enter the time in seconds until the “Enter User ID”
prompt is displayed.

Host DTR / RTS Loss of Signal: Sets the number of seconds that the host
signals have been lost before an alarm is generated and sent back to the OBM.
A loss of signal from the host device can signify the device is in trouble, a loss of
power, or a cable being removed from the device. The connection to the host has
been lost

Applies only to Port Authority devices
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Disable IP Authentication Encryptor: Click the checkbox to enable this feature.
When enabled, encryption is disabled after successfully authenticating to the
device via IP communication.

Applies only to UniGuard devices

Powern\IP Port Option: Select the mode for the power port/ip port. The available
modes are listed below.

e Program Only — Port used for serial programming only
e Power port connection — Port used to control a PCM only

e |P\Authentication — The UniGuard has an network port instead of a serial
maintenance

e Network dial out — The port is a network port and is used for network
dialout in the Client mode.

Host DTR: This option monitors or ignores the DTR (Data Terminal Ready)
signal from the Host port of the UniGuard. The default is Monitor. Note that when
the host drops DTR during a modem connection, the connection will drop. This is
standard for the RS232 interface.

Host Dialout: Set whether the host can dial out using the device’s modem
e Enable: Allows the host to dial out using the device’s internal modem

e Disable: Prevents the host from dialing out using the device’s internal
modem

e Device Authenticate: When Device authentication has been selected and
a connection is made, the device will immediately attempt to exchange a
key with whatever is on the other end prior to even asking for a user ID.
This is mainly used in machine to machine connections or when a central
RADIUS authentication is used prior to allowing dial out from the NOC.

Host “AT” Command Access; (Only UniGuards in the AT Command State)
Enables the Host to access the modem in the AT Command State. This is used
primarily when the connected device needs to interact with a modem for the
application to run and is normally in legacy applications.

4.6 Analog Internal Modem

The fields of the Communications screen enable you to define modem/host port
parameters of the UniGuard and the modem port of the Port Authority. If you
select CELLULAR MODULE, all the parameters will be inserted in the network
properties tab.
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[ Device Info |

Internal Modem

Internal Madem Type

Metwark Properties

| Irternal Modem |MWWM

Defined Messages

|Ce||u|ar

the Metwiork Properties tab (abowve),

To access the Device's Cellular properties you must first select IFHITELy !|

Modem Information

Modem Type

|Mndem ID TELIT HE910-D 3G Cellular Data Modem

Secondary

Internal Modem Type:

Select either Analog or Cellular as the internal modem type.
If Cellular is selected, the device needs to have a Cellular
module installed and it’s parameters are set in the network
properties tab.

Extra AT Command Settings
Modem Type:
Modem Inactivity timer (min):

Specify the number of minutes of no activity detected by the
modem before the modem disconnects.

Enter 0 to disable this feature.
Serial AT Commands:

Click the checkbox to program the AT command into the
modem. You do not have to enter an AT in the front of
command string and do not include spaces or delimiters
between commands.

Modem Port Bits/Parity:

Select the modem port bits and parity from the drop down

Modem Port Baud Rate:

Select the baud rate of the modem port from the drop down

Defined Messages

User-defined messages can be sent out either before or
after the authentication process begins.

R
|
4.6.1
4.6.2
4.6.3
Modem
4.6.4
list.
4.6.5
list.
4.6.6
4.6.7 Primary:

Enter a user-defined message sent before the authentication
process starts. This is typically “Welcome to XYZ Company
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4.6.8

4.7

4.8

port device.

Secondary:

A user-defined message sent after the first user
authentication prompt response has been processed. This is
typically “we really meant what we said in the first message

and will prosecute any trespassers” followed by the
appropriate legal warnings.

Cellular Internal Modem

All Cellular odule properties are found in the Network
Properties Tab as it is network based communciations

Defined Ports

The parameters in the Defined Ports tab enable you to set communication

parameters for the Host and Power ports of the Port Authority and Port Authority
SAM. Defined Ports is not available for the UniGuard device since it is a single-

NOTE: For the current generation of devices, you may enable and disable

Mimicking and the Modem Connect message for individual ports. For previous
generation devices, ports may not be set individually.

Sikes: | Vankees_Site - | Columns Auto Size ﬁ Priogrararning « @ Connect to

Remate Sikes: Symankec_UK €| Remote Devices: Yankess_Site @

Programmable ESC  |ESC

% lgne ||y |one
R s
3 @Ho.. .. -+ 8Ho.. v Hos..
7 @Ho... .. - BMo. v Hos..
5 @GHo.. .. « BMo. - Hos..
5 BHo. . = 8Ho ..~ Hos..
4

IERRRERRERE

con... Madem Host Host oo FPort
Iirn. . Connect Device Device D... Dire...
I T N o I
F F DeFault - X In -
P Ir Default - X In -
DeFault - X In -
Default - % In -

Defaulk

X

0 IR eined Ports |

In

E Creake ’ Delete]

only valid users should be using this system”, and may be
followed by additional legal warnings.

Current generation

devices. Mimicking may
be enabled for individual

ports.

Master/Slave Device |Master

v| | Enable Control Mimicking

Programmable ESC |ESC

v| V| Enable Modem Cannect Message

'N":‘ Part

s | rferndltoden [[EERSTHEN ClertBevies |

MName ERZUt: P‘?altlst’;' DS:T; LEaloichione Val:l‘uoz::esreiirntds
1 = |& Mo parity PO Fcvvvcr Port 1 (S
2 € Host Port 2 9500 = 8 No parity - - X 2 Power Port 2 g
3 € Host Part 3 9600 = & No parity - - X 3 Power Port3 5
4 € Host Port 4 9500 = 8 No parity - - X 4 Power Port 4 g
5 € Host Part 5 9600 = & No parity - - X 5 Power Port 5 5

Master/Save Device: A Port Authority device can be defined as Master or Slave.

This will allow the host ports of a Master Port Authority to connect to the

Maintenance port of a Slave Port Authority. Using the Master/Slave function can

expand the Port Authority up to 64 ports.

Y
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The number of Ports available in a Master/Slave connection is equal to the
Number of Port Authorities multiplied by 8, minus the number of Slave units.

A diagram showing an example of Port Authority Master-Slave cable connections
is shown in Appendix 1

Programmable ESC: Select the character that a user presses to exit a port.

After accessing and modifying a host or power port of a Port Authority device, a
user exits the port by entering the esc character. The user may then access a
different host or power port.

If the ESC character interferes with other functions of the host application, the
user may need to use a different character. The Programmable ESC code option
allows the user to change the ESC code from one character to another. The
default esc character will be changed and the new ESC code character will be
installed after the DDM has programmed the Port Authority device.

Programmable ESC Combo list functionality is only for Port Authority devices
with firmware at or above 3.05.xx.

Enable Control Mimicking: Mimicking will allow the Host port of the Port
Authority to copy the control signals of the Dial-In modem port. The default
setting is “Disabled.” This is the recommended setting

Enable Modem Connect Message: The Modem Connect message may be
enabled or disabled. If enabled the modem connect message is sent to the Host
Port. . The default setting is “Disabled.” This is the recommended setting.

4.9 Client Devices

To view a list of client devices by Group, click Client Devices in the toolbar.

Clierk
Devices

Client devices are all located in the NOC site(s). Groups can be assigned to
these client devices to establish an encrypted session between the NOC site and
the remote device. Groups not using hardware encryption do not need to be
assigned to client encryptors.

When the Client Devices tab is opened, a list of client devices associated with
the group is displayed. For each client device, the device name, client ID, device
type, device mode, ID and Serial Number, Phone number, IP address, and
Program status are listed.

lienk Devices: Yankses € 4P %

Groups: | vankees -| Columns Auta Size| Yy Programming ~ &3 Connectto @ Refresh
“rag a calum = ko group by that colum
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For information on connecting to a particular device, please refer to the
Communication Center section.

4.10 Ports View

The Ports View displays what is connected to each port of all devices of all
Groups, to all devices of a one group, or to a specific port or port type.. To
display the Ports View, click Ports in the toolbar.

12

tion

Users Calendars Search User Batch h

The Port View tab is opened. From the Groups drop down list, select a specific
group, or All to view all devices of all groups.

Port View @° P 4 H
Group: | Al - | Golumns Auto Siz{Q Search & Refre:
Drag  column header » by that colurn
Device Name 4 | Pork i Pork 2 Pork 3 Port 4 Port5 Port s Port 7 Port 8 Port 9
PA199 - 43 Cisco29505wikch  Host Port 2 Host Port 3 Host Port 4 Host Port 5 Host Part 6 Host Part 7 Host Part 3 Host Part 9
PA199 Host 170 Hast Port 1 Hast Part 2 Hast Part 3 Hast Part 4 Hast Part 5 Hast Port & Hast Part 7 Hast Port 8 Hast Port 9
PA199 Host 171 Hast Part 1 Haost Port 2 Host Port 3 Host Port 4 Host Port S Host Part & Host Part 7 Host Part & Host Part 9
PA19G Hosk 172 Hosk Port 1 Host Part 2 Host Port 3 Host Port 4 Host Port 5 Host Part & Host Part 7 Host Part 5 Host Part &

PA-222 Hosk Port 1 Hast Part 2

PA44 Host NOS9  Hast Port 1 Hast Port 2 Hast Port 3 Hast Port 4

To view detailed information about a specific port or port type, including the Baud
Rate, Bits Name, Port Direction and Port Function, click Search. The Port
Search screen is displayed.

Part Mame |Host Part 1 |

IQ Search |

Pork Type |Hust Port 1, Hosk Pork &, Host Port 3, Host Port 4, Host Port 5, Host Port 6, Host Port 7, Host Port §, Power Port 1, Power ... v|

Drag a column header here ko group by that column

Device Mame Custom Port Mame Fort Mu... ER.ate Mame Bits Name Port: Direction Port Function

PA199 - 33 € Host Port 1 1 9500 8 Mo parity In Host Port

PASS - 10M Rabhbit € Host Port 1 1 9500 8 Mo parity In Host Port

PAL199 - 34 € Host Part 1 1 9600 5 Mo parity In Host Part

paioa- 27 € Host Port 1 1 9500 8 Mo parity In Host Port -
| ooz IF £ Host Port 1 1 9000 S Mo parb In Host Pork

To view the port connections of a specific port or port type, enter the search
criteria and then click Search. The results of your search will be displayed.

411 Device Search

You can search for a device by name, device type, hardware address, asset or
IP address. To do this, click Devices Search in the toolbar.
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ave yste Ace: "
Users Calendars

Authentication

Search User Bal

Devices
l Search I

4.11.1 Displaying a list of all Devices

To display a list of all devices, do not enter any search criteria.

4.11.2 Displaying a list of Specific Devices

Open the Device Search tab. Enter the search criteria and click Search. You
can search by Device Name, Device Type, Hard Address, Device Asset, Device
IP Address, or a combination of these. Your search can be limited to those
devices not contacted or to only client devices.

The results of the search are displayed in the Device pane. Click on a column
heading to sort by that column.

@y Programiming -

Device Type [Por

t Authority-68 with TP, Port Authority-44 with TP, Part Authori

7] Cnly Cliert Devices

Drag a column header

Device Name
PARemote164
PA_RABIT
PORT44DES
PA441ES

PASS Host M173
F) sston

, Port Aut,,, ~| [

[ Search ot Contacted Devices

re to group by that column

Device Type
Port Authority-44 with 1P
Port Authory-44 with 1P
Fort Authority-44 with TP
Prt Authority-44 with 1P

Device Made

R5A SecurlD Device
Standard Devics (Enab,..
Standard Device (Enab...
Client Device

RSA SecurD Device

Standard Device {Enab...

Groups
im Gro...
Legacy

Sergey ..
M Gro...
Varkess

Fuvin

Site Narme
Jim Group _,
Legacy_Sits
Sergey Grou

Default HOC...
ankess_Site

:

Fvvin Sie

Yersion

PRESEE

413,11
3.14.00
413,14
4.13.15

Phane Mumber
128

IP Address
@ 192.168.000.....
192.168.000,151
192.168.000.144
@ 192.168.000.....

124

Hard &,
00-03-Fd-..,
00-90-C2...

Asset

00-90-C2...
00-03-F4-,.,
00-03-F4-

412

Each device added to the OBM must have a license; this is how the software is
scaled. There are several types of licenses that may be uploaded.

Adding Licenses

Device licenses: Apply to all CDI legacy devices . (UniGuard, PA44, PA84,
PA88, SAM11, SAM22, SAM44)

RSA Licenses: These licenses are used to enable any CDI device to use RSA
tokens for authentication.

OBM / Seat Licenses: Allow multiple current instances of an OBM client to be
used. Each simultaneous connection to the database requires a seat license.
This number should be at least equal to the number of client encryptors if
encryption is being used.

Enhanced Device Licenses (EDL) apply only to PA100 and PA200 series
products. (Port Authority 111, 155, 199, 211, 222, 244). These EDLs allow
management and additional functionality to the devices.

To upload a license, click Add Licenses and select the license type from the
drop down list. Select the file name and click Open.

Note: You can view the number of used and available licenses in Common
System Settings tab. To open this tab, click Common. From the toolbar click
System Settings, and then the Common System Settings tab.
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5 MANAGING CLIENT DEVICES

This section explains how to manage client devices. A client device is a CDI
device that is used to connect to another remote CDI device when a session
must be encrypted. Client devices may also be referred to as client encryptors.

All client devices are in the NOC Group. Each client device may then be
attached to one or more Groups.

This section explains how to do the following:

Add and configure the Port Authority, SAM, UniGuard, SSE Client devices as
client devices.

Attach and detach client devices from Groups.

View a list of client devices that are attached to a Group.

5.1 NOC Group

The NOC Group is a system-created Group to which all client devices are added.
Click NOC Sites in the toolbar to:

Add or delete a NOC remote site
Create a Client Device

Create a SSE Device

Program a client device
Connect to a client NOC Device
Attach a NOC device to a Group

The Default NOC Site within the NOC Group is generated by the system and
may not be renamed or deleted. User-created NOC sites may be renamed or
deleted as required.

Client devices are added to the NOC Sites Group. Once it has been added to
the NOC Sites Group, the client device may be attached to one or more Groups.

5.1.1 Viewing All Client Devices

You may view all client devices in the NOC Group, or the client devices of one
remote site within the NOC Group.

To view all the client devices, click NOC Sites in the toolbar.

Security Com Logs

nmon 0
- ) i
Sl 3 80 & ¥
Exit  Logout Sawe Users Users RS54 Add || About
Workspace || Users Calendars § Search User Batch [a28
: MOC Sikes Bvices
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The NOC Sites tab opens for a NOC remote group. In the Open View portion of
the screen, a list of client devices

is displayed. NOC Sites: Defalt MOC Site €9,
To view the client devices of a MO Sites: | Default MOC Site = Create |.C
NOC remote site, select the site [oevieeinra |‘EZF§”;Ft”OC Site |
from the drop down list of the — -

) ! Type [Part Authariey-111 -|Io-
NOC Sites field. ; .

Irag & column header here to group by that column

Device Name 4 ClentD Device Type Device Made: ID -5 Phone hurber 1P Address Program Status | Groups

chevron dlent Part Authority-111 Cliert Devics | [m@saesaesacs o Contact From ...

PA- 111161 PA11-910-000046 Port Authority-111 - Client Device  PAI1-910-000046 JmGroup -
PaLLl-20 PA11-810-000020 Port Autherity-111 ~ Client Device PA11-810-000020 101 192.168.000.120 Estxon -
PALlL-22 PA1X-610-000022 Part Authority-111 - ClierkDevice  PAIX-610-000022 103 192.168.000.122 Exoxan, Jim v+
PaLll-23 PA1X-510-000023 Port Authority-111 - CllentDevice  PAIX-510-000023 104 192.168.000.123 Exccon, Jm .. -

For each Client Device, the following information is displayed:
Device Name

Client ID

Device Mode

ID-SN

Phone Number

IP Address

Program Status

Groups

5.1.2 Adding a site to the NOC Sites Group

The Default NOC Site has been generated by the system. This site cannot be
deleted or renamed. You may, however, create additional sites.

To add a NOC Site, click NOC Sites in the toolbar. A NOC site will be created
with a default name (NOC Site #). You may change the name. .

Client devices may be added to the Default NOC Site or to a NOC site that you
created. To do this, click Create and select either a Client Device or an SSE
device to be created. Port Authority and UniGuard devices may be added as
client devices.

[Noc Sites: NOC Site 1 63,

NOC Sites: |NOC Site 1 + Create Delete | Golumns Aut
W=l Tstwork Properties | System Options W

| |ID- 5N
Device Confirms | |'u'ersic-n

5.1.3 Deleting a NOC Site

NOC sites that you added may be deleted. To delete a NOC site, make sure the
site name is displayed in the NOC Sites field.

Click Delete. All devices associated with the NOC site will also be deleted.



Note: The Default NOC site is system-created and cannot be deleted.

5.2 View the Client Devices of a Group

Client Devices in the toolbar displays a list of client devices attached to a
particular group.

Note: To program a device, select the device and then click the appropriate
programming option.

Swstern  Rales  Access Groups Remote MOC Sitd
Workspace || Users Calendars Sites

Client:

| Devices I

Client Devices: Yankees €3

Se|ect the Group from the dropdown list Groups: | varkees ~| \zolumns Auto Size| Wy Programming =

Test Rack.

A list of client devices attached to the
group is displayed. =

For each device, the following information
is displayed:

Device Type

Test Group
Sergey Group Port Authority-111
S5E
Exxon

Device name
Client ID
Device Type
Device Mode
ID-SN

Phone Number
IP Address

Program Status

Cliert Devices: Vankess € 4 x
Groups: |Yankees ~ | Columns Auto Size h Programming - &3 Connectto q? Refresh
Device Mame & Client ID Devics Type Devics Mode 10 - 5h Phone Nomber IF fddress Frogram Sta..

| [patiicient 176 Pa11-111-100005 Port Athority-111 Client Device PA11-111-100005 00,175 Contact Fro

5.3 Attaching a Client Device to a Group

A client device may be attached or detached from a group from the Group
Template or from the NOC Sites tab.

5.3.1 Attaching a Client Device from the Group Template



To attach a client device to a Group from the Group Template, display the Group
template for the group.

The Client Encryptors displays a list of all client devices that have been added to
the NOC Sites Group. To attach a client device to the group, click the checkbox.
A client device may be attached to more than one Group. To remove an client
device from a Group, uncheck the box.

[ Groups: Template €3,

%y Programming = & Create % Delete & Save (B skip |
XA oeiceirfo | systeninfo [ internal Hodem [ fon-COI feartbedt
Mame &| | Description |
IP Filters Client Encryptors
s s
Include/Exclude Start IP Address End IF Address = Add | Client ID Device Mame
= s “ UG P 141
uf  Delete
|} PA1X-510-... PAL11-22
|} PA1X-510-... PA111-23
n m - Palx-810-... PA111-36

5.3.2 Attaching a Client Device from NOC Sites tab

To attach a client device to a Group from the NOC sites tab, locate the device in
the list. In the Group column of the selected device, click the down arrow. A list
of Groups is displayed. Click the checkbox of each Group you would like to
attach to the device.

rag & column header here to group by that column

Device Mame & | Client ID Device Type Coevice Mode 10 - 5M Phaone Number i
| chewenclert  ooooo  Potasthorblll - dlembedee [ Test Graup
' A - 111 -161 PA11-910-000046 | Port Adtherity-111 2A11-910 | Sergey Group
PALLL-20 PAI1-B10-000020  Port Authority-111 - Client Device PA11-510-000020 101

54 Adding an SSE Device

The SSE (Secure Session Encryptor — CDI USB Token) acts as a client
encryptor and includes a unique 6-digit ID. The SSE Triple DES/AES key can
only be programmed by the OBM. Through the OBM, remote users can securely
connect to CDI devices via Trip DES/AES communications using the SSE.

The SSE is installed by attaching one end of the included USB cable to a USB
port of the PC. The other end is connected to the SSE hardware device. A
device license is required for the SSE hardware device to be managed by the
OBM.

To add an SSE Client to the NOC Sites Group, click Create. From the drop down
list, select SSE Client. The SSE Client tab is opened.
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S5E Client |

Device Info Clignt Info

Device Info

Device Mame Skakus
Device 5{N [ s
SSE Version l:l Unlack | Lock S5E
Minirnuri Fin Length V| Requires Pin Yalidation

SSE Licenses Avalible V| Requires Mew Pin

MOC Sites: | Default NOC Sits v Create Columns Auto Size. Wy Programming = & Create - 4, Delets

AES125 -
955086507 3928BEEEECDI4CAEIETSE17 IDCIECIEDCCEN0A ©

BCDN960FEFFEZSEFIB4EAR4A40E1 364525444 2FCI3ENDZ0ACEN

/1y | Madern Dial Out -

@& Refresh

Description

The Device Info fields enable you to enter information about the SSE device.

Device Name: The name given to the device by the user.

Device S/N: The serial number will be provided by the OBM.

SSE Version: Provided by the OBM

Minimum Pin Length: The least number of characters that may be entered for

the pin. The range is from 4 to 12 characters.

SSE Licenses Available: Provided by the OBM

Status: The status of the device. Provided by the OBM.
SSE ID: The Client ID of the SSE. Provided by the OBM.
Unlock / Lock SSE: The SSE can be unlocked or locked (default is unlocked).

After a consecutive number of failed logon attempts, the SSE is put into a locked
state. When locked, the SSE device cannot do encryption. Once locked, the
SSE must be unlocked before logons can be attempted. When unlocked the SSE

is put in new pin mode.

Note: To set the number of failed logon attempts before the SSE is put into a
locked state is set in System Settings, Global System Settings tab.

Requires Pin Validation: If enabled (default is enabled), the user must enter a

pin to logon to the SSE device.

Requires New Pin: If enabled (default is enabled), the user must enter a pin to

logon to the SSE device.

The Client Info fields specify the encryption mode and communication type.

MOC Sites: | Default NOC Site ~ Create Columns Auta Size ¥ Pragramming = % Create~ g, Delete & Refresh
SSE Cliert |
Device Info lient Info Description
Device Marne New Device 2 | Status - |
Device 5iM S5E ID of Client Infao Description
S5E Yersion Unlock f Lack 55E Lj AES/TDES Mode |AE5128 . |
Minimum Pin Length |4 Requires Pin Yalidati
) Key |985U8680739283EEEECDQ4C8E9E756171DC16C9EDCCBQUDA o |
S5 Licenses Avalble |56 ¥ Requires Mew Pin
Kevy Signature |BCD0960F6FF628EFQB4EAB4A4DE136A8254442FC93EDD20F\CE9I|
Cormmunication
Communication Type &|Modem Dial Cuk - |
I |Use Dialing Cptions |
Dialout Modem Number ‘5| |




AES/TDES Mode: Select Triple DES or AES128 mode. This is the encryption
mode that will be used by the SSE.

Key: Enter the encryption "Seed Key". The Client Primary Key must consist of
64 hex digits. To generate a key, click on the left arrow in the Key field.

Key Signature: Signature of the Primary Key. The Key Signature of remote
Encryptors is compared with this Key Signature. If both Signatures are the same
then the Keys will be the same.

Communication

Communication Type: This is the communication type that the OBM uses to
communication with the SSE device.

Communication
Type

Description

Modem Dial Out

Selecting Modem Dial Out will require that you enter
the phone number in the Dialout Modem Number
field. You can also choose to use dialing options
and select the country/region.

Note: Dialing Options for a specific modem are set
in System Settings, Global System Settings tab.

Modem Dial In

Selecting Modem Dial in will require entering the
number of minutes that the OBM will wait for a
connection in the Wait for Connection field. The
maximum value is 15 minutes. A communication
port must also be selected.

Direct to COM
Port

Selecting Direct to a COM Port will require entering
the desired COM port and the number of minutes
that the OBM will wait for a connection in the Wait
for Connection field

Local USB Port

Selecting the Local USB Port will require choosing
the COM Port to which the SSE device is connected.

IP Dialout

Selecting Modem Dial Out will require that you
enter the phone number in the Dialout Modem
Number field. You can also choose to use dialing
options and select the country/region.
Note: Dialing Options for a specific modem
are set in System Settings, Global System
Settings tab.
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5.5 Adding a UniGuard or Port Authority Client Device

A CDI UniGuard or Port Authority device can be programmed as a client
encryptor by the OBM. The client device then allows remote users to connect
securely to CDI devices via Triple DES/AES communications.

Select the NOC site to which the device is to be added. In most cases, this is the
Default NOC Site.

To add a client device to this site, click Create and select Client Device from the
drop down menu. The Device Info tab opens. Select the device type from the
drop list.

S R Fetark Properties | System Options WMM
Type [Port Authority-222 - |- s [pazz-s12-003111 | status License ot
Device Confirms |2221 | Wersion |10. 14.10 | 9] Network Ensble | [
Narme [ATT_CLIENT_ATT 35 | Flash Message | x| ] AES 128 Enable
Asset Tag | | Licenses Available |469 | | &dd ta Client Dialout List Fraees Wi
| Enable Cell Syslog Gateway V| RawTCP
| Program Users in Client Device | Madern

™| Remave from Preferred Client List ¥|55H Enable

Managernent Comrnunicakion Modern

Primary |Netw0rk {direct) - | Dialing Tvpe |OBM Database Dialing aptions - |

Secondary |Netw0rk {direct) - | PEY Access Code | |

Terminal Cormmunication |Netw0rk (direct) - | Domestic Access Code | |

¥]S5H International Access Code | |

Operation Communication |AES Encryption - | Country/region |Un\ted States (1) - |

Device Info tab

Only fields that are unique to client devices are described in this section. Fields
common to both client devices and remote devices are described in the previous
section.

Add to Client Dialout List (optional): If enabled, the UniGuard or Port Authority
IP Client can be included in the OBM Network Dialout List, which can be used to

communicate (program) with other CDI devices whose OBM communicates is set
for Network Dialout. The device must have an IP Address defined in the Network
Properties tab.

Enable Cell Gateway — This will allow a Cell Client to act as a gateway for
telemetry data back to the hard network.

Network Enable — This enables the network port on the CDI device
AES 128 Enable — This enables AES 128 on the CDI device

RAW TCP - this enables RAW TCP for acces to the CDi device. A CDI network
tunnel uses RAW TCP for communications transport.

Modem — Enable the modem in the CDI Device.
SSH - Enables SSH protocol to the CDI device.

Program Users in Client device. This will allow the Client to act as an
authentication point before a user can dial out of the network. Optionally you can
set the Client to use RADISU or TACACS+ and talk to a network server.
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Remove from Preferred Client list — this will remove the client fro the proffered
list.

Operation Communication: If all AES/TDES Modes have been selected in
System Options tab, then you need to select by which mode the OBM will
communicate to the client device before the client device dials out to a remote

device.
Network Properties

All fields are the same as when a remote device is created. Please refer to the
Devices section of this manual for detailed information about the fields and
entries.

Note: Network Properties tab is only available for UniGuard and Port Authority
devices with a network interface.

System Options:

The options displayed depend on the device type selected. Only fields that are
unique to client devices are described in this section. Fields common to both
client devices and remote devices are described in the previous section.

AES Mode: Select All, AES128, AES192, AES256 or All. These are the
methods by which OBM can communicate with a client device before the client
device dials out to a remote device.

“All” enables the device to operate with host encryptors (UniGuard and Port
Authority devices) in all modes. Note that the UniGuard client must also have an
AES Engine connected to its link port to be able to do AES.

MG Sites: |Dafau|t MO Site - Create | Columns Auto Size| Wy Programming - &3 Connectto % Create - g, Delete g, Save -
| vstem options [AE

AES Madz Device Mods [Client Device |

Bl v]aEsizs  [C|AES192  [C]AES2S6

Syskem Key Client ey

Sys Password |*******”‘ ‘ Key i s ‘

45 Generate Key ‘ Key Signature 99[714F8EIE4FZFBCB732305\[745?EE633ECEDF21EBEZFSDDEU‘

SysKey ui

Sys Key Signature |474BQFE18752255547439FE187322555474EQFE187322555 ‘

Host DTRJRTS Loss of Signal (secs)

System Options for UniGuard Devices

NOC Sites ‘Defau\t HOC Site ~ Create | Columns Auto Size Wy Programming - &3 Connectto & Create~ ., Delete o, Save | (9
M| System Cptions |W
AESITDES Mode Drevice Mode |Chent Device |
=r Tl TripleDES V] AES12E PowerIP Port Option |Power Port Connection - | Host "aT" Command Access [Enabled Transparent =
System Key Client key
T v
Sys Passward ‘**”“"***"‘ | Key | b ‘
\
Sys Key ui 558 Generate Key | Key Signature QQCT14FE054F2FSCBT3250»‘1(?457EE638ECEDF2IEBEZF%DDZJ-
Sys Key Signature ‘4?4BQFE1878225554?4BQFE18782255547439FE187322555 |
Haost DTR/RTS Loss of Signal (secs) |5 §

AES Mode/TDES mode: The encryption modes displayed depend on the
device.

Device Mode: Select the security type. The available types are listed below:

e Standard Device (Enable Security). Default



o Device Authentication/Encryption — this device will only communicate
with UniGuard Clients in an encrypted mode.

e RSA SecurlD Device

e Standard Device (Bypass Security): Security is disabled for this device.

System Password: The is the password used by OBM to access the
device, When editing an existing device, asterisks are displayed in the password
field.

System Key: This is the key used by OBM to encrypt data with the device. A
key used by the OBM to access and program the device. This encrypts the
communication between the device and the OBM,

You can define your own system key or click the Generate button to have the
system generate a key.

Client Key: This is the key that the client will use to encrypt data with remote CDI
devices. Enter a key or click the Generate button to have the OBM create one.

Key Signature: This is a representation of the key without revealing the key.
Signature of the Primary Key. The Key Signature of remote Encryptors is
compared with this Key Signature. If both Signatures are the same then the Keys
will be the same.

Power Port/IP Port Option: (applies to UniGuard devices only). The power port /
IP port of a UniGuard device can be set to one of the following modes.

Program only: Only allows the OBM to have access to this port for serial
programming.

Power Port Connection: Port is used as a Power port connection

IP Authentication: The device is network enabled and User authentication is
allowed on port

Network Dialout: UniGuard can be used as a Network Dialout connection.
Internal Modem tab

All the fields for a client device are the same as those for a remote device of the
same device type. Please refer to the Devices section for detailed information
about each field.
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6

USER MANAGEMENT

The OBM has a set of tools that enable you to manage system users, roles and
access calendars. This section describes how to use the tools these tools to
manage system users, roles, and access calendars.

System users may be added, modified, and deleted as required. When a system
user is added, a role is assigned that determines the user’s privileges and the
time period during which the OBM may be accessed.

This section describes how to do the following:
Add, modify, and delete system users
Manage roles

Set up access calendars

6.1 User Management tab features
User Info Tab: The fields in this tab enable you to add or edit user information.

User List: A list of all users in the OBM database. If you have entered search
criteria, then all users who meet the search criteria are listed.

User Access Roles: Allows user to access devices and the OBM database.
OBM Access Roles: Defines OBM access roles for the user

Group List: A list of all groups in the OBM database. To add a user to a group
or groups, select the group by clicking the checkbox of the group.

Remake Devices: EAST_TOWER @ ((NOC Sktes: ATET @ [User Management &

Column Auto Size. &5 Import from Active Directory & creats

| ommon Settings
User Tdertifier:
User Typei
Password:
Confirm Password:
Assigned Prts:
Frequency:

I Lockaut User
Informatior;

[Admiistrator

~ | lEncrypt ode

] Anheiser Busch

] Avamark

Host Port 1, Host Port 2, Host Fort 3, Host Port 4, Host Port 5, Host Port 6, Host Port 7, Host Port 8, Host Port 3, Porer Port 1, Power Port 2, Fower Fort 3, Power Port 4, Power Fort 5, Pouier Fort 6, Power Port 7, Fower ...~

W] ATaT

&0

] ColTemp

7] Bob the buider V] DEFT_OF 54

Defauit system User with Full access i‘

Demanstyatian
GNOSC ATS
Log Management

] Intgrecion
I LegacyUniGuard
V] PALOD_RACK

6.1.1 Sorting the user list

Click the column heading to display arrows that enable you to sort the list in
ascending or descending order, or to display a “quick list” of users.

[¥] CDI_REMOTE_DEMO
¥] CoMmoNCelGroup

Delete i Save Ship @ Refresh (% Print/Expor




Click arrow to display
list of user IDs.

Click this arrow to up u; Fhat column
sort in ascending 5

Usel or descending ‘mc ——
enc| order. EBI:T'nsz?)
encr? {Mon blanks})
i
encrd 1
42520504
Mema_pu 42529505
rsall 42520506
read encrl

6.2 Finding a User

You can search for a user by name, identifier, user type, group, or by a
combination of these.

To find a user, click Users Search in the ribbon bar. The User Search tab is
opened.

User Managernent O User Search U \
| | | |

Group |N0 Group, Test Rack, Legacy, Yankees, Test ... v| User Type |RSA Token, Password And ID, Encryption -

In the appropriate fields, enter any or all of the following search criteria.
User Name

Group

User Identifier

User type

Click Search. The results will be displayed beneath the User Search open tab.

6.3 Adding a User

To add a user, click Users in the ribbon bar. The User Info tab is opened. The
fields of the User Info tab are organized into four sections: Common settings,
Additional settings, Information, and Groups

User Management €3 4 b x
) Add Rsa Takens | Column Aubo Size & Credte. | el Save 18 Skip & Refresh (a Prink/Export

[ User Info ]

Common setbings Additional settings Information GrOups
Jser IDv User Name 1 "1 55E
| Symantec_LK
assiward Lser Twpe Password And 1D ] Test Graup
Zanfirrmn Assigned ports |Haost Port 1, Host Por... - ¥| Test Rack
Lockout User .




Click Create to add a new user to the database. .

Enter information about the user.

User ID: The ID that the user will enter to log on to the system. The User ID may
have a maximum of 10 characters in length.

User Type: From the drop down list, select the User Type: The User Type
determines the type of access the user will have, and thus the security level.

If the selected User Type is Password and ID or Encryption, you will need to
enter a Password at this point.

Password: Enter the password that you user will enter in order to access the
system.

Confirm: Enter the password again. If it does not match the one entered in the
Password field, a message will be displayed.

If RSA token has been selected as the User Type, the token information in the
RSA SecurID Token Info tab must be entered Open the RSA SecurlD Token Info
tab and enter token information.

Logs Help
S B -
3 L

wps Token Groups
nent | | Management

All E:}H'f_NDC Sites: Commerci

Token Number 125309358 - ‘Atlached User /
t
BrthDate  [3/3/2011 12:00:00 AM | suppor

Desth Date ~[3/30/2013 12:00:00 AM \

Token Pin | “““ hal ‘
Mew Pin Mode

Drag a column header here to group by that column

Token Number b\ User
@ 42529506 : EXPIRED - 42529506
Q42529507 : EXPIRED T
Q) s e .
@ 125309859 1535359
@ 125309860 1530850
Q 1:309880 0000 e s

Q 1x:w%862 000 wesseess

P

6-3



Serial Number: The permanent number on the token. Once you select a token
from the drop down list, the RSA Toke Pin fields become active. .

Birth Date: Date the token was activated by RSA
Death Date: Date the token will expire (and will require replacing)

Token Pin: PIN that is used to authenticate the user. The PIN should have eight
characters.

New Pin Mode checkbox: Usually enabled the first time the user is entered into
the database. If this is enabled, the user will be allowed to authenticate and
obtain the pin from the device. If this has not enabled, then the user will not be
able to authenticate and obtain from the device; in this case the user must
KNOW the pin.

The next time it programs the device; the OBM retrieves this information and the
New Pin Mode checkbox is not checked.

In the Additional Settings and Information sections enter more information about
the user.

User Name: Enter the name of the user. You may enter the actual name or a
nickname.

User Type: From the drop down list, select the User Type: The User Type
determines the type of access the user will have, and thus the security level.

From the pull-down option list, select the type of authentication that will be used
to confirm the user identity. Available user types and descriptions are listed in
the following table.

User Type Description
RSA SecurlD User must have an RSA token and pin to use
Token the passcode to gain access to a device,
Password User inputs a User ID and password to gain
and ID access
Encryption User ID and Password must be entered, and

the whole session is encrypted. For an
encrypted session, the user must dial out
through a UniGuard Client or normal modem
with an SSE.

Assigned Ports: From the drop down list, select the ports to which the user will
have access. Users for Port Authority devices can be granted access to any
single port, group of ports, or to all ports. If a user is to have access to all the
ports in the Port Authority, then the Select All box may be checked.
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Information: Enter additional information about the user, if desired; otherwise
leave blank.

Lockout User checkbox: Click the checkbox to lock out a user from a group
without having to delete their profile. The user will then be included in the locked
user list.

In the Groups box, select the Groups to which the user is assigned. A user may
belong to single group or to multiple groups.

Click Save to save your changes or Skip to discard them.

To add an RSA token seed record XML file click “Import RSA Tokens”

[Remute Sites: All @ r_!VOCS\lES: Commercial Operations Certer B'rUserManagEmmt B'm [Tuken Management €
s Import RSA Tokens | 3 [
Token Number [ 125309858 | Attached user
BithDate  [3/5/2011 12:00:00 AM ||5“"D“'t
DeathDate  [9/30/2013 12:00:00 AM |
Token Pin |"‘“ Y |

New Pin Mode: [

Drag a column header here

Token Number Token Pin User
@ 42529506 :EXPRED 0 e 42529306
@ 42529507 : EXPIRED

B s o

@ 125309859 = rsad859

6.4 Modifying a User
You can change the password, name, type or other settings of a user.

To do this, locate the user in the user list. Rather than scrolling through the user
list, you may sort the list by any column heading or you may use the User Search
tool in the toolbar.

In the User Info tab, enter the new information. Click Save to save the changes
or Skip to discard them.

6.5 Deleting a User

To remove a user from the database, click Users in the ribbon bar. The User
Management tab is displayed.

In the User list displayed under User Info, click to select the user that you would
like to delete.

TIP: To locate a particular user, users of a group or of a particular user type, or
user type, you may use the search tool or sort any column in ascending or
descending order.

Once you have selected the user, click Delete. A window will be displayed
reminding you that some of the selected users are attached to groups and asking
you to confirm that you want to delete users from the system.

Click Yes to Continue (the user will be removed from the system) or No to Stop.

Click Save to the changes.
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6.6 RSA Add User Batch

The RSA Add User Batch tool lets you add several RSA users at the same time.
If you have many users who use RSA tokens, it saves time. To do this upload an
XML file containing the RSA user information. This can be created from an RSA

ACE server.

p= BSA Add User Batch

&) Add RSA Tokens - Save

Ports and Groups Existing RS54 Lsers
Parts |H|:|5t Port 1, Hosk Part 2, ... | CheErarite user
| Skip User

Eraups |Test Rack, Legacy, Yanke. ..

Drag a column header here to group by that column

Shate Token Mumber
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6.7 Adding a System User

A system user can access the OBM and perform administrative functions, such
as adding other systems users, assigning roles, managing devices, specifying
global system settings, and other functions

An administrator may add system users and assign them the appropriate role.
By default, there is only an “Administrator” role.

By checking “Device User Role” the system user now also has access to
devices. A devices user needs to be associated to groups located to the right

:I Iser Access Roles: Groups:

el

¥| ACME_WIDGEY- CO
¥| DEPT_OF_USA

Device User Role

TIP: To locate a particular user, users of a group or of a particular user type, or
user type, you may use the search tool or sort any column in ascending or
descending order.

6.8 Managing Roles

The privileges of a system user are defined by the role that has been assigned.
Initially, the only role defined is the administrator role. It is the organization that
determines the roles and the privileges assigned to that role.

6.8.1 Creating a Role

To create role, click Roles in the Toolbar. The Role tab opens.
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Click Create. A new role is listed in the Role list.

System Users €3 Roles €3] Access Calendars €37,

@ Irnpott From Sckive Direckary

Drag a column header here to group by that column

Mame & Access Calendar Descripkion
Access 29x7
Access 29x7
Access 29x7

Administrakors Default role with Ffull ..

For demanstration Pu. ..

Demanstration

Log Managemenk
ﬂ Mew Role

Operakor Operakor -

1

Access 24x7, Ope..,

Enter a name for the role.

Select an Access Calendar which specifies the time period during which the user
with that assigned role can access the OBM.

In the Description column, enter informational text if desired.

Under Global Rights, select the privileges that the role will have. Click the
checkbox to include rights, click the checkbox in the column heading.

Under Group Name, column, select the groups to which the role is associated.
To select all groups, click the checkbox in the column heading.

Click Save to save your changes.

6.8.2 Modifying a Roles

A role may be modified by adding or removing Rights, changing the time period
during which access is allowed, and changing the groups to which the role is
associated.



Click Roles in the toolbar.
Select the role from the list.

Add or remove rights by clicking the appropriate check box. Add or remove
Groups in similar fashion.

Click Save to save your changes.

6.9 Managing Access Calendars

The time period during which a system user may access the OBM is determined
by the Access calendar assigned. You may create and remove Access
calendars as necessary. Keep in mind that when an access calendar is removed
or modified, the change affects all roles associated with that calendar.

6.9.1 Viewing Available Access Calendars

Before creating a new calendar, you might want to view the existing calendars.
To do this, click Access Calendars in the toolbar. To see a list of available
calendars, click the arrow in the Access calendar name field to display a list of
available calendars.

[System Users €3 Roles €3 |.ﬂ.ccess;/\9?s X

Siperakar

Access 24x7

-

To view the details of the calendar, select the calendar from the list. The
calendar will be displayed with the access times indicated.

The Access Calendar Operator shows that a system user with the ‘operator” role
can only access the OBM Monday through Friday from 8:00 am to 6:00 pm.

System Users @ (Rales €'( Access Calendars @

|Operat0r v| 3 Create E Delete Save Skip @ A
Sunday Monday Tuesday ‘wednesday Thursdary Fridary Saturday
7 am
g:00
900
10:00
11:00
12 PM
e Whcoess Whcoess W’Access Whcoess Whccess

200
00
.00
500

6:00
TRM
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6.9.2 Adding an Access Calendar

To add an Access Calendar, click Access Calendars in the toolbar.

Click Create. Enter a name for the calendar. In this example, “Special Times”
has been entered as the calendar name.

Swstem Users €3 Roles ﬁ?{ frcess Calendars E}\nx

ccess Calendar

Syskem sers & poles € [.ﬁ.ccess Calendars €3

Sunday
12 aM

.00

| Special Times

- |

Sunday
12 AM

1:00

Maondary

4=

Highlight the area with the times that you like the user to have access. Right-
click and select New. Repeat this procedure to add another time.

Sunday M
A

00
HIN]

Mew

Delete
HIN]

Full Day

Sunday
12 aM
1:00
2001 o Mccess
00
4:00

6.9.3 Deleting an Access Calendar

To delete an access calendar, make sure the Access Calendars tab is open.

Select the calendar from the list. Click Delete.

Swstem Users & (Rales € Access Calendars &

KQ

Fpecial Times

-

Access 24x7

ond by Tuesday

Wednesday

[0} Create ") Delete

Thursday Frida

6.9.4 Modifying an Access Calendar

To modify an access calendar, open the Access Calendar tab and select the

calendar from the list.

To remove an existing access period, right-click in the Access period, and then
select Delete from the drop down list.

To add a time, highlight an area, right-click on the area and select New.



7

PROGRAMMING

What is unique to the CDI set of Out of Band Management products is that they
all have their own internal security database that can work without the network
being in operation. This is what defines CDI’s products as “true out of band”. If
the network is functioning properly, then out of band is not required to manage
and access a network. To accomplish this, each CDI device needs to have its
security database “pushed” out to it via the OBM. Whenever changes are made
to the OBM database concerning a remote device; a “push” or “reload” of its
database is required to know about the changes.

All CDI devices are shipped WITHOUT any configuration on purpose. An OBM
load of each device is required to activate and use the product. This eliminates
rogue operators from attempting to usurp a security policy developed by each
enterprise.

This section describes how to use the OBM program to manage UniGuard, Port
Authority, and SAM devices. When the database is modified or a device is
added, the devices need to be programmed with information from the OBM
computer database. The device may be reloaded with information from database
of the OBM computer or updated with any information that is new.

This section describes the following tasks:
Program all the Remote Devices of a Group
Program a single device or multiple devices
Clear a device’s alarms

Telnet to a device

71 Programming Devices

You may choose to program all devices of a Group, or a single device. By right
clicking on the far left + sign on the device list you will get a pull down to program
the device.

Drevice Marne

E Create H

Delete
Save
Skip
Refresh

vesavy

Print/Expark
View Device Audit
Prograrnmiing 3

Caonneck ko

<8 F

Caolurns Auko Size
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After you select the appropriate option, the status of the programming operation
is displayed in the Programming pane. You may Pause, Delete, or Terminate
the operation. Note that an operation in progress may not be deleted.

Programming
i Pause i3 Delste 2§ Terminate

Device Operation Skatus Description

When the programming of the device or devices has been successfully
completed, the message “Successfully Programmed:” is displayed. If the

operation is not successful, a popup window with an error message is displayed.

An entry in the Program Operation log will indicate the success or failure of the
operation. This log may be displayed by clicking Program Operation Log in the
Log toolbar.

7.2 Programming a Group
You can program or reset all the devices of a Group.

Right click on the name of the group
a .

(=W @ Open
Rename
Delete

Open Sikes

Open Remote Devices
©pen Client Devices
Open Users

Open Ports

g 7O OB

Wigws 3

Collapse all l

Programming 4 Program-Reload Devices

&

&
':f"P Remote Stes Program-Update Devices

g CDLERRER Program-Flash Devices 3
i Client Devices LI

Program Group: Programs all devices in the selected group based on the
changes made to the database residing on the OBM PC. Program Group adds
and deletes users from the database of each device of the group. Program
Group does not clear the default parameters of a device; it updates the devices
with the changes since the last time the devices were programmed.

Reset Group: Clears all devices in the selected Group to the default settings,
and then programs each device with the date and time, system options, port
options, and the client ID list (if it is not a client).

Click Groups in the toolbar.
Select the Group from the open view list of Groups.

From the dropdown Programming list, select either Program Group or Reset
Group.
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7.3 Programming a Single Device

A single device of a Remote Site may be programmed.
Select the device from the open view Device List.

Click Programming to display a list of programming options. The Programming
options displayed depend on the device type of the selected device. Select the
appropriate option.

Tip: You can start a new program operation while a previous one is still in
progress, or you can select multiple devices at ones, and then select Program
Reload.

[Remote Devices: Group PY_Sike 0
- ICulumns Auto Si}:eI "t;] Frogramming = @ Connect to

Sites: | Group PY_Site

B3 Create [ De|

-_ Part Authorit-4456M with TP

Standard Device (Enable Security)

[ Device Info l Metwork Properties | Swstem Cplions Frogram-Reload Device
Type Fort Authority-445AM mith 171 |1 Program-Update Device D Licd
Brsits Ganilis | | y Frogram Flash Device's IP Card(s) @ Fr
Mame |my device | E Configure Device's Metwork Properties bling Device
fisset Tag | ||_ Program Flash Device
Management Communication Serial Update Device Time
Bl |Modem {local .| I: Test device's Internal Madem by Metwork :I
SRnnidary [Sevial Pt reliverty . Telnetto Device —|
Clear Device
Drag a column header here to group by that column EleEr Devieets AIETs
Device Mame A | Device Type Device Made I0-SH Fh




Program-Reload Device: Clears the memory of the device then re-programs it
with all the settings in the device record information. The device record contains
all the information, parameters, settings, and properties that the OBM stores
about a device.

Program-Update Device: Updates the device by adding any changes
configured in the device record since the last time the device was programmed.

Program Flash Device’s IP Card(s): Programs the firmware of the internal IP
card(s) of the selected device.

Configure Device’s Network Properties: Allows you to just push out the
configuration of the devices network card.

Tip: If you have only changed the network settings of a device, select
“Configure a Device’'s Network Properties” to just push out the network settings
of the device, and thus save time. While “Program Load” also pushes out the
configuration of the device’s network card, it also pushes out the user list and
other device settings.

Program Flash Device: Programs the firmware of the selected flash device.
This is used for updates to remote firmware versions.

Update Device Time: Resets the date and time of the device.

Test device’s Internal Modem to Network Tests the internal modem by
connecting to the device via network communications.

Note: Devices without an IP card have all the programming options listed above
except Program Flash Device’s IP Cards and Configure Device’s Network
Properties. Newer PA100 and PA200 devices need their network ports enabled
via EDL’s files. The network port will be available for access by the OBM to install
EDL-N’s but will not operate for any other function until the ports is enabled.

Telnet To Device: Opens a Telnet Session to a device with an internal IP Card
or network port.

Clear Device: Clear all security credentials (system password and system key)
from the device. The device must then be reprogrammed before it can be
accessed.

Clear Device’s Alarms: Clears the device’s alarms and returns the status to
idle.

Program Group Flash Devices IP Card: Programs the Firmware of the IP Card
for all devices in the selected group.

Test Device’s Internal Modem by Network: Tests the internal modem by
connecting to the device via network communications.

Clear Device: Clear all security credentials (system password and system key)
from the device. The device must then be reprogrammed before it can be
accessed.

7.4 Programming Multiple Devices

Multiple devices may be programmed at the same time.
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Click Devices Search in the toolbar. Select the device types from the dropdown
list. You can search for devices of a specific type or types, or all types. You may
also enter other search criteria.

Alternatively, in the Group List, click Remote Sites of the Group whose devices
you wish to program. The Device Info tab opens and the devices of that Group
are listed.

Select the devices and then click Programming.

Select the appropriate option Programming option.

Device Info 1 System Options | Internal Modem

Device Confirms I:l Version [ | &mar offset [arr o0:00 || [F1RSA Enable

Phone N... | IP Address Program Skatus

7.5 Programming all Devices of a Group

All the devices of a group may be programmed or reset.

Click Groups in the toolbar. The Groups will all be listed in the Open View
portion of the screen.

Select the Group to be programmed.

Click Programming. Select Program Group or Reset Group.

I Groups: Templake EJ\

% Prograrmming =

I
Program Grous SRR RO e
Reset Group
. shy | Descripkion

IP Filkers

' N —
Tembidm IC el A Skovk TR A A CedTh add | i

7.6 Telnet to a Device
Select the device from the device list.

To display a list of all devices, click Device Search in the toolbar. Depending on
the search criteria that you enter, you may display all devices or particular
devices.

To display the devices of a Remote Site, click on the Remote Site name in the
Group List.



Select the device.

Click Programming, and choose Telnet to Device. A telnet connection to the
selected device will be established and the telnet window is displayed.

Fist demiofg sdmsdf

User ID >

7.7 Clear Device

This option clears all the security credentials from the selected device. The
device must then be reprogrammed before it can be accessed.

To reprogram a cleared device, select Program-Reload.

7.8 View Alarms

To view a list of all alarms, click Alarms in the Programming pane. A list of
alarms is displayed.

Alarms
DateTime Severity Device User Event Description A PortMumber
9J7i2011 2:32 PM Maijor PA199 - 27 Uset IDJPasswaord Error " ™M
WTIZ011 232 PM Major PAL199 - 27 User IDyPassword Error il
9J7i2011 2:32 PM Maijor PA199 - 27 Uset IDJPasswaord Error " ™M
WTIZ011 232 PM Major PAL199 - 27 User IDyPassword Error il
9J7i2011 2:32 PM Information PA199 - 27 Device Is Alive
JETRIELINRS Y- Tnfarmnation pa1a9 - 27 Niuics Tz Alive

|A\arms || Proframming

3¢ Clear @ Refresh (2 PrintExport

I DateT... SEN Device User Ewent Description PortMumber =
8i7[2011... B
&/7/2011... Inform... PAL111-23 Device Is A.., "

&/7/2011,.. Inform.,. PAL1L-24 Device Is A,,, "

6/7/2011,.. Inform..., PA199-28 Device Is .., "

6/7/2011... Inform... PA199-27 Device Is A.., "

&/7/2011,.. Inform.,. PAL99-26 Device Is A,,, "

6)7/2011... Inform... PABS Host... Metwork C... " M

6/7/2011... Inform... PASS Host... Metwork Z... " M

&/7/2011... Inform... PAL199-33 Device Is A,,, "

6)7/2011... Inform... PA199-45 Device Is &, "

6/7/2011... Inform... PA199-34 Device Is A... "

&/7/2011... Inform,.. PASS Host,., Metwork C,., " M

AITIZN11 Tnform  DARR Hnct Metwnrl ~ " hi [
_|.&|arms || Programming |




7.9 Clear Alarms

To clear the alarms of a device, select the Remote Site to which the device
belongs. Select the device and click Programming. From the dropdown menu,
select Clear Alarms.

The alarms for the selected device will be cleared.
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8

CONNECTING TO REMOTE DEVICES

Note: OBM is not required to access devices but can be used as a nice GUI tool
to provide this function along with full keystroke monitor of each session.

The primary day- to- day functionality of the OBM is to allow network engineers
to easily connect via SSH to all network devices on the edge points of the
network. If these edge point devices are inaccessible, then OBM allows the
engineer to utilize the CDI device for out-of-band encrypted access from the
same set of screens. This is what we call the “cockpit” view which allows full in
band and out of band connectivity from the same set of screens.

This section describes how to connect to remote CDI and non-CDI devices using
the OBM running on a manager’'s PC

8.1 Overview

The OBM allows network engineers to access a remote CDI device from the
OBM client software running on a network connected machine. The OBM client
works in conjunction with the OBM application server which in turn talks to the
OBM SQL database contained on the server.

The OBM can use CDI client encryptors to provide FIPS-140-2 validated security
to the remote devices. If FIPS 140-2 encryption is not required, the OBM can
provide strong two-factor authentication or 128 bit AES encryption with the
commercial versions of the products.

Each OBM user has defined roles which allows or blocks certain functions. For
instance a NOC engineer will typically be allowed access to remote device but
will not be able to view or modify security credential for those devices. A security
administrator will typically be able to view and modify security credentials but will
not have access to remote devices. A project manager may only be able to add
or delete devices from the database.

8.2 Terminal screen features

The terminal screen allows you to interface with CDI and non-CDI devices via
telnet or SSH.

8.21 Connecting to a device

To connect to a device, click Terminal in the toolbar. The terminal screen opens.
You can also right click on the device in the sites menu from the far left column
and select “connect”
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o San Frandisco o . . [13 99

%, Client Devices Rl Frint/Export Click “connect
i Users Wiew Device Audit \
s Ports W) Programming /
#  Connecttc Modem
Pr + | Columns Auto Size Network
Serial
Cellular
Comrmunication Center =

Direct to device
Use Client for network dialout

Communication Setting A— Groups |AT&T

—

Select Communication Type

. .
Use client for network hardware encryption
) Remote devices

Inactivity Timeout (minutes, 0=Disable® = .

) Direct

(& cel-Cell-Tunnel
() Metwork-Cell- Tunne!
() CellMetwork-Tunnel

I Juss Hstvor <_| Use client list lect client individually), use SSH or RAW TCP to client
[ Use: Mett knm\ { s€ client 1S’ (01‘ select client mdividual y) use or 0 client

@551 ‘ ‘
User Name encrl z
— = ]
[¥] Automatically using system user account ta login to device in Terminal . . .
Use these credential for automatic logon to device
|| Capture Session to Fils o Mame
©p ATT_CLIENT_ATT 35  192.168.000.190 10001 14220577 74 AT&T
Client list > /
—
‘; Connect || || Cancel || || Apphy |‘

You will get a screen preset for the connection setup of that device. You may
change the connection method by changing “select communication Type”. Once
you press “connect” you will be passed to the terminal screen and your keyboard
will be directly mapped to the connection.

Connect to Client : 192.168.000.114
?7?

PA111_114
You have Access to Ports:

Modem Port 1 - Port In Use
Network Connection

Select Port or [Esc] Hang Up Call > M1

The terminal will echo back all the commands being sent to the client device and
connection commands to the remote device. The terminal will automatically enter
IP addresses, phone numbers, and credentials (if checked) until the device is
handed off to the user for use.



# Connect 4 Disconnect | @ Transfer~ B Clear 5l Options

SWITCH CONNECTED

PA199 - 26
You have Access to Ports:

cisco2900 DTR down\RTS
West Rack Switc DTR down\RTS
East Rack Switc DTR down\RTS
Juniper DTR down\RTS
Firewall DTR down\RTS
IDS DTR down\RTS
VolP PBX DTR down\RTS
Host Port 8 DTR down\RTS
Host Port 9 DTR down\RTS
cisco02900 Power

west switch po

east switch pow

Power Port

Power Port

Power Port

Power Port

Power Port 8

Power Port 9

Network Connection

Select Port or [Esc] Hang Up Call >

The buttons at the top of the screen allow you to perform the following
operations:

Connect: Connect displays the Communication Center screen. In this screen
you select the communication method and the device to which you want to
connect.

Disconnect: Drops the connect between the device and the OBM computer.
Clear: Clears the terminal screen.

Options: Displays the Terminal Options screen which allows you to change the
screen colors and font size, select the terminal type, and other options.

Transfer: Allows a file to be sent or received. The transfer button allows you to
send a file, character by character, to a device. This would typically be used, for
example, to automatically key in a long config on a router, switch, etc.

8.2.2 Terminal Options

Colors Font

| Text ol 1 white |+ . |
St : = Arial, 12pt, styld
Background Color | ]

| Boid Color [Swhte +] | | DisplayFont |

Advanced Options

Current Termingl Type ~ [¥T 100 -]
Terminal Size Rows 24 ~ | columns
FJUnderine awrsor [ Line wrap Bresklength (10ssec) 0|
] Incoming CR to CRALF Scroll bar length
| Destructive backspace TabswpeveryPoston [0 |
F1End Of Line (CR. to CRAF) T Line Delay (ms) p ]
o ok o canee
Colors

You can choose the font and text, background, and colors.

Advanced Options



Current Terminal Type: The terminal emulation can be changed using this
window. Select the Terminal Type from the scroll down list.

Terminal size, Rows and Columns: Select the number of rows and columns
displayed on the terminal screen.

Underline Cursor: Check this box to replace the cursor with an underline.

Line wrap: Check this box to break up long lines (lines without Returns and/or
Return/Linefeeds)

Destructive Backspace: When a remote device sends a Backspace it can
backspace the cursor or delete the backspace character and backspace the
cursor. If this box is checked, everything you type will be deleted when you press
Enter.

Incoming CR to CR/LF: Check this box to incoming end of line (Return) to a
Return and a Line Feed.

End of Line (CR to CRLF): Check this box to change the typed end of line
(Return) to Return and a Line Feed.

Scroll Bar length: Maximum number of rows it will buffer to the display. Default
is 192 rows.

Tab stops every position: Set the number of character positions that a TAB will
produce.

8.3 Connecting to a Device

Click Terminal in the toolbar. The Terminal screen opens. The terminal screen
allows you to interface with CDI and non-CDI devices via telnet or
SSH. .

| Terminal

# Connect @ Disconnect | B4 Clear <l Options @& Transfer -

Click Connect The Communication Center is displayed. The Communication
Center screen enables you to view the Connection List and preferences for the
communication type.

Communication Center

Communication Setting Groups | DEFT_OF_USA

Mame 3

LE

= Direct

xJuniper-Office
Network-Dialout xCisco Router 2500
Network Tunnel *Digi-Barhrain

PA155_Houston

HINKSYS SWITCH1

%] Use Network Dialout list

] SSH
XLINKSYS SWITCH2
User Name encri
PAl99 - 27
Password FA19S - 39

¥] Automatically using system user account to login to device in Terminal PA199 - 28

L AP A0 AP 0
R R R R R RO R R
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Commurication Setting

Select Communication Type Metwork(Raw TCP)

Inactivity Timeout (minutes, 0=Disable)

(O Direct

Modem
Network(Raw TCP)
Serial Port

Cellular

Metwork-Dislout

Select the Communication Type. The communication types displayed depend
on the device selected.

8.31

8.3.2

8.3.21

8.3.2.2

Modem:

This will use a standard modem connected to a serial port of
the client machine.

Network:
Can be used in conjunction with the buttons below:
Serial:

Will be a direct network connection from the workstation
to the remote device w/wo SSH if checked/unchecked

Network Dialout:

Will use a network connected CDI client to dialout to a
remote device.

8.3.2.3 Network Tunnel:

8.3.3

8.3.4

8.3.4.1

Will use a CDI network connected client to establish a
hardware encrypted tunnel from the CDI client to the

remote device.
Serial:

Will use a local serial port on the workstation to connect to
the CDI device.

Cellular:
Can be used in conjunction with the buttons below.
Direct:
The OBM will use a direct network connection to establish

a TCP connection to the remote cellular device. The remote
cellular device has a TCP address for connection.
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8.3.4.2 Network Tunnel:

e Standard CDI Client

o The OBM will use a local CDI client to establish a secure
Network tunnel from the CDI client to the remote Cellular
device using a network TCP connection from the client to a

cellular TCP connection on the remote.
e Cellular CDI Client

o The OBM will use a local cellular CDI client to establish a
secure cellular Network tunnel from the CDI client directly
to the remote Cellular device using the cellular radio in the

local device. Ie total cellular connection.

After you select the communication type and select the select the Device.

8.3.5 Modem Communications

Comrmunication Cemter

Communication Setting Groups | ol
Select Communication Type |§V10dem i |
Inackivity Timeouk (minutes, 0=Disable) |IZI | Marne
Comms Devices |Standard 2500 bps Modem - | e IINKSYS SWI)

Madern Connection Preferences | | Dialing Properties |

s PARemoteld

| Use Dial Options

€ UaIP153

Inactivity Timeout: This value is defined in minutes. The default value is 0
(Disabled). When the value is set to greater than 0 minutes and there is no
activity (transmit and receive data) during the inactivity timeout period, the
session will be dropped (disconnected automatically).

Comms Devices: Select the modem that will be used for communication from
the drop down list.

Use Dial Options: Use the Dial Options that have been defined in System
Settings / Global System Settings tab.

The Modem Properties and Dialing Options that have been defined in System
Settings / Global System Settings will be used. If it is necessary to change the
modem properties, click Modem Communication Preferences. Click Dialing
Properties to change dialing options.
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8.3.6 Cellular Communications

Communication Cemnter

Communication Sekting Groups | AT&T
Select Communication Type |f£e||ular P |
Inactivity Timeout {minutes, 0=Disable) |D | . Mame Y

() Direct

5 Cell-Cell-Turnel

(7 Metwork-Cell-Tunnel
() Cell-Metwaork-Tunnel

| Use Metwork Dialout list

V155H

User Mame |encr1 |

Password |**** | Groups |ATET

| Automatically using system user accounk o login o device in Terminal

| Capture Session to File [ o0 Marne Mekw
=

€ ATT_CLIENT_ATT 35 192.

Direct: MPLS network must be connected to same network as OBM. OBM will
use the cell address to connect directly to the remote cell device.

Cell-Cell-Tunnel — OBM will SSH to a local CDI client, authenticate to that client
and then jump onto the Cell network through the client. A hardware encrypted
session will exist between the client and the remote.

Network-Cell-Tunnel — OBM will SSH to a local CDI client, authenticate to that
client and then use the existing Ethernet network to jump to the MPLS network
from the client to the remote cell address.. A hardware encrypted session will
exist between the client and the remote.

Cell- Network-Tunnel — OBM will SSH to a local CDI client, authenticate to that
client and then jump onto the Cell network through the client. The remote device
will be Ethernet connected to the same cellular APN network. A hardware
encrypted session will exist between the client and the remote.

8.3.7 Serial Communications

Serial communications allows the OBM to communicate to a device through the
com port.
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Communication Setting Groups &l

Select Communication Type |Serial Port - |
Inackivity Timeout (minutes, O=Disable) |D | Marne:
Camms Devices |COM2 - | e}
F_f P4 - 199 -25-162
Corm Port Preferences |
F_f PASAM 11

T SAM44 IP 14553¢

Direct Ta Com Port Setting

Baund Rate Diata Bits Parity
Com Port COMzZ Handshaking 73
™| Marnitor Carrigr | 3end AT Initialization Commands 2

| Ok | | Cancel |

A A L e

Comm Devices: Select the com port through which the OBM will communicate
with a device.

Com Port Preferences: Allows you to change com port settings, such as baud
rate and handshaking.

Send AT Initialization Commands: This option is used for only Serial
communication type. This option sends (user) pre-defined AT commands to the
modem before the dialing process is initiated.

8.3.8 Network Communications

Communication Center

Communication Setting Groups

Select Communication Type |Netu\'0rk(Rau\' TCF) - |

Inactivity Timeout (minutes, 0=Disable) |D | v | Na

(7) Direct & xu

() Network-Dialout &
\"3 xDiy

| Use Network Dialout list e PA
-y

s+ = A
i D

Inactivity Timeout: This value is defined in minutes. The default value is 0
(Disabled). When the value is set to greater than 0 minutes and there is no
activity (transmit and receive data) during the inactivity timeout period, the
session will be dropped (disconnected automatically).

Use Remote Client/IP Dialout Address List: The IP Dialout allows access to a
modem for Dialout purposes but first connects to the modem via a Network IP
Address (virtual modem port, e.g. Terminal Server).

Select the Communication mode from the list.
Direct: Connects directly to the selected device via the network (no client).

Network-Dialout — Uses a network connected client to “dialout” to a remote CDI
“modem enabled” device for OOB access.



Network Tunnel: - Uses a network connected client to establish a hardware
encrypted network tunnel with a remote CDI “network enabled” device. This will
provide hardware level AES encryption up to 256 bit.

The remote’s and client devices are now grouped in the connection list.
Select the Group to which the devices and client devices belong.
Select the device (upper pane).

Select a client device (lower pane).

[ e | Mame Metwork Address Metwork Addr... Phone Mumber Serial .. E
!:g PASAM11im 10001 128 1
t:g PA - 199 -25-162 192,165,000, 162 10001 128 ]
tfg PASAM 11 10001 1238 3
!:g SAM44 TP 145335 199,199,199.001 10001 110 1
f_‘g PAGSE MOMN IP 10001 105 1
lfg Ua- . 142 199,199,199.001 10001 85,121 i} -
Groups |.ﬂ.II -
Clients N
[ .. | Name Metwork Address Mebwork &ddress Port Timeskamp Y
t:g SuppEnc 192,1658,000,105 10001 1313614913
t:g PAl111 - 20 192,165.000.120 10001 1313696566
fg PA111 - 22 192,1658.000,122 10001 1313696569
t'_'g PA111 - 36 192,168,000,136 10001 1313696815
t} PAL11 - 23 192,165.000.123 10001 1313700296 -

8.3.9 SSH Communications:

If SSH is checked the communication to the local client will use SSH encryption.
If no client is used (DIRECT), the direct network connection will use SSH
encryption.

Refer to SSH section for detailed information about field entries.

Inactivity Timeout (minutes, 0=Disable) |[) |

() Direct

() Network-Dialout

Use Network Dialout list
s5H

User MName |en|:r1 | 1

Password

Automatically using system user account to login to device in Terminal

8.4 Sending and Receiving Files

The Transfer button displays a menu that has options to a send a file (Send File)
or Receive file. The sending or receiving of files can only be accomplished when
a call is in process and when in Serial or Modem Communications mode.



Caution: This only operates in Clear Text mode (NO ENCRYPTION)

MOC Sites: Commercial Operations Center €)' User Management €3 Roles € Token Man

@ Connect ¥ Disconnect & Transfer= & Clear i Options
Send File...

Receive File...

SWI TCH CONNECTED

Send Fie

Filename:

Remove Line Feed [
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9 SYSTEM SETTINGS

The options of the Settings menu allow you to specify OBM system-wide settings
and to perform system wide functions.

The following topics are included in this section:

e Set global system settings such as auto programming, SNMP events,
and user information

e Set up email alerts

e View the number of licenses used and available
e Set RSA SecurlD token attributes

e Select log purge settings

e View network dialout item settings

e View RSA token list

e Perform certain database tasks

9.1 System Settings

g = —— =
90| 0 B

Exit  Logout Save
Waorkspace

System Settings serManag
Openih-Delete System Settings displays the global and common settings
s penie defined in the system.

u-& Groups [ Device Info [V R
g UnAssigned Devices
[k NOC Sites Type |Pnrt Authority-222 -

Device Info RSA SecurlD Token Attributes

UniGuard Power Port Reset Override RSAPin Attributes |A|Dhﬁ./NUf“E”E Pin Length - ‘
55E Lockout Attempts |3 | RSA Pin Minimum Length |4 - ‘
Time Format @urc EreMT RSA Pin Maximum Length [3 -
Time Offset [00:00 <] | |RsANextPinMode  [3 |

User Info [7] Auto Programming
User Lockout Attempts |3 | Maximum of simultaneous operations 7.

[F] Automatically creating user for new system users

Automatically use system user accounts for login to a device in the Terminal

Authentication Settings

Authentification Mode |Daiabase

RADIUS/TACACS+ Workstation Settings

Key | “““““““

Default OBM System Key

Key |

o]

Key Signature

|445321848889987C150F235|3509E7543566159AAF 560F078 |

[F] Auto Logout

Timeout, sec |00 |

|. Modem Properties \| |\ Dialing Properties i
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UniGuard Power Port Reset Override: If enabled, the OBM will send a Reset
command to the UniGuard device that has its Power IP Port Option set for Power
Port mode. The default is disabled.

Warning!

This may trip the power control module if it is connected.

SSE Lockout Attempts: The number of times that a user can enter incorrect
logon information while attempting to logon to an SSE device before being locked
out of the SSE device. The default is 5. If set to 0, this feature is disabled.

User Info

User Lockout Attempts: The number of times that a user can enter incorrect
logon information before being locked out of the system. The defaultis 5. To
disable this feature, set User Lockout Attempts to 0.

Authentication Mode:
Authentication Methods
Database: Uses the information in the OBM database

Active directory: Uses active directory for authentication to the database.

RADIUS/TACAS+ KEY
Key for RADIUS or TACACS+ server.

Default OBM System Key

Key: When new groups are added, this default System Key will be the System
Key for all new devices added to these respective groups.

IT 1S STRONGLY RECOMMENDED TO CHANGE THE DEAFULT SYSTEM
KEY TO PREVENT SYSTEM COMPROMISE.

Key Signature: The Key Signature of remote devices is compared with this Key
Signature. If both signatures are the same then the keys will be the same.

RSA token attributes
These are parameters for the RSA PIN.

Programming Setting

Auto Programming: When selected, a device will automatically be added to
the programming queue when any change is made to the OBM that will need to
be pushed out to the device. This could be any change to the device’s system
options, network settings, a user added to the group where the device resides,
etc
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Maximum of simultaneous operations: The Maximum number of simultaneous
operations option allows the OBM to program multiple devices in the
programming queue in parallel. This is limited by the number of resources the
OBM has available to program devices. For instance if the maximum number of
simultaneous operations is 3 and there are only 2 Network Dialout Clients, only 2
remote devices will be programmed at once.

9.2 Alarm Settings

Alarm Settngs

Enai Settngs

Enable Email Alerts Severity Event [Severity
] [
] [

addGrowp | AddEmai ==

roups Enais
G Rl | shvifugconmdevices.com x Aborted istener Task
ade

AES Engne Flshs

9.3 Email Alerts

The Email Alarm Events tab contains the information used by the OBM to send
email alerts. The OBM can email alarm alerts to the following:

e Specify email settings
e Alerts from all devices of to all users of a Group
o Alerts from specified devices to all users of a Group

e Alerts from all devices of all Groups to individual users

Example

For example email user John Doe1 has the following events defined.
User ID/Password Error

RSA Token Expired

And email user John Doe2 has the following events defined.

User ID/Password Error

Connected to an Invalid Device UniGuard.

And email user John Doe3 has the following events defined.

RSA Token Expired

Connected to an Invalid Device UniGuard.

This OBM Client sends a manual Reset Device or Program Device command to
UniGuard device. When retrieving the audit trail from this device, a “User



ID/Password Error” event is received. An email will be sent to John Doe1 and
JohnDoe2.

11/11/2004 11:11:00 Device Name UserID Port No. User ID/Password Error

Then an “RSA Token Expired” event is received. . This DDM Client will send out
an email to John Doe3 and JohnDoe1.

11/11/2004 11:11:00 Device Name User ID  Port No. RSA Token Expired

9.3.1 Email Settings

To receive alerts, Groups and users must already be listed in the Email Alarm
Alert list for the OBM Client to send email alerts. To enable this feature, check
the “Enable Email Alerts” box. The information displayed in this tab is used by
the OBM to send email alarm alerts.

The Email Settings section is the information needed for this OBM Client to send
out email alarm alerts.

SMTP Outgoing Server name and SMTP Port number (usually 25) parameters
can be found in your Mail Account properties (ex. Microsoft Outlook or Netscape
Mail).

Enable SMTP Authentication: If this is enabled (checked), then you will need
your User Name (which can be found in your Mail Account properties) and email
account password. The email password will be displayed as asterisks and is
saved in encrypted format.

If the Enable SMTP Authentication checkbox is not checked, then the Username
and Password fields are not used. The OBM Client will try to connect to the
SMTP Server without security.

ST e ) (Y= Y T 7= 7= T O o T Global Systen galtlngs

Alarm Settings

¥|Enable Email Alerts ¥|Enable SMTP Authentication [~ Use 551 Connection -SeVErity Evel

erver Mame corphosting,com Email Address |shyifu@commdevices‘com | Mone -

SMTP Server Port ‘587 |Usamame |shyiFu@cummd Password |tk | Information - Met

MNone ~ Ring

‘ Add Group | ‘ Add Email | i Events A ) Mone - Inc

T T - Mone = Turr]
Groups Emails

Mane - Turr]
Group - X X

Mane - Met

fone - Mo

9.3.2 Adding a Group to receive alarms

To add a Group to receive alarms, click Add Group. The Email Group Settings
window is displayed. Select either By Groups mode or By Devices mode.

By Groups:

Select All Groups or the specific Groups to receive email alerts. You may also
type in a Group name in Email Group Name field and select specific Events that
will be email to users of that Group.
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By Devices: Lets you select specific devices of selected Groups from which to
receive alerts.

Click Apply when you are finished. To discard your entries, close the Add
Groups window.

9.3.3 Adding an individual user

Enter the User Name and Email Address of the user who is to receive the
alarms. From the Email Alarm List, select “All” to email all events to the user or
select specific events. To add another user, click “Add Email.” Replace the
sample address with the user’s address. In the Events list, select “All” to receive
all events or select specific ones from the list.

&dd Ermail [ Events & )
. =]
Emails
= AES Engine Flashed Updated
Attach Client to OBM Metw, .
MonATE@Nonarne, com x

Atternpked to Program Devw...

Calculator Input Error

Call Frd

TIP: Most mobile phone providers allow you to send SMS messages via email.
It varies from provider to provider, but, one could configure the OBM to send an
email to the appropriate address (as per the provider) which would then result in
a text message going to your NOC engineer’s mobile phone.

9.3.4 Defining the Severity Level of an Event

The Alarm settings window enables you Ailarm Settings
to set the severity level of an event. In
the Severity column, click the down arrow

of the event for which you want to assign | Me® :
a severity level. Mone Metwark, Connect Stark

Severity

Information Ring No Answer
Minor I ete Cal
Maior ncormplete Ca
Crikical Turn ©On Power Park
None ~ Turn OFF Power Park




9.4 Log Settings

| Common Seffings | Alarm Settings |[[ERESCERAN Network Dislot Setings

Define OBM SNMP Events

SNMP Managers TP Address 1[192.168,000.48 | SNMP Managers 1P Address 3 | |
Community Name 1 |publ\c ‘ Community Name 3 | |
SNMP Managers [P Address 2 | | [ |
Community Name 2 [ |
SNMP Events
Event List é
Invalid System Password
No Modem Hangup
User ID/Password Error
User Already In Use
Pager Input Error
Calculator Input Error
Unable to Connect to Host
Pager User Call Incomolete hd
OBM RealTime Log Setting Log Settings
[¥] Enable OBM RealTime Logs
Bind To Addrerss [192.168.0.25 | ||| 08MProgramming Log Settings
0BM RealTime Log Port [5001 | ||| [ Enable Disgnostic Flash and Programmi
| Enable Key Stroke Log
Mode |Receive anly -]
Log Type |oatzbase -]

9.4.1 Define OBM SNMP Events

These parameters enable you to specify the SNMP Manager’s address(es) to
which messages initiated by CDI devices will be sent.

SNMP Manager’s IP Address 1: IP Address of the first SNMP Trap Receiver
that you want the traps to be sent to.

SNMP Community Name 1: The Community string (“password”) that the first
trap receiver uses to validate traps.

SNMP Manager’s IP Address 2: |IP Address of the optional second SNMP Trap

Receiver that you want the traps to be sent to.

SNMP Community Name 2: Community string that the optional second trap
receiver uses to validate traps.

SNMP Manager’s IP Address 3: |IP Address of the optional third SNMP Trap
Receiver that you want the traps to be sent to.

SNMP Community Name 3: Community string that the optional third trap
receiver uses to validate traps.

SNMP Version: Select the version of SNMP trap that is being sent.
SNMP Event List: A list of all the possible SNMP traps that can be generated.

Event List box displays a list of possible SNMP events that can be monitored.
To select an event that will be monitored, click the checkbox of the event. To
remove an event, uncheck the checkbox of the event.
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9.4.2 OBM RealTime Log Setting
You can enable or disable OBM RealTime logs.

OBM RealTime logs must enabled for real-time logs in order to receive heartbeat
messages or alarms. [f real-time logs are not enabled, no heartbeat messages
will be received even though the heartbeat attributes have been defined.

9.4.3 Custom Field Settings

You can make display the name field of 5 fields. To make it visible, click the
checkbox adjacent to the field you would like to be visible.

9.44 Log Purge Settings

These fields let you set the number of days a log will be kept. To manually
purge, click Manual Purging button. To purge the logs automatically each day
at a specific time each, enable “Automatically purge log every day at.” You will
have to enter a specific time. You can also enable Diagnostic Flash and
Programming Log.

9.5

This tab enables you to set parameters that are common for all groups and to
view the number of used and available Seat licenses and EDL licenses. EDL
licenses include Management, Network, AES256, SSM, Terminal and RSA.

Common System Settings

Remate Sites: CDI In House € (NOC Sites: Default NOC St © f Glabal System Settings o 11

[ Add Licenses & SaveChanges () SkipChang

Information = Added Mast... |

e —
Uniguard 19 4391 4410 [ e
PortAuthority 34 4014 4048 I:l ] visible Information - Added User
5 H 58 &0 Information ~ Added User ..,
B RSALicense RS54 SecurD Token Attributes Information = AESEngine ...
UniGuard 1 = B RSA Pin Attributes Information - | Attach Clln...
PartAuthority 6 138 144 R4 Pin Mirimur Length Information - Attemptedt..
CEyp— Information ~ Calculater L.
RsAPmMmmmlength(s -] s - calend
Select New to add a RSA Next Pin Mode: Information = Call Start
Information - Call Start (C..
“**1 location or Edit to oo Rarosetis nfarmabon + Cannot con.
¥IEnzb Log Type Information = Card Remov, .
saed  modifv an existinaone. | ] —— ] Information = Card Replaced
OBM Red T *‘ Information - Carrier on M.
| LR || iformation = Changedi...
) Auomatically purge loa every day st [1200 A4 ||| Information ~ Client Deic..,
7] Auto Logout 7| Enable Key Stroke Log Information = Client Devic...
oBM Log Settings
Timeout, sec Mode |Receive arly -]| Infarmation - | Client 10 Do...
¥ Enable Disgnostic Flash and Progranining Log Information = ComPortis..
Loa Type Information = Communicat...

Text Log Falder |{{Natasha-mi3S0ifiTempleDl -

9.6

Network Dialout Settings

Information ~ Communicat...

The network dialout settings for a =device selected from the list can be viewed in
this tab. You also can enable AT Commands and set the number of consecutive
failed attempts.



9.7 Network Dialout Settings
Group: |Al -

Common Settings | Alarm Settings | Log Settngs |WNSERS/IvESRESyell Database Manager

Network Dialout Ttem Settings Common Settings
Device Name PA111-36 Number of consecutive faled attempts [0 |
Network Address 192,168.000.136
Status 1de

Extra AT Commands |X4

9.8 Database Manager

Device Name IP Address IP Port Status
T Y S N S
PA111-20 192.168.000.120 Idie
PA111 114 192.168.000.114 Error
PA111_112C 192,168,000, 112 Error
PA111-22 192,168,000, 122 10001 Idle
PAL11-24 192.168.000. 124 10001 Idle

PA222 Client A 192.168.000. 156 Idie

PA222 Client B 192.168.000. 159 Idie

The Database Manager tab has utilities that are used to backup, compact, and
repair OBM databases. The Server Settings section lets you specific the SQL
Server name, defined the backup folder for the network Security parameters, and
define job settings.

Database Manager |

Server Settings Job Settings

I SOL Server Save as Job

j | Backer Server Name | =] || hame [

o resiore Ouncows atentiaen [ | || Desertion

Osatseverattertcain [ [ riame

;;?} Update and Shrink Database ‘NetworkSecur\ty ‘
7 Backuy
i Clear B

Folder | =]

& Server Logins File Mame: |Natwurkﬁa(unty‘hak ‘

“ Backup \‘

&) Remave




10 REPORT MANAGEMENT

This section describes the reports listed below and how to customize them.
¢ OBM Audit
e Device Audit
e Custom Report
o Keystroke Log

o Device Status Report

10.1  OBM Audit

The OBM Audit is a report of OBM events, such as adding a user to a group,
adding a device to the OBM database, deleting a user, and a user logging on or
off. You may choose to filter the report by selecting specific devices, groups, or
events, or date range.

Optional fields include Port, Port Index, and IP Address.

After you have made your selections, click Go.

Audit Log € 4b x
|« € Pages9l5cof591s ) > B ‘ M Autoscroll | Page Size " Delete | @ Refresh 2 PrintExport
=] | | | ‘ . |
Goups [l - | Devices Al - | users [Emoty, 1, 42529504, « | System Users [Empty, 10, 3, 4, 5.0 + | "‘1 f -
B st s gl [ —

Drag a column heades roup by that column

Audit Date: Device Narme User Mamne Event Name Part: Part: Index IP Address
9/7/2011 5:19:11 PM jirn OBM User Logged OFF

9J7/2011 4:34:57 PM jim ©BM User Logged Cn

9/7/2011 4:08:18 PM jirn OBM User Logged OFF

72011 34742 PM Administrator ©BM User Logged CFf

10.2 Device Audit

The Device Audit includes information about devices and associated events.
Events include “Host Down,” “User Logon”, “Next Pin Mode”, and many others.

You can select specific devices, users, and events to be included in the report.
Optionally, you can include Port, Port Index, and a date range. Both CDI and
non-CDI devices can be included.
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Povie hudk @ fuck oo @\ abx
‘« € Pages9lSofs9ls & B ))‘ & Autoscrall | Page Gize " Delele | & Refresh 2 PrintExport

From [e72011 eizniz4 pma |E 10 [arerant eizoize i |

Groups  [al - | Devices [al « | Users [Empty, 1, 42520504, 425298 + | System Users [Empty, 10, 3, 4, 5,6, 7, 8., ~ ‘H? Gol
Part Indes: [0 | Events [al -8 por | |8 eaddess [

Audit Date Device Mame User Name Event Name Port Port Index 1P Address
2i7/2011 5:19:11 PM jir OBM User Logged OFf
2i7/2011 4:34:57 PM jim OBM User Logged On
2i7/2011 4:08:18 PM jir OBM User Logged OFf
2i7/2011 3:147:42 PM Adrministr ator OBM User Logged OFf

10.3 Syslog

The Syslog report lists alarm events and facilities (processes) for selected
devices.

Device Batch Log

Syslog

4 b

‘ & € ragesvofsr D> ))| B Autoseroll | Page Size u Delete | @ Refresh 5a PrintExpo
From  [3/7i2011 6:49:45 M |8 ™ [prrrz01t e4mid4a 1 |

Message | | Source Addressl | ‘\P Gol ‘

Severity |A\ert: Action Must Be Taken, Critical Condition, Debug-Level Message, E... v| Facility |Author\zat|on,iPrwacy, Clack Daemon, Clack Daemon 2, FTP Daemen, Kernel, Lin... -

Crevice Mame Source Address Message Date Severity Code Mame Facility Code Mame E
PA193 HOST 171 192,1638.0.171 MO TELCO COMMECTION FOR ... 962011 8:26:06 4 Informational Message Kernel

PALLL-22 192.168.0.122 MO TELCO COMMECTION FOR L., /62011 12:24:50 PM Informational Message Kernel

Palll - 23 192,168.0.123 DEVICE IS ALIVE /62011 12:24:21 PM Infarmational Message Log Audit

PALLL - 36 192.1638.0.134 DEVICE I3 ALIYE 62011 12:25:05 PM Informational Message Log Audit

PA199 - 27 192.168.0.127 DEMICE IS ALIVE 62011 12:21:33PM Informational Message Log Audit

10.4 Custom Report

You can create a Custom Report by selecting groups, devices, user ids, users
and events. Optionally, you can include port index, port, and IP address.

evice Audit €3 | Device Batch Log € (Syslog @ 1 Programming Log € (Audit Log € [CUstum Report @

& € Pagezofz o > »‘ 4 Autoscroll | Page Size [100 ~ || [nuew Fiker 11 | "4 Add Filter & Delete Filter “g Save Filier ¢\ Skip Changes

Last Days | 0] B From [ayatznit 10102 AM |8 1 [a/atz011 1z:01:02 M |

Group [COI In House, Chevron, Documentati,.. ~ | Device  |Empty, Access De... - |User 1D [Empty, 1, 4252950 - | System Users  [Empty, 10, 3, 4, 5, 6, 7, 8, 9, Administrat... -
Port Index [0 B pant [ JE] 1P address | | Event [added Device to cBM DB, Added ... - |

Date Time Device Mame User Id Event Port: Part Index

User Mame: Clienkt Device 1P Address
1612011 12:149:4,,, Access Device Dialing Device oM
f15/2011 B:26:01... Access Device Communication Dro... M
/15/2011 8:74:59, ., Access Device Dialing Device DM
1502011 8:24:47, ., Access Device ‘Communication Dro... M

10.4.1 Adding a Filter

With custom reports, you can create and save a filter. A filter is criteria which will
be used to select the items included in the report. A filter may be saved for use
in the future.
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1. To create afilter, click Add Filter. A system-generated name for filter is
displayed The name may be changed to something meaningful.

Select the criteria.

Click Save Filter to save filter.

10.4.2 Deleting a Filter

To delete a filter, select the filter name from the drop down list. Click Delete

Filter.

Click Go to run the report using the filter.

[Device audit € Device Batch Log %) rSysIog ) rProgramming Log o audit Log ) |Cu

|« & Pagezafz (> ))| B Autoscroll | Page Size | 100 -]

Default Filker

Mew Filker1

T

Empty, Access De,., = | User

Group |CDI In House, Chevron, Documentati,,, - | Device

Mew Filker2

skem

Mew Filker
Mew Filker3

Mew Filkerd

10.5 Keystroke Log

The keystroke log records all of the keystrokes issued to a device.

It can be stored as a txt file, or within the database.

10.6 Deleting a Report

Click Delete to delete the report according to the filter. For instance, if you
selected a specific date and time, then Delete would delete all entries in that date

range.

10.7 Printing or Exporting a Report

A powerful export function is included in the OBM that allows almost all reports to
be exported in a variety of formats included below. Reports may be printed,

exported, or emailed.
PDF

HTML

MHT

RTF

XLS

XLSX

Csv

Text File

[ ]
e Image File

A sample report is shown below:
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PO Do Pl & oo & PR i (e @

Date Device Event Port Num | Port Index
02012011 3:27:27PM PA199- 27 CallEnd { 1
0/2020113:27:40PM| PA111-23 Call End 1 1

20 281
Igmu 2081 Cisco Router 2500 No Response form Ping
20201111272
i{,? 0ULL27D Z-CD1127 Ping Successful
/202011 3:21:47 PM| PA199 - 27 No DTR on Host 7
0/20720113:21:41 PM| PA199 - 27 encrl Disconnect from HostPort |7

10.7.1 Printing a Report

To print a report, click Print/Export. A window displays and you can select to
print the current page or all pages.

Out of Band Manager:

| 0K | | Cancel |

After you make your selection, click OK. The Preview window displays. Click
File, and then select Print.

10.7.2 Exporting a Report

In the Preview window, click File. Select Export Document and choose the File
format. You will then need to enter additional information specific to the selected
file format.

Page Setup... Ny NoIsECR &,

Frint...

=
= Frint

L] ExportDocument.. »
—1  Send via E-Mail... 3

@ Eit
e Device TUser ID Event Port Num (|5
9/06/2011 44208 FM| UGRD RS2 ene2 Moder Comnect End
PIREILLAMESE | yGRD Help enei2 Moder Comnect End
S yeRD Notp ene2 Moder Comnect End

10.7.3 Emailing a Report

In the Preview window, click File. Select Email Document. Choose the File
format. You will then need to enter additional information specific to the selected
file format.
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10.8 Report Filters Summary
Filter Description Applies
to

Batch Select the batch commands Device Batch Log

Commands to be included.

Devices Select All or specific devices All except Syslog
from the list. Click the down
arrow to display a list of
devices.

Events Select events to be included. OBM Audit,
Events include “Added User Device Audit,
to Group” and “OBM Custom
Reboot.”

Facility Click the down arrow to view Syslog only
of list of processes, and
select those that are to be
included in the Syslog.

From The starting date and time. If All log types
an end date (“To”) is not
entered, all entries from the
start date to the present date
are included.

Groups Select the Groups to be OBM Audit Log,
included. Click the down Device Batch Log,
arrow to display a list of Device Audit,
groups. Custom

IP Address Enter the IP Address Device Audit,

OBM Audit Log,
Device Audit,
Custom

Last Days Includes results from the Custom Report
previous n number of days

Message Enter the message to filter Syslog only
the be included (such as
“DEVICE IS ALIVE”".)

Operation Select the operation(s) to be Programming Op

Name included. Operations include Log
Clear device, Program Flash
Device, etc.

Port Enter the number of the port Device Audit,
to be included. OBM Audit.

Custom
Port Index Device Audit,
OBM Audit,
Custom
Severity Click the down arrow to view Syslog only
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Filter

Description

Applies
to

a list of alarms and select
those to be included in the
Syslog report.

Source IP The source IP address of the Syslog
Address device
Status Select the status of the Programming Op

operation. Choices are
Failed, Success, or All.

Log

System Users Select the users to be OBM Audit Log,
included. Click the down Custom
arrow to display a list of
system users.
To The ending date and time. If All log types
a start date (“From”) is not
entered, all entries from the
start date to the present date
are included.
User ID Select the user name Custom report
User Name
User Name The name of the user who Programming Op
initiated the operation. Log
Users Select the users to be OBM Audit Log

included. Click the down
arrow to display a list of
users.
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11 POLLING SERVICE MANAGEMENT

This section describes how to set up, configure, and manage polling services.
Polling Management is located in the Common toolbar.

111 About Polling Services

The OBM CDIPollingService can manage a maximum of 99 concurrent polling
operations. Upon reaching a pre-defined schedule, it will automatically start the
defined polling service.

11.2  Setting up and Configuring the Polling Service

Before the Polling service can be scheduled, the service must be set up and
configured. After the service is installed, you may set up the polling schedule.
The service only has to be setup and configured once.

Click Polling Service Management in the Common toolbar.

o —— I—

Services

Polling Service Authentication Metwork
Management Service Management Discovery Toaol

La TR I'II

The selected service tab opens. Click Install to setup and configure the service.

&) Install

STk T Settings
Start Date September S, 2011, Monday -

Start Time 8:43 PM

Service Log |

Sarvice Information N
Display Hame |CDIPolingService

Server Connection Settings Description
IPAddress  |192.186.0.7 Start Type
ServerPart 777 S P

1 Service Setkings

Frequency, days

) i o)

2

Motification Port

=

©Bystem Account;

(7 User Account | Inkeract With Deskbop

L ]
L ]
L ]

Service Name, Display Name, Description, and Service Path fields are filled in
automatically by the system.



Start Type: Select the start type from the drop down list. The following are the
available service types:

Automatic: Polling starts at system logon.
Manual: Polling starts as required or when called from an application.

Disabled: Disables the service and prevents it and its dependencies from
running

Select the appropriate Service Setting:

System Account: The system account uses the local system account for the
service. When System Account is selected, additional information is not required.

User Account: User account associates a polling service with a user. This
account will need a password and confirmation of the password. The user must
have been granted the appropriate rights.

Interact with Desktop: This box is typically checked if the service has user
interface components.

When you have finished, click Install.

11.3  Scheduling Polling

After the service is installed, set up the polling schedule. To set up polling, click
Polling Service Management in the Common toolbar. The Polling tab opens.
Click Create to establish a new polling service.

@ Install Start Update Service Caonfiguration ,:

Schedule Tkem Settings Select Mode V| Enable Service Log

Start Date |September 5, 2011, Monday - | Poll By Groups () Ll &I:

Start Time |8:43 P | Poll By Devices  (7)

Frequency, days |U | Maximum number of concurrent operations 13
Server Connection Setkings Syskem User credentials

IPAddress  [192.168.0.7 || | username A |

Server Pork |??? | Password (L\| |

Notification Fort (399 | Rale ey -

Schedule Item Settings
Start Date: Select the date that polling is to start.

Start Time: Enter the time in local time that polling is to start. The format is
hh:mm AM or PM

Frequency, days: Enter how often, in days; the polling is to take place.

Server Connection Settings

The following information is needed so that the service can communicate with the
OBM server.

IP Address: Enter the IP address of the OBM server



Server Port: Enter the OBM server port number.

Notification Port: Enter the notification port number. This must match the
notification port set in the server configuration.

SeleCt MOde Group and Devices (jrc!up aniDavce
. . 2] Al T
Polls By Groups: Select this option to choose the -] Test Rack
groups to be polled by this service. When this mode 7] Lagacy B PASAMILIm1
is selected, a list of Groups is displayed. Click the ] Yarkess : Eiiiﬂfﬁm
checkbox of each Group you would like to poll. ;:;:;Zurzup P8 - 199 25152
Poll By Devices: Select this mode to choose the ] S5 g1 L,egaS:’M‘H ——
devices to be polled. When this mode is selected, ~[C] Exxon e
the Groups and Devices pane displays devices by ;T°“_'° P"c5°t”“’ P RAETT
. . ISI0M_ConErol =

Group. Click the checkbox of each device you would ] im Group LF UG - 142
||ke to pO” <[] Symankec_LK =] Yankees

) . 7 Chevron | P11l Client 176
Maximum number of concurrent operations: The o r— [F] UGRD Client N175
maximum number of polling operations that can O e 11 St I

occur at the same time.

System User Credentials
Only systems users with the appropriate roles may request the polling service.

User Name: Enter the name of the user requesting the polling service. The user
must have been granted the appropriate rights.

Password: Enter the password of the user.
Role: Select the Role from the drop down list.
Enable Service Log: Click to enable the service log.

When you have finished, click Save to save your changes.
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11.4  Authentication Management

Authentication Metwork
Service Management Discovery Tool

Sroups ? [NOCEtes:CommercialOperations Center € User Management € *(Roles €(
peke 38 Uninstall @ Start = Update Configurst
ssigned Devices R
Sites Server IP Address
“ommerdal Operations ...
. i Network Interface List | -
sovernment Operation...
E_WIDGET_CO Use like Proxy Server
remote Sites Remote Server IP Address | 127.0.0.1 |
D ATLANTA_PAZ22
Services

P cHICAGO_PA_222

P DALLAS_PA_211 w
NEW_YORK_PA244

D NEW YORK_PA244x Port a9 |

P sAN_FRAN_PA-233

“lient Devices

User Mame Prompt |Username: |

Jsers Password Prompt |Password: |
‘orts
_OF_USA
‘emote Sites
P 125 Boston Log File |RadiusServioeLog.b(t
D 127 Pittsburgh 16
P 128 Dallas

[#] Enable Service Log

11.5 Network Discovery Tool

[NOC Sites: Commercial Operations Center e\(\UserManagema‘t O Roles e‘(\TDkEH Management e\ﬁRemuteDEvu:es: 126 Boston 0\(\G|0ba| System Settings 9\(1
- 3§ Uninstall &3 Stop & Update | Ci Scan N

Network Discovery Settings Schedules

1P Address From |127,0,o‘ 1 | IIP Address From 1P Address To Start Time

P AddressTo  [127.0.0.1 |
CDI Devices Only

[#] Ping Required

[¥] Automatic Save

|Cornech'oﬂs

Mame Port

55H 22
CDI Device 9999

il
@] Telnet 23
5]
il

Status Metwork Address Mac Address Description
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APPENDIX A Cabling Diagrams

Port Authority Master-Slave Cabling Diagrams

The cable connection shows a Master Port Authority connected to two Port
Authority Slave units. The interconnecting cables, Part # CBL CAT5 Yellow, are
yellow to distinguish them from other cables can be obtained from CDI.

H
Master Unit

v

i fvvrellveviveveww s

Slave Unit 52

i v vl
Slave Unit 51

NOTE MAINT (Maintenance) port is changed to Serial Port (this is a running

change).
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