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About this guide

This is a full user guide to My Sage Pay.

If you have any questions about this guide, please email support@sagepay.com.
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Getting started

Online help

There is more information available on our online help centre which can be found at
www.sagepay.com/help should you need further assistance on using My Sage Pay.

Accessing My Sage Pay

You will only be able to log in to My Sage Pay once your Sage Pay account has been set up and you have
been sent your log in details. If your account has been set up but you are yet to receive your log in details
for My Sage Pay, please email support@sagepay.com.

To access your My Sage Pay account, you will need to type the following URL into your browser window:

Test Servers
https://test.sagepay.com/mysagepay

Live Servers
https://live.sagepay.com/mysagepay

We recommend that you have the latest version of the web browser which you will be accessing the My
Sage Pay admin area from

The Administrator account

When your Sage Pay test account is set up, you will receive an email which outlines how to access your
password retrieval link to obtain your Vendor Name and Admin Password. These details will give you
access to your Administrator account within the My Sage Pay system. Your Administrator account details
always remain the same and you should ensure that you keep this information in a safe place.

Important Note: The Administrator account only allows you to create and administer other user accounts.

You will not be able to view any transactions when you are logged in using the Administrator account. You
must therefore create your own user account before you are able to access the full My Sage Pay system.
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Creating user accounts

SRy

Vendor Hame

J e Usemame

Password

To log in to My Sage Pay with your Administrator account you will need to enter the following information
on the My Sage Pay login screen:

Vendor Name — Enter your Vendor Name in this field
User Name — Enter your Vendor Name in this field as well
Password — Enter your Admin password in this field

When you have successfully logged in as the Administrator, you will see the following screen:

: S;HM: e, SR

ddminesirator

Semngs
Lad L bt
T Wiew and i the delads avaocisted Wit tha Sage Pay prmary sdminisirator logn

3D Secure

Resiicions
Username: 3308087
Wabd IPs
Eenadl acchens:

Changs Leg Emad validation stafus:  hol Vakdsted

Ui Receive updates and commisnications:  No
Fay Mehods:

Swrchargpes

Pramary AUmin PEaaword; ==

Encryption Pessword:

by Sage Pay et accessed oy 272012 182542
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To create a new user, click on the ‘Users’ section circled in red:

snont My Sage Pay

My Account

Settings User Administration

AVSICV2 Click & rovw to updste or perform an action against an sccount, or expand & row to view permissions and settings.

3D Secure

Restrictions | Username Locked Out Logged In
Valid IPs Sagepay » v

Surcharges

Click onthe = 7=  button.

The next screen will ask for a user name and password for the new account. You will also be able to
choose what account privileges and My Sage Pay access rights the new user will have. You will also have
the option to set the default landing page the user will be presented with when they log in.

Usemame: [new user name]
First name:
Last name:
Emad address.
Cenfirm emad address
Receive updates and communications
Enter password 2

Confirm password i

Password Strength:
The minimum password length required is 8 characters

Te improve securlly on your account we recommend a strong password that contains at least one uppercase letter (4-Z), one
lowercase letter (a-z), one number (0-9) and one special character (*5.7"+%-_=~i. Y™ @#.)

View All transactions REFUND transactions

VOD transactions

¥ Search | Transactions @ Search Transactions
Settings (Admin settings) Terminal Settings Terminal
When you have entered the required information, click the ' L't button to create the new user.
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The new user account will now be listed on the main user screen. If you ever need to unlock a user
account, change the Account Privilege, My Sage Pay access, or delete a user account, you can do so
through this area of My Sage Pay as long as you have “Administration” privileges.

When you have created the new user account, you should then log out and log back in with the new user
account details.

Important Note: When you login with the new user account, you will need to use your Vendor Name in the
Vendor Name field. The user name you created should be entered in the User Name field. You will also
need to enter the password you created for this account.

Forgotten user account details
Should you ever forget your username or password, you can now retrieve this information automatically.

N.B: You will need to ensure that you have added and verified an email address against your username
before you can start using this feature. If you have not done so, you will need to contact the account
administrator to either reset your password or remind you of your username.

Vendor Name

Username To do this, simply click on one of the links on the sign in page, and
then follow the instructions to either reset your password or have

your username sent to you.
Password
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Administering user accounts

Accounts with access to the ‘User Administration’ area are able to unlock user accounts, delete user
accounts, create user accounts or change their settings.

When you log in using the administrator account and select the users section as discussed previously, you
will see the list of current user’s set up on the vendor account. You will also be able to see which user
accounts are logged in or locked out at that point in time.

Sign out Sage Pay
Iy Account
Settings N . . . . .
Click a row to update or perform an action against an account, or expand & row to vieww permissions and settings.
AVSICV2
3D Secure
Username Locked Out Logged In

Restrictions

nevwuser x 4
Valid [P newwuser2 x x
Change Log sagepay ® v

Users
Pay Methods

Surcharges

If you ever need to lock, unlock or delete a user’s account, select the + symbol next to the user and you will
be displayed with the below view. The actions are highlighted in red below.

Important Note: If you lock out the Administrator account, you will need to email support@sagepay.com
for this account to be unlocked. This request must come from a the Primary/billing contact on the account
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The Transactions area

What is the Transactions area for?

The Transactions area is used to find the details of a transaction, settlement or invalid request. To access

the transactions area, select the “Transactions” tab highlighted below in red.

Terminal Settings Search B

My Sage Pay

Transactions
from 20/08/2012 fo 21/08/2012

‘Summary
Sattiement report range: Any oty Dhasty ey Monanly Annually result Al Success Falure
Bulk Actions
Imvalid Al GRP EUR

e ] Card Holder Type Vendor Tx Code Amount Received CV¥2  Add | PC 30 TIMA Refund Repeat

| Sag Pay Payirest Teagepuy-1 0020123528238 100GEP 2008012133728 g 9 9

#  Sage Pay Paymest Taagepsy-1 20B201 33338.238 1,00 aap HORI012 13:38:54 o o

Reww 1 1o 2 of 2 rows

You will see that you are presented with 4 different sections down the left hand side

* Transactions

e Summary

» Settlement

» Bulk Actions (Only if you process Deferred/Release and Authenticate/Authorise)
e Invalid

Updated: 22/07/2013
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Transactions

This report will show all of your transactions and provide additional information on all payments.

o out "b-’ \
Transactions Terminal Seftings Search 2 = MR My Sage Pay

Transactions
trom 20/08/2012 o 21/08/2012

Summary i .
Setiement reporiqange: | Any | Houdy | Daly | Weeidy  Monshly | Annually meamlt | AN | Success | Fadlure

Bulk Actions

Invalid AB GeP EUR
o Card Holder Type Wendor Tx Code Amount Received CVW2 | Add | PC | 3D TIMA| Refund | Repeat
[# Ssge Pay Payrant Tesgeoey-120820133578-238 100 GEP J0UBT0NZ 133728 g 9 ©
[  SsgePay Payment Tangepay-120820123528-238 100 GEP  JDOBTON2 13:36:54 =z | =z | 2

Quick reporting

Located at the top of the transaction page is the quick reporting tool that will allow you to instantly see your
transactions by the hour, day, week, month or year at the click of a button. It will also filter your
transactions so you can simply see all your successful or failed transactions.

If you accept different currencies, you can quickly separate them using the currency tabs just above the
transaction list.

fram 20/08/2012 1o 210872012

repoet range; Ay Heourty Crmsty Weaaly Worahiy Arcrialy result All SucoEss Fwibure
Al =BP EUR

2 Card Holder Type Vendor Tx Code Amount Received CV2 | Add |
& Sage Pay Payrmant Teageay-100820123508-128 1.00 GEP 200872012 13370 u ﬂ
#  Sace Pay Pavment Teaowoey-120820122928-228 1.00 aap 200BT012 122804 = i

Advanced reporting

If you need to refine the transaction list further using specific filters, you can also do this by selecting the
“advanced” button highlighted above.

Refine your report

from:  01/04/2010 tor 27/11/2012
reportrange: | Any | Houdy | Da Weekly | Monthly

result: | Al

Payment Type: | 4 Transaction type:

Account type Vendor tx code:

Amount(inc. Surcharge):
VSP auth code:
Last 4 digits

You will then be presented with options to “Refine your report” as displayed above. Simply choose the
dates from the calendar to display transactions within that time period. You can also click on the month
and year field to display a dropdown menu if you want to change the month/year.
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You will have the ability to refine your transactions with the following:

e Payment type

e Transaction Type

e Account type

¢ Vendor Tx Code

¢ Amount (Inc. Surcharge)
* VSP auth code

» Last 4 digits of the card

By clicking on the transaction, you will be able to view further details of the transaction. You will be
prompted with a new screen that is discussed further in this document under the heading Transaction
Detail.

If you select the plus symbol next to the transaction you can view some additional information with regards
to addresses as displayed below.

Al GBP EUR
e ] Card Holder Type Vendor Tx Code Amount Received | CcV2 | Add | PC | D |T3MA‘ R
= Sage Pay Payment Tsagepay-120820123528-238 1.00 GBP 20v08/2012 13:37:28 u v v

Wendor Tx Code: Tsagepay-120820133522-238

Sage Pay unigue ID: 24CCFC21-F38F-52DC-TIZE-AF102B102064

Billing Address Delivery Address Cardholder Address

Sage Pay Sage Pay Sage Pay

407 St John Street. London. United Kingdom. 407 St John Street, London. United Kingdom, 407 St John Street. London, United Kingdom,
EC1v 4AB EC1v 4AB EC1v 4AB

mole s P e smmmAmamaEsn A B Amimn e anmE =

Transaction Total Summaries

On each report you create, you will immediately be able to see a totals summary for all the transactions
split by each payment type and also separated by success and failed transactions.

N.B: The totals will only be displayed for each individual currency and not on the “All” tab.

Simply click or hover on the link located at the bottom on the transaction screen

E

KURHALKUPT LEusell m ki s

B

PUTYIRS i udhipbs

(=]

CojfeinRtDEYF siaMRuEFe

g
1
1
OMAEB:: iFzkeFfUj0 Sueeess (2463 tranzaction(s)) Failure (1152 transaction(s) i
'
'
1
1

DUILObsS X0t YUVdAzaS

Zr2ehnKNVATADEA a6 Ckib Tx Type Volume Value

KrerSHEuyDzD Gived AUTHENTICATE 1 7417 GBP

IpRPSTHNF Q=1 wRJqHzE AUTHORISE 1 7417 GBP

THuyqBHull XyDFAMPysol DEFERRED 624 32,556.91 GEP

BjTBInke g PAYMENT 552 27,431,423 GEP §

Li "

L EllDygva Alltotals are based on your currently sslectsd fiters 2
Raw 110 21 of rows  showtotals
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Changing the displayed columns

Transaction ID

Card Type

Card Holder Last 4 Digits

Type WPS5 Authcode

Wendor Tx Code Bank Authcode

Amount Batch ID ) . .

Received Asort You are able to select which columns you want to display in the
o2 E:‘:‘:ﬂa Transaction Report by selecting the symbol or click on the link
PC

0 TM 1D window.

T3M Acfion Billing Hame

Billing Address

A4 o
&g
@ 5
g 3

Delivery Name
Success Delivery Address

Card Mame

RS EEEE .
=
&
2

™ o seore show/hide columns at the bottom. You will then be prompted with this

System
Account Type Card Address

» Transaction ID — Sage Pay'’s unique transaction reference (VPSTxID)

e Card Holder — Card holder name entered on payment pages

« Type — Payment types such as payment, deferred, refund, void etc

* Vendor Tx Code — Your unique transaction identifier

¢ Amount — The amount of the transaction

¢ Received — Date of the transaction

e CV2 - Card security code result

» Add - Address verification result

* PC - Post Code verification result

e 3D - 3D Secure authentication result

» T3M Action — This is the result of the addition fraud checks by the 3rd Man

* Refund — Displays if the transaction has been refunded

* Repeat — Displays if the transaction has been repeated

e Success - If the transaction was successful

» System — Displays how the transaction was processed (Form, Server or Direct)

* Account Type — Displays if the transaction was Ecommerce, Moto or Continuous Authority

 Payment Type — The type of card that was used

e Last 4 digits

* VPS Authcode — Sage Pay’s authorisation reference

* Bank Authcode — The bank’s authorisation code

e Batch ID — The settlement batch ID

» Abort — Indicates whether a deferred transaction has been aborted and not sent for settlement

* Release — Indicates whether a deferred transaction has been sent for settlement

» Username — Displays the user who has performed the payment if processed within the My Sage Pay
area

* T3M Score — The 3rd man fraud result score

e T3M ID —The 3rd man transaction reference

« Billing Name

* Billing Address

e Delivery Name

e Delivery Address

e« Card Name

e Card Address
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Export

You can use this option to print your transaction list, view in Excel or export to a CSV format. This is
particularly useful if you need to use or access transaction information outside the My Sage Pay admin

area.

Select the relevant button in the bottom left hand corner of the screen.

Selecting the button will open up a print preview and the option to print out your transactions
Selecting the button will open a window to open the transactions in Excel or save it as a
CSV format.
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Detailed transaction information

When you click on the transaction row within the transaction report, you will see further information about
the transaction, from the authorisation details to fraud results. This display shows you everything we know

about the selected transaction.

This information will help you address any customer queries you receive, make decisions about delivery,
and allow you to release, authorise, abort, cancel, void, refund or repeat transactions against this card (if

you have permissions to do so).

This display has 5 different sections to it that you can navigate to using the tabs on the left - highlighted in

red below.

e Summary

* Additional Details
* Authorisation Details

* Fraud Results

* Related Transaction Details

Summary
Additional Details
Authorisation Details
Fraud Results

Related Transactions

Customer name:
Customer email:
Completed:

Amount{lnc. Surcharge):
Surcharge:

Description:

Sage Pay unique ID:

a8

landen

412

United Kingdom

(not provided)

Successfully authorised transaction.

Sage Pay

(not provided)

2110812012 12:21:04.827

1.00-GBP

0.00 - GBP

Terminal Payment taken by moe

DE875718-6551-T81E-68CD-AD49A3F43EEE

Sage

Pay

a8

landen

412

United Kingdom

(not provided)

a8

landen

412

United Kingdom

Updated: 22/07/2013
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Transaction Summary

The transaction summary provides an overview of the transaction, when the transaction took place, a
description of the transaction, along with the contact details for the customer.

Summary

Additional Details
Successfully authorised transaction.

Authorisation Details

Customer name: Sage Pa
Fraud Results g d

Customer email:  (not provided)
Related Transactions
Completed: 21/08/2012 12:21:04.827
Amount(inc. Surcharge): 1.00- GBP
Surcharge: 0.00-GBP
Description:  Terminal Payment taken by moe

Sage Pay unique ID: DG6875718-6551-781E-68CD-AD4043F43E8B

88 Sage 88

london Pay london

412 88 412

United Kingdom london United Kingdom

412
United Kingdom

(not provided) (not provided)

¢ Customer name — The customer’s name for the transaction

e Customer email — The customer’s email address provided

« Completed - This is the date/time the transaction completed

« Amount (Inc. Surcharge) — The full amount of the transaction including the surcharges
e Surcharge — The additional charge added to the transaction

* Description — This will show a description of the transaction

e Sage Pay unique ID — This is the unique identifier for Sage pay

« Billing Address — The billing address entered and sent to Sage Pay

» Deliver Address - The delivery address entered and sent to Sage Pay

e Cardholder Address — The address entered/captured on the payment page*

*Only available for transactions using the Form & Server integrated method
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Additional Details

The additional details section provides further information on the transaction, start and completions times,
the System used, whether the transaction has been refunded or repeated, and the URLs to which
customers were sent. You will also be able to see the shopping basket if this has been passed onto Sage
Pay.

v
Summary
Additional Details

Refunded: Mo Repeated: Mo
Authorisation Details P

Client IP:  212.169.042 036 User: moe
Fraud Results

Started: 20/08/2012 13:37:26.760 Completed: 20/08/2012 13:37:258.213

Related Transactions Gift Aid: Mo - The customer did not check System used: Direct

the gift aid box
Callback URL: Mone

Client location: Country: UNITED KINGDOM, Region: Unknown, City: Unknown, ISP: WORLDWIDE WEB SERVICES
LTD. Domain: CLARANET.CO.UK

Mo shopping basket provided

* Released - This field shows if the transaction has been released *

* Aborted - This field shows if the transaction has been aborted *

» Refunded - This field shows if the transaction has been refunded

* Repeated - This field shows if the transaction has been repeated

* Callback URL - This is the URL in which the shopper has been redirected to**

* User - This is the Sage Pay username that has processed the action

e Started - This is the date/time the transaction started

» Completed - This is the date/time the transaction completed

» Gift Aid - This indicates that GiftAid was applied to the transaction

» System Used - This is the Sage Pay method used to process the transaction

* Client IP - The IP Address of the computer used to place this transaction

» Client Location - This shows the geographical location of that IP Address if available
* Shopping Basket — Details of the shopping basket and the goods ordered if provided

*Only displayed on deferred transactions
**Qnly available for transactions using the Server integration method
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Authorisation Details

The Authorisation Details section shows the card and cardholder details and the authorisation details
obtained during the transaction. You will also be able to see the merchant account details for the
transaction.

Summary

Additional Details

L . Acquirer: MatWest St li
Authorisation Details cquirer ativest Slreamiine

Merchant number: 35776635
Fraud Results
Bank authcode : 993775
Related Transactions VPS authcode: 1542364
Attempt: 1
Account type: M

Settlement info: This fransaction has not been settled.

Cardheolder name: Sage Pay

Card address: 407 StJohn Street EC1v 448

Last 4 digits: 0001
Additional card details: Credit Card - Sagepay Test MC, GB

e Acquirer - The merchant acquirer used for this transaction.

* Merchant Number - The merchant number used in the transaction

* Bank authcode - The bank authorisation code for this transaction

* VPS authcode - The Sage Pay authorisation code for this transaction

« Attempt - How many attempts the customer made to complete payment

e Account Type - Displays if this was a ecommerce, MOTO or continuous authority transaction

» Settlement Info - Information regarding settlement, date/time, amount and batch ID

» Cardholder name - The cardholder name entered at the time of the transaction.

e Card Address - The cardholder’s address entered on the payment pages at the time of the
transaction*.

» Last 4 Digits - The last 4 digits of the Debit/Credit card used in the transaction

» Additional card details — The type of card and issuing bank

*Only applies to transactions using the Server integration method
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Fraud Results

Summary

Additional Details
Authorisation Details 3D secure applied: 3D-Secure checks were DISAELED for this fransaction.

3D secure status: NOTCHECKED
Fraud Results

Attempt: 0
Related Transactions
EClresult: Unknown result type
CAVVIUCAF result:

XID: Mo XID refurned

AVSICV2 applied: Default - AVS/CV2 check and rules applied if they were active on the account at the time.
Address numerics: a NOTMATCHED

Post code value: Q NOTMATCHED

cv2value: @ MATCHED

The 3rd Man Results: Data sent fo The 3rd Man. Awaiting analysis. Check back in an hour.

Total fraud score: 0

The fraud results section shows the fraud screening details regarding the 3D Secure authentication, AVS,
CV2 and the Third Man.

e 3D Secure applied - This field shows if the 3D Secure checks were applied and if any 3D Secure rules
were applied.

« 3D Secure Results Status - This field shows the result of the 3D-Authentication.

* Attempt — This will show the number of time the verification was attempted

e ECI Result — ECI (Electronic Commerce Indicator) flags are passed to indicate the 3D Secure status
from the card issuing bank. We convert these ECI flags to coloured flags on the Reports pages to help
clearly identify the status.

e CAVV UCAF result - Card Authenticate Validation Value (CAVV) for VISA transactions, or Universal
Cardholder Authentication Field (UCAF) for MasterCard / Maestro transactions. This is the value
passed back in the PARes. If a CAVV or UCAF value is provided, the transaction has been 3D-
Secured, and a liability shift may occur should the transaction later be found to be fraudulent.

e XID — The 3D Secure transaction identifier

 AVS CV2 Applied — This field shows if the AVS/CV2 checks were applied and if any
AVS/CV2 rules were applied.

* Address Numeric’s — This field shows the AVS/CV2 response for the Billing Address.

» Post Code Value — This field shows the AVS/CV2 response for the Billing Post Code.

e CV2 Value — This field shows the AVS/CV2 response for the CV2 number (also known as the
security code).

¢ The 3rd Man Results - This field shows the results of The 3rd Man fraud screening checks

» Total fraud score - This field shows the score results from The 3rd Man

For more information about the AVS/CV2, 3D Secure and the 3rd Man responses please download the
Sage Pay Fraud Prevention Advice guide from the Sage Pay online help centre:

www.sagepay.com/help/userguides
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Related Transactions

The related transaction section shows all transactions associated with the payment currently selected. This
can include Refunds, Repeats, Authorises and Releases.

If you select and expand the related transaction, it will display the detailed transaction view.

1

X
¥ Successful Payment - Tsagepay-120820164847-480
Summary
Additional Details ¥ Successful Refund - REFTsagepay-120820164847-480-525
Authorisation Details Amount{lnc. Surcharge): 1.00 GBP Surcharge: 0.00 GEP
Fraud Results System used: Server
Started: 20/08/2012 16:49:51.310 User: moe
Related Transactions “ “
VPS5 authcode: 1544033 Bank authcode : 989778
X Failed Repeat - REPsagepay.120820164926-503
Amount{lnc. Surcharge): 2.00 GBP Surcharge: 0.00 GEP
System used: Server
Started:  20/08/2012 16:49:34.170 User: moe
VPS5 authcode: N/A Bank authcode :  Awaiting
Authoerisation

« Vendor Tx Code — Unique transaction reference

e User — The user that has processed the action

« Amount (Inc. Surcharge) — Amount of the transaction including any surcharges
« System Used — How this transaction was processed (Form, Server, Direct)

« VPS authcode - The Sage Pay VPS authorisation code for this transaction

* Bank authcode - The bank authorisation code for this transaction

» Started - This is the date/time the transaction started
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Summary

This report provides a summary of all of your transactions and shows you the total amount of funds coming
in and going out. You can expand and collapse the report by using the + and — symbols on the left hand

side.

You should use this option if you would like to view a breakdown of all your transactions should you need to
obtain a full report. Here you can access information by account type, payment type, card type and user.

Transactions Terrminal Settings

Transactions

Summary from: 21/07j2012

Settlement
Bulk Actions Transaction Breakdown
Invalid (- Suecassiul

[ Failed

Updated: 22/07/2013

to

Search 2

20/08/2012

Volume In

report range

Value In

Any

12.00

1.00

Daily

Volume Out

Monthly

Sage Pay

Sign out

Annually

Value Out Total Volume Net Value
1.00 4 11.00

0.00 1 1.00
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Settlement

This report displays the settlement details of all of the transactions that you have processed through your
Sage Pay account.

You should use this option if you would like to show a summary of transactions which have been sent for
settlement. This will show the total number and value of transactions in each batch.

Sign out My Sage Pay

L Transactions Terminal | Seftings | Searchp|

Transactions

Summary Sefflement Report @ wom:  21/07/2012 | | 20/08/2012 | reportrange: | Any | Deiy | Weskly | Monthiy | Annusiy

Settlement

Bulk Actions

Acquirer Currency |No of Paymen Payment Val, [No of Refunds Refund Val. | Total Trans.

SAMPLE

Invalid

ooty L oooriocs

From this list, you will be able to access further information about each transaction that has been sent for
settlement. Simply click on the transaction to open up the Transaction details.
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Bulk Actions

This report displays your deferred transactions that are awaiting release. If you do not have the deferred
payment type on your account, you will not see any information in this section.

If you have any transactions that have not been released you will be presented with a list of transactions
that you can bulk release or bulk abort.

Sign out Sage Pay

Transactions Terminal Settings Search P

Transactions

Summary

Perform Aboris and Releases on more than one transaction at a fime
Seltlement

Bulk Actions

Jvalid Received Vendor Tx Code Card Name Amount |CV2‘Add‘ pc | 30 ‘T!
20/08/2012 17:03:27 Tsagepay-120820170250-961 sage Pay nwcer Y @ @

Row 1 to 1 of 1 rows

In order to bulk release or abort your transactions tick the checkbox next to each transaction.

Select the button to release the selected payments.

Select the button to abort the selected transactions.
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Gift Aid

This report displays any transactions where the customer has agreed to allow Gift Aid relief to be claimed.

N.B: If you do not have the Gift Aid functionality enabled on your account, you will not see this option.

Transactions

Transactions
Summary
Settlement
Bulk Actions
Gift Aid

Invalid

Sign out My Sage Pay

Terminal Settings Search £
Gift Aid Report from 071142011 to 071142012 reportrange:  Any Daity. Weekly Monthly Annually
Received Vendor Tx Code Card Name Card Address Amount(lnc. Sllrcllargei
21/08/2012 12:21:03 Tsagepay-120521121949.714 Sage Pay 28, london, United Kingdom, 412 1.00 GBP

Row 1to 1 of 1 rows
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Invalid

This report will display all invalid transactions that have been rejected by Sage Pay for the account that you
are currently logged in to.

Simply use the calendar or quick reporting buttons to set the date range.

Transactions  Terminal | Sewngs | Search B Sign aut ly Sage Pay

Transactions

SR wom. | 071172011 w | oweEn2 reportrange; | any v | Duy | westy | monmy | annusty

Settlement

B Asvai VendorTatode Recehed Status Detal Type Amount{ne. Surcharge) System

Gift Aid OOTESCUK-TAXSEREF TANOROIZ T200.55 BVALD 4020 - niormaton 64l freem on nvakd P adaress, Refund 500 GBPF 5

il OOTT.SC.UK.TAX.45.HEF TNINACIZTIETAT  MVALD 4030 Mfurmaton raceied freem n vl B address. Fintund scogEr s
COTTHECAIK TAR-82.A2F 0102012 04:17:36  BVALD 402 - nformasen received frem on invaki I address. Refund 26.70 GOP s
OOTENSCAIK - TAX-80.8EF 1910201223:21:24  BIVALD 4020 - Iformaion received from an invald P address. Refund 2670 GBP s
Sagepay-1210081£0757 500282200 ORI02012 170800 MVALD 4020 : nformason received fram an invald P address. Payment 2455 08P ]
Sagepay-12100B1BE740. 188437310 QANNZOIZ 170751 BVALD 3048 - The CardHumber longth ia ivald Payeent 2438 08P o
3 NI 00 23S BevaLD 4020 e s
OOTTHSCARTAX.A1.BF TIMENZ2IANE AL 4008 2670 Gie
GOTTHEEAIK TAN-AQ-ALF ITMMICIZ 2360 BVALD 4020 Aatund .00 GOP
OOTENSE MOV HTAX. J0HEF RGN TN BVALD 4090 W s Hatung 25 98 B s
aezzrnIIes GI0IZ 120641 BrvALD 4028 s Baymant a5 Goe s
sapepny-120615662440-100076015 1062012 112524 BVALD 4020 rom an Invakd P address. Faymant 11.45 GDP s
330808y 120615095052.630262536 19DOZ0Z 1510 | BVALD 4020 Fayment s
412047004738 27MAZEI200.4T S5 BRVALD 4020 Paymnt s
n CAMAZOIZ 10143 ErvALE 4020 s
SaT3Re_133TIIRARY IUNIA0I7 170688 BOVALED 4030 b s

MMIGIZAIET  BIALE 4050 s

sume)_1302327020 2122012 19:1505  BAVALD 4020 nformaton received from an invald P address 1 s
s4803_ 1332307820 20032012 1L0530  MVALD 4020 : nformason recewved fram an nvald B sddress 524.42 08P s
34803_1332327820 20MI2012 110600 MVALD 4020 . Wiormalion roceived from an invald I sddress 52442 08P s
$00710_1202326446 21022012 10:46:11  BVALD 4028 nfurmason recaived frsm an invald P address. Payment £4.05 GOP s
" 0 ;

Rew 110 22 of 132 fows

Click on the transaction to display a detailed view of the invalid request as displayed below.

x
Invalid Transaction Detail

Vendor Tx code: QCTT-SC-UK-TAX-88-REF

Sage Pay unique ID: 07090D61-2126-AF5C-00D4-B12043621E98

Transaction type: ~ernd

Amount(inc. Surcharge); 2-00 GBP

Receiveq: 2311012012 22:00:55.820

System: 8

Status detail: 4020 : Information received from an Invalid IP address.

Description: Out Of The Ark Refund

Invalid request source:  ypsprotocol=2.22 txtype=REFUND paymenttype=REFUND vendor=sagepay
vendorname=null accounttype=null username=null website=null
vendordata=null vendortxcode=00TT-5C-UK-TAX-88-REF amount=5.00
currency=GBP description=0ut Of The Ark Refund vspterminal=null
relatedvpstxid={919BFD16-22DC-9F9E-C265-2D16EATFE32F}
relatedvendortxcode=00TT-SC-UK-TAX-87-REP
relatedsecuritykey=RRF4TIX76X relatedtxauthno=1964908
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The Virtual Terminal

What is the Virtual Terminal for?

The Virtual Terminal is used to process any Mail Order or Telephone Order transactions and is our online
equivalent of a PDQ machine in a shop. To access the Terminal area, click the Terminal tab highlighted in
red below.

You can use this terminal as back up if your web site is out of action, and for those customers who prefer to
pay by phone. You can only use our Terminal screens if you have a Mail Order/Telephone Order (MOTO)
merchant number associated with your account. If you only have an E-Commerce merchant number on
your account, the Virtual Terminal will not be available to you.

Please contact your acquiring bank to request a MOTO merchant number. Some banks may allow you to
use the same merchant account; others may require you to set up a new one. Once you have an account,
send the details to support@sagepay.com, along with your Vendor name, and they will set up the account
for you.

Sic C
Transactions Terminal Settings Search P Sign out Sage Pay
Use the Terminal to process mail ordertelephone order (MOTO) payments.
Billing Address  Delivery Address Advanced
First name:
. visa [VisA |visA @ @D = 139
Last name:
Phone number Amount: Currency. GBP |z|

Email address. Card number:

Address Ine 1 Payment Type:  —
Address ling 2 Expiry date (mmyy}):
TowniCity. cvz
* (3 or 4 digit security code on back of card)
Postizip code: Name on card: *
Country: | United Kingdom E| o

Cardtype Surcharge:  Defau
Make Delivery Address same as Biling Address

Total Amount:

Description: " Terminal Payment taken by moe
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Vendors in Merchant Category 6012 — Financial Institutions

Important Note: Vendors classified by their Merchant Acquirer in Merchant Category 6012 — Financial
Institutions will notice additional, optional, fields when processing Terminal transactions.

The Merchant Category Code (MCC) 6012 Financial Institution is used for variety of payments initiated by
financial institutions. MCC 6012 is the most fraudulent MCC in the UK market. As advised by UK numbers,
the majority of fraud perpetrated on the MCC 6012 is on compromised VISA debit card details that are used
to pay of transfer balances to other cards. Members are therefore unable to confirm whether a payment is
genuine, despite matching of full CvV2 with AVS.

To address this situation, additional data for MCC 6012 is to be captured and submitted, unchanged, to the
card issuer for Visa transactions to assist in authorisation decisions. The additional information required is:

Recipient Date of Birth
Recipient Account Number
Recipient Post Code
Recipient Last Name

My Sage Pay

Transactions Terminal Card Maching fransachons Semngs Search P

) S—— vIsA |VisA |visA @0 @D

ameun curessy [GBP [z

Pratizip ende

Coontry: | United Kingdorm '._! Cendtype Surchargs:  Dafau

o Terrninal Payment taken by paul
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Processing a transaction through the Virtual Terminal

The Virtual Terminal screen is split into two sections with the first section having additional tabs:
Section 1 includes:

« Billing Address

* Delivery Address
* Advanced

EBilling Addresst | Delivery Address Advanced Eilling Addres=* Delivery Address Advanced
First name: First name: ™
Last name: Last name:
Phone numkier: Phone numker:
Email address: Address line 1:
Address line 1: Address line 2
Address line 2 Tomwenicity:
ToeniCity: ™ Postizip code: ™
Postizip code: Country: | United Kingdam
Country: | United Kingdaom L4

Delivery Address iz zame a3 Biling Address

Make Delivery Address same as Biling Address

You will need to enter information in the fields above. The fields marked with * are mandatory fields and
must contain data.

» First Name — Customers first name

» Last Name - Customers last name

» Phone Number — Telephone number

e Email Address — Email address

e Address Line 1 — 1st line of the customers address

» Address Line 2 - 2nd line of the customers address

* Town/City — Town/City of customers address

» Post/Zip Code — Customers Post/Zip code

» Country — Drop Down list of country

» State Code — Only applicable when United States is selected as billing country

» Make Delivery Address Same as Billing Address — Checking this field will auto populate the billing
address details into the delivery address details
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The “Advance” section contains all the setting to change how you process a transaction through the Virtual

Terminal.

Billing Address Delivery Address Adwanced

Unigque Tx code: | 15agepay-121107173209-622
Transaction type: | PAYMENT |Z|
Reference:
Gift aid?:
Apply AVS/ICV2Z checks?

i@ Perform checks if enabled on account. Apply Rules if they exist

* Unique Tx Code — This is the vendor tx code
that is auto generated, you can amend this
reference if you wish. If you are amending this, you
will need to enter a unique reference that has not
been used before.

e Transaction Type — If you have other
transaction types apart from the default

PAYMENT, you can select them here.

= Force AMS/CV2 checks regardless of account settings. Apply Rules if they exist L] Reference — YOU can enter your own payment
- Disable AWS/CV2 checks and Rules for this transaction only reference here for your records

* Gift Aid — Select this box if you wish to claim
gift aid on the payment

* Apply AVS/CV2 Checks? — This check box
allows you to choose how you wish to apply your
AVS/CV2 rules

Force AVSICWZ checks but disable Rules for this transaction

Section 2 includes:

e The Card Details

visa [vish |visa @2 @D i 622

The fields marked with * are mandatory fields

Amount Curency: |GBP_[v] and must contain data.

Card number: )
Payment Type: — * Amount — The amount of transaction

Expiry date (mmyy): » Currency — Select the currency of the

vz transaction
(3 or 4 digit security code on back of card) » Card Number — The card number printed

Name on card: on the front of the card with no spaces

Cardtype Surcharge:  Defaut (@ » Payment Type — The type of card (e.g.

Visa, MasterCard) which is automatically
populated based on the card nhumber entered
» Expiry Date - Expiry date of the card
being used

Total Amount:

Description: " Temminal Paymenttaken by moe

» CV2 - The security code, usually the last three digits, printed on the signature strip on the reverse of the
card (For Amex cards the security code is 4 digits found on the front of the card).

« Name on Card — Name printed on the card

» Cardtype Surcharge — This field will only become active if you have set up the surcharge feature on
your account. This will allow you to add the default surcharge to the payment or specify a specific amount.
For more information on how to set this up, please see page 41.

» Description — Free text field to enter additional details

Important Note: The Virtual Terminal does not send an email to your customer on completion of the
transaction. To do this, you will need to send your own invoice/receipt on completion of the transaction.
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Card Machine Transactions Tab

What is this tab for?

The Card Machine Transactions tab presents transactions placed through your Sage Pay Card Machine.
Sage Pay

If you do not currently have any Sage Pay Card Machine transactions to be displayed the following
message will be shown;

“You don'’t currently have any card machine transactions to display here. If you would like to find out more
information about Sage Pay’s card machine terminals, please call 0845 111 4466 or email
cardterminals@sagepay.com.”

Sage Pay is able to offer Card Machines to vendors based in the UK and Republic of Ireland.

Quick Reporting

Located at the top of the transaction page is the quick reporting tool that will allow you to instantly see your

transactions by the hour, day, week, month or year at the click of a button. It will also filter your
transactions so you can simply see all your successful or failed transactions.

from: 01/01/2012 to: 19/03/2013

report range: Any Hourly Daily Weekly Maonthly Annusally result: All Sucoess Failure
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Changing the displayed columns

You are able to select which columns you want to display in the Transaction Report by clicking the link
show/hide columns at the bottom. You will then be prompted with this window;

X

Account Type v Payment Type

Y| amount PIN Bypassed?
Auth Message V| Received

¥| Bank Authcode Sale

| card Number Success

| cashback Terminal I

| Client Time Batched

v Currency Tx Fallback
DCC Amount Tx Reference
DCC Currency Type

Exchange Rates User Reference 1

<

Gratuity User Reference 2
¥| Merchant User Reference 3
Merchant Number User Reference 4

WMethod

« Account Type — Displays Card Holder Present to indicate transaction was placed on a Sage Pay Card
Machine, can also display

« Amount —The amount of the transaction, is the totals of Sale, Cashback and Gratuity

* Auth Message — Authorisation response for the transaction

« Bank Authcode — The bank’s authorisation code

e Card Number — Displays the first six and last four digits of the card used in the transaction

¢ Cashback — The amount of cashback provided with the transaction

e Client — Terminal Identifier

e Currency - The currency of the transaction

« DCC Amount — The amount of the transaction where Dynamic Currency Conversion has been applied

 DCC Currency — The currency used in the Dynamic Currency Conversion

* Exchange Rate — The exchange rate used in the Dynamic Currency Conversion

» Gratuity — Displays the amount of gratuity applied to the transaction

* Merchant — Identifies the site for the Card Terminal used in the transaction

* Merchant Number — Displays the Merchant Number that was used to process the transaction

* Method — Displays whether the card used in the transaction was Dipped, Keyed, Swiped or Contactless

 Payment Type — The type of card that was used

* PIN Bypassed? — Displays whether PIN entry was bypassed in the transaction

* Received — Date of the transaction

e Sale — The amount of the transaction minus any gratuity

» Success - If the transaction was successful

* Terminal ID — The Terminal ID from the Card Machine used to process the transaction

» Time Batched — When the transaction was batched for settlement

» Tx Fallback — The Floor Limit for the transaction

* Tx Reference — Sequence Number issued by the Card Machine as an identifier for the transaction

* Type — Payment types such as Sale, Refund, Sale with Cash, Cancelled Sale, Cancelled Sale with
Cash, Cancelled Refund

* User Reference 1 — Customisable field to contain additional information

* User Reference 2 — Customisable field to contain additional information

» User Reference 3 — Customisable field to contain additional information

» User Reference 4 — Customisable field to contain additional information
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Export

You can use this option to view your transactions in Excel or export to a CSV format. This is particularly
useful if you need to use or access transaction information outside the My Sage Pay admin area, and also
allows you to filter transactions by currency or other values contained within this file.

Select the [ =imuies putton in the bottom left hand corner of the screen.
Then use the following option to view the transaction information in an Excel format.

Opening SagePayCMTReport_130320_114952082.csv =

You have chosen to open:
[EL) SagePayCMTReport_130320_114952082.csv

whichis & Microsoft Excel Comma Separated Values File (238 bytes)
from: http://localhost:8080

‘What should Firefox do with this file?

@ Openwith | Microsoft Excel (default) w7

@) Save File

|| Do this automatically for files like this from now on.
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Settings
What is the Settings area for?

The Settings section is used to manage your Sage Pay account or administer your user accounts. To
access the Settings area select the Settings tab highlighted below in red.

o
Mz
Transactions Termina: Search £ Sign out 1y Sage Pay
%

My Account
Seitings
AVSICV2 View and edil the details associated with your Sage Pay user login
3D Secure
Restrictions
Username: moe

Valid IPs
Name: Moe curmoula

Change Log Email address:

Users Email validation status:

Pay Methods
Surcharges Receive updates and communications: Yes

Homepage: searchmsp

Login password: "

You will see that you are presented with 7 different sections down the left hand side

* My Account
e Settings

« AVS/CV2

e 3D Secure
* Restrictions

* Valid IP’'s
¢ Change Log
e Users

» Pay Methods
e Surcharges

Important Note: Not all user accounts will have access to this screen. Only users that have been given
administrative access will have this tab.

PLEASE EXERCISE CAUTION when modifying these settings because they will immediately affect your
Sage Pay account, possibly modifying the user experience or affecting your authorisation rates.
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My Account Settings
The My Account section allows you to manage your user details, contact preferences and passwords.

N.B: To set up automatic password retrievals, you need to ensure that you have added and verified your
email address within this section.

To edit any details, simply click on the == button. Here you can also opt-in to any updates and
communications from Sage Pay as well as determine the landing page when you log in.

Edit your user details

Username: moe

First name: ||

Last name:
Your email address:
Confirm your email address:

Receive updates and communications: ™

Default Landing Page
" Transactions T | Terminal | settings ®  search
(R
To change your password, simply click on the ““222 putton within the "My password’ section. A pop up

window will appear that will request your new password and will also indicate how strong the password is.

Change your password

Enter new password: eesessssessse

Confirm new password:

Password Strength:

The minimum password length required is 8 characters

To improve security on your account we recommend a streng password that contains at least one uppercase
letter (A-Z), one lowercase letter (a-z). one number (0-9) and one special character (*8.7*+ %_=~£I"@#,).

You can also see when the last time you accessed My Sage Pay at the bottom of this screen
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Display & General Settings
This section is split into 4 sections:

* Restricted Domains

e Language settings

e Account Settings

e Your Payment Pages Logo

sign out My Sage Pay

Transactions Terminal Settings Search 2

My Account
Display & General Settings
Settings Display & General Settings

AVSICVD View and edit your current Sage Pay account settings, view your payment pages logo.

3D Secure

Restrictions
“You currently have no restricted domains.

Walid IPs i
If you have a list of restricted domains then users may only change their email addresses to ones with Current Language Selected is: EN - English

domains from this list.
Change Log To change the language displayed on your payment pages plsase press edit

Users
Pay Methods

Surcharges

Company cisplay name:  SagePay sage pay

Full homepage URL:  hitp-/isagepay.co.uk To change the Iogo displayed on your payment pages please s-mail the new

Support email address:  SUPPor@sagepay com logo in GIF format to suppori@sag
Send HTML emails:  Yes Maximum size is 200 pixels wide by 100 pixels high
Default Terminal currency: GBP

Payment page templates:  default

Restricted domains

You can restrict the email domain of the email address which users wish to add and verify against their
account. For example, by limiting it only to your company email address. To do this, simply add the email
domain in the blow box.

Add a restricted domain

Add a domain to your lizt of restricted domains below, e.9.
sdagepay.com

If you have a list of restricted domains then users may only change
their email addresses fo ones with domains from this list.

Restricted domain :
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Language settings (Protocol 3.0 feature)

If you have integrated our hosted payment page (Form & Server integration) using the latest protocol
(version 3), then you will be able to select the language which the payment page will be displayed in from
within My Sage Pay. To do this, select the button and select the language from the drop down
menu. —

Select Languzge EN - English E‘

Account Settings

If you select the button in the Account Settings section you will be prompted with the below display.

x

Company dizplay name: ™ Sagepay
Your full homepage URL: © hitp:/fsagepay.co.uk
Your suppott emal address: Suppoﬁ@sagepay.com
Send HTML emails to customers:
Default currency in Terminal. | GBEF |

Paymert page templates: @ Default O Address read-only O Mo address O Custom

You can use this section to change the display and confirmation email (Form only) settings on your
account.

« Company Display Name — This is the name displayed on the payment pages and in the confirmation
emails (Form only).

* Your Full Home Page URL - This is the main URL for your website. This can be displayed in your
confirmation emails (Form only) and some Sage Pay error pages.

¢ Your support e-mail address — This is your main support email address, used in your confirmation
emails (Form only) and some Sage Pay error pages. We will also use this as the ‘reply to’ address for
your confirmation emails.

e Send HTML e-mails — By default, Sage Pay Form integration will send HTML emails for all order
confirmations. You can switch off HTML emails by un-checking this box, so Sage Pay will then send text
emails only.

e Default Currency in Terminal —By default, the Terminal will select GBP as the transaction currency. If
you have multi-currency set up on your Sage Pay account you can use this option to choose which
currency is selected by default.

« Payment Page Templates - You can use this section to change the payment pages which are
displayed to your customers during the payment process. The payment pages are the pages where
your customers enter their credit card details. You will only be able to change these if you are using
Server or Form to process your transactions.

Important Note: If you change these settings you will change the look of your payment pages, and may
stop them from working altogether if you have not created your own customised pages correctly. For
information about customising the payment pages, please visit the online help centre on the website:
www.sagepay.com/help
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Your Payment Page Logo

This section will display your company logo that you have sent into Sage Pay. This is the logo customers
will see on the Sage Pay payment pages if you are using the Form or Server redirect integration method.

If you have not sent in a logo to Sage Pay it provides you with the details on how to do this.

Sagepay

To change the logo displayed on your payment pages please e-mail the new
loge in GIF fermat fo

Maximum zize is 200 pixelz wide by 100 pixels high.
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AVS/CV2

You can use these options to change the AVS/CV2 Fraud settings on your account.

Tansactons | Teminal  Sesngs  Seanch @ y Sage Pay

My Account
Sattings
e Turn AVE/GVE checkiog OH s OFF againal our accounl, and manage the ules aganst the AVE/GVT chocks
30 Securn

Restrictions

Al mansacsons euren| nd the Gl numenies in U
vaaies ]

Charge Log
¥éma 0 Nt harve amy e,

Pay Muthods

Surcharges

AVS CV2 Checking is ON — Click the button to switch off AVS/CV2 and any associated rules on
your account. If you turn off AVS/CV2 checks your transactions will not receive an AVS/CV2 response from
the bank, the AVS/CV2 rules will not be applied and you will not need to enter CV2 information on any

payment screens (however, it will be down to the bank’s discretion whether they will authorise a transaction
without a CV2 value).

Select the = < button to be prompted with the below display.

Add a New AVS/CV2 Rule

Erter the range for all transactions to which this rule applies.

Start value: © End value: ~

For tranzactions within thiz range:

D Accept DATS NOT CHECKED (bank of card scheme don't check values)

D Accept ADDRESS MATCH ORLY (CW2 check fails, Address check succeeds)
D Accept SECURITY CODE MATCH OMLY (&ddress fails, CW2 check succeeds)

O Accept NO DATA MATCHES (hoth Cv'2 and A%'S checks fail)

You can add AVS/CV2 rules to your account by entering your rule criteria and then clicking the add rule
button. You can set up multiple rules on your account. For more information about AVS/CV2 rules, please
refer to the AVS/CV2 and 3D Secure Rule Base Guide, which can be downloaded from the Sage Pay
website:

http://www.sagepay.com/help/downloads

Important Note: Adding AVS/CV2 rules to your account will mean that transactions which do not pass your
AVS/CV2 rules will be automatically declined. An online reversal will be sent to the bank to cancel the
transaction.
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3D Secure
You can use these options to change the 3D Secure Fraud Checking options on your account.

You will first need to request that 3D Secure is activated on your account by sending an email to
3dsecure@sagepay.com

Please note that 3D Secure checking will only work if your account with Sage Pay has been enabled for 3D
Secure.

TransMcbons Tetrning Satnge Saarch B Sagn out 1 SEI.g e Pay

My Account
Semngs
AVEICNVD Tuin 30 Secure checks ON and OFF for all Wansachons processed sgamst your stcount. and manage B rules againe he 30 Secure checks
C
3D Secure
Resirctions &
Al Bansackons will be checked b5 erdure they are 3D setute comphant and if &0 will be passed b P siung bank fof sulbentcabion

Vald iP5 Mon-compiant casds will singly have the sufhorisaton request processed m
Crange Log
Users You & nol have any naes

Pay Meathods

Surchaigis

3D Secure Checking is On - Click the button to switch off 3D Secure and any associated rules
on your account.

When you have activated 3D Secure on your account, all ecommerce transactions will be checked to
ensure they are 3D Secure compliant and if so will be passed to the issuing bank for authentication. Non-
compliant cards will simply have an authorisation request processed.

Select the ‘Add Rule’ button to be prompted with the below display.

Start walue: ~ End “alue: ©

For transactions within this range:
Perform the 30 secure authentication
O Accept non-30 secure cards to be authorized
|:| Accept authorizations when MPI errars occur
|:| Accept cards from non-30 secure izsuers to be authorized

|:| Accept 30 =ecure failures to continue for autharization
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Add a 3D Secure Rule - You can add 3D Secure rules to your account by entering your rule criteria and
then clicking the [ .ttt button. For information about how to set up a 3D Secure rule base, please refer
to the AVS/CV2 and 3D Secure Rule Base Guide, which can be downloaded from the Sage Pay website:

http://www.sagepay.com/help/downloads

Important Note: Adding 3D Secure rules to your account will mean that transactions which do not pass
your 3D Secure rules will not be passed for authorisation. You will only receive a liability shift for 3D Secure

transactions if the result returns a green flag. Only vendors using Protocol 2.22 or above will be able to use
3D Secure on their account.
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Restrictions

You can use these options to add restrictions to your account. You can see from the screenshot below that
this is split up into 4 sections

* Blocked IP Addresses

¢ Add a Blocked Country

* Blocked Card Ranges

e Blocked Issuing Countries

Sign out Sage Pay
Transactions Terminal Setings Search P
My Account
Settings
Apply restrictions to your account. The restrictions will be applied at transaction registration.
AVSICW2
3D Secure
Restrictions .
“Wou have no blocked P addresses. “Wou have no blocked countries.
Valid IPs
Change Log
Users
Pay Methods
Surcharges N —
“ou have no blocked card ranges. You have no blocked issuing countries.
Blocked IP Addresses
Select the button to be prompted with the below display.
X
IP address:
Subnet mask:

You can use this section to add a specific IP address that you want to block from being able to process a
transaction through your Sage Pay account.
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Add a Blocked Country

Select the button to be prompted with the below display.

Selact... v

You can use this section to add a country that you want to block from being able to process a transaction
through your Sage Pay account. Every customer with an IP address located in this country will be blocked
from ordering.

Blocked Card Ranges

Select the = button to be prompted with the below display.

You can use this section to add a specific card range that you want to block from ordering through your
Sage Pay account.

X
Card range :
Blocked Issuing Countries
Select the button to be prompted with the below display.
X
Select.. e

You can use this section to add a blocked issuing country that you want to block from ordering through your
Sage Pay account. Every customer with a card issued in this country will be blocked from ordering.
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Valid IP Addresses

You can use this section to add or remove IP Addresses on your account. This should be the external IP
Address of your server.

M
Transactions Terminal Setiings Search P Sign out \y Sage Pay

My Account o

alid IPs

Sefiings

AvEICy? Any IP addresses added here should be only for those servers at your site which directly connect fo sither Server or Direct.

3D Secure

Restrictions

. IP Address Subnet Mask Description | |
Valid IPs
010.001.000.000 000.000.000.000 Sage50 Open IP ]
Change Log
193.112.145.200 255.255.255.000 VSPAccess Added IP [

Users

m

Pay Methods

Surcharges

Selectthe [ button to be prompted with the below display.
X
Add awalid IF address
IP address; ©
Subnet mazk: ©
You need to enter the IP address and the subnet mask of your server and select | ..l to add the IP

address to the list of valid IP address.
To remove an IP address select symbol highlighted in red in the above screenshot.
Important Note: You only need to add IP Addresses to your account if you are integrating with Direct or

Server. If you change your web server you will need to change the IP Address on your account. It is not
necessary to add IP Addresses to your account if you are integrating with Form or using the Terminal.
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Account Change Log

This section displays changes made through the setting options. This will allow you to track changes you
and other administrative users have made to your account.

Sign out Sage Pay
Transactions Terminal Settings Search P

Iy Account

Seftings

AVEICV2 “iewy all of the activity against your Sage Pay account. Click on a grid column to re-order the results.

3D Secure

Resfrictions Date Time v Description Username

valid IPs 170972010 14:25:53 Courtry AF has been deleted ross ~
170952010 14:25:52 Courtry AF has been deleted ross

i L 170972010 14:25:48 Blocked Courtry AF has been added ross

Users 170972010 14:25:42 Blocked Issuing Country &F has been added rogs

Pay Methods 170952010 12:59:56 ALL 3D-Secure Rules deleted ross
170972010 12:59:48 Mewy 3D-Secure Rule added - Perform Checks, Allowy Mon-30 Cards, Fail Mon-30 Issuers, Fail 30 Check Failures ross

Surcharges 170952010 12:59:37 Mewy 30-Secure Rule added - Perform Checks, Fail Mon-30 Cards, Fail Mon-30 Issuers, Fail 30 Check Failures, F ross
170952010 12:59:28 3D-Secure checks enabled ross
170952010 124810 3D-Secure checks disabled ross
170952010 1 2:48:06 3D-Secure checks enabled ross
170952010 12:47:47 3D-Secure checks disabled ross
170852010 12:47:46 3D-Secure checks enabled ross
170952010 12:46:56 3D-Secure checks enahled ross
170952010 1 2:46:52 3D-Secure checks dizabled ross P
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Users

This section displays a list of all the users that have been set up on the Sage Pay account. For further
information on this section please go to Administering User Accounts on Page 7 of this document.

Sign out Sage Pay

Tranzactions Terminal Settings Search £
My Account
Settings
AVSICVZ Click & rovy to update or perform an action against an account, or expand a row to view permizsions and settings.
3D Secure
Restrictions Username Locked Out Logged In
Valid IPs adam ® ® s
Change Log adamt »® »
Users alicia x 4
Pay Methods ancly x x
Surcharges anna x x

anne x x

anthony x x

becca x x

carl x 4

carsten x x

chrig x x

chrisg x x

danb x 4 -
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Pay methods

This section provides information on how your Sage Pay account is set up to accept payments. You will
also be able to set up and manage the PayPal payment option.

Welcome moe from sagepay

Transactions Terminal Settings Search P Sign out Sage Pay
My Account =
Seftings
View the payment methods and currencies that are available on the payment pages, and set up your PayPal Express Checkout account for use with Sage Pay. If you wish to amend or add a payment method or currency
AVSICV2 please contact
3D Secure
Restrictions
Valid IPs

Change Log VISA L'szA: uﬁg : @ h‘

Users
Pay Methods.

Surcharges

Your primary  No account set

email address:

You will be able to see the following information about the payment methods on your account:

* The card types your account is set up to accept .

e Local European payment method your account has been set up for (only if you have applied for the
Local European Payments service from Sage Pay).

¢ Any other payment methods such as PayPal.

In addition to the above, you will also see which currencies your account has been set up for.

Use PayPal Express Checkout with Sage Pay

If you select == = button in the Use PayPal Express Checkout with Sage Pay section
you will be prompted with the below display.

Your primary PayPal email address: ™

If you would like your customers to have the option of using their PayPal account to pay for goods on your
site, you will need to apply for and configure your PayPal business account to accept payments via Sage
Pay, and enter the PayPal Primary log in email address to connect your account.

For further information on setting up PayPal with Sage Pay, please view the below link.

http://www.sagepay.com/help/fag/how do i set up paypal on my sage pay account

Updated: 22/07/2013 Page 47 of 49


http://www.sagepay.com/help/faq/how_do_i_set_up_paypal_on_my_sage_pay_account

Surcharges (Protocol 3.0 feature)

Surcharges are only available to use if you have integrated your e-commerce payments using the latest
protocol (Version 3.0) or processing payments through the Virtual Terminal.

Within this section, you will be able to manage any surcharges you wish to add to your transactions.

Welcome moe from ssgepay

somout My Sage Pay

Transactions Terminal Settings Search £
My Account Surcharges -

Settings Surcharges can be set up based on payment type and currency®, for Iransactions made through My Sage Pay. In order to also apply these surcharges to your payment pages, you need fo upgrade to Protocol V| |
3.0. You can find more information regarding this integration hr, or contact cuslomer services on 0845 111 44 55,

AVSICV2
*Terms & conditions: You must ensure that any surcharges set up comply with laws of your country

3D Secure
Resfrictions Your Default surcharges
Valid IPs Mo surcharge applies to any other payment fype enabled on your account.

Change Log Payment Type Currency | Fixed Percentage

Users
No surcharges found

m

Pay Methods

Surcharges

Please note that surcharges should only be used to cover your costs, and not as a revenue generator.
Sage Pay cannot be held responsible for any surcharges that are applied to your account.

Adding a default Surcharge

You can add a default surcharge to a particular payment type so an additional amount is automatically
added each time a payment is accepted using that Payment type. To do this, click the 1.t} button for the
below screen to pop up.

Add Surcharge

Pyl Select Payment Type/Ed

Currency: )

Surcharge Type:  Fixed ™ | Percentage |

Value: :

Select the payment type you wish to apply the surcharge to. If you can accept different currencies through
that payment type, you can then specify the currency which you would like the surcharge to apply to.

Select whether you wish to apply a fixed value or a percentage and enter the value. You don’t need to add
the special characters such as £ or %.

Once you have finished, click the = ...l button to save. Continue the process if you wish to add
surcharges to other payment types.
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Search

What can | search for?

Search can be used if you want to locate a particular transaction. In the search box highlighted in red
below, you can enter any part of the customer’s name or address to return transactions matching any of the
criteria you have entered.

You must enter data into the search field and select the p to return the results.

Welcome moe from segepay

sgot My Sage Pay

Transactions Terminal Settings Search P

Transaction Search

Enter any part of & customer's name or sddre@

Success Type | Received ‘ Customer Name Amount(Inc. Sul\:h‘ cv2 ‘ Add ‘ PC ‘ 3D ‘ TM ‘ Refund Repeat

Enter any full word in the customer's name or sddresses to find them.

You can refine your search by selecting the "= putton.

You will then be displayed with Refine your report options as displayed below. Simply set criteria from the
calendar to display transaction within a time period, you can select the month and year field to display a
dropdown menu if you want to change the month/year.

You also have the ability to search for:

* Payment Type

* Transaction Type

* Account Type

* Vendor Tx Code

¢ Amount (inc.Surcharge)
e VPS Auth code

» Last 4 digits

Refine your report

fom: | 01/04/2010 | to | 27112012
reportrange: | Any | Houry | Da Weekly | Montnly
result: Al
Payment Type: | 4 Transaction type:
Account type Wendor b code:
Amount(inc. Surcharge)

WVSP auth code:
Last 4 digits:

Important Note: You must enter data into the search box in order to return transactions in the list
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