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CHAPTER1:

INTRODUCING THE BRIGHT BOX WIRELESS ROUTER

The Bright Box Wireless Router is a wireless 'N° modem router offering speeds of up-to 300 Mbps
when used with a compatible wireless ‘N’ adapter. It also has four 10/100 Mbps Ethernet ports for
wired connectivity.

The Bright Box Wireless Router supports ADSL2+ broadband connections offering maximum
theoretical speeds of up to 24 Mbps on your EE home broadband line. The Bright Box also supports
a simple ADSL setup over the EE broadband network through remote configuration — just plug it into
your ADSL line and it works.

oteccccee

The Bright Box features Intelligent Wireless - improving the reliability of your wireless broadband
signal by avoiding interference from other signals. You can control when your connected devices
move on to a different wireless channel to improve performance, giving you the most reliable wireless
connection for all your laptops, smartphones and tablets throughout your home.

The router also features the latest WPA2 (Wi-Fi Protected Access) wireless security out-of-the-box, to
ensure that your wireless connection is protected from external wireless intrusion. The router is also
compatible with wireless ‘B’ and wireless ‘G’ standards

The Bright Box Wireless Router supports connectivity from a variety of devices to include Windows
and Apple Mac computers, games consoles such as Xbox and Play Station 3, iPads, iPhones, and other
mobile smartphones including Signal Boost (UMA) compatible handsets.

It's also possible to connect a USB memory device (e.qg. USB hard drive, or memory stick) to the Bright
Box wireless router to enable file sharing across the home network.

The Bright Box also has handy advanced features such as Port Forwarding, Port Triggering, Access
Control, MAC Filtering, URL Blocking, Intrusion Detection, UPnP and Quality of Service (QoS) settings
among others in order to provide configuration options to suit your needs.

DOCUMENT INFORMATION

Throughout this document, the following icons will be used. Below is a description of what the icons
represent:

Information icon: this will be used to denote added information, which may be of

A interest to the reader about a specific process or reason for completing a specific
task within a process. Alternatively, if there's more than one way to complete a
process, the most efficient process will be documented, however the alternative
may appear next to an information icon.

Exclamation mark icon: this will be used to highlight key points in the document
of specific importance, such as particular tasks that must be completed, or
warning about the implications of completing specific processes.
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ROUTER TECHNICAL SPECIFICATION

Feature Specification

Model Name

Bright Box Wireless Router

LAN Ports 3 x T0BASE-T/100BASE-Tx (RJ45)

WAN Ports 1x 1OBASE-T/1OOBASE-TX (RJ45) - doubles
as additional LAN port

ADSL Ports 1x RJ11

ADSL Modes G.DMT - G.992.1, ADSL2 - G.992.3, ADSL2+ -

G.992.5, Annex M - G.992.3 & G.992.5

Broadband Modes

ADSL PPPoA, ADSL PPPoE, Routing Mode, Fibre/
Ethernet PPPoE, Bridge Mode

USB Ports

1x USB 2.0

Wireless LAN

IEEE 802.11n, IEEE 802.11g, IEEE 802.11b

Wireless Band

2.4 GHz (2.412 - 2.472)

Wireless Channels

Auto (Intelligent Wireless), 1 — 13 (plus extension
channels +/- 4)

Wireless Speeds

Up to 145 Mbps (20MHz bandwidth) by default or
up to 300 Mbps (40MHz bandwidth)

Wireless Security Mode

WPA2-PSK, WPA-PSK, WEP (64/128 Bit), Unsecured
Mode, 802.1X, TKIP, AES

Wi-Fi Protected Setup

WPS PBC Mode, WPS PIN Mode - disabled by
default

Gateway IP Address

192.168.1.1

Default MTU

1492 (configurable from 576-1500)

Power Adapter

230V, 50Hz Input

Power Supply (Input)

100-240V ~ 50-60Hz 0.5A

Power Supply (Output)

12V ~ 1.0A

Firmware/Software Version

v0.09.94.0006-0T (28 November 2011)

Boot Code Version

v1.00.09.0003-0T or v1.00.10.0001-0OT

ADSL Code Version

A2pD035b-d23i

Hardware Version

01

Dimensions

165mm x 133mm x 30mm
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CHAPTER 2

ROUTER IDENTIFICATION

The Bright Box Wireless Router is black with an EE logo printed on the top of the device, as
illustrated below:

On the bottom of the router you will find a sticker detailing the model name, MAC Address, Serial
Number and important wireless information including your wireless network name (also known as an
SSID) and wireless password. The sticker also includes the URL used for accessing the router admin
pages (http://192.168.1.1) and the username and password to login to the admin pages.

Model name: Bright Box Wireless Router

wireless network name: MAC XXJOOXX XXXXXX

BrightBox-1a2b3c L0 0 1 L

wireless password: Serial No. XO0000O0O00M(X

D ek g LY 6 1 LR

Routerlogin details:  http://192.168.1.1
username; admin password: k3p4h9

CED X wor
Madein )XX 146000 10T400ROT O ]
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FRONT PANEL VIEW AND LED STATUS

On the front panel of the Bright Box Wireless Router, you'll find 9 green LED lights, which can be
used to indicate the status of the router:

Broadband ;- Data - Intelligent - Ethernet
POWer ...... {1 Wireless | Wireless/WPS : Connections

@@ 1 2 3 4

When the router is connected to power, switched on and only a broadband cable is connected,
the lights should be lit as follows:

(=») LED Colour/Activity

Power Solid green

Broadband Solid green

Data Off (Fibre) or flashing green (ADSL)

Wireless Solid green

Intelligent Wireless/WPS Off

Ethernet 1-3 Off

Ethernet 4 Flashing green (Fibre Broadband) or Off (ADSL
Broadband)
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The table below describes the LED light behaviour on the front panel and what they mean, from
left to right.

LED Status Description
Oon The router is receiving power this is normal operation
Power Off The router is not receiving power, or has failed
Oon The router is functioning correctly, and is connected to broadband
Fast The router is training or synchronising with the exchange
flashing 9 y 9 g
The router has attempted to connect to the Internet but has failed.
Slow This could be a problem connecting to the broadband exchange,
flashing however will be most commonly experienced when the username and
Broadband password have been entered incorrectly
The router can't detect a broadband signal.
If you are using the EE Fibre broadband service check that the
Off Ethernet connection between the WAN port on the Bright Box and
LAN1 port on the Fibre modem is connected and the modem is
powered on.
. Traffic is being sent or received between the computer and router, or
Flashing )
the router and the internet
Data For ADSL broadband that means that no data is currently being sent
Off or received from the router.
If you are using the EE Fibre broadband service, this light will always
be off, and this is normal
Oon The wireless access point is enabled
Wireless Flashing Data is being sent via the wireless link
Off Wireless has been disabled
Oon A successful WPS connection has been made
Fast The WPS button has been pressed - the router is capable of setting up
Intelligent flashing a WPS connection
Wireless/WPS Slow The router is searching for a new wireless channel as part of the
flashing Intelligent wireless process
Off Default behaviour — WPS or Intelligent wireless aren’t currently in
progress
On Ethernet connection has been established with the indicated port
SATSEE 1= Flashing The Ethernet connection is sending/receiving data.
(ADSL Broadband)
Off There is no Ethernet connection on the port
on A connection has been established between the Bright Box and the
Fibre modem
Flashing Data is being sent between the Bright Box and the Fibre modem
Ethernet 4
: The Ethernet connection between the Bright Box and the Fibre
(Fibre Broadband) ) )
modem has been disconnected or the modem is powered off.
Off Check that the Ethernet connection between the WAN port on the
Bright Box and LAN1 port on the Fibre modem is connected and the
modem is powered on
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BACK PANEL VIEW

On the back panel of the Bright Box you will find the following ports, sockets and buttons:

Power socket
Reset button - Ethernet - ON/OFF - -+ Intelligent

ports .1 i wireless/WPS

ADSL port USB port -

DSL RESET LAN4 LAN3 LAN2 WPS

* DSL port + USB port
* Reset button *  ON/OFF power switch
* Ethernet Ports * Power socket

- WAN port for Fibre broadband services WPS button

(also known as LAN 4)
- LAN ports (1-4)

The table below describes the ports, sockets and buttons on the back panel of the Bright Box router:

LED LED Colour/Activity
For ADSL broadband, connect one end of a broadband
DSL port cable (RJ-11) to this port and the other end to a filter and

the telephone line

Press briefly to restart the router, or press for 6 seconds

Reset button i
to return the router to factory default settings

For ADSL broadband, connect one end of an Ethernet
cable (RJ-45) to this port to use as a normal LAN port
(LAN 4).

For Fibre broadband, connect one end of an Ethernet
cable (RJ-45) to this port and the other end to the Fibre
modem

WAN port

Connect one end of an Ethernet cable (RJ-45) to this
LAN port port, and the other end to a computer (or other Ethernet
device) with a LAN card installed

Connect a USB storage device such as a USB hard drive

USB port ) . .
P to this port. See USB File Sharing on page 73

Power switch Use this switch to turn the router on/off

Power socket Connect the supplied power adapter to this socket
Press this button briefly to activate the Intelligent
Wireless process or press this button for 5 seconds to

Intelligent Wireless/WPS button activate WPS (WPS will only be available when enabled
in the router’s admin pages - (see Wi-Fi Protected Setup
on page 67
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BOTTOM PANEL VIEW

On the base or bottom of the router, you'll find a sticker detailing the information below:
« Model name of router (Bright Box Wireless Router)

«  Wireless network name (also known as SSID), e.g. BrightBox-1a2b3c

*  Wireless password — 6 character random password

* Router login details — i.e. 192.168.1.1

* Router login username and password

* The MAC address and Serial number of the router

W EEEn
" EEEnn

Model name: Bright Box Wireless Router

wireless network name: MAC XXXXXXXXXXXX

BrightBox-1a2b3c 1

wireless password: Serial No. XX00000000K

Dofes heck; oo 1

Routerlogin details:  hitp://192.168.1.1
username: admin password. k3p4h9
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CHAPTER 3: INST/

UNPACKING YOUR BRIGHT BOX WIRELESS ROUTER

To make your life easier, we've already set-up your Bright Box wireless router so it will connect to
the Internet once your broadband is ready. Simply plug it in and connect your device. If you'd like
a helping hand, follow this guide and you'll be online in no time.

The box should include the following items:

(Grey)

Bright Box Broadband cable Ethernet cable
Wireless Router (For ADSL broadband only) (For a wired connection)

Power supply KEEP MEE card Broadband filters
(2-parts) (Where required)

BRIGHT BOX,

WIRELESS
ROUTER

SET-UPGUIDE Bright Box wireless

router set-up guide

If any of these items are missing or damaged please contact us on 0844 873 8586.
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SETTING UP YOUR ADSL BROADBAND

Follow these steps to set up your Bright Box Wireless Router for your ADSL EE broadband service. If you
are using the EE Fibre optic broadband service, see the next section.

Disconnecting your old equipment

If you've already got a broadband modem or router connected to your line, unplug the power supply and all
other cables and put them to one side for now.

We recommend using the broadband filters provided in the box, especially to connect your new router.
You can leave existing filters connected to other telephone sockets.

Connecting your new equipment

1. Connect the broadband filter to the telephone socket.

Connect your router to the main phone socket for better broadband speeds. make
sure to have a broadband filter connected to all sockets in use, this includes those for
telephones, answerphones, TV box's and alarm systems.

2. Connect the grey broadband cable into the broadband filter.

3. You can connect a telephone to the other available socket
on the broadband filter (this is optional).

Connect and turn on your router

1. Plug the other end of the grey broadband cable into the DSL
socket on your router.

2. Connect the two parts of the power supply together.

3. Plug the power cable into the router.
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4. Plug the other end into a plug socket and turn it on.

5. You can now switch on the router.

Check it over

1. The power light will go green and the
broadband light will go green shortly
afterwards.

2. Your set up should now look like this.

Your home broadband is being set up

This will take up to 5 minutes, so relax and let us do the leg work.

Please note that if you're redirected to the ‘Nearly there!" holding page in your
browser, you may need to wait a few more minutes for us to set up your router. If
after 5 minutes, the ‘Nearly there! text is still visible when you reopen your browser
window, reboot your PC and then reopen the browser window again, you should

now be able to view web pages. If this still doesn’t work, you can manually enter

your broadband username and password in the router user interface and make a
connection to the Internet (see how to manually update the broadband username and
password on page 46)

You can now connect your devices

You can now connect your devices to your Bright Box router. Choose either wireless or wired connection
and follow the steps on pages 20 and 21.

EE Bright Box User Manual 15



SETTING UP YOUR FIBRE BROADBAND

Follow these steps to set up your Bright Box Wireless Router for your EE Fibre broadband service.

Make sure that your Fibre broadband has been installed — the engineer will confirm
that your line is ready to go.
Disconnect Old Equipment

If you've already got a broadband modem or router connected to your line, unplug the power supply and all
other cables and put them to one side for now.

Engineer Visit

1. The engineer will change your telephone socket and connect
the modem for you.

2. Connect the black Ethernet cable, provided, to the modem.

Connect and turn on your router

1. Connect the other end of the black Ethernet cable into the red
WAN port on your router.

2. Connect the two parts of the power supply together.

3. Plug the power cable into the router.
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4, Connect the power supply into a plug socket and turn it on.

5. You can now switch on your router.

Check it over

Everything should now look like this, pemer

the power light will go green and the
broadband light will go green shortly
afterwards.

Your home broadband is being set up

This will take up to 5 minutes, so relax and let us do the leg work.

Please note that if you're redirected to the ‘Nearly there!" holding page in your
browser, you may need to wait a few more minutes for us to set up your router.

If after 5 minutes, the ‘Nearly there! text is still visible when you reopen your browser
window, reboot your PC and then reopen the browser window again, you should

now be able to view web pages. If this still doesn’t work, you can manually enter

your broadband username and password in the router user interface and make a
connection to the Internet (see how to manually update the broadband username and
password on page 46).

You can now connect your devices

You can now connect your devices to your Bright Box router. Choose either wireless or wired connection
and follow the steps on pages 20 and 21.

EE Bright Box User Manual 17



MOVING TO FIBRE BROADBAND

Follow these steps to move your Bright Box Wireless Router from an ADSL to EE Fibre broadband service.

Make sure that your Fibre broadband has been installed — the engineer will confirm
that your line is ready to go.

Engineer Visit

1. The engineer will change your telephone socket and connect
the modem for you.

2. Connect the black Ethernet cable, provided, to the modem.

Reconfigure your current equipment

1. Disconnect any broadband filters from other telephone
sockets.

2. If you have a telephone cable reconnect it directly to the
telephone socket.

3. Disconnect the grey broadband cable from the Bright Box.
4. Remove any Ethernet cables currently connected to the

red WAN port, reconnect the Ethernet cables to another
available port (LAN1, LAN2 or LAN3).

Connect and turn on your router

Plug the other end of the black Ethernet cable connected to
the modem into the red WAN port on your router.

Check it over
Everything should now look like this.

The power light will go green, the
broadband light will go green once
you've completed the next steps.

ethernet

()
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Six simple steps to move =

-

o mt;r.mnm.urmn.hﬂ -2ox
1. Open a web browser (you will not be connected to the

Internet) 3

2. Type http://192.168.1.1 into the browser address bar
and click go. Your username is admin and the password
is on your 'KEEP MEE’ card or on the sticker on the Sstin Basic Sel.Up Advanc

bottom of your router.
. INTERNET

Broadband Type

3. Select the Basic Set-Up tab at the top of the screen.

4. Select the Migration Wizard from the menu on the left

hand side menu.
2 mip/1921681 1 /indexh D = B ¢

Stius Basic Sei.Up i

¥ Broadband Settings RROADEF

5. Press the Fibre/Ethernet button. MIGRATION WIZARD

Thus Rissctian will halp o 10 Shanis pier shubil REtngs T8 guats sl dddy 18 o
apumm el

Prog s then bufitm # you sand 10 mows 16
Fibww | Ethannat

Pown thin bsnios il you mem o mow 1o ADSL AL

6. Press OK on the warning pop-up. The migration

. . dl Do niot urn o your rowter, plesss walt sl routsr hes restned.
countdown will begin. You can now close your browser.

W weconds TG

Your Fibre broadband is being set up

This will take up to 5 minutes, so relax and let us do the leg work.

Please note that if you're redirected to the ‘Nearly there! holding page in your
browser, you may need to wait a few more minutes for us to set up your router.
If after 5 minutes, the ‘Nearly there!’ text is still visible when you reopen your
o browser window, reboot your PC and then reopen the browser window again, you
should now be able to view web pages. If this still doesn’t work, you can manually
enter your broadband username and password in the router user interface and
make a connection to the Internet (see how to manually update the broadband
username and password on page 46).

You can now connect your devices

You can now connect your devices to your Bright Box router. Choose either wireless or wired connection
and follow the steps on 20 and 21.
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SETTING UP A WIRED CONNECTION TO YOUR BRIGHT BOX

To set up a wired (Ethernet) connection between your computer and the Bright Box Wireless Router,
follow the steps below:

1. For ADSL broadband, plug one end of the black Ethernet cable
into any of the four yellow Ethernet sockets on the back of your
Bright Box Wireless Router.

2. For Fibre broadband you should leave the black Ethernet cable
connected to the red WAN port on the Bright Box, but can plug
another Ethernet cable into any of the other LAN ports on the
Bright Box (LAN1, LAN2 or LAN3).

3. Plug the other end into the Ethernet socket on your device.
You'll hear a click when you've connected the cable correctly.

4, To check your connection, type ee.co.uk into a browser's
address bar and click Go.

hltp;a’.r‘wnw.re.:u.ulr.-'l

5. The EE home page will load.

- B & % || il utcs 46 Mobile Network | ... |l

®

HELLO, |
'WE'RE -

MOVETOEE NEWS FAQS

If you can’t connect or are having problems, repeat all of the steps again ensuring that all plugs
are connected properly. If none of these work give us a call on 0844 873 8586 and we'll help get
you up and running.
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SETTING UP A WIRELESS CONNECTION

To set up a wireless connection to the Bright Box Wireless Router:

0 Your wireless network name (SSID) and wireless password can be found on the
‘KEEP MEE’ card or on the bottom of the router.

1. If you're using a wireless adapter, make sure it's installed correctly and turned on.

2. Open the wireless software on your device.

Windows - click the network icon in your device’s notification area - m a ]
if using Windows Vista, you'll need to choose ‘connect to network’ &

Apple Mac - click the ‘AirPort’ icon in the menu bar =

Other Devices - the list can usually be found in the settings menu next to ‘wireless’, ‘'manage
connections’' or ‘networks’

3. Look for your wireless network name in the list of networks.

4, Select ‘connect’ or ‘join’ on your wireless network and when
prompted enter your wireless password.

5. You should now be connected to the wireless network.

6. To check your connection, type ee.co.uk into a browser's
address bar and click Go.

7. The EE home page will load.

~WEFE’ RE -

MOVE TOEE NEWS FAQS SHARE
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ACCESSING THE BRIGHT BOX ADMIN PAGES

In order to configure settings on the Bright Box wireless router, you will need to log in and out of the
router’'s admin pages using your web browser.

The admin pages will only allow one user (defined by the IP Address of the
connected wireless or Ethernet device) to access the pages at one time. As such

0 if swapping between a wired or wireless connection on the computer it is advised
that you log out of the pages once you've finished the task. If you forget, you'll
receive an error, and need to wait 10 minutes, or restart the router.

How to log in to the Bright Box admin pages
To log into the Bright Box wireless router admin pages:

1. Open a browser, for example Internet
Explorer ﬂ Safari @ or Firefox @ .

2. In the address bar type, http://192.168.1.1

3. The router's admin page login will open.

® lawna | w Logm
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4, Enter the Username and Password to login to the router

g ter
admin pages: wireless network name: | MAC XO0CKKKO00X
BighiBn-laidc 1
a. The Username is admin. o Seril Ho. JOOXXI000
e 1/ A
b. The Password can be found on the sticker on the e Pt Deiia
bottom of the router (in the Router Login Details < e

section) and on the 'KEEP MEE’ card.

5. Click Login.
Login Scroan

Usarmame:  admin

Password: ssssss

6. The Bright Box ‘status’ page will be displayed.

' itp//1921881 0 findec ity JO = B & X | = Customer Status X

w Home | = Logout

Status Hasic Set.lp Advanced Set Up

w Stalos INTERNET ™ [Retims |

Broadband Type: ADSL

Broadband State. Connected

Internet State: Connected

Time Connected. 0000 26

Dowmstream Rate: T196kbps

Upatream Rate  1020kbps

Internet 2 Addrass 2 28 178.213

Broadband Usemame: youmname orangehoms co uki@is

WIRELESS
Wireless Network  Wirsless SSID Broadcast

Name (SSID) Password Securly Channel | e 52D

BrightBoxBghSc  faxc-match-akin :’T‘H'Fl';'ﬂg‘f T Enable  Enable

CURRENTLY CONNECTED DEVICES

Name IP Address MAC Address Connection Type

MacbockPre 182 168.1 10 3C-07-5439 EX6T LAN

MyPC 192 168132 E8:11:32:36:FA'SS LAN

USB DEVICE =
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How to log out of the Bright Box admin pages

To logout of the router’s admin pages:

1. Click Logout - you'll find this in the top right-hand corner
of the router’'s admin pages.

2. You'll be taken back to the login screen.

g (o
Possible Errors displayed when —
AR i prr

logging into the admin pages.

Usartimifia:
You may experience one of the errors below P
while logging onto the admin pages: (i [Canas]

Tt itomtnd Ing in dedalis you'es silocel are néceinst TouT fod Sus prisied on S Sl of yil e

‘The router log in details you've entered are
incorrect. You'll find these printed on the
bottom of your router’.

You'll get this error if the username and/or password for the router’s admin pages have been entered
incorrectly or left blank.

Remember that the username and password are case sensitive ensure that the Caps Lock on your
computer keyboard is not on when attempting to log on.

Close the browser window, and then try to log on again using the details below:
* Username: admin.

e Password: This can be found on the sticker on the bottom of the router (in the router login details
section) and on the 'KEEP MEE’ card.

If you think you may have changed the password for the router in the Advanced Set-Up > System >
Password Settings page, and can't remember the new password, you will need to return the router to
factory settings using the reset button on the back panel of the router (see how to restore the router to
it's default settings on page 137).
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A Please note that you will lose any custom router settings you previously configured if
you factory reset the device using the reset button.

= -

(S

‘Duplicate Administrator - The device is
managed by 192.168.1.xx currently’.

& nttp:/192168.. O~ B¢ X | @10216811

The admin pages will only allow one user (defined )
by the IP Address of the connected wireless or 8 GHR] Lo
Ethernet device) to access the pages at one time.

You can prevent this error by logging off from the
admin pages before using another computer, or Status Basic Set-Up Advanced Set-Up
before switching between a wired and wireless

connection on the same computer.

To fix the error: Duplicate Administrator
This device is managed by 192.168.1.10 currently.

» Return to the computer (or connection type)
that you were previously logged in using, and
logout.

e Turn the router off, then back on again - the
other computer will be logged out immediately.

¢ Wait 10 minutes for the previous session to
time out.

By default, it will take 10 minutes for the session to time out before you can login
on another computer, Restarting the router will clear the session time out and

0 allow you to log back in immediately. You can change this session time out period
in the Password Settings page under Advanced Set-Up > System in the router
admin pages.

If this doesn’t fix the problem, or you believe that somebody else may be accessing your admin pages:

» Change the login password for the router to something different (in the Password Settings page under
Advanced Set-Up > System in the admin pages).

* You may also like to check that wireless security is turned on, and change to WPA, and change your
WPA wireless security key to something new (see Wireless Settings on page 64).
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NAVIGATING THE BRIGHT BOX ADMIN PAGES

After logging into the Bright Box in your web browser, you can access each of the router admin pages by
a combination of navigating the three tabs at the top of the page, and the left-hand column navigation
menu. An example below shows the navigation elements as they appear in the basic set up > Wireless
Settings page:

ﬂ Nawbpalsoh tabs S

There are three main sections in the admin pages that are accessible by clicking on the navigation tabs.

Status asic Set-Up Advanced Set.Lp

Section Description

This section consists of a single page that displays the
Bright Box status for Internet connectivity, wireless
Status connection status, currently connected device list
(DHCP table), USB device status and other LAN and WAN
settings.

The section contains configuration pages for Broadband
Settings, Migration Wizard, Wireless Settings, Wi-Fi
Protected Setup (WPS) settings and USB File Sharing
configuration.

Basic Set-Up

This section contains advanced configuration pages
for Broadband Settings, ADSL Mode, Migration Wizard,
Wireless Settings, wireless channel and SSID (including
multiple SSID and VLAN binding), WEP, WPA, 802.1x,
wireless Bandwidth Control, USB File Sharing, Mobile
Broadband, DHCP settings, NAT, Address Mapping,
Port Forwarding (also known as Port Mapping), Port
Triggers, NAT Mapping table, Firewall, Access Control,
MAC Filtering, URL Blocking, Schedule Rules, Intrusion
Detection, DMZ, Quality of Service (QoS), Traffic
Mapping, DiffServ Groups, WMM, UPnP, Backup and
Restore Configuration, Restart Router, Factory Default,
Firmware Upgrade, System Settings, Time Settings,
Password Settings, DDNS, ADSL Status and System Log.

Advanced Set-Up
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Some of the navigation menu pages are nestled underneath other headings

according to category. Click on the heading to view the associated sub-pages and
0 then click on the sub-page heading to view the specific configuration page.

The example below displays the Channel and SSID/WEP/WPA/802.11x/Bandwidth

Control sub-pages nestled underneath the Wireless Settings category in the

Advanced Set-Up tab.

Default Menu View

u Broadband Seftings
> ADSL Mode

> Migration Wizard
% Wireless Settings
¥ USB File Sharing
% Mobile Broadband
a DHCP

@ NAT

u Firewall

a1 QoS

s UPnP

u Tools

a System

View when clicking on the Wireless
Settings category

u Broadband Settings
u Wireless Settings
» Channel and SSID
3 WEP
3 WPA
3 B02.1X
> Bandwidth Centrol
u USB File Sharing
u Mobile Broadband
u DHCP
% NAT
u Firewall
¥ Qos
u UPnP
u Tools
u System

BRIGHT BOX ADMIN PAGE DESCRIPTIONS

This section provides a description of the admin pages in the Bright Box router user interface, by
navigation tab section. If the section name is preceded by a '>’, this indicates that the section is nestled
under a higher-level menu item in the navigation menu.

Status tab

Section Description

Status

This page displays the Bright Box status for internet
connectivity, wireless connection status, currently
connected device list (DHCP table), USB device status
and other LAN and WAN settings. This is the first page
displayed after logging into the Bright Box admin pages.
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Basic Set-Up tab

Section Description

This page contains basic settings to connect to your EE
broadband service. Two network types can be configured
Broadband Settings here - ADSL and Fibre/Ethernet. The Broadband
Username and Password can be found here, as well as
ISP settings, DNS and MTU settings.

This page contains a wizard that allows you to change
> Migration Wizard the default router configuration to work on either EE
Fibre broadband or EE ADSL broadband services.

This page contains basic settings to configure your
wireless network. The wireless mode, channel, wireless
network name (SSID), wireless password, broadcast SSID,
security type and security modes can be configured
here. You can also refresh the Intelligent Wireless
channel on this page.

Wireless Settings

This page allows you to enable or disable the Wi-Fi
Protected Setup (WPS) capability on the router. This
option is disabled by default. You can also find the WPS
PIN and Push Button Configuration (PBC) settings here.

This page contains basic settings to configure the USB
File Sharing feature on the Bright Box router. The Auto
USB File Sharing Sharing feature is enabled by default. The Workgroup
Name, Security Control and File Permission settings can
be set here.

> Wi-Fi Protected Setup

Advanced Set-Up tab

Section Description

This page contains more advanced settings for configuring your EE broadband
service. It includes the settings found in the Basic Set-Up page and additional
settings such as Connection Type, |dle Time, Authentication Protocols and an
option to manually connect/disconnect your Internet connection.

Broadband Settings

This page contains options to manually configure the ADSL connection mode on
> ADSL Mode your router. By default this is ‘Automatic’. but settings can be changed in order to
assist connection troubleshooting.

This page contains a wizard that allows you to change the default router
> Migration Wizard configuration to work on either EE Fibre broadband or EE ADSL broadband
services.

This page allows you to enable or disabled the wireless LAN (WLAN) on the Bright

Wireless Settings . . :
9 Box router. You can also refresh the Intelligent Wireless channel on this page.

This advanced page allows you to set the Wireless Mode (b/g/n, b/g, n only modes),
Primary and Secondary Channels, Wireless Bandwidth (20MHz and 20/40 MHz
modes), create multiple SSID's and bind SSID's to a virtual LAN (VLAN) to create
isolated wireless networks.

> Channel and SSID
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Advanced Set-Up tab (cont.)

Section Description

This advanced page allows you to configure the WEP wireless security settings for
any of the transmitting SSID’s. Settings include the WEP mode (64 or 128-bit), Key
> WEP Entry type (Hex or ASCII), WEP passphrase and WEP key generation.

Please note that WEP security can only be configured with the router set to
‘11b+11g" wireless mode.

This page contains settings allowing you to configure the WPA wireless security
settings for any of the transmitting SSID's. Settings include WPA Mode (WPA, WPA2
> WPA or WPA/WPA2 Mixed Mode), Cipher Suite (Auto, AES or TKIP), Authentication Type
(Wireless Password or 802.1x), Wireless Password type (Passphrase or Hex) and the
WPA Wireless Password.

This page contains configuration settings for 802.1x RADIUS wireless
authentication. 802.1x can be enabled or disabled on this page (disabled by
default). Other settings include re-authentication and quiet period times and
RADIUS server parameters.

> 802.1x

This page allows configuration of wireless Bandwidth Control for each of the
wireless SSID's. This allows you to set @ maximum throughput limit for upstream or
> Bandwidth Control downstream traffic.

Please note that the QoS module must be enabled for this feature to work (see
Bandwidth Control on page 89).

Advanced USB File Sharing options can be found in this page. As with the Basic

Set-Up page, Auto Sharing option and workgroup names can be configured here.
Additional features include enabling/disabling Samba, creating user accounts, a

connected USB device list and NAS folder sharing settings.

USB File Sharing

Mobile Broadband support can be enabled on this page, to allow use of 3G
mobile Internet connections with supported 3G USB dongles. The page
displays the current 3G connectivity status and PIN codes.

Please note that this is currently only a beta feature.

Mobile Broadband

This page contains configuration options for DHCP in order for the router
to dynamically allocate |IP addresses to your client PC’s. The DHCP server
DHCP can be enabled/disabled on this page and DHCP address reservation
set-up. Other settings such as Gateway/Subnet IP addresses, Lease Time,
Domain Name and DHCP Start/End ranges can be configured here.

The NAT (Network Address Translation) setting can be disabled/enabled on

NAT . ) :
this page. Please note that this feature is enabled by default.

This page contains an Address Mapping table that allows LAN |IP addresses
ranges to be mapped to particular Internet IP addresses in order to isolate
internal networks.

EE does not currently support this feature.

> Address Mapping
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Advanced Set-Up tab (cont.)

Section Description

This page allows you to configure the Port Forwarding (sometimes known as Port
Mapping) feature on the router so that remote users accessing local services such
as a Web or FTP server can be automatically redirected to the correct local IP
address. Up to 20 Port Forwarding entries can be created on this page.

> Port Forwarding

This page allows you to configure Port Trigger services so that applications
requiring multiple connections can open the correct ports for inbound traffic when
the application calls on a specific ‘trigger port’. Up to 10 Port Triggering entries can
be created on this page.

> Port Triggers

This page contains a table that displays a list of the current port forwarding

5 .
NAT mapping table e

The Bright Box firewall features (Access Control, MAC Filter, URL Blocking,
Firewall Schedule Rule, Intrusion Detection, DMZ) can be disabled and enabled from this

page.

This page contains settings to allow you to define individual traffic types permitted
or not permitted from the Internet to devices on your local network. The overall
access control feature can also be disabled or enabled from this page. Up to 10
device access control rules can be created.

> Access Control

MAC Filters (also known as MAC Address Controls) can be configured from
> MAC Filter this page for up to 32 devices. When a MAC filter is configure, only those
devices listed in the table can access your network.

You can block access to individual web sites by URL or keyword on this
page. Please note that an Access Control filter with ‘WWW with URL
Blocking’ must be created for a particular device in order for URL Blocking
to occur.

> URL Blocking

This page allows configuration of Schedule Rules for Access Control filters.
You can configure rules to apply for certain days and times and then
associate the rule with a particular Access Control in the Access Control

page.

> Schedule Rule

This page allows the configuration of the Stateful Packet Inspection
(SPI) element of the router firewall which is enabled by default. The SPI

> Intrusion Detection and Anti-DoS protection can be disabled or enabled on this page as can
individual SPI settings. The page also allows you to configure the ‘Discard
Ping to WAN Interface’ option.

If you have a local client device that cannot run an Internet application
properly from behind the firewall, you can configure that device to have
unrestricted two-way Internet access by defining a virtual DMZ host on
this page.

> DWMZ

30 EE Bright Box User Manual



Advanced Set-Up tab (cont.)

Section Description

QoS

The Quality of Service (QoS) setting can be enabled or disabled on this page. QoS
is disabled by default, but if enabled can allow you to configure particular traffic
types (for example gaming traffic) to have priority over others.

> Traffic Mapping

You can configure up to 16 different Traffic Mapping rules that classify different
types of traffic into forwarding groups from Highest to Lowest. For example you
can create a class for Online Games with a traffic priority of ‘Highest'.

> Diffserv Groups

You can configure each of the 8 DiffServ priority groups (from Highest to Lowest)
on this page. Guaranteeing a minimal bandwidth percentage for each group,
associated with Traffic Mapping rule priorities.

> WMM

You can enable and disable the WMM (Wi-Fi Multimedia) setting on this page. This
is enabled by default and allows better quality multicast (video/audio) streaming
over the wireless network for supported applications.

UPnP

This page allows configuration of the Universal Plug and Plug (UPnP) feature in
the router. This is enabled by default and allows compatible network devices to
discover each other over the local network and automates port forwarding for
UPNP supporting applications.

Tools

This page contains a '‘Please use these functions with caution’ message.

> Configuration

This page allows you to backup the current configuration settings of the
router to a backup file. The page also allows you to restore previously saved
configuration settings from a backup file.

> Restart

The router can be restarted (rebooted) from this page.

> Factory Default

The router can be restored to factory default settings (factory reset) from
this page. Please note that if the router is factory defaulted, any custom
configuration settings will be lost.

> Firmware Upgrade

The router firmware version can be upgraded from this page by uploading a
firmware file from a connected computer.

System

This page contains the current Bright Box Runtime, Boot, ADSL and
Hardware versions, as well as the router Serial Number, LAN and Wireless
MAC addresses.

> Time Settings

This page allows you to enable or disable the Automatic Time Server
Maintenance to ensure the router time (as displayed in the System Log) is
always correct.
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Advanced Set-Up tab (cont.)

Section Description

You can configure the password to access the router admin pages in this page.
> Password Settings Please ensure you have the current password to hand in order to make this change.
The admin page idle time out setting can also be configured here.

This page allows you to configure the Dynamic DNS settings to allow you to map
a static domain name (from DynDNS.com or TZO.com) to a dynamic IP address.
Please ensure you have setup an account with DynDNS or TZO in order to use this
feature.

> DDNS

This page displays statistics on your ADSL broadband connection, including Line
> ADSL Status Status, Link Type, Operation Mode, ADSL sync data rate in Kbps, Noise Margin,
Attenuation, Error correction and cell statistics.

This page displays a log containing system events such as administration login/
> System Log logout and broadband connection activities. You can save the log as a text file or
clear the log from this page.

MAKING CONFIGURATION CHANGES

Once you have made a configuration change on any Bright Box
admin page, and you are happy to proceed with the change [Help] [ rp——rTT— ] [ Cancel ]
click the Save Settings button at the bottom of the page to [
apply the change to the router:

An ‘Applying changes. Please wait. The process may take up to 30 seconds. If you are making wireless
changes you may need to reconnect to the wireless network’ message may appear in the browser
window. Once this change is applied, you will be returned to the page you were previously configuring:

Q Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network.

If you are making changes to the router settings over a Wi-Fi connection you may
need to reconnect to the Bright Box wireless network after making those changes.
This particularly applies to any changes made to Wi-Fi settings in the Basic Set-

A Up > Wireless Settings, Basic Set-Up > Wi-Fi Protected Setup, Advanced Set-Up >
Wireless Settings, Advanced Set-Up > Channel and SSID, Advanced Set-Up > WEP,
Advanced Set-Up > WPA, Advanced Set-Up > Bandwidth Control or Advanced Set-Up
> 802.1x pages.
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If you are having problems reconnecting after a
change to the router’s wireless settings you may
also need to delete your old wireless network
location for the Bright Box in Windows or

A Mac 0S X before trying again. [ Save Setlings ] [ C&ncal&

If you have accidently made a configuration
change or multiple changes on an admin page
(and have not clicked Save Settings), and you
wish to cancel that change, click the cancel
button at the bottom of the page:

You cannot cancel a configuration change on a page after clicking the Save Settings

A button as Save Settings will apply the change to the page. If you click Save Settings
and then want to roll back on a previous setting, you will need to change that setting
yourself and click Save Settings again to re-apply.

HELP PAGES

You can display contextual help information on admin

pages by clicking the Help button on any page: [ Halpl [ Save Settings ]

This will open a window with the relevant help information
for that particular admin page:

& hittp://192.168.11/help.htm?hid=05broadband

Broadband Settings

This page allows you to update your broadband usemame and broadband password details to
connect to EE broadband.

All other settings are optimised to work with your EE broadband senice If you change
settings, you may find you're unable to connect, view web pages, or expernience slow loading
web pages.

If you think you may have changed the settings in emor, relum your router lo default settings.
You can do this from Advanced Set.Up by selecting Tools’ and Factory Default’

You can also connect or disconnect your Internet connection manually by clicking the
Caonnect / Disconnect button in the Intemet Connection section of the page.

ADSL Mode

This page allows you to change the ADSL mode {sometimes known as modulation type) that
the router uses to connect to your broadband service on your local exchange By default this
will be set to ‘Automatic’ and this is normally the best setting for your broadband connection.
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CHAPTER 5:

The status page is where you'll find all the information you need about the status and settings
on your router.

: il ¥ ity 1BEIBR L it O - B O X

Basic Set-Up Aol Sed-Ug

INTERNET

Beoadband Type: ADSL

Broadband State: Connecled

Intemel Stata: Connected

Time Connactad: 00.00.26

Downstream Rate: 7196kbps

Upstream Rate. 1020kbps

Intemet IP Address 2 28 170 213

Broadband Usemame  yourmame. orangshomes co uki@ifs

WIRELESS

Wirsless Network | Wireless S50 | Broadeast

Hame (S50} Paswword SRk, Channiel | ciore | S5ID

BrighBoxBghsr  fax-match-akin %;"E‘;f " Enstis  Enable

CURRENTLY CONMNECTED DEVICES

Haimi IP Address MAC Address | Connaction Typa

MacbookPro 192 168.1.10 IC07 &4 IDEIET LAN

MyPC 182 169 132 E8 1132 86 FA5E LAN
USH DEVICE -

The status page is made up of five separate sections - Internet,
Wireless, Currently Connected Devices, USB device and [HE | ms
Information. IP —

e X
| —

A

The status page will automatically refresh every 15 seconds,
however you can manually refresh the page by clicking the
Refresh button at the top of the page:

The follow sections describe the elements of the status page in

more detail.

INTERNET STATUS INTERNET

In this section you can check your Broadband Type: ADSL
Internet connection status, speed of your Broadband State: Connected
connection and how long you've been Internet State: Connected
connected for. Time Connected: 00:00:26

Downstream Rate: 7196kbps

Upstream Rate: 1020kbps

Internet IP Address: 2.28.178.213

Broadband Username: yourname_orangehome co uk@fs

34 EE Bright Box User Manual




Field Description

For EE ADSL broadband connections, this field should display a value of ADSL. For
EE Fibre broadband connections a value of ‘Fibre/Ethernet’ should be displayed. If
Broadband Type the wrong Broadband Type is displayed, you can migrate to the correct type (ADSL
or Fibre/Ethernet) on the Basic Set-Up > Broadband Settings > Migration
Wizard page.

This field indicates the status of the ADSL broadband connection. The field will
display ‘Connected’ if the router has successfully synchronised with the exchange.
The field will display ‘Disconnected’ if the router is unable to detect a broadband
signal or is still synchronising with the exchange.

Broadband State If this field displays ‘Disconnected’ please check your grey broadband cable is
connected to the DSL socket on your router and the other end of the cable is
connected to the DSL socket on the telephone filter. Ensure the filter is connected
to the master telephone socket. Also see chapter 8: troubleshooting on page 150.
For Fibre broadband customers a value of ‘N/A" will be displayed here.

This field displays the physical link speed of the Fibre/Ethernet connection. The
value will generally be 100Mbps. Please note that this is the physical link rate of
Link Rate (Fibre/Ethernet your connection and not the download speed available over your Fibre broadband
Broadband Type Only) service.

This field will only be visible if the ‘Broadband Type' value is ‘Fibre/Ethernet’, and
should not be visible if you are using EE ADSL broadband.

This field indicates the status of the Internet connection. If a connection to the
Internet is available then this field will display a value of ‘Connected’. The field will
display a value of ‘Disconnected’ if the router is unable to establish a connection to
the Internet.

Internet State If this field displays ‘Disconnected’ please check your Broadband Username and
Broadband Password on the Basic Set-Up > Broadband Settings page is correct.
Also check the other settings on the Broadband Settings page to ensure these are
correct for your EE ADSL connection. Also see chapter 8: troubleshooting on page
150.

This field displays the length of time the Internet State has been in the ‘Connected’
Time Connected state in Hours:Minutes:Seconds format. If the Internet State is ‘Disconnected’ this
field will display --:--:--.

This field displays the current ADSL synchronisation rate in kilobits per
seconds (kbps) for the downstream connection. Please note that this is the
sync rate with the exchange only, and this value may be higher than your
download speeds over the Internet.

This field will display ‘Okbps’ if no Internet connection is available.

This field will not be visible when the Broadband Type is ‘Fibre/Ethernet’.

Downstream Rate
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Field Description

Upstream Rate

This field displays the current ADSL synchronisation rate in kilobits per seconds
(kbps) for the upstream connection. Please note that this is the sync rate with the
exchange only, and may be higher than your upload speeds over the Internet.

This field will display ‘Okbps’ if no Internet connection is available.

This field will not be visible when the Broadband Type is ‘Fibre/Ethernet’.

Internet IP Address

This field displays the current Internet (WAN) IP address automatically assigned to
your router by EE. If no Internet connection is available this will display 0.0.0.0.
The IP address may also be a static IP address configured in the Basic Set-Up

> Broadband Settings or Advanced Set-Up > Broadband Settings pages,
however this setting is not supported by EE.

Broadband Username

This field displays your unique Broadband Username as configured in the Basic
Set-Up > Broadband Settings or Advanced Set-Up > Broadband Settings
pages.

The Username will automatically be populated when you first connect your router
to your EE Broadband line. If the Username displays readytoconnect@fs then you
may need to configure the Username and Password manually on the Basic Set-Up
> Broadband Settings page.

If this field is populated with your correct Broadband Username, but your Internet
State displays ‘Disconnected’, ensure your Broadband Password and other
broadband settings are correct on the Basic Set-Up > Broadband Settings
page. Also see chapter 8: troubleshooting on page 150.

WIRELESS STATUS

In this section you can view the status of your wireless network, the wireless password, security

type, channel and status.

WIRELESS
Wireless Network  Wireless s ‘ Ch I 551D Broadcast
Name (SSID) Password ecurity annel  giate  SSID
: ! WPA-WPA2
BrightBox-faghbr fax-match-akin (TKIP+AES) Lk Enable  Enable

The wireless status may contain up to three separate entries if SSID2 and SSID3 have also
been enabled in the Advanced Set-Up > Channel and SSID page.

LAN on the Bright Box has been disabled. You can enable the wireless LAN in the Basic

0 If this section displays ‘wireless is currently disabled’ then this means that the wireless

Set-Up > Wireless Settings or Advanced Set-Up > Wireless Settings pages.
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Field Description

This field displays the wireless network name (also known as a SSID) as configured
in the Basic Set-Up > Wireless Settings or Advanced Set-Up > Wireless Settings >
Wireless Network Name Ch.an‘nel and‘SSID pages. ) . .

This is the wireless network name you will select when connecting your wireless
(SSID) ) .
devices to the Bright Box router.
You can also find the default wireless network name on the sticker on the bottom
of the router or the ‘KEEP MEE’' card that came with the router.

This field displays the wireless password (sometimes known as a wireless
passphrase or WEP key) for the listed wireless network name.

This is the wireless password you will enter when connecting your devices to the
wireless network.

This field will display ‘—' if the wireless security type is set to ‘None'.

You can also find the default wireless password on the sticker on the bottom of the
router or the 'KEEP MEE' card that came with the router.

The wireless password can be configured in the Basic Set-Up > Wireless Settings
or Advanced Set-Up > Wireless Settings > WEP or Advanced Set-Up > Wireless
Settings > WPA pages.

Wireless Password

This field displays the wireless security mode/cipher suite of the of the

associated wireless network name. The default wireless security mode is ‘WPA-
WPA2(TKIP+AES)'. Other modes include ‘'WPA(TKIP+AES)’, 'WPA(TKIP)', ‘WPA(AES)’,
‘WPA2(TKIP+AES)', ‘WPA2(TKIP)', ‘WPA2(AES)’, 'WEP’ and ‘None'.

The wireless security mode can be configured in the Basic Set-Up > Wireless
Settings or Advanced Set-Up > Wireless Settings > Channel and SSID pages. The
WPA cipher suite can be configured in the Advanced Set-Up > Wireless Settings >
WPA page.

Security

This field displays the wireless channel transmission for all of the wireless network
names. By default, the wireless channel is automatically selected by the Intelligent
Wireless function of the router. This determines the channel with the least amount
of interference and sets the channel accordingly.

You can override the automatic Intelligent Wireless channel selection in the Basic
Set-Up > Wireless Settings page and set the router to a manual channel between 1
and 13.

If you have set the router to the 40MHz bandwidth setting in Advanced Set-Up

> Wireless Settings > Channel and SSID page then the extension channel (+/- 4
channels from the primary) will also be displayed here.

Channel

This field displays whether the particular wireless network name (SSID) is currently
enabled and transmitting. If this value displays ‘Disable’ then the wireless network
name is configured, but is not transmitting and cannot be connected to.

You can set the SSID state by ticking or unticking the ‘Enable’ option for the
relevant SSID on the Advanced Set-Up > Wireless Settings > Channel and SSID
page.

SSID State
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Field Description

Broadcast SSID

This field displays whether the wireless network name (SSID) is broadcasting and
visible. If the value is ‘Enabled’ then the wireless network name is visible to wireless
devices when attempting to scan for networks.

If the value is ‘Disable’ then the wireless network name is not transmitted or visible
in @ wireless scan. A wireless device may still connect to the wireless network by
manually entering the wireless network name even if the broadcast SSID option is
‘Disable’.

Please note that if the SSID state value is ‘Disable’, then you cannot connect to the
wireless network, even if the broadcast SSID is displaying ‘Enable’.

You can configure the broadcast SSID setting on the Basic Set-Up > Wireless
Settings or Advanced Set-Up > Wireless Settings > Channel and SSID pages.

CURRENTLY CONNECTED DEVICES

In this section you can see all of the devices that are currently connected to your Bright Box router,
and whether these are wired (LAN) or wireless devices. This section is also known as a DHCP table.

Name

MyPC

CURRENTLY CONNECTED DEVICES

MacbookPro

IP Address MAC Address Connection Type
192.168.1.10 3C.07:54:39:E3:67 LAN
192 168.1 32 E8:11:32:96:FA 58 LAN

Field Description

This field displays the name of the connected device. If the device does not provide

Name a device name (some devices don't), the field value will read ‘Unknown Device'.

IP Address This field displays the current IP address of the connected device, as assigned by
the routers DHCP (Dynamic Host Control Protocol) server.

MAC Address This field displays the 12-digit unique MAC (Media Access Control) address of the

connected device.

Connection Type

This field will display whether the connected device is connected over a wired
Ethernet connection (‘(LAN’) or over the router’s wireless connection (‘Wireless’).
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USB DEVICE

In this section you can see details of a storage device (such as a USB hard drive) connected to the
USB socket of the router. See how to file share with a USB drive on page 73.

If this section displays ‘no supported device found’ then this means that either no USB

0 device is connected to the router's USB socket, or the connected device is not supported
by the router. The router currently supports FAT16, FAT32 and NTFS file systems. Apple
Mac HFS or HFS+ file systems are not supported.

UusB DEVICE
Share Name File System Capacity Free Space
UNTITLED FAT 7504 GB 7446 GB

Field Description

This field displays the volume name of the connected USB drive as it will appear in
Share Name ) , .
your operating system's network location as a shared folder.
This field displays the file system type of the connected USB drive. FAT16 or FAT32
File System drives will display a value of ‘FAT" while NTFS drives will display a value of ‘NTFS'.
4 Note that Apple Mac HFS or HFS+ file systems are not currently supported by the
Bright Box router.
Capacit This field displays the total storage capacity of the connected USB drive in
pacity Gigabytes (GB).
This field displays the amount of free storage space available on the connected
Free Space L
USB drive in Gigabytes (GB).
INFORMATION

This section contains further details about your router, including more detailed Internet settings
along with other router features and settings. The section is comprised of three areas - Internet,
Features and LAN & Wireless(Default).

INFORMATION

Internet Features

Protocol PPPoA Wireless Enabled
VPIVC 0/38 Firewall Enabled
Encapsulation VC MUX UPnP Enabled
ADSL Mode ©992.1(G.DMT)

Subnet Mask 265.255.256.255 LAN & Wireless(Default)

Gateway 217.47.79.250 Gateway 192.168.1.1
Primary DNS 193.38.79.100 Subnet Mask 255.255.255.0
Secondary DNS 193.36.79.101 DHCP Server Enabled
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Field Description

This field displays the network protocol for the active Internet connection. On EE
ADSL broadband, the value will be ‘PPPoA" and on EE Fibre broadband the value will
be '‘PPPoE’

Alternative values of ‘'DHCP’, ‘Fix’ or ‘Bridge’ may be displayed if alternative ADSL or
Ethernet connection modes have been configured in the Basic Set-Up > Broadband
Settings or Advanced Set-Up > Broadband Settings pages.

Protocol

This field displays the ATM Virtual Path Identifier (VPI) and Virtual Channel
Identifier (VCI) for the active Internet connection. For EE ADSL broadband the
default value is ‘0/38".

\VPI/VCI If the value is not ‘0/38’, then it may not be possible to gain an Internet connection.
These values can be configured on the Basic Set-Up > Broadband Settings or
Advanced Set-Up > Broadband Settings pages.

This setting will not be visible for EE Fibre broadband customers.

This field displays the ATM Encapsulation setting for the active Internet connection.
For EE ADSL broadband the default value is 'VC MUX'.

An alternative value of ‘LLC' may be displayed if this has been configured on the
Encapsulation Basic Set-Up > Broadband Settings or Advanced Set-Up > Broadband Settings
pages. Please note that it may not be possible to gain an Internet connection in
‘LLC" mode.

This setting will not be visible for EE Fibre broadband customers.

This field displays the ADSL Standard for the active Internet connection. For EE
Broadband, the value will likely display either G992.1(G.DMT) or G992.5(ADSL2+)
but G992.3 (ADSL2), G993.3- Annex M and G992.5 - Annex M may also be
displayed.

This value is automatically negotiated between the router and the broadband
exchange when establishing an Internet connection, and cannot be configured in
the admin pages.

If the value of this field is ‘—' then a connection through to the Internet has not
been successfully established. Also see chapter 8: troubleshooting on page 150.
This setting will not be visible for EE Fibre broadband customers.

ADSL Mode

This field displays the Subnet mask for the active Internet connection. This value is
automatically assigned by EE Broadband when you establish an Internet connection,
but will generally be '255.255.255.255".

The value can also be configured on the Basic Set-Up > Broadband Settings or
Advanced Set-Up > Broadband Settings for Internet connections with a static IP
addresses.

If the value of this field is ‘0.0.0.0’' then a connection through to the Internet has
not been successfully established. Also see chapter 8: troubleshooting on page 150.

Subnet Mask

This field displays the Gateway IP address for the active Internet connection. This
value is automatically assigned by EE broadband when you establish an Internet
Gateway connection.

If the value of this field is ‘0.0.0.0’' then a connection through to the Internet has
not been successfully established. Also see chapter 8: troubleshooting on page 150.
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Field Description

This field displays the primary Domain Name Server (DNS) for the active Internet
connection. This value is automatically assigned by EE broadband when you
establish an Internet connection.

The value can also be configured on the Basic Set-Up > Broadband Settings or
Primary DNS Advanced Set-Up > Broadband Settings for Internet connections with a static IP
addresses.

If the value of this field is ‘0.0.0.0’ either a connection through to the Internet has
not been successfully established, or there are problems with the EE domain name
servers. Also see chapter 8: troubleshooting on page 150.

This field displays the secondary Domain Name Server (DNS) for the active Internet
connection. This value is automatically assigned by EE broadband when you
establish an Internet connection.

The value can also be configured on the Basic Set-Up > Broadband Settings or
Secondary DNS Advanced Set-Up > Broadband Settings for Internet connections with a static IP
addresses.

If the value of this field is ‘0.0.0.0’ either a connection through to the Internet has
not been successfully established, or there are problems with the EE domain name
servers. Also see chapter 8: troubleshooting on page 150.

This field displays the status of the router’s wireless LAN (WLAN) setting. By default
this value is ‘Enabled’, indicating that the wireless LAN is active. If the value is
Wireless ‘Disabled’ the wireless LAN is switched off.

You can configure the wireless LAN setting on the Basic Set-Up > Wireless Settings
or Advanced Set-Up > Wireless Settings pages.

This field displays the status of the router’s internal firewall. By default this value is
‘Enabled’, indicating that the firewall is monitoring incoming and outgoing traffic. If

Firewall the value is ‘Disabled’ the firewall is not monitoring traffic
You can configure the firewall setting on the Advanced Set-Up > Firewall page.
This field displays the status of the Universal Plug and Play (UPnP) feature on the
router. By default this value is ‘Enabled’ indicating that UPnP compatible network
UPNP devices can discover each other over the local network and control port forwarding.

If the value is ‘Disabled’ then UPnP compatible devices cannot make use of this
feature.
You can configure the UPnP setting on the Advanced Set-Up > UPnP page.

This field displays the Gateway IP address for the active Internet connection. This
value is automatically assigned by EE broadband when you establish an Internet
Gateway connection.

If the value of this field is ‘0.0.0.0’' then a connection through to the Internet has
not been successfully established. Also see chapter 8: troubleshooting on page 150.
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Field Description

This field displays the gateway IP address for the routers local area network (LAN).
This IP address is the same as you use to login to the Bright Box admin pages, and
is 192.168.1.1" by default.

The value can be configured on the Advanced Set-Up > DHCP page.

Gateway

This field displays the subnet mask for the routers local area network (LAN). The
Subnet Mask value of this field is '255.255.255.0' by default.
The value can be configured on the Advanced Set-Up > DHCP page.

This field displays the status of the router’'s Dynamic Host Control Protocol (DHCP).
The value is ‘Enabled’ by default, meaning that LAN IP addresses are automatically
allocated to client devices connecting to the router. If the value is ‘Disabled’ then
client devices must supply their own LAN IP addresses in order to connect to the
router.

The setting can be configured on the Advanced Set-Up > DHCP page.

DHCP Server
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CHAPTER 6:

Click the Basic Set-Up tab to access the Basic Set-Up admin pages. You can configure your basic
broadband and wireless settings in addition to basic USB File Sharing features on these pages:

K2 @ ripsn9216811/indech O~ B & X

Status Basic Set-Up

Advanced Set-Up
s Broadband Settings

L . BROADBAND SETTINGS
> Migration Wizard

s Wireless Settings

w USB File Shan‘ng

This page provides basic settings to connect to your

BROADBAND SETTINGS

Clicking on the Basic Set-Up tab will display the Broadband Settings page. You can also access this page
Up tab.

by clicking on the Broadband Settings item in the left hand navigation menu when inside the Basic Set-

This page contains basic settings to connect to your EE broadband service. The Broadband Username
and Password can be found here, as well as ISP settings, DNS and MTU settings.
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Description of Broadband Settings

The following table contains a description of the fields and options in the Basic Set-Up Broadband
Settings page:

Field Description

This setting allows you to configure the network setting type for you Internet
connection. For EE ADSL broadband this should be set to ‘ADSL. For EE Fibre
broadband this should be set to ‘Fibre/Ethernet’.

Select ‘ADSL for a standard PPPoA or PPPoE ADSL connection (including EE
broadband). This setting requires entry of a Broadband Username and Password in
order to establish an Internet Connection

Select 'Fibre/Ethernet’ for the router to be configured for Bridging, Routing (if

you only want to use the Bright Box as a router and not @ modem) or PPPoE Fibre
Ethernet modes. The easiest way to configure the router for EE ADSL or Fibre
broadband services however is to use the Migration Wizard page.

Broadband Type

This field is used to configure your PPPoA or PPPoE Username provided by your ISP.
Broadband Username EE Broadband customers must remember to add @fs to the end of the Username
(for example yourname.orangehome.co.uk@fs.

This field is used to configure your Broadband Password provided by your ISP. The

Brosdband Password field cannot be left empty.

This dropdown allows you to configure the connection protocol for the particular
Broadband Type. By default this value is ‘PPPoA’ for ADSL broadband or '‘PPPoE’ for
Fibre broadband.

Select 'PPPoA’ for PPP over ATM connectivity. This is the correct value for EE ADSL
broadband customers. You must enter a Broadband Username and Broadband
Password to establish an Internet connection

Select 'PPPoE’ for PPP over Ethernet connectivity. This option is available for both
Protocol ADSL and Fibre/Ethernet broadband types. You must enter a Broadband Username
and Broadband Password to establish an Internet connection.

Select '‘Bridging’ to set the router to act as a bridge to pass Internet traffic directly
to the attached client PC from another modem. This option is available for Fibre/
Ethernet broadband types only.

Select ‘Routing’ to set the router to route Internet traffic over the Ethernet
connection where authentication is handled by a modem. This option is available for
Fibre/Ethernet broadband types only.

This dropdown allows you to select the Virtual LAN group the Bridged Internet
connection is associated with in order to configure separate internal networks. The
‘default’ VLAN is select by default.

This dropdown will only be visible if the ‘Broadband Type' is set to ‘Fibre/Ethernet’
and the ‘Protocol’ option of ‘Bridging’ is selected.

The VLAN settings are configured in Advanced Set-Up > DHCP page. See DHCP on
page 96 for further information.

VLAN
(Bridging Protocol only)

This field is used to configure the ATM Virtual Path Identifier (VPI) and Virtual
Channel Identifier (VCI) for the active Internet connection.

For EE ADSL broadband the default value is ‘0/38'. Entering other values may
prevent you connect to the Internet.

This field is not visible for the Fibre/Ethernet Broadband Type.

VPI/VCI (ADSL Broadband
Type only)
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Field Description

This dropdown allows you to configure the ATM Encapsulation setting for the active
Internet connection. For EE ADSL broadband the default value is ‘VC MUX'.
Encapsulation (ADSL Select 'VC MUX' for Virtual Circuit Multiplexing Internet connections, including EE
Broadband Type only) ADSL broadband.

Select ‘'LLC’ for Logical Link Control Internet connections.

This field is not visible for the Fibre/Ethernet Broadband Type.

This dropdown allows you to configure how the Internet IP Address is allocated. For
EE Broadband the default value is ‘Dynamic’.

Select ‘Dynamic’ if the Internet IP address is assigned by your ISP, this is the
standard setting for EE broadband.

Select ‘Static’ if you have been given a fixed IP address by your ISP. If you select
‘Static’ you must also configure the ‘IP Address’ and ‘Subnet Mask'’ fields.

Internet IP Address

Use this field to enter the static IP Address provided by your ISP when the ‘Internet
IP Address' option is set to ‘Static'.

IP Address This field does not allow value entry if the ‘Internet IP Address’ field is set to
‘Dynamic’.

Static IP Addresses are not currently supported by EE broadband.

Use this field to enter the subnet mask provided by your ISP when the ‘Internet IP
Address' option is set to 'Static'.

Subnet Mask This field does not allow value entry if the ‘Internet IP Address’ field is set to
‘Dynamic’

Static IP Addresses are not currently supported by EE broadband.

This dropdown allows you to configure how your Dynamic Name Server IP addresses
are selected. For EE broadband the default value is ‘Obtain from ISP".

Select ‘Obtain from ISP’ if the DNS servers are provided by your Internet Service
DNS IP Address Provider.

Select ‘Manual’ if you intend to use DNS servers other than those provided by your
ISP. If you select this option you must configure the ‘Primary DNS' and ‘Secondary
DNS' fields.

Use this field to enter the Primary Domain Name Server IP address when the 'DNS

Primary DNS IP Address' option is set to ‘Manual’.
Secondary DNS Use this field to enter the Secondary Domain Name Server |IP address when the
v ‘DNS IP Address’ option is set to ‘Manual’.
This field is used to configure the Maximum Transmission Unit size in bytes for data
MTU (576~1500 PPPoA packets over the Internet. The default for EE broadband is 1492.
or 576-1492 PPPoE) Please note that changing this value may cause problems with your Internet

connection such as issues resolving websites or secure pages.
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How to manually update the broadband username and password

When you first connect your EE Bright Box router to your EE line, your Broadband Settings will be
automatically configured, however you can also manually update your broadband username and password
on the router from the Broadband Settings page. To do this:

1. Login to the router’'s admin pages. BROADBAND SETTINGS

2. Click on the Basic Set-Up tab. This page provdes basic settings te cannect te your EE Braadband senice

3. In the ‘Broadband Username’ field, enter your
broadband username - enter letters in lower
case, and remember to add @fs at the end (for Broadband Usemame youmame prangehoms oo, ui@is
example yourname.orangehome.co.uk@fs)

Broadband Type: ® ADSL © Fibre/Ethernet

Broadband Password AEEEEEEE

4. In the 'Broadband Password’ field, enter your
the broadband password - this is case sensitive
so ‘Password’ is not the same as '‘PaSsWoRd'.

5. Click Save Settings. ‘ ‘

6. You'll be prompted that the router is ‘applying changes'.

Q Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network.

7. You'll be redirected back to the Basic Set-Up

B dband Setti INTERNET

(Broadband Settings) page. Broadband Type: ADSL

8. Click on the status tab - the ‘Broadband Broadband State: Connected
State’ and ‘Internet State’ should both show Rcmet Sate. Lomnected
) . o . Iime Connected: 00:0028
Connected’ to indicate that your router is now Downstream Rate: 7196kbps
connected to the Internet. Upstream Rate: 1020kbps

internet IP Address: 2.28.178.213
Broadband Username: yourname.orangehome.co.uk@fs
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How to change the broadband MTU

The Maximum Transmission Unit (MTU) value is optimised on the Bright Box router for the EE network
with a default value of 1492, In some cases (if web pages are not loading or secure web sites are timing
out for example) it may be necessary to adjust the MTU value. To do this:

1. Login to the router’'s admin pages.
Subnet Mask

2. Click on the Basic Set-Up tab.

3. Scroll down to the ‘'MTU (576~1500)' or ‘MTU
(576-1492)' field enter the new MTU value - for Primary DNS
example 1500.

DNS IP Address CObtain from ISP =

Sacondary DNS

MTU {576~1500) 1500

4. Click Save Settings. ‘ ‘

|Help| [ Save Settings | | Cancel |

-

5. YoU'll be prompted that the router is ‘applying changes'.

Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network.

6. You'll be redirected back to the Basic Set-Up (Broadband Settings) page.

How to set manual DNS addresses

The Bright Box router is set to automatically obtain the Domain Name Server (DNS) IP address from EE
broadband when establishing an Internet connection. The DNS server translates Internet names and URLs
to IP addresses in order to display web pages or other Internet services.

It is possible to override the default 'Obtain from ISP’ configuration for DNS settings and enter custom
DNS addresses. To do this:

1. Login to the router's admin pages. IP Address 0.0.00
2. Click on the Basic Set-Up tab. Subnet Mask 0.0.0.0
3. In the 'DNS IP Address’ dropdown, select the DNS IP Address Manoal —

‘Manual’ option.
. . . Primary DNS 6688
4. In the 'Primary DNS' field, enter the Primary IP

address of your DNS server (for example the Secondary DNS 8844
Primary Google DNS IP address is '8.8.8.8")

MTU (576~1500) 1492

5. In the 'Secondary DNS' field enter the
Secondary IP address of your DNS server (for
example the Secondary Google DNS IP address
is '8.8.4.4")
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. Click Save Settings.

[Help] [ Save Settings ] [Cancel ]

7. You'll be prompted that the router is ‘applying changes'.
9 Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network.
—
8. You can confirm that the DNS settings have
been changed by clicking on the status tab. The INFORMATION
P.r|mary DNS’' and ‘Secondary DNS' fields will P
display the new DNS IP addresses.
Protocol PPPoA
VPIIVCI 0/38
Encapsulation VC MUX
ADSL Mode G992.1(G.DMT)
Subnet Mask 255.255.255.255
Gatewav 217.47.79.250
Primary DNS 8.8.8.8
Secondary DNS 8.8.4.4
In order to change back from P Address
manually configured DNS
Servers to automatic DNS Subnet Mask
0 addresses, click on the Basic ONS [P Address Obtam from ISP ~
Set-Up tab. In the 'DNS IP 5
Address’ dropdown, select g A
‘Obtain from ISP’ and click the Sacandary DNS
Save Settings button. =
MTU (576~ 1500) 1452
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MIGRATION WIZARD

This page allows you to easily migrate your Broadband service from EE ADSL to EE Fibre broadband or

vice-versa. The page also displays the current default Broadband Type (either ADSL or Fibre/Ethernet).

For ADSL customers migrating to the EE Fibre broadband service, the Migration Wizard may need to be
run after the BT engineer has installed your Fibre modem in your home

Running the Migration Wizard will set the router to the correct Broadband Settings for the broadband
service you want to use at home. During the Migration Wizard process, the router will be restarted.

Please note that only the Broadband Settings on your router will be changed when running the wizard,
any other settings you may have configured (Wireless Settings, Advanced Settings etc) will be kept

as they were previously. When running the wizard it may take up to 5 minutes for us to automatically
configure your router for the correct broadband service.

If you factory reset your router at any stage the router will be set back to the

o connection type previously displayed in the "Your router is currently set to the
default Broadband Type:' field. You can use the Migration Wizard to change your
default Broadband Type if you need to.

How to migrate to EE Fibre broadband

When your EE Fibre service has been provisioned and an engineer has installed your Fibre modem you
may need to migrate the router to the EE Fibre broadband settings using the Migration Wizard.

A Before you do this, please ensure the Bright Box has been correctly connected to the
Fibre modem as described in Setting up your Fibre broadband on page 16.

To migrate the Bright Box settings for EE Fibre
broadband:

1. Login to the router's admin pages.

2. Select the Basic Set-Up tab at the top of the 8
screen.

3. Select the Migration Wizard from the menu on
the left hand side menu.

Status Basic Sel-Up i

¥ Broadband Settings

BROADE
* Migrabion Wizard
= Wireless Seumqu This page p
» LiSB File Sharing

[ = 1 ol =
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4. Press the Fibre/Ethernet button.
MIGRATION WIZARD

Thes function will help you to change your router settings. i's quick and easy to ¢
options below

Preess this button #f you want to move ta N S — o
Fibre i Edher
Fitre / Ethemet [ pore D ‘—J

Press this button if you want to move 1o ADSL [ ARS. ]

5. Press OK on the warning pop-up.

4 Yiour router will be rectarted with new default broadband cettings. You'l
need to wait sbout 5 minutes befone your router re-connects to the

Internet. Click 0K to procesd.

6. The migration countdown will begin.
You can now close your browser. A\ Do not turn off your router, please wait untll router has restarted.

90 |seconds remaining

7. The complete migration process may take up to 5 minutes to establish a connection to the Internet.

Please note that if you're redirected to the ‘Nearly there! holding page in your browser,
you may need to wait a few more minutes for us to set up your router.
If after 5 minutes, the ‘Nearly there!’ text is still visible when you reopen your browser
0 window, reboot your PC and then reopen the browser window again, you should now
be able to view web pages. If this still doesn't work, you can manually enter your
broadband username and password in the router user interface and make a connection
to the Internet (see how to manually update the broadband username and password on
page 46).

How to migrate to EE ADSL broadband

There may be an occasion when you need to migrate your Bright Box router from EE Fibre broadband
settings to EE ADSL broadband (for example if you are moving to a house that no longer has a Fibre
connection). You can also use the Migration Wizard to set the router to EE ADSL settings.

A Before you do this, please ensure the Bright Box has been correctly connected to the
ADSL line as described in Setting up your ADSL broadband page 14.
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To migrate the Bright Box settings for EE Fibre
broadband:

1. Login to the router's admin pages.

2. Select the Basic Set-Up tab at the top of the
screen.

3. Select the Migration Wizard from the menu
on the left hand side menu.

4, Press the ADSL button.

5. Press OK on the warning pop-up.

6. The migration countdown will begin.
You can now close your browser.

Status Basic Set-Up i
¥ Broadband Settings
BROADE
» Migration ‘u‘mard[;
 Wireless Settingles This page pt

u USB File Sharing

MIGRATION WIZARD

Thee functeon will help you to changs your rouler setlings. B's guck and easy 1o changs Ik
options below

Press thes button o you want to move to —— =
Fibwa / Ethernat [ foen ey |
Press this button il you want ta move to ADSL. [ ADSL 'T_sj

; Your router will be restarted with new defautt broadband settings. You'll
need to wait sbout 5 minutes befons your router ie-connects to the
Intsrner. Click OK to procesd.

[ox |[ ome ]

ﬁ Do not turn off your router, please wait until router has restarted.

7. The complete migration process may take up to 5 minutes to establish a connection to the Internet.

Please note that if you're redirected to the ‘Nearly there! holding page in your
browser, you may need to wait a few more minutes for us to set up your router.
If after 5 minutes, the ‘Nearly there!’ text is still visible when you reopen your browser

window, reboot your PC and then reopen the browser window again, you should
now be able to view web pages. If this still doesn’t work, you can manually enter

your broadband username and password in the router user interface and make a
connection to the Internet (see how to manually update the broadband username and

password on page 46).
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WIRELESS SETTINGS

This page contains basic settings to configure your wireless network. The wireless mode, channel,
wireless network name (SSID), wireless password, broadcast SSID, security type and security modes can

be configured on this page.

To access the Bright Box router’s basic wireless settings page:

1. Login to the router’s admin pages.

2. Click on the Basic Set-Up tab and then
select Wireless Settings from the left hand

menu.

Status Basic Set-Up Advanced Set-Up

» Broadband Settings
u Wireless Settings

2 "f""_Fi_PmtEdpfﬂ i\;tup This page provides basic settingt
u USH File Sharing enable WEP security

WIRELESS SETTINGS

Description of Wireless Settings

The following table contains a description of the fields and options in the Wireless Settings page:

Field Description

Enable or disable wireless

This option is used to configure the Wireless LAN interface on the router. The
Wireless LAN is enabled by default, meaning that it is possible to connect your
wireless devices to the router.

Select ‘Disable’ to switch off the Wireless LAN interface on the router. If set to
‘Disable’, it is not possible to connect your wireless devices to the router. The WLAN
light on the front of the router will not be lit if this option is selected.

Select ‘Enable’ to switch the Wireless LAN interface on, allowing you to connect
wireless devices to the router. The WLAN light on the front panel of the router will
be lit if this option is selected.

Wireless Mode

This dropdown is used to configure the 802.11 wireless mode the router is
transmitting on. By default the router is set to transmit on “11b+11g+11n’ mode for
maximum compatibility.

Select "11n only’ to set the router to 802.11n mode only. Only wireless adapters or
devices supporting 802.11n can connect to the router if this mode is selected and
older 802.11b/g adapters will not be able to connect to the network. A connection
speed of up to 300Mbps is supported in this mode.

Select “11b+11g’ to set the router to 802.11b/g mode only. Select this mode if you
are only using wireless 802.11b or 802.11g wireless adapters or devices. 802.11n
wireless devices will not be able to connect to the network. In order to connect with
WEP security, you must select “11b+11g" mode. The connection speed will be limited
to 54Mbps in this mode.

Select 11b+11g+11n’' for maximum compatibility with both the newer 802.11n and
802.11b/g standards. A connection speed of up to 300Mbps is supported in this
mode.
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Description of Wireless Settings (cont.)

Field Description

This option is used to configure the 2.4GHz radio channel for wireless
communication. By default the router will select the wireless channel with the
least interference in the ‘Auto’ mode using the Intelligent Wireless feature.
Select ‘Auto’ for the router to determine which wireless channel to use
automatically based on the least channel interference (Intelligent Wireless).
Select channels 1-13 to set a radio channel manually. Please note that some
wireless devices do not support the European channels 12 and 13. If in doubt,
only select from Channels 1-11.

Channel

This field is used to configure the Wireless Network Name (also known as a SSID)
that is transmitted by the router, and displayed in the wireless network list when
making a connection to the router.

By default your router will have a unique SSID applied by EE. For example
‘BrightBox-1a2b3c’.

Wireless Network Name
(SSID)

This option is used to configure whether the Wireless Network Name (SSID) is
being broadcast by the router. By default the SSID is being broadcast.

Select ‘Enable’ to broadcast the SSID, meaning that it will appear in a devices
wireless network list when scanned.

Select ‘Disable’ to stop the SSID from being broadcast, meaning that it will not
appear in a wireless list when scanned. Please note that it is still possible to
connect to the wireless network SSID manually if the Broadcast SSID option

is set to ‘Disable’.

Broadcast SSID

This option is used to configure the wireless security mode the wireless network is
operating in. By default the Security is "WPA'

Select '"WPA' to set the router to Wi-Fi Protected Access mode. This is the most
secure wireless mode, and offers wireless speeds of up to 300Mbps.

Select ‘'WEP’ to set the router to Wired Equivalent Privacy mode. This setting should
be used for wireless devices that only support WEP mode. The Wireless Mode must
be set to “11b+11g’ in order to select WEP security.

Select ‘No security’ to switch off wireless security on the router. This mode will
allow anyone in range to connect to the router’'s wireless connection without
requiring a password, but may present a security risk.

Security

This option is used to configure the Wi-Fi Protected Access security type mode.
By default the WPA Mode is ‘WPA/WPA2 Mixed Mode' in order to provide maximum
compatibility.

Select 'WPA' for legacy devices that do not support the newer, more secure WPA2
security mode.

WPA Mode Select 'WPAZ2' for devices that support the highly secure WPA2 mode. Note that
older devices that only support the WPA mode may not be able to connect to the
router with this setting

Select ‘WPA/WPA2 Mixed Mode' for maximum wireless compatibility. Wireless
devices supporting the highly secure WPA2 mode will connect in this mode, while
older WPA only devices will also be able to connect to the router.

This field is used to configure the WPA wireless password used when making a
wireless connection to the router.

By default the wireless password will be a randomly generated by EE. You can
change this to something more memorable, between 8 and 63 characters

(a-z, A-Z, 0-9).

Please note that the wireless password is case sensitive.

Wireless Password
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Description of Wireless Settings (cont.)

Field Description

This option is used to configure the WEP key mode for the WEP security type. This
option is only visible when the Security option is set to ‘'WEP".

Select '64-bit’ for WEP-40 security (5 character ASCIl or 10 character Hex keys).
Select 128-bit’ for WEP-104 security (13 character ASCIl or 26 character Hex keys).

WEP Mode

This option is used to configure the key method used for making a wireless
connection to the router with WEP security.

Select ‘ASCII' for 5 or 13 character key entry using a character range of a-z, A-Z
and 0-9.

Select "HEX' for 10 or 26 character key entry using a character range of A-F
and 0-9 (hexadecimal key).

Key Entry Method

Use this option to set a Default Key ID to use making a wireless connection with
Default Key ID WEP security. There are a total of 4 keys, with the default used being Key 1.
You can configure the individual Key passwords using the Keyl1-Key4 fields.

This field allows you to enter a 1 — 32 character passphrase, used to easily generate
hexadecimal WEP key passwords for the Key1-Key4 fields.

Passphrase The length of the Key generated is determined by the ‘'WEP Mode' dropdown.
Please note that if the ‘Key Entry Method' is set to ‘ASCII’, the passphrase field is
greyed out.

These fields are used to configure the WEP key used when making a wireless
connection to the router in WEP mode. The field length and characters is
determined by the 'WEP Mode' and ‘Key Entry Method' fields.

Key1 - Key4 64-bit/HEX Mode requires a 10 hexadecimal character key (A-F, 0-9)
64-bit/ASCIlI Mode requires a 5 ASCII character key (a-z, A-Z, 0-9)
128-bit/HEX Mode requires a 26 hexadecimal character key (A-F, 0-9)
128-bit/ASCIlI Mode requires a 13 ASCII character key (a-z, A-Z, 0-9).

This section displays the current ‘Wireless Channel’ selected by the router (if the
‘Channel’ is set to ‘Auto’ option) or set manually (if the ‘Channel’ is set to any value
Intelligent Wireless between 1 and 13).

Clicking on the Intelligent Wireless button will cause the router to re-scan for the
best wireless channel to use to avoid interference.

A note on changing wireless settings

Making a change to any wireless settings in the Bright Box router may cause your wireless computers
or other wireless devices to become disconnected from the network. If this occurs you will need to
reconnect to the wireless network again.

In some instances you may have trouble re-connecting to the wireless network after
making changes to wireless settings. If this occurs you may need to delete the old
wireless network from your saved network list, and reconnect again.
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How to enable or disable wireless

To enable or disable wireless on the router, follow the steps below:

1. Login to the router's admin pages.

. A Status Basic Set-Up Advanced Set-Up
2. Click on the Basic Set-Up tab and then

select Wireless Settings from the left hand 4 Broadband Settings

menu. e Wiretoss Seftings WIRELESS SETTINGS

LW Fracig St,-tup This page provides basic setting:
» USE File Sharing enable WEP security

3. The Wireless Settings page will open. m
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4. In the 'Enable or disable wireless' field,
select your required option in the example

below we're going to ‘Disable’ wireless on This page provides basic seliings o enable your wireless network. Wirsless Mode mus
enable WEP security

WIRELESS SETTINGS

the router.
Enabile or dizable wiraloas D Enable = Disable
Wiraless Mode 11k+11g+1in
Channal Aut =
Wirsless Metwork Nama (S5i0) BirightBas-ghs
5. Click Save Settings. ‘J

Help| | Save Setiings || Cancel |

6. The router will apply the new settings.

Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network.
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7. You can verify whether wireless is enabled or disabled on the router by looking at the wireless
light on the front of the router.

«»1 2 3 4

8. If the light is on or flickering, wireless is enabled. If the light is off wireless is disabled.

How to change the Wireless Network Name (SSID)

You may wish to change the Wireless Network Name (also known as an SSID) transmitted by the Bright
Box router to a more memorable name. To do this:

1. Login to the router's admin pages.

. . Status Basic Set-Up Advanced Set-Up
2. Click on the Basic Set-Up tab and then

select Wireless Settings from the left hand
@ Broadband Settings
menu — WIRELESS SETTINGS
: ¥ Wireless Settings
g Wik Prsackad “t\*‘t!"c This page provides basic setting:
¥ USH File Sharing enable WEP security

3. On the Wireless Settings page, click in the
‘Wireless Network Name (SSID)’ field and
overwrite the default wireless network Thiz page provdes basic sattings 1 enabls your wirelazs network. VWireless Mode must bey

enabla WEP securnty
name with a new one up to 32 characters in '

WIRELESS SETTINGS

le ng th. Enable ar disable wereless Enable @ [izahble
Wiraless Mode 1b+11g+tin -
Channgl Afn #
Wiraless Network Nama (SSI0) M:. E:u:_|h'|Em-c
Broadcast 55I0 @ Enable Chabla
Security WPA d

4. Click Save Settings. ‘

Help | [ Save Settings | [ Cancel |

5. The router will apply the new settings.

o Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network.
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6. You can confirm that the wireless
network name (SSID) has been updated
by scanning for wireless networks in your
operating system. The screen shot below
is an example for Windows 7.

Currently connected to: 4 T
% Network 3

“R" Internet access

Wirelesz Network Connection ~

MyBnghtBox

[V! Connect automatically

Lonnect

How to change the wireless WPA password

You may like to change your wireless WPA password to something more memorable or for security

purposes. To do this:

1. Login to the router’'s admin pages.

2. Click on the Basic Set-Up tab and then

select Wireless Settings from the left hand

menu.

‘Wireless Password' field and overwrite
the default password with a new one
between 8 and 63 characters in length.
Please note that the password you enter
is case sensitive, so a password such

as 'MySecretPassword’ is different to
‘mysecretpassword’, and will need to be
entered exactly as typed when making a
connection to the wireless network.

4, Click Save Settings.

5. The router will apply the new settings.

On the Wireless Settings page click on the

Status

# Broadband Settings
u Wireless Settings

» Wi-Fi Protected Sytup
% (!SB File Sharing

Basic Set-Up

Advanced Set-Up

WIRELESS SETTINGS

This page provides basic setting:
enable WEP security

WEP securiy

Enabile or dusbie wreiony
Wesless Made

Channg

Wirslesd Mebwork Name (S5
Pecadcast TR0

Sesuniy
Socusiry Setiing
WPA moas

Wesleas FPruiwend

This page provdes bawc settings by snabis yow srses networc Winkess Wode mort be set (o 1T+ 11g mods

& Enabe Drsadle
T 1igeTin =

&g v

BoghtBax Biha

& Enabls Chastle

WiFA -

WRANNEAD Moosd Mode ~

Py St r it sl

Help| [ Save Settings

| [ cancel | U

Q Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network.

Now you can reconnect to your wireless network using the new wireless password.
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How to change the Wireless Mode

The Bright Box Wireless router supports 3 wireless modes:

* 802.11n - this will only allow wireless adaptors supporting 802.11n to connect to the router.

+ 802.11b+11g - select this if you're using an older wireless adaptor or software that only supports WEP.

« 802.11b+11g+11n - use this if you want to connect 11b, 11g and 11n devices to your network and this is

the most compatible mode.

By using 802.11n or 802.11b+11g+11n the router will support up-to 300Mbps speeds (depending on the
‘Bandwidth'’ setting) on your internal wireless network when used with a compatible wireless adaptor.
802.11b+11g will limit the connection speed up to 54Mbps.

To change the wireless mode:

1. Login to the router’s admin pages.

2. Click on the Basic Set-Up tab and then
select Wireless Settings from the left hand
menu.

3. On the Wireless Settings page, click on the
‘Wireless Mode’ dropdown box and select
the new wireless mode from the list. In this
example we will change to "11b+11g":

4. Click Save Settings.

5. The router will apply the new settings.

Status Basic Set-Up Advanced Set-Up

# Broadband Settings
u Wireless Settings

2 \'i:—Fi.F’rotectf_:d é:}tup This page provides basic setting:
 USB File Sharing enable WEP security

WIRELESS SETTINGS

WIRELESS SETTINGS

Thes page prowdes basec setbngs 1o snsble yous weeless network. Wieslesa Mede muest be 3ot 1 1
WEP gecunty

1

Enable or disabla wirslasa # Enable . ) Disable
Wirndess Mode 1+ 11g ol
Channal At v
Wirnkess Nutwook Hama (550 Bright B BighSr
Eupadcant 550 #® Enable Cusable
Spcurty WPA -
Help | [ Save Settings | [ Cancel | U

Q Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network.
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How to change the wireless channel

The channel is the radio channel used for wireless communication. By default the router will
automatically select the channel with the least interference in your area using the routers ‘Intelligent
Wireless' feature. If you'd prefer you can select your own channel between 1 and 13. To do this:

1. Login to the router’'s admin pages.

. . Status Basic Set-Up Advanced Set-Up
2. Click on the Basic Set-Up tab and then

select Wireless Settings from the left hand
menu.

# Broadband Settings
u Wireless Settings

» \a.u‘n—Fi.F’rclter:te_:d é},-tup This page provides basic setting:
¥ USB File Sharing enable WEP security

WIRELESS SETTINGS

3. On the Wireless Settings page, click on the

. . IRELESS SETTINGE
Channel’ dropdown box and select from ot e E b

Channels 1 to 13, or ‘Auto’ to allow the router This page provices hasic sefiings io enabla yous wirsless neteodc. Wireless Mode must be set 1o 1
to automatically select the best wireless ey
channel. In this example we will change to Enati or disatis weslees @ Enable ) Disable
Channel 6. Wieslnas Mods I=11geiin =
Channed & b
Wieslazs Ntwock Name (SSI0) Fiig/il B Fghe
Broadensl S50 & Enatle Draable
Seculity WPA -
4, Click Save Settings. ‘J

Help | [ Save Settings | [ Cancel |

5. The router will apply the new settings.

Q Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network.

Channels 1, 6 and 11 are non-interlapping wireless channels. If you find that your

0 wireless connection is affected by interference from a neighbouring Wi-Fi network
transmitting on Channel 1 for example, it would be best to select either 6 or 11
when switching to a new channel. Alternatively setting the option to ‘Auto’ will
automatically select the least congested channel to use.

A Some Wi-Fi devices, particularly those purchased outside of Europe may not be able to
see, or connect to a Wi-Fi network operating on Channels 12 and 13. If you are having
problems connecting to the Bright Box wireless network after setting the Channel to
12 or 13, try change the channel to between 1 and 11 or setting to ‘Auto’ mode.
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How to change the Broadcast SSID option

Broadcasting the wireless network name (SSID) helps when setting up a wireless connection for the first
time. If you'd prefer not to broadcast the SSID, you can disable this option.

To enable or disable the Broadcast SSID option:

Login to the router’'s admin pages.

Click on the Basic Set-Up tab and then
select Wireless Settings from the left hand
menu.

 Broadband Settings
» Wireless Settings

> Wi-Fi Protected $tup
w (!5B File Sharing

Basic Set-Up Advanced Set-Up

WIRELESS SETTINGS

This page provides basic setting:
enable WEP security

3. In the ‘Broadcast SSID' field select your
required option, either 'Enable’ or ‘Disable’.
In the example below we’re going to ‘Disable’
broadcasting of the SSID on the router.

WIRELESS SETTINGS

Thia page provices Banc seflinga 10 enable your wirdhess network. Winslens Mode must be sel to 1
WEF ascunty

Enable of dinadle wisless ® Enable ) Disabie
Wiraless Mods 11411110 =
Chasnnai fatn

Wissleas Metwork Nasne (S5i0) BnghtBeghbe
Braadeast S50 0 Enatde  ® Disalie
Secunty weA =

4. Click Save Settings.

5. The router will apply the new settings.

Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network.

5 ¢ | ] § J |

6. To connect to the non broadcasting SSID,
you will have to enter the wireless network
name, security type and security key
(wireless password) in the operating system

wireless software manually. For example ::: .H“H

here is a screenshot from Windows 7 (please R I:"L":—:'

note that exact steps will differ between — — i
operating systems). T eyr———

&0 st w4 it st benads sty
it 1 s b Mo g s b iy Sl b ik

Ci ] [ e |
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7. The wireless connection can then - —

be established manually. ¥

Currently connected to: b
BrightBox-foghSr

l:l Internet access
Wireless Metwork Connection 2 A
BrightBox-f6gh5r Connected _y|
Greg Takahe 1!“1
Wireless Network !!111.

You may need to update your computer's wireless settings to ‘Connect even if the
o network is not broadcasting its name (SSID)' after making this change. Also if you

connect a new device to the wireless network, you will need to enter the wireless

network name (SSID) into the device manually, or enable the Broadcast SSID option.

Disabling the Broadcast SSID option should not be relied upon as a wireless security
measure by itself. Some software is capable of scanning for non-broadcasting SSID’s

A and if wireless security is disabled may be able to connect to your router. Use the
Broadcast SSID setting in conjunction with a strong wireless security mode setting
such as WPA to prevent unwarranted intrusion onto your wireless network.
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How to change to wireless WEP security

If you're using a wireless adapter or software that doesn’t support the WPA security standard, and
isn't able to update software (for example by installing Windows XP Service Pack 2 or 3), then you
may need to set the router to WEP security mode to establish a wireless connection to the router.

To

i
A

WEP security mode is only available as an option in the 'Security’ dropdown when
the router is in "11b+11g’ Wireless Mode.

Please note that WEP mode security is not as secure as the more modern WPA/WPA2
wireless security standard, and should only be used if a device you wish to connect to

the network will only support WEP security mode.

change to WEP security:

Login to the router’'s admin pages.

Click on the Basic Set-Up tab and then
select Wireless Settings from the left hand
menu.

Select the 'Wireless Mode’ dropdown and
choose the "11b+11g’ option

Select the ‘Security’ dropdown and choose
the "WEP’ option. Your wireless settings
should look like this:

Scroll down to the Security Setting section
of the page and choose the "'WEP mode’
option. In this example we select "128-bit’

. Select a 'Key Entry Method’ of '"HEX’

In the ‘Passphrase’ field tick the box and
then enter any phrase, in this example we
use ‘brightbox’, but enter your own unique
one for when you follow this step.

Click the Generate Key button. Your screen
should look like the example to the right.

Status Basic Set-Up Advanced Set-Up

 Broadband Settings
w Wireless Settings

Al i}tun This page provides basic setting:
 USB File Sharing enable WEP security

WIRELESS SETTINGS

WIRELESS SETTINGS

Thes page promides basic seftings to snabls your wintlass netwark. Winskess Mods musd be wat 1o 115+1
WEP sacomty

Enable or tizable wrnless & Enable Dinable
Wslass Moos 1b=1tg -
Channal At =
Winslesa Network Hame (3530) BrightBox-MghSe
Broadcast S50 @ Enutin Disabia
Secunty WER -
Sacwity Seming
WP Mook it | W T
oy Emry Mamod # HEX ASCH
Dt Kay O 1 =
Faiphisis 7 boghthas {1=37 chamcie]
L) IAE I oM MO CIC LACMED 1890
Wy IAE T SSCIC TACEED I
oy} JAEFITDMMCCIC tACHETH 9
iyl JAE NI TDMSOCAN TAT WD 189
(Cives |  Lnmmigin iz ]
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9. Make a note of the 'Key1' value, in this .
example with 128-bit HEX mode, a 26-digit ol e
hexadecimal key will be generated. This
value will be entered into your wireless
software to make a connection to the
wireless network.

10.Click Save Settings. ‘J

Help | [ Save Settings | [ Cancel |

11. The router will apply the new settings.

Q Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network.

12. Now you can connect your wireless
computer or devices to your wireless
network in WEP mode. When presented
with the option to enter the wireless
password, enter the 'Key1' value
recorded in step 9 (in this example Security key: 3AE317D4982C4CLAC36ED18936
'3AE317D4982C4C1AC36ED18936") [7] Hide characters

Type the network security key

The combination of ‘WEP Mode’ and '‘Key Entry Method’ will determine the length
and characters used in the Key field:

« 64-bit/HEX Mode requires a 10 hexadecimal character key (A-F, 0-9)
0 e 64-bit/ASCIl Mode requires a 5 ASCII character key (a-z, A-Z, 0-9)

* 128-bit/HEX Mode requires a 26 hexadecimal character key (A-F, 0-9)

» 128-bit/ASCIl Mode requires a 13 ASCII character key (a-z, A-Z, 0-9)

If the ASCII ‘Key Entry Method’ is selected, then the Key field must be entered manually.
A Key can only be automatically generated with a ‘Key Entry Method’ of HEX.
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How to change to wireless WPA mode

The most secure wireless security mode on the Bright Box router is WPA (Wi-Fi Protected Access) and
this is the default router setting. It is also possible to select the type of WPA mode used to secure the
wireless connection:

WPA/WPA2 Mixed mode is compatible with most operating systems. If an adapter supports WPA2
mode, it will connect in this more secure mode, if not it will connect in WPA mode. This is the

default router setting.

WPA is offers increased compatibility with older operating systems, but wireless speeds are limited

to 54 Mbps.

WPAZ2 offers more security, and up-to 300 Mbps speeds, however isn't compatible with Windows

XP SP2 and below.

To set the Bright Box router to wireless WPA security, do the following:

Login to the router’'s admin pages.

Click on the Basic Set-Up tab and then
select Wireless Settings from the left hand
menu.

Select the ‘Security’ dropdown and choose
the '"WPA' option.

Scroll down to the ‘Security Setting’
dropdown and choose the WPA mode you
wish to use. In this example we will select
"WPA/WPA2 Mixed Mode' (the most secure
and compatible)

Click Save Settings.

The router will apply the new settings.

Status Basic Set-Up Advanced Set-Up
u Broadband Settings

u Wireless Settings

» Wi-Fi Protected Qytup
w (!SB File Sharing

WIRELESS SETTINGS

This page provides basic settings
enable WEP security

WIRELESS SETTINGS

This page provides bamc saftings to amable your wireless network Vireless Mode mast be zet 1o 118
WEF secunty

Enable o drsable wirelesa o Engide Duzabls
Wenlass Mode 1ib+11g L
Channal Aute -

Wirslass Network Hame {S5I0 BnghiBoo; Bghbr

Broadeas 250 & Enadde O Desabile
Secirity ViFA -
Help | [ Save Settings | [ Cancel | U

Q Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network.
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How to disable Wireless Security

It is possible to disable the wireless security mode on the Bright Box router so that wireless devices
can connect to the router without having to enter a password.

Disabling wireless security should only be done with great care. With wireless security
disabled, anyone in range of the router can establish a wireless connection with the
router and use your Internet connection. This setting is not recommended by EE.

In order to disable wireless security:

1. Login to the router’'s admin pages.

. . Status Basic Set-Up Advanced Set-Up
2. Click on the Basic Set-Up tab and then

select Wireless Settings from the left hand .
u Broadband Sett
menu o SRR SR WIRELESS SETTINGS
. u Wireless Settings
§ WEFS Pralectng é},-tup This page provides basic setting:
¥ USB File Sharing enable WEP security

3. Select the 'Security’ dropdown and choose

\ . ) WIRELESS SETTINGS
the ‘No security’ option.

Thiu pane provitlas basas sstims to amobls your wirsless netwark. Wirsless Maods must be gst 1

WEF sacunty
Enabis or dizabls wirsless & Enable Dsabke
Wirdess Mode 1b=+11g+1n =
Chanmal Autp ™
Wirsless Network Name (S5I0) BrghtBeuc-fighfi
Biroadcast 550 & Enable ) Disable
Security Ne secuity =
4, Click Save Settings. ‘J

Help| [ Save Settings | [ Cancel |

5. The router will apply the new settings.

Q Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network,
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Using the Intelligent Wireless feature

The Bright Box router has a great feature called ‘Intelligent Wireless'. Intelligent Wireless is enabled
on the Bright Box router by default. When starting up the router, it'll automatically search for and use
the least congested Wi-Fi channel, reducing the effect of interference, and providing you with the
best wireless performance.

By pressing the WPS button on the back of your router briefly, ‘Intelligent Wireless' will re-check to
see if the router’s using the least congested frequency and change channel if required.

- Intelligent
wireless/WPS

ONJ/OFF
B R . -
N R S S S S
DSL USB @ K

RESET LAN4 LAN3 LAN2 LAN1 BOWER  WPS

After pressing the WPS button briefly, the WPS light on the front of the router will flash slowly
several times to indicate that the Intelligent wireless feature is re-checking for the best wireless
channel to use.

You can also run the Intelligent Wireless feature from inside the router’'s admin pages by logging
into the admin pages and navigating to Basic Set-up > Wireless Settings (or Advanced Set-up >
Wireless Settings). Click on the Intelligent Wireless button on the page:

INTELLIGENT WIRELESS

Wrnlezs Channel B

Use this function to canmact 10 the best |

momilabie wiraleans hannal InTEHRQERL Vilirahess

The ‘Applying changes’ message will be
displayed, and after a short time the page
will be refreshed. If a less congested Wireless Wireless Channel: 1
Channel is discovered, the router will be set to Use this fmction to commoct 1o the bt

the new channel and this will be displayed in available wireless channel

the Intelligent Wireless section of the page.

INTELLIGENT WIRELESS

Intelligent Wireless will be disabled if you have manually selected a wireless channel

0 from 1 to 13 on the Wireless Settings page. To re-enable Intelligent Wireless, either
set the ‘Channel’ dropdown to ‘Auto’ or briefly press the WPS button on the back of
the router (this will also set the Channel back to ‘Auto’ mode)

Don't forgot that moving sources of interference away from the router, such as cordless

0 phones, microwave ovens, baby monitors and Hi-Fi speakers can make a huge difference
to the wireless performance. Moving the router off the floor, and clear from obstructions
will also help your signal.
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WI-FI PROTECTED SETUP

Wi-Fi Protected Setup (WPS) is a feature that allows compatible wireless software and devices to
securely connect to your router's wireless network at the push of a button, rather than having to enter a
wireless password. WPS is disabled by default on the Bright Box router, but can be easily enabled in the
routers admin pages.

WPS on the Bright Box supports two modes:

e Push Button Configuration (PBC) - You establish a connection to the router’s wireless network by
pushing a physical or software button on the wireless adapter to initiate the PBC connection, and
then push the WPS button (or activate in the router WPS admin page) on the router within two
minutes. The wireless connection is then automatically established between the wireless adapter and
the router. On the Bright Box, the WPS push button is on the back panel of the router and must be
held for 5 seconds to initiate the WPS connection.

e PIN Method - The wireless router or wireless adapter generates an 8-digit PIN number, which can
then be entered into the WPS PIN page on the other device to establish a wireless connection
between the adapter and the router.

The WPS feature is also supported on Windows Vista Service Pack 2 and Windows 7 (No Service Pack, or
Service Pack 1). Apple Mac OS X does not support the WPS feature.

While WPS is built in to Windows Vista SP2 and Windows
o 7, the wireless adapter must also support WPS for this

feature to work. Compatible devices may carry this WPS SETUP

logo to identify support for this feature.

Wi-Fi PROTECTED

0 Even if WPS is enabled, you can still connect to your computer using the password method.

To access the WPS admin pages in the Bright Box router:

1. Login to the router’'s admin pages.

2. Click on the Basic Set-Up tab and then

. - Slatiie Basic Sot-Up Achamiced Sl Up
select Wireless Settings from the left
hand menu. » Broadband Seltangs WI-FI PROTECTED SETUP
R w Wirelrss Sellings
3. Select Wi-Fi Protected setup from the left 3 Wi-Fi Profected Seup
hand menu. u LUSE File Shoring siidbmossoesions ol inckoibya

Description of WPS settings

The following table contains a description of the fields and options in the Wi-Fi protected setup
page. Note that the full page contents will only be visible if the ‘Wi-Fi Protected Setup (WPS)’
option is set to 'Enable’.
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Field Description

This option is used to configure the Wi-Fi Protected Setup (WPS) feature on the
Bright Box router.

WPS is set to disabled by default.

Select ‘Enable’ to switch on the WPS feature on the router. You may now connect
Wi-Fi Protected Setup with WPS PBC, WPS PIN or by the normal manual password method when making
(WPS) a wireless connection to the router (WPS availability is dependent on the wireless
adapter also supporting the feature).

Select ‘Disable’ to switch off the WPS feature on the router. You can only connect
with the manual password method when making a wireless connection to the
router.

This is the PIN number you will enter into the wireless adapter software when
requested in order to establish a WPS connection using the PIN method.

If you are entering a PIN number supplied by the wireless adapter into the ‘device
PIN’ field, you can ignore the router’'s PIN number.

Your router's PIN number

This field displays the current status of the WPS PIN method connection.

‘Idle’ means that the WPS PIN session has not been activated.

‘In Progress — Please wait..." means that the WPS PIN connection method has been
activated and is currently trying to establish a connection with the wireless adapter.
This will only be visible for 2 minutes.

PIN Status ‘Error Detected - Please Try Again’ means that the WPS PIN connection method has
not been successful. Try again or connect using WPS PBC or by manually entering
the wireless password.

‘Success — The device is connected to the router’ means that the WPS PIN
connection method has been successful and a wireless connection between the
router and the wireless adapter has been established.

In this field, enter the PIN number supplied by the wireless adapter and press
Connect to begin a WPS PIN connection session.

Device PIN Please note that this field will only require a PIN number if the wireless adapter is
initiating the session and supplies a PIN. This field does not need to be completed if
you enter the PIN number supplied by the router in the wireless adapter software.

Click this button to begin the WPS Push Button Configuration (PBC) session from
Start PBC the router. You will have 2 minutes to complete the session by pressing the WPS
PBC button on the wireless adapter or software.

This field displays the current status of the WPS PBC method connection.

‘Idle’ means that the WPS PBC session has not been activated.

‘In Progress - Please wait..." means that the WPS PIN connection method has been
activated and is currently trying to establish a connection with the wireless adapter.
This will be visible for 2 minutes.

PBC Status ‘Error Detected - Please Try Again’ means that the WPS PBC connection method
has not been successful. Try again or connect using WPS PBC or manual password
methods.

‘Success — The device is connected to the router’ means that the WPS PBC
connection method has been successful and a wireless connection between the
router and the wireless adapter has been established.

This section displays the current wireless settings of the Bright Box router. These
settings can be used to manually establish a wireless connection to the router. In
most cases only the ‘Network Name (SSID)' and ‘Network Key' (also known as the
wireless password) are required to establish a connection.

manual setup
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How to enable and disable WPS

Wi-Fi Protected Setup (WPS) is disabled by default on the Bright Box router. The setting can be
enabled and disabled in the Wi-Fi Protected setup admin page:

1. Login to the router's admin pages.

2. Click on the Basic Set-Up tab and then
select Wireless Settings from the left
hand menu. m Broadband Scltngs

- = Wirelrss Sollings
3. Select Wi-Fi Protected setup from the left % Wl Prolcted Ssup

hand menu. » USE Tile Sharing WiFi Protected Selup (WPS) ks an opti

St Basic Sel-Up Aibscend Sel Up

WI-FI PROTECTED SETUP

4. The Wi-Fi protected setup page will open.

[ra— P ne s =y

WP PROTCCTED SETLR

TS fay T 4 P S e N ETE LT e 10 LT A R T
Pl
T Pl v W0 7 Do & Do

5. In the ‘Wi-Fi Protected Setup (WPS)’ field

. . . Wi Fl PROTECTED SETUP
select the option you wish to use. In this
i ' W P e ) -
example We W||| Se|eCt 'Enable tO enable '.wlmul‘l:udﬂtﬂp 1 1e e aphion Fou cam evatle stech can heln yoe o cemec] sesless desce o
the WPS feature. WEE Probeched Satwp (WHS] : @ Engbis  ©) Desatie
[t ] [ s piotingn ] [ Cament |
6. Click Save Settings. \J

Help | [ Save Settings | | Cancel |

7. The router will apply the new settings.

Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network.

3 ¢ [ ! 3 § |

8. You can now connect to your router using a compatible WPS device.
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How to establish a WPS connection using push button configuration (PBC)

To connect the Bright Box router to a WPS device that supports Push Button Configuration (PBC)
mode, you will need to do the following:

1. Press and hold the WPS button on the back of the router for
5 seconds (and then release the button). - Intelligent

wireless/WPS

L]
S

BO\VER  WPS

@ @ ©

DSL RESET LAN4 LAN3 LAN2

2. Alternatively you can click on the start
pbc bUtton in the WI-FI PrOteCted To connect & compulsl 1o pour inubel using PEC. press the WPS bulion on the back ol your teader foe S

Setup page in the router admin pages wecanda, or click star phcbelon
Siwiun: ke

push buon configaratlon [PBC)

MeT, was you wansiess SORWEE 10 BEI-UR IV BRCUNE DONNSCEEN 10 YOUP Iouter within 2 meutes I your
wirylea iaitware's Compabible, you wonT need 10 enher your rocter’s secorty ey

3. The WPS light on the front of the router will begin to flash quickly

@ 1/2 3 4

4. Launch the wireless connection software
in your operating system (Windows Vista
SP2 or Windows 7). In Windows 7 the Type the network security key
screen should look like this:

Lecunty ke

" Hide charscter

) You can also connect by pushing the
". > button on the router.
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5. In Windows Vista (SP2) the screen should
look like this:

6. Click Next (Windows Vista SP2) or, in
Windows 7 wait and the wireless connection
will be established automatically.

7. Alternatively, some wireless devices have
their own WPS button on their case - you
can also press this button to establish a
wireless connection to the router.

Press the configuration button on your access point

Press the configuration button on the

I 5 accett point bafoss continuing.
fl= =y

Tcan’y furvd the confeguistion button,
L rier thi wark key or pagphe

After you press the WPS button on the router, you will have a maximum of two

o minutes to complete the WPS connection on your wireless device or adapter. After
two minutes of inactivity, the WPS session will be terminated. If a connection has
not been established in this time you will need to repeat the process above.

If, for whatever reason you are unable to successfully establish a wireless connection
o using WPS, we recommend connecting using the manual password method. See setting
up a wireless connection on page 21 for further information.

Some wireless adapters use their own software to establish a wireless connection with
WPS. Please follow the manufacturers instructions for WPS if this is the case.

How to establish a3 WPS connection using the personal identification

number (PIN) method

To connect the Bright Box router to a WPS device that supports Push Button
Configuration (PBC) mode, you will need to do the following:

1. Login to the router's admin pages.

2. Click on the Basic Set-Up tab and then
select Wireless Settings from the left
hand menu.

3. Select Wi-Fi Protected setup from the left
hand menu.

EE Bright Box User Manual

Slatiis Bagic SelUp Advanced Sel Up

n Dpeacind Selge WI-FI PROTECTED SETUP
w Wirelrss Sellings

3 Wi-Fi Prolecied Seup

. WiFi Prote Vi s
» USE Tile Sharing WiF: Protected Selup (WPS3) = an opls




4. Scroll down to the personal identification
number (PIN) section of the page and :‘"""“"‘““"‘":”““'“'" =
s meslain oweis wl proregt 18 atsd 1Nl roatel B B bed o & FEluts welsletd Cefneclith
make a note of the router’'s PIN number. o

Vit mpaler's PN murvies is. beiuw
SR
Entor thn. msbuid of The secunty ey

Alematnely, you smeleiy dolwars Ty geserlle #1 own PR 2 doe g can srter i e ek bela
e ek conmac]

Sans ldle

devicen FIN ['_’J

5. Launch the wireless connection software T — ey |

in your operating system and when L) Conmectis s neeet
prompted, enter the PIN number of the
router and click Next to establish a
connection using WPS.

Enter the PIN for Router on Orangel 23456

Wi e sl Thas PR dngdrped an The Bagtie

PN
CLYTTErTY

Bapley characam

| o't e e PENL
Laegrd in et Vi oo wowh fwg vr pginpimpce midend

6. Alternatively, some wireless devices
may provide their own PIN number for
establishing a WPS connection.

FIN (Parsonal idenufication Mumbaer)

hﬂmmhhm&m'-ﬂlnmﬂm
Plosae noie that the iolowng FIN nfommgbon must be ertered in e

BoCess pont, and 1 4 mcommendied thal the ao0els port i sasly
poceaible for connacingy.

14457407

7. If this case, type the key provided into the
‘device PIN' field on the Wi-Fi protected persensl ientiication rumber (PO
setup page and press the Connect button Wca kol Sl il oot b e T rmtinn TN A el i o o Wl ik il
to establish a connection. i

ST
Entar thin. sriessd of the securty ey

Absraily, your wiiless polbvas wary geesrets dn own PO N4 doea, you o0 enter i i the e beles
theh chex conneet

Stana: bils

devica PRV MAETIT | sl

recommend connecting using the manual password method. See setting up a wireless

0 If you are unable to successfully establish a wireless connection using WPS, we
connection on page 21 for further information.
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USB FILE SHARING

The Bright Box router has a USB port which allows you to connect a USB memory stick or USB hard drive
to the router to share files and folders over your home network.

0 The router currently supports NTFS, FAT16 or FAT32 formatted drives.

How to File Share with a USB Drive (Auto Share)

The router is configured with USB automatic file sharing enabled by default. It should be a
case of simply plugging your USB drive into your router for this feature to work.

1. To connect a USB hard drive to the
Bright Box router simply plug the USB
drive into the USB socket on the back of
the router as illustrated.

2. The router should automatically appear
in your Network section on Windows M — .
Vista and Windows 7, or My Network e A
Places section in Windows XP. [ i
* [ = ".h e

[y —
i e
O Ty - Whedn Dwwiord [
® Pastwidi Inhmsimacta (]
i L
- Fr—
i T
-
B i
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3. On Apple Mac OS X, the router should ann o e A
automatically appear in the Finder under S La‘-'..‘—'il_'—_u_u;l;‘—“!-n N

FRWOHTTTR e il e o [

o)
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4. Click on the Brightbox router item in
Network or Finder to view and access
the shared USB drive.

FAVTIITES
& Al My Files !
& AirDrop =

% Dropbox
[0 SkyDrive

If the USB drive doesn't automatically appear in your Windows or Mac OS X network
location, then you can manually access the drive using the following methods:

* On Mac OS X open the Finder window and select Go > Connect to Server... and
enter smb://brightbox and click Connect to open the network drive.

On Windows XP, Windows Vista or Windows 7 select Start > Run and enter
\\brightbox. Click OK to open the network drive.

Description of USB File Sharing settings

While the Bright Box router is configured to automatically share a USB drive over the network
when it is connected to the router, you can configure basic USB File Sharing settings.

To access the USB File Sharing admin pages in the Bright Box router:

1. Login to the router’s admin pages.

2. Click on the Basic Set-Up tab and then
select USB File Sharing from the left

Statis Barsic Sel-Up Advancod Sel-Up

hand menu.

w Groadband Sellmgs
® Wirgtens Senting!
= UISH File Sharng

LISB FILE SHARING

Thie router suppons USE sharing function

ghare funchion. O you could dizable the 2
ok d o iull

The following table contains a description of the fields and options in the Wireless Settings page.

Field Description

This option is used to configure the Auto Sharing feature of USB File Sharing. Auto
Sharing enables ‘plug and play’ of USB drives into the Bright Box.

Select ‘Enable’ to enable auto sharing of USB drives. When a compatible (NTFS,
FAT16 or FAT32) drive is connected to the router, the drive will automatically appear
in the Network section of Windows or the Finder for Mac OS X.

Select ‘Disable’ to switch off the automatic sharing of USB drives. When a
compatible drive is connected to the router, the drive will not be added to the
Network section of Windows or the Finder for Mac OS X. You can still share a drive
with Auto Share disabled, but you must manually configure the individual sharing
settings for the drive in the Advanced Set-Up > USB File Sharing page.

Auto Share
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Description of USB File Sharing settings (cont.)

Field Description

This field is used to configure the Windows Workgroup that the shared USB drive
belongs to. By default the workgroup associated with the USB drive is called
‘Workgroup'. This is the standard workgroup name for Windows XP (Professional),
Windows Vista and Windows 7.

If you've changed your workgroup name in Windows, you may need to change the
Workgroup Name field to match your Windows workgroup in order to access the
USB drive over the network.

Note that for Windows XP Home Edition the workgroup name is often ‘Mshome’, so
it may be necessary to change the Workgroup Name field to ‘Mshome’ to share the
USB drive.

Workgroup Name

This option is used to configure the file access permissions for the attached USB
drive. By default this setting is ‘Read & Write'.

Select 'Read & Write' to allow people on your network to be able to both read from
and write to the attached USB drive.

Select ‘Read Only’ to allow people on your network to open files or copy files on your
USB drive. Files cannot be deleted, modified or moved to the USB drive.

File Permissions

This option is used to configure whether a username and password must be entered
in order to access the attached USB drive. This option is disabled by default.

Select ‘Enable’ to control access to the USB drive by requiring a user to enter a
Security Control username and password to access the drive. You cannot view the drive contents
without entering the correct username and password.

Select '‘Disable’ to switch off security access control on the attached USB drive.
With this setting anybody on the network is able to access the drive contents.

This field is used to configure the Username required to access the attached USB

User Name . . . L
drive contents if Security Control option is set to ‘Enable’.

This field is used to configure the Password required to access the attached USB

Password . ) ) L
drive contents if Security Control option is set to ‘Enable’.

How to set a username and password on the USB drive

You may wish to limit access to a USB drives to certain users, requiring them to enter a
username and password to access the drive over the network.

To set a username on attached USB drives:

1. Login to the router's admin pages.

2. Click on the Basic Set-Up tab and then Status Barsie Sel-Up Advanced Set Up
select USB File Sharing from the left
hand menu. w Groadband Sellmgs USB FILE SHARING

s Wireleas Seitng!

» 'S Fite Sharing The router suppans USE sharng function

ghare function. O you could disable the =

e ]
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3. In the 'Security Control’ field, set the ]
. STty & Auto Share @ Enable © Disable
option to '‘Enable
4. Update the ‘User Name' and ‘Password’ Wackgroup Name Workayoup
fields as appropriate. File Permissions Read & Write ~
Security Control @ Fnable (@ Disable
User Name johnsmith
Password mypassword
5. Click Save Settings. ‘J
Help| |  Save Setiings | [ Cancel |

6. The router will apply the new settings.

Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network.

N e e . N
7. The next time you at.tempt to gccess 'MMMMW
the attached USB drive, you will be -
prompted to enter the username Enter Network Password
and password, Enter the username Enter your password to connect to: Brightbox

and password as configured in Step
5 (Windows 7 and Mac OS X 10.7 | rm—
screenshot examples to the right). "D [J
| "eseRRRReY
8. Click OK or Connect to complete the Domain: MYCOMPUTER
connection to the attached USB drive. Remember my credentials

The files and folders on your drive will
now be visible.

9 Access is denied.

| Enter your name and password for the server
B "brightbox".

Connect as: () Guest
(=) Registered User

Name: johnsmith

Password: I..'I'l..l..' ]

[ | Remember this password in my keychain

| Cancel | [ Connect |
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CHAPTER 7:

The Advanced Set-Up pages contain configuration pages for a wide variety of advanced
Bright Box router features.

To access the Advanced Set-Up pages:

1. Login to the router’'s admin pages

2. Click on the Advanced Set-Up tab.

3. You'll be advised to ‘Please proceed with Sintus Basic Set.lip Advanced Setii

caution..". Click Accept. :
SANANer Tet ADVANCED SETTINGS

Please preceed with coution. Ct

Accop

BROADBAND SETTINGS

The advanced Broadband Settings page is
the first page displayed when accessing the

Advanced Set-Up tab. The page contains many Status Basic Set-Up Advanced Set-Up

of the Broadband Settings in the Basic Set-Up >

Broadband Settings page, with a few advanced  Broadband Settings BROADBAND SETTINGS
3 ADSL Mode

configurable settings.

You can return to the advanced page by clicking
on the Broadband Settings item in the left hand
navigation menu on the Advanced Set-Up pages.

» Migration Wizard
» Wireless Settings
w USB File Sharing
u Mobile Broadband

| This page provides advanced settings t

Broadband Type: @ ADSL ) Fibre/E

Description of Advanced Broadband Settings

Many of the advanced Broadband Settings are identical to those described in the Basic Set-Up >
Broadband Settings page. See Description of Broadband Settings on page 50 for further information.
The following additional settings can be configured on the advanced page.

Section Description

This dropdown allows you to configure whether the Internet connection remains
connected at all times, or whether the connection can go into an idle state after
a period of inactivity. The router is set by default to be always connected.

Select ‘Always Connected’ if you want your Internet connection to remain
Connection Type connected regardless of whether there is Internet traffic across the network.
Select ‘Auto - Trigger by Traffic' if you want to configure an idle timeout of the
Internet connection after a certain period of inactivity. The Internet connection
will be automatically re-established when the router detects Internet traffic. You
must also set the idle timeout period in the ‘Idle Time' field below.
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Description of Sdvanced Broadband settings (cont.)

Section Description

This field lets you configure the amount of time that elapses before the Internet
connection is terminated without detecting Internet traffic.

\dle Time The ‘Connection Type' dropdown must be set to ‘Auto — Trigger by Traffic’ for this
field to be configurable.
This dropdown allows you to configure the type of authentication used for
connecting to your Internet service. This option is set to ‘CHAP' by default for EE
Broadband.
Select ‘Auto’ for automatic detection of the authentication protocol used to
Authentication Protocol connect to you Internet service.

Select 'CHAP’ to use the Challenge Handshake Authentication Protocol for
establishing an Internet connection. This is the correct setting for EE Broadband.
Select ‘PAP’ to use the Password Authentication Protocol for establishing an
Internet connection.

This section shows the current state of your Internet connection, either ‘Connected’
Internet State or ‘Disconnected’. You can also manually force the Internet connection to connect
or disconnect by clicking on the ‘Connect’ or ‘Disconnect’ button to the right.

Using the button to force an Internet Connection/Disconnection

Whenever you make changes to any of the settings on the Advanced Set-up > Broadband Settings page,
and press the Save Changes button, your Internet connection (PPP) will attempt to be re-established.

There may be occasions, say for troubleshooting, where you might want to manually Connect or
Disconnect your Internet Connection (PPP) without making Broadband Settings changes.

If you are connected to the Internet (the ‘Internet State’ displays ‘Connected’) and you want to
disconnect, click on the Disconnect button.

Interaat Connectlon

Intemat State Connactad r Mycannacy |

The ‘Applying changes' message will be displayed, and the page will be displayed with the Internet State
of ‘Disconnected’ visible. In the Advanced Set-up > System > System Log page the disconnected state
appears as ‘PPP connection down (VC1)".

If you are disconnected from the Internet (the ‘Internet State’ displays ‘Disconnected’) click on the
Connect button to attempt a reconnection.

Internat Connection

Internet State Drsconnecled Lonnect

The ‘Applying changes’ message will be displayed, and the page should be displayed with the Internet
State of ‘Connected’ visible. In the Advanced Set-up > System > System Log page the disconnected
state appears as ‘PPP connection up (VC1)".

if your Internet service is working and the Bright Box has been setup correct. See Chapter 3:

0 Please note that the Connect button will only successfully re-establish an Internet connection
Installation on page 13 or Chapter 8: Troubleshooting on page 150 for further information.
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ADSL MODE

The ADSL Mode page allows you to change your ADSL connection mode (sometimes known as
modulation type). The ADSL mode is used to establish a connection between your Bright Box router and
your local Broadband exchange.

By default, the ADSL Mode is set to ‘Automatic’, and this is generally the best mode for your connection,
as the correct connection type will be automatically negotiated between the exchange and your router.
Bit Swapping and SRA (Seamless Rate Adaption) are also enabled by default. You can change these
settings for troubleshooting purposes.

Setting an incorrect ADSL Mode, Bit Swapping or SRA setting may prevent you from

A successfully connecting to the Internet. If you make changes to these settings and
lose your Internet connection, please set back to ‘Automatic’ (with Bit Swapping and
SRA enabled) and click Save Settings.

Description of ADSL Mode settings
The following settings can be configured on the ADSL Mode page:

Section Description

This dropdown is used to configure the ADSL connection mode (modulation). This is
set to ‘Automatic’ by default and this is usually the best option. You can also set the

ADSL Node mode manually to ‘G.992.1 (G.DMT)’, ‘G.992.3 (ADSL2)’, 'G.992.5 (ADSL2+)", ‘G.992.3
Annex-M" and ‘G.992.5 Annex-IW'.
This option is used to enable or disable Bit Swapping on your ADSL connection. Bit
Bit Swapping Swapping is enabled by default and is used to help keep your ADSL line connection

stable.

This option is used to enable or disable Seamless Rate Adaption (SRA) on your
SRA ADSL connection. SRA is enabled by default, and helps adapt your line sync speed
automatically without disconnecting your Internet connection.

MIGRATION WIZARD

This page allows you to easily migrate your Broadband service from EE ADSL to EE Fibre broadband or
vice-versa. The page also displays the current default Broadband Type (either ADSL or Fibre/Ethernet)
and is identical to the Migration Wizard found in Basic Set-up > Broadband Settings > Migration
Wizard. For further details see Migration Wizard on page 49.

WIRELESS SETTINGS

The advanced Wireless Settings page allows you to Enable or Disable the wireless LAN on the Bright
Box router, and works in the same was as on the Basic Set-Up > Wireless Settings page. See How to
enable or disable wireless on page 55 for further details.

The page also allows you to manually run an Intelligent Wireless scan to find the least congested
wireless channel. See Using the Intelligent Wireless feature on page 66 for further details.
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CHANNEL AND SSID

The Channel and SSID page contains some advanced wireless configuration settings that give you extra
control over the wireless channel and wireless bandwidth used by the Bright Box.

In addition you can configure the router to enable two additional SSID’'s to be broadcast providing
different wireless network names and security types. You can also bind any of the router SSID’s to
separate Virtual LANs (VLAN's) to isolate local wireless networks.

To access the Channel and SSID page:

1. Login to the router’'s admin pages.

2. Click on the Advanced Set-Up tab and

click Accept on the 'Please proceed with Slatus Basic Sel-Up Advanced Sal-Ugp
caution’ page.
. . . . » Binadband Seiting
3. Click on Wireless Settings in the left b "'_“ R CHANNEL AND SSID
. . w'¥Wireless Sellings
hand navigation menu to expand the b Channel and 3810

This advanced wireless section al
> WEP 1Mb+11g mode in order to enable
»WPA

*» BOEZYR

Wireless Settings menu.

4. Click Channel and SSID in the left hand
navigation menu.

Wireless Mode 1

w0 oy ol n of bl (™ o]

Description of Channel and SSID settings

The following settings can be configured on the Channel and SSID page:

Section Description

This dropdown is used to configure the 802.11 wireless mode the router is
Wireless Mode transmitting on. By default the router is set to transmit on “11b+11g+11n" mode.
See how to change the wireless mode on page 58 for further information.

This option is used to configure the 2.4GHz radio channel for wireless
communication. By default the router will select the wireless channel with the
least interference in the ‘Auto’ mode using the Intelligent Wireless feature.
See how to change the wireless channel on page 59 for further information.

Channel

This option is used to configure the wireless extension channel when the
‘Bandwidth’ option is set to 20/40MHz mode, ‘Channel’ is set to 1-13 and 'Wireless
Mode’ is set to “11b+11g+11n’ or “11n only'.

The extension channel is used to double the wireless bandwidth of the router,
allowing for faster transfer speeds across the wireless network.

The extension channel is four channels above or below the primary wireless
Extension Channel channel.

Channels 5, 6, 7, 8 and 9 allow you to choose whether the extension channel is a
frequency range above or below the primary channel to help avoid interference.
Channels 1, 2, 3, 4,10, 11, 12 and 13 will automatically select the extension
channel for you (as only one extension channel will be available.)

If your ‘Channel’ is set to ‘Auto’ then the Bright Box will decide which extension
channel to use automatically based on the router’s Intelligent Wireless feature.
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Description of Channel and SSID settings (cont.)

Section Description

This option is used to configure the wireless bandwidth used for wireless N. This
option is only available if the ‘Wireless Mode' is set to “11b+11g+11n’ or “11n only’.
The wireless bandwidth is set to 20MHz by default on the Bright Box router.
Select '20MHZz’ for speeds up to 144Mbps over your wireless network.

Select '20/40MHz’ to bond the wireless channels allowing you to double wireless
Bandwidth speeds on your network up to 300Mbps.

Please note that the wireless router is required to automatically use the 20MHz
mode when another wireless network is transmitting in the same wireless
frequency ranges. If the router is set to 20/40MHz bandwidth, it may still operate
in 20MHz mode if it detects another wireless access point transmitting in a
neighbouring frequency range.

This setting allows you to enable or disable any of the three wireless network
names (SSID's) supported by the router. By default, only SSID1 is enabled - this is
your default wireless network.

Tick the box to enable the relevant SSID. Ensure that you also enter a ‘wireless
Multiple SSID Enable network name (SSID)’ in the field, set the ‘security’ and tick the ‘broadcast SSID’
option in order to configure an SSID to be transmitting the wireless network
name.

Untick the box to disable the relevant SSID and prevent it from transmitting over
the wireless network.

This field allows you to create or edit the transmitting wireless network name for
any of the three supported SSID's.

By default only the wireless network name for SSID1 is configured.

If the SSID ‘enable’ option is ticked, you must enter a wireless network name
before saving.

Multiple SSID wireless
network name (SSID)

This setting allows you to configure the wireless security type for each of the
three SSID’s supported by the router. By default, wireless WPA security is enabled.
Multiple SSID security Please note that to set the security to WEP mode, the ‘wireless mode’ option
must be set to “11b+11g’' mode.

See description of Wireless Settings on page 52 for further information.

This setting allows you to configure whether the wireless network name (SSID) is
being transmitted by the router for each of the individual SSID's. By default the
Multiple SSID broadcast SSID setting is enabled for SSID1.

broadcast SSID Please ensure you enable this setting if you set up additional SSID’s and wish for
them to be visible to wireless network software.

See how to change the broadcast SSID option on page 60 for further information.

This setting allows you to configure which virtual LAN each of the wireless SSID’s
is associated with. VLAN binding gives you the ability to share your Internet
connection with friends or family, while allowing you to keep computers or
storage devices on a separate home network.

By default all of the SSID’s are bound to the default VLAN grouping.

However you can also bind any of the SSID’s to the optional VLAN2 and VLAN3.
The VLAN interface network settings can be configured on the

Advanced Set-Up > DHCP page.

VLAN Grouping
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How to change the wireless speed from 144Mbps to 300Mbps

By default, the Bright Box Wireless Router uses a wireless frequency bandwidth of 20MHz. When paired
with a compatible wireless 802.11n adapter, this allows your computer to connect to the router at speeds
of up-to 144Mbps.

The router also supports speeds of up-to 300 Mbps by dual-bonding two wireless channels. You can
enable this feature from the Channel and SSID page by changing the ‘bandwidth’ setting to '20/40MHz".
To do this from a computer connected to your Bright Box Wireless Router.

1. Login to the router's admin pages. This advanced wireless section allows you tu.create multiple S
2. Click on the Advanced Set-Up tab and 116+11g mode in order to enable WEP security.

click Accept on the 'Please proceed with

caution’ page. Wireless Mode 11b+11g+11n ~
3. Click on Wireless Settings in the left Chaanol Py

hand navigation menu to expand the —

Wireless Settings menu. Extension Channel 2 -
4. Click on Channel and SSID in the left Bandwidth 20MHz )

hand navigation menu to open the page. 20MHz
5. Click on the '‘Bandwidth’ dropdown and Muitiple 551D

select '20/40MHz" No. Enable Wireless Network Naine {SSID) S
6. Click Save Settings. ‘J

Help | [ Save Settings | [ Cancel |

7. The router Wi-Fi will now be using the 20/40Mhz bandwidth for speeds up to 300Mbps.

Due to potential interference with other Wi-Fi networks, when the Bright Box is set
to 20/40MHz mode, it will automatically switch between 40 and 20 MHz modes
0 when it detects another access point operating in a neighbouring wireless channel
nearby. Due to this requirement, you may not be able to gain the full benefit of the
up to 300Mbps wireless speeds in your home if a neighbouring network is using a
similar range of wireless channels (only speeds up to 144Mbps will be achievable).

Wireless speeds will be dependent on the type of wireless adapter you are using to
connect to the router. If your adapter is an older 802.11b/g standard, you will only be

0 able to achieve speeds up to 54Mbps. Some wireless 802.11n adapters may also not
be able to achieve speeds up to 300Mbps. Please check the manufacturers website
for supported speeds or updated drivers for your device.
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How to set up multiple SSID’s (multiple wireless network names)

The Bright Box Wireless Router supports up to 3 wireless network names (SSIDs). This section shows
you how to set up an additional wireless network name with separate wireless password and home
network address.

This could be particularly useful if:

* You only want to give somebody temporary access to your home network - you can then regularly
change the password without disconnecting all of your own wireless devices.

*  You want to keep files you've shared on your home network separate from other people.

« You want to limit the amount of bandwidth a certain person (or group of people) can use on your
home network.

To set up an additional wireless network name (SSID):

1. Login to the router’s admin pages.

Maichpde S50

2. Click on the Advanced Set-Up tab and click fo.  Emable  Wiralow Notwrork Hamo (SSID|  Securiey Brosdeast S81D
Accept on the ‘Please proceed with caution’ AR D St WPA =[] Enals
page. oGz [ CuoastiViF WeR = [ Enabe

S0 wWea * I Enabls

3. Click on Wireless Settings in the left hand
navigation menu to expand the Wireless el

N M. WLAN Carnmging
Settings menu.
S5 Detliull =

4. Click Channel and SSID in the left hand sso2 A -
navigation menu to open the page 5503 Cetet =

5. In the Multiple SSID section tick the ‘enable’
option next to SSID2.

6. Enter a name for your new wireless network
in the example below we named the SSID
‘GuestWiFi'.

7. Tick the ‘Broadcast SSID' option next to
SSID2.

8. Optional - if you want keep your home
network separate to GuestWiFi, select
‘'VLANZ2' in the 'SSID2’ field under VLAN
Binding. This will prevent people connecting
to GuestWiFi from seeing computers on the
BrightBox-wrfeta network.

9. Click Save Settings.

Help| [ Save Settings | [ Cancel | U
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10. Now you will need to set a password on 4
the new SSID. Click on the WPA option
under Wireless Settings in the left hand

navigation area. Status Basic Set-Up Advanced Set-Up
11. In the ‘Multiple SSID No." dropdown, s Broadband Settings
o : WPA
select '2 s Wireless Settings

» Channel and SSID

12. In the "Wireless Password’ field, enter a WPA is a security enhancemy

. 3 WEP ; P
password for your new wireless network 2 LAN. Matching authentication
> WPA
- the password should be between 8-63 - .
2 802.1X Note: For best performance a
characters.

» Bandwidth Control

13. Click Save Settings.

Muhipls SSID Ko & ¥

14. You can now give your new wireless 608 T WPANVTAT Maed bde =
network name and password to guests. Cisteat w2t AT -
ARSI IO W Wemady Sayrannt 0 BT 1K

® Prespreass T-63 erataneen)
Tl 1 thysta)

Wonkes i Piliwoed . |

Whambann Papmand trpe

If you wish to set up one of your wireless network names in the WEP wireless
security mode you will need to set the ‘Wireless Mode' dropdown on the Channel

0 and SSID page to "11b+11g". You must then configure the WEP key/password on the
Advanced Set-Up > WEP page. With WEP security mode, you will only be able to use
the router in the slower 802.11b/g standard (speeds up to 54Mbps), regardless of
what wireless network name you are connecting to.

WEP

This page can be used to configure the WEP (Wired Equivalency Protocol) security mode settings for
your Bright Box router on any of the router SSID’s. A full description of the WEP security settings and
instructions on setting a WEP key (password) can be found on page 62.

How to set up a multiple SSID with WEP security

wireless security standard, and should only be used if a device you wish to connect to

Q Please note that WEP mode security is not as secure as the more modern WPA/WPA2
the network will only support WEP mode.
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If your wireless adapter or software doesn’t support the WPA security standard then you can set up an
additional SSID using the WEP mode by following these instructions:

1. Login to the router's admin pages.

CHANNEL AND S5

2. CI|C|’< on the Advanced set_Up tab and CIiCk 1umﬁmﬂn||mrn—;mwimw1&mhﬁuwmﬂl ‘T A T R i1 e
Accept on the '‘Please proceed with caution’ e fne | 0
page. Edterns Crasnsi :
3. Click on Wireless Settings in the left hand S
navigation menu to expand the Wireless e e T — =
Settings menu. e @ S —— S B G
4. Click Channel and SSID in the left hand e —
navigation menu to open the page R
5. Click on the ‘Wireless Mode' dropdown and :; m-
select the “11b+11g’ option. ssea vk >
6. In the Multiple SSID section tick the ‘enable’
option next to SSID2.
7. Enter a name for your new wireless network
in the example below we named the SSID
‘GuestWiFi'.
8. Click on the 'security’ dropdown and select
‘WEP".
9. Tick the '‘Broadcast SSID’' option next to
SSID2.
10. Optional - if you want keep your home
network separate to GuestWiFi, select
‘'VLANZ' in the 'SSID2’ field under
VLAN Binding. This will prevent people
connecting to GuestWiFi from seeing
computers on the home BrightBox-wrfeta
network.
11. Click Save Settings. ‘J

Help | | Save Settings _| [ Cancel |

12. Now you will need to set a password on
the new SSID. Click on the WEP option
under Wireless Settings in the left hand Status Basic Set-Up Advanced Set-
navigation area.

a Broadband Settings
s Wireless Settings
¥ Channel and SSID

WEP

WERP is the basic mechan

» WEP setup on your router and v
> WPA
3 B02.1X Note: For best performanc

3 Bandwidth Control
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13. In the 'Multiple SSID' dropdown select '2'. WEP
14 In the 'WEP l\/\Ode' SeleCt '128'b|t' WEF 15 the bas meCRINEM 18 CENEME oWl Gal3 tecutaly over the wintiess netweore. Batching sncryglion
15. In the ‘'Key Entry Method' select ‘ASCII". et L
16. Click inside the Key1 field - in the example f:::;““"“’ " e
below we used ‘examplepassi2’. -
Ky Eniry Mathad HEL # Ascy
10720 hax e for BLWERY I28-WEP
Dt Koy D |-
Pazzphioss i1-12 chaecies)
Kyl txarpeaazs 1l
Hryd EX020MS e
eyl E3000 MO X}
LT A4
(Ge] [nvirn e
17. Click Save Settings. ‘J
Help | | Save Settings | [ Cancel |

18. Refresh your computer’s wireless software - you can now connect to your new Wireless
Network Name using the Key1 password value.

WPA

This page can be used to configure the WPA (Wi-Fi Protected Access) security mode settings for
your Bright Box router on any of the router SSID’s. You can also use this page to configure advanced
WPA settings such as the cipher suite, WPA authentication type and the wireless password type
(Passphrase or Hex).

Please see how to change to wireless WPA mode on page 64 for instructions on changing to WPA
security mode.

To access the advanced WPA settings page:

1. Login to the router's admin pages.
Status Basic Set-Up Advanced Set-Up
2. Click on the Advanced Set-Up tab and

click Accept on the '‘Please proceed with

. ) @ Broadband Settings
caution’ page.

s Wireless Settings

WPA

3, Click on V.V|re.less Settings in the left » Channel and SSID WEA s a seciny sshencen
hand navigation menu to expand the $ WEP LAN. Mabching anthentication
Wireless Settings menu. 3 WPA

4. Click WPA in the left hand navigation 3 802.1X Note: For best performance a
menu. 3 Bandwidth Control
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Description of WPA settings
The following table contains a description of the settings on the advanced WPA settings page:

Section Description

This option is used to configure which of the SSID's you are applying the WPA
settings to. When you access this page, the default SSID number 1 is select.

Multiple SSID No. Select '2' or '3' to configure the other available SSID’s. Remember you will need
to enable the other SSID’s on the Channel and SSID page for the changes to have
any effect.

This option is used to configure the Wi-Fi Protected Access security type mode
for the selected SSID. By default the WPA Mode is ‘WPA/WPA2 Mixed Mode' in
order to provide maximum compatibility.

Select 'WPA' for legacy devices that do not support the newer, more secure WPA2
security mode.

WPA Mode Select 'WPAZ2' for devices that support the highly secure WPA2 mode. Note that
older devices that only support the WPA mode may not be able to connect to the
router with this setting.

Select 'WPA/WPA2 Mixed Mode' for maximum wireless compatibility. Wireless
devices supporting the highly secure WPA2 mode will connect in this mode, while
older WPA only devices will also be able to connect to the router.

This option is used to configure the type of WPA encryption used for the selected
SSID. By default the encryption type is automatically selected depending on the
WPA mode a wireless connection is established in.

Select ‘AUTO' to allow the cipher to be automatically detected when a wireless
connection is established. This will usually be AES with WPA2 and TKIP with the
WPA mode.

Select ‘AES' to force the encryption cipher to use the Advanced Encryption
Standard mode. This mode provides the maximum wireless speed and security for
wireless 802.11n connections.

Select 'TKIP’ to force the encryption cipher to use the Temporal Key Integrity
Protocol mode. This mode can be used for older wireless 802.11b/g adapters that
do not support AES mode.

Cipher Suite

This option is used to configure the WPA authentication type used to establish
a wireless connection to the router for the selected SSID. By default the
authentication type required is a wireless password.

Select ‘Wireless Password’ to authenticate using a password method. This is the
standard authentication method for most wireless adapters and devices.

Select '‘802.1X’" for authentication over 3 RADIUS server. EE Broadband does not
provide support for this option. 802.1X server settings must be configured in the
Advanced Set-Up > 802.1X page if you select this option.

Authentication

This field is used to configure the wireless password type used to establish a
connection to the router's wireless network for the selected SSID. By default the
router will use the passphrase type.

Wireless Password type Select 'Passphrase’ for the wireless password to require a8 8-62 ASCII character
value (a-z, A-Z, 0-9).

Select ‘Hex' for the wireless password to require a 64 character hexadecimal
value (A-F, 0-9).

This field is used to configure the WPA wireless password used when making a
Wireless Password wireless connection to the router for the selected SSID.
Please note that the wireless password is case sensitive.
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802.1X

802.1X is an enterprise authentication method that allows you to use an external RADIUS server for
wireless authentication using the Extensible Authentication Protocol (EAP). This setting is sometimes
known as WPA-Enterprise. EE is unable to offer 802.1X authentication, so you must provide your own
RADIUS server for this option to work.

You can configure the router for 802.1X authentication over RADIUS by access the 802.1x page in the
advanced router admin pages:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and

click Accept on the ‘Please proceed Snbin Bl Sl Aly Ao Sultlp
with caution’ page. ¥ LLuu:h:n: Si!“lrllruh 802 1%
3. Click on Wireless Settings in the left R

hand navigation menu to expand the TS gz YU L. wek e BOLE AR T8

] ) ¥ WEP used for this access point to connect to the
Wireless Settings menu. » WPA
» BOZ21X
. . BOZ 1X Hy -
4. Click 802.1x in the left hand N e Wty =
W USH File Sharng Ra-Authentication Perod apoc

navigation menu.

Description of 802.1x settings

The following table contains a description of settings on the 802.1x settings page:

Section Description

The option allows you to configure whether WPA 802.1X wireless authentication
is enabled or disabled on the router.

802.1X Authentication Select ‘Enable’ to allow 802.1X authentication over RADIUS. You will also need to
set the ‘Authentication’ setting on the WPA page to ‘802.1X' for the SSID.

Select ‘Disable’ to switch off 802.1X authentication over RADIUS.

This field allows you to configure the amount of time in seconds the 802.1X
server will reassign a session key to a connected client, requiring
re-authentication. This is 30000 seconds by default.

Setting a value of O will prevent re-authentication from occurring.

Re-Authentication Period

This field allows you to configure the amount of time in seconds that the router

Quiet Period will wait between failed authentication attempts. This is 60 seconds by default.
SemEr e This is the 802.1x authentication server type. Currently the only option is
RADIUS.
This field allows you to configure the IP address of the RADIUS authentication
Server IP

server for 802.1X. This may be an internal LAN or external Internet address.

This field allows you to configure the connection port of the RADIUS server. By

SR A default the value is 1812, and this is the usual port for a RADIUS server.

This field allows you to configure the secret key value shared between

S the RADIUS server and connecting clients.

This field allows you to configure the request identifier of the Network

NAS-ID Access Server (NAS).
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BANDWIDTH CONTROL

It is possible to control the amount of bandwidth allocated by each of the wireless network names
(SSID's) on the Bright Box router. This feature is useful if you want to control the maximum upload
and download speeds on a particular SSID - for example you may like to limit the connection speed
of a member of your family who uses SSID2 to 1000kbps (about Tmbps) on download and 512kbps on
upload.

This setting is often used in conjunction with multiple SSID’s. See how to setup multiple SSID’s on page
83 for further information.

‘QoS Module Function’ in the Advanced Set-Up > QoS page for the Bandwidth Control

Q As Bandwidth Control is a Quality of Service (QoS) feature, you must also enable the
to be applied.

To access the Bandwidth Control page:

1. LOgin to the router’s admin pages. Status Basic Set-Lip RAdhvaniced SelUp

2. Click on the Advanced Set-Up tab and click

Accept on the ‘Please proceed with caution’ e

u Wireless Sstiings
page. » Channel and SSI0

BANDWIDTH CONTROL

— You can set bandwidth hmitation for
3. Click on Wireless Settings in the left hand ¥ WEP enable QoS, navigate 1o the qos pag

navigation menu to expand the Wireless L i
Settinas menu ¥ BOZ X Bandwidch Contral
© ° ' ¥ Banchwide Canrol No. Upstream
4. Click Bandwidth Control in the left hand = ISH ko Shanng

33101 | Engkin a

navigation menu = Muhile Broadband

Description of Bandwidth Control settings

The following table describes the settings on the Bandwidth Control page:

Section Description

Check this option to enable Bandwidth Control on upstream (upload) traffic on
Upstream Enable the wireless LAN for SSID1, 2 or 3. You must also enter a value in the upstream
Kbytes/sec field to set the maximum bandwidth allowed.

This field allows you to configure the maximum wireless bandwidth value for
upstream (upload) traffic on the wireless LAN for SSID1, 2 or 3.

Upstream KBytes/sec The value is in Kilobytes per second (and not Kilobits)

1 Kilobyte per second = 8 Kilobits per second

128 Kilobytes per second = 1 Megabit per second.

Check this option to enable Bandwidth Control on downstream (download)
Downstream Enable traffic on the wireless LAN for SSID1, 2 or 3. You must also enter a value in the
downstream Kbytes/sec field to set the maximum bandwidth allowed.

This field allows you to configure the maximum wireless bandwidth value for
downstream (download) traffic on the wireless LAN for SSID1, 2 or 3.
Downstream KBytes/sec The value is in Kilobytes per second (and not Kilobits)

1 Kilobyte per second = 8 Kilobits per second

128 Kilobytes per second = 1 Megabit per second.
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How to limit the wireless bandwidth on an SSID

If you wish to limit the wireless bandwidth on a particular SSID, follow the steps below. The example
below assumes that you have already set up SSID2 in the Channel and SSID page (see how to set up
multiple SSID’s on page 83 for instructions).

—_

Login to the router’'s admin pages.

Click on the Advanced Set-Up tab and click Accept on the '‘Please proceed with caution’ page.
Click on Wireless Settings in the left hand navigation menu to expand the Wireless Settings menu.
Click Bandwidth Control in the left hand navigation menu.

In the SSID2 row check ‘Enable’ in both the ‘'upstream’ and ‘downstream’ fields.

o v &M WD

We will limit the upstream to 64 kilobytes (about 0.5 Mbps) - in the SSID2 upstream field enter a
value of 64.

7. We will limit the downstream to 128 kilobytes (about 1 Mbps) - in the SSID2 downstream field enter
a value of 128.

BANDWIDTH CONTROL

You can set bandwidth limitation for each wireless LAN. QoS must also be enabled for bandwidth
control to work. In order to enable QoS, nawvgate to the qgos page, select Enable and click the save
settings bution

Bandwidth Control

No. Upstream Downstream
55101 7] Enable 0 KBytes/sec | Enable 0 ) KBytes/sec
SSID2 Enable 64 KBytes/sec Enable 128 KBytes/sec
$SID3  [FEnable 0 KBytes/sec FlEnable 0 KBytes/sec
8. Click Save Settings. ‘J

Help | [ Save Settings | [ Cancel |

9. Now we need to enable the Quality of u USH Fife Sharing This: finctioe: allows wberd
Service function on the router for the u Mobile Broadband
Bandwidth Control to be applied. In the u DHCP QoS module function :
left hand navigation bar, click QoS. »NAT

10. Set the '‘QoS module function’ option to u Firewall
‘Enable’ and click Save Settings: ¥ Qos

3 Traffic Mapping

» Diltserv Groups
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10. Set the 'QoS module function’ option to Qas

‘Enable’ and click Save Settings.
Thin kanction allows uners to clanaify iraffc by applcations and grovides them valh difforentisiod wen

11. Now establish a connection to your SSID2 e
wireless network, and the Bandwidth oS moduls function: @ Enabla ) Disable
Control will be applied and your upload and (v [~ _save sammgn_ | |

download speeds will be limited.

To disable the Bandwidth Control, simply navigate back to the Bandwidth Control

o page, and untick the enable option for both upstream and downstream. You can also
apply Bandwidth Control to only upstream or downstream traffic on any SSID by
ticking the relevant ‘enable’ option for the SSID.

USB FILE SHARING

The Bright Box router is designed to allow ‘plug and play’ functionality for USB hard drives connected
to the router through the ‘Auto Share’ feature. The advanced USB File Sharing menu gives you extra
features such as the ability to add individual user accounts for different levels of read/write access to
the attached drive.

If ‘Auto Share' is enabled then you should configure your USB settings on the Basic
A Set-Up > USB File Sharing page. The Advanced Set-Up > USB File Sharing page should
be used to configure the manual sharing option and multiple users.

To access the advanced USB File Sharing page:
1. Login to the router’'s admin pages.

2. Click on the Advanced Set-Up tab and click
Accept on the ‘Please proceed with caution’

page.
3. Click on USB File Sharing in the left hand
navigation menu.

Status Basic Set-Up Advanced Set-Up

s Broadband Settings
3 Wireless Settings
R USH Fie Shans This feature allows you to com

¥ Mobile Broadband contents on other devices with
u DHCP features.

USB FILE SHARING
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Description of USB File Sharing settings

The table below contains a description of the settings on the USB File Sharing page:

Section Description

This option is used to configure the Auto Sharing feature of USB File Sharing. Auto
Sharing enables ‘plug and play’ of USB drives into the Bright Box.

Select ‘Enable’ to allow auto sharing of USB drives.

Select ‘Disable’ to switch off the automatic sharing of USB drives. You can still
share drives with auto sharing disabled by connecting a drive to the router and
configuring the sharing manually in the USB device section.

Auto Share

This option is used to enable or disable file sharing of the USB drive via the Samba
protocol. Samba is a cross-platform file sharing protocol supported on Windows,
Mac OS X and Linux. This option is enabled by default on the Bright Box router.
Select ‘Enable’ to enable file sharing using the Samba protocol. This setting is
recommended for all modern operating systems including Microsoft Windows, Mac
OS X and Linux.

Select ‘Disable’ to switch off file sharing using the Samba protocol. You will need to
connect to the USB drive using an alternative protocol such as FTP or NFS.

Samba Function

This field is used to configure the Windows Workgroup that the shared USB drive
belongs to. By default the workgroup associated with the USB drive is called
‘Workgroup'. This is the standard workgroup name for Windows XP (Professional),
Workgroup Name Windows Vista and Windows 7.

If you've changed your workgroup name in Windows, you may need to change the
Workgroup Name field to match your Windows workgroup in order to access the
USB drive over the network.

This field displays the user name for each user account for USB File Sharing. You
can protect access to a USB drive by requiring people to enter a username and
password when they access the drive. You can configure the user account by
clicking the Add User link.

User Name

This field displays the file permission for each user account for USB File Sharing.
You can configure the user account by clicking the Add User link.

If the field displays ‘Read & Write’, the user can both read files from and write files
to the USB drive.

If the field displays ‘Read Only' the user can open files or copy files on your USB
drive. Files cannot be deleted, modified to moved to the USB drive.

File Permissions

If 3 user account has been created via the Add User link, you can click Edit to

Configure ) .
change the user account settings or click Delete to remove the user account.
Click the Add User link to create a new user account. You will be directed to page
Add User where you can enter a User Name, Password and set File Permissions for the

account.

If 3 USB drive is connected to the router, this field will display the volume name

Volume Name . :
assigned to the drive.

If 3 USB drive is connected to the router, this field will display the file system type
of the connected drive. FAT16 or FAT32 drives will display a value of ‘FAT' while
File System NTFS drives will display a value of ‘NTFS'.

Note that Apple Mac HFS or HFS+ file systems are not currently supported by the
Bright Box router.
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Description of USB File Sharing settings (cont.)

Section Description

This field displays the total storage capacity of the connected USB drive in

Capacity Gigabytes (GB).
Free Space This field displays the amount of free storage space available on the connected
P USB drive in Gigabytes (GB).
Click Share to add the USB to the NAS Shared List. This will display a page that
will allow you to configure a Share Name and which user accounts are assigned
) to a particular shared drive.
Configure

Click Remove to delete the USB drive from file sharing configuration. Please
note that if the drive is still connected to the router, it will appear in the USB
device list again when the router is restarted.

This field displays the name of the shared drive as it appears in the Network, My
Share Name Network Places or Finder in your operating system. This value is configured when
you click Share in the USB device section.

Volume Name This field displays the volume name of the shared drive.

This field displays the user account names associated with the shared drive. You
Available Users can configure the users by clicking the Add User link. You can add users to the
shared drive by clicking the Edit link in the NAS Shared List.

Click Edit to assign user accounts to the shared drive and display the current
shared name.

Click Delete to remove the shared drive from the NAS Shared List. If you remove
the drive, it will no longer be accessible in your operating system.

Configure

How to add user account access to a USB drive

In order to create individual user accounts with different levels of read/write access for a shared USB
drive, you must configure the drive sharing manually in the Advanced Set-Up > USB File Sharing page.
This requires disabling the ‘Auto Share’ feature on the router.

To add a user account to the shared drive:

1. Login to the router’'s admin pages.
USB FILE SHARING

2. Click on the Advanced Set-Up tab and click

Accept on the 'Please proceed with caution’ This feature allows you to connect supported USB devices to your
page. contents on other devices within your network. From this page you
features.

3. Click on USB File Sharing in the left hand
navigation menu Auto Share: @ Enable ®@ Disable
4, On the ‘Auto Share' option select ‘Disable’

) ) Samba
’Ensure 'that the ‘'Samba function' is set to . @ Ehable @ Disable
Enable
6. Windows users: Ensure that the ‘Workgroup Workgroup Name Workgroup

Name' matches the workgroup name on your
network (this is usually "Workgroup").

EE Bright Box User Manual 93



7. Click Save Settings.

10.

11.

12.

13.

In the user account section, click
Add User.

On the Edit User screen enter a ‘User
Name’, '‘Password’ and select the ‘File
Permissions’ type you want to assign
the user (Read & Write or Read Only)
and click Save Settings.

In the USB device section, click Share
to display the NAS Shared list page.

Optional: Change the Share Name

for the drive (this is the name that
appears in the Network on Windows or
Mac 0S X) if you want to give it a new
name. Please ensure that the share
name doesn’t contain any spaces.

Tick the box next to the user account
you created in step 9 and click Save
Settings.

Now you can access your shared
drive on your network by selecting
the drive, and entering the user
name and password created in step 9
(screenshots below from Windows 7
and Mac 0S X 10.7).

Help | | Save Settings _| [ Cancel |

|

Uz Account

User Name File Permissions Configure
no valid usar accouwnt
Add User
USH Device

! Frae

Volume Name File System Capaciny Space

EDIT LISER

Croats 2 uner anc defina s access nghi fer USHE diak skanng Lincion

Lrsan Arif oy s

g Hars hariy

Pas s AR v
Frie Povnasans Rewd & While =

[vimi | [~ s bntiomgn . | ]

MNAS SHARED LIST

AR i narr 10 e Sharey LISH it mrel selsc) penmised Unsrs Rom i ciee B
Snarn lama- FisSharn

Woitima e URTITLED:

AT
Select Avadlable Usary

'l higah

“brighthox",

Conmect a3 || Gkt
(=) Registered User

Name: fohramit

Enter your name and password for the server

Pasywornd: Eunun"u

| Cancal

|| Remember this password in my keychain

| Cannear |
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MOBILE BROADBAND

If you have a supported mobile broadband 3G USB dongle, you can connect it to the USB socket on your
Bright Box router. This will allow you to share your 3G Internet service over your home network as an
alternative to using ADSL broadband.

The EE router can use the following 3G USB dongle models for 3G Internet sharing:
e E173

« E1752
- E1750
- E173

To enable the feature:

1. Plug the compatible mobile 3G USB
dongle into the USB port on the rear of
the router.

2. Login to the router’s admin pages. Status | Basic Set-Up Advanced Set-Up

3. Click on the Advanced Set-Up tab and
click Accept on the '‘Please proceed
with caution’ page.

4. Click on Mobile Broadband in the left
hand navigation menu.

s Broadhand Settings
¥ Wireless Settings
s USB File Sharing
 Mobile Broadband

¥.DHCP . Mobile broadband service: ¢

MOBILE BROADBANL

This page provides settings to n

5. Set the 'Mobile broadband service’
option to ‘Enable’

MOBILE BROADBAND

. . Thi prowd Ll ! bide broadband
6. If your 3G connection requires a PIN L B R N X5 NS S e SR

code to make a connection to the Mobile broadband service: ® Enable = Disable
Internet, enter the correct value in — [Tml
the ‘Current PIN Code'’ field. If your 3G . .
. s . Siatus: On
connection doesn’t require a PIN code, Signal: el
leave this value as 0000. Metwork: Orange GSM

Tims Connacted: 0.00-31

Downsiream Throughput: 436 436(KBps)
Upstream Throughput 18 58 1(KBpa)
OFTIONAL PIN CODE

Currsnt PN Cods oooo

7. Click Save Settings. ‘J
Help | | Save Settings | | Cancel |

g Please note that the Mobile Broadband feature is currently in beta so we regret we're
unable to offer further support of the broadband dongle doesn’t work.
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DHCP

This page allows you to change the router's DHCP (Dynamic Host Control Protocol) and gateway IP.
DHCP is the method that the router uses to automatically assign IP addresses to your connected
computers and devices so that they are able to access the local network and the Internet.

The page also allows you to create and configure DHCP address reservation entries that will assign the
same IP address to a computer or device every time it connects to your router.

The page includes DHCP and gateway settings for the other two virtual LAN's (VLAN's) - VLAN2 and
VLAN3, which may be useful if you've set up multiple wireless networks names (multiple SSID's) in the
Advanced Set-Up > Wireless Settings > Channel and SSID page.

If you experience problems connecting to your router after changing settings, you may
need to reset your router to factory default settings. To do this, insert a paper clip or

A pin into the reset hole on the back of the router for 6 seconds, release the button and
then wait about 5 minutes for the router to re-connect to the Internet. See how to
restore the router to factory defaults on page 137 for further information.

To access the advanced DHCP page:

1. Login to the router’'s admin pages. Bt Basic S\ Abmemite T
2. Click on the Advanced Set-Up tab and » Broadband Settings DHCP
click Accept on the ‘Please proceed 1 Wireless Settings
with caution’ page. » ISR File Sharing You can enable DHCP to dyn:
3. Click on DHCP in the left hand :'[')"H"E:'fﬂ"’“b“"d Bpsisiii chel st proiercts:
navigation menu. » NAT VLAHN Interface Default =
u Firewall

PN Cotmusrou

Description of DHCP settings

The table below contains a description of the settings on the DHCP page:

Section Description

This dropdown allows you to configure which of the Virtual LAN's you are
configuring the DHCP settings for. When you access the DHCP page, the ‘Default’
VLAN settings are visible.

Select ‘Default’ to adjust the DHCP and Gateway settings for the standard virtual
LAN. This is the VLAN that devices and computers will connect to using Ethernet
or the standard Wireless Settings on the router.

Select 'VLANZ2' or '"VLAN3' to configure the DHCP and Gateway settings for either
of the alternative virtual LAN's. These VLAN's can be used to isolate wireless
networks, and are assigned to an SSID in the Advanced Set-Up > Wireless
Settings > Channel and SSID admin page.

VLAN Interface

This field is used to configure the gateway IP address for the routers local area
network. On the default virtual LAN, this IP address is the same as you use to
login to the Bright Box admin pages, and is '192.168.1.1' by default.

Gateway Address On VLANZ2 and VLAN3, the gateway IP address is 192.168.2.1 and 192.168.3.1
respectively, but these values can be altered.

When configuring the Gateway |IP address, ensure that the IP address does not
match one of the other virtual LAN's.
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Description of DHCP settings (cont.)

Section Description

This field is used to configure the IP Subnet Mask for the router’s local area

P Subnet Mask network. By default the subnet mask is 255.255.255.0.

This option allows to you configure whether the router acts as a Dynamic Host
Control Protocol (DHCP) server — handling the IP address of connected devices or
computer automatically. This is enabled by default.

Select ‘Enable’ to use the router as a DHCP server. When a computer connects to
the router, the router assigns the local area IP addresses automatically.

Select '‘Disable’ to switch off DHCP on the router. All devices connecting to the
router must be individually configured with static IP addresses in order to access
the network and Internet.

DHCP Server

This dropdown allows you to configure the amount of time an IP address is
allocated to a connected device using DHCP. By default, the |IP address is
allocated for two days, after which time the IP address will be automatically
Lease Time renewed by the router.

You can select lease times from Ten Minutes to Two Weeks, or select the
'Forever’ option, meaning that the |IP address for a connected device will never
automatically be re-assigned by the router.

This field is used to configure the starting range of |IP addresses allocated to
Start IP connected devices via DHCP. The default starting range is ‘2’ (i.e. 192.168.1.2 for
the default VLAN).

This field is used to configure the end range of |IP addresses allocated to
End IP connected devices via DHCP. The default end range is ‘254’ (i.e. 192.168.1.254 for
the default VLAN).

This field is used to configure the domain name of your local network (if required)
Domain Name for DHCP. This value is ‘default’, and should not need to be changed for most
operating systems.

Click this link to reserve an IP address for a computer or device. Once an IP
Add Reserved IP address has been reserved for that device, every time the device connects to your
router, it will be assigned the same IP address.
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How to reserve an IP address for a computer or a device

You may wish to ensure that when a device or computer connects to your router, it is given the same

IP address each time. This is useful if you are setting up port forwarding, access control rules or a DMZ
for a particular device. For example if you want to set up a computer as a web server and require port
forwarding rules to allow this, you will need to ensure that computer has the same IP address every time it
connects to your router.

You can reserve addresses for up to 32 devices.

To reserve an IP address for a computer or device:

1. Login to the router's admin pages.

Adddiess Heservation

2. Click on the Advanced Set-Up tab and click AL e MAC Address Configura
Accept on the ‘Please proceed with caution’ T
page. At Rirsrend (P

3. Click on DHCP in the left hand navigation

menu.

4. Click on the Add Reserved IP link in the
address reservation section.

5. If the computer/device is already connected
to the Bright Box, on the DHCP client list
page, select the computer or device you
wish to permanently assign the IP address
to and click the Add link. You can identify
the computer or device by the device name, Manually Boseres
or if no device name is available, by the
MAC address of the device. In this example
we are going to reserve the IP address for
‘MyComputer’.

DHCP CLIENT LIST

Current DHCP Clisnt
1P Addresa Device Hame MAL Addiess CusFigure

192168132  MyComputer Ef-11 32 86-FA S8 A

6. If the computer/device is not currently DHCP CLIENT LIST

connected to the Bright Box, click the S e L A

Manually Reserve link. IP Asklress Device Hame MAC Addisss Canligure
7. On the Edit Reserved DHCP page the JETREY 55 N WGt b, S
current IP address of the device will be anually Reserve

displayed (or 192.168.1.100 if you chose
Manually Reserve). If you want to change
the reserved IP address, enter any number
between 2 and 254. Please note that you
cannot reserve a number that has already
been assigned to another device.

8. If you chose the Manually Reserve option,
enter the MAC Address of the device you
want to reserve and a Device Name (an

easy to remember reference for the device) BN SEERHED SR
9. In this example we will reserve the IP —a— -
. . AT Aaswny ER B2 (] D= = i
address 192.168.1.10 for a device with a e

MAC Address of E8:B2:C3:D4:E5:F6 called
‘My Laptop'.

[t} [ e g, | | |

10. Click Save Settings.
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11. Now connect your device to the Bright
Box. If your device is already connected
to the Bright Box, and you changed the IP
Address in Step 7 you will need to restart
your device to apply the changes. Next
time your computer is connected to the
router it will automatically be assigned the
IP address you have reserved.

12. If you wish at any stage to change the
IP address of, or remove the address
reservation for the device, navigate
back to the DHCP page and select the
Edit or Delete links next to the address
reservation entry.

NAT

ETNT RESERVED DHCE

F Aamwii L]
AL Aasvas EE B2 (] 0 = L2
e P Uy Laptig

[t [ e g | | |

At Resernrkon
WP Adilvien Dhrvictr Marmi MAL Rabdrims wandigure

152 1581 W0 W Compatar EB11 29 FALE = e

Network Address Translation (NAT) is the mechanism that allows your router to route incoming Internet
traffic to the correct devices on your local network using a single public IP address. NAT is enabled on

the Bright Box router by default.

The NAT page in the router allows you to enable or disable the overall NAT setting for the router. You
can also configure various NAT features such as address mapping, port forwarding, port triggers and
view the NAT mapping table by clicking on the NAT item in the left hand navigation menu.

You can configure the NAT module as follows:

1. Login to the router’s admin pages.

2. Click on the Advanced Set-Up tab and
click Accept on the 'Please proceed with
caution’ page.

3. Click on NAT in the left hand navigation
menu.

4. You can enable or disable the NAT module
on the Bright Box router by selecting the
option you want on the NAT page (in this
example, we are selecting ‘Enable’) and
pressing Save Settings.

Status Basic Set-Up Advanced Set-Up

% Broadband Settings  NAT
3 Wireless Settings

O80T Ny Network Address Translation (N

¥ Mghile Broadband or multiple public IP addresses.
u» DHCP
u NAT NAT module function: @ E

3 Address Mapping
¥ PoiiForwarding

g

MAT

it Addeeed Tianalegs (MAT) Slowd Mutighe ot B you Io08 i 1e RCOREE The IRPetral INTUGH § hgi
public P acdkdivid o malliple pulls 7 xbirrided

BRAT il Biimithosi. @ Coalle Canailins

!I-I._'.\" : s S | [ Commimt |

A Please note that disabling NAT on the router may prevent you from accessing Internet
services through your connected devices or computers, and is not recommended.

EE Bright Box User Manual




ADDRESS MAPPING

Address Mapping is a special feature that allows you to assign IP addresses in your local network to one
or more addresses in a public network like the Internet. This feature is useful if you have multiple static
global/WAN IP addresses and wish to divide local networks into different groups.

A This feature is not currently supported for EE Broadband users.

To access the Address Mapping page: !
1. Login to the router's admin pages. Status Basic Set-Up Advanced Set-Up

2. Click on the Advanced Set-Up tab and click

Accept on the ‘Please proceed with caution’ » Manihind Setings

ADDRESS MAPPING

u Wireless Settings

page.
u USB File Sharing Address Maopi
. . . . pping allows IP adq
3. Click on NAT in the left hand navigation u Mobile Broadband the public, global Internet. This
menu to expand the NAT menu items » DHCP

4. Click on Address Mapping in the left hand AT REGEESS Moppics

i i *» Address M
navigation menu. re apping

* Port Forwarding No.
> Part Triggers - ==
Global IP 0 .0

= MAT Mannina Tahia

Description of Address Mapping settings

The table below contains a description of the settings on the Address Mapping page:

Section Description

This field is the index for the address mapping entry. You can configure up to 10

Number ) .
address mapping entries.

Use this field to configure the global (WAN/Internet) IP address you wish to share

Global IP for the address mapping entry.

Use this field to configure the range of local LAN IP addresses that will share the

Virtual IP range global IP address.
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PORT FORWARDING

Port Forwarding can be used to ensure that certain types of data are sent to a specific computer,
device or server connected to your home network. This may be required if you're having problems
using a particular online game, or maybe if you're an advanced user running a web server from your
home network.

For security purposes the router will normally block incoming traffic that is not a direct response to a
request from a computer on your local network. The Port Forwarding feature will allow you to create
special exception rules that allow incoming Internet traffic of certain types (designated by Port
Numbers) to be forwarded to a particular computer on your network without being blocked by the
router.

Before setting up a Port Forwarding rule, it is @ good idea to reserve an IP address for the device you
wish to set up the rule for. You can do this in the Advanced Set-Up > DHCP admin page, under the
address reservation section. See how to reserve an IP address on page 98 for further information.

Please refer to the manual or support service of the particular application or game for information on
which ports you should be forwarding. The following table contains a list of common port forwarding
ports.

Application Protocol Port Number
Telnet TCP 23

FTP TCcP 21

SMTP TCcP 25

POP3 TCP 110

H.323 TCP 1720

SNMP UDP 161

SNMP Trap uDP 162

HTTP (Web) TCcP 80

PPTP TCP 1723

A list of port numbers can also be found at http://www.iana.org/ assignments/port-numbers.
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To access the Port Forwarding page:

1. Login to the router’s admin pages. Status Basic Set-Up Advanced Set-Up

2. Click on the Advanced Set-Up tab and click

Accept on the 'Please proceed with caution’

u Broadband Settings PORT FORWARDING

¥ Wireless Settings

page. . :
. . ) ) % USE File Sharing You can configure the router as
3. Click on NAT in the left hand navigation s Mobile Broadband your local site via public IP addr
menu to expand the NAT menu items u DHCP addresses.
o NAT
4. Click on Port Forwarding in the left hand
A g > Address Mapping No. LAN IP Address F
navigation menu =
» Port Forwarding =
»Port Triggers 1 192.168.1.

* NAT Mapping Table P
= 2 1921681,

Description of Port Forwarding settings

The table below contains a description of the settings on the Port Forwarding page:

Section Description

Number

This field is the index for the port forwarding entry. You can configure up to 20
port forwarding rules on the router.

LAN IP address

This field is used to configure the LAN IP of the device on your local network you
wish to forward the particular traffic type to.

It is recommended that you reserve an IP address on the DHCP admin page for a
particular device, as the port forwarding rule will not work if the LAN IP address

configured in this page doesn’'t match that of the device.

Protocol Type

This dropdown is used to configure the traffic protocol type that will be
forwarded to your local device.

Select ‘'TCP’ for Transmission Control Protocol traffic forwarding.

Select 'UDP’ for User Datagram Protocol traffic forwarding.

Select 'TCPE&UDP' to allow forwarding of both traffic types. Select this option if
you are unsure which type to use.

This field is used to configure the internal port that traffic will be forwarded to on
the LAN IP address for the port forwarding rule. For example, if you are running

LAN Port an FTP server on your local network, you will need to forward traffic to Port 21.
Please refer to the manual supplied with your particular software to determine
which LAN port you should be forwarding to.

This field is used to configure the external/public port that incoming traffic from

Public Port the Internet will be requesting to use.

In most cases, the public port is the same as the LAN port.
This option is used to configure whether Port Forwarding has been activated for

Enable the particular Port Forwarding entry.

Tick this box to enable the port forward rule for the entry, or untick the box to
disable the port forward rule.
Click this button to remove the particular port forwarding entry. All of the

Clean . . )
settings configured for the entry will be deleted.
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How to set up a port forwarding entry
In order to set up a port forwarding entry on the Bright Box router, follow these steps:

1. Reserve an IP address for the computer
you wish to set up port forwarding on.
You can do this in the Advanced Set-Up >
DHCP admin page. See how to reserve an IP
address on page 98 for further information.

2. Login to the router’'s admin pages.

3. Click on the Advanced Set-Up tab and click
Accept on the 'Please proceed with caution’
page.

4, Click on NAT in the left hand navigation
menu to expand the NAT menu items

5. Click on Port Forwarding in the left hand
navigation menu.

6. Enter the IP address of the computer that PORT FORWARDING
yOU reserved an address for - in the example Wi Cor Cordguts Gha SONTI B9 & AMs S8 50 T E0ie TSI BITSINNY BACACH. ATh Bu i Ve or FTF &
below this was 192.168.1.17. pdea) i ebeemtde o s i e et et
7. Select the ‘protocol type'i.e. 'TCP’, 'UDP’ or o Lot it ] e il e i -
"TCPEUDP’ - in the example below we are L . - L
using ‘'TCP’ L o — e
8. Enter the 'LAN Port’ - in the example below
we're opening port 21 for FTP.
9. Enter the 'Public Port’ - in the example
below we're opening port 21 for FTP
10. Tick the 'Enable’ option. ‘J
11. Click Save Settings. HEII:I] I Save Setlings ] [ Cancel I
12. The settings will be applied and the Port =

Forwarding entry will now be enabled on
your connected LAN device.
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PORT TRIGGERS

Port triggering is similar feature to port forwarding, although it offers a dynamic opening of specific
ports for any computer on your network (whereas port forwarding is specific to a specific device
connected to your network).

This feature is useful when multiple computers on your network need to port forward the same port
at different times, or when the incoming port is different to the outgoing port.

Some applications require multiple connections such as multiplayer gaming, video conferencing
and voice over IP phones. These application will use an outgoing ‘trigger port’, which can then
temporarily open up a range of public ports to allow incoming traffic to reach the application
correctly. When the ports are no longer used they will be automatically closed by the router.

To configure port triggering, you will need to know which incoming ports an application needs
to use and also the outgoing ‘trigger port’ that is used by the application to trigger the opening
of those incoming ports. Refer to the application manufacturers support documentation for
information on the correct ports to use.

To access the Port Triggers page:

. : Stat Basic Set.U Advanced Set-U
1. Login to the router’s admin pages. i AR SO sl
2. Click on the Advanced Set-Up tab and v Broadband Settings
click Accept on the '‘Please proceed with » Wireless Settings PORT TRIGGERS
caution’ page. : -
peg 2 USB_FI!E Sharing Some applications require m
3. Click on NAT in the left hand navigation ¥ Mobile Broadband others. These applications d«
menu to expand the NAT menu items 3 DHCP applications that require mult
u NAT Port" field, select the protocc
4. Click on Port Triggers in the left hand them for inbound traffic.

» Address iMapping

» Port Forwarding

» Port Triggers

3 NAT Mappino Table

] n L |

navigation menu. Note: The range of the Trigge

No. Trigger Port Tric

Description of Port Trigger settings

The table below contains a description of the settings on the Port Triggers page:

Section Description

This field is the index for the port trigger entry. You can configure up to 10 port

Number ) )
triggering rules on the router.

This field is used to configure the trigger port that an application uses to open
the incoming public ports.

Please refer to the instructions supplied with your software to determine which
trigger port you should be using.

Trigger Port

This dropdown is used to configure the traffic type on the trigger port.

Select 'TCP’ for Transmission Control Protocol traffic triggering

Trigger Type Select 'UDP’ for User Datagram Protocol traffic triggering.

Please refer to the instructions supplied with your software to determine which
trigger traffic type you should be using.
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Description of Port Trigger settings (cont.)

Section Description

This field is used to configure the public incoming ports that are opened when
the trigger port is activated by your software.

You can enter a single public port, multiple ports separated by a comma (,) or a
range of ports using a dash ().

Please refer to the instructions supplied with your software to determine which
public ports you should be using.

Public Port

This dropdown is used to configure the traffic type on the incoming public ports.
Select 'TCP’ for Transmission Control Protocol traffic triggering

Public Type Select 'UDP’ for User Datagram Protocol traffic triggering.

Please refer to the instructions supplied with your software to determine which
incoming public traffic type you should be using.

This option is used to configure whether a port triggering is activated for the
particular Port Forwarding entry.

Ll Tick this box to enable the port trigger rule for the entry, or untick the box to
disable the port trigger rule.
This dropdown can be used to select from a number of applications for port
triggering, allowing you to copy those application settings into a port trigger
Popular Applications entry.
Applications include Battle.net, Dialpad, ICU Il, MSN Gaming Zone, PC-to-Phone,
Quick Time 4

This button is used in conjunction with the dropdown to select which row of a
Copy To port trigger entry in the table above you want to copy the Popular Application
settings to. Click Save Settings to apply.

How to set up a port trigger rule
In order to set up a port triggers entry on the Bright Box router, follow these steps:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

Click on NAT in the left hand navigation menu to expand the NAT menu items
4. Click on Port Triggers in the left hand navigation menu.

In the ‘trigger port’ field enter the outgoing ‘trigger’ port associated with the
application. In this example we are using port 28800 for MSN Gaming Zone

6. Inthe ‘trigger type’ select either TCP or UDP for the traffic type of the trigger
port. In this example we are using UDP for MSN Gaming Zone.
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7.

10.

1.

In the ‘public port’ set the range of incoming
public ports that will be opened when the
trigger port is activated. You can enter a
single public port, multiple ports separated
by a comma (,) or a range of ports using a
dash (-). In this example we are using ports
6667,2300-2400,47624,28800,29000 for
MSN Gaming Zone.

In the 'public type’ select either TCP or UDP
for the traffic type of the incoming ports.

In this example we are using TCP for MSN
Gaming Zone.

Tick the ‘enable’ box to enable the port
triggering entry.

Click Save Settings.

The settings will be applied and the port

trigger entry will now be enabled for your
application on all devices on your network.

NAT MAPPING TABLE

The NAT mapping table page contains a list of port forwarding entries for the current router session.
These port forwarding entries could reflect those created manually in the Port Forwarding page, or
those automatically established by the UPnP (Universal Plug and Play) feature of the router.

To access the NAT Mapping Table page:

PORT THIGGERS

Some sopi sboes teume Moftge Comectond. Wch i rteeet aming woed Condenencing Inlimet fileghomy and
oty Thess appisabony dond aleays wore e Metwory Adorens Transiabon (NAT] o esabled # yoy need to run
PRI U P M TOECHITL ROy B (0T TRy BELOCEET S4T I ByRCanon @ ihe “Trges
Pt bl nabocy Thi pestr sl type @ TOF o LDF Wi afles 15 gubder et sl et T rigigee et e Py
tham b mbound frall

Nate: Tha 1eege of the Trgges Pots m e 1ia SE53E

s Trigger Pest  Trigges Type | Public Pon Pubilic Type  Enable

1 e s BEET 23002450 TR JSI-2900 - E #
= = =
Help | | Save Settings || Cancel | U

1. Login to the router’'s admin pages.

2. Click on the Advanced Set-Up tab and
click Accept on the ‘Please proceed with
caution’ page.

3. Click on NAT in the left hand navigation
menu to expand the NAT menu items

4. Click on NAT mapping table in the left
hand navigation menu.

You can refresh the NAT mapping table by
clicking the refresh button at the bottom of
the page.

Status Basic Sel-Up Advanced Set-Up

3 Broadband Settings
3 Wireless Settings

u USB File Sharing
u Mobile Broadband

NAT MAPPING TABLE

NAT mapping table displays the C

§ DHCP

u NAT Index Protocol | Local IP

3 Address Mapping

» Post Forwarding 1 udp 192.166.1.32
# Port Triggers 2 tcp 192 168.1.32
3 NAT Mapping Table

o Firewall

¥ (oS Page: 111 h

3 I b T

EE Bright Box User Manual



The table below contains a description of the fields on the NAT mapping page:

Section Description

Index This field is the index for the NAT port mapping entry.
This field is the traffic type for the NAT mapping entry. This will either be ‘TCP’
Protocol for Transmission Control Protocol entries or ‘UDP’ for User Datagram Protocol
entries.
This field is the IP address for the device on your local network which is
Local IP ) . .
associated with the NAT mapping entry.
This field is the port for the device on your local network which is associated with
Local Port )
the NAT mapping entry.
Pseudo IP This field is the translated IP address for the NAT mapping entry. This address is

usually the WAN |P address assigned to you Internet connection by your ISP.

Pseudo Port

This field is the translated port for the NAT mapping entry and will usually match
the local port number.

This field is the |P address of the remote/originating NAT mapping source on the

Peer P Internet/WAN.
This field is the port of the remote/originating NAT mapping source on the
Peer Port
Internet/WAN.
FIREWALL

The Bright Box router contains an internal firewall that is designed to protect your router and local
network from unwanted external intrusion. The firewall includes stateful packet inspection (SPI)
technology that analyses different traffic types and only allows those through that are initiated from
a device or computer on your own network.

The router firewall also includes a number of configurable features such as access control (allowing
you to block certain traffic types), MAC filter (allowing only certain devices to access the network),
URL Blocking, access control Schedule Rules, Intrusion Detection and a DMZ (De-militarized zone).

The firewall is enabled by default on the Bright Box router.
To access the firewall settings:

1. Login to the router’'s admin pages.

2. Click on the Advanced Set-Up tab and Status Basic Setln Advenced Sattp
click Accept on the 'Please proceed with

caution’ page.

s Broadband Settings FIREWALL

a1 Wireless Settings

3. Click on Firewall in the left hand navigation : :
menu E USB_F“B e This router provides firewall proi
' ¥ Mobile Broadband configure the specific settings
u DHER
u NAT Firewall features: @ Enabl
u Firewall
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You can enable or disable the NAT module on P

the Brlght BOX rOUter by seleCting the option Thna roelei pridu s drenel] ol e Foi srpesbom il meass anivilrokd B0rzs b the mbeinl you e
you want on the Firewall page and pressing canigers S s il g

Save Settings. Fiwwall bestores: | ® Eiable  © Chasbin

exceptional circumstances (such as for testing purposes). Disabling the firewall may

g Please note that disabling the firewall on the router is not recommended except in
open up the router and local network to unwanted intrusion from the Internet.

ACCESS CONTROL

The access control feature of the router’s firewall allows you to block certain types of Internet traffic
to devices or computers on your network. For example you may wish to block all POP3 and SMTP
email traffic on a particular computer.

The access control setting allows you to block traffic for individual computer IP addresses, or for a
range of IP addresses on your network. You can select from a number of pre-defined traffic types
(based on port numbers), or define your own application port or a whole range of ports to block.

If you have defined a schedule rule on the Advanced Set-Up > Firewall > Schedule Rule page, you can
also apply that to the access control rule, allowing you to block traffic only at certain days or times of
the day.

Before setting up an access control rule, it is a good idea to reserve an IP address for the device you
wish to set up the rule for. You can do this in the Advanced Set-Up > DHCP admin page, under the
address reservation section. See how to reserve an IP address on page 98 for further information.

You can create access control rules for up to 10 devices.

No access control rules are enabled by default;
however you can create rules by navigating to
the Access Control page as follows:

1. Login to the router’'s admin pages. e Basic Set-Up Advanced Set.Up

2. Click on the Advanced Set-Up tab and
click Accept on the 'Please proceed with
caution’ page.

a Broadband Settings
s Wireless Settings
s UUSB File Sharing

u Mobile Broadband
s DHCP

ACCESS CONTROL

3. Click on Firewall in the left hand navigation Access Control allows users to

menu to expand the Firewall menu

Filtering function: (0 Enab
4. Click on Access Control in the left hand u NAT |
navigation menu. w Firewall Normal Filtering Table (ug
* Access Control Rule Client PC
3 MAC Filter Description Address

» URL Blocking

3 Schedule Rule

108 EE Bright Box User Manual



Description of settings on the Access Control page

The table below contains a description of the settings on the Access Control page:

Section Description

This option is used to configure whether the access control setting is enabled or
disabled on the router.

Select ‘Enable’ to switch on access control rule blocking on the router. You will
Filtering function still need to create a device filtering rule in order for blocking to work.

Select '‘Disable’ to switch off access control rule blocking on the router. If any
device filtering rules have been created they will still appear in the filter rule
table, but will not be active.

The field is the name that you have given to the device filtering rule when you

Rule Description create the rule by clicking the Add Device Filtering Rule link.

This field displays the IP address or range of IP addresses of the device or
computer on your local network that you have applied the device filtering rule to.
You enter the address or address range by clicking the Add Device Filtering Rule
link.

Client PC IP Address

This field displays the name of the types of traffic blocking rules applied to the
devices or computers on your local network. You select the service(s) for the rule
by clicking on the Add Device Filtering Rule link.

Possible client service names include ‘http’, ‘'urlblock’, 'smtp’, ‘nntp’, ‘pop3’, ‘https’,
‘ftp’, ‘telnet’, 'h323''dns’,'snmp’,'pptp’,'I2tp’, 'tep’,'udp’ or ‘user’ (for a user defined
rule’.

Client Service

This field display the type of schedule rule applied to the device filtering rule. The
schedule rule defines the day and time a blocking rule is applied

A schedule rule can be created on the Advanced Set-Up > Firewall > Schedule
Rule page. The rule is applied on by clicking the Add Device Filtering Rule link.

By default this value will be ‘Always Blocking’, meaning that the traffic type is
always blocked, and no schedule rule has been applied.

Schedule Rule

If a device filtering rule has been created, then you can edit the rule by clicking
the Edit link. This will display the Edit Device Filtering Rule page.

You can delete a device rule by clicking the Delete link. Deleting a rule will mean
that the blocking for the rule will no longer occur.

Configure

Click this link to create a new device filtering rule for access control. This

will display the edit device filtering rule page where you can define the rule
description, client IP address range and client device service (the traffic types
that are blocked).

Add Device Filtering Rule

How to create an Access Control rule

You may wish to create an access control rule to block specific types of Internet traffic on devices or
computers on your network.

The following example will show you how to create an access control rule to block FTP and Email sending/
receiving on a connected computer.
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To create an access control rule:

1. Reserve an |IP address for the computer you
wish to set up the access control rule on.
You can do this in the Advanced Set-Up >
DHCP admin page. See how to reserve an IP

ACCESS CONTROL
Aszwan Contrsl allma upeis = dedne U el he oeimdled o acl-perreted 1o VAN et arrdcs
Finming benction: @ Esable O Dable

Mormai Fitoring Teble (g fo 10 devicm)

address on page 98 for further information. Pk Cliant PC. 19 Ered [ e
2. Click on the Advanced Set-Up tab and 8 Mitarieg rabes apocifisg
click Accept on the '‘Please proceed with el et Finti Pk

caution’ page.

. . . A (et | srem somgs ]| camcmt |

3. Click on Firewall in the left hand navigation
menu to expand the Firewall menu

4. Click on Access Control in the left hand
navigation menu.

5. Select the ‘Enable’ option on the Access
Control page and click Save Settings.

6. Click the Add Device Filtering Rule link.

Maoimal Filtering Teble (up ta 10 devicea)

Hula Clinnt PC 1P

Descrioth Add Chiwnt Servica  Schadule Rule  Configure

ne filtering niles specified

Al Divice Filiring Hule

7. On the Edit Device Filtering Rule page, enter a rule description — in this example we will enter ‘FTP
and Email’

8. Enter the IP address or range of addresses of the computer or device on your network you wish to
block traffic on. You can block access on all computers by entering '192.168.1.2 ~ 192.168.1.254'
— In this example we will block traffic on the computer 192.168.1.10 only by entering a range of
192.168.1.10 ~ 10’

9. Tick the 'blocking’ box for the client device services you wish to block. These are the traffic types
(and port numbers) that will be blocked by the access control — in this example we will select ‘File
Transfer’' for FTP and ‘E-mail Sending’ and ‘E-mail Receiving' for Email.

EDIT DEVICE FILTERING RULE

This page sfows users to define senace imitatons of chient deaces, incloding 1P address seracs type end scheduling nule crtena. For the URL blockng function, you need to configu
the URL address first on the "URL Blocking Site” page. For the schedufing fincison, you aiso nesd to configure the schedule mule frst on the "Schedule Rule” page

Rube Descrption FTP and Email
Clignt Device 1P Address’ 152 1661 10 -1

Client Device Sarvice:

Service Name Detall Description Blocking
W HTTP, TOP Part B0, 3129, 8000, 8001, BOBD 0
WAWVW wath URL Blocking HTTP {R=f URL Biocking Site Faga) F
E-mail Sanding SMTP, TCF P 35 &l

Mews Forums HNTP, TCP Pomt 118
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10. Do not change the 'Schedule Rule’
option, leave it as ‘Always Blocking' and - .
click Save Settings. Mew)| _bees buvas { Comand |

Sebrdulivgg Fube (Rl Teharlobe Bale Paga): Aty Blacks; =

11. The access control rule has now been ACCESS CONTROL
created and enabled and appears in the
filtering table.

Accens Contiol alows unars 1o difine the tiaffc Type parmatied or not-parmaied 1o WAN pat senrice
Fllseving hmetlon: @ Erabls Chzabls
12. You can delete the access control filtering
i . . Mol Filtuding Tabla (v to 10 devices)
rule at any time by clicking the delete Rule Clleni PCIP
link next to the rule in the table. You can Pescrption’ | i
. . . FiPond Emad 152 183110 L Alwmrys Block G Dieis
also change the rule description, client IP ek Bectt R B

Cliemt Service  Schedule Rule | Configum

address range or client device services by
clicking the edit link.

If you want to block a particular application that is not listed in the ‘client device
service' list, you can do this in the ‘user define service’ section on the Edit Device

0 Filtering Rule page. You can configure up to 5 different ranges of ports to be blocked
for either TCP or UDP traffic. Please refer to your software instructions or user manual
for information on the ports that are used and need to be blocked. In the example
below we have blocked port ranges 200-213 and port 1500 for TCP traffic.

User Define Sarvice
Protocol: ® TCP @ UDP
Port Range- 200 ~213 . 1500 ~ 1500 0 ~0 . 0 -0 . |0 ~0

Clear

MAC FILTER

MAC Filtering is a firewall feature that allows you to control which devices are allowed to access your
network and use your Internet connection.

You can define up to 32 separate devices in the MAC filtering table on the router — access is
configured by entering the MAC address of the computer or device into the table or you can select
from a list of devices already connected to your router.

Once a device or number of devices has been added to the table, only those devices can connect to
the router and establish a connection through to the Internet when the MAC Address Control setting
has been enabled. Any device not on the MAC filter list will be unable to connect to the router.

There are no default MAC filter rules created in the router.
To access the MAC filter page:

1. Login to the router’s admin pages. u Wireless Settings T e

3 USB File Sharing

2. Click on the Advanced Set-Up tab and click The MAC filter when enabled w

Accept on the ‘Please proceed with caution’ B HCR raheeng feature can support up to 32 de
page. u DHCP )
¥ NAT MAC Address Control: @)
3. Click on Firewall in the left hand navigation s Firewall
menu to expand the Firewall menu 3/Access Control MAC Filtering Table (up ©
» MAC Fiiter Line MAC Address

4. Click on MAC filter in the left hand ,
» URL Blocking ——i

navigation menu. - 1
» Schiwdiile Rule
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Description of MAC Filter settings

The table below contains a description of the settings on the MAC Filter page:

Section Description

This setting allows you to specify whether the MAC Address Control filter has
been switched on or off.

Select ‘Enable’ to switch on MAC address control filtering. You must also create
at least one entry in the MAC Filtering table for you to be able to enable this
MAC Address Control setting. When enabled, only those MAC addresses listed in the filtering table can
connect to the router.

Select '‘Disable’ to switch off MAC address control filtering. Entries may remain
in the MAC Filtering table, but will not be applied, and any device can connect to
the router.

Line This value is the index for the MAC Filtering table entry.

This field is used to manually enter the MAC Address of the devices that are
allowed to connect to the router. You can configure up to 32 different device
MAC Addresses.

MAC Address The MAC address is a 12-character hexadecimal code (character 0-9, A-F), and
may be found on a sticker on the body of the device you wish to connect to the
router. If the device is already connected to the router, you can select the MAC
address from the ‘DHCP Client List’ dropdown.

This dropdown allows you to select the MAC address of a device that is already
connected to the router and add it to the MAC Filtering table by using the Copy
DHCP Client List To button (after selecting an index number from the dropdown).

If you are unsure which MAC address relates to which device, the Status page will
display connected device by device name and MAC address.

How to set up a MAC filter rule

As an added security feature, you may like to enable the MAC filter on your Bright Box Wireless Router.
This means that only computers/ devices with a MAC address that you approve can use your Internet
connection.

To enable a MAC filter:

1. Login to the router’'s admin pages.
MAC FILTER
2. Click on the Advanced Set-Up tab and
Cllck.Ac'cept on the ‘Please proceed with The MAC filter when enabled will only allow those MAC addres
caution page. feature can support up to 32 devices and applies to clients
3. Click on Firewall in the left hand navigation
menu to expand the Firewall menu. MAC Address Control: '-9-." Enable ) Disable
4. Click on MAC Filter in the left hand

navigation menu.

5. On the 'MAC Address Control’ option select
‘Enable’.
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6. Enter the MAC address(s) of the
computer(s) or device(s) you wish to
allow access to.

7. The easiest way to do this is to scroll M
to the bottom of the MAC filter page,
locate your device in the 'DHCP
client list’, and select Copy To to DHCP Chient List: EB:11:3296FA58 » |[Copyln] 1 -
automatically insert the MAC address
into your chosen field.

3z

8. Alternatively, you can type the MAC
address of the computer or device that
you wish to allow access into the MAC
address field.

MAC Filtering Tobie (up to 32 devices)
Lina MAC Address

1 ES " a2 96 FA 58

2

9. Click Save Settings. ‘J
Help] { Save Setlings ] [ Cancel ]

10. The MAC Address filter will now be applied. Only the device(s) that you have added to the MAC
address filter table will be able to connect to the router.

If you have created a MAC filter rule, and can no longer connect to the router you may

A need to reset your router to factory default settings. To do this, insert a paper clip or
pin into the reset hole on the back of the router for 6 seconds, release the button and
then wait about 5 minutes for the router to re-connect to the Internet.

URL BLOCKING

The URL Blocking feature of the Bright Box router firewall allows you to restrict certain web sites
from being accessed by either all computers, or specific computers or devices on your home network.

This feature may be useful if you want to block access to particular sites, for example Facebook from
your child’s computer.

You can define a page either by a URL such as http://www.example.com or by a single keyword found
in the URL of the web page, such as ‘example’.

You can define URL Blocking rules for up to 30 web sites or keywords.
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URL Blocking is then activated by creating an access control rule on the Advanced Set-Up > Firewall
> Access Control page using the "‘WWW with URL Blocking’ service option. The rule can be applied to
an IP address of a single computer on your network or a range of |IP addresses.

Before setting up an URL Blocking rule, it is a good idea to reserve an IP address for the device you
wish to set up the rule for. You can do this in the Advanced Set-Up > DHCP admin page, under the
address reservation section. See how to reserve an IP address on page 98 for further information.

To access the URL Blocking page:

1.
2.

Login to the router’'s admin pages.

Click on the Advanced Set-Up tab and click
Accept on the 'Please proceed with caution’
page.

Click on Firewall in the left hand navigation
menu to expand the Firewall menu

Click on URL Blocking in the left hand
navigation menu.

How to create a URL Blocking rule

¥ Broaonand Semmngs
s Wireless Settings
u USB File Sharing

URL BLOCKING

You can block access to wel

¥ Mobile Broadband devices using the access cor
¥ DHCP

¥ NAT No. URL /
u Firewall

» Access Centrol Site 1

» MAC Filter ]

3 URL Blocking e 2

3 Schedule Ruls Site 3 ]

To block access to particular web sites on your computers or attached devices:

Reserve an IP address for the computer you
wish to set up the access control rule on.
You can do this in the Advanced Set-Up >
DHCP admin page. See how to reserve an IP
address on page 127 for further information.

URL BLOCKING

You can block access to web sites by entering either a f
devices using the access control feature.

No. URL / Keyword
Site 1 www.example.com
Site 2 example

2. Login to the router’s admin pages.

3. Click on the Advanced Set-Up tab and click
Accept on the '‘Please proceed with caution’
page.

4, Click on Firewall in the left hand navigation
menu to expand the Firewall menu

5. Click on URL Blocking in the left hand
navigation menu.

6. Enter the URL of the web address you wish
to block, for example - www.example.com,
or just a keyword out of the URL e.g. (you
don’t need to enter both) - example:

14
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7. Scroll to the bottom of the page and click
Save Settings. -
Help| | Save Setiings | | Cancel |

8. Now, in the left hand navigation menu -
select Access Control.

Status Basic Set-Up Advanced Set-Up

SRR e ACCESS CONTROL
a1 Wirelass SE[TII'!QS

s [JSB File Sharing
# Mobile Broadband

Access Control allows users tol

¥ DHCP Filtering function: (0 Enal

u NAT

wFirewall Normal Filcering Table (ug
3 Access Contral Rule Client PC
* MAC Filter Description Address

3 URL Blocking

9. Click the Add Device Filtering Rule link.

10. On the edit device filtering rule page, enter a rule description — in this example we will enter ‘URL
Blocking’

11. Enter the IP address or range of addresses of the computer or device on your network you wish to
block the URL on. You can block the URL on all computers by entering ‘192.168.1.2 ~ 254’ - In this
example we will block the URL on the computer 192.168.1.10 only by entering 192.168.1.10 ~ 10’

12. Tick the 'blocking’ box for the "WWW with URL Blocking’ service.

EDIT DEVICE FILTERING RULE

This page allows users to define serice limitations of client devices, including IP address, serace type and scheduling rule crtena. For
the URL blocking function, you need to configure the URL address first on the "URL Blocking Site” page. For the scheduling function, you
also nead to configure the schedule rule first an the “Schedule Rule”™ page.

Rule Description: My URL Block

Client Device |P Address: 192 168.1. 10 ~ 10

Client Device Service:

Service Name Detail Description

Www HTTP, TCP Port 80, 3128, 8000, 8001, 8080
WWW with URL Blocking HTTP (Ref. URL Blocking Site Page)

E-mail Sending SMTP, TCP Port 25
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13. Do not change the 'Schedule Rule’

option, leave it as ‘Always Blocking' and
click Save Settings.

[t [ Swwm ey | [ Camiei

14. Select the ‘Enable’ option for the
‘Filtering function’ the Access Control
page and click Save Settings.

ACCESS CONTROL

ACCous Coniol alows users 1 deing (he 1S ryps pemazed of non-permEed (6 WA pon sarace

Filinring fanction: & Ensbils Cheabie

Hmemal Filtarsng Tatsle (i ta 10 dencos)

Dﬂ.uui " Chait PCIP Addiess  Cliamt Service  Schedule Ruls  Configee
Wy UL SRock 102 188 119 T Almyys Botiong 8 [uisis

Pt Darvie F ilnring Hude

(o] [~ o Sosnan | [

15. The URL Blocking rule will now be active, and any attempt to access the URL or a URL containing
the keyword entered in step in @ web browser will prevent the page from being displayed.

i

Normal Filtering Table (up to 10 devices)

Rula
Description

My URL Bleck

Chent PC IP Address  CHemt Service

182 168 1.10 urlbdock

Schedule Rule

If you want to remove the URL Blocking rule at any time, navigate back to the Access
Control page and click the Delete link next to the URL Blocking rule:

Conflgurs

Always Biockang  Edii. Delets

Once a rule has been created, you can navigate back to the URL Blocking page and
update the URL list at any time, adding or deleting entries as you see fit.

SCHEDULE RULE

The Schedule Rule page allows you to create schedules to apply to the access control rules. This
may be useful if you wish to restrict certain types of Internet traffic at particular times of the day (or

night), for example to help protect your children online.

You can create schedule rules from Sunday — Saturday or create an ‘Every Day’ rule. For each day you
can specify a start time and end time for the rule to be applied.

When you create an access control rule, you can specify from the ‘Scheduling Rule’ dropdown which
schedule rule you want to apply. Traffic will then be blocked only for the times configured in the

schedule rule.
To access the Schedule Rule page:

» USB File Sharing
u Mobile Broadband

This page defines the schedy
associated wath it.

u» DHCP

u NAT Schedule Rule Table (ug
» Firewall Rule Name Rulg
3 Access Control

3 MAC Filter

3/URL Biocking
* Schedule Rule
¥ Intrusion Deteciion

= W FF

Add Schedule Rule

1. Login to the router’'s admin pages.

2. Click on the Advanced Set-Up tab and click
Accept on the 'Please proceed with caution’
page.

3. Click on Firewall in the left hand navigation
menu to expand the Firewall menu.

4. Click on Schedule Rule in the left hand
navigation menu.

116
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How to create a Schedule Rule for Access Control

To create a schedule rule, and apply the rule to an access control rule, follow these steps:

1. Login to the router’'s admin pages.

2. Click on the Advanced Set-Up tab and click

Accept on the ‘Please proceed with caution’ This page defines the schedule rules for time of day access. A schedule r
associated with it

SCHEDULE RULE

page.
3. Click on Firewall in the left hand navigation Schedule Rule Table (Up to 10 rubes)
menu to expand the Firewall menu. Rille Name Rule Comment

no valid schedule rule

4, Click on Schedule Rule in the left hand
navigation menu.

5. Click the Add Schedule Rule link.

Add Schedule Rule

6. Enter avalue in the ‘name’ field for the EDIT SCHEDULE RULE
schedule - this name will appearin the
‘Scheduling Rule’ dropdown on the Access Please enter times in the 24 HR clock format.
Control page when you define the access
control rule. In this example we will call the Name: Block 21-23 53

rule ‘Block 21-23.59",
Comment: Nine to Midnight

7. Enter a value in the ‘comment’ field for
the schedule. This can be any value and Artivete Time Dedod
will appear in the table on the Schedule Week Day Start Time (Hh:mm)  End Time (Hh:mm)
Rule page. In this example we will call the
comment ‘Nine to Midnight’

Every Day 21 : 00 23 : 59

8. In the ‘activate time period’ fields you can L Sunday
enter the times you want the schedule rule
to apply. You can use the ‘Every Day’ week
day to apply the schedule on every day of
the week, or specify particular days you
want the rule to apply. Please ensure that
the start time is earlier than the end time,
and 24 hour clock notation is used (8:30 for
08:30am or 17:50 for 5:50pm for example).
If you want to have the schedule apply for
the full day enter a start time of ‘0:00’ and
an end time of '23:59". In this example we
will set the start time to '21:00' (9pm) and
end at 23:59 (midnight).

9. Scroll to the bottom of the page and click ‘J

Save Settings.
Help | | Save Setiings | | Cancel |
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10. The new schedule rule will appear in the
Schedule Rule table.

Scheduin Mule Teble (up 1o 10 rubom)
Rl Masrmi Rudo Cosromessmt

Bock 17359 Fers 10 Kednagia

= AVITETES Y .'}t.'Lllllg-b
1 UUSB File Sharing
u Mobile Broadband

11. Next, click on Access Control in the
left hand navigation menu.

Access Control allows users to

¥ DHCP Filtering function:  © Enab
u NAT
w Hrewall Normal Filtering Table (ug
3 Access Control Rule Client PC
* MAC Filter Description Address
3 UR| Blocking

12. Click the Add Device Filtering Rule link. el Ftae Ttk D ko 30 S

- e Cliet Service | Schedule Ruln | Configure

Dwscription Auddrasa

Add Device Filaring Huls

nd filierhng rules spocified

13. On the Edit Device Filtering Rule page
enter a rule description — in this example
we will enter ‘All traffic’

EDIT DEVICE FILTERING RULE

14. Enter the IP address or range of
addresses of the computer or device
on your network you wish to block the
URL on. You can block the URL on all

Ruls Descoptian: FTP and Emall
Clignt Device IP Address! 152 168 1 10 - 10

Chient Device Service:

Copdenn Marnen

This page slows users to define senace mitations of client deaces. including IP address senace Typ
the URL address first on the "URL Blocking Site” page. For the scheduling fonciion. you aiso nesd to

Minen il T

computers by entering 192.168.1.2 ~
254’ - In this example we will block the
URL on the computer 192.168.1.10 only
by entering 192.168.1.10 ~ 10",

15. Select the type of traffic you want to block by ticking the ‘blocking’ box next to the service
name. You can select multiple services to block, or block custom ports in the ‘user define service’

section. In this example we will block ‘'TCP' and 'UDP’ (i.e. all traffic).

16. Click on the ‘Scheduling Rule (Ref. Schedule Rule Page)’' dropdown and select the schedule rule

you created in steps 6-8 - in this example ‘Block 21-23:59",
17. Click Save Settings.

TCP All TCP Port
upP All UDP Port
User Define Service
Protocol: @ TCP  © UDP
Port Range: 0 ~0 . 0 ~0 =0 ~0 0 ~0
0 ~0

Scheduling Rule (Ref. Schedule Rule Page): Block 21-23.59  ~

[ Save Settings | [ Cang
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19. Select the 'Enable’ option for the 'Filtering function’ the Access Control page and click
Save Settings.

ACCESS CONTROL
Access Control allows users to define the traffic type permitted or not-permitted to WAN port senice.
Filtering function: @ Erable © Disable

Normal Filtering Table (up to 10 devices)

o Client PC IP Address | Client Service | Schedule Rule | Configure
Description
All traffic 192.168.1.10 tcp,udp Block 21-23.659 Edit; Delete

Add Device Filtering Rule

@] [ Save Settings ] [ Cancel }

20.The access control rule with the schedule rule has now been created. The access
control will only be applied at the scheduled time - in this example 21:00 - 23:59 every
day of the week.

If you want to delete a schedule rule, you must first delete the associated access

0 control rule on the Access Control page. When the associated access control rule
has been deleted, you will then see a ‘Delete’ link in the Schedule Rule table in the
Schedule Rule page.

Crohsduls Huls Tabls (up o 10 mibes)

Rule Hame Rube Commeent Comifigain
Block 21-2158 Hinw to Midmght Ede. Deboty
frld Schedule Ruls

INTRUSION DETECTION

You can configure special firewall intrusion detection settings in the Intrusion Detection admin
page. The Intrusion Detection feature includes two key features. Stateful Packet Inspection (SPI) and
Hacker Prevention.

Stateful Packet Inspection (SPI) limits the access of incoming traffic. By default the SPI feature is
turned on, and all the incoming packets from the Internet will be blocked unless they are initiated
from a device or computer connected to the router. You can configure SPI settings for a number of
different traffic types and disable the SPI, allowing those types of traffic to automatically be allowed
through the router firewall.

In addition you can also configure the ‘Discard Ping to WAN Interface’ setting on this page. Usually
an ICMP ping message from the Internet to your WAN IP address would not generate 3 ping response
(and would timeout), protecting your router from being visible to potential hackers. You can disable
this setting if you wish to allow your device to respond to ICMP ping messages.

recommended for temporary diagnostic/troubleshooting purposes. Leaving any of these

g Please note that disabling the SPI or Discard Ping to WAN Interface options is only
settings disabled may make your router and local network vulnerable to attack from hackers.
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You can access the Intrusion Detection page » Broadband Settings INTRUSION DETECTION

as follows: u Wireless Settings
* USE File Sharing When the Stateful Packet Ins i
; ) ; pection
1. Login to the router’'s admin pages. « Mobiie Broadband
2. Click on the Advanced Set-Up tab and * DHCP SPI and Anti-DoS firewall protecti
click Accept on the 'Please proceed with 2 "F‘”
u Firewall Stateful Packet Inspection

caution’ page.
2. AEEEsS Contel TCP Connection

3. Click on Firewall in the left hand navigation 3 MAC Filter
menu to expand the Firewall menu. 3 URL Blocking LEE> Session
3/Schedule Rule )
4. Click on Intrusion Detection in the left A b ke
hand navigation menu. » DMZ H.323 Senice

Description of Intrusion Detection settings

The table below contains a description of the settings on the Intrusion Detection page:

Section Description

This option allows you to configure the SPI and Anti Denial of Service protection
on the router firewall. By default the SPI firewall and Anti-DoS setting is enabled
to protect your router and network

SPI and Anti-DoS firewall Select ‘Enable’ to switch on SPI (Stateful Packet Inspection) firewall and Anti
protection Denial of Service settings on the router. Selecting this option will tick all of the
individual SPI service rules.

Select ‘Disable’ to switch off the SPI and Anti Denial of Service protection on the
router. Selecting this option will untick all of the individual SPI service rules.

This option enables or disables the SPI firewall for all TCP (Transmission Control

LG el Protocol) traffic.

This option enables or disables the SPI firewall for all UDP (User Datagram

UDP Session Protocol) traffic.

This option enables or disables the SPI firewall for all FTP

FTP Servi
SR (File Transfer Protocol) traffic.

This option enables or disables the SPI firewall for all H323 traffic for

H.323 Service . . )
videoconferencing or Netmeeting.

TFTP Service This option enables or disables the SPI firewall for all TFTP (Trivial FTP) traffic.

This option enables or disables the SPI firewall for all SIP (Session Initiation

IP Servi
SRS Protocol) traffic for videoconferencing or VolIP.

This option enables or disables the SPI firewall for all RTSP (Real Time Streaming

RTSP Service Protocol) traffic.

This option enables or disables the SPI firewall for all L2TP (Layer 2 Tunnelling

L2TP Service Protocol) traffic.
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Description of Intrusion Detection settings (cont.)

Section Description

This option enables or disables the SPI firewall for all PPTP (Point to Point

HATEEEE Tunnelling Protocol) traffic.

This option enables or disables the SPI firewall for all IPSec (Internet Protocol

IPSec Service Security) traffic.

This option allows you to configure whether the router will discard ICMP ping
traffic from the WAN. This is enabled by default.

If you select ‘Disable’, then an ICMP ping response from the router will occur

if pinged from the WAN, making the WAN IP address of the router visible and

potentially vulnerable.

Discard Ping to WAN
Interface

DMZ

The Bright Box Wireless Router stops Internet traffic getting to your internal network unless traffic
is initiated by a computer or device on your network or you've set up port forwarding or port trigger
rules.

If you think your router is stopping a particular application (for example an online game or video
conferencing) from working correctly, you can temporarily add the computer or device's IP address
into the ‘Demilitarized Zone' (DMZ) as a test. This will mean that many of the router firewall features
are bypassed for this computer while the DMZ is active.

Before setting up the DMZ, it is a good idea to reserve an IP address for the device you wish to put
inside the DMZ. You can do this in the Advanced Set-Up > DHCP admin page, under the address
reservation section. See how to reserve an |IP address on page 98 for further information.

Please be aware that the DMZ should only be used for testing or diagnostic purposes,

A as it will make the computer inside the DMZ potentially vulnerable to external attack
or hacking. Use the Port Forwarding or Port Triggering functions to create specific
port rules to allow traffic through the router firewall.

To access the DMZ configuration page: ¥ Broadband Settings . DMZ
% Wireless Settings

1. Login to the router’s admin pages. _ :
u USB File Sharing

If you have a local client devig

2. Click on the Advanced Set-Up tab and s Mobile Broadband open the client up to unrestri
click Accept on the ‘Please proceed with u DHCP
caution’ page. s NAT Enable DMZ:  ©) Enable
3. Click on Firewall in the left hand navigation ¥ Firewall
menu to expand the Firewall menu. 3 Access Control No. Public IP Addr
3 MAC Filter
4. Click on DMZ in the left hand navigation » URL Blocking . 92 27 134 129
menu. » Schedule Rule —
3 Intrusion Detection = 0 i 0
3 DMZ 3 0 0 |
¥ QoS
s 1HDnD A ] n
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Description of Intrusion DMZ settings

Section Description

No. This field is the index for the router DMZ entry.

|IP address assigned to the router.
Public IP Address

Broadband users.

This field is used to configure the public (Internet) IP address of the DMZ entry.
Index number 1 cannot be configured, but will always reflect the current Internet

Index numbers 2 — 8 allow you to configure manual public IP addresses for the
DMZ. These entries must be unique, and not match another entry in the list. They
are suitable if you have multiple static IP addresses and are not supported for EE

Client IP Address outgoing traffic to be unimpeded by the firewall.

any computer you want to put in the DMZ.

This field is used to configure the IP address of the device or computer on
your local network that you are putting inside the DMZ, to allow incoming and

It is recommended that you create a reserved |IP address in the DHCP page for

How to add a computer to the De-militarized zone (DM2)

If you think your Bright Box Wireless Router is stopping a particular application from working correctly,
you can temporarily add the computer or device into the ‘Demilitarized Zone' (DMZ) as a test. While this is
safer than completely disabling your firewall, we suggest that you don’t leave your computer unprotected

in the DMZ.
To add a computer to the DMZ:

oS
u Wireless Settings
u USB File Shanng

3 Mobile Broadband

% DHCP

§ NAT

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and
click Accept on the 'Please proceed with
caution’ page.

3. Click on Firewall in the left hand navigation

DMWmZ

if you have a local client device
open the client up to unrestrict

Enable DMZ: ) Enable

menu to expand the Firewall menu.

4., Click on DMZ in the left hand navigation
menu.

3 Firewall
3 Accass Contral
3 MAC Filter

No.

1

Public IP Addre|

92 27 134 129

2 URL Blocking
» Schedule Rule
3 Intrusion Detection

3 DMZ
w Nin€

2 0 0

3 0 0

5. In the 'Enable DMZ' option, select ‘Enable’
DMWMZ

Enable DMZ:

If you have a local client device that cannot run an Internet applicat
open the client up to unrestricted two-way Internet access by defin

@ Enable

No. Public IP Address

) Disable
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6. Inthe ‘client device IP address’ field for Index 1, enter the IP address of the computer you wish to
add to the DMZ. In this example we will add 192.168.1.10

No. Public IP Address Client Device 'P Address
1 95 144 109.101 192.16€.1. 10
2 0 0 0 0 192.168.1.0
3 0 0 0 0 192 1681 0
7. Click Save Settings.
8. The co'mputer will now be in the Help] ( Save Seilings " ] ’ Cancel ] ‘J
router's DMZ.

Ensure that when you have completed any DMZ
g troubleshooting with a computer inside the :

DMZ, you disable the DMZ. You can do this by if you have a local client device that cannot run an

navigating to the DMZ page and selecting the GPMTNE CHACE U 10 MOrESIEtAC Moy SOUMIE

‘Disable’ option and clicking Save Settings. Enable DMZ: Ensbié ® Ditable

No. Public IP Address

QOS

By default all types of Internet traffic on the Bright Box router are given the same priority as any
other type. QoS, or Quality of Service is a feature of the Bright Box router that allows you to give
priority to certain types of Internet traffic for applications on your network (i.e. VolP or online gaming)
or to prioritise traffic from a particular computer or device on your home network.

To configure QoS, you must define the types of traffic that you want to prioritise, either from a pre-
defined list or custom port numbers. You can also prioritise individual devices on your network by
MAC address, IP address or by the connected Ethernet ports or wireless SSID's. Once the traffic type
is defined, you select a priority for the traffic type from Highest to Lowest. You define the traffic
types and set these priority levels on the Traffic Mapping page.

Once you have defined the traffic types and their priorities, you can then allocate a minimum
bandwidth for each priority (or differentiated service group — diffserv group) to shape how the traffic
is managed on your Internet connection. You allocate the minimum bandwidths in the Diffserv
Groups page.

You can also enable and disable the WMM (Wi-Fi Multimedia) quality of service setting, prioritising
video and voice traffic over your Wi-Fi connection.
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How to enable Quality of Service on the router

Quality of Service is disabled on the Bright Box router by default, in order to configure QoS, you first need

to enable the QoS module. To do this:

1. Login to the router’s admin pages.

2. Click on the Advanced Set-Up tab and
click Accept on the ‘Please proceed with
caution’ page.

3. Click on QoS in the left hand navigation
menu to expand the QoS menu.

4. In the '‘QoS module function’ option, select
‘Enable’ and click Save Settings.

5. The QoS module is now enabled, you can
now define the traffic types and priorities
in the Traffic Mapping page.

TRAFFIC MAPPING

Status Basic Set-Up Advanced Set-U

u Broadband Settings
u Wireless Settings
@ USB File Sharing

» Mobile Broadband
» DHCP QoS module function :

»WAT

QOS5

This function allows users t

= Firewall
w03
» Traffic Mapping

» Diffeans Cronine

Qo5

Thes unction afiows uees 1o claaady Ualic by apphcatons pnd prosded Them wilh differentiatod seraces
{iafuen)

005 meduls hunction : @ Enabla Dbl

The Traffic Mapping page is used to create rules for the different application traffic types or
connected computers on your network and then to assign each rule a level of prioritisation for traffic

shaping.

You can create a3 maximum of 16 different traffic mapping rules for Quality of Service.

To access the Traffic Mapping page:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and
click Accept on the 'Please proceed with
caution’ page.

3. Click on QoS in the left hand navigation
menu to expand the quality of service
menu.

4. Click on Traffic Mapping in the left hand
navigation menu.

Status Basic Set-Up Advanced Set-Up

s Broadband Settings
u Wireless Settings
u USB File Sharing

s Mobile Broadband
u DHCP

TRAFFIC MAPPING

Up to 16 rules can be defined

Rule Name
» NAT
u Firzwall | Default
u JoS .
+ Traffic Mapping
» Diffserv Groups | Add Traffic Class
> Witk '
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How to create a Quality of Service Traffic Mapping rule

To configure Quality of Service, you must configure the traffic mapping rule for the type of traffic, or
devices on your network you want to prioritise.

To create a Quality of Service traffic mapping rule:

1. Login to the router's admin pages.

TRAFFIC MAPPING
2. Click on the Advanced Set-Up tab and

click Accept on the ‘Please proceed with

o Up to 16 rules can be defined to classify traffic into forw
caution’ page.

3. Click on QoS in the left hand navigation
menu to expand the quality of service

menu Default Default

4. Click on Traffic Mapping in the left hand
navigation menu.

5. Click on the Add Traffic Class link. Add Traffic Class

Rule Name Traffic Type

6. On the Edit Traffic Class page, enter a
name for the traffic mapping rule you are
creating — in this example we will call it

'FTP". EDIT TRAFFIC CLASS

7. Use the 'Traffic Type' dropdown to select
either the type of application (Voice,
Online Games, Video), specific applications
(Applications), connected devices or
computer (MAC Address, |P Address, Rule Name FTP o
Incoming Port) or application ports (TCP/

UDP) you want the quality of service

setting to apply to. In this example we are
selecting a Traffic Type of ‘Applications’ Applications FTP =
and an ‘Applications’ of 'FTP'. See quality
of service traffic type descriptions on page Priority Low -
126 for a list of other traffic types.

To specify a rule first define the class by the traffic type
forwarding group this class is mapped to.

Traffic Type Applications -

8. Select the Priority you want to give to this
traffic type. There are eight priority levels
(Highest, Higher, High, Medium, Normal,
Low, Lower and Lowest) to choose from.
The traffic shaping effect of the priority
applied to each level will be configured in
the Diffserv Groups page. In this example
we will select ‘Low’.

9. Click Save Settings. ‘J

Help | | Save Settings | | Cancel |
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10. The traffic mapping rule has now been
created and will appear in the Traffic

TRAFFIC MAPPING

/\/\applng table. Up to 16 rules can be defined to classiy traffic mto forsaeding groups
11. Now you can set the traffic shaping of the Rule Nome Traffic Type Priority ' Configure
priority group in the Diffserv Groups page. FTP Applications Low Edit Dl
Datauit Dielautt Madmwm (=11}

BAdd Traffic Class

If you want to create a traffic mapping rule for a EDIT TRAFFIC CLASS
particular device on your local network rather than a " S —
R . . O SpeCity B M Lj} & LhE Cla: { 1Na IF
specific application type, select the ‘MAC Address’, ‘IP m:::.,:;gm; this cless b mp,:ﬁ;
0 Address’ or ‘Incoming Port’ options from the ‘Traffic
Type' dropdown. In the example below, the ‘High' Ruls Hame Ethernat 1
priority traffic rule would be applied to any device Traffic Type incoming Pot_»
connected to Ethernet Port 1.
Incoming Port Ethamsat Pod1 ~
Remark DSCP as = Don't Remark = (the firs

Quality of Service Traffic Type descriptions

The table below describes the traffic types available for Quality of Service traffic mapping rules in the
Edit Traffic Class page.

Section Description

Select this option to create a Quality of Service rule for voice traffic services

ice Devi
Voice Device (VolP).

Select this option to create a Quality of Service rule to priories online/multiplayer

Online Games .
game traffic.

Select this option to assign a Quality of Service rule to prioritise video traffic over

Video
the Internet.

You can select from a number of pre-configured application types for the Quality
of Service rule. such as MSN Messenger, Yahoo Messenger, Skype. FTP (File
Transfer Protocol), E-mail, SNMP (Simple Network Management Protocol), Telnet,
Applications WWW (Web traffic), VPN (Virtual Private Networks), IGMP (also known as ping)

If you select the ‘add a new application’ option, you can define three different
ranges of services ports for TCP, UDP or TCP/UDP (BOTH) traffic. Please refer to
you application instructions for the ports you should configure.

Select this option to assign a Quality of Service rule to a single MAC Address of a

MAC Address )
device or computer connected to your local network.
Select this option to assign a Quality of Service rule to a single IP address, a
range of |IP addresses or all IP addresses on your local network. You can select
IP Address

either incoming/local traffic (for a device on your network) or outgoing/remote
traffic (to a location on the Internet).
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Quality of Service Traffic Type descriptions (cont.)

Section Description

TCP/UDP

Select this option to assign a Quality of Service rule to individual ports or a range
of ports for TCP, UDP or TCP/UDP (BOTH) traffic.

Incoming Port

Select this option to assign a Quality of Service rule to traffic from a device
connected to the router either by Ethernet (Ethernet Ports 1-4) or over the
wireless LAN (SSID 1-3).

DIFFSERV GROUPS

The Diffserv Groups page is used to configure the levels of traffic prioritisation for Quality of Service
traffic shaping. Once you have defined the traffic types (or devices) you want to shape on the traffic
mapping page, you need to decide how much bandwidth you will apply to the prioritisation.

To access the Diffserv Groups page:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and click
Accept on the 'Please proceed with caution’
page.

3. Click on QoS in the left hand navigation

menu to expand the quality of service menu.

4. Click on Diffserv Groups in the left hand
navigation menu.

Status

u Broadband Settings
s Wireless Settings
u USH File Sharing
u Mobile Broadband
u DHCP
» NAT
¥ Firewall
U Qos

¥ Trafic Mapping

» Diffserv Groups

> WM
a1 UPnP
u Tools

Basic Set-Up

Advanced Set-Up

DIFFSERV GROUPS

Below shows the Diffserv forwa
allocation of each forwarding b

Maximum

Upstream 10 ME
Bandwidth

Priority Guarantee
Highest 0 %,

How to apply bandwidth prioritisation for Diffserv Groups

As you can see from the Diffserv Groups page, there are eight levels of traffic prioritisation (known as

Diffserv Groups):

* Highest
e Higher
e High

e Medium
* Normal
* Low

* Lower

* Lowest
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By default, no bandwidth minimum has been applied for any of the Diffserv Groups, meaning that
a traffic mapping rule associated with a particular level will not be shaped (and will achieve the

maximum available bandwidth available over the network).

To apply bandwidth prioritisation for any of the Diffserv Groups:

1. Login to the router’s admin pages.

2. Click on the Advanced Set-Up tab and
click Accept on the 'Please proceed with
caution’ page.

3. Click on QoS in the left hand navigation
menu to expand the quality of service
menu.

4. Click on Diffserv Groups in the left hand
navigation menu.

5. If you are using EE Fibre Broadband, set the
‘Maximum Upstream Bandwidth' value to
the correct setting for the upload speed of
your Fibre service. To help determine your
upload speed, you can run a Broadband
speedtest online. In this example we will
assume a 20 Mbps upload speed.

Please note that EE ADSL broadband users
will not need to enter a ‘Maximum Upstream
Bandwidth’, this is determined automatically.

6. Select a group you wish to apply bandwidth
shaping to, this may be one that you
had applied to a traffic mapping rule
you created on page 165 earlier.. In this
example we will update the ‘Low’ group for
the 'FTP' rule we previously created.

7. In the ‘guarantee minimal bandwidth'’ field,
enter the percentage bandwidth you want
to guarantee to the group. This means
that if you normally have 1 Mbps of uplink
transfer speed, and you set the ‘Low’ group
to 20%, then you will be guaranteed last
least 0.2 Mbps (200Kbps) transfer speeds
for any traffic mapping rule using the ‘Low’
diffserv group.

In this example we will enter ‘20" in the
‘Low’ group, to guarantee 20% of the
available bandwidth.

8. Optional: If you want to allow more
bandwidth for a traffic mapping rule if
extra bandwidth is available (for example,
if no other traffic types are using the
available bandwidth at the time), tick the
‘allow more’ box.

DIFFSERV GROUPS

Below shows the Diffserv forwarding behaviours this route

behaviour.

Maximum Upstream

Bandwidth Mbps

Pricrity Guarantee Minimal Bandwidth Allow Wore
Heghast 0 %

Haghnr 0 % B

High 0 % B

Medium [ =

Formal ] %

Lo 20 u &

Lwer o %

Lewaat ] L 0
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9. Click Save Settings. ‘J

10. The bandwidth prioritisation for the diffserv ™ Setti
S Cancel
group is now set. If you have already created ID] I Save i "] ’ i J

the traffic mapping rule on the Traffic -
Mapping page, and have enabled the Quality
of Service module on the QoS page, then
you will find that Quality of Service settings
will be applied to your selected traffic type
or device.

You may wish to configure the bandwidth for all of the Diffserv Groups, if so ensure
that the total percentage for all groups in the ‘guarantee minimal bandwidth’ column
does not exceed 100%.

WMM

WMM (Wi-Fi Multimedia) is a feature used by the Bright Box router providing Quality of Service for
multimedia applications on the router’s wireless network. This can improve performance when using
services such as voice over IP (VolP), video streaming, audio and online gaming by automatically
prioritising traffic in these categories over other traffic types.

To take full advantage of WMM, both the router and the client device or computer need to support
WMM, as do the applications making use of the video or voice traffic. If the client device does not
support WMM, traffic priority is managed with the standard ‘best effort’ method.

To enable WMM functionality on the router:

1. Login to the router’s admin pages.
Status Basic Set-Up Advanced Set-Up
2. Click on the Advanced Set-Up tab and

click Accept on the 'Please proceed with :
caution page. u Broadband Settings WI-FI MULTIMEDIA

u Wireless Settings

3. Click on QoS in the left hand navigation Ry Enable WMM support to get bd
menu to expand the quality of service  Mobile Broadband
menu. u DHCP WMM Support: @ Enable
u NAT
4, Click on WMM in the left hand navigation .
u _Flrewall
menu. S Oat

» Traffic Mapping
» Diffsew Groups
» WM

» UPnP

% Tools

5. On the 'WMM Support’ option select

. . WI-FI MULTIMEDUA (WM
‘Enable’ and click Save Settings.

Enalsa YWHIM upgeon 10 Got better qualEy for mule 251 BITRAMEE A WIeleks Naleors
W Suppor: @ Emable [hsadds

[ [ Sem rtimngn | [ Cimnce |
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6. If you have not already enabled the

Quality of Service module, you will need » Broadband Settings QOS

to do so. Click on QoS in the left hand  Wireless Settings

navigation menu. v oy This function allows users tc
u Mobile Broadband
 DHCP QoS module function :
»NAT
a Firewall
u QoS
» Traffic Mapping
3 Diffsernv Groups

7. In the '‘QoS module function’ option, select Qos
‘Enable’ and click Save Settings.

Thes kanclion aflows s To ciaasdy talic by appicatons and prosdes Them wilh dllererdistod senaces

fdifsani

005 maduls hancthon : @ Enabls Dinabils

UPNP

UPNP (Universal Plug-and-Play) is a technology that offers seamless operation of online gaming, video
messaging, and other applications that are UPnP compliant.

Applications such as online games, peer-to-peer file sharing and instant messaging require the
router’s firewall to be configured in a specific way to work correctly which normally means setting
up port forwarding or triggering manually. An application that is UPnP compliant has the ability to
communicate with the Bright Box Wireless Router, automatically configuring the router firewall and
removing the need to do this manually.

UPNP is enabled on the Bright Box Wireless Router by default meaning that UPnP compliant
applications and devices will work correctly on your home network as soon as they are connected to
the router.

UPNnP can be disabled so that connected devices and application don’'t manage their own firewall
settings. Please be aware that disabling UPnP may cause applications to stop working correctly, and
may require manually configuring firewall port rules on the Port Forwarding and Port Triggers pages.

You can enable or disable UPnP on the router by doing the following:

1. Login to the router’'s admin pages.

. Status Basic Set-Up Advanced Set-Up
2. Click on the Advanced Set-Up tab and
cI|ck.Ac'cept on the 'Please proceed with » Broadband Settings
caution’ page. : _ UPNP
¥ Wireless Settings
3. Click on UPnP in the left hand navigation » USBIFire Sharing Universal Plug and Play (UPn
menu. ¥ Mobile Broadband discover each other's presenc
u DHCP
» NAT UPnP module function:
% Firewall
» QoS
a1 UPnP
u Tools
u System
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4. On the 'UPNnP module function’ option, select the option you want, either ‘Enable’ to switch
UPNP on (this is the default setting) or ‘Disable’ to switch off UPNP - in this example we are

selecting ‘Enable’.

5. Click Save Settings.
UPNP

WP module function:: & Enabls Denabie

Unnersal Plug snd Play (UPnP) allows networked dences. such es compuisrs, prniers snd mokils deices o
discowr each ofher's presence

[Tele] [ Save Sottings | [ Cancel |

TOOLS

The Tools section contains a number of features to help manage your router. You can back up and
restore your router settings on the Configuration page. You can reboot your router on the Restart
page, restore the router to its factory settings on the Factory Default page and update the router

firmware from a file on the Firmware page.
To access the Tools features:

1. Login to the router’'s admin pages.

2. Click on the Advanced Set-Up tab and
click Accept on the '‘Please proceed with
caution’ page.

3. Click on Tools in the left hand navigation
menu.

4, Now you can select the tools features by
clicking on Configuration, Restart, Factory
Default or Firmware Upgrade in the left
hand navigation menu.

Status

s Broadband Settings
u Wireless Settings
u USB File Sharing
¥ Mobile Broadband
u DHCP

w NAT

¥ Firewall

a QoS

¥ UPnP

¥ Tools )

» Configuration

[ P gy

Basic Set-Up Advanced Set-Up

TOOLS

Please use these functions wi
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CONFIGURATION

The Bright Box router is configured for EE Broadband out of the box, however you may wish to make
changes to the router settings at any time. The Configuration page allows you to make a backup of
your router’s settings, and also restore those settings at a later time.

This is particularly useful if you've made a number of advanced settings changes (such as creating
port forwarding for online gaming) and need to return to your router to factory default settings. You
can factory reset the router and then re-apply the custom configuration changes by restoring from
the configuration file.

To access the Configuration page:

1. Login to the router's admin pages. Status Basic Set-Up Advanced Set.Uj

2. Click on the Advanced Set-Up tab and
click Accept on the 'Please proceed with
caution’ page.

s Broadband Settings
u Wireless Settings

CONFIGURATION

u USB File Sharing
3. Click on Tools in the left hand navigation  Mobile Broadband
menu to expand the Tools menu: u DHCP Use the button above o 52y
4. Click on Configuration on the left hand % NAT
menu. » Firewall Use the button above to res
u (Jos
a UPnP
¥ Tools
3 Configuration
3 Restart

How to save a copy of your router’s settings

To back up the Bright Box router configuration settings in a file that you can restore at any time,
do the following:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and
click Accept on the ‘Please proceed with
caution’ page.

3. Click on Tools in the left hand navigation GRS ELRLIEATION

menu to expand the Tools menu. Backup. |

. . . Lise the bubton sbove 19 save the rovlers cune confiquration 1o a file on your device
4. Click on Configuration on the left hand

menu. Rasior. |
Ui the bullon abave 10 restone 8 Saved conhguration Lo th router from your device

5. Click the Backup button.

6. You may be presented with an option
to save a file called ‘backup.bin’. This is
the router configuration file. Click Save
(or Save As if you want to specify a save | Open || Save {«\S' * | Cancel
location yourself). :

Do you want to open or save backup.bin from 192.168.1.17 =
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7. The configuration file will be saved to your computer. This is normally saved in your computer’s
download folder. It is recommended that you store this file in @ memorable location. By default the

file would be located in the following folders:

* On a Windows Vista/7 computer with Internet Explorer or Firefox this would be C:\Users\

[username]\Downloads.

» On a Windows XP computer with Internet Explorer 8 C:\Documents and Settings\{username]\\My

Documents.

* On Mac OS X this would be /Users/[username]/Downloads.

just ensure that you keep the .bin extension at the end of the file name in order to

9 If you want to rename the backup.bin file to something more memorable you can,

be able to restore from it later.

How to restore your router’s settings from a backup

To restore your router’s settings from a previously saved backup file (backup.bin):

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and
click Accept on the ‘Please proceed with
caution’ page.

3. Click on Tools in the left hand navigation
menu to expand the Tools menu.

4. Click on Configuration on the left hand
menu.

5. Click the Restore button.

6. Click on the Browse... button.

7. Select the location of the '‘backup.bin’ file
that you previously saved. For example, in
the ‘Downloads’ folder.

EE Bright Box User Manual

CONFIGURATION
Backug |
L=zl bytton abow 1o save the ruters cunent configuration 1o a file on your device

Rasiam. |

Use the buiton above 10 restone 8 Saved conhguration Lo the router fram your device

RESTORE

Enter the path and name of the backup file then click the apply button be
backup restoration

Browse.. |
Organce | |Open  Sharewih v  Bum  hew foider
o Faverfen Mt : [hate modidied Ty
B Boitop L backipbin WABNIESS BN
&8 Dovenloads (T Dmpbmulﬁ LIV S Apy
% Drepbos
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8. Double click the backup.bin file, and then
on the Restore page click Apply.

9. When prompted whether you want to
restore your router's settings, click OK.

10. The restoration of the router settings
from the configuration file will begin. This
process will take 99 seconds to complete.

11. The router will be automatically rebooted,
and after 99 seconds you will be returned
to the router admin page login screen. Your

router settings will now have been restored.

RESTART

RESTORE

Entef thit path and fsma of the bt ke then chci tha apply butten beiow ¥ou will be prampled ts
confurn the Backup restorabion

C Wars WilsnioneSSamaung Downioade 'caciup b ([(Miowee )

9 APE 0n BUTE O Wil 1 iRSD0ve yOuUT Monter | Letingl]

e |

dk Do not turn off your router, pleass walt untl configuration has been restored,
i Seconds refnamning

If you're having problems with your Internet connection, you may be able to fix the problem by

restarting the router from the Restart admin page.

Restarting the router from the Restart page is the same as powering the router off

and on. You may find it is more convenient to power the router off and on using the
0 power switch on the back of the router if you are nearby, or not logged into the admin

pages. However if you are away from the router (for example connected over a wireless

connection) you may find it more convenient to restart the router in the admin page.

How to restart your router

To restart the Bright Box router:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and
click Accept on the 'Please proceed with
caution’ page.

3. Click on Tools in the left hand navigation
menu to expand the Tools menu.

4. Click on Restart on the left hand menu.

Status Basic Set-Up Advanced Set-Up

w Broadband Settings
% Wireless Settings

USB File Shari
i e o

Maobil d
P B Use the button above to restart
% DHCP

u NAT

u Firewall

¥ QoS

» UPnP

3 Tools

¥ Configulation
» Restart

3 Factory Gefault

RESTART
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5. Click the Restart button.

RESTART

Use the button above to restart your router.

6. Click OK when prompted whether you 5ag€
want to restart your router.

@ Are you sure you want to restart your router?

[ ok || canca

7. The restart will begin. This process will

take 99 seconds to Complete ﬁ Do not turn off your router, please wait until router has restarted.

99 SeConds remasning

8. The router will be automatically rebooted,
and after 99 seconds you will be returned
to the router admin page login screen.

FACTORY DEFAULT

If you have changed settings in your router and this is causing problems accessing the Internet, you
may need to reset the router back to its factory settings in order to fix the problem.

There are two methods you can use to restore the router to its factory settings:

1. Reset using the Factory Default admin page.
2. Reset using the reset button on the back of the router.

Both methods will be described in this section.

Factory resetting the router will cause any custom settings that you have configured

to be removed. For example if you have changed Wi-Fi settings such as the wireless
A network name or password, or created port forwarding rule, these will be reset back

to default setting. You may wish to save a copy of your router settings before factory

resetting. See how to save a copy of your router’s settings on page 132 for instructions.

A full list of default settings for the Bright Box router can be found in
Appendix A: Router Default Settings.
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How to restore the router to factory defaults from the router admin page

To restore the router from its factory settings from the router admin page:

—_

Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and
click Accept on the '‘Please proceed with
caution’ page.

3. Click on Tools in the left hand navigation
menu to expand the Tools menu.

4. Click on Factory Default on the left hand
menu.

5. Click on the Factory Default button.

6. A warning dialog box will be displayed.
Click OK to proceed with the restoration of
factory default settings, or click Cancel if
you want to keep the current settings.

7. A'Do not turn off your router, please
wait until default configuration has
been applied’ message and timer will be
displayed for 99 seconds.

8. The router login page will be displayed
after the router has rebooted. As restoring
to factory default settings will remove
your Internet connection settings, it will
take about 5 minutes before your Internet
connection is automatically restored. If this
doesn't happen you can manually update
your broadband username and password
to make a connection to the Internet. See
how to manually update the broadband
username and password on page 46.

=y Sewmgs
= USB File Sharing

s Mobile Broadband I
u DHCP

» NAT

@ Firewall

u QoS

a2 UPnP

u Tools

Factory Default |
Use the button above to restore

3 Configuration

¥ Restart

* Factory Default

» Firmware Upgrade

w Cpeing

FACTORY DEFAULT

[ _faciory Detautt_|
Lize the button above 1o restone your router ta the onginal factory settings

WARMING: Any chenges you've made to your router will be lost. You'll
need o wait about 5 minutes before your router re-connects to the
Internet.

Ak Do not turn off your router, please wait until router has restarted.

29 SEConds remaning
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How to restore the router to factory defaults from the reset button on the router

You can restore the router to factory default settings by using the reset button on the back panel of the
router. To do this:

1. Ensure the router is plugged in and turned
on.

2. Find a thin object that will easily fit into the
Reset button hole at the back of the router.
A paper clip is ideal.

3. Insert the paper clip into the reset hole as
far as it will go and hold for 6 seconds.

4, Release the button - the WPS and LAN1-4
lights will flash and then turn off briefly.

5. The router will now restart. As restoring
to factory default settings will remove
your Internet connection settings, it will
take about 5 minutes before your Internet
connection is automatically restored. If this
doesn’t happen you can manually update
your broadband username and password
to make a connection to the Internet. See
how to manually update the broadband
username and password on page 46.

FIRMWARE UPGRADE

The router firmware (or router software) is stored on an internal flash memory chip in the Bright Box
router. It is possible to update this firmware through the Bright Box admin pages.

If we need to release an up-to-date version of firmware in this way, we may provide a firmware file
download at the page below:

www.ee.co.uk/brightbox

The firmware file will usually have a .bin file extension.
For example - '‘BrightBox_FW_V0.09.94.0006.bin’

If you have applied custom settings to the router, you should find that these are

o automatically carried across during the upgrade. However it may be possible that the
new firmware needs to change router settings, in which case you will find any further
information in the firmware release notes supplied by EE.
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How to upgrade your router with a firmware file

To upgrade the Bright Box router from a firmware file supplied by EE:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and
click Accept on the 'Please proceed with
caution’ page.

3. Click on Tools in the left hand navigation
menu to expand the Tools menu.

4. Click on Firmware Upgrade on the left hand
menu.

5. Click on the upgrade button.

6. Click on the Browse button on the
Firmware Upgrade page.

7. Navigate to the location of the router
firmware on your computer and double
click on the firmware file.

8. Click on the Begin Upgrade button on the
Firmware Upgrade page.

9. You will be prompted to confirm that
you want to continue with the firmware
upgrade. Click the OK button to confirm
you want to upgrade the router, or click
Cancel if you don’'t want to upgrade.

a2 DHCP

u NAT

» Firewall

u QoS

u UPnP

x Tools
» Configuration
» Restart
» Factory Default
» Firmware Upgrade

» System

FIRMWARE UPGRADE

[ upgrage
lse the button above to upgrade firmware to the router from your device

FIRMWARE UPGRADE

Browse (o the location of the upgrade fle. Then press the begin updrade button

File Browsa_ |
Diganue » P foldler == R
= Cocuments *  Miwe ) sty moddied Typs
J‘ g nghtBos P V0.09 540006 bin LR Q500 Bl Film
= Preves = : e -

H vieer

FIRMWARE UPGRADE
Browse 10 10 lozabon of the upgrade fe Then piess (8 begs apgrade Btion

File C pre v ioubi: ovosoads Trgiiiien_W_vius 540008, | Bee. |
[ thogin Upgrage. |
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10. A'Do not turn off router, please wait until
firmware update has completed’ message
will be displayed. The firmware upgrade
process may take up to 199 seconds.

11. The router will restart as a part of the
firmware upgrade and the router login
page will be displayed when the upgrade is
complete.

Your current router settings will normally be
carried across to the new firmware, however
it may be possible that certain settings are
changed or reset to factory defaults. If your
broadband username and password settings
are reset, it may take about 5 minutes before
your Internet connection is automatically
restored. If this doesn’t happen you can
manually update your broadband username
and password to make a connection to the
Internet. See How to manually update the
broadband username and password on page
46.

12. You can confirm that your firmware has
been successfully upgraded by logging back
into the admin pages and navigating to
the Advanced Set-Up > System page. The
‘Runtime Code Version' should now match
the version of the firmware supplied by EE.

SYSTEM

ﬁ Do not turn off your router, please wait until router has restarted,

9 Seconds remasning

SYSTEM

Runtime Code Version. w0 09 94 0006-0T (Fri Sep 21 03.00.26 2012)
Bool Coge Version. 100,70, 0007-01 [Ved Dec 14 093042 2011)
ADSL Modem Code Version: A2pD035b &3

Hardware Version. 01

Seral Num: J215095216

LAN MAC Address: 1C-C6-3C-51-67-6A

Wireless MAC Address; 1C-C6-3C-51-67-60

The System pages contain a number of additional configuration features and information pages. The
System page will display details about your router hardware and software. The Time Settings page
will allow you to set whether your router is synchronized with an Internet time server. The Password
Settings page will allow you to change the login password for the router admin pages. DDNS page
allows you to configure the router for DynDNS or TZO dynamic DNS settings. The ADSL Status page
will display information about your ADSL broadband connection and the System Log page will allow
you to view system information messages from your router.

To access the System page:
1. Login to the router’'s admin pages.

2. Click on the Advanced Set-Up tab and
click Accept on the 'Please proceed with
caution’ page.

3. Click on System in the left hand navigation
menu.
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Runtime Code Version: v0.09

SO RN Boot Code Version: v1.00 10.
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= LAN MAC Address: 1C-C6-3C
Wireless MAC Address: 1CC

» UPnP

* Tools

¥ System

» Time Seflings
> Passwaord Setlings




The System page displays additional details about your router, including hardware,
MAC address and software information.

The following table describes the information on the System page:

Section Description

Runtime Code Version

This field displays the firmware (or software) version of the Bright Box router.
This value will be updated if you upgrade the router firmware. See How to
upgrade your router with a firmware file on page 138.

Boot Code Version

This field displays the boot code version of the Bright Box router.

ADSL Modem Code
Version

This field displays the ADSL modem code version of the Bright Box router. This
version may or may not be updated if you upgrade the router firmware.

Hardware Version

This field displays the hardware version of the router. This version will not change
if you upgrade the router firmware, and relates to the physical router unit.

Serial Num

This field displays the Serial Number of the router. The serial number is also
displayed on the sticker on the bottom of the router unit.

LAN MAC Address

This field displays the 12-digit MAC address of the LAN Interface of the router.
The LAN MAC address is also displayed on the sticker on the bottom of the router
unit.

Wireless MAC Address

This field displays the 12-digit MAC address of the wireless interface of the
router.

TIME SETTINGS

Your Bright Box Wireless Router keeps time by connecting to a Network Time Protocol (NTP) server
as soon as you connect to the Internet. This allows the router to synchronize the system clock to time
settings on the Internet. This is important, as it means the logs on your router displayed in the System
Log page, and any time based scheduled rules you set up in the Schedule Rule are correct.

The synchronisation to the NTP time service is enabled by default on the Bright Box router. The
default NTP server is ntp.readytoconnect.co.uk and is synchronised to Greenwich Mean Time (GMT).

It is possible to disable the NTP time synchronisation, although this is not recommended as it will
prevent the correct time being displayed in the System Log and schedule rule not working.

To update the Automatic Time Server Maintenance setting:

1. Login to the router’'s admin pages.

2. Click on the Advanced Set-Up tab and

click Accept on the 'Please proceed with » DHCP
caution’ page. ¥ NAT (GMT}) Greenwich Mean Time
) ) ) ) u Firewall
3. Click on System in the left hand navigation % QoS Frable Astomntis Hleas Cory
menu to expand the System menu. u UPnP
4. Click on Time Settings on the left hand § T i S i hea
menu. u System
> Time Seftings NTP Server: | ntp.readytoconn

s USB File Sharing
s Mobile Broadband

Use this setting to insure the tir
correct localised time

» Password Setftings
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5. On the ‘Enable Automatic Time Server
Maintenance’ option select ‘Enable’ to
switch on time synchronisation with the
NTP server, or select '‘Disable’ to switch off
time synchronisation. In this example we'll
select ‘Enable’.

6. Click Save Settings.

TIME SETTINGS

Lize this satting to insure the tima-based chent filtering feature and system log
comect locahsed ima

Enable Automatic Time Server Maintenance : & Enable Dhsable

Help | [ Save Settings | [ Cancel | ‘J

0 Please note that it is not possible to update the Time Zone or NTP Server options, these
are fixed and optimised for EE Broadband.

PASSWORD SETTINGS

From the Password Settings page, you can change the password you use to log into the router's
admin pages. This may be for security reasons or to change it to something more memorable.

The Password Settings page can also be used to change the Idle Time Out for the admin pages. The
timeout dictates maximum time of inactivity before you are logged out of the admin pages and need

to log back in.

If you changed your password from the default and you forget your new password, you

Q can return your router to factory default settings. See How to restore the router to
factory defaults on page 137. You'll find your original password printed on the sticker
on the bottom of the router or on the 'KEEP MEE' card that came with your router.

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and
click Accept on the ‘Please proceed with
caution’ page.

3, Click on System in the left hand navigation
menu to expand the System menu.
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How to change the router’s admin password

To change the password for the router’s admin pages:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and
click Accept on the ‘Please proceed with
caution’ page.

3. Click on System in the left hand navigation
menu to expand the System menu:

4. Click on Password Settings on the left
hand menu.

5. On the Password Settings page, enter the
current password for the admin pages in

PASSWORD SETTINGS

the ‘Current Password’ field. If you are still ot 3 prerod Lo reeliict M access L the rowlet
using the password that the router was T,
sent with then this will be printed on the rr— el s L

. (ldle Timme =0 - N0 Time Owut)
sticker on the bottom of the router, or on

the 'KEEP MEE' card that was sent with the
router.

N Psswond:
SRsREAREES

) ReEnter Preswoed for Verification:
6. Enter the new password for the admin A ——

pages in the '‘New Password’ field.
The password is case sensitive, so
'‘MYPASSWORD', ‘MyPassword’ and
‘mypassword’ are all different passwords. ‘J

7. Re-enter your new password in the ‘Re- HEID] 17 Save Settings ] ’ Cancel J
enter Password for verification’ field. I

8. Click Save Settings.

9. The password change will be applied and
the router login page will be displayed Login Screen
again. Enter your new admin password
in the password field to log back into the

admin pages. The username will remain as
‘admin’ Possword: ssssssssss

Usarname: admn

Loagin | | Canced
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How to change the time out period of the admin pages

If you find that you are being timed out of the router admin pages too quickly, you can change the
minimum time before a timeout occurs, or switch off the time out altogether.

By default, you will be timed out of the router’s admin pages after 10 minutes of inactivity.

To change the time out period:

1. Login to the router’s admin pages.

2. Click on the Advanced Set-Up tab and
click Accept on the ‘Please proceed with
caution’ page.

. . o PASSWORD SETTINGS
3. Click on System in the left hand navigation

menu tO expand the System menu: Se'lnpaa!.w-urd1urﬁUItlr!muqun~en!ucccsslu1Hu mouted

4. Click on Password Settings on the left Current Pasword: idle Time Ouk 15 Min
hand menu {idle Tirme =0 - MO Tione Out)

5. On the Password Settings page enter the o :

new time out period (in minutes) in the
‘Idle Time Out’ field. You can enter a value
between O and 99. If you want to ensure
that you are never timed out of the admin

Re-Enter Password bor Werification:

pages, then set the value to O. In this
example we will change the time out period ‘J
to 15 minutes. HEID] ( Save Settings ..] ’ Cancel ]

6. Click Save Settings. -

Only one administrator can be logged into the router admin pages at any time. The
router determines the administrator by the IP address of the person logged into the
admin pages. If you want to leave the admin pages, remember to click the logout link at

A the top right hand corner of the pages. If you don’t logout, another user on a different
computer cannot login until the timeout time expires. If you have set the timeout
period too long (or set to 0) then you will need to power your router off and on to reset
access to the admin pages on another computer.

DDNS

The DDNS page allows you to configure the Dynamic DNS service for your router. Dynamic DNS is
online service that allows you to register 3 domain name and have any traffic that tries to access that
domain name be forwarded to your router’s Internet IP address. This feature is particularly handy for
EE Broadband users who will have a different Internet IP address each time the router is restarted.

By setting up a Dynamic DNS service with either DynDNS (dyndns.org) or TZO (tzo.com) and
configuring the Dynamic DNS settings in the router's DDNS page, the router will inform those services
of your current IP address and forward traffic directed to your domain — for example yourname.
dyndns.com to the router. You can couple Dynamic DNS with Port Forwarding to have traffic directed
to a web server or similar application on your local network without having to enter the Internet IP
address manually each time.
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To access the Dynamic DNS page: u Firewall

. . 5 i [

1. Login to the router’s admin pages. :SSnp My LI OFr
2. Click on the Advanced Set-Up tab and » Tools Provider DynL

click Accept on the 'Please proceed with u System Dot Naine —

caution’ page. » Time Seftings

. . - Passwiord Sett -mai .

3. Click on System in the left hand navigation :D;brj:u S Accoant f el

menu to expand the System menu: e Password f Key .
4. Click on DDNS on the left hand menu. » Sysfem Log

How to configure your router for Dynamic DNS

To configure the Bright Box router to use a dynamic DNS service:

1. Register a Dynamic DNS account at either
TZ0O.com or DynDNS.com. In the account
control panel you will want to make note of
the ‘Hostname’, ‘Username’ and '‘Password’
values.

2. Login to the router’s admin pages.

3. Click on the Advanced Set-Up tab and
click Accept on the ‘Please proceed with
caution’ page.

4, Click on System in the left hand
navigation menu to expand the System
menu:

5. Click on DDNS on the left hand menu.

6. On the 'Dynamic DNS' option, set to DDNS
‘Enable’

. . DDNS allows users 1o map a static Domain Hame to a dynamic IP address
7. Select yo.ur Dynamic DNS p.rowder .from account. password, and your static Domain Name from a DONS semce pre
the ‘Provider’ dropdown, this can either be DDKS seraces from www.dyndns org and www.1zo.com

DynDNS.org or TZO.com.

8. Enter the host/domain-name for your
service In the 'Domain Name' field, this
usually looks like yourname.dyndns.org or Prowdar DynDNS.org
myaccount.tzo.com or similar.

Dynamic DNS @ Enable ) Disable

Domain Name myrouter dyndns. org

9. Enter your account name for your service
in the ‘Account / E-mail’ field. This is the
name you use to login to your Dynamic Password / Key ssssssssans
DNS account online.

Account [ E-mail mydnssenace

10. Enter your password for your service in the
‘Password / Key’ field. This is the password
you use to login to your Dynamic DNS
account online

144 EE Bright Box User Manual



11. Click Save Settings.

12. Your Dynamic DNS host will now be
configured with your current Internet IP
address, and this will be updated every
time you are assigned a new |P address by
EE Broadband (usually when you restart
the router).

Help | [ Save Settings | [ Cancel | ‘J

For security purposes the Bright Box router does not allow you to remotely login to the
o admin pages over the Internet, either directly through the router IP address or over a
Dynamic DNS service. You can use Dynamic DNS to access applications such a web

server on your local network in conjunction with Port Forwarding.

ADSL STATUS

You can see information on your current EE ADSL connection in the ADSL Status page. The
page displays information such as the status of your link and operation mode, along with line
synchronisation speeds, noise margins, line attenuation and error correction statistics.

This information might be useful in diagnosis of ADSL line connection issues, and could be requested

by an EE support agent.

o For EE Fibre broadband, the ADSL Status page will not display line statistics and the

‘Line Status’ will appear as 'IDLE’.

To access the ADSL line status for your ADSL
broadband connection:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and
click Accept on the 'Please proceed with
caution’ page.

3. Click on System in the left hand navigation
menu to expand the System menu.

4. Click on ADSL Status on the left hand
menu.

o NAT

§ Firewall

u QoS

s UPnP

¥ Tools

A System

3 Time Seftings
3 Passwerd Seftings
3»'DDNS

* ADSL Status
» System Log

Confi
Line Status -
Link Type -
Operation Mode Auton

Data Rate Information
Stream Type

Upstream

Downstream
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The following table describes the information displayed on the ADSL Status page:

Section Description

This is the current synchronisation status of your ADSL connection.

The value will display ‘IDLE’ if your ADSL connection is unable to synchronise with
broadband exchange or you are using the EE Fibre broadband service.

The value will display ‘TRAINING' if your ADSL connection is currently in the
process of synchronising with the broadband exchange.

The value will display ‘'SHOWTIME' if your ADSL link has been successfully
established with the exchange.

The ‘configured’ column for the Link Status will always display ‘—'.

Link Status

This is the type of ADSL link established with the broadband exchange.

The value will display either ‘Interleaved Path' or ‘Fast Path’

Link Type The ‘configured’ column for the Link Status will always display ‘—'.

If the ‘current’ column displays ‘—' then no ADSL link has been achieved, and may
indicate a problem with your ADSL line.

This value is the ADSL operating mode as synchronised with the broadband

exchange.
The value will display ‘G992.5(ADSL2+)’ for ADSL2+ (up to 24Mbps) or ‘G.992.1
Operation Mode (G.DMT)’ for IPStream (up to 8Mbps) on EE Broadband

The ‘configured’ operation mode will always display ‘Automatic’.
If the ‘current’ column displays ‘—' then no ADSL link has been achieved, and may
indicate a problem with your ADSL line.

This value is the Upstream (Upload) ADSL data rate in Kilobytes per seconds
(Kbps.)

Upstream Data Rate Please note that this is the rate synchronised with the broadband exchange -
your actual Internet upload speeds may be lower than this value depending on
the service you are using.

This value is the Downstream (Download) ADSL data rate in Kilobytes per seconds
(Kbps.)

Downstream Data Rate Please note that this is the rate negotiated with the broadband exchange - your
actual Internet download speeds may be lower than this value depending on the
service you are using.

These values are the upstream and downstream Signal to Noise Margin
(sometimes known as an SNR) on your ADSL line.

This is the ratio between the strength of the signal and the background noise on
the line expressed in decibels.

Noise Margin

These values are the count of Forward Error Correction (FEC) detected on the

CCalss IR ADSL line with a Fast Path link.

These values are the near end (from router) and far end (from exchange) power
Output Power levels output between your router and broadband exchange.
The output power will increase the further you are from your exchange.

These values are the count of Forward Error Correction (FEC) detected on the

FEls (FELN (RES CCRITERR || s oo ey e (=l (PR (1%
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Section Description

Interleaved Path FEC These values are the count of Forward Error Correction (FEC) detected on the
Correction ADSL line with an Interleaved Path link.

These values are the count of Cyclic Redundancy Check (CRC) errors detected on
Fast Path CRC Error the ADSL line with a Fast Path link. The values represent a re-sent packet due to
corruption and may indicate noise on the line.

These values are the count of Cyclic Redundancy Check (CRC) errors detected on
the ADSL line with an Interleaved Path link. The values represent a re-sent packet
due to corruption and may indicate noise on the line.

Interleaved Path CRC
Error

These values are the count of events where a temporary loss of signal between
Loss of Signal Defect the exchange and the router has been recorded, but the ADSL connection has
not been lost.

These values are the count of Header Error Check (HEC) errors detected on

the ADSL line with a Fast Path link. This is a count of the errors on an ATM cell
header. A high number of HEC errors in a short time period may cause throughput
to slow down.

Fast Path HEC Error

These values are the count of Header Error Check (HEC) errors detected on
Interleaved Path HEC the ADSL line with an Interleaved Path link. This is a count of the errors on an
Error ATM cell header. A high number of HEC errors in a short time period may cause
throughput to slow down.

These values are the count of the number of seconds where at least one error has

Sk been detected over the ADSL line.

SYSTEM LOG

The System Log shows a list of important events that have occurred since your router was last
powered on or restarted. The log can be used to troubleshoot issues with your broadband connection,
and can also be saved to a text file for later diagnostics.

The log is displayed in descending order by time (most recent events first).
To access the System Log:

1. Login to the router's admin pages. ¥ USB Hile Sharing This page shows various systel|
. u Mobile Broadband

2. Click on the Advanced Set-Up tab and - i
click Accept on the ‘Please proceed with « NAT Mon Det 15 17-05-24 2012
caution’ page. < livasl Mon Oct 15 16:59:43 2012 a
3. Click on System in the left hand navigation % QoS Mo Qct 15°96:45:58 2012 &
menu to expand the System menu: u UPnP o Oet #F10AL 8 0B
' » Tools Mon Oct 15 16:42:39 2012 P

4. Click on System Log on the left hand menu. Syt Mon Oct 15 16:42:39 2012 P

Maon Oct 15 16:42:39 2012 P
Mon Oct 15 16:42:39 2012 P
Mon Oct 15 16:42:39 2012 P

3 BUNS G gai gt dguies Asiasiies
» ADSL Status

» System Log

» Time Settings
» Password Seftings
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Description of System Log entries

The following table contains a description of the entries that may appear in the Bright Box System Log:

Section Description

WAN link up (ADSL)

The router ADSL connection has synchronised with the broadband exchange.

WAN link down (ADSL)

The router ADSL connection has lost its link with the exchange after previously
being connected. May indicate a problem with the broadband line.

PPP: Starting daemon

The PPP (Point-to-Point Protocol) software has started up.

PPP: Stopped daemon

The PPP (Point-to-Point Protocol) software has stopped. You can restart the
daemon by clicking the Connect button on the Advanced Set-up > Broadband
settings page (see page 78).

PPP: LCP/IPCP sending/
received CONFREQ

The Point-to-Point Protocol has sent or received a Configure-Request message.

PPP: LCP/IPCP sending/
received CONFACK

The Point-to-Point Protocol has sent or received a Configure-ACK (Acknowledge)
message.

PPP: LCP/IPCP sending/
received CONFNAK

The Point-to-Point Protocol has sent or received a Configure-NAK (Negative
Acknowledge) message.

PPP: LCP/IPCP sending/
received CONFREJ

The Point-to-Point Protocol has sent or received a Configure-Reject message.

PPP: LCP/IPCP sending/
received TERMREQ

The Point-to-Point Protocol has initiated a request to terminate the PPP
connection.

PPP: LCP/IPCP sending/
received TERMACK

The Point-to-Point Protocol has responded to the TERMREQ with an
acknowledgement to close the PPP connection.

PPP connection up (VC1)

A connection to the Internet has been established using Point-to-Point Protocol.

PPP connection down
(vec)

A previous connection to the Internet has been lost over Point-to-Point Protocol.

PPP: LCP up

Link Control Protocol is up.

PPP: LCP down

Link Control Protocol is down and the Internet connection has been lost. May
indicate a problem with the broadband line, or an incorrect broadband username
and password.

PPP: IPCP up

Internet Protocol Control Protocol is up

PPP: IPCP down

Internet Protocol Control Protocol is down. May indicate a problem with the
broadband line, or an incorrect broadband username and password.

PPP: CHAP authentication
succeeded

Broadband authentication has been successful.

PPP: CHAP authentication
failed

Broadband authentication has failed, check to see whether the broadband
username and password are correct.
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Description of System Log entries (cont.)

Section Description

PPP: CHAP not supported

Challenge Handshake Authentication Protocol is not supported on this broadband
connection. Check that you are using the correct authentication protocol for your
broadband line.

PPP: PAP not supported

Password Authentication Protocol is not supported on this broadband
connection. Check that you are using the correct authentication protocol for your
broadband line.

Possible DoS attack
detected from

[IP Address] [MAC
Address]

The router has detected a Denial of Service attack from the listed IP and MAC
Address.

A Denial of Service attack may be triggered by the following events - Zero Length
IP, Ping of Death, IP Spoofing, Smurf Attack, Snork Attack, UDP Port Loopback

or Port Scanning (with invalid TCP flags or more than 20 TCP connections in 4
seconds).

admin login success from
[IP Address]

A login to the router admin pages has been successful by the listed IP address.

admin login duplicate
from [IP Address]

The listed IP address has attempted to login to the router admin pages when
somebody else is already logged in.

admin login error from
[IP Address]

A login to the router admin pages has not been successful, an incorrect username
and/or password has been entered by the listed IP address.

admin timeout from
[IP Address]

An idle timeout on the admin pages has occurred for the listed IP address.

admin logout from
[IP Address]

The listed IP address has logged out of the router admin pages.
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The following section contains troubleshooting tips for various issues you may encounter when
using your Bright Box Wireless Router. For further assistance, EE Broadband customers may call
us on 0844 873 8586.

Unable to display the router admin pages using 192.168.1.1

First check to see whether your computer has a connection to the Bright Box router. Open a web browser
and attempt to access the router admin pages by entering 192.168.1.1 in the browser address bar. If you're
unable to log in to the router admin pages in your web browser on 192.168.1.1, check the following:

* First check that the router is powered on
and the Power light is lit.

* If you're connected to the router using an
Ethernet cable, check that the Ethernet
cable is correctly plugged into one of the
router's LAN ports, and into the Ethernet
plug on your computer. The LAN light
for the connected port on the front of
the router should be lit. See Chapter 3:
Installation for more information on setting
up your Bright Box.

*  Microsoft Windows: If you're connected
to the router using a wireless or

. r — B
Ethernet connection, check the Network W&M ]
Connection Details screen and verify
that DHCP Enabled is 'Yes’, IPv4 Address Network Connection Details:
is '192.168.1.x’ (x representing a number ‘| | Propery Value
between 2 and 254), IPv4 Subnet Mask is Connection-specific DN._.  defautt
'255.255.255.0', IPv4 Default Gateway is Description Generic Marvell Yukon 88E8040 PCI-E F:
192.168.1.1°, DHCP Server is '192.168.1.1’ Physical Address E8-11-32-96-FA-58
and DNS Server is “192.168.1.1° DHCP Enabled Yes
| IPv4 Address 192.168.1.64
* Apple Mac OS X: You can check the |Pvd Subnet Mask 255.255.255.0
network settings in Network Preferences Lease Obtained 18 October 2012 13:13:27
> Advanced... > TCP/IP. Configure IPv4 Lease Expires 20 October 2012 15:28:39
should read ‘Using DHCP’, 'IPv4 Address’ Pvé Default Gateway 15276811
| IPv4 DHCP Server 192.168.1.1

is '192.168.1.x’ (x representing a number
between 2 and 254), ‘Subnet Mask’ is
‘255.255.255.0’, Router is 192.168.1.71".

IPv4 DNS Server 152.168.1.1

IPvd WINS Server

NetBIOS over Tepip En...  Yes

Linkdocal IPv6 Address fe80::d4d6:d483b4a9c345% 11
|PvE Default Gateway

IPvE DNS Server fe80::5a98: 35 fe9%e 9772711

| m | ¢
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If the 'DHCP Enabled’ value displays ‘No’ ann Merwark

(or '‘Configure IPv4' isn't 'Using DHCP’ Q‘-* E i

on a Mac) then your computer might be
using a static IP address rather than DHCP.

Change your network settings to ‘Obtain i e
an IP Address Automatically’ (on Windows) o US8:Se. ntoler 2 s e e
or 'Using DHCP' on Mac OS X. e
iy 3 Configure IPvé [ Using BHCP ik
If the 'DHCP Enabled’ value displays ‘No’ K P Address: 192.158.0.10
(or 'Configure IPv4' isn't ‘Using DHCP’ @ wor Commes : Subnet Mask: 255.255.255.0
on a Mac) then your computer might be o M-A = PR
using a static IP address rather than DHCP. ¢y Bustooth PAN @ DNS Server: 19716811
Change your network settings to ‘Obtain Search Damaing; dnlauls

an IP Address Automatically’ (on Windows)
or 'Using DHCP' on Mac OS X.

If the IPv4 Address displays 169.254.x.x then your computer has had trouble communicating with
the router’'s DHCP server — reboot your computer and restart the router before trying again.

If you're connecting to the router over a wireless connection, try connecting to the router with
the black Ethernet cable supplied with the Bright Box.

Close your browser window and re-open the browser, attempt to access 192.168.1.1 again.

If you have previously used another router prior to the Bright Box, clear your browser’s temporary
Internet files, cookies and cache and try to log in to 192.168.1.1 again.

Check that your web browser isn't configured to establish a dial-up connection. In Internet
Explorer you can find this setting in Internet Options and clicking the Connections tab. Internet
Explorer should be set to ‘Never Dial a Connection’ (or this option should be greyed out).

Check that your web browser isn't configured to use a Proxy Server. In Internet Explorer you can
find this setting in Internet Options and clicking on the Connections tab. Click on LAN Settings
and ensure that the ‘Use a Proxy Server... box is unticked and that ‘Automatically detect settings’
is ticked.

Unable to connect to the Internet

If you are able to access the router admin pages, but cannot get a connection through to the Internet then
either there is a problem with your broadband line, or your router is not correctly configured to connect to
EE Broadband. See Chapter 3: Installation for more information on setting up your Bright Box.

For ADSL Broadband: Check that one end of your grey broadband cable is connected to the DSL
port at the back of the router.

For ADSL Broadband: Check that the other end of your grey broadband cable is connected to the
DSL port on your microfilter.

For ADSL Broadband: Check that your microfilter is connected to your telephone socket, ideally the
master socket in your house.

For ADSL Broadband: Check that all of the telephone sockets in your house have an ADSL
microfilter connected to them.

For Fibre broadband: Check that the Ethernet cable is connected between the WAN port on the
Bright Box and the LAN 1 port on the modem.

For Fibre broadband: Check that the Fibre broadband modem is powered on.

Check that your EE ADSL or Fibre broadband service is up and running - you should have received a
text and email when it is (this can take up to 10 working days from the date you placed your order).
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Check that the Broadband light on the front of your router is solid green. This indicates that
your router has synchronised with the EE broadband service. If the Broadband light is not lit or
is flashing continuously, and all of the above checks have been undertaken then there may be a

fault on your broadband line. Please contact EE Broadband support.

For ADSL Broadband: You can also check
the status of your ADSL connection by
logging into the router admin pages on
192.168.1.1 and navigating to the Status
page. If the ‘Broadband State’ reads
‘Disconnected’ then there may be a fault
on your broadband line. Please contact EE
Broadband support.

Log in to the admin pages in your browser
on 192.168.1.1 and navigate to the Status
page. If the Broadband State is ‘Connected’
but the Internet State is ‘Disconnected’ (and
the Internet IP Address is '0.0.0.0") then you

INTERNET

Broadband Type: ADSL
Broadband State: Disconnected
Intermet State: Lisconnected
Time Connected: ———
Downstream Rate: Okbps
Upstream Rate: (kbps

Intemet |P Address: 0.0.0.0

INTERNET

Broadband Type: ADSL
Broadband State: Connected
Internet State: Disconnected

: Time Connected: —:——
may have incorrect broadband username or
asi,wor J Downstream Rate: 5760kbps
P ' Upstream Rate: 448kbps

Internet IP Address: 0.0.0.0

* Navigate to the Basic Set-Up > Broadband Settings page and check that the ‘Broadband Username’
and '‘Broadband Password’ fields contain the correct credentials for your EE Broadband service.
If either of these values are wrong, update them with the correct details and click Save Settings.
Navigate back to the Status page and check to see if the ‘Internet State’ displays ‘Connected’ and
an ‘'Internet IP Address’ is visible. If so, try to display a page in your web browser.

* If your Broadband username and password are correct, check the other settings on the Basic Set-Up
> Broadband Settings page. For EE Broadband they should be as follows:

Broadband Type is ‘ADSL (for ADSL broadband) or ‘Fibre/Ethernet’ (for Fibre broadband)

Protocol is ‘PPPoA’ (for ADSL broadband) or ‘PPPoE’ (for Fibre broadband)

VPI/VCl is ‘0/38' (for ADSL broadband only)

Encapsulation is 'VC MUX' (for ADSL broadband only)

Internet IP Address is '‘Dynamic’

DNS IP Address is ‘Obtain from ISP’

MTU is 11492

O O O o o o o

* Make any necessary changes and click Save Settings to apply. Navigate back to the Status page and
check to see if the ‘Internet State’ displays ‘Connected’ and an ‘Internet |IP Address'’ is visible. If so,
try to display a page in your web browser.

* Check that any firewall or anti-virus software isn’t blocking your Internet connection on your local
computer. Temporarily disable your firewall or anti-virus software to see if this makes a difference.
Remember to re-enable the software after you have tested this, otherwise you may leave your
computer vulnerable.

* If none of the above works, you may wish to restore your Bright Box router to factory default
settings. To do this, use a paper clip of similar object and hold down the reset button on the back
of the router for about 6 seconds before releasing it. The router will be restarted. It will take about
5 minutes before your Internet connection is automatically restored. If this doesn’'t happen you can
manually update your broadband username and password to make a connection to the Internet. See
page 46 for further details.
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Unable to establish a wireless connection with the router

If you are having problems establishing a wireless connection, you might want to check the following:

* Check to see if the wireless software on your computer can see the Bright Box wireless network.
Your Bright Box router’s wireless network name is displayed on the sticker on the bottom of the
router and on the 'KEEP MEE’ card that came with the router.

e If your wireless software can see other wireless networks, but not the Bright Box wireless network
name then move your computer closer to the router, about 6 feet away.

* If you still cannot see the wireless network name, then double check that the Wireless light on the
front of the router is lit. If it is not lit, then connect your computer to the router using the black
Ethernet cable. Login to the router admin pages and navigate to the Basic Set-Up > Wireless
Settings page and check that the ‘Enable or disable wireless’ option is set to ‘Enable’. If not, set to
‘Enable’ and click Save Settings. See How to enable or disable wireless on page 64.

* Check that the ‘Broadcast SSID’ option is set to 'Enable’ on the Basic Set-Up > Wireless Settings
page. If not, set to ‘Enable’ and click Save Settings.

e Check that the ‘Wireless Channel’ is set to ‘Auto’ on the Basic Set-Up > Wireless Settings page. If
the channel is set to 12 or 13, change it back to ‘Auto’ and click save settings.

* If you can see your wireless network but
cannot connect to it — and you have an old

wireless adapter, check that the adapter Network Security Key Mismatch
supports WPA or WPA2 wireless security
modes. If the adapter only supports the older Secusity key:

WEP security standard you will either need to
purchase a new adapter, or alternatively set
up the router in WEP wireless mode. See How
to change to wireless WEP mode on page 62
for further details.

* If you try to connect to your router's wireless

network and see a ‘Network Security —_— —_—
Key Mismatch' error or ‘Invalid Password’ ‘e The Wi-Fi neswork “BrightBox-1a2b3¢ requires a

message, you might want to double check ,.5.‘ WPAZ password.

that you are entering the correct wireless

password. The wireless password for your Password: |assssanses ]
router is displayed on the sticker on the | Show password

bottom of the router and on the 'KEEP & Remember this network

MEE’ card that came with the router. The i trvalid password.

password is also case sensitive, so ensure (2 | Cancel | [Fminis]
that the Caps-Lock is not engaged.

« If you are trying to connect using WPS (Wi-Fi Protected Set-Up) and this is failing, then try to establish
a wireless connection using the standard password method instead. Please note that if you are running
Windows Vista, you may need to select the 'l want to enter the network key or passphrase instead’ link.

* If none of the above works, you may wish to the restore your Bright Box router to factory default
settings. To do this, use a paper clip of similar object and hold down the reset button on the back
of the router for about 6 seconds before releasing it. The router will be restarted. It will take about
5 minutes before your Internet connection is automatically restored. If this doesn’t happen you can
manually update your broadband username and password to make a connection to the Internet.
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Poor wireless signal strength and speeds or the wireless connection is lost

If you are having problems establishing a wireless connection, you might want to check the following:

» |If possible, place your computer closer to the
router, but at least 1.8 meters (6 ft.) away.

* Position your router away from walls wherever
possible. The more walls between your router
and your computer(s), the more the wireless
signal strength will be degraded.

» Position your router away from any large metal
objects or metal furniture.

* Position the router away from sources of
electrical and radio interference such as
microwaves, fans, and other computers.

* Some devices such as Bluetooth adapters,
wireless phones and baby monitors may share
the 2.4GHz frequency of your wireless router,
so keep these away from the router.

* Update the software drivers for your wireless
adapter to the latest available from your
manufacturer. Visit the manufacturers web
site for information on updating drivers.

Press the WPS button on the back of the
router briefly to activate the Intelligent
Wireless feature. The router will re-scan for
the best wireless channel to use, avoiding
interference from other wireless routers where
possible. See Using the intelligent wireless
feature on page 79 for more details.

Ensure that the ‘Channel’ setting in the
Basic Set-Up > Wireless Settings page is set
to ‘Auto’. When the router is powered on it
will select the best wireless channel to use
avoiding interference from other wireless
routers where possible.

If you have an older wireless ‘B/G’ adapter

on your computer, consider upgrading to a
wireless ‘N’ adapter - this will provide you with
greater wireless speeds and may improve your
wireless range.

Problem sharing files with a USB drive connected to the router

If you are having problems sharing files or detecting a USB drive connected to the Bright Box router,
please check that you have followed the steps describe on page 89. You may also want to check the

following:

* Verify that the USB drive is correctly plugged
into the USB port on the back of the router.

* Check that the connected USB drive is listed
in the USB device section of the router status
page. If no drive is listed then the router
may be having a problem detecting the drive
format.

* Check that the ‘Auto Share’ function in the
Basic Set-Up > USB File Sharing page is set
to 'Enable’, and that ‘Security Control’ is set to
‘Disable’.

* The USB drive must be FAT, FAT32 or NTFS file
system formatted. Apple Mac HFS, HFS+ or
Linux formatted drives may not be detected by
the Bright Box router.

+ If the USB drive is appearing in the USB device
section of the router status page, but is not
detected by your operating system, check
that the Workgroup name of your computer
matches the 'Workgroup name’ setting found

on the Basic Set-Up > USB File Sharing page.
You can find your computer’s workgroup name
in the Control Panel and then System settings,
under ‘Computer name, domain and workgroup
settings’ section.

If you have recently disconnected the USB
drive, try reconnecting the drive to the router
USB port and restarting the router by powering
it off and then on. This will cause the router

to re-detect the USB drive when the router
restarts.

Try rebooting your computer, your operating
system should attempt to re-detect network
locations after it has been rebooted.

On Windows Vista/Windows 7, ensure that the
Network Discovery setting is set to ‘Turn on
network discovery’ and that File and Printer
Sharing is set to ‘Turn on file and printer
sharing’. These settings can be found in
Control Panel > Network and Sharing Centre.
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APPENDIX A: DEFAULT ROUTER SETTINGS

The following table lists the default settings for the EE Bright Box wireless router. To restore the
router to default settings, see page 135.

Section Description Default Value

URL 192.168.1.1

Router Admin Pages Username admin

Unique value - see sticker on bottom of router or
"KEEP MEE' card.

ADSL (ADSL broadband) Fibre/Ethernet (Fibre

Password

Broadband Type

broadband)
Broadband Username readytoconnect@fs
PPPoA (ADSL broadband) PPPoE (Fibre
Protocol
broadband)
Broadband Settings VPI/VCI 0/38
Encapsulation VC MUX
Internet IP Address Dynamic
DNS IP Address Obtain from ISP
MTU 1492
Enable or Disable Wireless Enable
Wireless Mode 11b+11g+11n
Channel Auto (Intelligent Wireless)
Wireless Network Name Unique value - see sticker on bottom of router
i ) (SSID) or ‘'KEEP MEE’ card.
Wireless Settings
Broadcast SSID Enable
Security WPA
WPA Mode WPA/WPA2 Mixed Mode

Unique value - see sticker on bottom of router

Wireless Password or 'KEEP MEE’ card.

Wi-Fi Protected Setup

Wi-Fi Protected Setup (WPS) Disable
Auto Share Enable
Workgroup Name Workgrou
USB File Sharing - 2 .p - £ p
File Permissions Read & Write
Security Control Disable
Advanced Broadband Connection Type Always Connected
Settings Authentication Protocol CHAP
ADSL Mode Automatic
ADSL Mode Bit Swapping Enable
SRA Enable
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Section Description Default Value
Bandwidth 20MHz
SSID1 Enable
) SSID2 Disable
\évsl’lrgless—Channel and SSID3 Disable
VLAN Binding - SSID1 Default
VLAN Binding — SSID2 Default
VLAN Binding - SSID3 Default
WEP Mode 64-bit
Key Entry Method ASCII
Wireless - WEP Keyl WKEYT
Key2 WKEY?2
Key3 WKEY3
Key4 WKEY4
WPA Mode WPA/WPA2 Mixed Mode
Cipher Suite AUTO

Wireless — WPA

Authentication

Wireless Password

Wireless Password Type

Password (8~63 characters)

Wireless Password

Unique value - see sticker on bottom of
router or 'KEEP MEE’ card.

802.1X Authentication Disable
Re-Authentication Period 30000
Quiet Period 60
. Server Type RADIUS
Wireless — 802.1x
Server IP 0.0.0.0
Server Port 1812
Secret Key blank
NAS-ID blank
SSID1-3 Enable Disable
irel -B idth
Wireless andwide SSID1-3 Upstream Kbps 0
Control
SSID1-3 Downstream Kbps 0
Auto Share Enable
Samba Function Enable
Advanced USB File
g Workgroup Name Workgroup
User Accounts None
NAS Shared List None
Mobile Broadband Service Disable
Mobile Broadband
Current PIN Code 0000

Gateway (VLAN 1/2/3)

192.168.1.1/192.168.2.1/192.168.3.1

IP Subnet Mask (VLAN 1-3)

255.255.255.0

DHCP Server (VLAN 1-3) Enable
S Lease Time Two Days
Start IP (VLAN 1/2/3) 192.168.1.2/192.168.2.2/192.168.3.2
End IP (VLAN 1/2/3) 192.168.1.254/192.168.2.254/192.168.3.254
Domain Name (VLAN 1-3) guest
IP Reservation none
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Section Description Default Value

NAT NAT Module Function Enable
NAT - Address Mapping Address Miapping none
NAT - Port Forwarding Port Forward Entries none
NAT - Port Triggers Port Trigger Entries none
Firewall Firewall features Enable
) Filtering Function Disable
Firewall - Access Control — -
Filtering Entries none
) ) MAC Address Control Disable
Firewall - MAC Filter
MAC Filter Entries none
Firewall - URL Blocking URL Block Entries none
Firewall - Schedule Rule Schedule Rule Entries none
SPI and Anti-DoS protection Enable
SPI - TCP Connection Enable
SPI - UDP Session Enable
SPI - FTP Service Enable
SPI - H.323 Service Enable
Firewall - Intrusion SP| - TFTP Service Enable
Detection SPI - SIP Service Enable
SPI - RTSP Service Enable
SPI - L2TP Service Enable
SPI - PPTP Service Enable
SPI - IPSec Service Enable
Discard Ping to WAN Interface Enable
Enable DMZ Disable
Firewall - DMZ -
DMZ Entries none
QoS QoS Module Function Disable
QoS - Traffic Mapping QoS Rules Default only with Medium Priority
. : 10 Mbps (Fibre broadband) or current
Maximum Upstream Bandwidth Upstream sync rate (ADSL broadband)
QoS - DiffServ Groups DiffServ Groups Minimal
: All 0%
Bandwidth
DiffServ Groups Allow More All Disabled
QoS - WMM WMM Support Enable
UPnP UPnP Module Function Enable
Enable Automatic Time Server
i Enable
Maintenance
System - Time Settings ) GMT - Greenwich Mean Time: Lisbon,
Time Zone .
London, Edinburgh
NTP Server ntp.readytoconnect.co.uk
System - Password Idle Time Out 10 Minutes
Settings
Dynamic DNS Disable
Provider DynDNS.org
System - DDNS Domain Name blank
Account/Email blank
Password/Key blank
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