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CIMScan User’s Manual

CIMScan is an incredibly easy to configure and use real-time monitoring system. It is
typically used to alert users to abnormal conditions that have been detected where
critical materials are stored or processed. While the system is normally used to monitor
temperatures, it can be used for anything for which a sensor is available.

Notifications of alarm conditions are provided via email, pager, and cellular telephone
text messages, as well as voice telephone if the CIMAlert option has been purchased.

All measurement data is stored in a standard relational database for analysis and
reporting. Custom reports can be generated with a variety of third party reporting
packages.
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How CIMScan Works

The diagram below shows how the CIMScan monitoring system gathers measurement
information and sends it to the server. There it is stored and compared against user-
assigned alarm limit. If an alarm is detected, selected users are immediately notified of
the condition.
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CIMScan supports both wired and wireless sensors. A sensor typically consists of a
probe connected to some sort of interface device. Typically, wired sensors are
connected to data collection devices called monitoring stations through a common
sensor network called the “SensorBus.” Monitoring Stations have the ability to interface



with up to eight sensors. Both wired and wireless monitoring stations are also available.
Wired monitoring stations connect directly to a facility’s local area network (LAN), while
wireless devices communicate through the LAN via a device called a Gateway.

Wireless sensors can communicate with a monitoring station, but more often than not
they interface to the local area network through a Gateway device. Both short range (35-
50 feet) and long range (150-250 feet) wireless sensors are available. The range can be
increased for wireless sensors by using Repeaters.

Whenever measurement data is available at a remote sensor or monitoring station, it is
immediately forwarded to the server over the LAN.

How Sensor Data is Processed

Every sensor in a CIMScan system has a unique serial number. Every time
measurement data is sent to the server, this serial number is included. The server then
uses the serial number to determine the monitoring group to which the sensor belongs
and what parameters are associated with it (name of the appliance containing the sensor
and its location, the alarm limits, units of measure, etc.).

As the measurement data is received, it is stored in the database for future reporting and
analysis. The data is also compared with the user-assigned alarm limits for the sensor. If
an alarm or warning condition is detected, the sensor status is updated appropriately and
a message is generated to alert selected users of the problem.

How Alert Messages are Delivered

Alert messages are generated whenever an alarm or a warning condition is detected or if
a system error, such as a sensor failure, occurs. The system will continue to send alert
messages on a user-specified interval until the alert is acknowledged. The interval is
called the “Acknowledgement Timeout.”

Each user is assigned an “escalation level” beginning with 1. Users with an escalation
level of “1” will receive the initial message. A user with a level of “2” will receive the
second message. This process repeats until all escalation levels have been covered.
The system can be configured so that users will only receive messages generated at
their escalation level, or it can be set up to send messages to all users at or below the
current escalation level.

The diagram on the following page shows how the escalation process works.
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Consider a situation where an alarm is detected in refrigerator 2R12 in the blood bank.
The system generates an alert message as shown above (#1) and sends it to Sue and
Jim because they have been assigned Escalation Level #1. Assume that neither Sue nor
Jim acknowledged the alarm. After the Acknowledgement Timeout period, the system
advances the escalation level and sends the alert message to Mike (#2). Mike
acknowledges the alert and further notification ceases for the moment

Assume that the alarm condition persists. After the Uncorrected Event Notification
Timeout has expired (#3), the system will generate a new message informing the users
that the alarm has not been corrected. The message will be initially sent to Sue because
she is at Escalation Level #1. If Sue acknowledges the message, escalation will cease,
again, for the moment.

The system will react again if the alarm remains uncorrected after a second Uncorrected
Event Notification Timeout has occurred (#4). The example above shows what will
happen if no one acknowledges the third set of messages. The system will go through all
four defined escalation levels, sending the message to the appropriate people. Once it
reaches the top escalation level, the system will repeatedly send the message at the
Acknowledgement Timeout interval until the message is acknowledged by someone.

Alarm Acknowledgement
Alarm acknowledgement can only be accomplished by logging onto the system and

selecting the point or points to be acknowledged on the group status page. The steps to
take to acknowledge an alarm are discussed later in this document.



Logging onto CIMScan

Logging onto your CIMScan system is easily accomplished by opening your web
browser and typing in the name (or IP address) of the server hosting CIMScan followed
by “/cimscan/login.asp.” This will display the login page as shown below.

€ ) || http://192.168.2. 16/ cimscan/lagin.asp i<
S

@ CIMScan

Legin

Password

Simply enter your User ID and Password in the fields provided and click the “Login”
button.



Group Status Page

After logging in, the main group status page will be displayed as shown in the annotated
screenshot below.

@ CIMScan

Time Detected Group Location Name Parameter | Alarm Status Ackd

05/13/2011 03:13:14 PM Warehouse Packing Room  Humidity Hurnidity  Errar: Comm Loss Errar (s}

05/13/2011 03:13:14 PM Warehouse Cooler Refrig Temp Error. Comm Loss Error No

05/18/2011 07:45:25 AM Remote Site 43 Dockside  Cutside Temp Lo ¥arning: 89.9<= 60.0F No

05/18/2011 07:30:28 AM Remote Site 43 Dockside  Outside Hurnidity  Errar: Comm Loss Errar (s}

09/158/2011 07:30:28 AM Remote Site 43 Dockside  Shop Humidity ~ Error. Comm Loss Error No

Select Action ~
Location Name Select |Parameter | Value |Units  Status Time Last Updated
Lah Freezer A [ Temp 227 C @  06/08/2011 11:43:46 AM
Main OR Operating Room Temp temp 270 C o 06/08/2011 3:38:02 PM
Pharmacy 4th Floor Pharmacy Humidity B0 rh ® 06/08/2011 3:38:02 PM
Select/Unselect All 10f1

The page is divided into three sections. The top section contains the main menu followed
by a list of monitoring points in alarm. These sections will be discussed later in this
manual.

The bottom section contains a spreadsheet that contains the current information for all
the monitoring points in the group.

Location........ the physical area where the appliance to be monitored is located
Name............ the name of the appliance being monitored

Select........... choose sensor(s)

Parameter....the parameter being monitored (temp, humidity, pressure, etc.)
Value............ the current measurement value for each sensor

Units............. the units of measure (°C, %RH, psi, etc.)

Status........... symbol that shows the current alarm status for each point
Time............. the time that the last measurement was received from each sensor



Users can select one or more monitoring points to be included in a trend chart (plot of
values vs. time). Users can also add free-form notes to the data log for one or more
monitoring points by selecting the points and using the “Select Action” dropdown list as
shown in the screenshot below.

Select Action [_v|

Location Name Select Parameter | Value |Units |Status | TiIRPNPYE Acﬁon
Lahb Freezer & fiemp 227 %6 Add Notes
hain OR Operating Room Temp ternp 2 e 06 sh |
| ow Ma
Pharrnacy 4th Floor Pharmacy Hurnidity 60 rh - |nlf:<‘)
[ SelectUnselect All 1of1
| Trend

Users can select all the monitoring points in the list by clicking on the “Select/Unselect
All” checkbox at the bottom of the grid. Conversely, all the selected points can be
deselected by clicking the checkbox a second time.

Displaying a trend chart and adding user notes are discussed in more detail later in this
manual.



Menu Bar

A simple menu bar is displayed at the top of each page in CIMScan to allow users to
select

@ CIMScan

Home...... Clicking on “Home” will display the Group Status Page

Admin......Displays submenus that provide a path to the administration functions
available in CIMScan. Normal users usually only have a single administrative
function which is editing their user profile.

Help........ The on-line manuals are available by clicking on the “Help” menu

Reports...A variety of reports can be generated by clicking on “Reports.”

Logoff......Users can manually logoff by clicking here. The system will automatically log
you off after a specified period of inactivity.



Group Status Page with Alarms Detected

The main group status page below would have been displayed if you had logged onto
the system and more points were in alarm, warning, or error.

Select Action -
Time Detected Select |[Location |Name Parameter |Current Status Ackd
06/08/2011 11:43:46 AM Lah Freezer & Temp Error: Comm Loss Error i[a]
06/08/2011 11:31:12 AM Main OR  Cperating Room Temp temp Hivarning: 24 2==20.0C []u]
06/08/2011 11:32:14 AW Pharmacy  4th Floor Pharmacy Hurnidity Hi Alarm: 62== 8rh [u]

Select/nselect All 10f1

Points that have exceeded the warning limit are displayed with a yellow background.
Points in alarm are shown over red, and points in error are over blue such as the loss of
communication between the server and the remotes.

If the system is configured to require alarm acknowledgement, the “Acknowledged
(Ackd)” column will be displayed in the alarm list. To acknowledge an alarm simply select
the desired monitoring point(s) in the alarm list and click on “Add Acknowledgment” as
described in the next section.
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Acknowledging an Alarm

Alarms can be easily acknowledged by selecting them in the alarm list and then clicking
on “Add Acknowledgement” in the dropdown list at upper right hand corner of the grid.

Select Action E] [
Time Detected Select |[Location |Name Parameter Select Action
06/08/2011 11:43:46 AWM Lak Freezer & Termp Add Acknowledgement
06/08/2011 11:31:12 AM Main OR  Operating Room Temp temp Add Notes
06/08/2011 11:32:14 Al Pharmacy  4th Floor Pharmacy Hurnidity Trend
Select/Unselect All 10

This will display the acknowledgement dialog box. Simply perform the steps below to
complete the transaction.

1

nnrss Select Value
ACK Detail Info (S EEATE[TE]
Alert Corrected.
Problem Solved.
Dept1 phrase

Test

—_—

| —Ixi
Group Name |Location  |Name |Parameter
2nd Floor Lab Freezer A Temp
2nd Floor Main OR Operating Room Temp temp
2nd Floor Pharmacy 4th Floor Pharmacy Hurmid ity

KWd10f1 p P
Dept1 phrase

m

Dept1 phrase: Entered Note

Select Action - 1
Time Detected |Select |Location |Name |Parameter |Current Status | Yeé r
06/08/2011 10:04:01 AM v Lab Freezer A Temp Error: Comim Loss Error
06/08/2011 10:00:12 AM [#] Main OR  Operating Room Temp  temp HiWarning: 24.0>= 20.0C Yes
06/06/2011 4:11:51 PM |v  Pharmacy 4th Floor Pharmacy Hurmidity Hi Alarm: 62>= 8rh

:_ Yes

["|SelectiUnselect All {10f1 P
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Displaying a Trend Chart

Users can display a chart containing one or more monitoring points by selecting the
points as previously described and clicking on “Trend” in the dropdown list at the upper
right hand corner of either the alarm list or the current status grid. This will display a chart
containing a plot of the point(s) vs. time as shown below.

‘Select Action iv]
Time Detected Select Location |Name Parameter || Select Action ckd
D6/08/2011 11:43:46 A [¥] Lab Freezer 4 Temp | Add Acknowledgement  jin
06/08/2011 11:31:12AM  [WJF Main OR  Operating Room Temp  temp | Add Notes 0

08/08/2011 11:32:14 A Jl FPharmacy  4th Floor Pharmacy Hurnidity I
Select/Unselect All 10of1
==
2nd Floor
Humidity (rh) @ Pharrmacy | 4th Floor Pharmacy = 59
chart by amCharts.com [ [ 2
&0
e 58
56
temp (C) @® Main OR | Operating Roorn Termp = 23
B [ [
50
o
Temp (C) @ Lab | Freezer A = 22,3
_—
chart by amCharts,com -
21.5
0z:00 04:00 US:UUE 000 07:00 og:00 0900 10:00
18:00 Jun 08 @ 06:00 E
From: 06/08/2011 [ 2:29 AM to: 06/03/2011 4] 10:55 aAM Zoom: 1H 2H 12H 1D iM Mo |
Weril,0.2904, 2766 www technig om
£

Users can move the mouse cursor (hand) over the plot to display the current value at the
top of the chart and the time stamp (in red) right below the trend line. The chart can be
easily zoomed by using the already available Preset Time Period buttons. The time
period can also be easily adjusted by using the handles in the timeline. Placing the
cursor between the two handles and sliding it left or right will allow the user to move a set
time range. Lastly, another way to adjust the time period is to manually type in the date
and time in the Time Slots at the bottom of the chart.
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Adding a User-Generated Note

Free-form notes can be added to one or more monitoring points by selecting the desired
points and selecting “Add Notes” in the dropdown list associated with the grids. This will
display a blank notes dialog. Simply enter your note using the keyboard as shown below.

Select Action E]
Time Detected Select |Location |Name |Parameter |1 Select Action \
06/08/2011 11:43:46 AM (vl Lab Freezer A Temp
06/08/2011 11:31:12 AM V& Main OR  Operating Room Temp  temp
06/08/2011 11:32:14 AM | Einarmacy 4th Floor Pharmacy  Hurnidity
[ |Select/Unselect All ' .

Example of a User's Note

Type Note Using Keyboard

Group Name Location Name |Parameter
2nd Floor Lab Freezer A Temp

2nd Floor hain OR Operating Roam Termp ternp

2nd Floor Pharmacy 4th Floor Pharmacy Hurmidity

dd101 b M

Example of a User's Note

Clicking on the “Add” button will redisplay the dialog box with a confirmation that the note
had been entered for the selected monitoring points. Click the “X” on the upper right
hand corner of the dialog box to close.
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Generating a Report

Reports can be generated directly from the main menu by clicking on “Reports” and
selecting the report that you want to generate.

Status Report

Alarm History

Sensor Measurement Log
User hotes

Trend

Sensor Report

Audit Trail

Limits Changed

Statistics by Hour
Statistics by Day Group Select Value E|
Statiatics by Week S =

Statistics by Month

The next step is to select the group for which the report will be generated. The reporting
page will be expanded to show a list of all the monitoring points available in the group
selected.

Location [Name Select Sensor Type  |Value Units|Status Time
Lah Freezer A J Default Sensaor 227C W 06082011
Type 11:43 AM
Main OR Operating 7 Sensor 2B80C » 06/08/2011
Room Temp 201 PM
Pharmacy 4th Floor '7! Room Rel 62 rh % 06/08/2011
Pharmacy Hurnidity 2:01 PM
J/ |select/Unselect Al 10f 1
Report Period Select Value |L|
S 3 AT

User-Specified Date and Time
Previous 8 Hours

Previous 24 Hours

Today

This Week to date

Previous 7 Days

This Month

End Date

Select the appropriate monitoring points and the period of the report. Choosing the
“User-Specified Date and Time” period will allow the user to specify the starting and
ending date/times. Remember to use the “Select/Unselect All” box to select all of the
monitoring points in the group to be included in the report. Finally, click the “Submit”
button to generate the report.
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Viewing Statistics Reports

To view Statistics reports by hour, day, week, and month, go to the main Reports tab and
make the desire selection. Choose the desired group, sensor, and time period as
described in the previous section.

The Statistics Report contains three sections: Summary, Chart, and Detail. User may
choose which section to view by using the Tabs at the upper left hand corner of the

window. Before viewing, the user must highlight a sensor first by placing the mouse
cursor on the desired sensor in the Summary page.

Status Report

sssssssss

S Partecden il Ll » /318 11 AM 17 OU/ANIL 1034 AN

Su Particles

L (R

— | — e | .
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Modifying Your User Profile

Click on the “Admin” menu then select “My Profile” to display your User Profile.

Swstern Admin Ity Profile

Group Admin

A typical user profile page is shown below.

First Marne Jon

Last Mame Smith

Title Marrmal User
Lagin Marrnal User
Password [ Change [
Start Wiork 800 A |iJ
End wark ml&)
Wiark Contact jon. srmith@cirmtechniques, com

Mon-work Contact 222-9237-65432

| Update [

On this page you can change your contact information as well as your starting and
ending workday times. You can enter your workday time by using the “:” and “;” buttons
next to the time fields. Simply click on “Update” button to make changes up to

date. Example of how to use multiple emails and phones are shown below:

rmarg@hotrnail. com; rmary@grnail. comn

jon.smith@cimmtechniques, comjonsmithi@yahoo, com

jane_srmith@royretropes. cormn, 888, 927.65432

288,987,6043; 321-336-93513

SE8.,987.6543; alex@prm. sprint. com
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You can send text messages to a cell phone if you know the service provider. The table
below shows the email address to use for each of the popular providers.

T-Mobile: phonenumber@tmomail.net

Virgin Mobile: phonenumber@vmobl.com
Cingular: phonenumber@cingularme.com
Sprint: phonenumber@messaging.sprintpcs.com
Verizon: phonenumber@vtext.com

Nextel: phonenumber@messaging.nextel.com
US Cellular: phonenumber@email.uscc.net
SunCom: phonenumber@tms.suncom.com
Powertel: phonenumber@ptel.net

AT&T: phonenumber@txt.att.net

Alltel: phonenumber@message.alltel.com
Metro PCS: phonenumber@MyMetroPcs.com

where phonenumber = the cell phone’s 10 digit phone number

for more listing, please use the following links:
http://en.wikipedia.org/wiki/List_of SMS_gateways
http://www.sweetnam.eu/index.php/List_of Internet to SMS_gateways
http://www.mutube.com/projects/open-email-to-sms/gateway-list/

Most pager providers also provide access via an email address. Check with your
provider for the address to use.
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